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ENISA 

• The European Network & Information Security 
Agency (ENISA) was formed in 2004. 

• The Agency is a Centre of Expertise                                       
that supports the Commission and                                        
the EU Member States in the area                                           
of information security. 

• We facilitate the exchange of                                       
information between EU institutions,                                     
the public sector and the private                                   
sector. 
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EU Cyber Security Strategy 

• The Five strategic objectives of the strategy: 
• Achieving cyber resilience 

• Drastically reducing cybercrime 

• Developing cyberdefence policy and capabilities related to 
the Common Security and Defence Policy (CSDP) 

• Developing the industrial and technological resources for 
cybersecurity 

• Establishing a coherent international cyberspace policy for 
the European Union and promote core EU values. 
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            The ENISA Threat Landscape 

The ENISA Threat Landscape 
provides an overview of 
threats and current and 
emerging trends.  

It is based on publicly 
available data and provides 
an independent view on 
observed threats, threat 
agents and threat trends.  

Over 120 recent reports 
from a variety of resources 
have been analysed.  
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            Developed overview 
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  Cyber Exercises 

• Cyber Europe 2010. 

• first ever international cyber security 
exercise 

• EU-US exercise, 2011.  

• Also a first : work with COM & MS to build  
transatlantic cooperation 

• Cyber Europe 2012.   

• Developed from 2010 & 2011 exercises.  

• Involves MS, private sector and EU institutions.  

• Highly realistic exercise, Oct 2012 
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 Securing New Technologies 
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Member States with NCSS 

Austria 

Czech Republic 

Estonia 

Finland 

France 

Germany 

Hungary 

Lithuania 

Luxemburg 

Netherlands 

Poland 

Romania 

Slovakia 

United Kingdom 
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• ENISA deliverable of 2012 

• Describes: 
• Known good practices, standards and policies 

• The elements of a good Cyber Security Strategy 

• Institutions and roles identified in a Strategy 

• Parties involved in the development lifecycle 

• Challenges in developing and maintaining a Strategy 

 

Good Practice Guide 
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Supporting Operational Communities - 
Overview 
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National/governmental CERTs 
 

        in 2005       
   in 2013 

ESTABLISHED 
IN 2005: 
Finland 

France 
Germany 
Hungary 
The Netherlands 
Norway 
Sweden 
UK 

•

•

•

•

• –
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CERT Status Report 2012 
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CERT Exercises and training material 

• ENISA CERT training/exercise material, used since 2009, was 
extended to host 23 different topics and training exercises 
including:  
• Technical aspects 

• Organisational aspects 

• Operational aspects 
 

• Additionally a Roadmap was created to                                           
could ENISA                                        

provide more proactive and efficient                                          CERT 
training?  
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• Main goals: 
• Define key concepts  

• Describe the technical and legal/regulatory aspects of the fight against 
cybercrime 

• Compile an inventory of operational, legal/regulatory and procedural 
barriers and challenges                                                                      and 
possible ways to overcome                                                                         
these challenges 

• Collect existing good and best                                                                    
practices 

• Develop recommendations 

• Focus on CERT-LEA                                               cooperation 

 

Fostering CERT-LEA Collaboration 
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Security & Data Breach Notification 
  

Supporting MS in implementing Article 13a of the 
Telecommunications Framework Directive 
• Supported  

• Developed and implemented the process for collecting annual national 
reports of security breaches 

• Developed minimum security requirements and propose associated 
metrics and thresholds 

• Supporting COM and MS in defining technical implementation 
measures for Article 4 of the ePrivacy Directive. 
• Recommendations for the implementation of Article 4. 

• Collaboration with Art.29 TS in producing a severity methodology for the 
assessment of breaches by DPAs 
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• 51 incidents from 11 countries, 9 countries without 
significant incidents, 9 countries with incomplete 
implementation 

• Most incidents 
• Affect mobile comms (60%) 

• Are caused by  

hardware/software failures (47%)  

third party failures (33%),  

natural disasters (12%) 

• Many involve power cuts (20%) 

• Natural disasters (storm, floods, et cetera) 

often cause power cuts, which cause outages 

Article 13a - Incidents 2011 
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• 79 incidents from 18 countries, 9 countries without 
significant incidents, 1 country with incomplete 
implementation 

• Most incidents 
• Are caused by  

System failures (76%) , third party failures (13%),  Malicious actions (8%) 

natural disasters (6%) 

Article 13a - Incidents 2012 



Questions? 


