
Signal Spam  
National Information Sharing Centre 



 

 A non for profit association & a public / private partnership 
 
 Terms of use in compliance with the French Data Protection Agency 
(CNIL) allowing Signal  Spam to collect a high quality information from end 
users 
 
 A database containing digital complaints from citizens allowing inquiries 
and legal procedures 
 
 A tool to dispatch useful information to various players committed in 
the fight against spam and cybercrime 

 
 A testing ground and an observatory of spam in France 
 

Signal Spam in a few key words 



Personal e-mail 

Legitimate newsletter 

Illegitimate 
newsletter but 

altogether 
interesting 

Legitimate newsletter but 
no longer wanted 

Unsolicited & unwanted e-mail 

Cybercrime 
(Fraud, Scam , Phishig, Spear 

Phishing, Botnet) 

What is a spam? 
Don’t ask the question, simply report what you dislike 



How to use Signal Spam ? 
Report everything simply 

Go to https://www.signal-spam.fr/ 

Create an account and agree to the terms of use 

Download a plugin for outlook/thunderbird 
or report online 

View and edit your reports 
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• Technical headers reported : useful data to identify spammers 

• Digital evidences repository 
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Providing Feeds 
Sharing Relevant Information With Members and Partners 

Private Companies 
Senders 

 Feedback Loops 
 IP Stats Feeds 

ISP/MSP 
 Abuses & Infections on Network 

Brands 
 Counterfeit & Abusive Use of Name 

Security Vendors 
 URL Feeds 
 “Botnets” Feeds 

 

Public Agencies & Law Enforcement 
 Requisition of Digital Evidence 
 Specific Feeds 

Extra National Feeds 
 Specific Feeds With Partnership Agreement 



Charter of engagements 
A Single Text for All Players 

• Objective criteria to evaluate a joining request 
 
• Commitments and Best Practices: 

 Format  
 Unsubscribing procedure 
 Dealing with abuses 
 etc. 
 

• Different profiles of players:  
 Lists Owners 
 Marketers 
 E-Mail Senders 
 ISP/MSP 
 Hosters 
 Public Authorities 
 

• Towards a Signal Spam’s certification? 



Members of the Association 
A trustworthy network to fight against spam and cybercrime 



Database 

Receiving 
Data Split and 

Store 
Enhance 

Deliver 
Data 

Incoming data Outgoing data 

Analyse Data 



Receiving Data 

E-mail 
Client 
Plugin 

Spam 
Reporting 

Centers 

Browser 
Plugin 

Database 

End User’s tools  

3rd Parties submission 

Security 
Vendors 

CERTs 

Online 
Reports 

Smartphone 
App 

ISP 
Webmail 



Rule : Matching IP Address  

Database 

E-mail Senders 

• ARF reports concerning sending IP addresses 
• Unlisting internet users 
• « Delivrability » monitoring 

Rule : Matching IP Address / 
Domain Names  

Internet/Messaging Service Providers 

• Digital evidences (reports) to detect customers infected devices 
• Fight abuses on mail 
• Relay of botnet related data in compliant legal environment 

Rule : Positive identification 
of Malicious URL / IP Address 

/ Domain Name 

Security Vendors & CERTs 

• Malicious URLs feeds 
• ARF reports 
• Blocking websites in Internet Browsers 

Law Enforcement 

• Top 30 biggest spammers in France (Data Protection Authority) 
• Requisition Request 
• Easy access to the database 

Rule : Matching Brand 
Related Keywords 

Banks & Marketers 

• Legal evidence against thievery and counterfeit 
• Malicious URLs / Domain names feeds 
• Highly qualified phishing attempts reports  



Split & Store 

Mail 

Header 

IP 

Domain 

Content 

Images 

URLs 

Files 

Processed  
Data 

Near Future 
Processed  

Data 



Enhancement 

Object 
Enhanced 

Object 

IP 

File 

Sender 

URL 

Geolocalized Ip 
/ Member IP 

Virus 

Botnet 

Phishing 



Delivering Data 

Database 

Apply Rules 

Matching IP 

Matching 
URL 

Matching 
Sender 

Send to 
Partners 


