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Mission: To conduct analysis and develop
referrals for investigative entities on cyber
crimes
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Filing a Complaint with the IC3

The IC3 accepts online Internet crime complaints from either the
actual victim or from a third party to the complainant. We can best
process your complaint if we receive accurate and complete
information from you. Therefore, we request that you provide the
following information when filing a complaint:
* Your name

Your mailing address

Your telephone number

The name, address, telephone number, and Web address, if

available, of the individual or organization you believe

defrauded you.

Specific details on how, why, and when you believe you were

defrauded.

Any other relevant information you believe is necessary to

support your complaint.

File a Complaint

WWW.IC3.g0V

Welcome to the IC3 52’688’925 h|tS |n 2013

The Internet Crime Complaint Center
(IC3) is a partnership between the
Federal Bureau of Investigation (FBI) A P As a n ca m
and the National White Collar Crime
R t ilabl
eports are available

via Really Simple

Disclaimer

Privacy Notice ° °

Internet Crime Prevention Tips Sy n d I cat I o n ( RSS)
Internet Crime Schemes

Public/Private Alliances

Protect Yourself
With The Latest IC3
1 Consumer Alerts!

Flyer/Poster

Mass Market Fraud
1C3 Flyer
1C3 Safety Poster



http://www.ic3.gov/

Law Enforcement Enterprise Portal

What is the Law Enforcement
Enterprise Portal?

The FBI's Law Enforcement Enterprise

Portal (LEEP) is a gateway providing law
enforcement agencies, intelligence groups,
and criminal justice entities access to
beneficial resources. These resources will
strengthen case development for investigators,
enhance information sharing between
agencies, and be accessible in one centralized
location!

The resources available include:
Virtual Command Centers
Nationwide criminal justice records
Global cyber-complaint data
Information sharing networks
Intelligence centers
Plus many more...
Along with these great resources being in
one centralized location, you are also able
to gain access by logging in using a single
sign-on process. In other words, by using
one username and one password, you can

obtain access to many different resources
and services within the LEEP.

Who Can Access the LEEP?

Any user from a local, state, tribal, and federal
law enforcement agency that is an Identity

Provider (1dP) to the LEEP.

(An IdP is an agency that partners with the LEEP,

which gives their users easier access to the LEEP resources. To
become an IdP, send request to leoportal@leo.gov.)

or
Anyone who has a Law Enforcement Online

(LEQ) account. (To become a LEO member, go to
WWW.[20.GOV. |

How LEEP Works:

Agency’s
Network

How Do I Access the LEEP?

If your agency is an IdP, simply log onto
your agency workstation.

or
If your agency is not an IdP, go to

www.leo.gov and use your LEO account
username and password.

Services

Users access the LEEP gateway by logging onto their
agency's network and then gain access to authorized
services by selecting the available icons.




IC3 2013 Complaints

« Complaints Received: 262,813

Complaints reporting loss: 119,477

Total adjusted loss: $782,159,556

Average loss overall: $2,976

Average loss for those reporting loss: $6,547




IC3 Complaints Received Annually
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Crimes Reported to the IC3

Hacking/Intrusion = | Intellectual Property
Phishing/Spam L RIE convt g Stalking/Harassment

Presidential Threats Child Exploitation
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Looks Too Good To Be True.com

Every day, American consumers receive offers that just sound
too good to be true. In the past, these offers came through
the mail or by telephone. Now the con artists and swindlers
have found a new avenue to pitch their frauds — the Internet.
The on-line scams know no national borders or boundaries;
they respect no investigative jurisdictions. But, as with all
scammers, they have one objective — to separate you from

your money!

An interesting point about fraud is that it is a crime in which
you decide on whether to participate. Hanging up the phone or
not responding to shady mailings or emails makes it difficult
for the scammer to commit fraud. But con artists are very
persuasive, using all types of excuses, explanations, and offers

to lead you — and your meney — away frem common sense.

This website was developed to arm you with information so

you don't fall victim to these Internet scam artists. Education,
good judgment, and a healthy dose of skepticism are the best
defenses against becoming a victim. Remember, if it looks too

good to be true, it probably is!
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ARE YOU AT RISK? f

Could you be the
victim of fraud?

Click for Our

===

Fakelhecks.org

Launched in October
2005, a joint effort
between law
enforcement and
Industry designed
to protect
consumers against
Internet crimes.

Remember, if it looks
too good to be true,
it probably is!




Assisting Investigations

= Access to consumer complaint database

= Research open and closed Internet sources
= Analyze and organize case data

= Liaise with numerous industry contacts

= Coordinate investigative effort

= Continually update ongoing investigations

= Send case referrals to state, local, and
federal law enforcement




IC3 Dissemination of Intelligence

The Internet Crime Complaint Center’s (IC3)
August 2013 Trend Analysis and
Intelligence Brief

_ Monthly Trend Analysis: Disseminated to Legats, InfraGard, LEO, and
Cyber coordinators in FBI Field Offices

MICROSOFT SUPFORT SCAM NOW USING THE IC3

The IC3 has produced Scam Alerts in the past advising the public of an ongoing telephone

scam in which callers purport to be an employee of & major software company. The callers

speak with very strong accents, which most complinants described as Indian, and report the

user's computers are sending ermor messages and a virus has been detected. L

Intelligence Note

Prepared by the

Internet Crime Complaint Center (I1C3)
September 18, 2013

To view PSAs, you may visit www.ic3.gov,
www.fbi.gov, and/or www.lookstoogoodtobetrue.com

BETA BU‘T MALWARE BLOCKS USERS ANTI-VIRUS PROGRAMS
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Questions, Comments?

Bill Hinerman
Unit Chief
Internet Crime Complaint Center




