
kompiuterulikompiuterulikompiuterulikompiuteruli    danaSaulisdanaSaulisdanaSaulisdanaSaulis    
Seswavlis proeqtiSeswavlis proeqtiSeswavlis proeqtiSeswavlis proeqti 
www.coe.int/cybercrime 

 
 

 

ekonomikuri danaSaulis departamenti 
adamianis uflebebisa da samarTlebrivi  
sakiTxebis generaluri direqtorati  
safrangeTi, strasburgi  
marti, 2010,  versia XVII  

 
 
 
 

 

 

 

 

 

 

 

 

mosamarTleebismosamarTleebismosamarTleebismosamarTleebis    treningi treningi treningi treningi kompiuterulikompiuterulikompiuterulikompiuteruli    

danaSaulisdanaSaulisdanaSaulisdanaSaulis Sesaxeb Sesaxeb Sesaxeb Sesaxeb::::    

    

treningistreningistreningistreningis    

    

saxelmZRvanelosaxelmZRvanelosaxelmZRvanelosaxelmZRvanelo    

 

 

 

 

(proeqti)(proeqti)(proeqti)(proeqti) 
 

 

 

 

 

 

 



evrosabWos treningi qselur danaSaulSi 

 
www.coe.int/cybercrime 

 

mosamarTleTa treningi qselur danaSaulSi 2 

 

 

 

 

 

winamdebare saxelmZRvanelos pirveladi varianti 
momzadebulia doqtor marko gerkes mier, Ggermania. dokumenti 
Seiqmna evrosabWos ekonomikuri danaSaulis 
ganyofilebisaTvis    ((((adamianis uflebebisa da samarTlebrivi 
sakiTxebis generaluri direqtorati) kompiuteruli 
danaSaulis Sesaxeb proeqtis farglebSi. dokumentis 
SemuSavebaSi monawileoba miiRes naijel jonsma 
(teqnologiebis riski, gaerTianebuli samefo), fredesvinda 
insam (CYBEX, espaneTi), ian spoenlim (maqs planis instituti, 
Ggermania, freburgi) da sxva eqspertebma. naSromSi 
Sesworebebis Setana moxda evrokomisiis da evrosabWos 
PROSECO proeqtis ganxorcielebis Sedegad, romelic exeboda 
samarTlebriv sakiTxebTan dakavSirebiT samxreT-aRmosavleT 
evropis qveynebis TanamSromlobas. www.coe.int/economiccrime 
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1111.... Sesavali: rogor gamoviyenoT winamdebare Sesavali: rogor gamoviyenoT winamdebare Sesavali: rogor gamoviyenoT winamdebare Sesavali: rogor gamoviyenoT winamdebare 
saxelmZRvanelosaxelmZRvanelosaxelmZRvanelosaxelmZRvanelo    

 

winamdebare saxelmZRvanelos mizania aris treningis 
organizebis xelSewyoba mosamarTleebisaTvis 
kompiuteruli/kiberdanaSaulis sakiTxebTan dakavSirebiT. 
 
bolo wlebSi, mTeli msoflios masStabiT SeimCneva 
sazogadoebis damokidebulebis mniSvnelovani zrda 
sainformacio saSualebebisadmi. dRes, informaciam da 
sainformacio teqnologiebma adamianebis cxovrebis TiTqmis 
yvela sferoSi SeaRwia. sainformacio teqnologiebze mzardi 
damokidebuleba sazogadoebas iseTi safrTxis winaSe ayenebs, 
rogoric aris kompiuteruli danaSauli, rac niSnavs 
danaSaulis Cadenas kompiuteris saSualebiT da kompiuteruli 
sistemebisa da monacemebis winaaRmdeg.  
 
miuxedavad imisa, rom bevr qveyanaSi samarTaldamcavma 
organoebma SeZles sakuTari SesaZleblobebis gaZliereba 
kompiuteruli danaSaulis gamoZiebisa da eleqtronuli 
mtkicebulebis uzrunvelyofis mizniT, es aranairad ar 
amcirebs mosamarTleebis mniSvnelobas, romlebic gadamwyvet 
rols TamaSoben sisxlis samarTlis saqmeebis samarTliani 
ganxilvis procesSi. 
 
swored amitom aris saWiro konkretuli Zalisxmeva 
mosamarTleebisaTvis treningis Catarebis mizniT, rac 
uzrunvelyofs maT aRWurvas saTanado codniT, romelic 
aucilebelia kompiuterul danaSaulTan da eleqtronul 
mtkicebulebasTan dakavSirebul saqmeze ganaCenis gamosatanad. 
 
winamdebare saxelmZRvanelo Sedgeba ZiriTadi, Sesavali 
trening-kursisgan, romelic unda Catardes, sul mcire, ori 
dRis ganmavlobaSi. cxadia, SesaZloa, zogi sakiTxis 
Semokleba an gamotoveba da erTdRiani treningis Catareba, an 
piriqiT, treningis vadis erT kviramde an metiT gazrda da im 
sakiTxebis ganxilvac, romlebic miTiTebulia SeniSvnebSi. 
 
saxelmZRvanelos struqtura gamomdinareobs treningis 
rekomendirebuli kursidan: 
 

 
� Sesavali nawili moicemulia TavSi 2 da igi aRwers 

kompiuteruli danaSaulis raobas da im gamowvevebs, 
romlebsac es movlena uyenebs mosamarTleebs. aseve, 
warmogvidgens evrosabWos “budapeStis” konvencias 
kompiuteruli danaSaulis Sesaxeb, romelic warmoadgens 
ZiriTad saerTaSoriso standarts msoflios masStabiT 
kompiuteruli kanonmdeblobis harmonizaciis kuTxiT.  
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� Tavi 3 gaacnobs mosamarTleebs sainformacio 
teqnologiebs. 

� Tavi 4 aRwers, Tu rogor  aris gansazRvruli sxvadasxva 
saxis qmedeba, romelic Seadgens kompiuterul danaSauls, 
rogorc sisxlis samarTlis danaSauli. am nawilSi 
mocemulia kompiuteruli danaSaulis konvenciis 
debulebebi. treningis dros mniSvnelovania, konvenciis 
debulebebis dakavSireba da ganxilva erovnul 
sakanonmdeblo bazasTan mimarTebaSi.  

� Tavi 5 warmoadgens Sesavals kompiuteruli danaSaulis 
eqspertizisa da eleqtronuli mtkicebulebis Sesaxeb.   

� Tavi 6 aRwers proceduruli kanoniT gansazRvrul 
RonisZiebebs, romelic xelmisawvdomia sisxlis samarTlis 
organoebisaTvis, raTa maT gamoiZion kompiuteruli 
danaSaulis saqmeebi da uzrunvelyon eleqtronuli 
mtkicebulebis efeqtianad warmodgena.  

� Tavi 7 Seexeba saerTaSoriso TanamSromlobas. 
kompiuteruli danaSauli yvelaze metad warmoadgens 
transnacionalur danaSauls  da SeuZlebelia masTan 
brZola efeqtiani saerTaSoriso TanamSromlobis gareSe. 
mosamarTleebi mniSvnelovan rols TamaSoben aseTi 
TanamSromlobis gaaqtiurebis mizniT.  

 
danarTSi mocemulia terminTa ganmarteba da is magaliTebi, 
romelTa gamoyenebiT SesaZlebelia im sakiTxebis 
ilustrireba, romelTa Sesaxeb saubari iyo wina TavebSi. 
 
treningis kursis dasrulebis Semdeg, mosamarTleebma unda 
SeZlon kompiuteruli danaSaulis mniSvnelobis gaazreba; is, 
Tu saerTo samarTlis romeli kanonebi, sakanonmdeblo aqtebi 
da proceduruli kanonebi unda iqnes gamoyenebuli da ratom 
aris mniSvnelovani efeqtiani RonisZiebebisa da saerTaSoriso 
TanamSromlobis ganxorcieleba. 
 
magaliTi: treningi kompiuteruli danaSaulisa da eleqtronuli mtkicebulebebis magaliTi: treningi kompiuteruli danaSaulisa da eleqtronuli mtkicebulebebis magaliTi: treningi kompiuteruli danaSaulisa da eleqtronuli mtkicebulebebis magaliTi: treningi kompiuteruli danaSaulisa da eleqtronuli mtkicebulebebis 

Taobaze Taobaze Taobaze Taobaze ---- sabazo codnis misaRebi tipuri moduli sabazo codnis misaRebi tipuri moduli sabazo codnis misaRebi tipuri moduli sabazo codnis misaRebi tipuri moduli    

 

kursis 

mizani  

kursis dasasruls mosamarTleebsa da prokurorebs zogadi codna unda 

hqondeT, Tu ra aris kompiuteruli danaSauli da eleqtronuli 

mtkicebuleba, rogor SeuZliaT mosamarTleebsa da prokurorebs maTTan 

gamklaveba, romeli materialuri da procesualuri normebis, iseve 

rogorc teqnologiebis, gamoyeneba SeiZleba, rogor SeiZleba 

gadaudebeli da efeqturi zomebis ganxorcieleba da farTo 

saerTaSoriso TanamSromlobis danergva      

sesia 1 kompiuteruli danaSaulis Sesaxeb  

 � ratom SevwuxdeT kompiuterul danaSaulze fiqriT? 

� ra aris kompiuteruli danaSauli? 

� sirTuleebi mosamarTleebisa da prokurorebisTvis 

� erovnuli kanonmdebloba da saerTaSoriso standartebi  

sesia 2 teqnologia  

 � internetis funqcionireba (ZiriTadi cnebebi) 

� terminTa ganmarteba 



evrosabWos treningi qselur danaSaulSi 

 
www.coe.int/cybercrime 

 

mosamarTleTa treningi qselur danaSaulSi 7 

� protokolebi  

sesia 3  kompiuteruli danaSauli, rogorc danaSaulebrivi qmdeba Sida 

kanonmdeblobaSi   

 � danaSaulebi kompiuteruli monacemebisa da sistemebis winaaRmdeg 

� kompiuterTan dakavSirebuli TaRliToba da siyalbe 

� SinaarsTan dakavSirebuli danaSaulebi (arasrulwlovanTa pornografia, 

qsenofobia, rasizmi) 

� inteleqtualur sakuTrebasTan dakavSirebuli danaSaulebi 

� sasamarTlo gadawyvetileba/sasamarTlo praqtika 

sesia 4 eleqtronuli mtkicebulebebi  

 � eleqtronuli mtkicebulebebis Sesaxeb: gansazRvrebebi da maxasiaTeblebi 

� eleqtronuli mtkicebulebebis moTxovnebi 

� kompiuteruli eqspertiza 

sesia 5  saproceso samarTali/sagamZiebo RonisZiebebi 

 � iurisdiqcia da teritoriuli kompetenciebi 

� kompiuteruli monacemebis swrafi dacva 

� warmodgenis brZanebebi/orderebi 

� kompiuteruli monacemebis Cxreka da amoReba 

� monacemTa gacvlisa da Sinaarsobrivi monacemebis amoReba 

� dacvis garantiebi 

sesia 6 kerZo seqtorTan urTierToba  

  

sesia 7  saerTaSoriso TanamSromloba  

 � konvencia kompiuteruli danaSaulis Sesaxeb, rogorc saerTaSoriso 

TanamSromlobis CarCo 

� zogadi principebi 

� Sualeduri RonisZiebebi da 24/7 sakontaqto pirebis roli 

� saerTaSoriso samarTlebrivi daxmareba da kompetenturi organoebis 

roli  

sesia 8 Sefaseba da daskvna  

organizacia 

da masalebi  

treningi SesaZloa, Catardes eleqtronulad an saklaso oTaxSi. Tu treningi 

klasSi tardeba:  

� oTaxSi personaluri kompiuteri da proeqtori sakmarisia (radgan es 

kursi ar iTvaliswinebs praqtikul savarjiSoebs, rogoricaa 

saeqspertizo kompiuteruli programis an sagamoZiebo teqnikis 

demonstracia, kompiuteruli laboratoria saWiro ar aris) 

� Sida materialuri da saproceso kanonmdeblobis Sesabamisi amonaridebi 

� kompiuteruli danaSaulis Sesaxeb budapeStis konvencia, ganmartebiTi 

baraTiTurT 

� saswavlo masala, romelic moicavs terminTa ganmartebasa da sxva zogad 

informacias 

� Tu leqciebi ucxo enaze tardeba, Targmani unda iyos gaTvaliswinebuli 

da masala unda iTargmnos. 
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magaliTi: treningi kompiuteruli danaSaulisa da eleqtronuli mtkicebulebebis magaliTi: treningi kompiuteruli danaSaulisa da eleqtronuli mtkicebulebebis magaliTi: treningi kompiuteruli danaSaulisa da eleqtronuli mtkicebulebebis magaliTi: treningi kompiuteruli danaSaulisa da eleqtronuli mtkicebulebebis 

Taobaze Taobaze Taobaze Taobaze ---- saSualo/momxmareblis donis codnis misaRebi tipuri moduli saSualo/momxmareblis donis codnis misaRebi tipuri moduli saSualo/momxmareblis donis codnis misaRebi tipuri moduli saSualo/momxmareblis donis codnis misaRebi tipuri moduli1111    

 
kursis 
miznebi 

kursis dasasruls mosamarTleebsa da prokurorebs unda hqondeT 
saSualo/momxmareblis donis codna, romlis gamoyeneba unda moxdes 
praqtikaSi kompiuterebisa da qselebis funqcionirebaze, imis Sesaxeb, Tu 
ra aris kompiuteruli danaSauli, kompiuteruli danaSaulis Taobaze 
kanonmdeblobis Sesaxeb, qvemdebarobis, sagamoZiebo saSualebebisa da 
eleqtronuli mtkicebulebebis da saerTaSoriso TanamSromlobisSesaxeb  

sesia 1  kompiuterebi da qselebi  

 � kompiuteruli da kompiuteruli danaSaulis Sesaxeb terminebis 

ganmarteba 

� sainformacio da sakomunikacio teqnologiebis funqcionireba/internet 

infrastruqtura 

- protokolebi da teqnologia 

- rogor axdenen komunikacias kompiuterebi 

- internet protokolis gamoZieba da eleqtronuli mtkicebulebebi - 

cifrebi da kompiuterebis saxelebi 

- momsaxurebis momwodeblebis roli  

� informacia internetSi  

- informaciis Segroveba 

- (dafaruli) internet monacemTa bazebis gamoyeneba  

� socialuri jgufebis profilebi  

- komunikaciis manerebi 

- anonimurobis manerebi  

� kompiuterebis, internetSi nanaxi kompaniebisa da adamianebis 

aRmoCena/adgilsamyofelis gansazRvra  

sesia 2  kompiuteruli danaSauli da usafrTxoebis riskebi  

 � tendenciebi kompiuterul danaSaulSi 

� tipologia: kompiuteruli danaSaulis konkretuli tipebi da teqnika 

(mag., fiSingi, botnetebi da sxva virusebi, arasrulwlovanTa 

pornografia) 

� rogor iyeneben kriminalebi sainformacio da sakomunikacio 

teqnologiebs 

� damnaSaveni 

� kompiuteruli danaSaulis gavlena/Sedegi 

� rogor gavzardoT sainformacio da sakomunikacio teqnologiebis 

usafrTxoeba 

� praqtikuli magaliTebi da simulaciebi 
sesia 3 kompiuterul danaSaulTan dakavSirebuli kanonmdebloba: sisxlis samarTlis 

materialuri kanonmdebloba 

 � kompiuteruli monacemebisa da sistemebis winaaRmdeg mimarTuli 

danaSauli 

� kompiuterTan dakavSirebuli TaRliToba da siyalbe 

� SinaarsTan dakavSirebuli danaSaulebi (arsrulwlovanTa pornografia, 

SuRlis gaRviveba) 

� inteleqtualur sakuTrebasTan dakavSirebuli danaSaulebi 

� sasamarTlo gadawyvetileba/precedentuli samarTali  
sesia 4 gamoZieba da eleqtronuli mtkicebuleba  

 � eleqtronuli mtkicebuleba  

- kvali kompiuterebze,internetSi, cifrul komunikaciaSi 

- eleqtronuli mtkicebulebebis Cxrekis, amoRebis da Senaxvis nabijebi  

- eqspertizis kompiuteruli programis maxasiaTeblebi 

- eWvmitanilTa identificireba 

                                              
1 kiTxvarze gacemul pasuxebze da niderlandebis mier mowodebul magaliTze dayrdnobiT.  
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- danaSaulebrivi gziT mopovebuli fulis kvals midevneba 

- dacvis garantiebi da pirobebi 

- saqmis marTva/momzadeba 

- eleqtronuli mtkicebulebebis Senaxva sasamarTloSi 

� kompiuteruli danaSaulTan/eleqtronuli mtkicebulebasTan mimarTebiT 

samarTaldamcavTa organizeba  

� praqtikuli magaliTebis ganxilva 

sesia 5  kanonmdeboba kompiuteruli danaSaulis Sesaxeb: saproceso samarTali  

 � kompiuteruli monacemebis swrafi Senaxva 

� informaciis warmodgenis Sesaxeb brZaneba 

� kompiuteruli monacemebis Cxreka da amoReba 

� informaciis moZraobisa da Sinaarsis Sesaxeb monacemebis miReba/gadaqaCva 

� garantiebi 

� internetis momsaxurebis momwodeblebTan/kerZo seqtorTan urTierToba 

� praqtikuli magaliTebis ganxilva 

sesia 6 qvemdebaroba da teritoriuli kompetenciebi 

 � zogadi principebi  

� kompiuteruli danaSaulis qvemdebareoba - sirTuleebi 

� qvemdebareobis Sesaxeb debulebebi kompiuteruli danaSaulis Sesaxeb 

konvenciaSi  

� praqtikuli magaliTebis ganxilva 

sesia 7  saerTaSoriso TanamSromloba  

 � kompiuteruli danaSaulis Sesaxeb konvencia, rogorc saerTaSoriso 

TanamSromlobis CarCo 

� zogadi principebi 

� droebiTi RonisZiebebi, 24/7 sakontaqto erTeulis roli da policiis 

TanamSromloba  

� saerTaSoriso samarTlebrivi daxmareba da kompetenturi organoebis 

roli 

� praqtikuli magaliTebis ganxilva 

sesia 8 Sefaseba da daskvnebi  

organizeba 

da masala  

treningi SesaZloa, Catardes eleqtronulad an saklaso oTaxSi. Tu saklaso 

oTaxSi Catardeba, saWiroa:  

 

� saswavlo oTaxi, sadac personaluri kompiuteri da preqtoria 

prezentaciebisTvis 

� sasargeblo iqneba msmenelTaTvis internetSi CarTuli kompiuteris qona 

(Tumca, es piroba ar aris) 

� Sesabamisi amonaridebi Sida materialuri da saproceso 

kanonmdeblobidan 

� kompiuteruli danaSaulis Sesaxeb budapeStis konvencia ganmartebiTi 

baraTiTurT  

� saxelmZRvanelo teqrminTa ganmartebiT da sxva zogadi informaciiT 

� Tu leqciebi ucxo enaze tardeba, uzrunvelyofili unda iyos Targmani 

da masala naTargmni unda iyos. 
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2222.... kompiuteruli danaSaulikompiuteruli danaSaulikompiuteruli danaSaulikompiuteruli danaSaulissss Sesaxeb Sesaxeb Sesaxeb Sesaxeb    
 

treningis kursis dasrulebisas monawileebma unda SeZlon Semdegis gaazreba: 

 

� ratom unda flobdnen mosamarTleebi informacias kompiuteruli danaSaulis 

Sesaxeb 

� ra saqmianoba ganisazRvreba, rogorc kompiuteruli danaSauli (tipologia) 

� mosamarTleebis winaSe arsebulo konkretuli gamowvevebi 

� ratom unda moxdes erovnuli kanonmdeblobis harmonizacia  saerTaSoriso 

standartebTan, anu konvenciasTan kompiuteruli danaSaulis Sesaxeb  

    
    
2222....1111.... ratom  aris kompiuteruli danaSauli problemaratom  aris kompiuteruli danaSauli problemaratom  aris kompiuteruli danaSauli problemaratom  aris kompiuteruli danaSauli problema????    

 

internetis ganviTareba da misi swrafi zrda did zegavlenas 
axdens msoflio sazogadoebaze. 2 ganviTarebuli, iseve 
rogorc ganviTarebadi qveynebis mosaxleoba sainformacio 
sazogdoebad3 gardaiqmna. procesi xasiaTdeba sainformacio 
teqnologiebis mzardi gamoyenebiT informaciis miRebisa da  
misi gavrcelebis mizniT.4  aRniSnuli procesi uamrav 
SesaZleblobebs gvTavazobs, dawyebuli informaciis 
xelmisawvdomobidan, damTavrebuli kontaqtiT yvela im 
adamianTan, visac aqvs interneti.5 msoflios bevr regionSi, 
informaciis xelmisawvdomobam da komunikaciis 
SesaZleblobam gaaZliera demokratia, adamianis uflebebis 
dacva da samarTlebrivi saxelmwifos mSeneblobis procesi. 
 
aRniSnuli SesaZleblobebi xels uwyobs sainformacio 
teqnologiebis mudmiv da yoveldRiur integrirebas 
adamianebis yoveldRiur cxovrebaSi msoflios masStabiT.6 

                                              
2 internetis ganviTarebasTan dakavSirebiT, ixileT: iang maio, gamoTvliTi teqnikis 
asociaciis konferencia, tomi 113, eleqtronuli biznesis VII  saerTaSoriso konferenciis 
daskvnebi, gv.52-56 

 
3 informaciuli sazogadoebis Sesaxeb  damatebiTi informaciis sanaxavad, ixileT: masuda, 
informaciuli sazogadoeba –post-industriuli sazogadoeba; duta/de meieri/iani/rixteri, 
informaciuli sazogadoeba gafarToebul evropaSi; maldumi/marsdeni/sidaki/singeri/: rogor 
SeuZlia briusels daakavSiros sainformacio sazogadoeba; globaluri sainformacio 
sazogadoebaSi saerTaSoriso samarTlisa da iuridiuli sakiTxebis salzburgis centri; 
hornbi/klarki: sainformacio sazogadoebis gamowvevebi da cvlilebebi.  

 
4 msoflio umaRlesi donis Sexvedra sainformacio sazogaadoebis sakiTxebTan dakavSirebiT: 
dokumentebi: WSIS-03/Jeneva/dok/5/-e, 2003 wlis dekemberi. xelmisawvdomia Semdeg misamarTze: 
www.itu.int/wsis/docs/geneva/official/poa.html/.   
 
5 ixileT: komunikacia komisiasa da sabWos Soris, evropis parlamenti, evropis 
ekonomikuri daxmarebisa da socialuri sakiTxebis komiteti; aseve, regionebis, 
evropis sainformacio sazogadoebis gamowvevebis komiteti, gv3. SegiZliaT moiZioT: 
http://ec.europa.eu/information_society/eeurope/i2010/docs/communications/new_chall_en_adopted.pdf.  

 
6 ixileT gudmenis „samoqalaqo aviaciis analogia – saerTaSoriso TanamSromloba 
samoqalaqo aviiaciis dacvis mizniT terorozmisa da kompiuteruli danaSaulisagan“; 
„terorizmisa da kompiuteruli  danaSaulis transnacionaluri buneba“, 2001, gv.69. veb-gverdi: 
http://media.hoover.org/documents/0817999825_69.pdf. manqanebSi ganTavsebuli kompiuteresbi winaaRmdeg 
SesaZlo SetevebTan dakavSirebiT, ixileT bibisis axali ambebi, kompiuteruli virusebisagan 
Tavisufali maqanebi, 110.05.2005. http://news.bbc.co.uk/1/hi/technology/4536307.stm.  
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internets ukve iyenebs miliardze meti  adamiani.7 am ricxvSi 
Sedian ara mxolod individebi, aramed biznesebic, romelTac, 
aseve, sargebeli aqvT internetisa da sainformacio 
teqnologiebisagan,  radgan aRniSnuli xels uwyobs 
saqonlisa da momsaxurebis SeTavazebas msoflio masStabiT 
da naklebi finansuri danaxarjebiT.8 
 
kompiuteruli sistema da internetmomsaxureba adamianebis 
pirad cxovrebaSic sul ufro xSirad figurirebs. adamianebi  
iyeneben sainformacio teqnologiebs sakuTari azrebis 
ganviTarebisa da gaziarebis mizniT, akeTeben filmebs, 
inaxaven suraTebs, dokumentebs da amyareben komunikacias. 
 
sainformacio teqnologiebis ganviTarebam ara mxolod kerZo 
momxmareblebis da sawarmoebis SesaZleblobebi gaaumjobesa. 
aramed SesaZleblobac misca misces damnaSaveebs, mizanSi 
amoiRon konkretuli kompiuteri an momsaxureba. msgavsi 
danaSauli SeiZleba iyos Seteva eleqtronul-komerciul 
obieqtebsa da mniSvnelovan infrastruqturaze; igi, aseve, 
SeiZleba moicavdes kerZo kompiuterebidan an kompaniebis 
monacemTa bazidan identobasTan dakavSirebuli informaciis 
mopovebas. swored amitom, sainformacio teqnologiebis dacva, 
kompiuteruli monacemebisa da sistemis konfidencialurobis, 
mTlianobisa da masSi SeRwevisagan dacva imavdroulad 
niSnavs piradi cxovrebis, sityvis Tavisuflebisa da sxva 
fundamenturi uflebebis dacvas.  
 
mokled, rac ufro metad xdeba sazogadeoba damokidebuli 
sainformacio teqnologiebze, miT metad izrdeba misi 
daucveloba da safrTxisaTvis pasuxis gacemis saWiroeba. 
aRniSnuli safrTxis dasaregulireblad saWiro strategia 
gaxlavT kompiuteruli danaSaulis winaaRmdeg Sesabamisi 
kanonmdeblobis SemuSaveba da misi ganxorcieleba. am 
procesSi didia mosamarTleebis roli. 
 

 

2222....2222.... ra aris kompiuteruli danaSaulira aris kompiuteruli danaSaulira aris kompiuteruli danaSaulira aris kompiuteruli danaSauli????    
 
kompiuteruli danaSaulis raobis Sesaxeb mosazrebebi 
gansxvavebulia.9 mTavari kiTxva aq gaxlavT is, aris es 

                                              
7 2007 wlis dasawyisisaTvis internetis momxmarebelTa ricxvi iyo 1.14 miliardi. 
http://www.itu.int/ITU-D/icteye.default.asp  
 
8 ixileT: personaluri komiuteris ganviTarebis zegavlena ekonomikasa da finansebze. didi 
Svideulis finansTa ministrebis angariSi,  2000, http://www.mof.go.jp/english/if/if020.pdf. 
 
9 kompiuteruli danaSaulis ganmartebisa da kategoriebad dayofis TvalsazrisiT, ixileT: 
kompiuteruli danaSauli, ganmarteba d azogadi informacia, avstraliis kriminologiis 
instituti: http://www.aic.gov.au/topics/cybercrime/definitions.html; gordo/fordis angariSi #8 kompiuteruli 
danaSaulis konvencias, komiuteruli danaSaulis ganmartebisa da klasifikaciis Sesaxeb, 
Jurnali: kompiuteris virusologia, tomi2; #1, 2006, gv:13-20; Cauki, kompiuteruli danaSauli 
safrangeTSi: mimoxilva, 2005: http://www.crime-research.org/articles/cybercrime-in-france-overview/; uilsoni, 
bitnetsi: kompiuteruli danaSauli da kompiuteruli terorizmi: susti adgilebi  da 
politikis sakiTxebi kongresisaTvis, 2007, gv.4: http://www.fas.org/sgp/crs/terror/RL32114.pdf;  
kompiuteruli danaSauli, parlamentis erToblivi komitetis angariSi avstraliis 
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mxolod kompiuteruli monacemebisa da sistemis winaaRmdeg 
Cadenili danaSauli (viwro gageba), Tu igi, aseve, moicavs im 
danaSauls, romelic Cadenilia kompiuteruli monacemebisa da 
sistemis saSualebiT (farTo gageba).10 kompiuteruli 
danaSaulis konvenciis avtorebma am cnebaSi orive ganmarteba 
Seitanes da kompiuteruli danaSauli gansazRvres oTxi tipis 
danaSaulad:  
 
1. kompiuteruli monacemebisa da sistemis 

konfidencialurobis, integrirebulobisa da masSi 
SeRwevis winaaRmdeg Cadenili danaSauli;  

2. kompiuteris saSualebiT Cadenili danaSauli;  
3. SinaarsTan dakavSirebuli danaSauli;  
4. inteleqtualuri sakuTrebisa da msgavsi uflebebis 

winaaRmdeg Cadenili danaSauli;  
 

2.2.1. kompiuteruli monacemebisa da sistemis kompiuteruli monacemebisa da sistemis kompiuteruli monacemebisa da sistemis kompiuteruli monacemebisa da sistemis 
konfkonfkonfkonfidencialurobis, inteidencialurobis, inteidencialurobis, inteidencialurobis, integrirebulobisa da masSi grirebulobisa da masSi grirebulobisa da masSi grirebulobisa da masSi 
SeRwevis winaaRmdeg Cadenili danaSauliSeRwevis winaaRmdeg Cadenili danaSauliSeRwevis winaaRmdeg Cadenili danaSauliSeRwevis winaaRmdeg Cadenili danaSauli(“CIA) 

 

es kategoria warmoadgens kompiuterul danaSauls viwro 
gagebiT, romelic mimarTulia kompiuteruli sistemisa da 
monacemebis winaaRmdeg:  

� kompiuterul sistemaSi arasanqcirebuli/ukanono 
SeRweva warmoadgens kompiuteruli danaSaulis erT-erT 
uZveles meTods. amaSi Sedis koduri sityvis an sxva 
damcavi meqanizmebis gatexva an maTi Semovla 
kompiuterul sistemaSi uflebamosilebis/sanqciis 
gareSe SeRwevis saSualebiT.11 

� informaciis xelSi ukanono/arasanqcirebuli Cagdeba 
misi gadacemis dros. es danaSauli Seesabameba 
kompiuteruli qselis miRma warmoebuli arasajaro 
komunikaciis arasanqcirebul xelSi Cagdebas, 
rogorebicaa: satelefono saubrebis mosmena. 

                                                                                                                            
danaSaulis komisiis Sesaxeb, 2004, gv.5: 
http://www.aph.gov.au/Senate/Committee/acc_ctte/completed_inquiries/2002-04/cybercrime/report/report.pdf; heideni, 
kompiuteruli danaSaulis gavlena sainformacio sazogadoebaze, kompiuteruli danaSauli da usafrTXoeba, gv. 3; heili, 
kompiuteruli danaSauli: globaluri dilemis faqtebi da cifrebi, 2002, tomi 18: 
http://www.cjcenter.org/cjcenter/publications/cji/archives/cji.php?id=37; forsti: kompiuteruli danaSauli: 
saapelacio sasamrTlos interpretacia, 1999, gv.1; 

 
10 ixileT: karteri, kompiuteruli danaSaulis kategoriebi: rogor muSaoben teqno-

damnaSaveebi, gamoZiebis federaluri biuros kanoni, 1995, gv.21: 
http://www.fiu.edu/~cohne/Theory%20F08/Ch%2014%20-%20Types%20of%20computer%20crime.pdf; Carni: 
kompiuteruli danaSauli: samarTaldamcavebis gadasvla korporaciuli garemodan 
kompiuteruli sivrcis aramaterialur, eleqtronul samyaroSi, federaluri samarTlebrivi 
sakiTxebi, 1994, tomi 41, nomeri 7, gv.489;  gudmeni, ratom ar ainteresebs politikas 
kompiuteruli danaSauli? harvardi samarTalis da teqnologiebis Jurnali, tomi 10, nomeri 
3, gv.469; 

 
11 hakerobasTan dakavSirebiT, ixileT: levi, hakerebi, 1984, hakeruli danaSauli, avstraliis 
kriminologiis instituti, 2005: http://www.aic.gov.au/publications/htcb/htcb005.pdf.; teilori, 
dakarguli eTikis ZiebaSi? uol-strit JurnalSi: danaSauli dainterneti, 2001, gv.61; hakeruli danaSaulis 

msxverplTa gasacnobad, ixileT:  http://en.wikipedia.org/wiki/Timeline_of_computer_security_hacker_history; 
joiner/latrionete, samarlebrivi CarCos elementebi, 2002, #5, gv.825;  Sedebenis  Sesaxe, 
ixileT: bigeli: Cvens kontrols miRma, samarTlebrivi sistemis sazRvrebi kibersivrcis 
eraSi, 2001, gv.231. 
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eleqtronuli fostiT da ukabelo internetiT 
sargeblobis zrdasTan  erTad12, romelic xSirad 
daucveli da dauSifravia, izrdeba informaciis 
arakanonierad xelSi Cagdebis saSualeba. 

� monacemebSi Careva/zegavlena. 
arasanqcirebuli/arakanonieri SeRwevis es gza cdilobs 
daazianos an Secvalos kompiuterSi arsebuli 
monacemebi sistemaSi virusis13 an TviTgavrcelebadi 
virusebis (warm)14 SeyvaniT. kompiuteris minacemebze 
zemoqmedeba, aseve, SesaZlebelia ukana/saidumlo karis 
SeqmniT, romlidanac SesaZloa kompiuterSi  Sesvla an 
misi garedan gakontroleba. aseve, SeiZleba “rutkitis” 
dayeneba, romelic ar gaZlevT saSualebas mixvdeT, rom 
komiuterTan viRacas aqvs kavSiri. aseve, SesaZlebelia 
programa Spionis15 an klaviSze yoveli xelis daWeris 
registratori programis an teqnikis16 instalacia 
(magaliTad, roca xdeba parolis an personaluri 
saidentikacio nomris akrefa, romlis Sedegad 
aRniSnuli informacia gadaecema kriminalebs. 

� sistemaSi Careva/zemoqmedeba. kompiuteris damazianebli 
virusis Seyvana sistemaSi azianebs ara mxolod 
monacemebs, aramed mTlianad gamoyavs kompiuteri 
wyobidan. sistemaSi Carevis erT-erTi forma gaxlavT 
Seteva - “uari momsaxurebaze”17, romlis dros 
kompiuteris sistemas egzavneba mravali 
mimarTva/moTxovna misi funqcionirebis dabrkolebis 
mizniT. xSirad, aseTi mimarTva/moTxovna igzavneba bevri 
sxvadasxva individualuri kompiuteridan (vrceldeba 
Seteva “uari momsaxurebaze” DoS), romlis Setana xdeba 

                                              
12 komiuteruli danaSaulis gamoZiebasTan dakavSirebuli problemebi ukabelo qselebis 
CaTvliT, ixileT kangis: ukabelo qselebis usafrTxoeba – kidev erTi  sakiTxi 
kompiuteruli danaSaulis winaaRmdeg brZolaSi; urbas/kroni, mobiluri da ukabelo 
teqnologiebi: usafrTxoeba da riskis faqtorebi, avstraliis kriminologiis instituti, 2006: 
http://www.aic.gov.au/publications/tandi2/tandi329t.html. 
13 kompiuteris virusi  aris programa, romelsac SeuZlia sakuTari Tavis gameoreba da 
komiuteris dainficireba, momxmareblsi nebarTvis gareSe. ixileT spafordi :internetis 

virusis progrma: analizi, gv.3; koeni – kompiuteruli virusi – Teoria da eqsperimenti - : 
http://all.net/books/virus/index.html. koeni, kompiuteris virusebi; adlemani – „ kompiuteruli 
virusebis abstraqtuli Teoria“. kompiuteruli virusebis ekonomikuri Sedegebis Sesaxeb, 
ixileT kaSeli, jeksoni, jiklingi da uebeli – „kompiuteruli Setevebis ekonomikuri 
efeqti“, gv.12;  simanteki – angariSi kompiuterebis Setevis Sesaxeb, ivlisi-dekemberi, 2006: 
http://eval.symantec.com/mktginfo/enterprise/white_papers/ent-
whitepaper_internet_security_threat_report_xi_03_2007.en-us.pdf  
 
14 termini „worm“ pirvellad gamoiyena soC/hupma, „virusebis programa – gavrcelebuli 
gamoTvlebis adreuli praqtika, 1982. SegiZliaT ixiloT: http://vx.netlux.org/lib/ajm01.html. amasTan  
dakavSirebiT,  daiwera fantastikuri romani jon bruneris mier, romelSic aRwerilia 
virusis Tavisufali moZraoba kibernetikul sivrceSi. 

 
15 Spioni virusis Sesaxeb , ixileT hakportis „virusi – Spioni, kompiuteruli danaSauli da 
usafrTxoeba. 

 
16 ixileT sieberis, evrosabWos organizebuli  danaSaulis Sesaxeb angariSi, 2004, gv.65 

 
17 es virusi miznad isaxavs miuwvdomeli gaxados kompiuteruli sistema. uamravi komunikaciis 
moTxovniT gadatvirTvis gamo, igi ver axerxebs legitimur trafikze pasuxs. damatebiTi 
informaciisaTvis, ixileT: http://www.us-cert.gov/cas/tips/ST04-015.html.  da 
http://www.icir.org/vern/papers/reflectors.CCR.01/reflectors.html.  
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damazianebeli programiT, romelic saSualebas aZlevs 
damnaSaveebs ganaxorcielon Seteva. aRniSnuli DoS 
Setevebi xorcieldeba robotuli qselebidan18 (Botnet), 
rac seriozuli SfoTvis sagans warmoadgens, radgan 
misi gamoyeneba SeiZleba mniSvnelovani 
infrastruqturis funqcionirebisaTvis xelis SeSlis an 
wyobidan gamoyvanis mizniT.  

� teqnikis aradaniSnulebiT gamoyeneba. damnaSaveebi 
iyeneben im instrumentebs,  romlebic arsebobs 
internetSi da romlis saSualebiT SeuZliaT Caidinon 
kompiuteruli danaSauli.19 aseT instrumentebad 
moiazreba kompiuteruli virusebis Seqmnis saSualebebi, 
TviTgavrcelebadi virusi da sxva, romlebic gamoiyeneba 
kompiuterul sistemaSi ukanono SeRwevis, informaciis 
miRebis, monacemTa ganadgurebis, roboti qselebis an 
“fiSing” gverdebis Seqmnis mizniT. xSirad, aseTi 
instrumentebis Seqmna, gayidva, SeZena, importi, 
gavrceleba an maTi sxva saxiT xelmisawvdomoba 
gaxlavT danaSaulis mosamzadebeli etapi. 

 

 

 

2222....2222....2222.... kompiuteris saSualebiT Cadenili danaSauli kompiuteris saSualebiT Cadenili danaSauli kompiuteris saSualebiT Cadenili danaSauli kompiuteris saSualebiT Cadenili danaSauli ––––    
gayalbeba da TaRliToba gayalbeba da TaRliToba gayalbeba da TaRliToba gayalbeba da TaRliToba     

 

am kategoriaSi Sedis kompiuteris saSualebiT Cadenili 
gayalbeba da TaRliToba.  
 
realur samyaroSi arsebuli gayalbebis msgavsad, 
sainformacio da teqnologiuri saSualebebi iZleva 
kompiuteruli monacemebiT manipulirebis uamrav 
SesaZleblobas iseTi formiT, rom araauTenturi informacia 
vizualurad gamoiyurebodes sruliad auTenturad da moxdes 
misi samarTlebrivi mizniT gamoyeneba. sainformacio 
teqnologiuri saSualebebi, aseve, amravlebs TaRliTobis 
SesaZleblobebs, rac niSnavs kompiuteruli monacemebiT 
manipulaciis an kompiuteris sistemaSi Carevis20 Sedegad erTi 
adamianis mier qonebis dakargvas da, Sesabamisad, damnaSaveebis 
ekonomikur sargebels.  
 

                                              
18 botneti aris davirusebuli kompiuterebs jgufi, romelTa programebic garedan imarTeba. 
damatebiTi informaciisaTvis, ixileT: botnetebi, kompiuteruli  danaSauli da 
kiberterorizmi: dacvis susti adgilebi da politikis sakiTxebi kongresisaTvis, 2007, gv.4: 
http://www.fas.org/sgp/crs/terror/RL32114.pdf.  
 
19 gamoyenebuli instrumentebis Sesaxeb, ixileT: elai- „siaxleebi hakeruli Setevebis 
sferoSi: tipebis, meTodebis, instrumentebis da prevenciis gzebis zogadi mimoxilva: 
http://www.212cafe.com/download/e-book/A.pdf. fasTan dakavSirebiT (200-500 amerikuli dolari), 
ixileT: http://www.mcafee.com/us/threat_center/white_paper.html.  
gamoyenebuli instrumentebis Sesaxeb, ixileT: elai- „siaxleebi hakeruli Setevebis sferoSi: 
tipebis, meTodebi, instrumentebis da prevenciis gzebis zogadi mimoxilva: 
http://www.212cafe.com/download/e-book/A.pdf. qilogerebis fasTan dakavSirebiT (200-500 amerikuli 
dolari), ixileT: http://www.mcafee.com/us/threat_center/white_paper.html.  
 
20 detalebisaTvis, ixileT Semdegi Tavi. 
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bolo wlebSi  SeimCneva garkveuli cvlileba Setevis 
masStabebSi: farTo da mravalmizniani Setevebi Secvala 
konkretulma Setevebma konkretul momxmareblebze, jgufebze, 
organizaciebze da sawarmoebze. es gansakuTrebiT ekonomikur-
kriminaluri mizniT xdeba da moicavs: 
 

 

 

� sakredito baraTTan dakavSirebul TaRliTobas21  
� winaswar gadaxdasTan dakavSirebuli TaRliToba22 
� internetmarketings da sacalo TaRliTobas 
� auqcionTan dakavSirebul TaRliTobas23 da manipulaciebs 

safondo birJaze. 
 

2222....2222....3333.... SinaarsTan  dakavSirebuli danaSauli: bavSvTa SinaarsTan  dakavSirebuli danaSauli: bavSvTa SinaarsTan  dakavSirebuli danaSauli: bavSvTa SinaarsTan  dakavSirebuli danaSauli: bavSvTa 
pornografia, rasizmipornografia, rasizmipornografia, rasizmipornografia, rasizmi da qsenofobia da qsenofobia da qsenofobia da qsenofobia    

miuxedavad imisa, rom interneti SesaniSnav saSualebas iZleva, 
rom adamianebma gamoavlinon sakuTari SemoqmedebiToba da 
gamoxaton gansxvavebuli mosazrebani, igi, aseve, qmnis 
kibernetikuli sivrcis araswori daniSnulebiT gamoyenebis 
saSualebas. interneti gaxda is adgili, sadac xdeba bavSvebis 
pornografiiT vaWroba, rac niSnavs, internetSi im 
pornografiis ganTavsebas, sadac masala asaxavs adamians, 
romelic vizualurad aris arasrulwlovani (Cans, rom aris 
arasrulwlovani, an realurad aris aseTi) da romelic 
monawileobs aSkara seqsualur scenaSi.24 bavSvebis 
pornografiasTan dakavSirebuli saqmianobebi moicavs msgavsi 
saxis filmebis warmoebas, gavrcelebasa da Senaxvas. 
 
arakanonieri Sinaarsis masala internetSi ar Semoifargleba 
bavSvebis pornografiiT. radikaluri jgufebi iyeneben 
masobrivi komunikaciis saSualebebs, maT Soris internets, 

                                              
21 am sakiTxTan dakavSirebiT, ixileT momxmareblebTan dakavSirebuli TaRliToba da 
qurdobis saCivrebis monacemebi, 2005 wlis dekemberi, federaluri savaWro komisia, 2006, 
gverdi 3: www.consumer.gov/sentinel/pubs/Top10Fraud2005.pdf. 
22 termini aRwers danaSauls, romlis dros damnaSave arwmunebs samizne pirs, gadaixados 
mcire Tanxa didi Tanxis miRebis imediT. damatebiTi informaciisaTvis ixileT reihis 
winaswar gadaxdasTan dakavSirebuli TaRliToba qveynis SigniT dam is gareT, kompiuteruli 
danaSauli  da usafrTxoeba, gv.1, smiti, holmsi, kaufmani. aseve, nigeriis winaswari 
gadaxdebiT TaRliToba, mimarTulebebi da sakiTxebi sisxlis samarTalSi, 
#121:http://www.aic.gov.au/publications/tandi/ti121.pdf; oriola, TaRliToba winaswari gadaxdiT: 
nigeriis maregulirebeli pasuxi, “kanoni kompiuterebis  Sesaxeb da usafrTxoebis angariSi”, 

tomi 21, xandazmulobis komiteti, 2004, gv. 7: http://www.ftc.gov/os/2004/03/bealsfraudtest.pdf 
23 termini, auqcionTan dkavSirebuli TaRliToba aRwers TaRliTur saqmianobas, romelic 
moicavs eleqtronul auqcions internetis saSualebiT. amasTan dakavSirebiT ixileT, 
baiyeli. openheimis TaRliToba internetiT warmoebul auqcionebze: 
http://www.aslib.co.uk/proceedings/protected/2001/jul-aug/03.pdf; Snaideris internet-auqcionis TaRliToba: 
akeTeben Tu ara auqcionebi yvelafers imisaTvis, rom Tvidan aicilon TaRliTobebi? 
federaluri kanonmdeblobis komunikaciis Jurnali, 52 (2), gv.453; Calu/faloustosi, 
TaRliTobis gamovlena internetoT auqcionis mowyobis dros: 
http://www.cs.cmu.edu/~dchau/papers/chau_fraud_detection.pdf; dolani, internet-auqcionTan 
dakavSirebuli TaRliTOba: Cumi msxverplebi, ekonomikuri danaSaulis marTvis Jurnali, tomi. 
2, nomeri 1 https://www.utica.edu/academic/institutes/ecii/publications/articles/BA2DF0D2-D6ED-10C7-
9CCB88D5834EC498.pdf. 
24 gavrcelebis saSualebebTan dakavSirebiT, ixileT uortlei, smolbounis bavSvebis 
pornografia internetSi. gv.10 
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propagandis25 mizniT. vebgverdebis raodenoba, sadac 
mocemulia rasistuli gancxadebebi da siZulvilis Semcveli 
gamosvlebi, mudmivad izrdeba bolo wlebis ganmavlobaSi.26 
 

evrosabWo am sakiTxebs agvarebs kompiuteruli danaSaulis 
Sesaxeb protokolis saSualebiT: qsenofobia da rasizmi 
kompiuteruli sistemebis saSualebiT, 1986.27 
 
2222....2222....4444.... inteleqtualur sakuTrebainteleqtualur sakuTrebainteleqtualur sakuTrebainteleqtualur sakuTrebassssTanTanTanTan da msgavs uflebebTan  da msgavs uflebebTan  da msgavs uflebebTan  da msgavs uflebebTan 

dakavSirebuli danaSaulidakavSirebuli danaSaulidakavSirebuli danaSaulidakavSirebuli danaSauli        
 

cifruli teqnikis gamoCenam musikis, video-filmebisa da 
wignebis gavrcelebaSi gza gauxsna sakuTrebis uflebis 
darRvevis axal formebs. failebis gacvla-gaziarebis 
sistemebi, rac saSualebas aZlevs momxmareblebs erTmaneTs 
gauzaron sakuTari failebi, 28 aseve saSualebas aZlevs maT, 
SeaRwion inteleqtualuri sakuTrebis dacul failebSi.29 

    
2222....2222....5555.... danaSaulis kombinaciadanaSaulis kombinaciadanaSaulis kombinaciadanaSaulis kombinacia    
 
fiSingi (fiSingi (fiSingi (fiSingi (imeilebi imeilebi imeilebi imeilebi informaciis informaciis informaciis informaciis miRebis mizniT) da personaluri miRebis mizniT) da personaluri miRebis mizniT) da personaluri miRebis mizniT) da personaluri 
identidentidentidentobis moparvaobis moparvaobis moparvaobis moparva    
aRsaniSnavia, rom yvela danaSauli ver Tavsdeba 
zemoaRniSnuli oTxi kategoriidan erT-erTis qveS, radgan 
maTi Semadgenloba im maxasiaTeblebze metia, vidre erTi 
romelime  kategoria moicavs. erT-erTi magaliTi aris 
“fiSingi”.30 es danaSauli aRwers qmedebebs, romelic aiZulebs 
msxverpls, gaamJRavnos sakuTari/saidumlo informacia.31 
yvelaze xSirad gavrcelebuli fiSingis dros, damnaSaveebi 
ukavSirdebian msxverpls imeilis saSualebiT, eubnebian, rom 
warmoadgenen legalur kompanias da cdiloben iseTi 
informaciis miRebas, romelic daexmareba maT danaSaulis 
CadenaSi. es SeiZleba iyos kompiuteris saSualebiT Cadenili 

                                              
25 radikalurma jgufebma aSS-Si aRiares internetis upuratesobebi TavianTi miznebis 
aRsrulebaSi. ixileT, markofis zogi kompiuteruli saubari cvlis adamianebis kontaqts, 
niu-iork Taimsi, 13.15.90 
26 siberi, evrikavSiris angariSi organizebuli danaSaulis Sesaxeb, 2004; gv.138 
27 ixileT, www.coe.int/cybercrime 
28 rCeuli universitetebis iuwyebian sapatento uflebebis darRvevbis 
Semcirebisaken saqmianobis Sesaxeb: http://www.gao.gov/new.items/d04503.pdf. 
ripeanu/fosteri/iamnifti: gnutelas qselis ruqis Sedgena, erTgvari sistemebis 
maxasiaTeblebi da sistemis SemuSavebis detalebi” 
http://people.cs.uchicago.edu/~matei/PAPERS/ic.pdf.  aSS federaluri vaWrobis komisia, gaziarebis 
teqnologia: momxmareblebis dacva da konkurenciis sakiTXebi; gv. 3:  
http://www.ftc.gov/reports/p2p05/050623p2prpt.pdf; saroiu/gumadi.gribeli: failebis gaziarebis sistema: 
http://www.cs.washington.edu/homes/gribble/papers/mmcn.pdf.  
 
29 2005 wels, 1.8  momxmarebelma gamoiyena gnutela. ixileT meneki: 

http://www.slyck.com/news.php?story=814. 
 
30  fiSingTan dakavSirebiT, ixileT dhamija/taigeri/hersti – ratom muSaobs fiSingi:: 
http://people.seas.harvard.edu/~rachna/papers/why_phishing_works.pdf;  “angariSi fiSingze”, angariSi 
kanadis sajaro usafrTxoebisa da gadaudebeli mzadyofnisAsaqmeTa ministrs da aSS 

generalur prokurors, 2006:: http://www.usdoj.gov/opa/report_on_phishing.pdf.  
 
31 termini fiSingi dasawyisSi niSnavda emeilebis gamoyenebas momxmareblis koduri sityvisa 
da finansuri mdgomareobis gagebis mizniT. ixileT fiSingis gaazreba da misTvis xelis  
SeSla: http://www.nextgenss.com/papers/NISR-WP-Phishing.pdf.  
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gayalbeba, TaRliToba da savaWro niSnebTan dakavSirebuli 
darRvevebi. 
 
amasTan dakavSirebuli magaliTi gaxlavT “identobis 
moparva”32. es termini exeba identobasTan dakavSirebuli 
informaciis mopovebas da gadacemas, an identobasTan 
dakavSirebuli informaciis gamoyenebas mesame piris mier an 
sinTeturi identobis gamoyenebas kriminalur konteqstSi; 
aseve, kriminalur danaSauls, romelic Cadenilia identobis 
gamoyenebiT (rogoric aris TaRliToba)33. 
 
kompiuteruli danaSaulis organizebakompiuteruli danaSaulis organizebakompiuteruli danaSaulis organizebakompiuteruli danaSaulis organizeba    
 
sainformacio teqnologiuri saSualebebi xels uwyobs 
sisxlis samarTlis organizebul danaSaulebriv saqmianobebs. 
Tumca, aRsaniSnavia, rom kompiuteruli danaSaulis buneba 
sakmaod  Seicvala bolo wlebSi. kompiuteruli danaSaulis 
centrma araorganizebuli Setevebidan kriminalur 
danaSaulebebze gadainacvla, rac kompiuteruli danaSaulis 
organizebulobis sinqronulad xdeba. 
 
kompiuteruli danaSaulisaTvis organizeba niSnavs 
tradiciuli organizebuli danaSaulis elementebs 
damatebuli kompiuteris saSualebiT ganxorcielebuli 
TaRliToba da gayalebeba, inteleqtualuri sakuTrebis 
winaaRmdeg Cadenili danaSauli, monacemebsa da sistemaSi 
Careva/SeRweva (botnetebis gamoyeneba) da sxva saqmianoba. 
 

� imdenad, ramdenadac ekonomikuri danaSauli organizebuli 
danaSaulis mTavari saqmianoba gaxda, sainformacio 
teqnologiuri saSualebebi xels uwyobs iseTi 
danaSaulebis Cadenas, rogoricaa sakredito baraTebTan da 
fasian qaRaldebTan dakavSirebuli sqemebi (pump-and-dump) da 
sxva saxis maqinaciebi, fulis gaTeTreba, yalbi monetebis 
gamoSeveba an  identobis moparvasTan dakavSirebuli 

                                              
32 identobis moparvasTan  dakavSirebiT, ixileT: Cauki/abdeli/ uahabi, identuribis 

moparva kibersibvrceSi: problemebis da maTi mogvareba, Lex Electronica.  tomi. 11, No. 1, 2006; 

ketoni, identobis kulturuli fenomeni, samecniero teqnologiebis biuleteni, 2007, tomi. 27, 

2008, gverdi 11; elstoni/Steini, saerTaSoriso TanamSromloba identobis moparvis 

gamoZiebasTan dakavSirebiT: imediani momavali da frustraciuli awmyo: 

http://www.isrcl.org/Papers/Elston%20and%20Stein.pdf; emihi, identobis moparvis teqnologiebi da 

kontrRonisZiebebi, 2005; halperini, identoba kvlevis axali Tema, Datenschutz und 

Datensicherheit, 2006, gv. 533; kupsi/linesi, identobis moparva, identobasTan  dakavSirebuli 

maqinacia da danaSauli, Datenschutz und Datensicherheit, 2006, gv.553 et seq.; levi, 
identobisa da sxva saxis danaSaulis damarcxeba gaerTianebul samefoSi; analitikuri 

istoria, gamoqveynebulia makneli/niumeni, identobis moparvis perspeqtiva; van der moleni, 
identobis moparvis winaaRmdeg: bolodroindeli situacia aSS-Si, gaerTianebul samefosa da 
evrokavSirSi. 
 
33 herke, identobis moparva internetis saSualebiT 2007: 

http://www.coe.int/t/e/legal_affairs/legal_co-
operation/combating_economic_crime/3_Technical_co-operation/CYBER/567%20port%20id-d-
identity%20theft%20paper%2022%20nov%2007.pdf. 
 
 
 



evrosabWos treningi qselur danaSaulSi 

 
www.coe.int/cybercrime 

 

mosamarTleTa treningi qselur danaSaulSi 18 

maqinaciebi da tradiciuli danaSaulis sxva Tanamedrove 
formebi, rogoricaa bankebis eleqtronuli gaqurdva da 
kompiuteruli gamoZalva. 

� kontaqtebis depersonalizacia, advili SeRweva sistemaSi 
da eleqtronuli gadaricxvebis siswrafe, sakmaod 
momxibvlels xdis sainformacio teqnologiebs fulis 
gaTeTrebis mizniT. virtualuri kazinoebi, auqcionebi, 
smart baraTebi, eleqtronuli sabanko momsaxureba da 
internetis saSualebiT aqciebis, fasiani qaRaldebisa da 
fiuCersebis yidva-gayidva fulis gaTeTrebis SesaniSnav 
saSualebebs qmnis. 

� organizebuli danaSauli iyenebs sazogadoebis, sajaro 
institutebis, biznesis seqtoris da individebis 
gaxsnilobas maT mier internetis gamoyenebis gziT. ara 
mxolod korporaciebi, romlebic monawileoben 
eleqtronul operaciebSi da sxva biznesoperaciebSi, 
aramed individebic, romlebic iyeneben intenetbankis 
momsaxurebas an monawileoben internetbiznesSi, xdebian 
eleqtronuli gaqurdvis da fiSingis msxverplni. 
msxverplTa jgufSi Sedian bavSvebic, rogorc 
sazogadoebis yvelaze daucveli nawili. 

� sainformacio teqnologiuri saSualebebi iZleva 
anonimurobis saSualebas, aadvilebs lojistikas da 
amcirebs warmatebuli gamoZiebis Sansebs. igi iZleva 
saSualebas, distanciurad ganxorcieldes operaciebi, 
saidumlo garigebebi, gadazidvis operaciebi, qseluri 
kavSirebi da komunikacia. 

�  sainformacio teqnologiuri saSualebani aris 
instrumenti, romelic damnaSaveebs exmareba globalur 
komunikaciaSi da potenciuri msxverplis moZebnaSi. amis 
magaliTia nigeriuli TaRliTobis sqema, romelic 
gavrcelda internetis saSualebiT, romelic 
iTvaliswinebda patara Tanxis winaswar gadaricxvas didi 
Tanxis miRebis imediT. 

� botnetebis saSualebiT SesaZlebelia didi raodenobis 
kompiuterebis wyobidan gamoyvana da maTi zombebad 
gadaqceva, rac iTvaliswinebs kompiuterebis distanciur 
marTvas damnaSaveebis mier, rac organizebuli danaSaulis 
instruments warmoadgens. 
  

sainteresoa, Tu rogor cvlian sainformacio teqnologiebi 
organizebuli danaSaulis formas, anu imas, Tu rogor 
emzadebian adamianebi danaSaulis Casadenad. kompiuteruli 
danaSaulisaTvis ar aris saWiro geografiuli teritoriis 
gakontroleba, Wirdeba naklebi doziT pirovnuli kontaqti 
da, Sesabamisad, naklebi urTierToba, romelic efuZneba 
ndobas da disciplinas damnaSaveebis organizebul 
dajgufebaSi, anu mcirdeba organizaciis arsebobis saWiroeba. 
sxvaTa Soris, organizebuli danaSaulebrivi jgufebis 
klasikuri struqtura Seuferebelic ki aris internet 
danaSaulisaTvis. sainformacio teqnologiebi upiratesobas 
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aniWebs qselur muSaobas, man SesaZloa Secvalos 
damnaSaveebis buneba. realur samyaroSi, legaluri 
biznesmenebi erTvebian ekonomikur danaSaulSi; sainformacio 
teqnologiebisadmi cTunebam, SesaZloa, gamoiwvios maTi  
monawileoba organizebuli danaSaulis formebSi,  anu 
gaxdnen organizebuli kompiuteruli damnaSaveebi. 
 
internetis gamoyeneba teroristebis mierinternetis gamoyeneba teroristebis mierinternetis gamoyeneba teroristebis mierinternetis gamoyeneba teroristebis mier    
 

kompiuteruli danaSaulis kidev erTi saxe, romelic iyenebs 
danaSaulis svadasxva kategorias aris sainformacio 
teqnologiebis gamoyeneba teroristebis mier. miuxedavad 
imisa, rom termini “kompiutruli danaSauli” garkveulad 
winaaRmdegobrivia, mainc cxadia, rom teroristebi iyeneben 
sainformacio teqnologiebs  sakuTari saqmianobisaTvis, 
magaliTad: 
 

� propaganda: Tu 1998 wels aSS saxelmwifo departamentis 
monacemTa bazaSi34 arsebuli ucxouri teroristuli 
organizaciebidan mxolod Tormets hqonda sakuTari 
vebgverdi, 2004 wels es TiTqmis yvelas aqvs, maT Soris, 
hamass, hazbulahs, pkk-s da al-qaidas.35 garda vebgverdebisa, 
teroristebma daiwyes eleqtronuli komunikacia 
propagandisa36 da video-masalebis gavrcelebis mizniT. 

� informaciis Sekreba: eleqtronuli saSualeba sakmaod 
kargi instrumentia potenciur msxverplTa Sesaxeb 
informaciis mosaZieblad.37 dReisaTvis, maRali sizustis 
satelituri fotoebi, romlebic ramdenime wlis win 
mxolod specialur samxedro ganayofebs SeeZloT 
qonodaT, Tavisuflad aris ganTavsebuli internetSi.38 
garda amisa, internetSi ganTavsebulia bombebis Seqmnis 
Sesaxeb informaciisa da iaraRis gamoyenebis virtualuri 
bazebis gverdebi.39 konfidencialuri  informacia, romelic 
ar aris saTanadod daculi maZebari robotebisagan, 
SeiZleba mopovebuli iqnes maZiebeli sistemis 
saSualebiT.40 2003 wels, aSS Tavdacvis departamentma 

                                              
34 ganaxleba terorizmis Sesaxeb, 1998: http://www.adl.org/terror/focus/ 
16_focus_a.asp.  
 
35 veimanis angariSi, rogor iyeneben teroristebi internets, 2004, gv.3; internetis propagandis 
mizniT gamoyenebisaTvis, ixileT grilis sainformacio omi, axali brZloa: terorizmi, 
propaganda da interneti, t.53; #7 (2001), gv.253 
36 teroristebis miier iu tu bis-s gamoyenebis Sesaxeb, ixi;leT heizis axali 
ambebi, 11 oqtomberi, 2006: http://www.heise.de/newsticker/meldung/ 
79311; Staud in Sueddeutsche Zeitung, 05.10.2006.  
 
37 dakavSirebul gamowvevebTan, ixileT: kompiuterul danaSaulTan brZolis gamowvevebi. 2008, 
gv.292. 
38 levini, globaluri usafrTxoeba, 27.06.2006: http://www.globalsecurity.org/org/news/2006/060627-
google-earth.htm.; ‘Google Earth: Neues chinesisches Kampf-Uboot entdeckt’, 11.07.2007, available at 
http://www.derstandard.at/?url/?id=2952935. 
 
39 Semdegi informaciisaTvis ixileT herkes: brZola kompiuteruli danaSaulis winaaRmdeg, 
multimedia da rehti, 2008, gv.292. 
40 damatebiTi informaciisaTvis saidumlo informaciis moZiebis saqmeSi, ixileT longi, 
skoudi davan eijkelenborgi, guglis hakeroba da SeRwevis testerebi. 
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miiRo informacia al-qaidas treningis saxelmZRvanelos 
Sesaxeb, sadac aRwerili iyo, Tu rogor unda gamoiyenoT 
sajaro wyaroebi potenciuri samizneebis Sesaxeb 
informaciis mopovebis mizniT.41 

� informaciis miwodeba: onlain momsaxureba SeiZleba 
gamoyenebuli iqnes satreningo masalis gavrcelebis 
mizniT, rogoricaa instruqciebi iaraRis gamoyenebisa da 
samiznes SerCevis Sesaxeb. aseTi masala xelmisawvdomia 
internetSi.42 2008 wels aRmoCenili iqna internet serveri, 
romlis saSualebiT vrceldeboda satreningo masala da 
xdeboda komunikacia teroristebs Soris.43 aseve, 
funqcionirebda sxvadasxva vebgverdi teroristebis 
saqmianobebis koordinaciis mizniT.44 

� komunikacia: 9/11 Tavdasxmis Semdeg, cnobili gaxda, rom 
sakuTari Setevis koordinaciis mizniT45 teroristebma 
gamoiyenes imeili. presaSi gaCnda informacia samizneebze 
detaluri instruqciebis Sesaxeb da imeilebis 
raodenobaze, romelic moZiebuli iqna internetiT.46 

� teroristebis dafinanseba: teroristuli organizaciebis 
didi raodenoba damokidebulia mesame mxarisagan miRebul 
dafinansebaze. aseTi finansuri operciebis kvalis aRmoCena 
terorizmis wainaRmdeg brZolis erT-erTi mniSvnelovani 
komponento gaxda, gansakuTrebiT, 9/11 Tavdasxmis Semdeg. am 
TvalsazrisiT, erT-erTi didi problema aris is, rom ar 
aris aucilebeli, teroristuli SetevebisaTvis saWiro 
finansuri resursebi uazarmazari odenobis47 iyos. 
teroristebis dafinansebis mizniT arsebobs internetis 
momsaxurebis gamoyenebis ori gza: 

                                              
41 sajaro wyaroebis gamoyenebiT ise, rom ar gamoiyeno arakanonieri saSualebebi, 
SesaZlebelia mterze informaciis 80% moZieba, ixileT konveis internetis gamoyeneba 
teroristebis mier, informacia da usafrTxoeba, 2006, gv.17. 
42 brunsti, kompiuteruli terorizmi, internetis gamoyeneba teroristuli miznebisaTvis, 
evrokavSiris gamomcemloab, 2007; aSS usafrTxoebis mrCevelTa sabWo, terorizmTan brZolis 
jgufis angariSi, ianvari 2008, gv.5, Stenerseni, interneti: virtualuri treningis banaki? 
terorizmi da politikuri Zaladoba, 2008, gv.215. 
43 muSarbaSi, bin ladenis ntraneti, Spigeli, tomi.39, 2008, gv.127. 
44 veimani, rogor iyenebs terorizmi internets, aSS mSvidobis 116 institis speciluri 
angariSi, 2004, gv.10  
45 9/11 komisiis angariSi, nacionaluri komisiis saboloo angariSi aSS-ze ganxorcielebuli 
Tavdasxmis Sesaxeb, 2007; gv.249 
46 saboloo gzavnilis teqsti iyo aseTi: „semestri iwyeba sam kviraSi. Cven gvaqvs 19 
dadastureba iuridiul fakultetze, urbanuli dagagmarebis fakultetze, saxviTi 
xelovnebis fakultetze da sainJinro fakultetze kvlevis Catarebis Sesaxeb. 
fakultetebis saxeli iyo sxvadasxva samizneebis kodi. detalebisaTvis, ixileT 
veimani, rogor iyenebs terorizmi inetrnets, saerTaSoroiso usafrTxoebis 
Jurnali, 2005 wlis gazafxuli, #8; Tomasi, al qaeda da interneti: kompiuteruli 
dagegmvis saSiSroeba, 2003, ixileT: 
http://findarticles.com/p/articles/mi_m0IBR/is_1_33/ai_99233031/pg_6; zeleri, Ria interneti, bneli 
gzebis qseli, niu-iork Taimsi, 20.12.2004, ixileT: 
http://www.nytimes.com/2004/12/20/technology/20covert.html? 
pagewanted=print&position=;. 
 
47 9/11-is gamomZiebelma komisiam daiTvala, rom Setevis xarjebi iyo daaxloebiT 400 000 500 
000 aSS dolari, ixileT komisiis angariSi, gv.187. angariSis momzadebis xangrZliobisa da 
monawile pirebis raodenobis gaTvaliswinebiT, xarji iyo mcire. aseve, ixileT kongresis 
kvlevis samsaxuris mier momzadebuli angariSi- teroristebis dafinanseba: 9/11 komisiis 
rekomendaciebi, gv.4. 
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• teroristul organizaciebs SeuZliaT eleqtronuli 
gadaxdis sistemis gamoyeneba onlain reJimSi, 48 an 
informaciis gamoqveyneba, Tu rogor unda moxdes Tanxis 
gadaricxva.49  

• maTi aRmoCenis Tavidan acilebis mizniT, teroristuli 
organizaciebi cdiloben gaasaidumlon sakuTari 
qmedebebi da amisaTvis saqmeSi rTaven sufTa 
(eWvmiutanel) moTamaSeebs, rogoricaa saqvelmoqmedo 
organizaciebi. kidev erTi gza gaxlavT yalbi veb-
maRaziebis arseboba. 

� treningi realur samyaroze Setevis ganxorcielebis 
TvalsazrisiT: angariSebi metyveleben imaze, rom 
teroristebi iyeneben internet TamaSebs, raTa moemzadon 
realuri SetevebisaTvis. 50    arsebobs    sxvadasxva internet 
TamaSebi, romlebic iZleva realuri samyaros simulaciis 
saSualebas. aseTi TamaSebis momxmarebels, SeuZlia 
personaJis (avataris) gamoyeneba virtualur samyaroSi. 
Teoriulad, aseTi internet TamaSebis gamoyeneba 
SesaZlebelia Setevis simulaciis mizniT, magram ar aris 
cnobili, ra donezea maTi gamoyeneba.51     

� internet-Setevebi mniSvnelovan infrastruqturaze: 
mniSvnelovani (sainformacio) infrastruqtura xSirad 
xdeba teroristebis samizne, radgan igi sasicocxlo 
mniSvnelobis aris saxelmwifos stabilurobis 
TvalsazrisiT.52 infrasrtruqtura iTvleba mniSvnlovnad, 
radgan mis uunarobas da ufunqciobas Sedegad moaqvs 
qveynis ekonomikuri usafrTxoebisa da Tavdacvis unaris 
daqveiTeba.53 es exeba eleqtroenergiis, telekomunikaciis, 
gazisa da navTobis sawyobis, transportirebis, sabanko da 
safinanso, wylis da saswrafo daxmarebis sistemebs. 
samoqalaqo areulobis done, romelic gamoiwvia qarSxalma 
katrina, naTelyofs sazogadoebis damokidebulebis dones 
aseTi momsaxurebisadmi xelmisawvdomobaze.54 

                                              
48 amave konteqstSi ixileT grilis sainformacio omi: axali brZolis veli teroristebi, 
propaganda da interneti, t.53, #7 (2001), gv.253. 
49 veimani aSS internetis protokolos angariSSi: rogor iyeneben teroristebi internets, 
2004, gv.7, aseve, ixileT konvei – teroristebis mier internetis gamoyenebada rogor 
vebrZoloT maT, informacia da usafrTxoeba, 2006, gv.4.  
50 ixileT aSS komisiis angariSi usafrTxoebasa da TanamSromlobaze, 15.05.2008: 
http://csce.gov/index.cfm?FuseAction=ContentRecords. 
ViewTranscript&ContentRecord_id=426&ContentType=H,B&ContentRecord 
Type=B&CFID=18849146&CFTOKEN=53; obraieni, virtualuri teroristebi, avstralia, 31.07.2007,  

http://www.theaustralian.news.com.au/story/ 
0,25197,22161037-28737,00.html;  
 
51 teroristebis sxva saqmianobasTan dakavSirebiT ixileT Cen/tomasis kibereqstremizmi 
qselebSi 2.0 – ganmartebiTi kvleva saerTaSoriso jihadis jgufis Sesaxeb; dazverva da 
usafrTxoebis informatika, 2008, gv.98.  
52 brunsti, kibeterorizmi – internetis gamoyeneba teroristuli miznebisaTvis, evrosabWos 
publikacia, 2007. 
53 aSS aRmasrulebeli brZaneba 13010 – kritikuli infrastruqturis dacva, federaluri 
reestri, 1996, 17 ivlisi, t.61, #138. 
54 kritikuli infrastruqturis dacva: seqtoruli gegmebi da seqtoruli sabWoebi 
agrZeleben  daarsebas, mTavari sabiujeto kontrolis sammarTvelos komunikacia, 
2007, 17 ivlisi: http://www.gao.gov/ 
new.items/d07706r.pdf. 
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sainformacio teqnologiebze seriozuli damokidebuleba 
kidev ufro daucvels xdis mniSvnelovan infrastruqturas.55 
es gansakuTrebiT exeba Setevebs urTierTdakavSirebul 
sistemebze, romlebsac akavSirebs kompiuteri da 
sakomunikacio qselebi.56 momsaxurebaSi umniSvnelo 
Seyovnebamac ki SesaZloa gamoiwvios uzarmazari finansuri 
zarali ara mxolod samoqalaqo samsaxurebisaTvis, aramed 
samxedro infrastruqturisa da momsaxurebisaTvis.57 Setevis 
ganxorcielebis mizniT, damnaSaveebs SeuZliaT anonimuri 
komunikaciis da daSifruli teqnologiebis gamoyeneba 
sakuTari identobis dafarvis mizniT.58 
 
amrigad, internetis gamoyeneba teroristebis mier 
warmoadgens danaSaulTa kombinacias. kompiuteruli 
danaSaulis Sesaxeb konvenciis sruli ganxorcieleba 
SesaZleblobas miscems qveynebs, rom miscen sisxlis 
samarTlis danaSaulis kvalifikacia sainformacio 
teqnologiur saSualebebze Setevebs, uzrunvelyon 
mtkicebulebebis arseboba teroristebis mier gamoyenebuli 
kompiuteruli sistemebis Sesaxeb da iTanamSromlon 
saerTaSoriso doneze. evrosabWos konvencia terorizmis 
prevenciis Sesaxeb59, akonkretebs im RonisZiebebs, romlebic 
dakavSirebulia teroristebis daqiravebasa da maT 
momzadebasTan teroristuli aqtis ganxorcielebis mizniT. 
 

 

2222....3333.... gamowvevebi mosamarTleebisaTvisgamowvevebi mosamarTleebisaTvisgamowvevebi mosamarTleebisaTvisgamowvevebi mosamarTleebisaTvis    
 
2222....3333....1111.... mosamarTlis rolimosamarTlis rolimosamarTlis rolimosamarTlis roli    
 

mosamarTleebi gadamwyvet rols TamaSoben kompiuteruli 
danaSaulis winaaRmdeg brZolaSi. maTi monawileobis gareSe 
SeuZlebeli iqneboda damnaSaveebis gasamarTleba. arsebobs 
specifikuri sakiTxebi, romlebic kompiuteruli danaSaulis 
gamoZiebis procesSi mosamarTleebis rols ukavSirdeba: 
 

 

� miuxedavad imisa, rom zogi kompiuteruli danaSauli, 
rogoricaa imeiliT maqinacia, SesaZloa gansazRvruli iyos 
qveynis sisxlis samarTls kodeqsiT, arsebobs  danaSaulis 
saxeebi, romlebsac specialuri debulebebi WirdebaT. am 

                                                                                                                            
 
55 sofaieri/gudmeni, kiberdanaSauli da usafrTxoeba – transanacionaluri sivrce, 2001: 
http://media.hoover.org/documents/0817999825_1.pdf. 
56 luisi, kiberterorizmis riskis Sefaseba, kiber omi da sxva kiber safrTxeebu, 
strategiuli da saerTaSoriso kvlevebis centri, dekemberi, 2002 
57 Simeali/uiliamsi/dulnevi, kiberomis sawinaaRmdegod, natos mimoxilva, 2001/2002 wlis 
zamTari: http://www.cert.org/archive/pdf/counter_cyberwar.pdf. 
58 kompiuteruli daxmarebis saswrafo jgufis angariSi, gv.7: 
http://www.cert.org/archive/pdf/cert_rsch_annual_rpt_2006.pdf.  
59 terorizmis prevenciis konvencia: 
http://conventions.coe.int/Treaty/Commun/QueVoulezVous.asp?NT=196&CM=8&DF=3/2/2009&CL=ENG.  
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debulebebTan dakavSirebiT, aucilebelia mosamarTleebs 
miewodoT saWiro informacia, dakavSirebuli maT 
interpretaciasa da gamoyenebasTan. 

� mosamarTleebis winaSe arsebuli sirTuleebidan erT-erTi 
ukavSirdeba dros, romelsac isini uTmoben saqmis 
Seswavla-gamoZiebas. gansxvavebiT iseTi saqmeebisa, 
romlebTan dakavSirebiTac erovnuli kanonmdebloba 
moiTxovs sasamarTlo dadgenilebas60 konkretuli saxis 
gamoZiebis sawarmoeblad, aq mosamarTleebis CarTva saqmeSi 
xdeba bolo etapze – sasamarTlo ganxilvebis dros. 
rogorc ukve avRniSneT, kompiuteruli danaSaulis saqmeebi 
damokidebulia eleqtronul mtkicebulebaze.61 internet-
protokolis misamarTi exmareba gamomZieblebs daadginon 
is momxmarebeli, romelmac gaagzavna arasamarTlebrivi 
Sinaarsis dokumenti da eWvmitanilis log-failebi 
SesaZloa gamodges imis dasadgenad, Tu romelma 
momxmarebelma Caidina danaSauli. aseTi monacemebi friad 
efemerulia da amitom maTi swrafad mogrovebaa saWiro. im 
droisaTvis, roca mosamarTleebi erTvebian saqmeSi, 
rogorc wesi, damatebiTi mtkicebulebis mopovebis Zalzed 
naklebi Sansi arsebobs. im droisaTvis, roc mosamarTle 
mixvdeba, rom ar aqvs xelT mniSvnelovani mtkicebuleba, 
ukve gvian aris aseTi Secdomis gamosworeba. amitomac, 
kompiuterul danaSaulTan dakavSirebul saqmeebze 
mosamarTleebi TiTqmis mTlianad arian damokidebulni 
gamoZiebis mier mopovebul mtkicebulebebze. 

� mosamarTleebs da Jiuris SemTxvevaSi – Jiuris wevrebs – 
unda SeeZloT, Seafason  eleqtronuli mtkicebulebis 
mniSvneloba ise, rom monawileoba ar miiRon 
mtkicebulebebis mopoveba-SegrovebaSi. roca ar xar 
kompiuteris kriminlur-teqnikuuri eqsperti, rTulia 
Sefaseba. miuxedavad imisa, rom Sefaseba nawilobriv 
SesaZlebelia delegirebuli iqnes sasamrTlos eqspertebze 
da mowme-eqspertebze, mosamarTleebs, romlebic 
ganixilaven kompiuterul danaSaulTan dakavSirebul 
saqmes, mainc moeTxovebaT kompiuteruli eqspertizis 
fundamenturi proncipebis sabaziso codna. am saxis 
treningis Catareba SedarebiT advilia im qveynebSi62, sadac 
funqcionirebs specializebuli sasamarTloebi, romlebic 
ganixilaven konkretulad kompiuterul danaSauls, vidre 
iq, sadac yovel mosamarTles SesaZloa Sexvdes aseTi 
saqme. 

  
2222....3333....2222.... eleqtronuli mtkicebulebis cvalebadi bunebaeleqtronuli mtkicebulebis cvalebadi bunebaeleqtronuli mtkicebulebis cvalebadi bunebaeleqtronuli mtkicebulebis cvalebadi buneba    
imeilis gagzavnas danarTTan erTad, romlSic aris 
qsenofoburi masala an bavSvebis monawileobiT 
pornografiuli filmi, wamebi Wirdeba. informacias, romelic 

                                              
60 sasamrTlo gadawyvetilebebTan dakavSirebiT konkretul gamoZiebebze ixileT konvenciis 
ganmartebiTi angariSi 
61 ixileT Tavi 4 
62 serbeTis kanoni maRali teqnologiebis danaSaulis SezRudvis sferoSi xelisuflebis 
organizacisa da iurisdiqciis Sesaxeb 
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samarTaldamcav organoebs esaWiroebaT damnaSavis vinaobis 
dasadgenad – Tuki ukve ar arsebobs monacemTa Senaxvis 
Sesaxeb valdebuleba – xSirad Slian am informaciis 
gadacemis procesis dasrulebisTanave.63 es ki Zalzed 
amcirebs gamoZiebisaTvis gankuTvnil dros.64 
 

2222....3333....3333.... momxmarebelTa raodenobamomxmarebelTa raodenobamomxmarebelTa raodenobamomxmarebelTa raodenoba    
 

amJamad internets65  erT miliardze meti momxmarebeli hyavs 
mTel msoflioSi da es ricxvi swafad izrdeba. SesaZlo 
damnaSaveTa ricxvi mniSvnelovania qselis saerTaSoriso 
ganzomilebis gamo: momxmareblebis erTma procentmac ki rom 
gamoiyenos sainformacio teqnologiebi kriminaluri mizniT, 
maTi mTliani raodenoba 10 milions miaRwevs. momxmarebelTa 
da internetis vebgverdebis raodenoba aCens kiTxvas, rogor 
aRmovaCinoT is veb-gverdebi, romlebic arakanonier Sinaarss 
Seicavs da rogor gamovaaSkaraoT isini amdeni moqmedi veb-
gverdebis fonze? es gviCvenebs, Tu ramdenad rTulia 
sagamoZiebo  struqturebisaTvis kompiuterul danaSaulTan 
brZola. 
 

 

2222....3333....4444.... TanamSromloba samarTaldamcav organoebsa da kerZo TanamSromloba samarTaldamcav organoebsa da kerZo TanamSromloba samarTaldamcav organoebsa da kerZo TanamSromloba samarTaldamcav organoebsa da kerZo 
bizness Sorisbizness Sorisbizness Sorisbizness Soris    

kompiuteruli danaSaulis winaaRmdeg brZolis efeqtianoba 
mxolod saTanado kanonmdeblobis arsebobaze ar aris 
damokidebuli. urTierToba samarTaldamcav organoebsa da 
kerZo bizness Soris, rogoricaa internet servisis 
provaiderebi/mimwodeblebi kidev erTi mniSvnelovani 
instrumentia kompiuteruli danaSaulis winaaRmdeg 
brZolaSi.66 evrosabWos gadawyvetilebiT, zemoaRniSnuli 
TanamSromlobis gaZlierebisa da gaumjobesebis mizniT 2007 
wels SemuSavebuli iqna instruqciebi.67 instruqciebi efuZneba 
im kvlevebis daskvnebs, romlebSic gaanalizda 
TanamSromlobis arsebuli formebi.68 2008 wlis evrosabWos 
interfeisis konferenciaze69 aRniSnuli instruqciebi 

                                              
63 herke, 2003, lipsoni, kiberSetevebis mikvleva da brZloa, teqnikuri gamowvevebi da 
globaluri politikis sakiTxebi 
64 herke, kiberdanaSaulis winaaRmdeg brZolis neli gamoRviZeba, 2006 
65 internetis msoflio statis mixedviT, 1.15 miliardze meti adamiani iyenebs internets, 
http://www.internetworldstats.com/stats.htm.  
66 ixileT samarTaldamcav organoebsa da servis provaiderebs Soris TanamSromlobis 
Sesaxeb evrosabWos instruqciebi, #3. 
67 meti informaciisaTvis ixileT herke, samarTaldamcav organoebsa da servis provaiderebs 
Soris TanamSromlobis Sesaxeb evrosabWos instruqciebi, #4. 
 
68  galanani/herke, kvleva samarTaldamcav organoebsa da servis provaiderebs Soris 
TanamSromlobis Sesaxeb kiberdanaSaulis inaaRmdeg 
69 konferenciis programa ixileT: http://www.coe.int/t/dg1/legalco-
operation/economiccrime/cybercrime/cy%20activity%20Interface2008/567%20IF08-m-
programme3b%20Provisional%20%20(26%20march%2008).PDF. konferenciis daskvnebi ixileT: 
http://www.coe.int/t/dg1/legalco-operation/economiccrime/cybercrime/cy%20activity%20Interface2008/567_IF08-d-
concl1c.pdf..  
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damtkicebuli iqna, rogorc araformaluri, arasavaldebulo 
instrumenti.70 
 

2222....3333....5555.... saerTaSoriso sivrcesaerTaSoriso sivrcesaerTaSoriso sivrcesaerTaSoriso sivrce    
monacemebis gadacemis procesi, rogorc wesi, erTze met 
qveyanas moicavs.71 es gaxlavT qselis dizainisa da 
protokolis Sedegi,  romelic maSinac ki warmatebiT 
axorcielebs monacemTa gadacemas, roca pirdapiri xazebi 
droebiT dablokilia.72 garda amisa, internet momsaxurebis 
did raodenobas (magaliTad informaciis ganTavsebis 
momsaxurebas/hosTing momsaxureba) sazRvargareT 
ganTavsebuli kompaniebi gvTavazobs.73 
 
im SemTxvevaSi, roca damnaSave ar imyofeba im qveyanaSi, sadac 
potenciuri msxverplia, gamoZiebisaTvis saWiroa 
TanamSromloba im qveynebis samarTaldamcav organoebs Soris, 
romel qveynebzec xdeba informaciis moZraoba.74 
TanamSromloba sxvadasxva qveynebs Soris kompetenturi 
organoebis Tanxmobis gareSe rTulia qveynis suverenitetis 
proncipidan gamomdinare. es principi ar aZlevs uflebas erT 
qveyanas, ganaxorcielos sagamoZiebo qmedebebi meore qveyanaSi 
am qveynis xelisuflebis Tanxmobis gareSe.75 amgvarad, 
gamoZiebis miznebisaTvis, saWiroa yvela CarTuli 
mxaris/qveynis xelisuflebis daxmareba da monawileoba. 
 
imis gaTvaliswinebiT, rom efeqtiani gamoZiebisa da 
eleqtronuli mtkicebulebis mosapoveblad, rogorc wesi, 
dro mcirea, Cveulebrivi TanamSromlobis reJimis gamoyeneba 
ar aris sakmarisi. kompiuteruli danaSaulis Sesaxeb 
konvencia iTvaliswinebs RonisZiebebs, mimarTuls monacemebis 

                                              
70 instruqciebi samarTaldamcav organoebsa da servis provaiderebs Soris TanamSromlobis 
Sesaxeb ixileT: http://www.coe.int/t/dg1/legalco-
operation/economiccrime/cybercrime/cy%20activity%20Interface2008/567_prov-d-
guidelines_provisional2_3April2008_en.pdf.  

 
71 yvelaze metad saSiS kiberSetevebSi transnacionaluri Setevebis masStabis gasacnobad, 
ixileT: sofaeri/gudmeni, kiberdanaSauli da usafrTxoeba, transnacionaluri sivrce; 
kiberdanaSaulis da terorizmis transnacionaluri ganzomileba, 2001. gv.7: 
http://media.hoover.org/documents/0817999825_1.pdf. 
72 yvelaze metad srulyofili da kargad gansazRvruli protokolebia: transmisii 
kontrolis protokoli da internet protokoli. damatebiTi informaciisaTvis, ixileT: 
tenabaumis kompiuteruli qselebi; komeris internetqselebi: principebi, protokolebi da 
arqiteqtura. 
73 hubneri, bemi: kompiuteruli eqspertiza-warsuli, awmyo da momavali, #6: 
http://www.scm.uws.edu.au/compsci/computerforensics/Publications/Computer_Forensics_Past_Present_Future.pdf; 
qselebis Senaxvis TvalsazrisiT ixileT: klarkis Senaxvis virtualizaciis teqnologoebi 
monacemTa Senaxvisa da menejmentis gaadvilebis mizniT  

 
74 saerTaSoriso TanamSromlobis aucileblobis mizniT kiberdanaSaulis winaaRmdeg 
brZolaSi ixileT putnamis, eliotis saerTaSoriso pasuxebi kiberdanaSaulebze; sofaeri, 
gudmanis kiberdanaSaulis da terorizmis saerTaSoriso ganzomileba, 2001,gv.35: 
http://media.hoover.org/documents/0817999825_35.pdf; sofaeri, gudmanis kiberdanaSaulis da 

terorizmis saerTaSoriso ganzomileba, 2001, gv.1: http://media.hoover.org/documents/0817999825_1.pdf 

 
75 erovnuli suvereniteti fundamenturi proncipia saerTaSoriso samarTalSi. ixileT roTi: 
saxelmwifos suverenitei, saerTaSoriso samarTali  da moraluri SeuTavseblobebi, 2005. gv.1: 
http://www.law.uga.edu/intl/roth.pdf. 
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Senaxvisaken, yoveldRe 24 saaTis ganmavlobaSi momuSave 
sakomunikacio punqtebis CaTvliT.  
 

 

2222....3333....6666.... damokidebdamokidebdamokidebdamokidebuleba danaSaulis Cadenis adgilze uleba danaSaulis Cadenis adgilze uleba danaSaulis Cadenis adgilze uleba danaSaulis Cadenis adgilze 
msxverplsa da damnaSavis yofnas Soris msxverplsa da damnaSavis yofnas Soris msxverplsa da damnaSavis yofnas Soris msxverplsa da damnaSavis yofnas Soris     

    
kompiuteruli danaSaulis    Cadena, rogorc wesi, ar moiTxovs 
damnaSavis yofnas danaSaulis Cadenisa da msxverplis yofnis 
adgilas. am damokidebulebis ararsebobas didi sirTuleebis 
gamowveva SeuZlia kompiuteruli danaSaulis gamoZiebis 
saqmeSi. damnaSaveebs saSualeba eZlevaT, Tavidan aicilon 
sisxlis samarTlis saqmis warmoeba im qveyanaSi moqmedebiT, 
sadac sakanonmdeblo baza kompiuteruli danaSaulis Sesaxeb 
naklebad arsebobs.    76767676        amitom, kompiuteruli danaSaulis 
winaaRmdeg efeqtiani brZolisaTvis, aucilebelia 
damnaSaveebisaTvis iseTi “usafrTxo samoTxis” msgavsi 
adgilebis Semcireba, romlebic saSualebas aZleven maT, 
dafaron sakuTari danaSaulebrivi saqmianoba,  ganaxorcielon 
qmedebebi da darCnen dausjelebi.77 
 
aseTi “usafrTxo samoTxis” gamoyenebis magaliTs warmoadgens 
“siyvarulis xoWo” – kompiuteruli virusi, romelic 2000 
wels gavrcelda.78 virusi msoflios masStabiT milionebiT 
sistemaze gavrcelda da daainficira isini.79 gamoZieba kvalma 
filipinebSi miiyvana. imis gamo, rom msgavsi saqmianoba 
filipinebSi im droisaTvis ar iTvleboda sisixlis samrTlis 
danaSaulad, seriozulad Seferxda adgilobrivi gamoZieba.80    
    
 

 

    
 
 

                                              
76 magaliTebad gamodgeba fiSingTan dakavSirebuli danaSaulebi. miuxedavad imisa, rom 
gverdebis umetesoba Senaxulia aSS-Si (32%), CineTSi (13%), ruseTSi (7%) da koreaSi (6%), aSS-
s garda arc-erT ar mouxdenia saerTaSoriso SeTanxmebebis ratificireba, rac 
daavaldebulebda maT monawileoba mieRoT saerTaSoriso gamoZiebaSi. 
77 sakiTxi daregulirda saerTaSoriso organizaciebis mier. gaerTianebuli erebis 
organizaciis generalurma ansambleam miiRo rezolucia #55/63, romelic ambobs: 
„saxelmwifoebma unda uzrunvelyon maTi kanonebisa da RonisZiebebis  mier 

damnaSaveebisaTvis usafrTzo adgilebis mospoba. mTliani teqsti ixileT: : 

http://www.unodc.org/pdf/crime/a_res_55/res5563e.pdf. ar unda arsebobdes usafrTxo 
adgilebi damnaSaveebisaTvis. 
78 damatebiTi informaciisaTvis ixileT: ://en.wikipedia.org/wiki/ILOVEYOU, virusebTan 

dakavSirebuli Sedegebis sanaxavad: http://www.gao.gov/archive/2000/ai00181t.pdf. 
79bi-bi-si axalii ambebi, policia xuravs virusebis saSualebas, 06,05,2000: 

http://news.bbc.co.uk/1/hi/sci/tech/738537.stm. teqnologiasTan dakavSirebiT: 

http://radsoft.net/news/roundups/luv/20000504,00.html.  

  
80 ci-en-en, sasiyvarulo virusis gamoyeneba kiberSetevebis mizniT, 08.05.2000. 

http://edition.cnn.com/2000/LAW/05/08/love.bug/index.html; Cauki kiberdanaSaulis 

daregulirebaze mniSvnelovani mosazrebebi, http://www.crime-research.org/articles/Critical/2; 

sofaeri. gudmani, kiberdanaSauli da usafrTXoeba – transnacionaluri ganzomileba 2001, gv. 

10 – http://media.hoover.org/documents/0817999825_1.pdf; 
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2222....3333....7777.... virusebivirusebivirusebivirusebi    
 
samarTaldamcavi organoebis winaSe mdgari erT-erT 
seriozuli gamowveva gaxlavT is, rom organizebuli 
damnaSave jgufebis did raodenobas SeuZlia uamravi 
kompiteruli sistemis gamoyeneba avtomaturi Setevis 
ganxorcielebis mizniT.81 aseTi Setevis magaliTi gaxlavT 
estoneTis mTavrobis winaaRmdeg ganxorcielebuli Seteva.82 
Setevis analizma gviCvena, rom procesSi monawileobda 
aTasobiT kompiuteri, romlebic e.w. botnetis nawils 
warmoadgendnen. 
 
kriminalebisagan gansxvavebiT, romlebsac xelT aqvT uamravi 
saSualeba  da ar iwuxeben Tavs sazRvrebis pativiscemiT, 
mosamrTleebisa da sisxlis samarTlis sferoSi momuSave 
organoebis resursebi bevrad SezRudulia. 
 
sakiTxi dgas ase: rogor aris SesaZlebeli mosamarTleebisa 
da samarTaldamcavi organoebis warmomadgenelbis momzadeba 
da aRWurva ise, rom maT SeZlon kompiuteruli danaSaulis 
gamowvevebis Rirseulad gamklaveba? 
 
 

2222....3333....8888.... fundamenturi uflebebis dafundamenturi uflebebis dafundamenturi uflebebis dafundamenturi uflebebis dacvacvacvacva    
    
sityvisa da piradi cxovrebis ufleba (piradi informaciis 
dacvis uflebis CaTvliT) gaxlavT is ori sakiTxi, romlebic 
Zalzed mniSvnelovania internetis momxmareblebisaTvis.83 
 
SesaZloa CaiTvalos, rom adamianebis didi umravlesoba 
iyenebs sainformacio teqnologiebs sruliad kanonieri 
miznebisaTvis. mniSvnelovania momxmareblebis uflebebis 
efeqtiani da efeqturi dacva. es sakiTxi konvenciis muxl 15-
Si aris ganxiluli: 
 
 
 
 

                                              
81 ixileT, kiberdanaSaulTan dakavSirebuli sakiTxebis warmoSoba saSiSroebas uqmnis 

informaciis federalurl sistemas, 2005: http://www.gao.gov/new.items/d05231.pdf. 
82 SetevebTan dakavSirebiT ixileT: luisis kiberSetevebi, 2007: 

http://www.csis.org/media/csis/pubs/070615_cyber_attacks.pdf; kiberdarbeva, 
ekonomisti,10.05.2007: 

http://www.economist.com/world/europe/PrinterFriendly.cfm?story_id=9163598; estoneTis 
Semdeg gaCenili cifruli SiSebi, niu-iork Taimsi, 29.05.2007: 

http://www.nytimes.com/2007/05/29/technology/29estonia.html?ei=5070&en=2e77eb21a1ab42
ac&ex=1188360000&pagewanted=print.  

 
83 ixileT Totis, estoneTi da kiberSeteva: 

http://www.cert.hu/dmdocuments/Estonia_attack2.pdf. 
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muxlimuxlimuxlimuxli 15  15  15  15 ––––    pirobebi da garantiebipirobebi da garantiebipirobebi da garantiebipirobebi da garantiebi    

1. TiToeuli mxare iZleva garantias, rom am debulebiT 

gaTvaliswinebuli Zalauflebisa da procedurebis Camoyalibeba, 

realizacia da gamoyeneba misadagebuli iqneba adgilobrivi 

kanonmdeblobis pirobebTan da garantiebTan, romlebmac unda 

uzrunvelyon adamianis uflebebisa da Tavisuflebebis saTanado 

dacva, im uflebebis CaTvliT, romlebic gamomdinareobs 1950 wlis 

evrosabWos adamianis uflebebisa da fundamenturi Tavisuflebebis 

dacvis konvenciidan, 1966 wlis gaerTianebuli erebis saerTaSoriso 

konvenciidan samoqalaqo da politikuri uflebebis Sesaxeb da 

adamianis uflebebTan dakavSirebuli sxva saerTaSoriso 

instrumentebidan, romlebic unda efuZnebdnen proporciulobis 

dacvis princips.  

2. aseTi pirobebi da garantiebi, gamomdinare maTSi gaTvaliswinebuli 

uflebamosilebebisa da procedurebis bunebisagan, sxva 

instrumentebs Soris, unda Seicavdes sasamarTlos an sxva 

damoukidebeli organoebis mier ganxoriclebul zedamxedvelobas, 

maTi gamoyenebis safuZvels da aseTi Zalauflebis an proceduris 

gamoyenebis sferosa da xangrZliobis SezRudvebs. 

3. imdenad, ramdenadac yvelaferi gamiznulia  sajaro interesebis da, 

gansakuTrebiT samarTlis gamarjvebisaken,  yvela mxarem unda 

gaiTvaliswinos aseTi uflebamosilebisa da procedurebis gavlena 

mesame mxaris uflebebze, pasuxismgeblobebsa da legitimur 

interesebze. 

 

 

 

 
aucilebeli da mniSvnelovania balansis SenarCuneba 
kompiuteruli danaSaulis gamoZiebis efeqtian instrumentebsa 
da momxmareblis fundamentur uflebebs Soris, rasac didi 
yuradReba unda mieqces saqmis mokvlevis, gamoZiebis, bralis 
wayenebisa da sasamarTlos mier ganaCenis gamotanis dros. am 
sakiTxebSi yvelaze mniSvnelovan rols mosamarTleebi 
TamaSoben. 
 
200884 wlis TebervalSi, germaniis konstituciurma 
sasamarTlom ganacxada, rom kompiuteruli sistemebis 
konfidencialuroba, integrirebuloba da xelmisawvdomoba 
daculi iqneba germaniis konstituciiT. aRniSnuli xazs 
usvams daculobis mniSvnelobas maSin, roca muSavdeba 
gamoZiebis sxvadasxva instrumentebi. 
 

                                              
84 sityvis TavisuflebasTan dakavSirebiT ixileT tedfordi, herberkheimanis sityvis 
Tavisufleba aSS-Si, 2005; berendti, sityvis Tavisufleba, 2007; beikeri: adamianis Tavisufleba 
da sityvis Tavisuflebis ufleba; emordi: Tavisufleba, teqnologiebi da pirveli cvlileba, 
1991; eleqtronul Tvalyurze proncipebTan dakavSirebiT: vuu da sou:  saocari fanaris 
istoria, 11 seqtembris istoria cxadhyofs Tvalyuris aucleblobas, harvardis Jurnali – 
kanonmdebloba da teqnologiebi. tomi 15, #2, 2002, gv.530; vestermani: sityvis Tavisufleba 
avstraliis kanonmdeblobaSi; voloko, sityvis Tavisufleba, kanoni religiuri Seuracxyofis 
Sesaxeb, laiolas universitetis Cikagos iuridiuli Jurnali, tomi 33, gv.57: 
http://www.law.ucla.edu/volokh/harass/religion.pdf; koeni.  sityvisa da presisi Tavisufleba: amonaridebi 
pirveli cvlilebidan, angariSi kongresisaTvis 95-815, 2007: http://www.fas.org/sgp/crs/misc/95-815.pdf.  
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amave dros, Tu kompiuteruli sistemebi didwilad Seicaven 
moqalaqeebis piradi cxovrebis elementebs, am sistemebis 
dacvis da sisxlis samarTlis efeqtiani RonisZiebebi unda 
iqnes mniSvnelovani gza adamianTa fundamenturi uflebebis 
dacvasTan mimarTebaSi. am konteqstSi, dacva da adamianTa 
uflebebi erTad ganixileba.   
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2222....4444.... erovnuli kanonmdebloba da saerTaSorerovnuli kanonmdebloba da saerTaSorerovnuli kanonmdebloba da saerTaSorerovnuli kanonmdebloba da saerTaSorisisisiso standartebi: o standartebi: o standartebi: o standartebi: 
konvencia kompiuteruli danaSaulis Sesaxebkonvencia kompiuteruli danaSaulis Sesaxebkonvencia kompiuteruli danaSaulis Sesaxebkonvencia kompiuteruli danaSaulis Sesaxeb    

 
2222....4444....1111.... sisxlis samarTlis erovnuli kanonmdeblobasisxlis samarTlis erovnuli kanonmdeblobasisxlis samarTlis erovnuli kanonmdeblobasisxlis samarTlis erovnuli kanonmdebloba    
 
rogorc ukve avRniSneT, adekvaturi kanonmdebloba Zalzed 
mniSvnelovania warmatebuli gamoZiebis, bralis wayenebisa da 
ganaCenis gamotanis procesSi. 
 
erovnul doneze, sisxlis samarTlis kanonmdeblobaSi 
cvlilebebi unda moicavdes: 
 
� konkretuli qmedebebisaTvis sisxlis samarTlis 

danaSaulis kvalifikaciis miniWebas (sisxlis samarTlis 
kanonmdebloba) 

� proceduruli instrumentebis SemuSavebas, romelic 
saSualebas miscems samarTaldamcav organoebs, gamoiZion 
saqme  

� saerTaSoriso TanamSromlobis saSualebebis gamoyenebas, 
rac saSualebas iZleva efeqtianad ganxorcieldes 
sxvadasxva qveynebis kompetenturi organoebis 
TanamSromloba.  

 
kompiuteruli danaSaulis Sesaxeb konvencia warmoadgens 
instruqciebs, romlebic gvexmareba saerTo da proceduruli 
debulebebis da qveynebs Soris kanonmdeblobis 
harmonizaciaSi. aseve, im qveynebisaTvis, romlebic miuerTdnen 
konvencias, igi warmoadgens saerTaSoriso doneze 
TanamSromlobis saxelmZRvanelo dokuments.  
 
qveynebis profili, romelic SemuSavebuli iqna evrosabWos 
kompiuteruli danaSaulis proeqtis farglebSi, saSualebas 
iZleva, konvenciis debulebebi davukavSiroT erovnuli 
kanonmdeblobis konkretul  debulebebs. 

 

 

2222....4444....2222.... konvencia kompiukonvencia kompiukonvencia kompiukonvencia kompiuteruli danaSaulis Sesaxebteruli danaSaulis Sesaxebteruli danaSaulis Sesaxebteruli danaSaulis Sesaxeb    
 
zogadi mzogadi mzogadi mzogadi miiiimoxilvamoxilvamoxilvamoxilva    
    
kompiuteruli danaSauli yvelaze metad aris 
transnacionaluri xasiaTis danaSauli.85 swored amitom, igi 
moiTxovs globalur TanamSromlobas samarTaldamcav da 
sisxlis samrTlis kompetentur organoebs Soris.86 
saerTaSoriso TanamSromlobasTan dakavSirebuli 
sirTuleebis gamo, rac gamowveulia gansxvavebuli erovnuli 
standartebiT (gansakuTrebiT, “orgvari sisxlis samarTlis 

                                              
85 momxmareblebis fundamentur uflebebTan dakavSirebiT ixileT sainformacio sazogadoebis 
msoflio Sexvedra umaRles doneze, principebis deklaracia, 2003: http://www.itu.int/dms_pub/itu-
s/md/03/wsis/doc/S03-WSIS-DOC-0004!!PDF-E.pdf.  
86 BVerfG, 1 BvR 370/07 vom 27.2.2008.  
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danaSaulis”87 moTxovnis gamo), saerTaSoriso 
TanamSromlobis xarisxis gaumjobesebisaTvis aucilebeli 
fundamenturi komponenti gaxlavT erovnuli kanonmdeblobis 
harmonizacia. ufro konkretulad, qveynebma Tanxmoba unda 
ganacxadon da miiRon saerTo sisxlis samarTlisa da 
procedurul kanomdeblobasTan  dakavSirebuli saerTo 
standartebi da SeimuSaon saerTaSoriso 
TanamSromlobisaTvis saWiro samarTlebrivi standartebi. 
 
konvencia kompiuteruli danaSaulis88 Sesaxeb ayalibebs aseTi 
kanonmdeblobis SemuSavebisiaTvis saWiro saerTo 
samarTlebriv CarCos. evrosabWom, arawevr qveynebTan erTad, 
rogorebicaa kanada, iaponia, samxreT afrika da aSS SeimuSava 
SeTanxmeba (romlis wevrebis raodenoba dReisaTvis aris 47). 
SeTanxmeba Riaa xelmowerebisaTvis 2001 wlidan. igi ZalaSi 
Sevida 2004 wels.89 aRniSnuli konvencia Riaa nebismieri 
qveynisaTvis.90 magaliTad, 2007 wlis TebervalSi kosta rika 
da meqsika, xolo 2008 wlis nomeberSi dominikis respublika  
SeuerTda kkonvencias. aseve, uamravi qveyana cdilobs 
gawevrianebas. mniSvnelovania, rom bevri qveyana amuSavebs 
sakuTar kanonmdeblobas kompiuterul danaSaulTan 
dakavSirebiT da am mizniT, konvencia gamoyenebulia, rogorc 
modeli.91  
 

 

konvekonvekonvekonvennnncccciis struqturaiis struqturaiis struqturaiis struqtura    
 
xelSekrulebis struqtura Semdegnairia: 
 

� Tavi I: kompiuteruli sistemis, monacemebis, servis 
provaideris da trafikis monacemebis ganmarteba 

� Tavi II: erovnul doneze gansaxorcielebli RonisZiebebi 
 
nawili 1 - sisxlis samarTlis saerTo kanoni, romelic 
moicavs qmedebas, romelic unda dakvalificrides, 
rogorc sisxlis samarTlis danaSauli, romelSic 
Sedis: 

                                              
87 transnacionaluri Setevebis masStabebis Seswavlis mizniT ixileT sofaeris da gudmani: 
kiberdanaSauli da usafrTxoeba – transancionaluri sivrce, 2001.gv.7; 
http://media.hoover.org/documents/0817999825_1.pdf.  
88 herke, kiberSetevebis winaaRmdeg neli globaluri gamoRviZeba, 2006, 142 
89 saerTaSoriso gamoZiebaSi ormag danaSaulTan dakavSirebiT ixileT gaeros 
saxelmZRvanelo kompiuterTan dakavSirebuli danaSaulis aRkveTisa da kontrolis Sesaxeb: 
Schjolberg/Hubbard, erovnuli samarTlis harmonizacia kiberdanaSaulTan mimarTebaSi, 2005, 
gv. 5 : www.itu.int/osg/spu/cybersecurity/ presentations/session12_schjolberg.pdf.  
 
90 evrokavSiris konvencia kiberdanaSaulze: conventions.coe.int damatebiTi informaciisaTvis 
ixileT Tavi 6.1.; sofaeri- saerTaSoriso konvenciisaken kiberdanaSaulis Sesaxeb, 
kiberdanaSaulisa da terorizmis transnacionaluri ganzomileba, gv.255: 
http://media.hoover.org/documents/0817999825_221.pdf; herke, neli gamoRviZbe akiberdanaSaulis 
winaaRmdeb, 2006,140; herke: erovnuli, regionuli da saerTaSoriso midgoma kiberdanaSaulis 
winaaRmdeg brZolaSi, 2008, gv,7; aldesko, anonimuroba: kompiuteruli danaSaulis konvenciaSi 
konstituciuri cvlieleba.  kanonmdeblobis mimoxilva: http://elr.lls.edu/issues/v23-issue1/aldesco.pdf.  
jonsi, evrosabSos konvencia kiberdanaSaulis winaaRmdeg, Temebi da kritika, 2005: 
http://www.cistp.gatech.edu/snsp/cybersecurity/materials/callieCOEconvention.pdf.  
91 konvenciis debulebebis ZalaSi Sesvlis moTxovnebi regulirdeba konvenciis muxli 36-iT. 
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- danaSauli kompiuteruli monacemebis da sistemebis 
konfidencialurobis, integrirebulobisa da 
xelmisawvdomobis winaaRmdeg (ukanono SeRweva, ukanono 
mopoveba informaciis, monacemebSi Careva, sistemaSi 
Careva, teqnikis aradaniSnulebiT gamoyeneba); 

- kompiuteris saSualebiT Cadenili danaSauli (gayalbeba, 
TaRliToba); 

- SinaarsTan dakavsirebuli danaSauli (bavSvebis 
pornografia, qsenofobia da rasizmi); 

- sapatento uflebisa da sxva msgavsi uflebebis darRveva 
 

nawili 2 – proceduruli kanoni anu kompiuteruli 
danaSaulis gamoZiebis efeqtiani RonisZiebebi, romelSic 
Sedis: 

- proceduruli garantiebi 
- kompiuteruli monacemebis operatiuli Senaxva 
- trafikis monacemebis operatiuli Senaxva da 

nawilobrivi gamJRavneba 
- brZaneba informaciis miwodebis Sesaxeb 
- Senaxuli kompiuteruli monacemebis Semowmeba da 

amoReba 
- trafikis monacemebis realur droSi amoReba 
- Sinaarsis monacemebis mopoveba 

 
nawili 3 - iurisdiqcia 

 
� Tavi III: saerTaSoriso TanamSromloba 
 

nawili 1 – TanamSromlobis zogadi principebi, rac moicavs 
saerTaSoriso TanamSromlobis zogad principebs, 
eqstradiciasTan dakavSirebul proncipebs, ormxrivi 
samarTlebrivi daxmarebis principebs, spontanur 
informacias, ormxriv samarTlebriv daxmarebas saTanado 
saerTaSoriso instrumentebis ararsebobis pirobebSi da 
konfidencialuroba da gamoyenebis SezRudvebi 
 
nawili 2 – konkretuli debulebebi ufro efeqtiani 
TanamSromlobisaTvis. es saSualebas aZlevs konvenciis 
monawile mxareebs, gamoiyenon proceduruli instrumentebi 
saerTaSoriso doneze. debulebebi moicavs kompiuteruli 
monacemebis operatiul Senaxvas, kompiuteruli monacemebis 
miRebaSi ormxriv daxmarebas, kompiuteruli monacemebis 
miRebis transsazRvrul midgomas, trafikis monacemebis 
realur droSi amoRebaSi da Sinaarsis mopovebaSi ormxriv 
daxmarebas. aseve, es nawili exeba sakomunikacio punqtebis 
24/7 (kviraSi 7 dRe, 24 saaTi) Seqmnas, rac xels Seuwyobs 
swraf TanamSromlobas. 
 

 



evrosabWos treningi qselur danaSaulSi 

 
www.coe.int/cybercrime 

 

mosamarTleTa treningi qselur danaSaulSi 33 

� Tavi IV: daskvniTi debulebebi.  es Tavi gansakuTrebiT 
sainteresoa araevropuli qveynebisaTvis, radgan daexmareba 
maT konvenciaSi gawevrianebis sakiTxebSi.  

 
konvenciis sxvadasxva debulebebi detalurad iqneba 
ganxiluli erT-erT TavSi, romelic yuradRebas amaxvilebs 
iseT qmedebebze, romlebic warmoadgens sisxlis samarTlis 
danaSauls. 
 

3333.... teqnologia mosamarTleebisaTvisteqnologia mosamarTleebisaTvisteqnologia mosamarTleebisaTvisteqnologia mosamarTleebisaTvis    
3333....1111.... SesavaliSesavaliSesavaliSesavali    
 

es Tavi trenerebs uzrunvelyofs im CarCoTi, romelic 
warmoadgens ufro farTo programis nawils. SeuZlebelia 
misi srulyofileba, radgan teqnologiebi imdenad swrafad 
icvleba, rom am naSromis gamoqveynebisTanavec ki, 
SesaZloa, bevri ram ukve moZvelebuli aRmoCndes. imisaTvis, 
rom mosamarTleebma samarTlianad gadawyviton maT winaSe 
mdgari sakiTxebi, saWiroa erkveodnen teqnikur sferoSi. 
winamdebare Tavi swored am sakiTxebTan aris 
dakavSirebuli. igi Seicavs informacias teqnologiebis 
Sesaxeb, romlebsac mosamarTleebi gadaawydebian muSaobis 
procesSi da, romlebsac damnaSaveebi iyeneben danaSaulis 
Cadenis mizniT, xolo samarTaldamcavi organoebi 
cdiloben maT aRmoCenas. 
 
3333....2222....  rogor muSaobs kompiuteri rogor muSaobs kompiuteri rogor muSaobs kompiuteri rogor muSaobs kompiuteri    
am sesiis dasrulebisas, monawileebma unda SeZlon: 

• kompiuteris Semadgeneli nawilebis CamoTvla 

• axsna, rogor xdeba informaciis Senaxva 
kompiuterSi 

• ganasxvavon, kmpiuteris sxvadasxva sistema 
imisaTvis, rom mosamarTleebma zustad gaigon, teqnologiebis 
gavlena danaSaulze, saWiroa icodnen rogor muSaobs es 
teqnika. magaliTad, cifruli eqspertizis codna daexmareba 
maT konteqstis gaazrebasa da informirebuli ganaCenis 
gamotanaSi. 
 

3333....2222....1111.... kompiuteris Semadgeneli nawilebikompiuteris Semadgeneli nawilebikompiuteris Semadgeneli nawilebikompiuteris Semadgeneli nawilebi    
 
kompiuteri Sedgeba bevri komponentisagan da 
mosamarTleebma unda icodnen maTi saxelebi da funqciebi: 
 
- sistemuri plata sistemuri plata sistemuri plata sistemuri plata (Motherboard) – es aris kompiuteris 

ZiriTadi nawili. yvela danarCeni komponenti swored 
masTan aris mierTebuli. sistemuri platis daniSnuleba 
aris maT Soris informaciis gacvla. aq moTavsebulia 
ZiriTadi Semaval-gamavali sistema, romelic aris 
programa, romelic iwyebs muSaobas kompiuteris 
CarTvisas. masTanvea dakavSirebuli mexsiereba, 



evrosabWos treningi qselur danaSaulSi 

 
www.coe.int/cybercrime 

 

mosamarTleTa treningi qselur danaSaulSi 34 

procesori, grafikuli karta, xmis karta, myari diski, 
diskis draiveri da sxva. 

- eleqtroenergiis eleqtroenergiis eleqtroenergiis eleqtroenergiis wyarowyarowyarowyaro – es komponenti aregulirebs da 
eleqtroenergias awodebs kompiuteris sxvadasxva 
komponentebs. standartulad, Semaval 110 an 220 volts 
gardaqmnis komponentebisaTvis saWiro voltaJad. 
elqtroenergiis wyaroebs aqvT konkretuli gamomavali 
simZlavreebi vatebSi, rogorc wesi standartulad xdeba 
350 vatis miwodeba. rac ufro metia komponentebi, miT 
meti energia Wirdeba kompiuters. 

- CMOS da da da da BIOS – es abreviaturebi erTmaneTis 
Semcvlelebad gamoiyeneba. SeiZleba asec ganvixiloT: 
BIOS aris programa, xolo CMOS ki komponenti, 
romelic mas amuSavebs da romelic asrulebs dabali 
donis funqciebs, amuSavebs kompiuteris saaTs, 
uzrunvelyofs interfeiss, rom BIOS-ma Seasrulos 
Tavisi funqciebi. mas Wirdeba Zalzed cota 
eleqtroenergia. gamoiTqmis, rogorc  -simos. 
BIOS, gamoiTqmis, rogorc – baios. es aris interfeisi, 
romelic saSualebas aZlevs momxmarebels, Seitanos 
cotaodeni cvlilebebi kompiuteris sistemur paltaSi, 
mexsirebasa da sxva komponentebSi. erT-erTi yvelaze 
mniSvnelovani cvlileba, rac gaukeTda baioss aris im 
Tanmimdevrobis Secvla, romelsac kompiuteri eZebs, rom 
daiwyos funqcionireba. rogorc wesi, kompiuteruli 
eqspertizis dros iyenebs kompaqt diskze arsebul 
programas da cvlis baioss ise, rom kompiuterma 
daiwyos kompaqt diskidan da ara myari diskidan, radgan 
es gamoiwvevda monacemebis Secvlas. 
 

- platis gafarTovebis budeplatis gafarTovebis budeplatis gafarTovebis budeplatis gafarTovebis bude – kompiuteris ukana nawilSi 
aris budeebi, sadac SegiZliaT miuerToT xmis karata, 
video karta, ukabelo adaptori da sxva. 

- centraluri procesoricentraluri procesoricentraluri procesoricentraluri procesori – xSirad ureven mas 
kompiuteris tanSi. procesori kompiuteris Sida 
nawilia, romelic garedan ar Cans. pirvelad gamoiyenes 
1960-ian wlebSi. 1970-iani wlebidan misi zomebi kidev 
ufro Semcirda, ramac xeli Seuwyo kompiuteris zomebis 
Semcirebas. 

- miuxedavad imisa, Tu ra saxis aris kompiuteri, 
procesori muSaobs da asrulebs uamrav instruqcias, 
romlebic cnobilia programis saxeliT. procesorebis 
umetesoba Seesabameba von niumanis arqiteqturas, 
romlis mixedviTac procesorma swrafad unda miiRos, 
gaSifros, gaaanalizos da ukan gadaagzavnos monacemebi. 
mokled, igi aris kompiuteris tvini. 

- mexsierebamexsierebamexsierebamexsiereba – aris monacemebis elqtronuli  Senaxva, 
romelTan SeRwevac swrafad aris SesaZlebeli. 
informaciis miReba iqneboda Zalian xangrZlivi procesi, 
es rom xdebodes procesoris mier informacis myari 
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diskidan miRebis gziT. amitom, monacemebi inaxeba 
droebiT mexsierebaSi, rac informaciis miRebis process 
aCqarebs. es mexsiereba cnobilia, rogorc rami. 
procesori informacias iTxovs ramidan, gadaamuSavebs 
da agzavnis ukan. es xdeba wamSi milionjer. drebiTi 
mexsierebis codna mniSvnelovania eqspertizis dros 
monacemTa amoRebis mizniT, radgan misi Senaxva ar xdeba, 
Tu kompiuteri denis wyarosTan ar aris mierTebuli, 
rasac xSirad qonia adgili. amitom, axla 
samarTaldamcavi organoebi cdiloben monacemebis 
ramidan amoRebas manam, sanam kompiuters gamorTaven 
denis wyarodan. amas ewodeba „monacemebis eqspertiza 
eTerSi/laivSi“. es saqmianoba sul ufro gaxSirda, 
radgan SesaZlo dasakargi monacemebis moculoba ufro 
didia, vidre ramdenime wlis win yvelaze didi myari 
diskis SesaZlebloba iyo. 

- myari diskimyari diskimyari diskimyari diski – kompiuters aqvs, sul mcire, erTi an meti 
myari diski. did kompiuterebs bevri myari diski aqvT. 
myari diski, aseve aqvT, musikalur centrebs, rac 
saSualebas iZleva daitios uamravi informacia. aqedan 
advilia informaciis Cawera da waSla, rac xels ar 
uSlis da ar afuWebs Tavad disks.  informacia inaxeba 
seqtorebSi da calke bilikebSi/trekebSi. bilikebi aris 
koncentruli wreebi, xolo seqtorebi – CanarTi am 
bilikebze. monacemebi myar diskze inaxeba failebis 
saxiT, rac warmoadgens baitebis jgufs. programebic, 
aseve, warmoadgens failebs. 

- sidi/dividi/blu rei diskebisidi/dividi/blu rei diskebisidi/dividi/blu rei diskebisidi/dividi/blu rei diskebi – maT SeuZliaT sxvadasxva 
moculobis informaciis dateva da, rogorc wesi, 
gamoiyeneba musiskis, videos da sxva informaciis 
gavrcelebis mizniT. dividi igive zomisaa rac sidi, 
magram itevs Svidjer met informacias. bru rei diski, 
romelic gamoiyeneba maRali gamosaxulebis mqoen 
informaciisaTvis, dividize aTjer met informacias 
itevs. mokled, iteven ufro met informacias, vidre es 
SeeZlo myar disks ramdenime wlis win.  isini inaxaven 
informacias sxvadasxva gziT da amitom maTZe Senaxuli 
informacia ufro xangrZlivia da naklebad aris 
damokidebuli eleqtroenergiaze, vidre myar diskze 
Senaxuli informacia. 

- iuiuiuiu----eseseses----bi damakavSirebelibi damakavSirebelibi damakavSirebelibi damakavSirebeli – mas bevr komiuterze naxavT. 
igi komoiuterTan aerTebs sxvadasxav nawilebs: mauss, 
pronters, mobilur telefons da sxva. es yvalze 
farTod gavrcelebuli meTodia. adre rasebobda 
mierTebis paraleluri an seriuli portebi, rac 
problematuri iyo misaerTebeli komponentebis 
raodenobasTan dakavSirebiT. aseve, informaciis 
gadacemis siCqarec naklebi iyo.  iu-es-bi Zaslian 
mniSvenleovania cifruli  eqspertizis dros. 
damatebiTi informaciisaTvis, ixileT:  
www. computer.howstuffworks.com/computer-hardware-channel.html.  
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gaxsovdeT, miiRoT mflobelis Tanxmoba informaciis 
miRebaze, romlis gamoyenebasac apirebT treningze.   
 

3333....2222....2222.... monacemTa SenaxvamonacemTa SenaxvamonacemTa SenaxvamonacemTa Senaxva    
 

mtkicebulebis mopoveba kompiuteridan an mobiluri 
telefonebidan yoveldRiurad xdeba. teqnologiebis 
gaZlierebul moxmarebasTan erTad, bevri teqnikisaTvis 
Cveulebrivi movlena gaxda cifruli informaciis Senaxva 
(mtkicebuleba), rac Semdeg gamosadegia gamoZiebis procesSi. 
Cven ukve vawydebiT SemTxvevebs, roca sayofacxovrebo 
teqnikidanac xdeba aseTi informaciis miReba. amitomac 
mniSvnelovania, rom mosamarTleebs qondeT warmodgena 
cifruli mtkicebulebis Sesaxeb. dasawyisisaTvis, saWiroa 
icodnen, Tu rogor xdeba informaciis Senaxva da misi 
aRdgena gamoZiebis miznebisaTvis.  
elqtronuli, cifruli informaciis Senaxva sxvadasxva 
formiT aris SesaZlebeli. yvelaze martivia myar diskze 
Senaxva. cifruli mtkicebulebis mopovebis yvelaze tipiuri 
gza aris nawilebis Semowmeba statikur mdgomareobaSi, anu 
roca kompiuteri gamorTulia. cifruli eqspertizis 
specialistebi kargad arian informirebulebi amasTan 
dakavSirebul saerTaSoriso standartebze. erT-erTi aseTi 
instruqcia Camoyalibda evrokomisiis oisinis programis 
farglebSi: www.e-evidence.info. aq mocemulia zogadi principebi, 
romlebsac samarTaldamcavebi iyeneben. aucilebelia, rom 
mosamarTleebma icodnen, Tu rogor xdeba informaciis 
Senaxva da rogor xdeba mtkicebulebis mopoveba. es ki 
moicavs cifruli informaciis arsis, Senaxvis, amoRebisa da 
sasamarTloSi wardgenis codnas. amis Sesaxeb informaciis 
sanaxavad, SegiZliaT ewvioT: www.soragereview.com/hard.  
dReisaTvis mtkicebulebis mopoveba ramidan an mobilri 

telefonebidan Cveulebrivi movlenaa. mosamarTleebma unda 

icodnen gansxvaveba aseTi mtkiciebulebebis mopovebis 

saSualebebs Soris da unda qondeT warmodgena mis gavlenaze 

mtkicebulebis integrirebulobasTan dakavSirebiT. cvladi 

informaciis  mopovebis sirTule aris  is, rom igi ikargeba, 

rogorc ki teqnika gamoirTveba. aseTi informaciis aRmdgeni 

teqnikuri mowyobiloba unda eTanxmebodes Senaxvisa da 

aRdgenis ZiriTad principebs. aseve, SesaZloa maTi aRdgena 

qseluri sistemidan, romlebic ver gamoiTiSeba statikuri 

analizis Catarebis dros. 

3333....2222....3333.... operaciuli sistemebioperaciuli sistemebioperaciuli sistemebioperaciuli sistemebi    

funqcionirebisaTvis kompiuterebs da sxva cifrul teqnikas 

Wirdeba operaciuli sistema. es gaxlavT programa, romelic 

saSualebas aZlevs teqnikur mowyobilobas daukavSirdes 

programebs. operaciuli sistemis gareSe kompiuteri ver 
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ifunqcionirebs. gamomdinare kompiuteridan da sxva cifruli 

teqnikidan, operaciuli sistemebic gansxvavebulia. 

dReisaTvis yvelaze gavrcelebulia vindousi, uniqs/linuqsi 

da efl maki. aris sxva sistemebic sxva teqnikisaTvis, 

rogoricaa personaluri cifruli asistenti da mobilurebi. 

maTi sistema gaxlavT ZiriTadi sistemebis Semoklebuli 

varianti. 

mosamarTleebisaTvis mniSvnelovania, gaigon operaciuli 

sistemebis arsi da icodnen, rom sxvadasxva sistema 

sxvadasxvanairad iqceva. meti informaciisaTvis, ewvieT: 

www.en.wikipedia.org/wiki/Operating Systems.  

3333....3333....     rogor muSaobs internetirogor muSaobs internetirogor muSaobs internetirogor muSaobs interneti    

sesiis bolos, monawileebs unda SeeZloT: 

� axsnan, Tu rogor ganviTarda interneti  

dasawyisidan dRemde 

� ganasxvavon internetis formebi 

� gansazRvron, Tu rogor SeiZleba interneti 

gamoiyenon damnaSaveebma 

inetrneti aris urTierTdakavSirebuli qselebis Semoklebuli 

termini. bevri danaSauli xdeba internetis gamoyenebiT. aseTi 

danaSaulebia: hakroba, virusebis gavrceleba da fiSingi, aseve 

TaRliToba. mosamarTleebisaTvis aucilebelia internetis 

safuZvlebis da misi formebis, rogoricaa World Wide Web da 

imeilis codna. 

3333....3333....1111.... internetis istoriainternetis istoriainternetis istoriainternetis istoria    

internetma Tavisi arseboba samocian wleSi apranetiT daiwyo. 

miuxedavad imisa, rom qvemoTmoyvanili informacia ar aris 

pirdapir dakavSirebuli sakiTxTan, is faqti, rom interneti 

arasodes iTvaliswinebda usafrTxoebas, xsnis imas, Tu ratom 

uadvildebaT damnaSaveebs misi gamoyeneba. pirveli fizikuri 

kavSiri damyarda 1969 wels, oTx sauniversito kvanZs/adgils 

Soris. pirveli imeili gaigzavna 1972 wels. Semdgom wels 

Seiqmna axali sakomunikacio protokoli TCP/IP, romelic dRes 

internetis safuZvels warmoadgens. Tavidan arsebobda 

erTmaneTTan daukavSirebli qselebi. Semdeg SemuSavda paketi, 

romelic iTvaliswinebda am qselebis dakavSirebas. 

aRniSnulma momavalSi gaaZliera qselebis dakavSireba, rac 

swrafad ganviTarda dasavleTSi da Semdeg ukve mTel 
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msoflioSi. dResac SesamCnevia cifruli teqnikis gamoyenebis 

gansxvavebebi metad da naklebad ganviTarebuli qveynebis mier. 

amas moyva intenretis komercializacia da intenet 

provaiderebis gamoCena 1980-ian wlebSi. aman xeli Seuwyo 

internetis popilarizacias, rac kidev ufro gaizarda 90-ian 

wlebSi. internets didi gavlena aqvs, rogorc biznesze, ise 

kulturaze. dReisaTvis arsebobs imeili, socialuri qselebi, 

forumebi, da sxva. igi izrdeba, viTardeba da agrovebs sul 

ufro met informacias da codnas. Web 2.0-is dabadeba Cvenzea 

damokidebuli. 

3333....3333....2222.... rogor funqcionirebs internetirogor funqcionirebs internetirogor funqcionirebs internetirogor funqcionirebs interneti    

interneti SeiZleba ganviiloT, rogorc infrastruqtura, 
romelic erTdroulad bevri mizniT gamoiyeneba. Tu 
internetis erTi nawili ar muSaobs, komunikacia mainc 
grZeldeba. internets aravin flobs. igi TviTregulirebadia. 
yvelaze Tanamedrove qselebi, rogoricaa interneti, 
gansazRvrulia, rogorc „kavSirgareSe“ anu „paketuri carTva“. 
trafikis iyofa patara paketebad, romlebic moZraoben 
gamgzavnelsa da mimRebs Soris. isini ar moZraoben erTi 
marSrutiT da kvlav erTdebian, roca miaRweven daniSnulebis 
adgils. 
adamianebi internetSi Sedian provaiderebis saSualebiT. eseni 
arian komerciuli organizaciebi, romlebic qiraoben sivrces. 
isini awarmoeben aRricxvas, magram ramdeni xniT? arsebobs 
erovnuli da saertaSoriso monacemta dacvisa da 
konfidencialurobis sakiTxebi, romlebic ukavSirdeba 
informaciis Senaxvis vadebs. es ra Tqma unda, pirdapir 
kavSirSia cifruli informaciis mopovebasTan. kavSiri 
internetTan xorcieldeba Dial Up, Broadband, ISDN, sakabelo, 
ukabelo da satelitis gziT. 
internetis arsis gasagebad mSvenieri filmia qseluri 
meomrebi. igi kargad uxsnis internetis raobas maT, vinc es ar 
icis. filmi 12 wuTiania da exeba internetis raobas da mis 
struqturas, transatlantikuri kabelebis CaTvliT. 
SesaZlebelia misi camotvirTva: www.warriorsofthe.net germanul, 
inglisur, espanur, ebraul da sxva enebze. rekomendirebulia, 
statistikuri informaciis miwodeba msmenelebisaTvis, rac 
uzrunvelyofs maT mier inetrnetis maT qveyanaze gavlenis 
gaazrebas. 
aqve mogvyavs ramdenime termini, dakavSirebuli qselebTan da 
internetTan: 

- Network Internet Card – plata, an karta, romelic jdeba 
kompiuterSi internetTan kavSiris damyarebis mizniT. 

- MAC address – kvazi-unikaluri identifikatori qselebis 
adaptorebisaTvis identifikaciis mizniT. 

- Network Hub – anu koncentratori, romelic aerTebs 
optiko boWkovan eTernetis mowyobilobebs da xels 
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uwyobs maT funqcionirebas, rogorc erTi qselisas. 
habebi muSaobs fizikur Sreze da termini „Sre 1 CarTva“ 
aris habis sinonimi. amgavrad, es xelsawyo aris 
mravalportiani repetori. qselebis habebi, aseve, 
gadascemen gadatvirTvis signals yvela ports. 

- Network Switch – qselis mowyobiloba, romelic akavSirebs 
qselis segmentebs. warsulSi gamoiyeneboda Sre 2, rac 
ufro swrafi iyo. SemdegSi, igive siswrafiT xdeboda 
Zebna IP da MAC misamarTebze. 

- Router – mowyobiloba, romelic adgens qselis Semdeg 
wertils, sadac unda mivides informacia. is una 
ukavSirdebodes, minimum, 2 qsels. termini „Sre sami“ 
gamiyeneba routeris sinonimad.  

- Server – kompiuteri an mowyobiloba, romelic awvdis 
informacias an momsaxurebas sxva komiuterebs an 
qselebs. nebismieri kompipiuteri SeiZleba iyos serveri 
saTanado programis qonis SemTxvevaSi. ufro xSirad, es 
aris mZlavri komiuteri. erT kompiuters SeuZlia 
ramdenime momsaxurebis ganxorcieleba: vebis, imeilis, 
fialebis, beWdvis da ase Semdeg. biznesis miznebisaTvis, 
gonivrulia sxvadasxva serveris gamoyeneba  sxvadasxav 
kompiuterebisaTvis, rac zrdis usafrTxoebis Sansebs. 

- Local Area Network – adgilobrivi qseli faravs mcire 
geografiul teritorias: saxli, samsaxuri, skola da 
ase Semdeg.  

- Wide Area Network – qseli, romelic faravs ufro farTo 
geografias. qalaqebs, regionebsa da qveynebs Soris 
kavSirisaTvis. iyenebs routerebs da sajaro 
komunikaciis kavSirebs. misi cnobili saxea interneti. 

- aris aseve, banakis qselebi, personaluri qselebi, 
romlebic zustad dasaxelebis mixedviT Semoifargleba. 

- Ports – es aris qseluri komunikaciis bolo wertili anu 
arxi. portebis ricxvi iZleva kompiuteridan sxvadasxva 
formis kavSiris gamoyenebis SesaZleblobas.  

- Bandwidth – informaciis raodenoba, romelic SeiZleba 
gadaices satelefono xaziT, kabeliT, satelitiT da 
sxva. rac ufro didia igi, miT met informacias 
gadascems swrafad. anu swrafia kavSiri. 

- Internet Protocols – arsebobs ramdenime protokoli, 
romelTagan yvelaze mniSvnelovania internetis 
protokoli. internetTan mierTebulma yvela 
kompiuterma unda gamoiyenos protokoli. Tqveni 
internet protokolis misamarTi aris Tqveni internetis 
„telefonis nomeri“, romlis gareSec ver gamoiyenebT 
internets. sxvadasxva formebi da momsaxureba 
sxvadasxav protokols iyenebs qselebTan komunikaciis 
mizniT: teqstis gadacemis protokoli, meilis gadacemis 
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protokoli, failis gadacemis protokoli da ase 
Semdeg.92 

3.3.3. internet momsaxureba 
 
World Wide Web daibada 1991 wels, roca tim berner-lim 
gamoigona hiperteqsturi ena HTML, rac saSualebas 
iZleoda gaerTianebuliyo sityvebi, suraTebi da bgerebi. 
standartebi SeimuSava World Wide Web konsorciumma.  
W3 Sedgeba dokumentebisagan, romlebic erTmaneTs 
linkebiT ukavSirdebian, rac obobas qsels waagavs. 
amitomac ewoda vebi-qseli (tim berns li, 1992, seqtemberi) 

 
brauzeris saSualebiT SedixarT vebSi: internet  
eqsploreri, mozila faierfoqsi, gugli, safari da opera. 

   HTML is enaa, romelsac kavSiris mizniT iyeneben  
brauzerebi da momsaxurebani. miuxedavad imisa, rom 
brauzeris saSulebiT xdeba bevr protokolSi Sesvla, 
HTTP yvelaze xSirad gamoyenebadi protokolia. bevri 
fiqrobs, rom www aris interneti. amsve iyeneben 
kriminalebic. 

  treningis programaSi unda SeitanoT danaSaulis 
magalitebi www-dan.  

   
   imeili   imeili   imeili   imeili    
  es aris cifruli mesijis gagzavnis forma. gamomyeneblis 

TvaliT ise Cans, rom is pirdapir egzavneba mimRebs, Tumca 
nebismieri meili minimum oTx kompiuters gadis gzad: 
1. mesiji dgeba klientis kompiuterSi da igzavneba meilis 

gasagzavn serverze; 
2. meilis gasagzavni serveri agzavnis meils mimRebis 

meilis gasagzavn serverze. 
3. mimRebis meilis serveri naxulobs mis meils da debs 

mimRebis safosto yuTSi. 
4. mimRebi ukavSirdeba sakuTar meils da iRebs mesijs, 

romelic, am procesSi, iSleba meilis serveridan. 
 
meilis serveri – gamoyofili/specialuri serveri 
meilebisaTvis 

 arsebobs meilebis ramdenime saxe:  
- tradiciuli auTluqi; 
- vebze damokidebuli – POP3 meili. IMAP meili, romelsac 

xedavT Tqvens kompiuterSi, magram aris mocilebul 
serverze. 

axsnisas kargia meilis werilTan Sedareba. meils aqvs Tavi 
(konverti) da tani (Tavad teqsti), aseve danarTebi. Tavi anu 

                                              
92 rekomendirebulia, treningis kursi Seicavdes qselebis mimsamarTebis detalur axsnas: 
magaliTad, rom aipi 4-Si aris misamarTebis 4 jgufi, sami cifriT. TiToeul jgufSi aris 
maqsimum 256 arCevani. TiToeul jgufs ewodeba oqteti. unda aixsnas, rogor xdeba aipi 
mismarTebis SemuSaveba.  amis gakeTeba umjobesia vizulauri saSualebebis gamoyenebiT. aseve, 
unda aixsnas statikuri da dinamikuri aipi misamarTebi da maTi gavlena gamoZiebaze. axseniT 
aipo 6-is cvlielebebi da am cvlilebebis saWiroeba – inetrnetis funqcionireba aipi 
misamarTis gareSe. 
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konverti aris gamomZieblebisaTvis saintereso, radgan 
Seicavs informacias gamgzavnel-mimRebis Sesaxeb, aipi 
misamarTs da sxva saWiro informacias, rac gvexmareba 
gamgzavnelis vinaobis dadgenaSi. kargia, rom mosamarTleebi 
erkveodnen gansxvavebaSi im konverts Soris, romelic Cans 
meilis miRebisTanave da gafarToebul konverts Soris, 
romelic Seicavs yvela saWiro informacias. meils yvelaze 
xSirad Sexvdebian mosamarTleebi TavianTi saqmianobis dros. 
amiitom, mniSvnelovania, rom kargad erkveodnen Tanamedrove 
meilebis tipebsa da arsebul gansxvavebebSi da imaSi, Tu ra 
informacia da rogor SeiZleba movipovoT meilebis 
saSualebiT. damatebiTi informaciisaTvis: 
www.learnthenet.com/english/html/20how.htm  

 
fier Tu fier (Tanabaruflebianoba)fier Tu fier (Tanabaruflebianoba)fier Tu fier (Tanabaruflebianoba)fier Tu fier (Tanabaruflebianoba)    

 
fier Tu fier momsaxureba wlebis manZilze uzrunvelyofs 
aralegaluri failebis  da inteleqtualuri sakuTrebis 
darRvevasTan dakavSirebuli informaciis gacvla-gamocvlas. 
misi klientebi sakmaod popularulebi arian kriminaluri 
jgufebisaTvis. fier Tu fieris pirveli Taoba muSaobda 
centraluri serveriT, romelsac uerTdebodnen isini, visac 
undoda fialebis CatvirTva. aman gaadvila maTi identifikacia 
da gauvnebelyofa. meore Taoba iyenebda gansxvavebul da 
mravalferovan meTodebs dawyebuli xelmisawvdomi fialebis 
siidan, rac aadvilebs Zebnas, damTavrebuli iseTebiT, 
romlebic funqcionireben, rogorc fialebis Semnaxveli 
kvanZebi. 
mosamarTleebs WirdebaT icodnen    fier Tu fier saqmianobis 
Sesaxeb, radgan masTan SeiZleba dakavSirebuli iyos bevri 
danaSauli. detaluri codna ar aris auciebeli: 
www.ezinearticles.com/?how-Peer-to-Peer-(P2P)-Works&id=60126.  
 
fialebis gadacemafialebis gadacemafialebis gadacemafialebis gadacema----gadagzavnisgadagzavnisgadagzavnisgadagzavnis protokoli protokoli protokoli protokoli -FTP    
 
es aris Zlieri protokoli, romlis saSualebiT xdeba erTi 
komiuteridan meoreSi failebis gadagzavns. is funqcionirebs 
klienti/serveri safuZvelze FTP programiT. roca 
momxmarebels surs failis gagzavna, igi iyenebs Tavis 
momxareblis parols da agzavnis fails. ratom WirdebaT amis 
codna mosamarTleebs? isini SesaZloa waawydnen aseT 
failebs, roca damnaSaveebi erTmaneTs uziareben informacias, 
an roca es gamoiyeneba, rogorc gadacemis meTodi sxva 
protokolebis mier, magaliTad, internetiT saubari. 
 
niusgrufiniusgrufiniusgrufiniusgrufi    
 
niusgrufi cota damabneveli terminia. aq xdeba diskusiebi 
sxvadasxva Temebze. isini teqnikurad gansxvavebulia, magram 
iseve funqcionirebs, rogorc forumi. niusgrufis serveri 
aqvT sxvadasxva organizaciebs, romlebic SeTanxmebulni 
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arian sxvebTan informaciis sinqronizaciaSi. es saSualebas 
iZleva, gaagzavnoT informacia erT serverze da is 
xelmisawvdomi gaxdes ufro didi auditoriisaTvis. 
 
ininininternetiT mimowera/saubari (Cati)ternetiT mimowera/saubari (Cati)ternetiT mimowera/saubari (Cati)ternetiT mimowera/saubari (Cati)    
 
es realurad aris telekonferenciis sistema, romelic 
gamoiyeneba damnaSaveebis mier fialebis gacvlis mizniT da 
komunikaciisaTvis. is muSaobs serverebis saSualebiT, 
romlebic dakavSirebulia erTmaneTTan da cvlian 
informacias. CamoTvlilia sadiskusio Temebi da SeuZliaT 
CarTva diskusiebSi monawileobis miRebis mizniT. es ar aris 
momxmareblis mimarT yvelaze keTilganwyobili momsaxureba 
da gamoiyeneba gamocdili momxmareblebis mier. es aris 
protokoli, romelic gamoiyeneba damnaSaveebis mier da 
amitom, mosamarTleebisaTvis rudimentuli codnis 
aucilebloba namdvilad dgeba dRis wesrigSi. 
 
saswrafo mesiji da socialuri qselebisaswrafo mesiji da socialuri qselebisaswrafo mesiji da socialuri qselebisaswrafo mesiji da socialuri qselebi    
es aris meTodi, romelic bolo wlebSi yvelaze metad 
popularulia. am gverdis upiratesoba aris mis 
SesaZleblobaSi, Seqmnas personaluri faili da gauziaros 
informacia sxvebs, maT Soris, gacnobis mizniT. SesaZlebelia 
musikis, fotoebisa da filmebis gacvla. personaluri 
informaciaa rac izidavs damnaSaveebs, identobis qurdebs, 
bavSTa pornografiis moyvarulebs da sxva. damatebiTi 
informaciisaTvis, ixileT: 
www.communication.howstuffworks.com/how0social-networs-work.htm.  
misi saSualebiT xdeba konkretul sistemSi CarTul 
momxmareblebs Soris Setyobinebebis realur droSi gacvla. 
 

3333....4444....     rogor iyeneben damnaSaveebi teqnologiebsrogor iyeneben damnaSaveebi teqnologiebsrogor iyeneben damnaSaveebi teqnologiebsrogor iyeneben damnaSaveebi teqnologiebs    
 
sesiis dasrulebisas, monawileebma unda SeZlon: 

- axsnan im saSualebebi, romlebsac iyneben damnaSaveebi. 
dasawyisSive mniSvnelovania avxsnaT, rom arsebobs bevri 
termini teqnologiebis danaSaulebrivi mizniT gamoyenebis 
aRweris mizniT: kompiuteruli danaSauli, 
maRalteqnologiuri danaSauli, kiberdanaSauli da sxva, rac 
SesaZloa davyoT ase: 
 

3333....4444....1111.... teqnologiateqnologiateqnologiateqnologia----msxverplimsxverplimsxverplimsxverpli    
 
teqnologia, rogorc saSualeba iseTi kompiuteruli 
danaSaulebisaTvis, rogoricaa hakeroba, uari momsaxurebaze 
da virusebis gavrceleba; 
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3333....4444....2222.... teqnologia danaSaulis damxmare saSualebateqnologia danaSaulis damxmare saSualebateqnologia danaSaulis damxmare saSualebateqnologia danaSaulis damxmare saSualeba    
  
kompiuteri da sxva teqnologiebi exmarebian damanSaveebs 
danaSaulis CadenaSi: dokumentebis gayalbeba, muqaris 
werilebi, SantaJi da sxva. 
 

3333....4444....3333.... teqnologiebi teqnologiebi teqnologiebi teqnologiebi –––– komunikaciis saSu komunikaciis saSu komunikaciis saSu komunikaciis saSualebanialebanialebanialebani    
 
damnaSaveebi iyeneben teqnologiebs, rogorc komunikaciis 
saSualebas,  rac amcirebs maTi aRmoCenis Sansebs, magaliTad 
daSifvris teqnologia. 
 

3333....4444....4444.... teqnologiebi teqnologiebi teqnologiebi teqnologiebi –––– informaciis Senaxvis mowyobiloba informaciis Senaxvis mowyobiloba informaciis Senaxvis mowyobiloba informaciis Senaxvis mowyobiloba    
 
informaciis ganzraxviT an ganuzraxvelad Senaxva, romelic 
arsebobs msxverplis, mowmis an eWvmitanilis kompiuterSi. 
 

3333....4444....5555.... teqnologiebi teqnologiebi teqnologiebi teqnologiebi –––– danaSaulis mowme danaSaulis mowme danaSaulis mowme danaSaulis mowme    
 
es xdeba, roca mtkicebuleba arsebobsb kompiuterSi. ase 
SeiZleba mowmis mier SemoTavazebuli alibis dadastureba an 
uaryofa. 
 

3333....5555.... mokle mimoxilvamokle mimoxilvamokle mimoxilvamokle mimoxilva    
am TavSi SevecadeT gadmogveca teqnologiebis tipebi da 
doneebi, rac saWiroa mosamarTleebisaTvis. es ar gaxlavT 
sruli analizi yvela arsebuli informaciis CaTvliT. 
saWiroa, rom trenerebma uzrinvelyon masalis ganaxleba, 
rata Seicavdes auxloes miRwevebs teqnologiebSi. 
teqnologiebs gavlena aqvT damanSaveebis qcevaze, 
samarTlebriv gadawyvetilebaze da sxva. arsebobs iseTi 
teqnologiuri cvlilebebi, romlebsac gavlena aqvT sisxlis 
samrTlis sistemaze: monacmeTa Senaxva 2.0.  
 
rogorc yvla sxva trenings, mosamarTleebis treningsac unda 
qondes naTlad gansazRvruli miznebi, romlebic iqneba 
konkretuli, gazomvadi, miRwevadi, Sesabamisi da droze 
morgebuli. es uzrunveyofs miznebis miRwevas. miznebis 
miRwevis gasazomad nu gamoiyenebT sityvebs: gageba da codna 
(es ar izomeba). gamoiyeneT – CamoTvla (gazomvadia). 
aseTi treningisaTvis Sesaferisia situaciuri savarjoSoebis 
gakeTeba. treneris Ziritadi funqciaa, uzrunvelyos saswavlo 
procesis zogadi da konkretuli amocanebis miRweva. es Tavi 
swored amisaTvis aris gansazRvruli.  
4444.... kompieteruli danaSauli kompieteruli danaSauli kompieteruli danaSauli kompieteruli danaSauli –––– sisxlis samrTlis  sisxlis samrTlis  sisxlis samrTlis  sisxlis samrTlis danaSaulidanaSaulidanaSaulidanaSauli    

 

sesiis dasrulebisas monawileebma unda gaiazron da esmodeT:  
� is qmedeba, romelic Seadgens sisixlis samarTlis 

danaSauls 
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rekomendirebulia, rom monawileebs saSualeba qondeT naxon 
kompiuteruli danaSaulis evrosabWos konvencia  
www.coe.int/cybercrime . konvencia xelmisawvdomia sxvadasxva enaze. 
 

monawileebs, aseve, saSualeba unda qondeT, naxon sakuTari 
kanonmdebloba. profilis naxva SesaZlebelia www.coe.int/cybercrime.  

 

 

Semdegi Tavi exeba kompiuteruli danaSaulis yvelaze 
mniSvnelovan sferoebs da maTze evrosabWos konvenciis 
samarTlebriv pasuxebs. 
 
 
 
Tqveni qveynis romeli kanonmdebloba exeba kompiuterul Tqveni qveynis romeli kanonmdebloba exeba kompiuterul Tqveni qveynis romeli kanonmdebloba exeba kompiuterul Tqveni qveynis romeli kanonmdebloba exeba kompiuterul 
danaSauls?danaSauls?danaSauls?danaSauls?    
adgilobrivi Sesabamisi kanomdeblobis mimoxilva.adgilobrivi Sesabamisi kanomdeblobis mimoxilva.adgilobrivi Sesabamisi kanomdeblobis mimoxilva.adgilobrivi Sesabamisi kanomdeblobis mimoxilva.    
    
    
    
 
 
 
 
 
 
 
 
 
 

 
 
4444....1111 arasanqcirebuliarasanqcirebuliarasanqcirebuliarasanqcirebuli////ukanono SeRwva (“hakerobaukanono SeRwva (“hakerobaukanono SeRwva (“hakerobaukanono SeRwva (“hakeroba”)”)”)”)    
 
4444....1111....1111 movlenamovlenamovlenamovlena    
mas Semdeg, rac kompiuteruli qselebi Seiqmna, xdeboda maTi 
SesaZleblobis gamoyeneba sxva kompiuteris monacemebSi 
Sesvlisa da monacemebis mopovebis kriminaluri mizniT. 
termini “hakeroba” gamoiyeneba kompiuteris sistemaSi93 
ukanono SeRwevis aRweris mizniT. im faqtis gamo, rom bevri 
cnobili organizaciis kompiuterul sustemebze, rogoricaa 
nasa, pentagoni, gugli, estoneTisa da germaniis mTavroba, 
gaxnorcielda Setevebi, hakeroba kompiuteruli danaSaulis 
erT-erTi yvelaze cnobili forma gaxda.94 es gaxlavT 
kompiuteruli danaSaulis uZvelesi forma.95 pirvelad 
kompiuterul sistemebSi ukanono SeRwevis faqtebi aRmoCenili 

                                              
93 konvenciaSi gawevrianeba regulirdeba muxliT 37. 
94 arawevri qveynebis mier konvenciis gamoyenebis Sesaxeb ixileT herke: nacionaluri,  
regionuli da saerTaSoriso midgoma kiberdanaSaulis winaaRmdeg brZolaSi, 2008, gv.7 
95 adreul periodSi hakeroba niSnavda sistemisagan metii informaciis miRebis mcdelobas, 
vidre es iyo gaTvaliswinebuli. am konteqstSi igi xSirad pozitiuri mniSvnelobiT 
gamoiyeneboda. 
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iqna qseluri teqnologiebis96 danergvasTan  erTad. es dResac 
sakmaod gavrcelebuli formaa. 
 
uflebis gareSe komiuterul sistemaSi SeRweva, Zalian 
xSirad, gaxlavT iseTi kombinaciebis pirveli safexuri, 
rogoricaa fiSingi97 da identobis moparva98. is faqti,  rom 
2007 wlis agvistoSi Catarebuli kvlevis dros msoflios 
masStabiT aRmoCenili iqna hakerobis 250 milioni incidenti 
Tavad metyvelebs am saxis danaSaulis mniSvnelobaze.99 
 
aRiarebuli saqmeebidan gamomdinare, damnaSaveTa motivacia, 
xSir SemTxvevaSi, dadgenili iqna100 da moicavda 
politikuridan dawyebuli ubralo maqinaciur miznebs. 
damnaSavisaTvis qselis saSualebiT Senaxul monacemebSi 
SeRwevis upiratesoba mdgomareobs imaSi, rom mas ar Wirdeba 
moatyuos samizne kompiuteris usafrTxoebis saSualebebi, 
gaTvlili fizikur SeRwevaze da arc danaSaulis adgilas 
yofna Wirdeba. 
 

 

 

4444....1111....2222 samarTlebrivi samarTlebrivi samarTlebrivi samarTlebrivi reagirebareagirebareagirebareagireba    
 

zemoaRniSnulidan gamomdinare, ucnauria, rom yvela qveyana 
ar axdens kompiuterul sistemaSi SeRwevis danaSaulis 
klasifikacias. qveyana, romelic amas didi xnis ganmavlobaSi 
ar akeTebda aris Ggermania. 2007 wlamde aseTi qmedebebi ar 
ganixileboda germaniis sisxlis samarTlis kodqsiT101. 

                                              
96 hakeruli Setevebis msxverplTa mimoxilvis mizniT ixileT: 
http://en.wikipedia.org/wiki/Timeline_of_computer_security_hacker_history; Joyner/Lotrionte, sainformacio omi da 
saerTaSoriso TanamSromloba, samarTlebrivi elementebi, 2002, #5, gv. 825  Sedegis naxvis 
mizniT, ixileT bigeli: Cvens controls miRma? Cveni samarTlebrivi sistemis sazRvrebi 
kiberdanaSaulis epoqaSi, 2001, gv.231..  

 
97 levi: hakerebi, 1984; hakeruli danaSauli, avstraliis kriminologiis instituti, 
2005: ://www.aic.gov.au/publications/htcb/htcb005.pdf.  teilori, haktivizmi: dakarguli eTikis ZiebaSi, 

gv. 61.   

 
98 imis gamo, rom sisxlis samarTlis kanonmdeblobis umetesoba ar cnobda aseT danaSauls, 
bevr qveyanaSi ar xdeboda aseTi  darRvevebis gamoZieba manam, sanam ar moxda sisxlis 
samarTlis kanonmdeblobis Secvla. 
99 termini fiSingi aRwers mniSvnelovani informaciis TaRliTobisT xelSi Cagdebas (koduri 
sityva), sando adamianad an biznespirovnebad wardgenis gziT (finansuri organiizacia) 
eleqtronuli komunikaciis dros. fiSingis sawinaRmdego jgufis mier mopovebuli 

informacia ixileT:  www.antiphishing.org; jekobsoni, adamianuri faqtori da fiSingi: 
http://www.informatics.indiana.edu/markus/papers/aci.pdf; herke: termini fiSingi niSnavs moqmedebas, 
romelic mimarTulia msxverplis mier saidumlo informaciis gamJRavnebisaken. adre igi 
niSnavda, imeilebis gamoyenebas parolisa da finansuri informaciis gagebis mizniT. olmani, 

fiSingis saxelmZRvanelo: http://www.nextgenss.com/papers/NISR-WP-Phishing.pdf. misi gageba da 
Tavidan  acileba: meti informaciisaTvis ixileT qvemoT, Tavi 2. 
100 identobis moparva niSnavs danaSauls da motyuebis gziT adamiansi identobis informaciis 
mopovebas. meti informaciisaTvis, herke: internetTan dakavSirebuli identobis moparva, 2007: 
http://www.coe.int/t/e/legal_affairs/legal_co-operation/combating_economic_crime/3_Technical_co-
operation/CYBER/567%20port%20id-d-identity%20theft%20paper%2022%20nov%2007.pdf; 

 
101 internetis hakerebis sameTvalyureo gverdze ibeWdeba angariSebi hakeruli Setevebis 
Sesaxeb. wyaroebze dayrdnobiT, 2007 wlis agvistoSi ganxorcielda 250 milioni hakeruli 
Seteva: www.hackerwatch.org. 



evrosabWos treningi qselur danaSaulSi 

 
www.coe.int/cybercrime 

 

mosamarTleTa treningi qselur danaSaulSi 46 

gamoZiebis dasawyebad saWiro iyo damnaSavis mier monacemTa 
Secvla. 
 

qveynebis mier kompiiuteruli danaSaulis sisixlis 
samarTlis kvalifikaciis miniWebis sakiTxebSi sakmaod didi 
araTanmimdevroba SeimCneva. zogi qveyana, magaliTad rumineTi, 
sisxlis samarTlis danaSaulebriv kvalifikacias aniWebs 
kompiuterul sistemaSi SeRwevasac ki102, maSin roca, sxva 
qveynebi ase Tvlian mxolod im SemTvevaSi, Tu SeRweva xdeba 
dacul sistemaSi an Tu damnaSaves aqvs zianis miyenebis an 
monacemebis miRebis, modificirebis an dazianebis103 mizani. 
sxva qveynebi sistemaSi ubralo SeRwevas ar aniWeben sisxlis 
samarTlis danaSaulis klasifikacias. aseTad kvalificirdeba 
Semdgom etapze Cadenili danaSauli.104  
 
kompiuteruli danaSaulis Sesaxeb konvencia Seicavs 
debulebas arasanqcirebuli/arakanonieri SeRwevis Sesaxeb, 
rac icavs kompiuteruli sistemis integrirebulobas. dacvis 
mizani aris kompiuteruli sistemebis intergirebulobis 
dacva.105 
 
 
 
 
 

 

muxli 2 – arakanonieri SeRweva 
 
yvela mxare gansazRvravs  da daamtkicebs iseT sakanonmdeblo 
da sxva RonisZiebebs, romlebic saWiroa danaSaulis sisxlis 
samarTlis danaSaulad miCnevisaTvis im SemTxvevaSi, roca 
danaSauli Cadenilia winaswar ganzraxviT da moicavs 
kompiuteruli sistemis nawilSi an mTlianad sistemaSi ukanono 
SeRwevas. mxares SeuZlia moiTxovos, rom qmedeba CaiTvalos 
danaSaulad Tu igi ganxorcielda usafrTxoebis zomebis 
darRveviT, kompiuteruli monacemebis mopovebis an sxva 
upatiosno miznebiT, an kompiuterul sistemasTan mimarTebaSi, 
romelic dakavSirebulia sxva kompiuterul sistemasTan. 

 

 

aRniSnuli debuleba danaSaulad ar gansazRvravs 
kompiuterul sistemaSi SeRwevis konkretul meTods. imis 
uzrunvelsayofad, rom axali teqnolobiebis yovelma axalma 
ganviTarebam  da aRmoCenam ar gamoiwvios kanonmdeblobis 
Secvla. aRniSnuli debulebaSi teqnologiebTan mimarTebaSi 

                                              
102 es moicavs teqnikuri saSualebebis avlis martivi mtkicebulebebidan im mcdelobis 
CaTvliT, romelic mimarTulia kompiuterSi Senaxuli informaciis miRebiT. 
103 herke, konvenciisa da germaniis arsebuli kanonmdeblobis Sedareba, 2004, 729. 
104 ixileT rumineTis kanoni 161/2003. xelmisawvdomia evrosabSWos veb-gverdze. 
105 ubralod kompiuuerSi SeRwevis danaSaulad aRiarebis mowinaaRmdegeebi miuTiTeben iseT 
situaciebze, roca aseTi SeRweviT ar warmoiqmneba saSiSorebani an roca isini xels uwyoben 
kompiuteruli sistemis susti adgilebis aRmoCenas. es midgoma arsebobs ara mxolod 
erovnul kanonmdeblobaSi, aramed rekomendirebuli iyo evrosabWosTvisac. ixileT, 
rekomendaciebi #89 (9). 
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neitraluri terminebia gamoyenebuli. TumcaRa, debulebaSi 
miTiTebulia, rom damnaSave unda moqmedebdes 
winaswarganzraxulad106 da ukanonod107, uflebis arqoniT. 
 

aRniSnuli debulebis ganxorcielebis procesSi, konvenciis 
wevr qveynebs aqvT am  debulebis gamoyenebis SezRudvis 
sxvadasxva SesaZlebloba. magaliTad, maT SeuZliaT 
moiTxovon usafrTxoebis zomebis gverdis avlis 
aucilebloba an damnaSavis mier kompiuteruli minacemebis 
miRebis specialuri ganzraxva. 
 

praqtikuli informacia mosamarTleebisaTvis:  

 

informaciis ukanono SeRwvasTan dakavSirebuli ori  ZiriTadi 

gamowveva aris Setevebis avtomatizacia da socialuri inJineriis 

teqnikis gamoyeneba kompiuterul sistemaSi SeRwevis mizniT. 

 

rogorc ukve aRniSnuli iyo, kvlevebis Sedegad dadginda, rom 

daaxloebiT 200 milioni hakeruli Seteva xorcieldeba yovel TveSi.108 

aseTi didi cifri aris programuli uzrunvelyofis xelmisawvdomobis 

Sedegi,  rac saSualebas aZlevs damnaSaves moaxdinos Setevebis 

avtomatizacia da Seutios ramdenime aseul kompiuterul sistemas 

yoveldRe.109 erT-erTi praqtikuli xasiaTis gamowveva 

mosamarTleebisaTvis da, saerTod sasamrTlosaTvis, aris is faqti, 

rom gansxvavebiT damnaSavisagan, maT ar SeuZliaT aucilebeli 

samarTalwarmoebis avtomatizacia. es gansakuTrebiT exeba SemTxvevebs, 

roca braldeba efuZneba erTeuli msxverplebis mier aRniSnul 

incidentebs. 

 

kidev erTi gamowveva Tavs iCens, roca damnaSave kompiuterul 

sistemaSi SeRwevis mizniT iyenebs ara teqnikur saSualebebs, aramed 

socialuri inJinerias. socialuri inJinerias axasiaTebs adamianebis 

manipulacia, magaliTad, kompiuterul sistemaSi SeRwevis mizniT.110 Tu  

damnaSaves SeuZlia moaxdinos momxmareblis manipulireba da, 

magaliTad, miiRos misgan koduri sityva, es ar iqneba sakmarisi 

davamtkicoT, rom igi ar aris kanonieri momxmarebeli. aseT 

SemTxvevaSi aucilebelia, zustad gavaanalizoT konteqsti, romelSic 

moxda koduri sityvis momxmareblis mier dasaxeleba, ramac saSualeba 

misca damnaSaves SeeRwia kompiuterul sistemaSi, raTa davamtkicoT, 

rom koduri sityvis gaTqma ar xdis Cadenil danaSauls kanoniers. 

 

                                              
106 amis magaliTia germaniis sisxlis samarTlis kodeeqsi, romelSic danaSaulad iTvlebda 
mxolod informaciis mopoveba. es debuleba Seicvala. qvemoT mocemuli debuleba ZalaSi iyo 
2007 wlamde: 
nawili 202a-Spionoba monacemebze 

(1) sanqcirebis gareSe iseTi informaciis mopoveba sakuTari an sxvisi miznebiisaTvis, 
romelic ar aris maTTvis gankuTvnili da daculi aris arasanqcirebuli  
SeRwevisagan, isjeba jarimiT an patimrobiT sami wlis zeviT. 

(2) zemoTmoyvanil qvepunqtTan dakavSirebiT, monacmead iTvleba is informacia, romelic 
Senaxulia an gadaica eleqtronulad an sxva formiT da ar warmoadgens myisierad 
aRsaqmel formas. 

 
107 axsna-ganmartebiTi angariSi, #22. 
108 axsna-ganmartebiTi angariSi evrosabWos kiberdanaSaulis Sesaxeb, #39. 
109 elementi „uflebis gareSe“ aris konvenciis saerTo komonenti sisxlis samarTlis 
kanonmdeblobaSi. 
110 hakerebis sameTvalyureo gamomcemloba aqveynebs angariSbes hakeruli Setevebis Sesaxeb. 
wyaro iuwyeba, rom 2007 wlis agviistoSi 250 milioni hakeruli Seteva ganxorcielda. 
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rogor aris gansazRvruli es danaSauli Tqveni qveynis 
kanonmdeblobaSi? 
adgilobrivi kanonmdeblobis debulebebis ganxilva da 
situaciuri savarjiSoebi 
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4444....2222 informaciisa da monacemebis informaciisa da monacemebis informaciisa da monacemebis informaciisa da monacemebis arakanonieri arakanonieri arakanonieri arakanonieri xelSi  xelSi  xelSi  xelSi  

Cagdeba Cagdeba Cagdeba Cagdeba maTi gadacemis drosmaTi gadacemis drosmaTi gadacemis drosmaTi gadacemis dros    

4444....2222....1111 movlenamovlenamovlenamovlena    
 
informaciis gadacemis dros SesaZloa gadacemis monacemebis 
xelSi Cagdeba, risi erT-erTi magaliTic gaxlavT 
komunikaciis Cawera ukabelo qselSi informaciis moZraobis 
dros. magaliTad, Tu damnaSave xelSi Caigdebs komunikacias 
kompiuterul sistemasa da SeRwevis ukabelo punqts Soris, 
mas SeuZlia moipovos yvela dauSifravi komunikacia, 
rogoricaa gagzavnili an miRebuli imeili an gaxsnili veb-
gverdebi. Tu mxedvelobaSi miviRebT sakomunikacio 
saSualebebTan ukabelo kavSiris xelmisawvdomobas 
(mobiluris kavSiri blutusis saSualebiT), aucilebeli 
xdeba Tvalyuri vadevnoT teqnologiebis daucvelobas 
arakanonieri SeRwevis TvalsazrisiT.111 
 
4444....2222....2222 samarTlebrivi samarTlebrivi samarTlebrivi samarTlebrivi reagirebareagirebareagirebareagireba    
 
konvencia kompiuteruli danaSaulis Sesaxeb moicavs 
debulebas, romelic exeba arasajaro informaciis gadacemis 
procesis dacvas masSi arasanqcirebuli SeRwevisaTvis 
danaSaulis kvlaifikaciis miniWebiT.112 aseTi midgomiT, 
konvencia miznad isaxavs informaciis eleqtronuli gadacemis 
dacvis gaTanabrebas satelefono saubrebis arasanqcirebuli 
mosmenisagan dacvasTan.113 
 

 

muxli 3 – infromaciisa da monacemebis arakanonieri xelSi 
Cagdeba gadacemis procesSi  
 
yvela mxarem unda daamtkicos sakanonmdeblo da sxva saxis 
RonisZiebebi, rac saWiroa arakanonierad da winaswar ganzarxviT 
informaciis gadacemis procesSi xelSi Cagdebis danaSaulebriv 
qmedebad kvalifikaciis mizniT, roca es xorcieldeba 
kompiuteruli monacemebidan arasajaro informaciis sxva 
kompiuterul sistemaSi gadacemis dros teqnikuri saSualebebis 
gamoyenebiT. amaSi Sedis kompiuteris informaciis matarebeli 
elqtromagnituri gamosxiveba. mxares SeuZlia moiTxovos, rom 
qmedeba CaiTvalos danaSaulad Tu igi ganxorcielda 
usafrTxoebis zomebis darRveviT, kompiuteruli monacemebis 
mopovebis mizniT an an sxva upatiosno miznebiT, an kompiuterul 
sistemasTan mimarTebaSi, romelic dakavSirebulia sxva 
kompiuterul sistemasTan. 

 

                                              
111 avtomatizirebul SetevebTan dakavSirebiT ixileT Tavi 2.6. 
112 damatebiTi informaciisaTvis ixileT mitniki/saimoni/ uorniaki“ motyebis xelovneba: 
usafrTxoebis adamianuri elementis kontroli. 
113 kangi, ukabelo qselis usafrTxoeba – kidev erTi sirTule kiberdanaSaulTan mimarTebaSi, 
kiberdanaSauli da usafrTxoeba, tomi 2, gv.6. 
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aRniSnuli muxli danaSaulis kvalifikacias aniWebs 

arasajaro informaciis arakanonierad xelSi Cagdebas 

monacemebis gadacemis dros misi xelSi Cagdebisas. es ar 

exeba arc sajaro informacias da arc arateqnikuri 

saSualebebiTY gadacemuli informaciis xelSi Cagdebas.114 

konvenciis ganmartebiT baraTSi mocemulia, rom gadacema aris 

arasajaro Tu gadacemis procesi aris konfidencialuri.115  

swored amitom, saWiroa gavaanalizoT gadacemis procesi. 

saerTod, individualuri komunikacia (imeilebis gagzavna an 

veb-gverdidan informaciis miReba) iTvleba arasajaro 

informaciad. danaSaulebrivi qmedeba unda iqnes Cadenili 

winaswar ganzraxviT da arakanonierad. 

praqtikuli informacia mosamarTleebisaTvis:  
 
informaciis arakanoniieri gziT gadacemis procesSi xelSi 
CagdebasTan dakavSirebuli erT-erTi gamowveva aris is faqti, 
rom am debulebis moqmedeba sakmaod SezRudulia. debulebis 
mixedviT xdeba gadacemis procesis xelSi Cagdebis danaSaulad 
aRiareba da igive ar exeba kompiuterSi Senaxuli informaciis 
xelSi Cagdebas.116 kompiuterSi Senaxul informaciasTan SeRweva 
ar iTvleba informaciis gadacemis momentSi xelSi Cagdebad.117 
monacemebis gadacemis procesis arsebobis moTxovnis gamo, 
aRniSnuli debuleba ar moqmedebs saregistracio programis 
mier(logeri) Senaxuli informaciis xelSi Cagdebas.118 

 

 

 

 

rogor aris gansazRvruli es danaSauli Tqveni qveynis 
kanonmdeblobaSi? 
adgilobrivi kanonmdeblobis debulebebis ganxilva da 
situaciuri savarjiSoebi 

 

  

                                              
114 muxli 2-is msgavsad, muxli 3 saSualebas aZlevs wevr qveynebs miusadagon danaSaulad 
aRiareba damatebiTi elementebis moTxovnis gziT aRsrulebis procesSi, rogoricaa 
„upatiosno miznebi“ an kavSiri kompiuterul sistemasTan, romelic mierTebulia sxva 
kompiuterul sistemasTan. 
115 axsna-ganmartebiTi angariSi #60. 
116 am konteqstSi, debuleba exeba mxolod teqnikuri saSualebebis gamoyenebiT informaciis 
gadacemis procesSi mis xelSi Cagdebas. muxlis 3 ar exeba socialur inJinerias.  
117 axsna-ganmartebiTi angariSi #54 
118 herke, konvencia kiberdanaSaulis Sesaxeb, 2004, gv.730. 
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4444....3333 monacemebSi monacemebSi monacemebSi monacemebSi CarevaCarevaCarevaCareva    

4444....3333....1111 movlenamovlenamovlenamovlena    
 

amJaamad,  sul ufro da ufro meti informaciis Senaxva xdeba 
cifrul formatSi, rac niSnavs, rom aseTi informaciis 
ganadgurebisaken mimarTulma manipulaciam SesaZloa 
gamoiwvios didi zarali. korporaciuli SemTxvevebisagan 
gansxvavebiT, roca sagnis dazianebis survili, zogadad, 
moiTxovs fizikur SeRwevas, kompiuteruli monacemebis 
dazianeba zog SemTxvevaSi SesaZloa informaciis Semnaxav 
instrumentSi fizikurad aryofnis Sedegadac. erTi magaliTi 
aris iseTi programuli uzrunvelyofa, rogoricaa 
kompiuteruli virusi. kompiuteruli virusebi aris 
programuli uzrunvelyofis instrumentebi, romelTa 
instalacia xdeba  msxverplis kompiuterSi misi nebarTvis 
gareSe waSlis operaciis ganxorcielebis mizniT.119 
 
arasanqcirebuli SeRwevis msgavsad, monacemebSi SeRwva 
SesaZloa ganvixiloT, rogorc tradiciuli kompiuteruli 
danaSauli. pirveli virusebi gamoCnda 1970 wels.120 mas Semdeg, 
mniSvnelovnad gaizarda121 ara mxolod virusebis raodenoba,  
aramed maT mier gamowveuli zianic. qselebis mzardi 
gamoyeneba saSualebas aZlevs virusebs gavrceldnen bevrad 
swrafad, vidre es xdeboda adre, roca gavrcelebis 
erTaderTi gaza iyo diskebis gacvla, da daainficiron bevrad 
meti raodenobis kompiuteruli sistema manam, sanam moxdeba 
dacvis meqanizmebis misadageba. 
 
erT-erTi magaliTi gaxlavT “sasiyvarulo xoWo” – “lav bag”, 
romelic aris kompiuteris virusi, SemuSavebuli 2000 wlis 
filipinebis SemTxvevaSi eWvmitanilis mier122 da, romelmac 
daainficira milionobiT kompiuteri msoflios masStabiT.123 
gavrcelebis mzardma tempma gavlena iqonia zianze, romelic 
gamoiwvia virusebis Setevam. 2000 wels aseTi SetevebiT 

                                              
119 ar aris zusti am konteqstSi: axsna-ganmartebiTi angariSi #53 
120 instrumentebis mimoxilvis mizniT: axali ambebi hakerul SetevebSi: tipebis, meTodebis, 
saSualebebisa da prevenciis zogadi mimoxilva: http://www.212cafe.com/download/e-book/A.pdf. 
kilogerebis fasTan dakavSirebiT (200 – 500 aSS dolari) : pageti, identobis moparva, TeTri 

qaRaldi,  makafe, 2007: http://www.mcafee.com/us/threat_center/white_paper.html.  

 
121 spafordi: internetis virusis programa: analizi, gv.3; koeni, kompiuteruli virusebi-

Teoria da eqsperimenti: – available at: http://all.net/books/virus/index.html. koeni, kompiuteruli 

virusebi; adlemani, “kompiuteruli virusebis abstraqtuli Teoriavirusebis ekonomikuri 
zemoqmedebis Sesaxeb ixileT kaSeli/jeksoni/jiklingi/vebeli: kiberSetevebis ekonomikuri 
Sedegi, gv 12; simanteki “ internetis usafrTxoebis safrTxe”, ivlisis tendenciebi-dekemberi 
2006: http://eval.symantec.com/mktginfo/enterprise/white_papers/ent-
whitepaper_internet_security_threat_report_xi_03_2007.en-us.pdf .  

 
122 kompiuteris erT-erTi pirveli virusi iyo baraieni, romelic Seqmnes basitma da amjad 
faruk alvivma. damatebiTi detalebisaTvis: http://en.wikipedia.org/wiki/Computer_virus. 
123 uaiti/kafarti/Cesi: kompiuteris virusebi: globaluri perspeqtiva: 
http://www.research.ibm.com/antivirus/SciPapers/White/VB95/vb95.distrib.html.  
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gamowveulma finansurma zaralma 17 miliard amerikul 
dolars miaRwia.124 
 

adgilobriv gamoZiebas xels uSlida125 is, rom msgavsi 
saqmianoba filipinebSi126 ar iyo saTanadod klasificirebuli, 
rogorc sisxlis samarTlis danaSauli. 
   

 

4444....3333....2222 samarTlebrivi samarTlebrivi samarTlebrivi samarTlebrivi reagirebareagirebareagirebareagireba    
konvenciis muxli 4 Seicavs debulebas, romelic monacemTa 
integrirebulobas icavs arasanqcirebuli da arakanonieri 
Carevisagan.127 debulebis mizani aris arsebuli TeaTri 
adgilebis Sevseba sisxlis samarTlis erovnul kodeqsSi da 
kompiuteruli sistemebisa da programebis imgvari dacva, 
rogoric aqvT korporaciul subieqtebs winaswarganzraxuli 
dazianebis sawinaaRmdegod.128 
 

muxli 4 – monacemebSi Careva 

 

(1) yvela mxare gansazRvravs  da daamtkicebs iseT 
sakanonmdeblo da sxva RonisZiebebs, romlebic saWiro iqneba 
adgilobrivi kannmdeblobis mixedviT  danaSaulis sisxlis 
samarTlis danaSaulad miCnevisaTvis, roca es danaSauli 
Cadenilia winaswari ganzraxviT da arakanonierad da moicavs 
monacemTa dazianebas, waSlas, damaxinjebas, Secvlas an 
blokirebas. 

(2)  nebismier mxares SeuZlia daitovos ufleba, rom 
danaSaulis kvalifikacia mieces punqti 1-iT 
gansazRvrul mxolod im danaSauls, romelsac Tan 
sdevs seriozuli ziani. 

 

 

muxli ara mxolod sisxlis samarTlis kvalifikacias aniWebs 
kompiuteruli monacemebis dazianebas da waSlas, magaliTad 

                                              
124 damatebiTi informaciisaTvis, http://en.wikipedia.org/wiki/ILOVEYOU; virusebis kritikul 

infrastruqturaze zemoqmedebis Sesaxeb informaciisaTvis: bruki, “ILOVEYOU” virusi 
cxadhyofs meti koordinaciisa da sifrxilis saWiroebas, 2000: 
http://www.gao.gov/archive/2000/ai00181t.pdf. 
125 danatebiTi informaciisaTvis ixileT ganmartebiTi angariSi 60. 
126 damatebiTi informaciisaTvis ixileT: ://en.wikipedia.org/wiki/ILOVEYOU; virusebis 
kritikul infrastruqturaze zemoqmedebis Sesaxeb informaciisaTvis: bruki, 
“ILOVEYOU”  virusi cxadhyofs meti koordinaciisa da sifrxilis saWiroebas: 
http://www.gao.gov/archive/2000/ai00181t.pdf..  

 
127 bi-bi-si: policia uaxlovdeba lav bagis saqmeSi  damnaSaves: 
http://news.bbc.co.uk/1/hi/sci/tech/738537.stm. gamoyenebul teqnologiebTan dakavSirebiT: 
http://radsoft.net/news/roundups/luv/20000504,00.html.   

 
128 si-en-en: lov bag vurusi zrdis kiberterorizmis speqtrs, 08.05.2000. 
http://edition.cnn.com/2000/LAW/05/08/love.bug/index.html; Cauki, “kritikuli Sexeduleba 

kiberdanaSaulis regulirebaze”, http://www.crime-research.org/articles/Critical/2; sofaeri/gudmanin, 
“kiberdanaSauli da usafrTxoeba – transnacionaluri ganzomileba”  sofaeri/gudmanin, 
“kiberdanaSauli da terorizmis transnacionaluri ganzomileba”  2001, gv. 10.: 
http://media.hoover.org/documents/0817999825_1.pdf; 
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virusis saSualebiT,129 aramed konvenciis Semqmnelebma 
daamates iseTi qmedebac, romelmac SesaZloa gamoiwvios 
msgavsi dazianeba. erT-erTi aris kompiuterul monacemebSi 
cvlilebebis Setana. Tu kompiuteris virusi cvlis 
monacemebis Sinaarss, es uTanabrdeba failis waSlas. 
amasTanave, qmedeba Cadenili unda iyos winaswari ganzraxviTa 
da sanqcionirebis gareSe. 
 
 

 

praqtikuli informacia mosamarTleebisaTvis: 
 
erT-erTi gamowveva, romelic dakavSirebulia monacemebSi 
Carevasa da maTze zemoqmedebasTan aris monacemebis waSla ise, 
rom maTi arsebobis damtkiceba SeuZlebelia myari diskis (hard 
draiv) analizis saSualebiT.130 aseTi qmedebis damtkicebisaTvis, 
saWiro xdeba kompiuteruli sistemis ufro detaluri 
kriminaluri analizi. faseul mtkicebulebas SesaZloa 
inaxavdes log failebi, informacia failis indeqsebSi an 
sistemuri failebi. es aSkaras xdis samarTaldamcav organoebsa 
da kriminalur eqspertebs Soris TanamSromlobis mniSvnelobas 
da mosamarTleebis procesSi mogvianebiT CarTvasTan 
dakavSirebul sirTuleebs.131 

 

 

    

 

rogor aris gansazRvruli es danaSauli Tqveni qveynis 
kanonmdeblobaSi? 
adgilobrivi kanonmdeblobis debulebebis ganxilva da 
situaciuri savarjiSoebi 

 

  

 

                                              
129 muxli 4 qmedebis Sedegis seriozulobis moTxovnis gamo, gvTavazobs qmedebis danaSaulad 
cnobis SezRudvis SesaZleblobebs. 
130 ganmartebiTi angariSi #60. 
131 kompiuteruli virusi aris programa, romelsac SeuZLia sakuTari Tavis gameoreba da 
kompiuteris dainficireba kompiuteris mflobelis nebarTvis gareSe. ixileT spafordis 
internetis virusis programa, analizi:, gv.3; koeni – kompiuteruli virusi, Teoria da 
eqsperimentebi: at: http://all.net/books/virus/index.html. koeni, “kompiuteris virusebi”; adelmani, 
“kompiuteruli virusebis abstraqtuli Teoria”.  ekonomikur SedegebTan dakavSirebiT,  
kaSeli/jeksonin/jiklingi/vebeli, “kiberSetevebis ekonomikuri Sedegi”, gv.12; simanteki 
“angariSi internetis usafrTxoebis Sesaxeb”, tendenciebi  2006 wlis ivlisisaTvis: 
http://eval.symantec.com/mktginfo/enterprise/white_papers/ent-
whitepaper_internet_security_threat_report_xi_03_2007.en-us.pdf 
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4444....4444 sistemaSi sistemaSi sistemaSi sistemaSi CarevaCarevaCarevaCareva da masze zemoqmedeba da masze zemoqmedeba da masze zemoqmedeba da masze zemoqmedeba    

4444....4444....1111 movlenamovlenamovlenamovlena    
 
sainformacio teqnologiebi biznesis warmoebisa da 
bizneskomunikaciis mniSvnelovani elements warmoadgens. 
rogorc adre avRniSneT,132 sainformacio-sakomunikacio 
teqnologiebiis integrirebulobam iseT dones miaRwia, rom 
sainformacio organizaciebi damokidebulni gaxdnen aseTi 
momsaxurebis gawevaze. mniSvnelovani momsaxurebis Sewyveta 
iwvevs uaryofiT zemoqmedebas.133 magaliTad, Tu miuwvdomelia 
serveri, romelic pasuxismgebelia komunikaciaze, 
momxmareblebi iZulebulni xdebian, gadaerTon komunikaciis 
sxva saSualebebze. alternatiuli momsaxurebis arseboba 
kompiuteruli usafrTxoebis strategiis mniSvnelovani 
nawilia, Tumca damatebiTi sistemebis Senaxvisa da 
funqcionirebis xarjis gawevis fufuneba ar gaaCnia 
internetis momxmareblebis umravlesobas.134 
momsaxurebis xelmisawvdomobaze zegavlena mravali gziT 
SeiZleba ganxorcieldes. 2008 wels, zRvisqveSa kabelis 
dazianebis Sedegi, romelic gamoiwvia gemebis mier Ruzis 
CaSvebam, gaxldaT wynari okeanis samreT nawilSi gadacemis 
siCqaris seriozuli vardna, rac kargi ilustraciaa 
potenciuri avariebis SemTxvevebisaTvis.135 garda avariebis 
Sedegad gamowveuli wyvetisa, arsebobs uamravi saSualeba, 
rasac iyeneben damnaSaveebi internetis xelmisawvdomobis  
SezRudvasTan dakavSirebiT. erT-erTi saSualeba aris 
kritikuli infrastruqturis fizikuri terminacia – 
magaliTad, internetis serveris fizikuri dazianeba. 
 
fizikurad adgilze yofnis gareSe kompiuteruli sistemis 
funqcionirebis wyveta SesaZlebelia visrusis gamoyenebiT, 
romelic Slis mniSvnelovan failebs.136 Tumca, kompiuteruli 
virusis saSualebiT Setevis warmatebuli 
ganxorcielebisaTvis, saWiroa damcavi saSualebebis gverdi 

                                              
132 Windows XP-s saSualebiT failebis waSlis ufro pirobiT gzebTan  dakavSirebiT izileT: 
http://www.microsoft.com/windowsxp/using/setup/learnmore/tips/waystodelete.mspx. eqspertul gamoZiebasTan 
dakavSirebiT meti informaciisaTvis ixileT kaseis kompiuteruli  danaSaulis gamoZiebis 
saxelmZRvanelo, 2001; kompiuteruli mtkicebulebis migneba da amoReba, saxelmZRvanelo; 
samarTlisa da sajaro usafrTxoebis niu jersis departamenti, sisxlis samarTlis 

ganyofileba, 2000, gv. 18: http://www.state.nj.us/lps/dcj/pdfs/cmpmanfi.pdf. 
133 ixileT Tavi 1.5. 
134 ixileT Tavi 1. 
135 es gansakuTrebiT mniSvnelovania momxmarebelTa ndobasTan mimarTebaSi. Tu 
miuwvdomlobis gamo, momxmareblebi ver gamiyeneben mniSvnelovan momsaxurebas, isini 
dakargaven ndobas servis provaideris mimarT, rac seriozul zegavlenas moaxdens mis 
funqcionirebaze. eleqtronuli biznesisadmi ndobis Sesaxeb ixileT ratsaningamis ndobis 
mniSvneloba eleqtronul komunikaciaSi, internetis kvleva, 1998, tomi 8, gamocema 4, gv.313; 
miCi/marSi/ eleqtronuli biznesisi personizaciis socialuri faqtorebi: ://iit-iti.nrc-cnrc.gc.ca/iit-
publications-iti/docs/NRC-43664.pdf; Simi/van slaiki/jiangi/jonsoni, amcirebs Tu ara ndoba 
SeSfoTebas eleqtronul komunikaciaSi informaciis dacvis TavlsazrisiT?: 
http://sais.aisnet.org/2004/.%5CShim,%20VanSlyke,%20Jiang%20&%20Johnson.pdf. 

 
136 Sedegad, is faqti, rom biznesi qmnis komunikaciis saSualebas, ar niSnavs rom 
momxmareblebTan komunikaciis unarze zemoqmedeba ar xdeba Tu mTavari sakomunikacio 
sistema ver imuSavebs, radgan momxmareblebs SesaZloa ar qondeT komunikaciis gadarTvis 
saSualebani. 
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avla. gamomdinare damcavi sistemis konfiguraciidan, 
SesaZloa unikaluri sirTuleebisa da barierebis Seqmna da, 
amgvarad, kompiuteris sistemis funqcionirebaSi Carevis mesame 
saSualeba Zalzed popularuli gaxda bolo xanebSi.  
 
cnobili veb-gverdebis137 didi raodenoba gaxda 
“momsaxurebaze uari” Setevis msxverpli/“Denial-of-Service” (DoS) 

attacks.138 aseT dros, damnaSaveebi kompiuteruli sistemisaken 
mimarTaven imaze met Txovnas, ramdenis damuSavebis 
SesaZleblobac aqvs am sistemas139. aseTi SeteviT 
SesaZlebelia sakmaod didi SesaZleblobebis mqone sistemis 
dazianebac ki. 
 

4444....4444....2222 samarTlebrivi samarTlebrivi samarTlebrivi samarTlebrivi reagirebareagirebareagirebareagireba    
 

operatorebis interesisi dacvis da momxmareblebisaTvis 
satelekomunikacio saSualebebTan saTando SeRwevis 
uzrunvelyofis mizniT, konvenciaSi Cadebulia muxli 5, 
romelic sisxlis samarTlis danaaulis kvalifikacias 
aniWebs kompiuteruli sistemis kanonieri gamoyenebis 
Segnebul Seferxebas.  
 

 

muxli  5 – sistemaze zemoqmedeba/sistemaSi Careva 
 
yvela mxare gansazRvravs  da daamtkicebs iseT sakanonmdeblo 
da sxva RonisZiebebs, romlebic saWiro iqneba adgilobrivi 
kanmdeblobis mixedviT  danaSaulis sisxlis samarTlis 
danaSaulad miCnevisaTvis, roca es danaSauli Cadenilia 
winaswari ganzraxviT/Segnebulad da iwvevs kompiuteruli 
sistemis seriozul Seferxebas uflebis gareSe kompiuteruli 
monacemebis SeyvaniT, gadacemiT, dazianebiT, waSliT, SecvliT 
an dablokviT. 

 

                                              
137 wylisqveSa kabelebis dazianebasTan dakavSirebiT, ixileT aSS usafrTxoebis 
departamentis Ria wyaroebis infrastruqturis angariSi, Tebervali 4, 2008: 

http://www.globalsecurity.org/security/library/news/2008/02/dhs_daily_report_2008-02-04.pdf; hambleni, axlo 
aRmosavleTSi gadaWrilia mesame wyalqveSa kabeli, kompiuteris samyaro,  Tebervali 2008: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9060658;  bibisis  2008 
wlis Tebervlis ambebi: http://news.bbc.co.uk/2/hi/technology/7222536.stm. 

 
138 kompiuteruli virusi aris programa, romelsac SeuZLia sakuTari Tavis gameoreba da 
kompiuteris dainficireba kompiuteris mflobelis nebarTvis gareSe. ixileT spafordis 
internetis virusis programa, analizi:, gv.3; koeni – kompiuteruli virusi, Teoria da 

eqsperimentebi: at: http://all.net/books/virus/index.html. koeni, “kompiuteris virusebi”; adelmani, 
“kompiuteruli virusebis abstraqtuli Teoria”.  ekonomikur SedegebTan dakavSirebiT,  
kaSeli/jeksonin/jiklingi/vebeli, “kiberSetevebis ekonomikuri Sedegi”, gv.12; simanteki 
“angariSi internetis usafrTxoebis Sesaxeb”, tendenciebi  2006 wlis ivlisisaTvis: 
http://eval.symantec.com/mktginfo/enterprise/white_papers/ent-
whitepaper_internet_security_threat_report_xi_03_2007.en-us.pdf 

 

139 paueri, 2000, federaluri biuros kompiuteruli danaSaulisa da usafrTxoebis kvleva, 
komiuteruli usafrTxoebis Jurnali, tomi 16, #2, gv.33; lemosi: veb Setevebi: 
http://news.zdnet.com/2100-9595_22-501926.html; 
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debuleba sisxlis samarTlis danaSalis kvalifikacias ar 

aniWebs iseT konkretul qmedebas, rasac Sedegad moaqvs 

sistemaze zemoqmedeba, magram moicavs yvela saqmianobas, 

romelic ereva kompiuteruli sistemis normalur 

funqcionirebaSi.140 amaSi Sedis serveris fizikuri dazianeba, 

virusi an DoS Setevebi. is faqti, rom debuleba sisxlis 

samarTlis danaSaulis kvalifikacias aniWebs garkveul 

qmedebebs, saSualebas aZlevs konvenciis xelmomwer mxareebs 

aseTi kvlifikacia mianiWon mxolod iseT Setevebs, romlebic 

xorcieldeba mniSvnelovani serverebis winaaRmdeg an roca 

Sedegi aris seriozuli dazianeba.141 aseTi qmedeba unda iyos 

winaswari ganzraxviT/Segnebuli da arasanqcirebuli/ukanono.    

praqtikuli informacia mosamarTleebisaTvis: 
 
Setevis Sedegis gaZlierebis mizniT, damnaSaveebi sul 
ufro xSirad iyeneben e.w. botnetebs, raTa ganaxorcielon 
DoS Setevebi. termini botneti gamoiyeneba dainficirebuli 
kompiuterebis jgufis misamarTiT, romelTa programebic 
kontrolirdeba garedan.142 Tu damnaSave iyenebs aseT 
botnets, samarTaldamcavma organoebma unda misdion 
aTasobiT kvals dainficirebuli komiuterebisaken, raTa 
gansazRvron, SeuZliaT Tu ara sakmarisi mtkicebulebis 
mopoveba imisaTvis, rom miadgnen adamians an adamianTa 
jgufs, romlebic akontroleben botnets.  
 

 

 

rogor aris gansazRvruli es danaSauli Tqveni qveynis 
kanonmdeblobaSi? 
adgilobrivi kanonmdeblobis debulebebis ganxilva da 
situaciuri savarjiSoebi 

 

                                              
140 2004 wels Seferxa germaniis aviaxazebis luftanzas internet momsmaxureba aseTi dos 
SeteviT. internet dajavSna ver xorcieldeboda ori Tvis manZilze. 
141 dos Seteva –uari momsaxrebaze miznad isaxavs sistemis wyobidan gamoyvanas misken bevri 
Txovnis gaSvebis gziT, ris Sedegadac igi veRar reagirebs legitimur moTxovnebze. 
informaciisaTvis izileT: http://www.us-cert.gov/cas/tips/ST04-015.html; paqsnoni, “momsaxurebaze 
uaris Tqmis Setevis gaazreba”: http://www.icir.org/vern/papers/reflectors.CCR.01/reflectors.html; 
sCuba/krsuli/kuni/spafordi/sundrami/zamboni, “momsaxurebaze uaris Tqmis gaanalizeba”; 

houli/veiveri, “momsaxurebaze uaris Tqmis teqnologiebis mimarTulebebi”, 200: 

http://www.cert.org/archive/pdf/DoS_trends.pdf. 2000 wels bevri aSS eleqtronuli biznesi moxva=da 
momsaxurebaze uearis Tqmis Setevis qveS. iurCiki iZleva maT srul sias: 
http://www.projects.ncassr.org/hackback/ethics00.pdf. damatebiTi informaciisaTvis: paueri, 2000 
federaluri biuros kompiuterisa da danaSaulis kvleva, kompiuteruli usafrTXoebis 

Jurnali, tomi. 16, # 2, 2000, gv. 33. lemosi: gamoZiebis federaluri biuro: 
http://news.zdnet.com/2100-9595_22-501926.html; gidmani/breneri,  konsensusi kibersivrceSi 
danaSaulebrivi qmedebis Sesaxeb:  
http://www.lawtechjournal.com/articles/2002/03_020625_goodmanbrenner.pdf; Paller, “pasuxi, aRdgena da 
sisusteebis Semcireba kiberSetevebis mimarT: gakveTili gamotanilia qveynis usafrTxoebis 
departamentisaTvis, 2003, gv.3: http://www.globalsecurity.org/security/library/congress/2003_h/06-25-
03_cyberresponserecovery.pdf. 

 
142 ganmartebiTi angariSi, #66. 
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4444....5555 teqnikuri mowyobilobis arakanonieri gamoyenebateqnikuri mowyobilobis arakanonieri gamoyenebateqnikuri mowyobilobis arakanonieri gamoyenebateqnikuri mowyobilobis arakanonieri gamoyeneba    

4444....5555....1111 movlenamovlenamovlenamovlena    
kompiuterul danaSaulTa mimarTebaSi Zalian mniSvnelovania 
iseTi teqnikuri da programuli instrumentebis 
xelmisawvdomoba, romlebic gamoiyeneba danaSaulis Cadenis 
mizniT. aseTi mowyobiobebis umetesoba xelmisawvdomis, 
xSirad ufaso, advilad asamuSavebeli da maTi gamoyeneba, 
xSirad, SeuZliaT specifiuri codnis armqone adamianebsac ki. 
programuli uzrunvelyofis gamoyeneba SesaZloa ukabelo 
komunikaciis gadacemis dros xelSi Cagdebis mizniT an Ria, 
ukabelo qselis (“Wardriving

143
”),  aRmoCenisaTvis, daSifruli 

failebis gaSifvrisa da (DoS)
144

 SetevebiisaTvis. aseti 
danaSaulis Cadena moiTxovs garkveuli mowyobilobis qonas, 
iqmneba Savi bazari, sadac xdeba maTi warmoeba da gasaReba. 
garda amisa, xSiria koduri sityvebis gacvlac, rac 
saSualebas aZlevs damnaSaveebs moaxdinon sistemaSi 
arasanqcirebuli SeRweva. 
 

4444....5555....2222 samarTlebrivisamarTlebrivisamarTlebrivisamarTlebrivi    reagirebareagirebareagirebareagireba    
konvenciis Semomqmedebma, gaiTvaliswines ra yvela movlena, 
gadawyvites ganesazRvraT konkretuli arakanonieri qmedebebi, 
dakavSirebuli mowyobilobebTan da teqnikasTan an 
monacemebSi SeRwevasTan kompiuteruli sistemis an misi 
monacemebis konfidencialurobis, integrirebulobisa da 
xelmisawvdomobis xelyofis mizniT,145 rogorc damoukidebeli 
sisxlis samarTlis danaSauli. 
 

 

muxli 6 – teqnikuri mowyobilobis arakanonieri gamoyeneba146 

 

(1) yvela mxare gansazRvravs  da daamtkicebs iseT 
sakanonmdeblo da sxva RonisZiebebs, romlebic saWiro iqneba 
adgilobrivi kannmdeblobis mixedviT  danaSaulis sisxlis 
samarTlis danaSaulad miCnevisaTvis, roca es danaSauli 
Cadenilia winaswari ganzraxviT:  
(a) Semdegi mowyobilobis warmoeba, gayidva, gamosayeneblad SeZena, 

importi, gavrceleba da sxvagvarad xelmisawvdomad qceva:  

                                              
143 miuxedavad imisa, rom, seriozulis mniSvneloba zRudavs mis gamoyenebas, operaciebis 
seriozuli gadadebac ki, Setevis Sedegad gamowveuli, SesaZloa dafaros am debulebam. 

144 botneti aris dainficirebuli kompiuterebis jgufi, romlebSic programebi garedan 
imarTeba. ixileT uilsonis botnetebi, kiberdanaSauli da kiberterorizmi: sisusteebi da 
politikis sakiTxebi kongresisaTvis, 2007, gv.4: http://www.fas.org/sgp/crs/terror/RL32114.pdf. 

145 vardraivingi aris termini, romelic niSnavs ukabelo qselebis moZiebas moZravi manqanebis 
saSualebiT. Tu am saqmianobis bolo ar iqna gamoyenebuli arasaTanado miznebisaTvis, bevri 
qveyana mas ar ganmarTavs danaSaulad. germaniis situaciasTan dakavSirebiT izileT baieris 
vardraiveri, 2005, 434. 
146 ixileT evrosabWos konvencia muxli 6. 
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(i) kompiuteruli programis mowyobiloba, romelic specialurad aris 

Seqmnili im danaSaulis Cadenis mizniT, romlebic gansazRvrulia 

zemoaRniSnul muxlebSi 2 da 5.   

(ii)  kompiuteris koduri sityva, Semsvleli paroli, an msgavsi 

monacemebi, romliTac SesaZlebelia kompiuteris sistemaSi SeRwva 

mTlianad an nawilobriv Seqmnili im danaSaulis Cadenis mizniT, 

romlebic gansazRvrulia zemo muxlebSi 2 da 5.   

(b) zemoaRniSnul paragrafebSi gansazRvruli nivTebis floba im 

danaSaulis Cadenis mizniT, romlebic gansazRvrulia muxlebSi 2 da 5. 

mxarem SesaZloa moiTxovos aseTi teqnikuri aRWurvilobis arseboba 

da floba, rogorc faqti imisaTvis, rom dakvalificirdes sisxlis 

samrTlis pasuxismgebloba. 

 

2. es muxli ar aniWebs sisxlis samarTlis pasuxismgeblobas iseT 

SemTxvevbs, roca punqt 1-Si aRniSnuli aRWurvilobis warmoeba, 

gayidva, moxmarebisaTvis SeZena, importi da gavrceleba ar xdeba 

danaSaulis Cadenis mizniT, rogorc es gansazRvrulia konvenciis 

muxlebiT 2 da 5, aramed, misi mizania kompiuteruli sistemis 

testireba an misi dacva.  

3.  nebismieri mxare inarCunebs uflebas, ar gamoiyenos am muxlis 

punqti 1 im pirobiT, rom es argamoyeneba ar Seexeba am muxlis punqti 

1aii -iT gansazRvruli teqnikuri aRWurvilobis gayidvas, gavrcelebas an 

sxvagvarad xelmisawvdomad qcevas. 

 

 

aseTi teqnikisagan momavali safrTxe kiTxvis niSnis qveS 

ayenebs sisxlis samarTlis danaSaulis kvalifikaciis 

miniWebas mxolod danaSaulis Cadenis mizniT gamoyenebis 

SemTxvevaSi. qveynebis umetesobas, sakuTar kanomdeblobaSi 

garda debulebisa “danaSaulis Cadenis mcdeloba” aqvT 

debulebani, romelic sisxlis samarTlis kvalifikacias 

aniWebs danaSaulis momzadebas147. aseTi midgoma gamoiyeneba 

Zalzed seriozul danaSaulTan  mimarTebaSi. evrokavSiris 

kanonmdeblobaSi SeimCneva tendencia, rom danaSaulis 

kvalifikacia mieniWos naklebad mZime danaSauls148 da 

mosamzadebel qmedebebs.  

sisxlis samarTlis danaSaulad cnobis faqtori aris, erTis 

mxriv, punqt 1-Si gansazRvruli aRWurviloba149, romliTac 

xdeba kompiuteruli danaSaulis Cadena da, meores mxriv, 

koduri sityvebi, romliTac xdeba SeRweva sistemaSi. am 

mimarTebaSi, konvencia danaSaulis kvalifikacias aniWebs bevr 

qmedebas. garda warmoebisa, danaSaulad kvalificirdeba 

gayidva, gamsayeneblad SeZena, importi, gavrceleba da 

teqnikisa da koduri sityvebis sxvagvarad xelmisawvdomad 

                                              
147 ganmartebiTi angariSi, #73 
148 evrosakavSiris CarCi gadawyvetileba: 2.6.2001 
149 gavrceleba niSnavs monacemebis sxvebisaTvis aqtiurad gagzavnas – es aris evrosabWos 
ganmarteba. konvencia asevev aRniSnavs xelsawyoebis SezRudvas programuli uzrunvelyofis 
mimarT. muxli gulisxmobs rogorc teqnikur, ise programul uzrunvelyofas. 
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qceva. igive midgoma arsebobs evrokavSiris sapatento 

uflebebis harmonizaciis kanonmdeblobaSi150 (Semoifargleba 

im teqnikiT, romelic saWiroa teqnikuri RonisZiebebis 

gverdis avlisaTvis) 

konvenciaSi Setanilia iseTi mowyobilobebi, romelTa 
gamoyeneba SesaZlebelia kanonieradac Tu  damnaSave apirebs 
kompiuteruli danaSaulis Cadenas.  ganmartebiT angariSSi 
axsnilia, rom mxolod im teqnikuri mowyobilobis151 
CamonaTvali, romelTa saSualebiT xdeba danaSauli, Zalzed 
SezRuduli iyo da iwvevda dauZlevel sirTuleebs gamoZiebis 
dros da TiTqmis SeuZlebels xdida muxlis gamoyenebas, 
garda iSviaTi SemTxvevebisa.152 misi moqmedebis Zalzed 
gafarTovebis Tavidan acilebis mizniT, moxda SezRudvis 
obieqturi donis da gonebrivi elementis kombinacia. 

 

praqtikuli informacia mosamarTleebisaTvis:  

 

mTavari gamowveva teqnikis arakanonier gamoyenebasTan dakavSirebiT, 

aris mtkicebuleba, rom urTierToba moxda danaSaulis Cadenis mizniT. 

teqnikis ubralo floba ar mianiSnebs danaSaulis Cadenis gegmaze, 

radgan kompiuteruli uzrunvelyoga sruliad legitimuri 

miznebisTvisac gamoiyeneba.153 

 

 

 

 

 

rogor aris gansazRvruli es danaSauli Tqveni qveynis 
kanonmdeblobaSi? 
adgilobrivi kanonmdeblobis debulebebis ganxilva da 
situaciuri savarjiSoebi 

 

  

 

4444....6666 kompiuteruli monacemebis gayalbeba kompiuteruli monacemebis gayalbeba kompiuteruli monacemebis gayalbeba kompiuteruli monacemebis gayalbeba     

4.6.1 movlena movlena movlena movlena  
 
klasikuri formatis (nabeWdi) dokumentebidan eleqtronul 
dokumentebze gadasvlis gamo, kompiuterTan dakavSirebuli 
monacemebis gayalbeba sul ufro mniSvnelovan rols TamaSobs. es 

                                              
150 dos Seteva –uari momsaxrebaze miznad isaxavs sistemis wyobidan gamoyvanas misken bevri 
Txovnis gaSvebis gziT, ris Sedegadac igi veRar reagirebs legitimur moTxovnebze. 
informaciisaTvis ixileT: http://www.us-cert.gov/cas/tips/ST04-015.html;.  paqsnoni, “momsaxurebaze 
uaris Tqmis Setevis gaazreba”: http://www.icir.org/vern/papers/reflectors.CCR.01/reflectors.html.  
151 ganmartebiTi angariSi #65. 
152 xelsawyoebis flobis danaSaulad cnobis Sesaxeb gansxvavebuli mosazrebebis gamo, 
konvencia, garda punqti 1-sa gTavazobT muxli 6-is punqti 3-is kompleqsur midgomas. es 
saSualebas aZlve ufro farTod gamoiyenos es muxli, da ar aRiaros danaSaulad aseTi 
mowyobilobis floba an warmoeba. 
153 magaliTad gamodgeba evrosabWos CarCo gadawyvetileba. 
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danaSauli gansakuTrebiT popularuli gaxda “fiSingis” 
TavdasxmebTan dakavSirebiT154. termini “fiSingi” gamoiyeneba 
danaSaulis tipis aRsaniSnavad, romlisTvisac damaxasiaTebelia 
oficialur eleqtronul komunikaciaSi sando pirovnebad an 
biznesad (mag. safinanso institutebad) maskirebis saSualebiT 
TaRliTuri gziT imgvari mgrZnobiare informaciis mopovebis  
mcdelobebi, rogorebicaa parolebi155. aRniSnuli “fiSingis” 
mcdlobaTa umravlesoba xorcieldeba eleqtronuli fostis 
saSualebiT. amgvari eleqtonuli fostis mimReb pirs, magaliTad, 
eZleva davaleba daadasturos misi eleqtronuli sabanko angariSi 
(“daawkapuneT aq Tqveni sabanko angariSis dasadastureblad”) misi 
angariSis nomris da parolis Seyvanis gziT im veb-gverdze, 
romelic Seqmnili iqna damnaSaveebis mier da, romlebic SemdgomSi 
borotad iyeneben am informacias.       

 

4.6.2 samarTlebrivi reagireba samarTlebrivi reagireba samarTlebrivi reagireba samarTlebrivi reagireba  

 
materialuri nivTebis gayalbebis kriminalizacias didi xnis 
tradicia aqvs  mraval qveyanaSi. 156 konvencia miznad isaxavs Seqmnas 

                                              
154 magaliTisTvis ixileT: Austria, Forgery in Cyberspace: The Spoof could be on you, University of Pittsburgh 
School of Law, Journal of Technology Law and Policy, tomi IV, 2004 - http://tlp.law.pitt.edu/articles/Vol5-Austria.pdf. 

155“fiSingis” Taobaze ixileT: Dhamija/Tygar/Hearst, “Why Phishing Works”,  

http://people.seas.harvard.edu/~rachna/papers/why_phishing_works.pdf;  da “Report on Phishing”, A Report to the 
Minister of Public Safety and Emergency Preparedness Canada and the Attorney General of the United States, 2006, 
http://www.usdoj.gov/opa/report_on_phishing.pdf 
156 magaliTisTvis ixileT: 18 U.S.C. § 495:  

vinc cvlis, ayalbebs, falsificirebas axdens an  qmnis yalb aqts, mindobilobas, 
miwerilobas, sertifikats, qviTars, kontraqts an sxva werilobiT dokuments, imisaTvis, rom 
nebismierma sxva pirma, pirdapir an arapirdapir, moipovos, miiRos an SesaZlebloba mieces 
moipovos an miiRos SeerTebuli Statebisagan an nebismieri sxva Tanamdebobis pirisagan an 
agentebisagan, nebismieri Tanxa;   

an vinc gamoacxadebs an gamoaqveynebs an gamoacxadebs WeSmaritad nebismier am mcdar, 
gayalbebul, Secvlil an falsificirebul documents im ganzraxviT, rom SecdomaSi 
Seiyvanos SeerTebuli Statebi, ecodineba ra, rom es dokumenti aris mcdari, Secvlili, 
gayalbebuli an falsificirebuli; an   

vinc gadascems an warudgens SeerTebuli Statebis nebismier samsaxurs an Tanamdebobis pirs 
nebismier amgvar dokuments  nebismier angariSTan an sarCelTan dakavSirebiT, im ganzraxviT, 
rom SecdomaSi Seiyvanos SeerTebuli Statebi,  ecodineba ra, rom es dokumenti aris mcdari, 
Secvlili, gayalbebuli an falsificirebuli;    

- iqneba dajarimebuli am nawilis Sesabamisad an  daisjeba Tavisuflebis aRkveTiT  
araumetes  aTi wlis vadiT, an orive.   

msgavsi midgoma SeiZleba moiZebnos germnuli sisxlis samarTlis kodeqsis 267-e muxlSi:       

 muxli 267. dokumentebis falsifikacia  

(1) is vinc, samarTlebriv urTierTobebSi motyuebis mizniT qmnis yalb dokuments, axdens 
namdvili dokumentis  falsificirebas an iyenebs yalb an falsificirebul dokuments, unda 
daisjos Tavisuflebis aRkveTiT araumetes 5 wlis vadiT an dajarimdes.     

(2) mcdeloba  iqneba dasjadi.  

(3) gansakuTrebisT seriozul SemTxvevebSi, dasja iqneba Tavisuflebis aRkveTa eqvsi Tvidan 
aT wlamde. gansakuTrebiT seriozuli SemTxvevebSi, rogorc wesi, igulisxmeba, rom 
danaSaulis Camdeni piri:  

1. moqmedebs profesionalurad an rogorc im organizebuli danaSaulebrivi jgufis wevri, 
romelic Seiqmna TaRliTobis Cadenis an dokumentebis falsificirebis mizniT;   

2. iwvevs didi odenobis qonebis dakargvas;   

3. arsebiTad uqmnis safrTxes samarTlebrivi urTierTobebis usafrTxoebas didi raodenobis 
yalbi an falsificirebuli dokumentebis SeqmniT; an     

4. borotad iyenebs mis uflebamosilebas an Tanamdebobas, rogorc sajaro moxele.   

(4) is, vinc adgens falsificirebul dokuments profesionalurad an rogorc im 
organizebuli danaSaulebrivi jgufis wevri, romelic Seiqmna  263-264 an 267-269  muxlebiT 
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paraleluri danaSauli, romelic Seexeba materialuri 
dokumentebis gayalbebas, raTa amoivsos sisxlis samarTalSi 
arsebuli sicariele tradiciul gayalbebasTan dakavSirebiT, 
romelic moiTxovs im gancxadebebis an deklaraciebis vizualur 
wakiTxvadobas, romlebic datanilia dokumentze, da romelic ar 
Seexeba eleqtronulad Senaxul monacemebs157.  
 
 

 

muxli 7 – kompiuteruli monacemebis gayalbeba  

 

TiToeulma mxarem unda miiRos sakanonmdeblo an sxva saxis imgvari 

zomebi, romlebic SeiZleba saWiro iyos imisaTvis, rom TavianT Sida 

kanonmdeblobaSi gansazRvron sisxlis samarTlis danaSaulad  

kompiuteruli monacemebis winaswargamiznuli an uflebis gareSe 

ganxorcielebuli Seyvana, Secvla, waSla an CaxSoba, rasac Sedegad 

mohyveba araauTenturi monacemebi, im ganzraxviT, rom es monacemebi 

miCneuli iqnes auTenturad an maTi, rogorc auTenturi monacemebis 

gamoyeneba xdebodes samarTlebrivi miznebisaTvis,  imisda miuxedavad, 

aris Tu ara es monacemebi advilsakiTxavi da gasagebi. 

sisxlissamarTlebrivi pasuxismgeblobis dadgomamde nebismierma mxarem 

SeiZleba moiTxovos SecdomaSi Seyvanis ganzraxulobis an  sxva 

arapatiosani Canafiqris arsebobis dadastureba. 

 

 
kompiuteruli monacemebis gayalbebis samiznes warmoadgens mxolod 
monacemebi – ara aqvs mniSvneloba, aris Tu ara es monacemebi 
advilsakiTxavi da gasagebi. imisaTvis, rom gaivlos zRvari 
materialur dokumentebis gayalbebasTan, minimum fsiqikis 
elementis gaTvaliswinebiT, me-7 muxli moiTxovs, rom monacemebi 
sajaro an kerZo dokumentis  eqvivalenturi iyos. es gulisxmobs 
iuridiuli dasabuTebis saWiroebasac. amitom, im monacemTa 
gayalbeba, romlebic gamoyenebac ar SeiZleba samarTlebrivi 
miznebisaTvis,  ar aris gaTvaliswinebuli am debulebiT.  
 
 
 

praqtikuli informacia mosamarTleebisaTvis:  

 

rogorc es aRiniSna me-6 muxlTan dakavSirebiT, specialuri ganzraxvis 

mtkicebulebis arseboba, rac moTxovnilia zogierTi debulebis 

mixedviT (rogoricaa muxli 6), xSirad iwvevs gansakuTrebul 

sirTuleebs. “fiSingis” SemTxvevebTan dakavSirebiT situacia odnav 

gansxvavebulia. is garemoebebi, romlebSic gagzavnili iqna 

eleqtronuli werilebi, zogadad mkafiod miuTiTebs amgvari 

ganzraxulobis Taobaze.   

 

 

                                                                                                                            
gansazRvruli danaSaulebis Cadenis mizniT, unda daisajos Tavisuflebis aRkveTiT erTidan 
aT wlamde vadiT,  xolo naklebad seriozul SemTxvevebSi Tavisuflebis aRkveTiT eqvsi 
Tvidan xuT wlamde vadiT.   

157 axsna-ganmartebiTi angariSi, #81  
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rogor aris gansazRvruli es danaSauli Tqveni qveynis 
kanonmdeblobaSi? 
adgilobrivi kanonmdeblobis debulebebis ganxilva da 
situaciuri savarjiSoebi 
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4.7 kompiuteruli TaRliToba kompiuteruli TaRliToba kompiuteruli TaRliToba kompiuteruli TaRliToba  

4.7.1 movlena movlena movlena movlena  

 
TaRliToba kvlavac rCeba kibersivrceSi gavrcelebul erT-erT 
yvelaze popularul danaSaulad. onlain Sopingisa da 
gansakuTrebiT internet auqcionebis warmatebam ufro metad 
xelsayreli garemo Seqmna damnaSaveebisaTvis. yvelaze popularul 
danaSaulTa Soris aris sakredito baraTebsa da auqcionebTan 
dakavSirebuli TaRliToba.158 garda amisa, kompiuteruli sistemebiT 
administrirebuli aqtivebi (eleqtronuli fuli, sadepozito fuli, 
eleqtronuli oqro) gaxda igive manipulaciebis samizne, rogorebic  
xorcieldeba qonebis tradiciuli formebis mimarT. imisaTvis, rom 
Tavidan iqnes acilebuli amgvari, gansakuTrebiT ki internet 
auqcionebis misamarTiT ganxorcielebuli kriminluri qmedebebi, 
miRebuli iqna mTeli rigi teqnikuri saxis zomebi, romlebic 
dakavSirebulia ndobis ganmtkicebasTan.159 Tumca, gamyidvelsa da 
myidvels Soris piradi kontaqtis ararseboba amcirebs SesaZlo 
msxverplebis TviTdacvis SesaZleblobebs.    

 
imis gamo, rom TaRliToba aris gavrcelebuli problema 
internetis farglebs gareTac, erovnuli kanonTa umravlesoba 
Seicavs debulebebs, romlebis Seexeba amgvar danaSaulTa 
kriminalizacias. am debulebebis gamoyeneba internetTan 
dakavSirebuli SemTxvevebisaTvis SeiZleba iyos rTuli, Tuki 
tradiciuli erovnuli sisxlis samarTlis kanonis debulebebi 
dakavSirebulia pirovnebis SecdomasTan.160 internetSi Cadenili 
TaRliTobis bevr SemTxvevaSi damnaSavis qmedebaze reagirebs ara 
adamiani, aramed kompiuteruli sistema. Tuki tradiciuli 
debulebebi, romlebic iTvaliswinebs TaRliTobis kriminalizacias 
ar moicaven kompiuterul sistemebsac, saWiroa erovnuli kanonis 
ganaxleba.    

 

4444....7777....2222.... samarTlebrivi reagireba samarTlebrivi reagireba samarTlebrivi reagireba samarTlebrivi reagireba  

 
konvenciis mizania moaxdinos monacemTa damuSavebis procesSi yvela 
Seusabamo manipulacias kriminalizacia im ganzraxviT, rom gavlena 
iqonios qonebis ukanono gadacemaze kompiuteruli TaRliTobis 
Sesaxeb muxlis uzrunvelyofiT.161      

muxli 8 – kompiuterTan dakavSirebuli TaRliToba  

 

                                              
158 “Law Enforcement Efforts to combat Internet Auction Fraud”, Federal Trade Commission, 2000, gv. 1, 
http://www.ftc.gov/bcp/reports/int-auction.pdf; Beales, Efforts to Fight Fraud on the Internet, Statement before the Senate 
Special Committee on aging, 2004, gv. 7,  http://www.ftc.gov/os/2004/03/bealsfraudtest.pdf. 

159 amis magaliTia PAYPAL-is mier SemoTavazebuli momsaxureba: PAYPAL aris internet biznesi, 
romelic saSualebas aZlevs momxmarebels gadaricxos Tanxa gadaxdis imgvari  tradiciuli 
meTodis gverdze avliT, rogoricaa sagadasaxo davalebebi. is aseve axorcielebs 
saangariSsworebo momsaxurebas auqcionebis veb-gverdebisaTvis.   

160 amis magaliTia germaniis sisxlis samarTlis kodeqsis 263-e nawili, romelic moiTxovs 
piris mcdarobis (Secdomis) dadasturebas. amis gamo, debuleba ar moicavs kompiuterTan 
dakavSirebuli TaRliTobis SemTxvevebis umetesobas: nawili 263, TaRliToba  

(1) is, vinc, im ganzraxviT, rom moipovos misTvis an mesame pirisaTvis arakanonieri 
materialuri sargebeli, daazianebs sxvis qonebas, Secdomis provocirebiT an dadasturebiT, 
ganaxcxadebs ra, rom arsebobs cru faqtebi an moaxdens namdvlil faqtebis damaxinjebas an 
miCqmalvas, unda daisajos  Tavisuflebis aRkveTiT araumetes xuTi wlis vadiT an jarimiT. 

161 axsna-ganmartebiTi angariSi, #86  
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TiToeulma mxarem unda miiRos sakanonmdeblo an sxva saxis zomebi, 

romlebic SeiZleba saWiro iyos imisaTvis, rom TavianT Sida 

kanonmdeblobaSi ganisazRvros dasjad sisxlis samarTlis 

danaSaulad  winaswargamiznuli an uflebis gareSe ganxorcielebuli 

nebismieri is qmedeba, romelic materialur zians miayenebs sxva pirs 

Semdegi gzebiT:   

a.  kompiuteruli monacemebis Seyvana, Secvla, waSla an CaxSoba;  

b. kompiuteruli sistemis funqcionirebaSi nebismieri Careva;  

raTa TaRliTuri an arapatiosani ganzraxviT, uflebis gareSe miiRos 

ekonomikuri sargebeli sakuTari TavisTvis an sxva pirisTvis.  

     

 
muxli 8  kompiuterul TaRliTobasTan dakavSirebuli  qmedebebis  
umetesobas (monacemebis Setana, Secvla, waSla da CaxSoba) 
aerTianebs zogad qmedebaSi “kompiuteruli sistemis 
funqcionirebaSi Careva”, raTa SesaZlebeli iyos masSi momavali 
miRwevebis gaerTianebac.162    

 
umetesi qveynebis sisxlis samarTlis kanonmdeblobebis mixedviT, 
danaSaulebrivma qmedebam unda gamoiwvios ekonomikuri zarali. 
danaSaulis elementebTan (gansakuTrebiT manipulaciasTan) 
mimarTebaSi samarTaldarRveva, zogadi ganzraxulobis garda, 
moiTxovs  sakuTari TavisTvis an sxva pirisTvis ekonomikuri an 
sxva saxis sargeblis mopovebis mizniT specialuri TaRliTuri an 
sxva arapatiosani ganzraxulobis arsebobas. magaliTad, im 
qmedebebisaTvis, romlebzec ar vrceldeba sisxlissamarTlebrivi 
pasuxismgebloba specialuri ganzraxvis ararsebobis gamo, axsna-
ganmartebiTi angariSSi aRniSnulia sabazro konkurenciasTan 
dakavSirebiT arsebuli savaWro praqtika, romelmac SeiZleba 
materialuiri ziani miayenos erT pirs da asargeblos meore, Tumca 
ar aris ganxorcielebuli TaRliTuri an arapatiosani 
ganzraxviT.163    
 

praqtikuli informacia mosamarTleebisaTvis:   

 

is faqti, rom TaRliTuri saqmianoba moicavs sainformacio 

teqnologias TavisTavad ar gulisxmobs imas, rom qmedeba SeiZleba 

CaiTvalos kompiuteruli TaRliTobad. sakmaod xSirad, gamoZiebis 

sawyis etapebze ar xdeba diferenciacia eleqtronuli saSualebebiT 

ganxorcielebul tradiciul TaRliTobasa da kompiuterul 

TaRliTobas Soris, romelic moiTxovs monacemTa damuSavebis 

manipulacias.  

 

 

rogor aris gansazRvruli es danaSauli Tqveni qveynis 
kanonmdeblobaSi? 
adgilobrivi kanonmdeblobis debulebebis ganxilva da 
situaciuri savarjiSoebi 

 

                                              
162 Sedegad, am debulebiT gaTvaliswinebulia ara mxolod monacemebTan, aramed 
aparaturasTan dakavSirebuli danaSaulebic.  

163 konvenciis avtorebi miuTiTeben, rom ar aris gamiznuli am qmedebebis Setana me-8 muxliT 
gansazRvrul danaSaulTa CamonaTvalSi. axsna-ganmartebiTi angariSi #90.  
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4444....8888.... bavSvebisbavSvebisbavSvebisbavSvebis pornografia pornografia pornografia pornografia      

4444....8888....1111.... movlenamovlenamovlenamovlena 

 
bolo wlebis ganmavlobaSi interneti gaxda bavSvebis 
pornografiiT vaWrobis ZiriTadi saSualeba. 164 am movlenas xels 
uwyobs ori ZiriTadi faqtori:  

 
� interneti iZleva unikalur SesaZleblobas Sinaarsis 

gavrcelebis TvalsazrisiT. koleqtiuri gamoyenebis sistemaSi 
failis  ganTavsebiT misi CamotvirTva SeuZlia milionobiT 
momxmarebels mTeli msoflios masStabiT. is faqti, rom 
interneti uzrunvelyofs failebis globaluri masStabiT 
gavrcelebas, zrdis potenciur momxmarebelTa ricxvs 
distribuciis tradiciul gzebTan SedarebiT.   

� pornografiuli masalebis Semcveli veb-gverdebis warmatebis 
meore mizezs warmoadgens im faqti, rom momxmareblebi miiCneven, 
rom ufro naklebad “Canan” onlainis gziT masalis mopovebisas, 
vidre mis Cveulebriv maRaziaSi SeZenisas. es warmoadgens 
gamoZiebebis upiratesobas, vinaidan momxmarebelTa umravlesobam 
arc ki icis, Tu ra kvals toveben isini internet-serfingis 
dros.165  

 

4444....8888....2222.... samarTlebrivi reagireba samarTlebrivi reagireba samarTlebrivi reagireba samarTlebrivi reagireba  

 
imisaTvis, rom sisxlis samarTlis kanonmdeblobis debulebebis 
daxvewis gziT uzrunvelyofili iqnes bavSvebis ukeTesi dacva 
seqsualuri eqspluataciisagan, konvenciaSi Setanilia muxli 
bavSvebis pornografiis Sesaxeb.  

 

muxli 9 – bavSvebis pornografiasTan dakavSirebuli danaSaulebebi  

 

(1) TiToeulma mxarem unda miiRos iseTi sakanonmdeblo an sxva 

saxis zomebi, romlebic SesaZlebelia saWiro gaxdes imisaTvis, rom 

mis saSinao kanonmdeblobaSi  sisxlis samarTlis danaSaulad 

ganisazRvros winaswarganzraxulad da uflebis gareSe Cadenili 

Semdegi saxis qmedebebi:  

 

a) bavSvebis ponografiasTan dakavSirebuli masalebis momzadeba 

maTi kompiuteruli sistemis meSveobiT gavrcelebis mizniT;  

b) bavSvebis ponografiasTan dakavSirebuli masalebis SeTavazeba an  

uzrunvelyofa kompiuteruli sistemis meSveobiT;  

g) bavSvebis ponografiasTan dakavSirebuli masalebis gavrceleba an 

gadacema kompiuteruli sistemis meSveobiT;  

d) bavSvebis ponografiasTan dakavSirebuli masalebis mopoveba 

kompiuteruli sistemis meSveobiT sakuTari TavisTvis an sxva 

pirisaTvis; 

                                              
164 Krone, A Typology of Online Child Pornography Offending, Trends & Issues in Crime and Criminal Justice, No. 279. 
165 kompiuterTan dakavSirebul danaSaulTa CamdenTa kvalis mignebisaTvis arsebuli 
SesaZleblobebis Taobaze, ixileT:  Lipson, Tracking and Tracing Cyber-Attacks: Technical Challenges and 
Global Policy Issues. 
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e) bavSvebis ponografiasTan dakavSirebuli masalebis floba 

kompiuterul sistemaSi an kompiuteruli monacemebis matarebelze;   

(2) zemoT 1-li punqtis miznebidan gamomdinare, “sabavSvo 

pornografiasTan dakavSirebul masalebSi” unda igulisxmebodes 

nebismieri pornografiuli Sinaarsis masalebi, romlebic 

vizualurad asaxaven:  

a) mcirewlovans, romelic monawileobas iRebs sqesobriv ltolvis 

gamomwvev qmedebaSi; 

b) pirs, mcirewlovanis rolSi, romelic monawileobas iRebs 

sqesobriv ltolvis gamomwvev qmedebaSi; 

g) realistur gamosaxulebebs, romlebSic warmodgenili iqneba 

mcirewlovani, romelic monawileobas iRebs sqesobriv ltolvis 

gamomwvev qmedebaSi; 

3) zemoT me-2 paragrafis miznebidan gamomdinare, termini 

“mcirewlovani” gulisxmobs 18 wlamde asakis yvela pirs. amave 

dros, nebismier mxares SeuZlia 16 wlamde daswios asakobrivi 

zRvari.   

4) TiToeulma mxarem SeiZleba daitovos ufleba ar gamoiyenos, 

mTlianad an nawilobriv, punqtebi 1(d), 1(e), 2(b) da 2(g).  
 

mniSvnelovania aRiniSnos me-9 muxliT gansazRvrulia danaSaulis 
ori elementi, romlebic winaaRmdegobrivad aris ganxiluli: 
bavSvebis pornigrafiis flobis kriminalizacia da fiqtiuri 
gamosaxulebebis integracia.       

 

� bavSvebis pornografiis mxolod flobis kriminalizaciis 
xarisxi gansxvavdeba sxvadasxva erovnul sisxlis samarTlis 
sakanonmdeblo sistemebSi.166  bavSvebis pornografiis flobis 
kriminalizaciis  mizezi mdgomareobs imaSi, rom damnaSaveebi 
stimulirebas ukeTeben amgvar masalaze moTxovnas, rac  
ganapirobebs am masalebis uwyvet warmoebas. amgvari masalis 
flobasa da bavSvebis seqsualuri Zaladobas Soris aRniSnuli 
kavSiris gamo, avtorebi aRniSnaven, rom bavSvebis pornografiis 
warmoebis SemcirebisaTvis efeqtur gzas warmoadgens is, rom 
warmoebidan mflobelobaSi gadasvladme mTeli jaWvis 
TiToeuli monawilis qmdebisaTvis ganisazRvros 

sisxlisamarTlebrivi pasuxismgebloba.167 magram konvenciis me-4 
muxlis Tanaxmad, mxareebs SeuZliaT gamoricxon amgvari 
masalebis mxolod flobis kriminalizacia sisxlis samarTlis 
pasuxismgeblobis SemofargvliT bavSvebis pornografiis  
warmoebis, SeTavazebisa da distribuciisaTvis.   

 

 
� muxli 9, punqti 2(b) da (g) aCvenebs, rom samarTlebrivi 

interesebi, romlebic gansazRvrulia me-2 puqtiT ufro farToa, 
vidre bavSvebis pirdapiri dacva seqsualuri Zaladobisagan. 
maSin, rodesac punqti  2(a) pirdapir aqcents akeTebs bavSvTa 
Zaladobis winaRmdeg dacvaze, punqtebi 2(b) da 2(g) Seexeba im 
gamosaxulebebsac ki, romlebic Seiqmna bavSvTa uflebebis 

                                              
166 avstraliaSi sabavSvo pornografiuli masalebis flobis kriminalizaciis Taobaze, 
ixileT: Krone, Does thinking make it so? Defining online child pornography possession offences Trends & Issues in 
Crime and Criminal Justice, #299; Sieber, Kinderpornographie, Jugendschutz und Providerverantwortlichkeit im Internet, 
is comparing various national laws regarding the criminalisation of child pornography.  
167 axsna-ganmartebiTi angariSi, #98 
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darRvevis gareSe, magaliTad, gamosaxulebebi, romlebic 
mTlianad Seiqmna 3D modelirebis programuli uzrunvelyofis  
gamoyenebiT. mizezi, ris gamoc gaTvaliswinebulia fiqtiur 
bavSvebis pornografiasTan dakavSirebuli qmedebebis 
kriminalizacia mdgomareobs imaSi, rom es gamosaxulebebi 
SesaZlebelia, realuri “bavSvisaTvis” zianis miyenebis gareSe,  
gamoyenebuli iqnes bavSvebis cdunebisaTvis, raTa isini 
daTanxmdnen seqsualur aqtebs an imisaTvis, rom Seiqmnas 
moTxovna bavSvebis pornografiul masalebze.168   

 
seqsualuri eqspluataciisagan mcirewlovanTa dacvis 
gaumjobesebis mizniT, 2007 wels evropis sabWom miiRo axali 
konvencia.169  xelmosawerad gamotanidan pirvelive dResve, 
konvencias xeli moawera 23 qveyanam.170 konvenciis erT_erT umTavres 
mizans warmoadgens sisxlis samarTlis kanonmdeblobis im 
debulebebis harmonizeba, romlebic miznad isaxavs bavSvebis dacvas 
seqsualuri eqspluataciisagan.171  am miznis misaRwevad, konvenciaSi 
Setanilia sisxlis samarTlis kanonmdeblobis debulebebi. 
bavSvebis winaaRmdeg seqsualuri Zaladobis kriminalizaciis garda 
(muxli 18), konvenciaSi Setanilia debuleba, romelic Seexeba 
bavSvebis pornografiuli masalebis gacvlas (muxli 20) da 
bavSvebis cdunebas seqsualuri miznebidan gamomdinare (muxli 23).   

 

konvencia seqsualuri eqspluataciisa da seqsualuri Zaladobisagan konvencia seqsualuri eqspluataciisa da seqsualuri Zaladobisagan konvencia seqsualuri eqspluataciisa da seqsualuri Zaladobisagan konvencia seqsualuri eqspluataciisa da seqsualuri Zaladobisagan 

bavSvebis dbavSvebis dbavSvebis dbavSvebis dacvis Sesaxeb acvis Sesaxeb acvis Sesaxeb acvis Sesaxeb   (CETS 201) 
 

muxli 9 – bavSvebis pornografiasTan dakavSirebuli danaSaulebebi 

 

(1) TiToeulma mxarem unda miiRos saWiro sakanonmdeblo an sxva saxis 

zomebi imisaTvis, rom sisxlis samarTlis danaSaulad  gansazRvron 

winaswarganzraxuli da uflebis gareSe Cadenili Semdegi saxis 

qmedebebi:  

 

a) bavSvebis ponografiasTan dakavSirebuli masalebis momzadeba;  

b) bavSvebis ponografiasTan dakavSirebuli masalebis SeTavazeba;   

g) bavSvebis ponografiasTan dakavSirebuli masalebis gavrceleba an 

gadacema;  

d) bavSvebis ponografiasTan dakavSirebuli masalebis SeZena sakuTari 

TavisTvis an sxva pirisTvis;  

e) bavSvebis ponografiasTan dakavSirebuli masalebis floba; 

v) bavSvebis pornografiuli masalebis Segnebuli mopoveba 

sainformacio da sakomunikacio teqnologiebis gamoyenebiT; 

(2) winamdebare muxlis miznebidan gamomdinare, termini “bavSvebis 

pornografia” niSnavs masalebs, romlebic vizualurad asaxavs bavSvs, 

romelic monawileobs namdvil an simulirebul seqsualurad aRmgzneb 

saqcielSi an bavSvis seqsualuri organoebis gamosaxulebas pirveladi 

seqsualuri miznebisaTvis.   

                                              
168 axsna-ganmartebiTi angariSi, #102 

169 evropis sabWo – evropis sabWos konvencia seqsualuri eqspluataciisa da seqsualuri 
Zaladobisagan bavSvebis dacvis Sesaxeb   

170 avstria, belgia, bulgareTi, xorvatia, kviprosi,  fineTi, safrangeTi, germania, saberZneTi, 
irlandia, litva, Mmoldova, niderlandebi, norvegia, poloneTi, portugalia, rumineTi,     
san-marino, serbeTi, slovakeTi,  SvedeTi, yofili iugoslaviis respublika makedonia, 
TurqeTi, dania, islandia, italia, ukraina da gaerTianebuli samefo (ivlisi 2008) 

171 damatebiTi detalebisaTvis ixileT: Gercke, ZUM 2008, 550ff  
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(3) TiToeulma mxarem SeiZleba daitovos ufleba ar gamoiyenos, 

mTlianad an nawilobriv, punqti 1(a) da 1(e) im pornografiuli masalis 

warmoebasa da flobasTan mimarTebaSi, romelic: 

– Seicavs mxolod simulirebul  gamosaxulebas an ararsebuli bavSvis 

realistur gamosaxulebas;  

– asaxavs bavSvebs, romlebmac miaRwies me-18 muxlis me-2 punqtiT  

gansazRvrul asaks, rodesac es gamosaxulebebi aris Seqmnili da maT 

mflobelobaSi maTive TanxmobiT da mxolod maTi piradi 

moxmarebisaTvis.    

(3) TiToeulma mxarem SeiZleba daitovos ufleba ar gamoiyenos, 

mTlianad an nawilobriv, punqti 1(v). 

 
muxli 23A- bavSvebis cduneba seqsualuri miznebisaTvis  

 

TiToeulma mxarem unda miiRos saWiro sakanonmdeblo an sxva saxis 

zomebi, imisaTvis rom moxdes sainformacio da sakomunikacio 

teqnologiebis saSualebiT gakeTebuli ufrosi piris 

winaswarganzraxuli SeTavazebis kriminalizacia, rac gulisxmobs im 

bavSvTan Sexvedras, romlesac ar miuRwevia me-18 muxlis me-2 

paragrafiT gansazRvruli asakisaTvis, im mizniT, rom Caidinos me-18 

muxlis 1(a) punqtiT an me-20 muxlis 1(a) punqtiT gansazRvruli 

nebismieri danaSauli mis winaaRmdeg, rodesac am SeTavazebas mosdevs  

materialuri qmedebebi, romlebsac mivyavarT amgvar Sexvedramde.  

 

201-e konvenciis me-20 muxli didwilad gansxvavdeba kompiuteruli 
danaSaulis Sesaxeb konvenciis me-9 muxlisagan. pirveli ZiriTadi 
gansxvaveba mdgomareobs imaSi, rom  kompiuteruli danaSaulis 
Sesaxeb konvencia aqcents akeTebs im qmedebebze, romlebic 
dakavSirebulia sainformacia da sakomunikacio momsaxurebebTan 
(“bavSvebis ponografiasTan dakavSirebuli masalebis momzadeba 
maTi kompiuteruli sistemis meSveobiT gavrcelebis mizniT“), xolo 
bavSvTa dacvis Sesaxeb konvenciaSi ufro farTo midgomaa 
(“bavSvebis pornografiuli masalebis momzadeba“) da im qmedebebsac 
moicavs, romlebic ar aris dakavSirebuli kompiuterul qselebTan. 
garda amisa, bavSvTa dacvis Sesaxeb konvenciis muxli 20 (1) (v)  
gulisxmobs bavSvebis pornografiis mopovebis qmedebis 
kriminalizaciasac.172 kompiuteruli danaSaulis Sesaxeb konvencia 
ar Seicavs amgvar debulebas.  

 
201-e konvenciis 23-e muxli axdens sainformacio da sakomunikacio 
teqnologiebis saSualebiT seqsualuri miznebisaTvis bavSvebis  
cdunebis qmedebis kriminalizacias. kompiuteruli danaSaulis 
Sesaxeb konvencia ar Seicavs amgvar debulebas.  

 

praqtikuli informacia mosamarTleebisaTvis:  

 

damnaSaveebma SeiZleba gamoiyenon sainformacio teqnologia imisaTvis, 

rom bavSvebis pornografiuli suraTebis gacvlisas an vaWrobisas 

damalon Taviani identuroba. am SemTxvevebSi, sakredito baraTebis 

                                              
172 debuleba gansakuTrebiT Seexeba im SemTxvevebs, rodesac damnaSave afasebs informacias 
kompiuterul qselSi, misi CamotvirTvis gareSe. amgvar SemTxvevebSi informaciis 
xelmisawvdomoba, kompiuteruli sistemis konfiguraciisa da gamoyenebuli momsaxurebidan 
gamomdinare, ar gulisxmobs informaciis flobas.    
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Sesaxeb informaciis xelmisawvdomoba SesaZlebelia iyos ufro 

efeqturi, vidre registraciis Jurnalis analizi.  

 

 

rogor aris gansazRvruli es danaSauli Tqveni qveynis 
kanonmdeblobaSi? 
adgilobrivi kanonmdeblobis debulebebis ganxilva da 
situaciuri savarjiSoebi 
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4444....9999.... inteleqtualuri sakuTreba dainteleqtualuri sakuTreba dainteleqtualuri sakuTreba dainteleqtualuri sakuTreba da masTan  masTan  masTan  masTan  

    dakavSirebuli danaSaulebi dakavSirebuli danaSaulebi dakavSirebuli danaSaulebi dakavSirebuli danaSaulebi     

 

4444....9999....1111.... movlenamovlenamovlenamovlena     

 
musikisa da videoebis analogiuridan cifrul distribuciaze 
gadasvlam warmoSva  saavtoro uflebebis darRvevis axali 
formebi. yoveldRiurad saavtoro uflebebiT daculi milionobiT 
simRerisa da filmis gacvla xdeba failebis koleqtiuri 
gamoyenebis sistemebis meSveobiT.173 zogierTi kinofilmi moxvda 
failebis koleqtiuri gamoyenebis sistemebSi kinoTeatrebSi maT 
msoflio premieramdec ki. 174    

 
gasarTobma industriam reagireba moaxdina teqnikuri zomebis 
miRebiT (cifruli uflebebis menejmenti – DRM), raTa xeli SeeSala 
reproduqciisaTvis175, magram dRemde xdeba am zomebis gverdze avlis 
gzebis povna maTi SemoRebidan mokle periodis ganmavlobaSi.     

arsebobs mTeli rigi programuli instrumentebi, romlebic 
SesaZleblobas aZlevs momxamrebels moaxdinos musikis da 
kinofilmebis Semcveli im diskebis kopireba, romlebic daculia 
cifruli uflebebis menejmentis (DRM) sistemebiT. garda amisa, 
interneti iZleva saSualebas moxdes aslebis gavrceleba mTels 
msoflioSi. Sedegad, inteleqtualuri sakuTrebis uflebebis, 
gansakuTrebiT ki saavtoro uflebebis darRvevebi, internetSi 
yvelaze xSirad Cadenili danaSaulebebs Soris erT-erT pirvel 
adgilzea.   

                                              
173 The latest analysis regarding file-sharing activities in Germany identify up to 7.3 million users who download music 
files from the Internet. Up to 80% of these downloads are related to file-sharing systems. Source: GfK, Brennerstudie 2005. 
174 magaliTi aris filmi “varskvlavebis omi – epizodi 3”, romelic gamoCnda failebis 
koleqtiuri moxmarebis sistemebSi misi oficialur premieramde ramodenime saaTiT adre. 
ixileT: http://www.heise.de/newsticker/meldung/59762 that is taking regard to a MPAA press release.  

175 gamoyenebul teqnologias ewodeba “cifruli uflebebis menejmenti” (DRM). termini 
“cifruli uflebebis menejmenti” (DRM) gamoiyeneba ramodenime teqnologiis aRsaniSnavad, 
romlebic gamoiyeneba programuli uzrunvelyofis, musikis, filmebis da sxva cifruli 
monacemebis kontrolirebadi xelmisawvdomobis uzrunvelsayofad winaswargansazRvruli 
wesebis Sesabamisad. erT-erT ZiriTad funqcias warmoadgens kopirebisagan dacva, rac miznad 
isaxavs im eleqtronuli mowyobilobebze arsebul cifruli media Sinaarsze kontrolis an 
SezRuduli gamoyenebisa da xelmisawvdomobis dawesebas, romlebzec dainstalirebulia 
amgvari teqnologiebi. 
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4444....9999....2222.... samarTlebrivi reagireba samarTlebrivi reagireba samarTlebrivi reagireba samarTlebrivi reagireba  

 
konvenciaSi Setanilia debuleba, romelic miznad isaxavs 
sxvadasxva midgomebis harmonizebas, raTa erovnul kanonebSi moxdes 
sisxlissamarTlebrivi reagireba saavtoro uflebebis darRvevebze.    

 

muxli 10 – saavtoro uflebebisa da maTi momijnave sxva uflebebis 

darRvevasTan dakavSirebuli danaSaulebi    

 
(1) TiToeulma mxarem unda miiRos imgvari sakanonmdeblo an sxva saxis 

zomebi, romlebic SeiZleba saWiro gaxdes imisaTvis, rom TavianT Sida 

kanonmdeblobaSi gansazRvron sisxlis samarTlis danaSaulad  

saavtoro uflebis darRveva, rogorc es gansazRvrulia mocemuli 

mxaris kanoniT, im valdebulebebis Sesabamisad, romlebic mas daekisra 

1971 wlis 24 ivlisis parizis aqtis Sesabamisad,  romliTac 

cvlilebebi Sevida literaturuli da mxatvruli nawarmoebebis dacvis 

Sesaxeb bernis konvenciaSi, inteleqtualuri sakuTrebaze uflebebis 

savaWro aspeqtebis Sesaxeb xelSekrulebaSi da saavtoro uflebebis 

Sesaxeb  inleteqtualuri sakuTrebis msoflio organizaciis 

xelSekrulebaSi, nebismieri im  moraluri uflebebis gamoklebiT, 

romlebic miniWebulia am konvenciebis Sesabamisad, rodesac amgvari 

qmedebebi xorcieldeba nebayoflobiT, komerciuli masStabiT da 

kompiuteruli sistemis meSveobiT. 
(2) TiToeulma mxarem unda miiRos imgvari sakanonmdeblo an sxva saxis 

zomebi, romlebic SeiZleba saWiro gaxdes imisaTvis, rom TavianT Sida 

kanonmdeblobaSi gansazRvron sisxlis samarTlis danaSaulad  

momijnave uflebebis darRveva, rogorc es gansazRvrulia mocemuli 

mxaris kanoniT, im valdebulebebis Sesabamisad, romlebic mas daekisra 

SemsrulebelTa, fonogramebis SemqnelTa da samauwyeblo 

organizaciebis dacvis Sesaxeb saerTaSoriso konvenciis (romis 

konvencia),  inteleqtualuri sakuTrebaze uflebebis savaWro 

aspeqtebis Sesaxeb xelSekrulebisa da Sesrulebebisa da fonogramebis 

Sesaxeb  inleteqtualuri sakuTrebis msoflio organizaciis 

xelSekrulebis Sesabamisad, nebismiri im  moraluri uflebebis 

gamoklebiT, romlebic miniWebulia am konvenciebis Sesabamisad, 

rodesac amgvari qmedebebi xorcieldeba nebayoflobiT, komerciuli 

masStabiT da kompiuteruli sistemis meSveobiT. 
(3) nebismierma mxarem SeiZleba daitovos ufleba garkveul 

garemoebebSi ar daakisros sisxlis samarTlis pasuxismgebloba 

mocemuli muxlis 1-li da me-2 punqtebis Sesabamisad, im pirobiT, rom 

arsebobs samarTlebrivi dacvis sxva efeqturi saSualebebi da, rom 

mocemuli ufleba ar amcirebs mxaris im saerTaSoriso valdebulebebs, 

romlebic gansazRvrulia mocemuli muxlis 1-l da me-2 muxlebSi 

aRniSnul saerTaSoriso dokumentebSi.  
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kompiuteruli danaSaulis Sesaxeb konvenciis me-10 muxlsa da 
erovnuli midgomebis umravlesobas Soris arsebul erT-erT 
ZiriTad gansxvavebas warmoadgens is faqti, rom me-10 muxli  
mkafiod ar gansazRvravs im qmedebebs, romelTa kriminalizaciac 
unda moxdes da mxolod miuTiTebs mTel rig saerTaSoriso 
xelSekrulebebze, maT Soris inteleqtualuri qonebis msoflio 
organizaciis xelSekrulebaze saavtoro uflebebis Sesaxeb.176   

 
kompiuteruli danaSaulis Sesaxeb konvenciis me-10 muxlis mier 
gansazRvrul saavtoro uflebebTan dakavSirebul danaSaulTa  
kriminalizacia177 Semoifargleba mxolod seriozuli SemTxvevebiT 
da, aqedan gamomdinare, gamoricxavs saavroto uflebebis 
umniSvnelo darRvevebs. 178 am konteqstSi, konvencia moicavs mxolod 
im qmedebebs, romlebic Cadenilia kompiuteruli sistemis meSveobiT. 
saavtoro uflebebis darRvevebi ar moicavs im sainformacio 
teqnologiebs, romlebic ar aris gansazRvruli am debulebiT.     

 
kriminalizaciasTan dakavSirebuli meore ZiriTadi SezRudva 
ganpirobebulia komerciuli masStabis darRvevis arsebobis 
moTxovniT. igive SezRudva arsebobs inteleqtualuri sakuTrebis 
uflebebis vaWrobasTan dakavSirebuli aspeqtebis Sesaxeb 
xelSekrulebaSic, romelic moiTxovs sisxlissamarTlebriv dasjas 
mxolod „komerciuli masStabis piratobis“ SemTxvevaSi.  vinaidan 
koleqtiuri gamoyenebis sistemebSi saavtoro uflebebis darRvevis 
SemTxvevebis umetesoba ar aris komerciuli masStabis, maTze ar 
vrceldeba me-10 muxlis  debulebebi.  
  

praqtikuli informacia mosamarTleebisaTvis:  

 

failebis koleqtiuri moxmarebis sistemebis yvelaze popularuli 

versiebi SesaZleblobas aZlevs samarTaldamcav organoebs moaxdinos 

im momxmarebelTa identifikacia, romlebic xelmisawvdoms xdian 

saavtoro uflebebiT dacul xelovnebis nimuSebs. damnaSaveTa 

mikvlevis es procesi aris ufro rTuli, rodesac damnaSave iyenebs 

failebis koleqtiuri moxmarebis mesame Taobis sistemas179, romelic 

iZleva anonimuri komunikaciis saSualebas. am SemTxvevebSi kvals 

ueWvelad ar mivyavarT damnaSavesTan.  es garemoeba unda iqnes 

miRebuli mxedvelobaSi mosamarTlis mier mtkicebulebis Sefasebis 

dros.     

 

rogor aris gansazRvruli es danaSauli Tqveni qveynis 
kanonmdeblobaSi? 

                                              
176 am konteqstSi mniSvnelovania aRiniSnos, rom konvenciis xelmowera ar avaldebulebs 
saxelmwifoebs gaxdnen inteleqtualuri qonebis msoflio organizaciis wevri. sakmarisia, 
rom moxdes im darRvevebis kriminalizacia, romlebic aRniSnulia kompiuteruli danaSaulis 
Sesaxeb konvenciis me-10 muxlSi.   
177 me-3 punqti SesaZleblobas aZlevs mxareebs Tavidan aicilon saavtoro uflebebis 
darRvevebis kriminalizacia, imis gaTvaliswinebiT, rom isini uzrunvelyofen sxva efeqturi 
saSualebebis gamoyenebas da, rom amgvari acileba ar Semcirebs mxareTa saerTaSoriso 
valdebulebebs.    

178konvenciaSi gansazRvrulia minimaluri standartebi internetTan dakavSirebuli 
danaSaulebebisaTvis. amitom, mxareebs SeuZliaT gascdnen saavtoro uflebebis darRvevebis 
kriminalizaciisaTvis gansazRvrul «komerciul masStabis»  farglebs. 

179 Clarke/Sandberg/Wiley/Hong, “Freenet: a distributed anonymous information storage and retrieval system”, 2001; 
Chothia/Chatzikokolakis, “A Survey of Anonymous Peer-to-Peer File-Sharing”: http://www.spinellis.gr/pubs/jrnl/2004-
ACMCS-p2p/html/AS04.pdf; Han/Liu/Xiao;Xiao, “A Mutual Anonymous Peer-to-Peer Protocol Desing”, 2005. 
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adgilobrivi kanonmdeblobis debulebebis ganxilva da 
situaciuri savarjiSoebi 
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5555.... kompiuterulkompiuterulkompiuterulkompiuterul----teqnikuri eqspertiza da eleqtronuli teqnikuri eqspertiza da eleqtronuli teqnikuri eqspertiza da eleqtronuli teqnikuri eqspertiza da eleqtronuli 
mtkicebuleba mtkicebuleba mtkicebuleba mtkicebuleba     

 
sesiis bolos misma monawileebma unda icodnen:   

� kompiuterul-teqnikuri eqspertizis safuZvlebi;  

� eqspertizis yvelaze farTod gamoyenebuli meTodebi;   

� zomebi, romelTa miRebac saWiroa eleqtronuli mtkicebulebis 
mopovebisa da analizisaTvis.   

 
winamdebare nawili Seicavs miTiTebebs ufro detalur 
informaciaze kompiuterul-teqnikuri eqspertizisa da cifruli 
mtkicebulebebis sxvadasxva aspeqtebis, maT Soris, sagamomZieblo 
meTodebis praqtikul gamoyenebis Taobaze.  

 
kompiuteruli danaSaulebebis zrdasTan, aseve, sainformacio-
sakomunikacio teqnologiebis gamoyenebasTan erTad, kompiuterul-
teqnikuri eqspertiza da cifruli mtkicebulebebi TamaSoben 
mniSvnelvan rols samarTaldamcavi organoebisa da sasamarTloebis 
praqtikul saqmianobaSi. 180kerZod, im SemTxvevebSi, rodesac 
gamoZiebis pirveli nabijebi efuZneba mxolod cifrul kvals 
(vinaidan tradiciuli mtkicebulebebi, rogorebicaa TiTis 
anabeWdebi an mowmeebi ar arsebobs), SesaZlebloba imisa, rom 
warmatebiT moxdes damnaSavis identificireba da misi 
samarTlebrivi devna efuZneba cifruli mtkicebulebebis sworad 
Segrovebasa da Sefasebas. 181   
 

                                              
180 Casey, Digital Evidence and Computer Crime, 2004, gverdi 11; Lange/Nimsger, Electronic Evidence and Discovery, 
2004, 1; Hosmer, Proving the Integrity of Digital Evidence with Time, International Journal of Digital Evidence, tomi 1, 
#1,  gv. 1  
181 kompiuterul-teqnikuri eqspertizis formalizebis saWiroebasTan dakavSirebiT, ixileT: 
Leigland/Krings, A Formalization of Digital Forensics, International Journal of Digital Evidence, 2004, tomi 3, #2     
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5.1. cifruli cifruli cifruli cifruli mtkicebulebebimtkicebulebebimtkicebulebebimtkicebulebebi182 
 
kompiuteruli teqnologiebis ganviTarebasa da danaSaulTa 
CadenisaTvis mis gamoyenebasTan erTad, cifruli mtkicebulebebi 
iqca axali tipis mtkicebulebebad.183 cifruli mtkicebulebad 
miiCneva nebismieri monacemebi, romlebic inaxeba an gadaicema 
kompiuteruli teqnologiis gamoyenebiT da, romelic mxars uWers 
Teorias imis Sesaxeb, Tu rogor moxda danaSauli.184 tradiciuli 
formatis dokumentaciidan kompiuterul failebze gadasvlis gamo, 
cifruli mtkicebuleba TamaSobs mniSvnelovan rols rogorc 
tradiciuli danaSaulTa, aseve kompiuteruli danaSaulTa 
gamoZiebis TvalsazrisiT. 185 

 
kompiuteruli teqnologiis gamoyenebam ara marto danerga 
mtkicebulebebis axali kategoria, aramed aseve gavlena moaxdina 
imaze, Tu rogor iyeneben samarTaldamcavi organoebi da 
sasamarTloebi mtkicebulebebs.186 warsulSi tradiciuli 
dokumentaciis wardgena sasamarTloSi xdeboda qaRaldze 
dabeWdili originali dokumentis saxiT.  

 
imis gamo, rom ar arsebobs konkretuli normebi cifruli 
mtkicebulebebis sasamarTloSi wardgenisaTvis, amgvari 
mtkicebulebebi xSirad wardgenili iyo failebis an sxva saxis 
monacemebis amonabeWdebis formiT.187 mTelma rigma qveynebma daiwyes 
TavianTi kanonmdeblobis ganaxleba, raTa sasamarTloebs 
SesaZlebloba hqondeT amobeWdvis gareSe gamoiyenon cifruli 
mtkicebulebebi.188 kompiuteruli danaSaulis transnacionaluri 
Sinaarsis miuxedavad, mtkicebulebebis Segroveba ZiriTadad 
regulirdeba erovnuli normatiuli dokumentebiT.   
 

5.1.1. cifrul mtkicebulebebTan dakavSirebuli sirTuleebi cifrul mtkicebulebebTan dakavSirebuli sirTuleebi cifrul mtkicebulebebTan dakavSirebuli sirTuleebi cifrul mtkicebulebebTan dakavSirebuli sirTuleebi  
 
cifrul mtkicebulebebs gaaCnia mTeli rigi msgavsebebi 
mtkicebulebebis sxva kategoriebTan. Sedegad, msgavsi moTxovnebi189 
unda iqnes miRebuli mxedvelobaSi, rodesac saqme gvaqvs cifrul 
mtkicebulebebTan. samarTaldamcavma organoebma unda uzrunvelyon, 
rom mtkicebuleba aris auTenturi, sruli, sando190, zusti da, rom 
mtkicebulebis mopovebis procesi mimdinareobs kanonis moTxovnebis 

                                              
182  es nawili iTvaliswinebs Semdeg dokuments:  Fredesvinda Insa, CYBEX. 
183 Lange/Nimsger, Electronic Evidence and Discovery, 2004, 1; kompiuteruli eqspertizisa da cifruli 
mtkicebulebebis istoriuli ganviTarebis Sesaxeb, ixileT: Whitcomb, An Historical Perspective of 
Digital Evidence: A Forensic Scientist’s View, International Journal of Digital Evidence, 2002, tomi 1, #1 
184 Casey, Digital Evidence and Computer Crime, 2004, gv.12;  The admissibility of Electronic evidence in court: fighting 
against high-tech crime,2005, Cybex,  
 http://www.cybex.es/agis2005/elegir_idioma_pdf.htm. 
185 Lange/Nimsger, Electronic Evidence and Discovery, 2004, 3; Kerr, Searches and Seizure in a Digital World, Harvard 
Law Review, tomi 119, gv.532; Turnbull/Blundell/Slay, Google Desktop as a Source of Digital Evidence, International 
Journal of Digital Evidence, 2006, tomi 5, #1 
186 tradiciuli procedurebisa da doqtrinebis safuZvelze cifruli mtkicebulebebis 
mopoveba/gamoyenebasTan dakavSirebuli sirTuleebis Taobaze, ixileT:  Moore, To View or not to 
view: Examining the Plain View Doctrine and Digital Evidence, American Journal of Criminal Justice, tomi 29, #1, gv. 
57 da Semdgom  
187 ixileT: Vacca, Computer Forensics, Computer Crime Scene Investigation, me-2 gamocema, 2005, gv.3 
188 erovnuli kanonmdeblobis statusis Sesaxeb, magaliTisaTvis ixileT: The admissibility of 
Electronic evidence in court: fighting against high-tech crime, 2005, Cybex, 
 http://www.cybex.es/agis2005/elegir_idioma_pdf.htm; Willinger/Wilson, Negotiating the Minefields of Electronic 
Discovery, Richmond Journal of Law & Technology, 2004, tomi X, #5 
189 ixileT: Vacca, Computer Forensics, Computer Crime Scene Investigation, me-2 gamocema, 2005, gv.19 
190 cifruli gamoZiebebTan dakavSirebuli pasuxismgeblobis Sesaxeb, ixileT: Casey, Error, 
Uncertainty, and Loss in Digital Evidence, International Journal of Digital Evidence, 2002, tomi 1, #2  
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Sesabamisad.191 amave dros, mTeli rigi aspeqtebi xdis cifrul 
mtkicebulebas unikalurs da amitom saWiroebs gansakuTrebul 
yuradRebas: 
  
� myife192. kompiuteruli sistemis meSveobiT damuSavebuli 

zogierTi cifruli monacemebi Zalzed myofea da advilad 
SeiZleba waiSalos193 da modificirdes. es aspeqti kavSirSia 
cifruli mtkicebulebis ara mxolod SefasebasTan, aramed misi 
Segrovebis procesTanac. monacemebi, romlebic inaxeba mxolod 
operatiul monacemebis sistemis mexsierebaSi zogadad SeiZleba 
daikargos sistemis gaTiSvis SemTxvevaSi194, Tuki ar iqneba 
miRebuli specialuri teqnikuri zomebi am procesis Tavidan 
asacileblad.195 ramdenadac sistemis mexsierebaSi Senaxuli 
informacias SeiZleba didi mniSvneloba hqondes 
gamoZiebisaTvis196, am mtkicebulebis Segrovebis teqnika SeiZleba 
gansxvavdebodes tradiciuli mtkicebulebebis Segrovebis 
procesebisagan.        

 
� Secvlas daqvemdebarebuli. cifruli monacemebi advilad 

eqvemdebareba Secvlas. kompiuterul-teqnikuri eqspertizis erT-
erT fundamentur princips warmoadgens cifruli monacemebis 
xelSeuxeblobis uzrunvelyofis aucilebloba.197 procesis 
sruli dokumentaciisa da im meTodebis gamoyeneba, romlebic  
uzrunvelyofs kompiuteruli monacemebis xelSeuxelblobas 
arsebiTia imisaTis, rom Tavidan iqnes acilebuli eWvmitanilis 
gancxadeba imis Taobze, rom mtkicebuleba gayalbebuli iqna.198 

Sedegad, kompiuterul-teqnikuri eqsperitizis specialistebi 
cdiloben Caanacvlon gamoZiebis is procesebi, romlebic iwvevs 
eWvmitanilis kompiuterze failebis Secvlas ufro daxvewili 
procesebiT.   

 
� decentralizirebuli Senaxva. kompiuteruli qselisa da 

monacemTa SenaxvisaTvis gankuTvnili distanciuri serverebis 
xelmisawvdomobam gavlena iqonia informaciis Senaxvis formaze. 
maSin, rodesac warsulSi gamomZieblebs SesaZlebloba hqondaT 
kompiuteruli monacemebis Zebnis dros aqcenti gaekeTebinaT 
eWvmitanilis sacxovrebel adgilze, dRes maT sWirdebaT 
mxedvelobaSi miiRon is garemoeba, rom cifruli informacia 
SeiZleba fizikurad Senaxuli iqnes sazRvargareTY da, 
saWiroebis SemTxvevaSi, distanciurad iyos gamoyenebuli 
eWvmitanilis mier.199  

 
� teqnikuri ganviTarebis siCqare. teqnikuri ganviTareba swrafi 

tempebiT mimdinareobs. miRwevebis mniSvnelovani raodenoba 

                                              
191 Giordano, Electronic Evidence and the Law, Information Systems Frontiers, tomi 6, #2, 2006, gv.161 
192 ixileT: Casey, Digital Evidence and Computer Crime, 2004, gv.16; Vacca, Computer Forensics, Computer Crime 
Scene Investigation, me-2 gamocema, 2005, gv.39 
193 Moore, To View or not to view: Examining the Plain View Doctrine and Digital Evidence, American Journal of 
Criminal Justice, tomi 29, #1, 2004, gv. 58 
194 Nolan/O’Sullivan/Branson/Waits, First Responders Guide to Computer Forensics, 2005, gv. 88 
195ixileT: Haldermann/Schoen/Heninger/Clarkson/Paul/Calandrino/Feldmann/Applebaum/Felten, Lest We Remember: 
Colt Boot Attacks on Encryption Keys 
196 Nolan/O’Sullivan/Branson/Waits, First Responders Guide to Computer Forensics, 2005, gv.92 
197 Hosmer, Proving the Integrity of Digital Evidence with Time, International Journal of Digital Evidence, 2002, tomi 1, 
#1, gv.1 
198 Giordano, Electronic Evidence and the Law, Information Systems Frontiers, tomi 6, #2, 2006, gv. 162.  
199 Casey, Digital Evidence and Computer Crime, 2004, gv.20 



evrosabWos treningi qselur danaSaulSi 

 
www.coe.int/cybercrime 

 

mosamarTleTa treningi qselur danaSaulSi 77 

axali sirTuleebis winaSe ayenebs sasamarTlo eqspertizas.200 es 
progresi moiTxovs im pirebis mudmiv wvrTnas, romlebic 
monawileoben mtkicebulebebis SegrovebaSi da, aseve, eqsper-
tizisaTvis saWiro mowyobilobebs mudmiv ganaxlebas.201 

operatiuli sistemebis axal versiebs da sxva programul 
produqtebs SeuZliaT generireba gaukeTon gansxvavebul 
monacemebs, romlebic SeiZleba aseve dakavSirebuli iqnes 
gamoZiebebTan. igive progress ganicdis aparaturac.202 maSin, 
rodesac warsulSi monacemebi inaxeboda rbil magnitur 
diskebze, dRes gamomZieblebma unda gaiTvaliswinon is 
garemoeba, rom Sesabamisi informacia SeiZleba Senaxuli iqnes  
MP3 pleerebze an saaTebSi, romlebic Seicaven USB Sesanax 
mowyobilobebs.      

 

                                              
200 Harrison/Aucsmith/Geuston/Mocas/Morrissey/Russelle, A Lesson learned repository for Computer Forensics, 
International Journal of Digital Evidence, 2002, tomi 1, #3, gv. 1 
201 kompiuteruli eqspertizis formalizaciis saWiroebis Sesaxeb, ixileT: Leigland/Krings, A 
Formalization of Digital Forensics, International Journal of Digital Evidence, 2004, tomi 3, #2, gv. 2 
202 See Kerr, Searches and Seizure in a Digital World, Harvard Law Review, tomi 119, gv.538 
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5.1.2. tradiciuli mtkicebulebebi kvlav mniSvnelovania tradiciuli mtkicebulebebi kvlav mniSvnelovania tradiciuli mtkicebulebebi kvlav mniSvnelovania tradiciuli mtkicebulebebi kvlav mniSvnelovania  

 
miuxedavad im faqtisa, rom kompiuterul danaSaulobaTa 
SemTxvevebis gamoZiebisas203 aqcenti gakeTdeba cifrul 
mtkicebulebaze, damnaSavis identificirebaSi mniSvnelovan rols 
TamaSobs mtkicebulebebis sxva kategoriebic da amitom ar unda 
gamoiricxos. es gansakuTrebiT yuradsaRebia, vinaidan kompiuteriT 
ganxorcielebuli yvela operacia ar tovebs cifrul kvals da 
yvela arsebuli kvali ar aris dakavSirebuli eWvmitanilTan.204 
magaliTad, Tuki eWvmitanili iyenebs sazogadoebriv internet kafes 
bavSvebis pornografiis CamosatvirTad, SeuZlebeli iqneba 
CamotvirTvis procesis dakavSireba konkretul pirovnebasTan, Tuki 
igi ar daregistrirda205 an ar datova piradi informacia. am 
SemTxvevaSi sasargeblo iqneba saTvalTvalo video kameris 
Canaweri, amgvaris arsebobis SemTxvevaSi.   

 
rac Seexeba im danaSaulebebs, romlebic moicavs finansur 
tranzaqciebs, damnaSavis identificirebis mizniT gamoZiebam unda 
gaiTvaliswinos safinanso organizaciebis mier Senaxuli Canawerebi.   

bavSvebis pronografiis winaaRmdeg 2007 wels Catarebuli 
globaluri masStabis gamoZieba efuZneboda eWvmitanilTa 
identificirebas im finansuri tranzaqciebis analizis mixedviT, 
romlebic xorcieldeboda bavSvebis pornografiis Sesyidvis 
mizniT.206    
 

                                              
203 Moore, To View or not to view: Examining the Plain View Doctrine and Digital Evidence, American Journal of 
Criminal Justice, tomi 29, #1, 2004, gv.58   
204 kompiuterSi Senaxuli CanawerebTan eWvmitanilis dasakavSireblad gamoyenebuli midgomebis 
Sesaxeb ixileT, magaliTad:  Giordano, Electronic Evidence and the Law, Information Systems Frontiers, tomi 
6, #2, 2006, gv. 165   
205 italiaSi sazogadoebrivi internet terminalebiT sargeblobamde daregistrirebis 
valdebulebis Taobaze, ixileT: Hosse, Italy: Obligatory Monitoring of Internet Access Points,  CRi 2006, gv. 
94    
206 ixileT:  Schnabel, The Mikado Principle, Datenschutz und Datensicherheit, 2006, gv. 426 da Semdgom   



evrosabWos treningi qselur danaSaulSi 

 
www.coe.int/cybercrime 

 

mosamarTleTa treningi qselur danaSaulSi 79 

5.2. kompiuterulkompiuterulkompiuterulkompiuterul----teqniteqniteqniteqnikuri eqspertizakuri eqspertizakuri eqspertizakuri eqspertiza 
 
termini kompiuterul-teqnikuri eqspertiza gamoiyneba cifruli 
mtkicebulebebis Zebnis mizniT sainformacio-teqnikuri 
mowyobilobebis sistemuri analizis aRsaniSnavad.207 kompiuterul-
teqnikuri analizi Cveulebriv xorcieldeba danaSaulis Cadenis 
Semdgom. 208  Cveulebriv gamoZiebebTan SedarebiT, amgvari analizis 
ganxorcieleba dakavSirebulia specifikur sirTuleebTan, vinaidan 
kompiuteruli teqnologia mudmivad icvleba da sul ufro da 
ufro meti informacia inaxeba cifrul formatebSi, rac zrdis 
potenciuri mtkicebulebebis raodenobas.209 Sesabamisad, aqcenti 
keTdeba mtkicebulebebis samarTalwarmoebaSi gamoyenebis 
SesaZleblobaze.210es ki garkveulwilad amcirebs kompiuterul-
teqnikuri eqspertizebis Catarebis SesaZleblobas, vinaidan isini 
SezRudulebi arian samarTlebrivi standartebiT.211 im SemTxvevaSic 
ki, Tuki axali teqnikuri miRwevebi SesaZlebels gaxdis axal 
kompiuterul-teqnikur gamoZiebebs, maTi gamoyeneba damokidebuli 
iqneba imaze, Tu ramdenad iqneba es axali instrumentebi 
gaTvaliswinebuli arsebuli sakanonmdeblo baziT.   

   

5.2.1. kkkkompiuterulompiuterulompiuterulompiuterul----teqnikuriteqnikuriteqnikuriteqnikuri    eqspertebis monawileobis eqspertebis monawileobis eqspertebis monawileobis eqspertebis monawileobis 
fazebi fazebi fazebi fazebi  

 
kompiuterul-teqnikuri eqspertebi monawileoben ara mxolod 
sisxlis samarTlis saqmeebis warmoebaSi, aramed TamaSoben 
mniSvnelovan rols samoqalaqo saqmeebis warmoebaSic, dacvis 
strategiis ganviTarebasa da ganaTlebaSi. sisxlis samarTlis 
saqmeebis warmoebasTan mimarTebaSi, maTi CarTuloba xdeba oTx 
etapze: 212    

 
� Sesabamisi mtkicebulebis identificireba. kompiuterul-teqnikur 

eqspertebi TamaSoben mniSvnelovan rols sagamoZiebo strategiis 
SemuSavebaSi. maT SeuZliaT daexmaron samarTaldamcav 
organoebs gamoZiebis dawyebamde gansazRvron saukeTeso 
sagamoZiebo teqnika. garda amisa, kompiuterul-teqnikuri eqspert-
konsultantebi TamaSoben mniSvnelovan rols    gamoZiebis 
procesSi, magaliTad, imiT, rom akeTeben qselis 
infrastruqturis analizs eWvmitanilis saxlSi, raTa 

                                              
207  ixileT: Giordano, Electronic Evidence and the Law, Information Systems Frontiers, tomi 6, #2, 2006, gv. 162; 
Vacca, Computer Forensics, Computer Crime Scene Investigation, me-2 gamocema, 2005, gv.21;  Ruibin/Gaertner, Case-
Relevance Information Investigation: Binding Computer Intelligence to the Current Computer Forensic Framework, 
International Journal of Digital Evidence, 2005, tomi 4, #1; Reith/Carr/Gunsch, Examination of Digital Forensic 
Models, International Journal of Digital Evidence, 2002, tomi 1, #2, gv. 3  
208 ixileT: Vacca, Computer Forensics, Computer Crime Scene Investigation, me-2 gamocema, 2005, gv.21 
209 Lange/Nimsger, Electronic Evidence and Discovery, 2004, 3; Kerr, Searches and Seizure in a Digital World, Harvard 
Law Review, tomi 119, gv.532     ixileT: Vacca, Computer Forensics, Computer Crime Scene Investigation, me-2 
gamocema, 2005, gv.35 
210 ixileT: Vacca, Computer Forensics, Computer Crime Scene Investigation, me-2 gamocema, 2005, gv.35 
211Kenneally, Confluence of Digital Evidence and the Law: On the Forensic Soundness of Live-Remote Digital Evidence 
Collection, UCLA Journal of Law & Technology, 2005, tomi 9, #2 
212kompiuteruli damaSaulis gamoZiebebis sxvadasxva modelebTan dakavSirebiT, ixileT:  
Ciardhuain, An Extended Model of Cybercrime Investigation, International Journal of Digital Evidence, 2004, tomi 3, 
#1;  aseve, ixileT: Ruibin/Gaertner, Case-Relevance Information Investigation: Binding Computer Intelligence to the 
Current Computer Forensic Framework, International Journal of Digital Evidence, 2005, tomi 4, #1, romelic 
diferenciacias akeTebs eqvs sxvadasxva fazas Soris.  
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gansazRvron Sesanaxi mowyobilobebis SesaZlo adgilmde-
bareoba.213   

 
� mtkicebulebebis Segroveba da Senaxva.  cifruli mtkice-

bulebebis Segroveba SesaZlebelia moxdes rogorc fizikurad 
im adgilze, sadac isini inaxeba, aseve, distanciurad. 
gamomZieblebs, romlebic pirvel nabijebs akeTeben 
mtkicebulebebis Sesagroveblad (pirveli responderi), 
mniSvnelovani pasuxismgebloba akisriaT gamoZiebis mTeli 
procesis warmarTvisaTvis.214 Tuki isini miiReben aramarTebul 
gadawyvetilebebs monacemebis SenaxvasTan mimarTebaSi, 
SesaZlebelia daikargos mniSvnelovani kvali. maTi amocanis 
sirTuleze metyvelebs, magaliTad, is, Tu rogor moeqcnen isini  
eWvmitanilis CarTul kompiuterebs. 215 kompiuteris gamorTvis 
magivrad, operatiuli sistemis brZanebebis gamoyenebiT     

misTvis eleqtroenergiis miwodebis Sewyveta zogadad 
rekomendriebuli proceduraa. magram im SemTxvevaSi, Tuki 
damnaSave iyenebda daSifrvis teqnologias, eleqtroenergiis 
miwodebis Sewyvetam SeiZleba gamoiwvios failebis ganSifvra. 
amitom, pirvelma responderma unda miiRos gadawyvetileba 
imasTan dakavSirebiT, Tu raze gaakeTos gamoZiebam aqcenti.   

 
kompiuterul-teqnikuri eqspertiza ar aris gamarTlebuli im 
gamoZiebebisaTvis, romlebic tardeba Sesabamisi monacemebis 
Senaxvis adgilebze. kompiuterul-teqnikur eqspertebs aseve 
SeuZliaT daxmareba gauwion gamoZiebas imiT, rom moamzadeben 
moTxovnas servisis provaiderebisaTvis wardgenis mizniT216 da 
daexmarebian gamomZieblebs Sesabamisi saqmis dosiebis SeqmnaSi217, 
romlebic saWiroa Segrovebuli mtkicebulebebis sandoobis 
dasamtkiceblad.   

 
� kompiuteruli teqnologiis analizi da cifruli 

mtkicebulebebi.  mesame etapi moicavs cifruli mtkicebulebebis 
da, aseve, amoRebuli aparaturis analizTan dakavSirebul yvela 
aspeqts. zogadad es aris yvelze rTuli etapi gamoZiebis mTels 
procesSi. 218 pirveli responderebi xSirad konfiskacias ukeTeben 
ramodenime Sesanax mowyobilobas. TiToeuli Sesanaxi 
mowyobiloba SeiZleba Seicavdes aTasobiT fails. monacemTa 
mxolod is raodenobac ki, romelsac sWirdeba analizi 
TavisTavad didi sirTuleebis winaSe ayenebs gamomZieblebs.219 

aqedan gamomdinare,  gamoZiebisaTvis Sesabamisi informaciis 
identificireba da misi dakavSireba warmoadgens kompiuterul-
teqnikuri eqspertebis erT-erT umTavres amocanas.220 maTi samuSao 

                                              
213 sasamarTlo eqspetebic ki yvela SemTxvevaSi ver SesZleben Senaxvis adgilmdebareobis 
identificirebas im adaniamebis daxmarebis gareSe, romlebmac ician adgilobrivi sistemis 
konfiguracia. gamoZiebis mxardaWeris mizniT  specialuri codnis mqones adamianebis, 
rogorebicaa sistemis administratorebi, moTxovnis SesaZleblobis Sesaxeb ixileT: 
kompiuteruli danaSaulis Sesaxeb konvenciis me-4 paragrafis me-19 muxli.   
214 Nolan/O’Sullivan/Branson/Waits, First Responders Guide to Computer Forensics, 2005, gv.88  
215 Nolan/O’Sullivan/Branson/Waits, First Responders Guide to Computer Forensics, 2005, gv. 171 
216 ixileT: Vacca, Computer Forensics, Computer Crime Scene Investigation, 2nd Edition, 2005, gv. 15 
217 ixileT:  Vacca, Computer Forensics, Computer Crime Scene Investigation, me-2 gamocema, 2005, gv. 24 
218 Ruibin/Gaertner, Case-Relevance Information Investigation: Binding Computer Intelligence to the Current Computer 
Forensic Framework, International Journal of Digital Evidence, 2005, tomi 14, #1 
219 kompiuteruli eqspertizis formalizaciis saWiroebis Taobaze, ixileT: Leigland/Krings, A 
Formalization of Digital Forensics, International Journal of Digital Evidence, 2004, tomi 3, #2, gv.2 
220 Ruibin/Gaertner, Case-Relevance Information Investigation: Binding Computer Intelligence to the Current Computer 
Forensic Framework, International Journal of Digital Evidence, 2005, tomi 4, #1 
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moicavs rogorc kompiuterul sistemaSi arakanonieri Sinaarsis 
Ziebas, aseve,  registraciis failebis analizs.221 kompiuteruli 
danaSaulis Cadenisas  damnaSavis mier ganxorcielebuli yvela 
qmedeba ar tovebs kvals. miuxedavad amis, yvela xelmisawvdomi 
mtkicebulebebis analiziT kompiuterul-teqnikuri eqspertebs 
SeuZliaT daadginon, Tu ra gziT iqna danaSauli iqna 
Cadenili.222  mesame etapi aseve moicavs sruli angariSis 
momzadebas, romelSic sxva sakiTxebTan erTad mocemulia 
gamoZiebis im etapebisa da meTodebis CamonaTvali, romlebic 
gamoyenebuli iqna mtkicebulebebis mosapoveblad.   

 
� mkicebulebis wardgena sasamarTloSi. zogadad, kompiuterul-

teqnikuri eqspertebi ar waradgenen mtkicebulebas sasamarT-
loSi, Tumca maT SeuZliaT iTamaSon mniSvnelovani roli 
sisxlis samarTlis saqmis warmoebaSi. kompiuterul-teqnikurma 
eqspertebma SeiZleba Seasrulon eqsperti-mowmeebis roli, riTac 
daexmarebian sasamarTlo procesSi CarTul adamianebs gaiazron 
mtkicebulebebis Seqmnisa da  maTi Sefasebis procesebi, aseve, 
mtkicebulebebis SegrovebisaTvis gamoyenebuli procedurebi.223 

 
 
 

5.2.2. kompiuterulkompiuterulkompiuterulkompiuterul----teqnikuri eqspertizebis nimuteqnikuri eqspertizebis nimuteqnikuri eqspertizebis nimuteqnikuri eqspertizebis nimuSebi Sebi Sebi Sebi   

 
oTxi etapis farglebSi (da gansakuTrebiT mesame etapze) 
SesaZlebelia ganxorcieldes mravalricxovani kompiurterul-
teqnikuri eqspetizebi. marTebuli sagamomZieblo teqnikis arCeva 
damokidebulia sxvadasxva faqtorebze – gansakuTrebiT ki imaze, Tu 
Tu ra saxis danaSauli warmoadgens gamoZiebis sagans.   

 
yvelze gavrcelebul teqnikebs Soris aris:   

 
� aparaturis analizi. Tuki gamomZieblebis mier xdeba 

kompiuteris aparaturuli uzrunvelyofis konfiskacia, 
kompiuterul-teqnikur eqspertebs SeuZliaT Caataron misi 
analizi sistemasTan dakavSirebuli informaciis Sesagroveblad. 
amgvari gamoZiebis gziT SesaZlebelia, magaliTad, imis 
damtkiceba, hqonda Tu ara damnaSaves SesaZlebloba SeeerTebina 
kompiuteruli sistema internetTan. garda amisa, aparaturis 
analizi SesaZlebelia saWiro iyos, Tuki, registraciis 
procesSi sistemasTan dakavSirebuli informaciis gadacemis 
gamo cnobili gaxdeba, rom eWvmitanilma gamoiyena aparaturis 
konkretuli konfiguracia.   

 
� kompiuteris programuli uzrunvelyofis funqciis analizi. 

aparaturis garda, kompiuteris programuli uzrunvelyofa 
TamaSobs mniSvnelovan rols kompiuteruli sistemis muSaobaSi. 
magaliTad, kompiuterul-teqnikur eqspertebs SeuZliaT 
gansazRvron kompiuteruli virusis an  zianis gamomwvevi 
programuli saSualebebis  sxva formebis funqciebic. garda 
amisa, maT SeuZliaT aRadginon programuli uarunvelyofis 

                                              
221 damatebiTi detalebisaTvis ixileT qvemoT 
222 Casey, Digital Evidence and Computer Crime, 2004, gv.16 
223 ixileT: Vacca, Computer Forensics, Computer Crime Scene Investigation, me-2 gamocema, 2005, gv.12 
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funqcionirebis procesebi.224 garda amisa, programuli 
uzrunvelyofis analizi SesaZlebelia mniSvnelovani iyos 
imisaTvis, rom ganisazRvros aris Tu ara kriminalizirebuli im 
programuli uzrunvelyofis warmoeba an gayidva, romelic 
SesaZleblia gamoyenebuli iqnes rogorc kanonieri, aseve 
arakanonieri miznebisaTvis (ormagi daniSnulebiT). 225       

 
� eWvmitanilis kompiuterul sistemaSi dainstalirebuli 

programuli uzrunvelyofis analizi. kompiuterul sistemaSi 
dainstalirebuli programuli uzrunvelyofis analizma 
gamomZieblebs SeiZleba miawodos Rirebuli informacia 
Semdgomi gamoZiebisaTvis. es gansakuTrebiT Seexeba daSifrvis 
programul uzrunvelyofas da saSualebebs, romlebic 
gamoyenebulia failebis saimedod wasaSlelad. 226 Tuki amgvari 
programuli uzrunvelyofa dainstalirebulia eWvmitanilis 
kompiuterze, Semdgomi gamoZiebebi SesaZloa uSualod Seexos am 
sakiTxebs.  

 
� Sesabamisi cifruli informaciis identificireba. kompiuteruli 

monacemebi SesaZlebelia Senaxuli iqnes sxvadasxva saxis 
Semnaxvel mowyobilobebze. Tavad myar diskzec ki arsebobs 
failis Senaxvis sxvadasxva SesaZleblobebi. aqedan gamomdinare. 
rTulia ganisazRvros Sesabamisi mtkicebulebis Senaxvis 
adgilmdebareoba. 227    

 
erT-erTi axali tendencia, romelic damatebiT sirTuleebs 
qmnis Sesabamisi cifruli informaciis identificirebisaTvis 
aris distanciuri Semnaxavi mowyobilobebis sul ufro farTo 
gamoyeneba. rogorc es zemoT aRiniSna, farTosartyeliani 
internetis wyarosa da distanciuri Sesanaxi serverebis 
xelmisawvdomobam gavlena moaxdina informaciis Senaxvis 
meTodze. amgvari distanciuri Semnaxavi mowyobilobis 
gamoyenebiT, eWvmitanils SeuZlia Tavidan aicilos eWvmitanilis 
kompiuteris im aparaturuli saSualebebis konfiskacia, 
romlebic saSualebas aZlevs samarTaldamcav organoebs 
moipovon distanciur Semnaxav mowyobilobebSi Senaxuli 
informacia. kompiuterul-teqnikuri eqspertiza am SemTxvevaSi 
SesaZlebeblia gamoyenebuli iqnes imis Sesamowmeblad, gamoiyena 
Tu ara eWvmitanilma distanciuri Semnaxavi servisebi.228  

 
Sesabamisi cifruli informaciis identificireba ar 
Semoifargleba mxolod failebiT. programuli saSualebebis 
sainformacio bazebi, romlebic gamoiyeneba eWvmitanilis mier 
mis kompiuterze informaciis mosaZebnad aseve SeiZleba 
Seicavdes Sesabamis informacias.229 sistemis mier Seqmili 
droebiTi failebic ki SesaZloa Seicavdnen sisxlis samarTlis 
saqmis warmoebisaTvis saWiro mtkicebulebebs.230    

                                              
224 ixileT: Vacca, Computer Forensics, Computer Crime Scene Investigation, me-2 gamocema, 2005,  gv.30 
225 ixileT zemoT: Tavi 3.5 
226 Lange/Nimsger, Electronic Evidence and Discovery, 2004, 9. 
227 Lange/Nimsger, Electronic Evidence and Discovery, 2004, 24. 
228 gamoZiebis teqnikis Sesaxeb ixileT: Casey, Digital Evidence and Computer Crime: Forensic Science, 
Computers and the Internet, 204, gv. 283 da Semdgom 
229 Turnbull/Blundell/Slay, Google Desktop as a Source of Digital Evidence, International Journal of Digital Evidence, 
2006, tomi 5, #1  
230 Howard, Don’t Cache out your Case: Prosecuting Child Pornography Possession Laws Based on Images located in 
Temporary Internet Files, Berkeley Technology Law Journal, 2004, tomi 19, gv. 1227 da Semdegom; 
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� faruli failebis identificireba. damnaSaveebma SesaZloa 

gamoiyenon failebis Semnaxav mowyobilobaSi Senaxvis teqnika, 
raTa xeli SeuSalon samarTaldamcav organoebs moaxdinon  
failis Sinaarsis analizi. es gansakuTrebiT Seexeba 
arakanonieri Sinaarsis gamovlenasTan dakavSirebiT mimdinare 
gamoZiebebs. kompiuterul-teqnikur eqspertizas SeuZlia 
moaxdinos faruli failebis  identificireba da analizi.231  

 
� waSlili failebis aRdgena.  Tuki damnaSaveebi iyeneben 

saSualebebs, romlebic uzrunvelyofen failebis saimedo 
waSlas, amgvari informaciis aRdgena zogadad SeuZlebelia.232 

magram im SemTxvevebSi, rodesac damnaSaveebma ar ician amgvari 
saSualebebis arsebobs Sesaxeb, cifruli informaciis waSla ar 
niSnavs maTi samarTaldamcavi organoebisaTvis xelmiuwvdomobas, 
vinaidan isini SeiZleba aRdgenili iqnes kompiuterul-teqnikuri 
eqspertizis specialuri programuli saSualebebis gamoyenebiT.233      

 
� daSifruli failebisa da tomebis ganSifrva da parolebis 

aRdgena. damnaSaveebi sul ufro da ufro xSirad iyeneben 
daSifrvis teqnologias.234  es teqnologia samarTaldamcav 
organoebs mniSvnelovani sirTuleebis winaSe ayenebs, vinaidan 
maT ar SeuZliaT moipovon da gamoikvlion daSifruli 
informacia.235 kompiuterul-teqnikuri analizis farglebSi 
SesaZlebelia miRebuli iqnes zomebi daSifruli failebisa da 
Semnaxavi mowyobilobebis ganSifrvisaTvis.236 garda amisa, 
kompiuterul-teqnikuri eqspertizis specialistebi SeiZleba 
daexmaron samarTaldamcav organoebs SeimuSavon strategia 
daSifruli failebis gansaSifrad – magaliTad, klaviaturis 
meSveobiT Seyvanili informaciis xelSi Casagdebad Seqmnili 
programis gamoyenebiT.237  

                                                                                                                            
Gordon/Hosmer/Siedsma/Rebovich, Assessing Technology, Methods, and Information for Committing and Combating 
Cyber Crime, 2002, gv. 54 
231 ixileT Vacca, Computer Forensics, Computer Crime Scene Investigation, me-2 gamocema, 2005, gv.43; Moore, To 
View or not to view: Examining the Plain View Doctrine and Digital Evidence, American Journal of Criminal Justice, 
tomi 29, #1, 2004, gv. 59 
232 Gordon/Hosmer/Siedsma/Rebovich, Assessing Technology, Methods, and Information for Committing and Combating 
Cyber Crime, 2002, gv.38 
233Lange/Nimsger, Electronic Evidence and Discovery, 2004, 6;  
Gordon/Hosmer/Siedsma/Rebovich, Assessing Technology, Methods, and Information for Committing and Combating 
Cyber Crime, 2002, gv.38 
234  Casey, Practical Approaches to Recovering Encrypted Digital Evidence, International Journal of Digital Evidence, 
2002, tomi 1, #3 
235 Goodman, Why the Police don’t care about Computer Crime, Harvard Journal of Law & Technology, 1997, tomi 10, 
#3, gv. 473; Gordon/Hosmer/Siedsma/Rebovich, Assessing Technology, Methods, and Information for Committing and 
Combating Cyber Crime, 2002, gv. 38; Gercke, Challenges related to the Fight against Cybercrime, Multimedia und 
Recht, 2008, gv. 297 
236 Siegfried/Siedsma/Countryman/Hosmer, Examining the Encrpytion Threat, International Journal of Digital Evidence, 
2004, tomi 2, #3. kompiuterul-teqnikuri gamoZiebebisas ganSifrvis procesis Taobaze, ixileT:  
Gordon/Hosmer/Siedsma/Rebovich, Assessing Technology, Methods, and Information for Committing and Combating 
Cyber Crime, 2002, gv. 59 
237 Siegfried/Siedsma/Countryman/Hosmer, Examining the Encrpytion Threat, International Journal of Digital Evidence, 
2004, tomi 2, #3. kompiuterul-teqnikuri eqspertizis programuli uzrunvelyofis saproeqcio 
fanaris Taobaze, romelic Seiqmna klaviaturis meSveobiT Seyvanili informaciis xelSi 
Casagdebad da gamoiyeneba aSS-is samarTaldamcavi organoebis mier, ixileT: Woo/So, The Case for 
Magic Lantern: September 11 Highlights the Need for Increased Surveillance, Harvard Journal of Law & Technology, 
tomi 15, #2, 2005, gv. 521 da Semdgom; Spyware: Background and Policy issues for Congress, CRS Report for 
congress, 2007, RL32706, gv.3;   
Green, FBI Magic Lantern reality check, The Register, 03.12.2001: 
http://www.theregister.co.uk/2001/12/03/fbi_magic_lantern_reality_check/;  
Salkever, A Dark Side to the FBI’s Magic Lantern, Business Week, 27.11.2001: 
http://www.businessweek.com/bwdaily/dnflash/nov2001/nf20011127_5011.htm; Sullivan, FBI software cracks encryption 
wall, 2001:  
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damnaSaveebs SeuZliaT ara mxolod dablokon garkveuli 
informacia daSifrvis gamoyenebiT, aramed gamoiyenon paroliT 
daculi sistemebic. kompiuterul-teqnikurma analizma SeiZleba 
gamoiyenos parolis aRdgenis meTodi, raTa saSualeba misces 
samarTaldamcav organoebs gaxsnan paroliT daculi sisteme-  
bi. 238 

   
� failebis analizi. Semnaxav mowyobilobaze Senaxuli failebi 

SeiZleba gaanalizdes sxvadasxva gzebiT. kompiuterul-teqnikur 
eqspertizebs, magaliTad, SeuZliaT aqcenti gaakeTon failebis 
Sinaarsze. saeWvo failebis manualuri Semowmebis garda, 
kompiuterul-teqnikurma gamoZiebebma aseve SeiZleba moicvas 
teqstobriv failebSi   Zireuli sityvebis avtomaturi Zebna239 da 
is saSualebebi, romlebic avtomaturad eZeben nacnob 
gamosaxulebebs eWvmitanilis kompiuterze.240    

 
rogorc zemoT avRniSneT, sakmaod advilia kompiuteruli 
monacemebiT manipulireba.241 kompiuterul-teqnikurma eqspetizebma 
SeiZleba gamoavlinon cifrul dokumentSi Setanili 
cvlilebebi da gayalbebebi.242   

 
garda amisa, gamoZiebebma SesaZlebelia mxedvelobaSi miiRos 
metamonacemebi.243 am tipis analizebma SeiZleba gansazRvros 
dokumentis244 bolos gaxsnisa da Secvlis dro.245 garda amisa,  
metamonacemebis analizi SeiZleba gamoyenebuli iqnes muqaris 
Semcveli failis avtoris an im kameris seriuli nomris  
identificirebisaTvis, romelic gamoyenebuli iqna bavSvebis 
pornografiuli gamosaxulebis Sesaqmnelad.   

 
� avtorobis analizi. Tuki muqaris teqstebis an qsenofobiuri 

mimarTvebis ganTavseba xdeba internetis qselur dRiurebSi an 
forumebze, registraciis Jurnalis analizma SeiZleba ar 
miiyvanos gamomZieblebi teqstis avtorTan, Tuki eWvmitanili 
moqmedebs internet kafedan da iyenebs anonimur sakomunikacio 
momsaxurebas. detaluri lingvisturi analizis saSualebiT 
SesaZlebelia ganisazRvros, dawera Tu ara eWvmitanilma 
statiebi manamade da datova Tu ara informacia, romlis 

                                                                                                                            
http://www.criminology.fsu.edu/book/FBI%20software%20cracks%20encryption%20wall.htm; Abreu, FBI confirms 
“Magic Lantern” project exists, 2001:  
http://www.si.umich.edu/~rfrost/courses/SI110/readings/Privacy/Magic_Lantern.pdf. 
238 Gordon/Hosmer/Siedsma/Rebovich, Assessing Technology, Methods, and Information for Committing and Combating 
Cyber Crime, 2002, gv. 59. 
239 ixileT: Vacca, Computer Forensics, Computer Crime Scene Investigation, me-2 gamocema, 2005, gv.48; 
Lange/Nimsger, Electronic Evidence and Discovery, 2004, 9; Gordon/Hosmer/Siedsma/Rebovich, Assessing Technology, 
Methods, and Information for Committing and Combating Cyber Crime, 2002, gv. 63  
240 Gordon/Hosmer/Siedsma/Rebovich, Assessing Technology, Methods, and Information for Committing and Combating 
Cyber Crime, 2002, gv.57 
241 Giordano, Electronic Evidence and the Law, Information Systems Frontiers, tomi 6, #2, 2006, gv. 162 
242 ixileT: Vacca, Computer Forensics, Computer Crime Scene Investigation, me-2 gamocema, 2005, gv.29   
243 Lange/Nimsger, Electronic Evidence and Discovery, 2004, 6. 
244 garbenis drois Sesaxeb monacemebis manipulirebis SesaZleblobisa da kompiuterul-
teqnikuri gamoZiebebSi responderis Taobaze, ixileT: Gladyshev/Patel, Formalising Event Time Bounding 
in Digital Investigations, International Journal of Digital Evidence, 2005, tomi 4, #1; dinamiuri drois 
analizTan dakavSirebiT, ixileT:  Weil, Dynmaic Time & Date Stamp Analysis, International Journal of Digital 
Evidence, 2002, tomi 1, #2   
245 Casey, Digital Evidence and Computer Crime, 2004, gv.16 
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saSualebiTac SesaZlebelia moxdes piris identificireba am 
konteqstSi. 246     

 
� monacemTa xelSeuxeblobis uzrunvelyofa. rogorc zemoT 

aRiniSna, cifruli mtkicebulebebis xelSeuxeblobis dacva 
mniSvnelovania sasamarTlos mier maTi miRebis TvalsazrisiT. 247 
kompiuterul-teqnikuri eqspertizis specialistebma SesaZle-
belia uzrunvelyon failebis xelSeuxeblobis dacva 
mtkicebulebebis Segrovebis procesSi. es saSualebas aZlevs 
samarTaldamcav organoebs zogierT SemTxveveSi Tavi aaridon 
aparaturis konfiskacias da sanacvlod moaxdinon Sesabamisi 
failebis kopireba da uzrunvelyon gamoZiebis procesSi maTi 
xelSeuxeblobis dacva nebismieri saxis cvlilebisagan.248 
kerZod, es gulisxmobs informaciis matareblis aslebis 
Seqmnas.249  

 

� internet protokolis (IP) mikvleva.  damnaSaveebi, romlebic 
iyeneben internets danaSaulis Casadenad (magaliTad, axdenen 
bavSvebis pronografiuli suraTebis CamotvirTvas an 
axorcieleben Tavdasxmebs kompiuterul sistemebze), toveben 
kvals.250 trafikis monacemebis analizma, kerZod, internet 
serverSi Senaxuli registraciis failebis Seswavlam 
SesaZlebelia miiyvanos gamomZieblebi im kavSiramde, romelic 
gamoyenebuli iqna damnaSavis mier internetTan dasakavSi-
reblad.251 amgvari gamoZiebebi SesaZlebelia dakavSirebuli iyos 
sirTuleebTan, Tuki damnaSaveebi  iyeneben anonimur  sakomuni-
kacio teqnologias.252 magram amgvar SemTxvevebSic ki, gamoZiebebis 
Catareba ar aris SeuZlebeli.253 amis erT-erT magaliTs 
warmoadgens kompiuterul-teqnikuri eqspertizis saSualeba, 
romelsac ewodeba kompiuterisa da internet protokolis 
misamarTis verifikatori (CIPAV), gamoyenebuli aSS-Si im 

eWvmitanilTa identifikaciisaTvis, romlebic iyenebdnen 
anonimur sakomunikacio momsaxurebas. 254    

  

                                              
246 Chaski, Who’s at the Keyboard? Authorship Attribution in Digital Evidence Investigations, International Journal of 
Digital Evidence, 2005, tomi 4, #1 
247 Hosmer, Proving the Integrity of Digital Evidence with Time, International Journal of Digital Evidence, 2002, tomi 1, 
#1, gv.1 da Semdgom   
248 Sesabamisi procesualuri instrumentis Sesaxeb, ixileT: kompiuteruli danaSaulis Sesaxeb 
konvenciis muxli 19, paragrafi 3 
249 Gordon/Hosmer/Siedsma/Rebovich, Assessing Technology, Methods, and Information for Committing and Combating 
Cyber Crime, 2002, gv.49  
250 Gordon/Hosmer/Siedsma/Rebovich, Assessing Technology, Methods, and Information for Committing and Combating 
Cyber Crime, 2002, gv.57 
251 sxvadasxva wyaroebis Sesaxeb, romlebic SesaZlebelia gamoyenebuli iqnes trafikis 
monacemebis amoRebisaTvis, ixileT: Marcella/Marcella/Menendez, Cyber Forensics: A Field Manual for 
Collecting, Examining, and Preserving Evidence of Computer Crimes, 2007, gv. 163 da Semdgom  
252 damnaSaveTa Zebnaze gavlenis Taobaze, ixileT: Nicoll, Concealing and Revealing Identity on the Internet 
in Nicoll/Prins/Dellen, Digital Anonymity and the Law, Tensions and Dimensions, 2003, gv. 99 da Semdgom  
253  Forte, Analyzing the Difficulties in Backtracing Onion Router Traffic, International Journal of Digital Evidence, 2002, 
tomi 1, #3  
254 CIPAV–is (kompiuterisa da internet protokolis misamarTis verifikatori)  Sesaxeb 
damatebiTi informaciisaTvis ixileT: Keizer, What we know (now) about the FBI’s CIPAV spyware, 
Computerworld, 31.07.2007: http://www.computerworld.com.au/index.php/id;1605169326;fp;16;fpid;0; Secret Search 
Warrant: FBI uses CIPAV fort he first time, Heise Security News, 19.07.2007: http://www.heise-
online.co.uk/security/Secret-online-search-warrant-FBI-uses-CIPAV-for-the-first-time--/news/92950; Poulsen, FBI’s 
Secret Spyware Tracks Down Teed Who Teen Makes Bomb Threats, Wired, 18.07.2007:  
http://www.wired.com/politics/law/news/2007/07/fbi_spyware; Leyden, FBI sought approval to use spyware against terror 
suspects, The Register, 08.02.2008: http://www.theregister.co.uk/2008/02/08/fbi_spyware_ploy_app/; McCullagh, FBI 
remotely installs spyware to trace bomb threat, ZDNet, 18.07.2007: http://news.zdnet.com/2100-1009_22-6197405.html; 
Popa, FBI Fights against terrorists with computer viruses, 19.07.2007: http://news.softpedia.com/newsPDF/FBI-Fights-
Against-Terrorists-With-Computer-Viruses-60417.pdf. 
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� eleqtronuli fostis analizi. eleqtronuli fostis analizi 
gaxda komunikaciis Zalian popularuli forma da amitom, igi 
TamaSobs mniSvnelovan rols kompiuterul-teqnikuri 
eqspertizisaTvis.255 imis gaTvaliswinebiT, rom SedarebiT advilia 
muqaris an arakanonieri Sinaarsis mqone TandarTuli failis 
Semcveli eleqtronuli fostis gamgzavnis identificireba, 
damnaSaveebi xSirad iyeneben eleqtrouli fostis  Tavisufal 
misamarTebs, romlebic daregistrirebulia  yalbi personaluri 
informaciis gamoyenebiT. am SemTxvevebSic ki, eleqtronuli 
fostis provaideris TavsarTi informaciis256  da registraciis 
Jurnalis Seswavla zogierT SemTxvevaSi SesaZlebels xdis 
eWvmitanilis identificirebas.    

 
� finansuri tranzaqciebis mikvleva. mTeli rigi danaSaulobebi, 

maT Soris bavSvebis pornografiiT vaWroba, moicavs finansur 
tranzaqciebs. finansur tranzaqciebSi CarTuli komerciuli 
sistemebidan da dawesebulebebidan monacemebis gamoyenebiT 
SesaZlebelia damnaSavis identificireba.257 amis erT-erT 
magaliTs warmoadgens germaniaSi Catarebuli gamoZieba. man  
gamoavlina damnaSaveebi, romlebmac moaxdines bavSvebis 
pornografiis CamotvirTva komerciuli veb-gverdidan sakredito 
baraTebis gamcemi kompaniebis meSveobiT, romlebmac analizi 
gaukeTes im klientebis amonawerebs, romlebma gamoiyenebs maTi 
sakredito baraTebi bavSvebis pornografiis SesaZenad 
konkretuli veb-gverdidan.258 amgvari gamoZiebebis Catareba  
rTuldeba, Tuki damnaSaveebi iyeneben gadaxdis anonimur 
meTodebs.259    

 
� trafikis monacemebis Segroveba realur droSi da Sinaarsis 

monacemebis mopoveba. kompiuterul-teqnikurma gamoZiebebma 
SeiZleba ganaxorcielon realur droSi gadacemuli monacemebis 
monitoringi. es ki SesaZleblobas aZlevs gamomZieblebs 
reagireba moaxdinon procesebze im dros, rodesac gamoZiebis 
mier eWvmitanili piri Cadis qmedebas.260     

 

� monitoringis ganxorcieleba sajarod xelmisawvdom servisebTan 
mimarTebaSi. sajarod xelmisawvdomi servisebi SesaZlebelia 
gamoyenebuli iqnes saavtoro uflebebiT daculi an 
arakanonieri Sinaarsis mqone  masalebis  gacvlisaTvis. 
gamoZiebis farglebSi amgvar servisebze SesaZlebelia 
ganxorcieldes monitoringi kompiuterul-teqnikuri eqspertebis 
mxridan.  es moicavs, magaliTad, Cat forumebze kontrolsac.261  

 

� distanciuri kompiuterul-teqnikuri eqspertizebi.  amJamad 
ganixileba distanciuri kompiuterul-teqnikuri eqsper-

                                              
255 Gupta/Mazumdar/Rao, Digital Forensic Analysis of E-Mails: A Trusted E-Mail Protocol, International Journal of 
Digital Evidence, 2004, tomi 2, #4 
256 damatebiTi informaciisaTvis ixileT: Crumbley/Heitger/Smith, Forensic and Investigative Accounting, 
2005, Tavi 14.12;  Caloyannides, Privacy Protection and Computer Forensics, 2004, gv.149. 
257 Casey, Digital Evidence and Computer Crime, 2004, gv. 19 
258 damatebiTi informaciisaTvis ixileT: Spiegel Online, Fahnder ueberpruefen erstmals alle deutschen 
Kreditkarten,08.01.2007 
http://www.spiegel.de/panorama/justiz/0,1518,457844,00.html.  
259 Goodman, Why the Police don’t care about Computer Crime, Harvard Journal of Law & Technology, 1997, tomi 10, 
#3, gv. 472 
260 Sesabamisi procesualuri instrumentis Taobaze, ixileT: kompiuteruli danaSaulis 
Sesaxeb konvenciis muxli 20 da muxli 21 
261 Casey, Digital Evidence and Computer Crime,  2004, gv. 18 
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tizis saSualebebis saWiroeba.262 es SesaZlebels gaxdis 
uSualod wyarodan distanciurad Segrovebuli iqnes  
mtkicebulebebi263 da Catardes distanciuri monitoringi264, ise 
rom eWvmitanls ar ecodineba mis sistemaze ganxorcielebuli 
gamoZiebebis Taobaze.  

 
amgvari gamoZiebebis Catareba saWiroebs specifikur treningsa da 
kargad gansazRvrul procedurebs, romlebic efuZneba farTod 
miRebul standartebsa da meTodologiebs.  
 
 

5.2.3. rogorrogorrogorrogor    xorcieldebaxorcieldebaxorcieldebaxorcieldeba    kompiuterulkompiuterulkompiuterulkompiuterul----teqnikuri teqnikuri teqnikuri teqnikuri 
eqspertizebieqspertizebieqspertizebieqspertizebi 

  

 
arsebobs kompiuterul-teqnikuri eqspertizis ganxorcielebis ori 
gza:   
 
� manualuri operaciebi: miuxedavad imisa, rom arsebobs 

teqnologia gamoZiebis procesebis avtomatizirebisaTvis, 
kompiuterul-teqnikuri eqspertiza metwilad kvlavac rCeba 
manualur samuSaod.265 gansakuTrebiT im gamoZiebebis dros, 
romlebic moicaven didi raodenobis monacemebs, amgvari 
manualuri operaciebs SesaZlebelia Tan sdevdes sirTuleebi.266     

 
� analizis meTodebi. SesaZlebelia zogierTi procesis, 

gansakuTrebiT, Zireuli sityvebis Ziebis, waSlili failebis 
aRdgenis an daSifruli masalebis ganSifrvis avtomatizireba 
kompiuterul-teqnikuri analizis Tanamedrove meTodebis 
gamoyenebiT. 267   

 
 
gamoZiebaTa umravlesoba manualur operaciebTan erTad iyenebs    
kompiuterul-teqnikuri eqspertizis programul saSualebebs, 
romlebic axdenen procesebis avtomatizirebas.   

 
 
 

                                              
262 germaniis samarTaldamcavi organoebis  gegmebis Taobaze kompiuteruli uzrunvelyofis 
SeqmnasTan dakavSirebiT, romlebic uzrunvelyofs eWvmitanilis kompiuteris  distanciur 
xelmisawvdomobas da Zebnis procedurebis distanciurad Catarebas, ixileT: Blau, Debate rages 
over German government spyware plan, 05.09.2007, Computerworld Security:  
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9034459; Broache, Germany 
wants to sic spyware on terror suspects, 31.08.2007, CNet News – available at: http://www.news.com/8301-10784_3-
9769886-7.html. 
263 Kenneally, Confluence of Digital Evidence and the Law: On the Forensic Soundness of Live-Remote Digital Evidence 
Collection, UCLA Journal of Law & Technology, 2005, tomi 9, #2 
264 ixileT: Vacca, Computer Forensics, Computer Crime Scene Investigation, me-2 gamocema, 2005, gv.52 
265 Ruibin/Gaertner, Case-Relevance Information Investigation: Binding Computer Intelligence to the Current Computer 
Forensic Framework, International Journal of Digital Evidence, 2005, tomi 4, #1 
266 Gordon/Hosmer/Siedsma/Rebovich, Assessing Technology, Methods, and Information for Committing and Combating 
Cyber Crime, 2002, gv.62 
267 ixileT: Vacca, Computer Forensics, Computer Crime Scene Investigation, me-2 gamocema, 2005, gv.39 da 

Semdgom; Nolan/O’Sullivan/Branson/Waits, First Responders Guide to Computer Forensics, 2005, gv. 85; 

Gordon/Hosmer/Siedsma/Rebovich, Assessing Technology, Methods, and Information for Committing and Combating 
Cyber Crime, 2002, gv.41 da Semdgom 
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6666.... kompiuteruli danaSaulis gamoZieba: saproceso kompiuteruli danaSaulis gamoZieba: saproceso kompiuteruli danaSaulis gamoZieba: saproceso kompiuteruli danaSaulis gamoZieba: saproceso 
samarTliT gaTvaliswinebuli zomebi samarTliT gaTvaliswinebuli zomebi samarTliT gaTvaliswinebuli zomebi samarTliT gaTvaliswinebuli zomebi     

 

sesiis bolos mis monawileebma unda icodnen:  

� procesualuri saSualebebi, romlebic xelmisawvdomia 
samarTaldamcavi organoebisaTvis efeqturi gamoZiebis 
Casatareblad; 

� mosamarTleTa roli am procesSi.  

 
rekomendirebulia, rom monawileebs SesaZlebloba hqondeT naxon 
kompiuteruli danaSaulis Sesaxeb konvenciis teqsti da masTan 
dakavSirebuli axsna-ganmartebiTi angariSi (ix. www.coe.int/cybercrime, 
sadac SesaZlebelia konvenciis naxva sxvadasxva enaze).   

 
aseve, monawileebs xeli unda miuwvdebodeT maTi erovnuli 
kanonmdeblobis teqsTan. mTeli rigi qveynebisaTvis, amgvari 
informaciis moZieba SesaZlebelia Semdeg veb-misamarTze: 

www.coe.int/cybercrime.   

 
rogorc zemoT aRiniSna, kompiuterul danaSaulTa gamoZiebebi 
dakavSirebulia mTel rig specifikur sirTuleebTan, rogoricaa 
monacemTa gacvlis procesebis maRali siCqare an eleqtronul 
mtkicebulebaTa cvalebadoba. imisaTvis, rom moxdes am gamowvevebze 
reagieba, samarTaldamcav organoebs sWirdebaT procesualuri  
instrumentebi, romlebic saSualebas miscems maT miiRo zomebi 
damnaSaveTa gamovlenisa da mtkicebulebebis efeqturi  
SegrovebisaTvis.268 gamoZiebis tradiciuli meTodebi, rogorebicaa 
Zebna da amoReba SeiZleba ar aRmoCndes sakmarisi. amitom, 
kompiuteruli danaSaulis Sesaxeb konvencia moicavs mTel rig 
specialur saSualebebs.  
 
 

praqtikuli informacia mosamarTleebisaTvis:   
 
zogadad, konvencia ar gansazRvravs garantiebsa da procesualur 

moTxovnebs TiToeuli instrumentis gamoyenebisaTvis. konvenciis 

avtorma gadawyvita, rom ar Seetana specifikuri regulaciebi 

konvenciis teqstSi, aramed daevaldebulebina wevri qveynebi, rom 

uzrunvelyoT garantiebis erovnuli Tu saerTaSoriso standartebis 

dacva.269
  me-15 muxli emyareba princips, rom konvenciaze xelmomwerma 

qveynebma unda gamoiyenon is pirobebi da garantiebi, romlebic ukve 

arsebobs maTi qveynebis kanonmdeblobaSi. Tuki kanonSi 

                                              
268 kompiuteruli danaSaulis winaaRmdeg brZolasTan mimarTebaSi momxmareblis midgomebis  
Sesaxeb SegiZliaT ixiloT: Görling, The Myth Of User Education, 2006 - www.parasite-
economy.com/texts/StefanGorlingVB2006.pdf. aseve ixileT komentari, romelic gaakeTa Jan pier 
Sevenementma, safrangeTis Sinagan saqmeTa ministrma “didi rvianis” konferenciaze parizSi 
2000 wels: “Cven ufro meti ganaTleba unda mivceT momxmareblebs. maT yvelas unda esmodeT, 
risi gakeTeba SeuZliaT da risi ara internetSi da gafrTxilebulebi iyvnen potenciuri 
safrTxeebis Sesaxeb. internetis gamoyenebis arealis gazrdasTan erTad, Cven bunebrivia unda 
gavafarTovoT Cveni saqmianoba am mimarTulebiT.”    

269 “arsebobs garkveuli saerTo standartebi an minimaluri garantiebi, romlebic unda 
daicvas konvenciis mxareebma. maT Soris aris standartebi da minimaluri garantiebi, 
romlebic warmoiSoba im valdebulebebis Sesabamisad, romlebic mxarem Tavis Tavze aiRo 
adamianTa uflebebis moqmedi saerTaSoriso instrumentebis farglebSi.” ixileT: axsna-
ganmartebiTi angariSi kompiuteruli danaSaulis Sesaxeb evropis sabWos konvenciaze, #145.    
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gaTvaliswinebulia centraluri standartebi, romlebic gamoiyeneba 

gamoZiebis yvela instrumentisaTvis, igive principebi gamoyenebuli 

unda iqnes internetTan dakavSirebuli instrumentebiTvisac. es 

gulisxmobs, magram ara mxolod, mosamarTleebis CarTulobas 

gamoZiebaSi (moTxovna sasamarTlo gankargulebebTan dakavSirebiT).   

 

adgilobrivi kanonmdeblobisadgilobrivi kanonmdeblobisadgilobrivi kanonmdeblobisadgilobrivi kanonmdeblobis romeli debulebebi exeba  romeli debulebebi exeba  romeli debulebebi exeba  romeli debulebebi exeba 
kompiuterul danaSauls dakompiuterul danaSauls dakompiuterul danaSauls dakompiuterul danaSauls da    mtkicebulebebis Segrovebas?mtkicebulebebis Segrovebas?mtkicebulebebis Segrovebas?mtkicebulebebis Segrovebas?    

                                daadgineT da ganixileT Semdegi RonisZiebebis Sesaxeb adgilobriv daadgineT da ganixileT Semdegi RonisZiebebis Sesaxeb adgilobriv daadgineT da ganixileT Semdegi RonisZiebebis Sesaxeb adgilobriv daadgineT da ganixileT Semdegi RonisZiebebis Sesaxeb adgilobriv 
kanonmdeblobkanonmdeblobkanonmdeblobkanonmdeblobis debulebebi. sasurvelia praqtikuli magaliTebi.is debulebebi. sasurvelia praqtikuli magaliTebi.is debulebebi. sasurvelia praqtikuli magaliTebi.is debulebebi. sasurvelia praqtikuli magaliTebi.
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6.1. kompiuteruli monacemebis saswrafo Senaxva kompiuteruli monacemebis saswrafo Senaxva kompiuteruli monacemebis saswrafo Senaxva kompiuteruli monacemebis saswrafo Senaxva   

6.1.1. movlenamovlenamovlenamovlena 

 
kompiuteruli damnaSavis identificireba xSirad moiTxovs 
trafikis monacemebis analizs. 270 kerZod, IP misamarTi, romelsac 
iyenebs damnaSave danaSaulis Cadenis dros warmoadgens 
mniSvnelovan informacias, romelic SeiZleba sasargeblo 
aRmoCndes individis misakvlevad. gamoZiebisaTvis erT-erT ZiriTad 
sirTules warmoadgens aris faqti, rom Sesabamisi trafikis 
monacemebi xSirad avtomaturad iSleba drois sakmaod mokle 
periodSi.271 zogierT qveyanas aqvs mkacri kanonebi, romlebic 
krZalavs garkveuli trafikis monacemebis Senaxvas procesis 
dasurlebis Semdeg. amgvari akrZalvis erT-erTi magaliTia 
evrokavSiris direqtivis me-6 muxli “piradi cxovrebis 
xelSeuxeblobisa da eleqtronuli komunikaciis Sesaxeb. 272    

 

 

6.1.2. Sesabamisi procesualuri instrumenti Sesabamisi procesualuri instrumenti Sesabamisi procesualuri instrumenti Sesabamisi procesualuri instrumenti  
 
kompiuteruli danaSaulis Sesaxeb konvenciis me-16 muxli 
SesaZleblobas aZlevs samarTaldamcav organoebs gascen 
miweriloba trafikis da, aseve, Sinaarsis monacemebis Senaxvis 
Taobaze (“swrafi gayinva”).  

 

muxli 16  - kompiuteruli monacemebis saswrafo Senaxva  

 

(1) TiToeulma mxarem unda miiRos iseTi sakanonmdeblo da sxva saxis 

zomebi, romlebic SeiZleba saWiro gaxdes imisaTvis, rom kompetentur 

organoebs mieceT saSualeba gascen miweriloba an msgavsi saSualebiT 

uzrunvelyon gansazRvruli kompiuteruli monacemebis saswrafo 

Senaxva, maT Soris trafikis monacemebisa, romlebic inaxeba 

kompiuteruli sistemis saSualebiT, gansakuTrebiT im SemTxvevebSi, 

rodesac arsebobs safuZveli varaudisaTvis, rom aris am 

kompiuteruli monacemebis dakargvis an Secvlis safrTxe.  

                                              
270 “am warsuli komunikaciebis wyarosa da daniSnulebis adgilis gansazRvriT SesaZlebelia 
moxdes damnaSaveTa identificireba. imisaTvis, rom moxdes am komunikaciebis kvalze gayola 
maTi wyarosa da daniSnulebis adgilis gansazRvris mizniT, saWiroa trafikis monacemebi 
amgvari warsuli komunikaciebis Sesaxeb.” ixileT: axsna-ganmarTebiTi angariSi #155  
kompiuteruli danaSaulis Sesaxeb evrosabWos konvenciaze; IP-ze (internet protokoli) 
dafuZnebuli gamoZiebebis meSveobiT eWvmitanilTa identificirebis Taobaze, ixileT:  Gercke, 
Preservation of User Data, DUD 2002, 577 da Semdgom   

271 mizezi am avtomaturi waSlis procesisa aris is faqti, rom procesis dasrulebis (mag., 
eleqtronuli werilis gagzavnis, internetSi Sesvlis an filmis CamotvirTvis) Semdgom 
trafikis monacemebi, romlebic warmoiSva am procesis ganmavlobaSi da, romlebic 
adastureben procesis ganxorcielebis faqts, aRar aris saWiro da, rom monacemebis Senaxva 
gazrdis momsaxurebis safasurs. momsaxurebis Rirebulebis sakiTxs gansakuTrebiT didi 
yuradReba daeTmo  monacemebis SeCerebis Taobaze evrokavSiris kanonis ganxilvisas. 
magaliTisaTvis ixileT: E-communications service providers remain seriously concerned with the agreement 
reached by EU Justice Ministers to store records of every e-mail, phone call, fax and text message, Euroispa press release, 
2005 – available at: http://www.ispai.ie/EUROISPADR.pdf; See as well: ABA International Guide to Combating 
Cybercrime,  gv.59.  

272 evroparlamentisa da evrosabWos direqtiva 2002/58/EC, daTariRebuli 2002 wlis 12 ivlisiT, 
romelic Seexeba personaluri monacemebis damuSavebas da piradi cxovrebis xelSeuxeblobis 
dacvas eleqtronuli komunikaciebis seqtorSi (direqtiva piradi cxovrebis 
xelSeuxeblobisa da eleqtronuli komunikaciebis Sesaxeb).    dokumentis naxva SegiZliaT 
Semdeg internet misamarTze: http://europa.eu.int/eur-lex/pri/en/oj/dat/2002/l_201/l_20120020731en00370047.pdf. 
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(2) im SemTxvevebSi, rodesac mxare iyenebs zemoaRniSnul 1 punqts piris 

mflobelobaSi an kontrolqveS arsebuli konkretuli kompiuteruli 

monacemebis Senaxvis Taobaze am pirisaTvis miwerilobis gacemiT, 

mxarem unda miiRos iseTi sakanonmdeblo da sxva saxis zomebi, 

romlebic SeiZleba saWiro gaxdes imisaTvis, rom daavaldebulis es 

piri Seinaxos da uzrunvelyos amgvari kompiuteruli monacemebis 

xelSeuxebloba saWiro drois ganmavlobaSi, araumetes 90 dRisa, raTa 

saSualeba mieceT kompetentur organoebs Caataron gamoZieba aRniSnul 

faqtTan dakavSirebiT. mxarem SeiZleba gaiTvaliswinos miwerilobis 

moqmedebis vadis gagrZelebis SesaZlebloba. 

(3) TiToeulma mxarem unda miiRos iseTi sakanonmdeblo da sxva saxis 

zomebi, romlebic SeiZleba saWiro gaxdes imisaTvis, rom 

daavaldebulos monacemTa Semnaxveli an sxva piri, romelmac unda  

Seinaxos kompiuteruli monacemebi, ar gaamJRavnos amgvari 

procedurebis ganxorcielebis faqti drois im monakveTis 

ganmavlobaSi, romelic gaTvaliswinebulia qveynis SigniT moqmedi  

kanonmdeblobiT.    

(4) uflebamosilebebi da procedurebi, romlebzec laparakia am 

muxlSi, damokidebulia me-14 da me-15 muxlebiT gansazRvruli 

debulebebis amoqmedebaze.  

 

 

am instrumentma unda misces saSualeba samarTaldamcav organoebs, 
rom moaxdinon myisieri reagireba danaSaulis Sesaxeb informaciis 
miRebisTanave da Tavidan aicilon monacemTa waSlis riski droSi 
gawelili procedurebis gamo.273 amgvari miwerilobis miRebis 
Semdeg, provaideri valdebulia Seinaxos is monacemebi, romlebic 
damuSavebuli iqna gaweuli momsaxurebis ganmavlobaSi.274  me-16 
muxli ar Seicavs internet servisis provaideris valdebulebas 
gadasces Sesabamisi monacemebi xelisuflebis organoebs. gadacemis 
valdebuleba reguliredeba kompiuteruli danaSaulis Sesaxeb 
konvenciis me-17 da me-18 muxlebiT.   

 
am konteqstSi mniSvnelovania xazi gaesvas im garemoebas, rom me-16 
muxli ar Seicavs valdebulebas monacemTa Senaxvis Taobaze.  
monacemTa Senaxvis valdebuleba aiZulebs internet servisis 
provaiders Seinaxos yvela trafikis monacemi garkveuli drois 
ganmavlobaSi.275 es SesaZleblobas miscems uflebamosil samsaxurebs 
miiRon informacia, romelic saWiroa damnaSavis 
identificirebisaTvis danaSaulis Cadenidan erTi Tvis Semdegac 

                                              
273 Tumca, rekomendirebulia, rom aSS ganixilos im uflebamosilebisa da procedurebis 
dadgenis sakiTxi, romelTa safuZvelzec uzrunvelyofili iqneba brZanebis mimRebis mier 
monacemebis Senaxva, vinaidan am piris swrafma qmedebam garkveul SemTxvevebSi SeiZleba 
ganapirobos Senaxvis zomebis daCqarebuli miReba. kompiuteruli danaSaulis Sesaxeb 
konvenciis axsna-ganmartebiTi angariSi #160. 

274 ”Senaxva” gulisxmobs, rom monacemebi, romlebic ukve arsebobs Senaxuli formiT daculi 
iyos yvelfrisagan, ramac SeiZleba gamoiwvios misi arsebuli xarisxis an mdgomareobis 
Secvla an gauareseba.  kompiuteruli danaSaulis Sesaxeb konvenciis axsna-ganmartebiTi 
angariSi #159.   

275 evrokavSirSi monacemTa Sesaxvis Sesaxeb direqtivasTan dakavSirebiT, ixileT:  Bignami, 
Privacy and Law Enforcement in the European Union: The Data Retention Directive, Chicago Journal of International 
Law, 2007, tomi 8, #1, http://eprints.law.duke.edu/archive/00001602/01/8_Chi._J.__Int'l_L._233_(2007).pdf; Breyer, 
Telecommunications Data Retention and Human Rights: The Compatibility of Blanket Traffic Data Retention with the 
ECHR, European Law Journal, 2005, gv. 365 da Semdgom.  



evrosabWos treningi qselur danaSaulSi 

 
www.coe.int/cybercrime 

 

mosamarTleTa treningi qselur danaSaulSi 92 

ki.276 valdebuleba monacemTa Senaxvis Taobaze cota xnis win 
miRebuli iqna evroparlamentis mier277 da amJamad ganixileba aSS-
Si.278   

 

praqtikuli informacia mosamarTleebisaTvis:   

 

monacemTa droebiT Sekavebasa da monacemTa Senaxvas Soris yvelaze 

fundamenturi gansxvaveba mdgomareobs imaSi, rom monacemTa Senaxvas 

gaaCnia SezRuduli SesaZleblobebi retroaqtiul gamoZiebebTan 

mimarTebaSi, vinaidan miweriloba Senaxvis Taobaze aiZulebs 

provaiders Seinaxos mxolod moTxovnis droisaTvis xelmisawvdomi 

monacemebi. moTxovnamde waSlili monacemebis naxva SeuZlebelia. im 

etapze, rodesac erTvebian mosamarTleebi, am instrumentis gamoyenebas 

zogadad ar eqneba azri im mtkicebulebebis Sesagroveblad, romelTa 

Segrovebac ar moxda gamoZiebis pirvel etapebze. rogorc ukve 

aRiniSna, ganxorcielebis procesSi saxelmwifoebma unda daamaton 

garantiebi da procesualuri moTxovnebi. imis gaTvaliswinebiT, rom 

me-16 muxlma unda misces SesaZlebloba samarTaldamcav organoebs 

moaxdinon dauyovneblivi reagireba da xeli SeuSalon informaciis 

waSlas, moTxovna (droSi gawelili) sasamarTlo gankargulebis 

gacemis Taobaze kontrproduqtiuli iqneba.   

                                              
276 ixileT: monacemTa SeCerebis Sesaxeb evrokavSiris direqtivis winasityvaoba 11: “sisxlis 
samarTlis danaSaulebaTa gamoZiebis, gamovlenisa da sasamarTlo wesiT devnisaTvis 
trafikisa da adgilobrivi monacemebis mniSvnelobis gaTvaliswinebiT, rogorc es aCvena 
kvlevam da ramodenime wevri qveynis praqtikulma gamocdilebam, evropul doneze saWiroa 
imis uzrunvelyofa, rom monacemebi, romlebic warmoiSva da damuSavda sajarod 
xelmisawvdomi eleqtronul-sakomunikacio momsaxurebis an sazogadoebrivi sakomunikacio 
qselis provaiderebis mier miwodebuli sakomunikacio momsaxurebis procesSi, SeCerebulia 
garkveuli periodis ganmavlobaSi winamdebare direqtiviT gansazRvruli pirobebis 
Sesabamisad.”   

277 evroparlamentisa da evrosabWos direqtiva 2002/58/EC, daTariRebuli 2002 wlis 12 ivlisiT, 
romelic Seexeba personaluri monacemebis damuSavebas da piradi cxovrebis xelSeuxeblobis 
dacvas eleqtronuli komunikaciebis seqtorSi (direqtiva piradi cxovrebis 
xelSeuxeblobisa da eleqtronuli komunikaciebis Sesaxeb).    dokumentis naxva SegiZliaT 
Semdeg internet misamarTze: http://europa.eu.int/eur-lex/pri/en/oj/dat/2002/l_201/l_20120020731en00370047.pdf. 

278 magaliTisaTvis ixileT:  Draft Bill to amend title 18, United States Code, to protect youth from exploitation by 
adults using the Internet, and for other purposes - Internet StoppingAdults Facilitating the Exploitation of Today’s Youth 
Act  (SAFETY) of 2007:  http://www.govtrack.us/congress/bill.xpd?bill=h110-837. aSS-Si amJamad arsebuli 
situaciis Taobaze, ixileT: ABA International Guide to Combating Cybercrime, gv. 59 
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6.2. miweriloba informaciis warmodgenis Taobaze miweriloba informaciis warmodgenis Taobaze miweriloba informaciis warmodgenis Taobaze miweriloba informaciis warmodgenis Taobaze  
 
6666....2222....1111.... movlenamovlenamovlenamovlena    

 
rogorc es aRniSnulia zemoT, me-16 muxli avaldebulebs 
provaiders Seinaxos mxolod is monacemebi, romlebic 
damuSavebuli iqna provaideris mier da ar aris waSlili 
provaideris mier miwerilobis miRebis momentisaTvis.279 debuleba 
ar avaldebulebs provaiders gadasces Sesabamisi monacemebi 
xelisuflebis organoebs.  

 
6.2.2. Sesabamisi procesualuri instrumenti Sesabamisi procesualuri instrumenti Sesabamisi procesualuri instrumenti Sesabamisi procesualuri instrumenti  

 
gadacemis valdebulebas aregulirebs kompiuteruli danaSaulis 
Sesaxeb konvenciis me-18 muxli.   

 

muxli 18 – miweriloba informaciis wardgenis Taobaze  

 

(1) TiToeulma mxarem  unda miiRos iseTi sakanonmdeblo da sxva saxis 

zomebi, romlebic SeiZleba saWiro gaxdes imisaTvis, rom 

uflebamosileba mianiWos kompetentur organoebs warudginon 

miweriloba:   

 

a) mis teritoriaze myof pirs, raTa man moaxdinos mier mflobelobaSi 

an kontrolqveS arsebuli konkretuli kompiuteruli im monacemebis 

wardgena, romlebic inaxeba kompiuterul sistemaSi an kompiuteruli 

monacemebis matarebelSi; da 

b) servisis provaiders, romelic sTavazobs momsaxurebas mxaris 

teritoriaze, waradginos  is informacia abonentis Taobaze, romelic  

dakavSirebulia amgvar momsaxurebasTan da aris momsaxurebis 

uzrunvelmyofis mflobelobaSi an kontrolqveS;  

 

(2) uflebamosilebebi da procedurebi, romlebzec laparakia am 

muxlSi, damokidebulia me-14 da me-15 muxlebiT gansazRvruli 

debulebebis amoqmedebaze.  

(3) winamdebare muxlis miznebidan gamomdinare, termini “informacia 

abonentis Taobaze” niSnavs nebismier informacias, romelsac flobs 

servisis provaideri kompiuteruli monacemebis saxiT an nebismieri 

sxva formiT misi momsaxurebis abonentis Sesaxeb, romelic 

gansxvavdeba trafikis an Sinaarsis monacemebisagan da romlis 

meSveobiTac SesaZlebelia dadgindes:   

(a) gamoyenebuli sakomunikacio momsaxurebis tipi, masTan 

dakavSirebuli teqnikuri debulebebi da servisis periodi;  

b) abonentis vinaoba, misi safosto an geografiuli misamarTi, 

telefonis an sxva nomeri, informacia wardgenili angariSebisa da 

maTi gadaxdebis Sesaxeb, romelic xelmisawvdomia momsaxurebis 

Taobaze SeTanxmebis an xelSekrulebis safuZvelze. 

g) nebismieri sxva informacia sakomunikacio mowyobilobis 

damontaJebis adgilis Taobaze, romelic xelmisawvdomia momsaxurebis 

Taobaze SeTanxmebis an xelSekrulebis safuZvelze. 

                                              
279 “Senaxva gulisxobs, rom monacemebi, romlebic ukve arsebobs Senaxuli formiT daculia 
yvelafrisagan, ramac SeiZleba gamoiwvios misi arsebuli xarisxis an mdgomareobis 
cvlileba an gauareseba”. kompiuteruli danaSaulis Sesaxeb konvenciis axsna-ganmartebiTi 
angariSi, #159.  



evrosabWos treningi qselur danaSaulSi 

 
www.coe.int/cybercrime 

 

mosamarTleTa treningi qselur danaSaulSi 94 

 

kompiuteruli danaSaulis Sesaxeb konvenciis me-18 muxli ar 
gamoiyeneba mxolod monacemebis dacvis Sesaxeb miwerilobis  
gacemis Semdeg. debuleba aris zogadi instrumenti, romelic 
SeiZleba gamoyenebuli iqnes samarTaldamcavi organoebis mier. 
Tuki internet servisis provaiderebi  nebayoflobiT gadascemen 
moTxovnil monacemebs, samarTaldamcavi organoebi ar 
Semoifarglebian mxolod mowyobilobebis konfiskaciiT da 
sanacvlod gamoiyenon naklebad intensiuri miweriloba 
informaciis warmodgenis Taobaze.   

 
Tumca, me-18 muxlis gamoyeneba ar Semoifargleba mxolod 
monacemebiT, romlebic Senaxulia me-16 muxlis safuZvelze. me-18 
muxli zogadad SeiZleba gamoyenebuli iqnes gamoZiebasTan 
dakavSirebul nebismier kompiuterul monacemebTan mimarTebaSi. 
aqedan gamomdinare, SesaZlebloba, rom moxdes monacemebis 
gamJRavneba warmoadgens arsebul SesaZleblobebis damatebas 
ganxorcieldes Ziebisa da konfiskaciis procedurebi, romlebic ar 
moiTxovs TanamSromlobas im piris an institutes mxridan, 
romelic flobs monacemebs.  

 

praqtikuli informacia mosamarTleebisaTvis:   

 

monacemebis dacvis valdebulebis maTi gamJRavnebis valdebulebisagan 

gamocalkevebis upiratesoba mdgomareobs imaSi, rom SesaZlebelia maTi 

gamoyenebisaTvis gansxvavebuli pirobebis miTxovna. rogorc es ukve 

aRiniSna, rekomendirebulia, rom ar iqnes moTxovnili sasamarTlo 

gankarguleba me-16 muxlis gamoyenebisaTvis. es SesaZleblobas aZlevs 

kompetentur organoebs imoqmedon ufro swrafad. eWvmitanilis 

uflebebis dacvis aucilebloba SesaZlebelia uzrunvelyofili iqnes 

monacemTa gamJRavnebisaTvis sasamarTlo gankargulebis moTxovnis 

gziT.280   

6666....3333.... trtrtrtrafafafafikis monacemebis nawilobrivi gamJRavneba ikis monacemebis nawilobrivi gamJRavneba ikis monacemebis nawilobrivi gamJRavneba ikis monacemebis nawilobrivi gamJRavneba     
 

                                              
280 kompiuteruli danaSaulis Sesaxeb konvenciis avtorebi Seecadnen sxvadasxva gzebiT 
gadaeWraT is problemebi, romlebic dakavSirebulia, erTis mxriv, samarTaldamcavi 
organoebis mier dauyovnebeli reagirebis saWiroebaze da, meore mxriv, garantiebis 
uzrunvelyofis mniSvnelobaze. problemebis gadaWris sxvagvari gza dakavSirebulia 
informciis warmodgenis Taobaze brZanebis arsebobasTan (muxli 18). avtorebis SeTavazebiT, 
samarTaldamcavi organoebisaTvis monacemebis gadacemasTan dakavSirebuli moTxovnebi 
SeiZleba daregulirdes monacemTa kategoriebis Sesabamisad. ixileT kompiuteruli 
danaSaulis Sesaxeb konvenciis axsna-ganmartebiTi angariSi #174: “muxlis me-2 punqtSi 
aRniSnulma pirobebma da garantiebma, TiToeuli mxaris saSinao kanonmdeblobidan 
gamomdinare, SeiZleba gamoricxos privilegirebuli monacemebi an informacia. mxares 
SesaZlebelia undodes sxva pirobebis, sxva kompetenturi organoebis da sxva garantiebis 
gansazRvra konkretuli tipis kompiuteruli monacemebis an abonentis Sesaxeb im informaciis 
wardgenasTan dakavSirebiT, romelic xelT aqvT pirTa an servisis provaiderTa garkveul 
kategorias. magaliTad, garkveuli tipis monacemebTan dakavSirebiT, rogoricaa sajarod 
xelmisawvdomi informacia abonentis Sesaxeb, mxarem SeiZleba neba darTos samarTaldamcavi 
organos warmomadgenlebs gascen imgvari brZaneba, romlis magivradac sxva SemTxvevebSi 
saWiro iqneboda sasamarTlo gankarguleba. meore mxriv, zogierT SemTxvevaSi mxarem 
SeiZleba moiTxovos, an adamianTa uflebebis garantiebiT mieniWos ufleba moiTxovos, rom  
sasamarTlos gankarguleba informciis warmodgenis Taobaze gacemuli iyos mxolod 
sasamarTlo organoebis mier, raTa maT SesaZlebloba hqondeT moipovon garkveuli tipis 
monacemebi. mxareebma SesaZlebelia moisurvon warudginon amgvari monacemebi samarTaldamcav 
organoebs im SemTxvevebSi, rodesac brZaneba informciis warmodgenis Taobaze gacemulia 
sasamarTlo organoebis mier. aseve, proporciulobis principi bevr qveyanaSi uzrunvelyofs 
garkveul moqnilobas saWiro zomebis gamoyenebasTan mimarTebaSi, raTa gamoiricxos misi 
gamoyeneba umniSvnelo saqmeebisaTvis.”     
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6.3.1. movlenamovlenamovlenamovlena     

 
rogorc ukve aRiniSna, konvencia mkafiod ganasxvavebs moTxovnis 
safuZvelze monacemTa Senaxvis valdebulebas kompetenturi 
organoebisaTvis maTi gamJRavnebis valdebulebisagan. 281     

 

6.3.2. Sesabamisi procesualuriSesabamisi procesualuriSesabamisi procesualuriSesabamisi procesualuri instrumenti  instrumenti  instrumenti  instrumenti  
 
me-18 muxlSi gansazRvrulia valdebuleba, romelic dakavSirebulia 
trafikis monacemTa SenaxvasTan im SemTxvevebSi, rodesac procesSi 
CarTulia ramodenime servisis provaideri, saWiro informaciis 
gacemis im damatebiT valdebulebasTan erTad, romelic saSualebas 
aZlevs samarTaldamcav organoebs moakvlion kvals.     

 

muxli 17  – trafikis monacemebis daCqarebuli Senaxva da nawilobrivi 

gamJRavneba  

 

(1) TiToeulma mxarem  Sesanax trafikis monacemebTan mimarTebaSi unda 

miiRos iseTi sakanonmdeblo da sxva saxis zomebi, romlebic SeiZleba 

saWiro gaxdes imisaTvis, rom 

 

a) uzrunvelyos, rom trafikis monacemebis amgvari dauyovneblivi 

Senaxva SesaZlebeli iqneba imisda miuxedavad, Tu ramdeni momsaxurebis 

momwodebeli iyo CarTuli mocemuli informaciis gadacemis procesSi 

– erTi Tu ramdenime; da 

b) uzrunvelyos mxaris kompetenturi organosaTvis an pirisaTvis, 

romelic daniSnulia amgvari kompetenturi organos mier, trafikis 

monacemebis swrafi miwodeba im moculobiT, romelic  sakmarisi iqneba 

mxarisaTvis servisis provaiderebisa da im marSrutis  

identificirebisaTvis,  romelzec ganxorcielda informaciis gadacema.   

 

(2) uflebamosilebebi da procedurebi, romlebzec laparakia am 

muxlSi, damokidebulia me-14 da me-15 muxlebiT gansazRvruli 

debulebebis amoqmedebaze.  

 

 

amgvari nawilobrivi gamJRavnebis gareSe, samarTaldamcav 
organoebs zogierT SemTxvevaSi ar eqnebaT saSualeba miakvlion 
damnaSaves da Seinaxon ufro Sesaferisi monacemebi, rodesac saqme 
gvaqvs erTze met provaiderTan. 282     

 

praqtikuli informacia mosamarTleebisaTvis:   

 

                                              
281 Gercke, The Convention on Cybercrime, MMR 2004, 802. 
282 “Tumca, xSirad arc erTi servisis provaideri ar flobs trafikis monacemebis im 
raodenobas, rom gansazRvros komunikaciis realuri wyaro an daniSnulebis adgili. 
TiToeuli maTgani flobs informaciis mxolod erT nawils. informaciis yvela es nawilebi 
unda iqnes gamokvleuli, raTa moxdes wyaros an daniSnulebis adgilis identificireba”. 
ixileT: kompiuteruli danaSaulis Sesaxeb konvenciis axsna-ganmartebiTi angariSi, #167.   
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gadacemis dros zogadad informacia gadis sxvadasxva provaiderebs, 

rogorebicaa internet momsaxurebis momwodebeli283 da  

marSrutizatorebi.284 amitom, samarTaldamcav organoebs regularulad 

unda miuwvdebodeT xeli im informaciaze, romelic saSualebas aZlevs 

maT gahyvnen eWvmitanilis kvals. Tuki nawilobrivi gamJRavnebisaTvis 

saWiroa sasamarTlos gankarguleba, sasamarTlom unda 

gaiTvaliswinos, rom xSirad drois Zalian mcire monakveTia 

gamoyofili amgvari gamoZiebebisaTvis. amitom, droSi gaWimulma 

procedurebma SeiZleba xeli SeuSalos amgvar gamoZiebebs.  

                                              
283 servisis provaideri aris is provaideri, romelic SesaZleblobas aZlevs momxmareblebs 
daukavSirdnen internets satelefono xazis an mudmivi internet kavSiris saSualebiT.  
detaluri informaciisaTvis ixileT: Callanan/Gercke, Study on the Co-operation between service providers 
and law enforcement against cybercrime, 2008. 
284 marSrutizatorebi Seqmnilia informaciis gadamisamarTeblad gamgzavnisagan mimRebis 
mimarTulebiT. detaluri informaciisaTvis ixileT:  Khosravi/Anderson, Requirements for Separation of 
IP Control and Forwarding, 2003: ftp://ftp.rfc-editor.org/in-notes/rfc3654.txt. 
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6.4. abonentis Sesaxeb informaciis wardgena abonentis Sesaxeb informaciis wardgena abonentis Sesaxeb informaciis wardgena abonentis Sesaxeb informaciis wardgena   
 
6.4.1. movlenamovlenamovlenamovlena 

 
kompiuterul danaSaulTa umravlesobis mTavari mizani aris 
danaSaulis CadenaSi eWvmitanil pirTa identifikacia. amitom, 
eWvmitanilis individualizacia warmoadgens procesualuri  
instrumentebis mTavar elements. identificireba SesaZlebelia 
moxdes abonentis Sesaxeb informaciis meSveobiT. internet 
servisebis gamoyeneba, rogorebicaa internetis misawvdomoba an 
serveris Sesanaxi adgilis daqiraveba, moiTxovs registracias. 
abonentis Sesaxeb informaciam, romlis wardgenac xdeba 
registraciis procesis dros,  SesaZlebelia xeli Seuwyos  
individualizaciis process, gansakuTrebiT im SemTxvevaSi, Tuki 
servisis provaideris mier xdeba abonentis Sesaxeb wardgenili 
informaciis Sefaseba.   

 
6.4.2. Sesabamisi procesualuri instrumeSesabamisi procesualuri instrumeSesabamisi procesualuri instrumeSesabamisi procesualuri instrumentintintinti 

 
kompiuteruli monacemebis wardgenis valdebulebis garda, 
kompiuteruli danaSaulis Sesaxeb konvenciis me-18 muxli uflebas 
aZlevs samarTaldamcav organoebs gascen miweriloba abonentis 
Sesaxeb informaciis wardgenis moTxovniT.  

 

muxli 18 – miweriloba informaciis wardgenis Taobaze  

 

(1) TiToeulma mxarem  unda miiRos iseTi sakanonmdeblo da sxva saxis 

zomebi, romlebic SeiZleba saWiro gaxdes imisaTvis, rom 

uflebamosileba mianiWos kompetentur organoebs warudginon 

miweriloba:   

 

a) mis teritoriaze myof pirs, raTa man moaxdinos mier mflobelobaSi 

an kontrolqveS arsebuli konkretuli kompiuteruli im monacemebis 

wardgena, romlebic inaxeba kompiuterul sistemaSi an kompiuteruli 

monacemebis matarebelSi; da 

b) servisis provaiders, romelic sTavazobs momsaxurebas mxaris 

teritoriaze, waradginos  is informacia abonentis Taobaze, romelic  

dakavSirebulia amgvar momsaxurebasTan da aris momsaxurebis 

uzrunvelmyofis mflobelobaSi an kontrolqveS;  

 

(2) uflebamosilebebi da procedurebi, romlebzec laparakia am 

muxlSi, damokidebulia me-14 da me-15 muxlebiT gansazRvruli 

debulebebis amoqmedebaze.  

(3) winamdebare muxlis miznebidan gamomdinare, termini “informacia 

abonentis Taobaze” niSnavs nebismier informacias, romelsac flobs 

servisis provaideri kompiuteruli monacemebis saxiT an nebismieri 

sxva formiT misi momsaxurebis abonentis Sesaxeb, romelic 

gansxvavdeba trafikis an Sinaarsis monacemebisagan da romlis 

meSveobiTac SesaZlebelia dadgindes:   

(a) gamoyenebuli sakomunikacio momsaxurebis tipi, masTan 

dakavSirebuli teqnikuri debulebebi da servisis periodi;  

b) abonentis vinaoba, misi safosto an geografiuli misamarTi, 

telefonis an sxva nomeri, informacia wardgenili angariSebisa da 
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maTi gadaxdebis Sesaxeb, romelic xelmisawvdomia momsaxurebis 

Taobaze SeTanxmebis an xelSekrulebis safuZvelze. 

g) nebismieri sxva informacia sakomunikacio mowyobilobis 

damontaJebis adgilis Taobaze, romelic xelmisawvdomia momsaxurebis 

Taobaze SeTanxmebis an xelSekrulebis safuZvelze. 

 
gamoZiebis am instruments didi mniSvneloba aqvs IP-ze (internet 
protokoli) dafuZnebuli  gamoZiebebis dros. Tuki 
samarTaldamcavi organoebi SeZleben im  IP misamarTis 
identificirebas, romelic gamoyenebuli iqna damnaSavis mier 
danaSualis Cadenis dros, isini aseve moaxdenen im piris285 
identificirebac, romelmac gamoiyena es IP misamarTi danaSaulis 
Cadenis dros.  kompiuteruli danaSaulis Sesaxeb konvenciis me-18 
muxlis 1(b) qve-punqtis safuZvelze, provaideri valdebulia 
waradginos is informacia abonentis Taobaze, romelic 
CamoTvlilia kompiuteruli danaSaulis Sesaxeb konvenciis me-18 
muxlis me-3 qve-punqtSi.     

 

praqtikuli informacia mosamarTleebisaTvis:   

 

Tuki danaSaulis Cadenis dros gamoyenebuli iyo konkretuli 

momxmareblis internet wyaro an eleqtronuli fostis misamarTi, 

abonentis Sesaxeb arsebuli  informacia SesaZlebelia gamoyenebuli 

iqnes eWvmitanilis  identificirebisaTvis. magram unda aRiniSnos, rom 

informacias abonentis Sesaxeb garantirebulad ver mivyavarT 

damnaSavesTan. magaliTad, zogierTi servisis provaideri ar axdens 

registraciis procesSi momxmareblis mier wardgenili abonentis 

Sesaxeb informaciis Sefasebas. Tuki eWvmitanili daregistriredeba 

sxva piris monacemebis gamoyenebis gziT, informacia abonentis Taobaze 

ar iqneba sakmarisi damnaSavis identificirebisaTvis. igive 

sirTuleebTan gveqneba Sexeba, Tuki damnaSavem gamoiyena is 

personaluri monacemebi, romlebic man manamde  ukanonod moipova 

(“personaluri monacemebis moparva”). 286
      

 

                                              
285 IP (internet protokoli) misamarTi yovelTvis dauyovnebliv ar uzrunvelyofs damnaSavis 
identificirebas. Tuki samarTaldamcavma organoebma ician  IP-misamarTi, romelic gamoiyena 
damnaSavem danaSaulis CadenisaTvis, es informacia maT mxolod imis saSualebas aZlevs, rom  
moaxdinon kavSiris identificireba, romelic gamoyenebuli iqna internetTan 
dasakavSireblad. Tuki adamianTa jgufs hqonda am kavSiris gamoyenebis saSualeba         
(mag. internet kafe), damnaSavis identificirebisaTvis saWiroa damatebiTi gamoZieba.  

286 Gercke, Internet-related Identity Theft, 2007 -  http://www.coe.int/t/e/legal_affairs/legal_co-
operation/combating_economic_crime/3_Technical_co-operation/CYBER/567%20port%20id-d-
identity%20theft%20paper%2022%20nov%2007.pdf. 
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6.5. informaciis moZieba  informaciis moZieba  informaciis moZieba  informaciis moZieba   
 
6.5.1. movlenamovlenamovlenamovlena 

 
Zebna da konfiskacia warmoadgens erT-erT yvelze mniSvnelovan 
instrumentebs kompiuteruli danaSaulis gamoZiebaSi.287 
materialuri obieqtebis Zebna da konfiskacia warmoadgens 
tradiciul sagamomZiebo instrumentebs sisxlis samarTlis 
saproceso kodeqsebis umravlesobaSi. 288 mizezi, ris gamoc 
kompiuteruli danaSaulis Sesaxeb konvenciis avtorma mainc Seitana 
masSi debuleba Zebnisa da konfiskaciis Sesaxeb aris is, rom 
erovnul kanonebSi xSirad ar aris Setanili monacemTa moZiebisa 
da konfiskaciis procedurebi.289 am debulebebis safuZvelze 
gamomZieblebs SesaZlebloba eqnebaT moaxdinon mTliani serveris 
konfiskacia da ar gamorCeT Sesabamisi monacemebi  maTi kopirebis 
procesSi. 290   
 
6.5.2. Sesabamisi procesualuri instrumentiSesabamisi procesualuri instrumentiSesabamisi procesualuri instrumentiSesabamisi procesualuri instrumenti 

 

muxli 19 – Senaxuli kompiuteruli monacemebis Zebna da konfiskacia  

 

(1) TiToeulma mxarem unda miiRos iseTi sakanonmdeblo da sxva saxis 

zomebi, romlebic SeiZleba saWiro gaxdes imisaTvis, rom 

uflebamosileba mianiWos kompetentur organoebs moiZios an 

sxvagvarad moipovos:  

a. kompiuteruli sistema an misi nawili da masSi Senaxuli 

kompiuteruli monacemebi; da 

b. mis teritoriaze arsebuli kompiuteruli monacemebis matarebeli, 

romelSic SesaZlebelia inaxebodes kompiuteruli monacemebi.  

(2) TiToeulma mxarem unda miiRos iseTi sakanonmdeblo da sxva saxis 

zomebi, romlebic SeiZleba saWiro gaxdes imis uzrunvelyofisaTvis, 

rom im SemTxvevebSi, rodesac misi samarTaldamcavi organoebi 

moiZieben an sxvagvarad moipoveben gansazRvrul kompiuterul sistemas 

an mis calkeul nawils 1(a) punqtis Sesabamisad, da gaaCniaT safuZveli 

ivaraudon, rom Zebnadi monacemebi inaxeba mxaris teritorize arsebul 

sxva kompiuterul sistemaSi an mis romelime nawilSi, da rom amgvari 

monacemebi kanonierad xelmisawvdomia Tavdapirveli sistemidan an 

sistemisaTvis, samarTaldamcav organoebs unda SeeZloT swrafad 

                                              
287 Zebnis procedurebis elementebis Sesaxeb detaluri informacia mocemulia amerikel 
iuristTa asociaciis kompiuteruli danaSaulis winaaRmdeg saerTaSoriso brZolis  
saxelmZRvaneloSi, gv.123 da Semdgom. kompiuterTan dakavSirebuli Zebnisa da konfiskaciis 
Sesaxeb damatebiTi informaciisaTvis ixileT:  Winick, Searches and Seizures of Computers and Computer 
Data, Harvard Journal of Law & Technology, 1994,  tomi 8,  gv.75 da Semdgom; Rhoden, Challenging searches and 
seizures of computers at home or in the office: From a reasonable expectation of privacy to fruit of the poisonous tree and 
beyond, American Journal of Criminal Law, 2002, gv. 107 da Semdgom.   

288 ixileT kompiuteruli danaSaulis Sesaxeb konvenciis axsna-ganmarTebiTi angariSi #184 

289 “Tumca, mTel rig iurisdiqciebSi, TavisTavad aRebuli Senaxuli kompiuteruli monacemebi 
ar aris miCneuli materialur obieqtad da, Sesabamisad, ar SeiZleba iqnes daculi sisxlis 
samarTlis gamoZiebaTa  da samarTalwarmoebaTa saxeliT, iseve, rogorc es xdeba 
materialuri obieqtebis SemTxvevaSi, monacemTa matareblis dacvis garda, romlezec igi 
inaxeba. am konvenciis me-19 muxlis mizania ganisazRvros Sesabamisi uflebamosileba Senaxul 
monacemebTan mimarTebaSi.” kompiuteruli danaSaulis Sesaxeb konvenciis  axsna-ganmartebiTi 
angariSi, #184.   

290 aman SeiZleba gamoiwvios sirTuleebi im SemTxvevebSi, rodesac Sesabamisi informacia 
inaxeba serverze asobiT sxva momxmarebelTa monacemebTan erTad da igi ar iqneba 
xelmisawvdomi maSin, rodesac samarTaldamcavi organoebi moaxdenen serveris konfiskacias.    
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ganavrcon Zebna an msgavsi gziT gadaxon maTTvis xelmisawvdomi sxva 

sistemazec.  

[...] 

 
konvenciis me-19 muxlis 1-li qve-punqtis mizania gansazRvros 
instrumenti, romlebic SesaZleblobas aZlevs gamomZieblebs 
moiZion kompiuteruli sistemebi iseve efeqturad, rogorc amas 
akeTeben tradiciuli Zebnis procedurebis Catarebisas.291  
kompiuteruli danaSaulis Sesaxeb konvenciis me-19 muxlis me-2  qve-
punqti pasuxobs kompiuterul danaSaulTan dakavSirebul 
gamoZiebebTan mimarTebaSi arsebuli problemas. kompiuteruli 
sistemis fizikuri adgilmdebareobis adgilze informaciis 
moZiebisas, gamomZieblebi xSirad aTviTcnobiereben, rom 
eWvmitanlma Seinaxa Sesabamisi informacia (magaliTad, bavSvebis 
pornografia) ara adgilobriv myar diskze, aramed gare serverze, 
romelzec mas xeli miuwvdeba internetis saSualebiT.292 internet 
serverebis gamoyeneba informaciis Sesanaxad sul metad 
popularuli xdeba.293 imisaTvis, rom uzrunvelyofili iqnes 
gamoZiebebis efeqturi ganxorcieleba, mniSvnelovania, rom 
SenarCunebuli iqnes gamoZiebaTa moqniloba. Tuki gamomZieblebi 
aRmoaCenen, rom Sesabamisi informacia Senaxulia sxva kompiuterul 
sistemaSi, maT SesaZlebloba unda hqondeT ganavrcon Zebna am 
sistemazec. 294  
 
 
 

6.6. informaciis amoReba informaciis amoReba informaciis amoReba informaciis amoReba   
  

6.6.1. movlenamovlenamovlenamovlena     

 
kompiuteruli sistemebis da,  gansakuTrebiT, Sida da gare Sesanaxi 
mowyobilobebis Semowmeba warmoadgens kompiuterul-teqnikuri 

                                              
291 “Tumca, kompiuteruli monacemebis ZebnasTan dakavSirebiT saWiroa damatebiTi 
procesualuri debulebebi, raTa uzrunvelyofili iqnes kompiuteruli monacemebis mopoveba 
iseTi saxiT, rom igi iseTive efeqturi iyos, rogorc materialur monacemTa matareblis Zieba 
da konfiskacia.  arsebobs amis ramodenime mizezi: pirveli, monacemebi arsebobs 
aramaterialuri formiT, rogoricaa eleqtromagnituri forma. meore, miuxedavad imisa, rom 
monacemebi SeiZleba wakiTxuli iyos kompiuteruli mowyobilobis gamoyenebiT, is ar 
SeiZleba iyos konfiskirebuli an CamorTmeuli iseve, rogorc qaRaldze nabeWdi dokumenti.” 
kompiuteruli danaSaulis Sesaxeb konvenciis axsna-ganmartebiTi angariSi, #187.  

292dakavSirebul kompiuterul  sistemebze Ziebis gafarToebis SesaZleblobis mniSvnelobaze 
ukve aRiniSna evrosabWos ministrTa komitetis mier wevri qveynebisaTvis SemuSavebul 
rekomendaciaSi # R (95) 13, romelic Seexeboda sisxlis samarTlis saproceso  
kanonmdeblobasTan mimarTebaSi arsebul problemebs, romlebic dakavSirebuli iyo 
sainformacio teqnologiasTan, romelic miRebuli iqna ministrTa komitetis mier 1995 wlis 
11 seqtembers ministrTa moadgileebis 543-e Sexvedraze. rekomendaciis teqsti xelmisawvdomia 
Semdeg misamarTze:  http://www.coe.int/t/e/legal_affairs/legal_co-
operation/combating_economic_crime/1_standard_settings/Rec_1995_13.pdf 
293 internet serverze informaciis Senaxvis erT-erT upiratesobas warmoadgens is faqti, rom 
internet kavSiris meSveobiT informacia xelmisawvdomia nebismier adgilidan.  

294 am konteqstSi mniSvnelovania gaTvaliswinebuli iyos erovnuli suverenitetis principi. 
Tuki informacia Senaxulia kompiuterul sistemaSi teritoriis gareT, Ziebis Sesaxeb 
brZanebis gavrcobam SeiZleba daarRvios es principi. amitom, kompiuteruli danaSaulis 
Sesaxeb konvenciis avtorebma aRniSnes: “me-2 punqti saSualebas aZlevs gamomZiebel organoebs 
gaafarTovon TavianTi Zieba an ufro xelmisawvdomi gaxadon sxva kompiuteruli sistema an 
misi nawili, Tuki maT aqvT safuZveli imisa, rom sjerodeT, rom saWiro monacemebi inaxeba im 
sxva kompiuterul sistemaSi. Tumca, sxva kompiuteruli sistema an misi nawili aseve 
aucileblad unda iyos “mis teritoriaze” - kompiuteruli danaSaulis Sesaxeb konvenciis 
axsna-ganmartebiTi angariSi, #193.  am sakiTxTan dakavSirebiT aseve ixileT:  New Jersey Computer 
Evidence Search and Seizure Manual, 2000, gv.12: http://www.state.nj.us/lps/dcj/pdfs/cmpmanfi.pdf. 
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eqspertizis mniSvnelovan aspeqts.295 zogadad, Sesanaxi 
mowyobilobebis gamokvleva saWiroebs fizikurad myari diskis 
qonas. 296       

 
6.6.2. Sesabamisi procesualuri instrumenti Sesabamisi procesualuri instrumenti Sesabamisi procesualuri instrumenti Sesabamisi procesualuri instrumenti  

 

muxli 19 – Senaxuli kompiuteruli monacemebis Zebna da konfiskacia  

[...] 

(3) TiToeulma mxarem unda miiRos iseTi sakanonmdeblo da sxva saxis 

zomebi, romlebic SeiZleba saWiro gaxdes imisaTvis, rom 

uflebamosileba mianiWos mis kompetentur organoebs konfiskacia 

gaukeTos an amoiRos kompiuteruli monacemebi, romlebic 

xelmisawvdomia 1-li an me-2 punqtebis safuZvelze. es zomebi unda 

gulisxmobdes uflebamosilebas, rom:   

a) konfiskirebuli an msgavsi gziT amoRebuli iqnes kompiuteruli 

sistema an misi nawili an kompiuteruli monacemebis matarebeli; 

b) gakeTdes da Senaxuli iqnes am kompiuteruli monacemebis asli;  

g) SenarCunebuli iqnes Sesabamisi Senaxuli kompiuteruli monacemebis 

xelSeuxelbloba;  

d) Sewydes xelmisawvdomoba amgvar kompiuterul monacemebTan im 

kompiuterul sistemaSi, romelic gaxda xelmisawvdomi, an moxdes maTi 

waSla am sistemidan.  

(4) TiToeulma mxarem unda miiRos iseTi sakanonmdeblo da sxva saxis 

zomebi, romlebic SeiZleba saWiro gaxdes imisaTvis, rom 

uflebamosileba mianiWos mis kompetentur organoebs ubrZanos 

nebismier pirs, romelsac gaaCnia codna kompiuteruli sistemis 

funqcionirebis an im zomebis Sesaxeb, romlebic gamoyenebulia masSi 

arsbuli kompiuteruli monacemebis dasacavad, miawodos,  ramdenadac 

es mizanSewonilia, informacia, romelic saWiroa im zomebis miRebis 

uzrunvelsayofad,  romlebic miTiTebulia 1-l da me-2 punqtebSi.  

 
kompiuteruli danaSaulis Sesaxeb konvenciis me-19 muxlis me-3 qve-
punqti SesaZleblobas aZlevs samarTaldamcav organoebs moaxdinon 
kompiuteris myari diskis konfiskacia.297 myari diskis tradiciuli 
wesiT konfiskaciis garda, kompiuteruli danaSaulis Sesaxeb 
konvencia SesaZleblobas aZlevs samarTaldamcav organoebs myari 
diskis konfiskaciis sanacvlod, moaxdinon Sesabamisi monacemebis 

                                              
295 Hannan, To Revisit: What is Forensic Computing, 2004: 
http://scissec.scis.ecu.edu.au/publications/forensics04/Hannan.pdf; Etter, The forensic challenges of e-crime, Australasian 
Centre for Policing Research, No. 3, 2001, gv.4: http://www.acpr.gov.au/pdf/ACPR_CC3.pdf;  

296 Zebnisa da konfiskaciis tradiciul procedurebTan SedarebiT distanciuri kompiuterul-
teqnikuri eqspertizis saSualebebis upiratesobebis Taobaze, ixileT: Gercke, Secret Online Search, 
CR 2008, gv. 245 da Semdgom. magram, distanciur gamoZiebebs aqvT uaryofiT mxareebic. im 
faqtis garda, rom uSualo xelmisawvdomoba SesaZleblobas aZlevs samarTaldamcav 
organoebs Seiswavlon Semnaxavi mowyobilobis fizikuri mdgomareoba, kompiuteruli 
sistemis fizikuri xelmisawvdomoba aris erTaderTi gza imisa, rom gamoZiebis procesSi 
uzrunvelyofili iqnes eWvmitanilis kompiuterze failebis xelSeuxebloba. gamokvleuli 
kompiuteruli sistemis xelSeuxeblobis dacvis mniSvnelobaze, ixileT: Meyers/Rogers, Computer 
Forensics: The Need for Standardization and Certification, gv.6. 
http://www.utica.edu/academic/institutes/ecii/publications/articles/A0B7F51C-D8F9-A0D0-7F387126198F12F6.pdf. 
297kompiuteruli teqnikis konfiskaciis Catarebis instruqcia SeiZleba ixiloT:  General 
Guidelines for Seizing Computers and Digital Evidence, State of Maryland, Maryland State Police, Criminal 
Enforcement,Command, Computer Crimes Unit, Computer Forensics Laboratory: http://ccu.mdsp.org/Guidelines%20-
%20Seizure%20of%20Digital%20Evidence.htm; New Jersey Computer Evidence Search and Seizure Manual, State of 
New Jersey, Department of Law and Public Safety, Division of Criminal Justice: 
http://www.state.nj.us/lps/dcj/pdfs/cmpmanfi.pdf. 
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kopireba.298 Tuki samarTaldamcavi organoebi gadawyveten, rom ar 
moaxdinon kompiuteris myari diskis konfiskacia da, sanacvlod, 
aramed uzrunvelyon mxolod Sesabamisi monacemebis kopireba, 
kompiuteruli danaSaulis Sesaxeb konvenciis me-19 muxli 
iTvaliswinebs mTel rig zomebs, raTa SenarCunebuli iqnes 
kopirebuli monacemebis xelSeuxebloba da waSlili iqnes 
originali monacemebi.299    

 
xSirad gamomZieblebs ar SeuZliaT myari diskis zusti 
adgilmdebareobis gansazRvra sistemis administratoris meSveobiT, 
romelic pasuxismgebelia serveris insfrastruqturaze. 300  Tumca, im 
SemTxvevaSic ki, rodesac gamomZieblebs SeuZliaT misi 
identificireba, maT SeiZleba ver SeZlon Sesabamisi monacemebis 
moZieba myari diskis arsebuli dacvis zomebis gamo. amitom, 
konvenciis avtorebis mier masSi Setanili iqna sistemis 
administratorisa da sxva pirebis valdebuleba, romlebmac ician 
Senaxuli informaciis adgilmdebareobis Sesaxeb, daexmaron 
samarTaldamcav organoebs.     

praqtikuli informacia mosamarTleebisaTvis:   

im kompiuteruli monacemebis xelSeuxeblobis uzrunvelyofa, 

romlebic saWiroa eWvmitnilis identificirebisaTvis an ukanono 

qmedebebis mtkicebuleba warmoadgens arsebiT moTxovnas kompiuteruli 

danaSaulTa gamoZiebisaTvis. Tuki gamomZieblebs ar aqvT nebarTva 

miiRon saWiro zomebi kopirebuli monacemebis xelSeuxeblobis 

uzrunvelsayofad, es kopirebuli monacemebi SeiZleba ar iqnes 

miRebuli mtkicebulebad sisxlissamarTlerivi samarTalwarmoebis 

dros.301 

                                              
298  monacemebTa kopirebis aqtis klasifikaciis Taobaze ixileT: Brenner/Frederiksen, Computer 
Searches and Seizure: Some Unresolved Issues in Cybercrime & Security, IB-1, gv.58 da Semdgom.  

299 “vinaidan zomebi Seexeba Senaxul aramaterialur monacemebs, saWiroa kompetenturma 
organoebma miiRon damatebiTi zomebi monacemTa dacvisaTvis;  kerZod, saWiroa “monacemebis 
xelSeuxelblobis  SenarCuneba”, an monacemTa mimarTebaSi “pasuxismgeblobisa da 
xelSeuxeblobis uzrunvelyofis jaWvis” SenarCuneba, rac niSnavs imas, rom monacemebi, 
romlebic SeiZleba dakopirdes an waiSalos Senaxuli unda iqnes qveyanaSi, romelSic isini 
iqna napovni konfiskaciis dros da darCes ucvleli sisxlis samarTlis saqmis warmoebis 
procesSi. termini Seexeba monacemebze kontrolis dawesebas an maT CamorTmevas.” 
kompiuteruli danaSaulis Sesaxeb konvenciis axsna-ganmartebiTi angariSi, #197.      

300 “es Seexeba praqtikul problemas, kerZod imas, rom SesaZlebelia rTuli iyos im 
monacemebis mopoveba da identificireba, romlebic iZebneboda rogorc mtkicebuleba, 
monacemTa im raodenobis gaTvaliswinebiT, romlebic SeiZleba damuSavdes da Seinaxos, aseve, 
usafrTxoebis zomebis gamoyenebisa da kompiuteruli operaciebis bunebis gaTvaliswinebiT.   
is aRiarebs, rom sistemis administratorebs, romlebsac aqvT kompiuteruli sistemis 
konkretuli codna, SeiZleba dasWirdeT konsultacia teqnikuri saSualebebis Sesaxeb, raTa 
gansazRvron saukeTeso gza Zebnis Casatareblad.” kompiuteruli danaSaulis Sesaxeb 
konvenciis axsna-ganmartebiTi angariSi, #200.   

301 es principi  vrceldeba aparaturis konfiskaciazec. kopirebuli monacemebis 
xelSeuxeblobis SenarCunebasTan SedarebiT, xSirad ufro advilia uzrunvelyofili iqnes 
monacemTa xelSeuxebloba Semnaxav mowyobilobaze.    



evrosabWos treningi qselur danaSaulSi 

 
www.coe.int/cybercrime 

 

mosamarTleTa treningi qselur danaSaulSi 103 

6.7. traftraftraftrafikis monacemebis Segroveba ikis monacemebis Segroveba ikis monacemebis Segroveba ikis monacemebis Segroveba  
 
6.7.1. movlenamovlenamovlenamovlena     

 
trafikis monacemebi TamaSobs mniSvnelovan rols kompiuteruli 
danaSaulTa gamoZiebaSi.302 Sinaarsis monacemebis xelmisawvdomoba 
SesaZleblobas aZlevs samarTaldamcav organoebs gaakeTon  
gacvlil failebSi Semavali mesijebis tipis analizi  da exmareba 
maT miakvlion damnaSaves. internet servisis gamoyenebis dros 
warmoqmnili trafikis monacemebis monitoringis saSualebiT 
samarTaldamcas organoebs SeuZliaT moaxdinon internet 
protokolis (IP) misamarTis identificireba da Semdeg Seecadnon 
gansazRvron misi fizikuri adgilmdebareoba.  
 
6666....7777....2222.... Sesabamisi procesualuri instrumenti Sesabamisi procesualuri instrumenti Sesabamisi procesualuri instrumenti Sesabamisi procesualuri instrumenti     
 

kompiuteruli danaSaulis Sesaxeb konvenciis me-20 muxli iZleva 
iuridiul safuZvels trafikis monacemebis SegrovebisaTvis 
realuri drois reJimSi.    

 

muxli 20 – trafikis monacemebis Segroveba realuri drois reJimSi  

 

(1) TiToeulma mxarem unda miiRos iseTi sakanonmdeblo da sxva saxis 

zomebi, romlebic SeiZleba saWiro gaxdes imisaTvis, rom 

uflebamosileba mianiWos mis kompetentur organoebs:  

(a) im mxaris teritorize arsebuli teqnikuri saSualebebis gamoyenebis 

gziT Seagrovos an Caweros; da  

(b) aiZulos servisis provaideri, mis xelT arsebuli teqnikuri 

saSualebebis farglebSi:  

(i) im mxaris teritorize arsebuli teqnikuri saSualebebis gamoyenebis 

gziT Seagrovos an Caweros; an 

(ii) iTanamSromlos kompetentur organoebTan da daexmaros maT 

Seagrovos an Caweros realuri drois reJimSi trafikis monacemebi, 

romlebic dakavSirebulia kompiuteruli sistemis saSualebiT mis 

teritoriaze monacemebis gadacemis gansazRvrul operaciebTan.  

2) Tuki mxares mis erovnul kanonmdeblobiT gansazRvruli principebis 

gamo  ar SeuZlia miiRos zomebi, romlebic miTiTebulia punqtSi 1(a), 

mas SeuZlia sanacvlod miiRos imgvari sakanonmdeblo an sxva saxis 

zomebi, romlebic SesaZlebelia saWiro gaxdes imisaTvis, rom 

uzrunvelyos drois realur reJimSi trafikis Sesaxeb im monacemebis 

Segroveba an Cawera, romelebic dakavSirebulia kompiuteruli 

sistemis saSualebiT mis teritoriaze monacemebis gadacemis 

gansazRvrul operaciebTan.  

                                              
302  “kompiuterul sistemasTan dakavSirebuli sisxlis samarTlis danaSaulis gamoZiebis 
SemTxvevaSi, saWiroa trafikis monacemebi komunikaciis wyaros misakvlevad, rogorc 
amosavali wertili Semdomi mtkicebulebebis Sesagroveblad an rogorc danaSaulis 
mtkicebulebis nawili. trafikis monacemebis xangrZlivoba didi ar aris, rac saWiros xdis 
mis daCqarebul Senaxvas. Sesabamisad, misi swrafi gamJRavneba SesaZlebelia saWiro iyos  
komunikaciis marSrutis dasadgenad, raTa moxdes Semdgomi mtkicebulebebis Segroveba mis 
waSlamde an eWvmitanilis identificirebamde. amitom, SesaZlebelia kompiuteruli 
monacemebis Segrovebisa da gamJRavnebis Cveulebrivi procedura sakmarisi ar iyos. ufro 
metic, am monacemebis Segroveba iTvleba, rom principSi aris naklebad sando, vinaidan am 
saxiT igi ar avlens komunikaciis Sinaarss, romelic ufro mgrZnobiared aris miCneuli.” 
ixileT: kompiuteruli dnaSaulis Sesaxeb konvenciis axsna-ganmartebiTi angariSi #29. 
kompiuterul danaSaulTa gamoZiebebSi trafikis monacemebis mniSvnelobis Sesaxeb aseve 
ixileT: ABA International Guide to Combating Cybercrime, gv.125; Gercke, Preservation of User Data, DUD 2002, 
577  da Semdgom.   
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(3) TiToeulma mxarem unda miiRos iseTi sakanonmdeblo da sxva saxis 

zomebi, romlebic SeiZleba saWiro gaxdes imisaTvis, rom moxdes 

servisis provaideris davaldebuleba, rom saidumlod Seinaxos 

winamdebare muxliT gansazRvruli uflebamosilebis gamoyenebis faqti 

da masTan dakavSirebuli nebismieri informacia.  

 

(4) uflebamosilebebi da procedurebi, romlebzec laparakia am 

muxlSi, damokidebulia me-14 da me-15 muxlebiT gansazRvruli 

debulebebis amoqmedebaze.  

 

 

debuleba ar aris Seqmnili arc konkretuli teqnologiisaTvis da 
arc imas isaxavs miznad, rom gansazRvros standartebi, romlebic 
ganapirobeben am sferoSi didi finansuri investiciebis 
aucileblobas.303   

 

praqtikuli informacia mosamarTleebisaTvis:   

 

Sinaarsis monacemebis mopovebasTan SedarebiT304, trafikis monacemebi 

zogadad naklebad intensiur instruments warmoadgens. is 

uzrunvelyofs ara Sinaarsis monacemebis, aramed sxva informaciis 

uSualo xelmisawvdomobas, romelic SesaZlebelia sakmarisi iyos 

gamoZiebis CatarebisaTvis.  es aspeqti TamaSobs mniSvnelovan rols 

sasamarTlos gankargulebis gamoyenebis TvalsazrisiT. naklebad 

intensiuri instrumentis arsebobis gamo, sasamarTlom SesaZlebelia 

ar gasces gankarguleba Sinaarsis monacemebis mopovebisaTvis, Tuki 

trafikis monacemebis Segroveba SesaZlebelobas miscems 

samarTaldamcav organoebs ganaxorcielon gamoZieba. es gansakuTrebiT 

Seexeba eWvmitanilis Zebnas IP-is (internet protokoli) saSualebiT.   

 

                                              
303 “es muxli [muxli 20] ar avaldebulebs servisis provaiderebs, rom maT gaaCndeT teqnikuri 
SesaZleblobebi koleqciebis, Canawerebis, TanamSromlobis an daxmarebis uzrunvelsayofad. 
igi ar moiTxovs maTgan, rom SeiZinon an Seqmnan axali mowyobilobebi, daiqiravon eqspertebi 
an moaxdinon TavianTi sistemebis ZviradRirebuli konfiguracia.” kompiuteruli danaSaulis 
Sesaxeb konvenciis axsna-ganmartebiTi angariSi, #221. 

304 ixileT qvemoT: Tavi 4.8 
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6.8. Sinaarsis monacemebis mopoveba Sinaarsis monacemebis mopoveba Sinaarsis monacemebis mopoveba Sinaarsis monacemebis mopoveba   
 
6.8.1. movlenamovlenamovlenamovlena 

 
zogierT SemTxvevaSi trafikis monacemebis Segroveba ar aris 
sakmarisi im mtkicebulebebis Sesagroveblad, romlebic saWiroa 
eWvmitanilisaTvis ganaCenis gamosatanad. es gansakuTrebiT exeba im 
SemTxvevebs, rodesac samarTaldamcavma organoebma ukve ician 
sakomunikacio partniorisa da gamoyenebuli momsaxurebis Taobaze, 
magram ar floben informacias gacvlili informaciis Sesaxeb.  
magaliTad, maT ician rom momxmareblebi, romlebic warsulSi 
msjavrdebulebi iyvnen bavSvebis pornografiis gacvlis braldebiT, 
regularulad tvirTaven did failebs maTi koleqtiuri gamoyenebis  
sistemebidan, magram maT ar ician aris Tu ara es Cveulebrivi 
filmebi (saavtoro uflebebis armqone), Tu bavSvebis pornografia.       

 
6.8.2. Sesabamisi procesualuri instrumenti Sesabamisi procesualuri instrumenti Sesabamisi procesualuri instrumenti Sesabamisi procesualuri instrumenti  

 
21-e muxlis safuZvelze samarTaldamcav organoebs SesaZlebloba 
aqvT moaxdinon monacemTa gacvlis Cawera da misi Sinaarsis 
analizi. 305     
 

muxli 21 – Sinaaris Sesaxeb monacemebis mopoveba   

 

(1) TiToeulma mxarem unda miiRos iseTi aucilebeli sakanonmdeblo da 

sxva saxis zomebi erovnuli kanoniT gaTvaliswinebul mTeli rigi 

seriozul danaSaulebTan dakavSirebiT, romlebic SesaZleblobas 

miscems  mis kompetentur organoebs:  

 

(a) im mxaris teritorize arsebuli teqnikuri saSualebebis gamoyenebis 

gziT Seagrovos an Caweros; da  

(b) aiZulos servisis provaideri, mis xelT arsebuli tenikuri 

saSualebebis farglebSi:  

(i) im mxaris teritorize arsebuli teqnikuri saSualebebis gamoyenebis 

gziT Seagrovos an Caweros; an 

(ii) iTanamSromlos  kompetentur organoebTan da daexmaros maT 

Seagrovos an Caweros realuri drois reJimSi Sinaarsis monacemebi, 

romlebic dakavSirebulia kompiuteruli sistemis saSualebiT mis 

teritoriaze monacemebis gadacemis gansazRvrul operaciebTan.  

 

2) Tuki mxares mis erovnul kanonmdeblobiT gansazRvruli principebis 

gamo  ar SeuZlia miiRos zomebi, romlebic miTiTebulia punqtSi 1(a), 

mas SeuZlia sanacvlod miiRos imgvari sakanonmdeblo an sxva saxis 

zomebi, romlebic SesaZlebelia saWiro gaxdes imisaTvis, rom 
uzrunvelyos drois realur reJimSi Sinaarsis Sesaxeb im monacemebis 

Segroveba an Cawera, romelebic dakavSirebulia kompiuteruli 

sistemis saSualebiT mis teritoriaze monacemebis gadacemis 

gansazRvrul operaciebTan.  

                                              
305 erT-erTi saSualeba imisa, rom samarTaldamcavma organoebma ver moaxerxon or 
eWvmitanils Soris  gacvlil monacemTa Sinaarsis analizi aris daSifrvis teqnologiis 
gamoyeneba. daSifrvis procedurebis funqcionirebis Taobaze, ixileT:  Singh; The Code Book: The 
Science of Secrecy from Ancient Egypt to Quantum Cryptography, 2006; D’Agapeyen, Codes and Ciphers – A History of 
Cryptography, 2006; An Overview of the History of Cryptology: http://www.cse-cst.gc.ca/documents/about-
cse/museum.pdf.  
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(3) TiToeulma mxarem unda miiRos iseTi sakanonmdeblo da sxva saxis 

zomebi, romlebic SeiZleba saWiro gaxdes imisaTvis, rom moxdes 

servisis provaideris davaldebuleba, rom saidumlod Seinaxos 

winamdebare muxliT gansazRvruli uflebamosilebis gamoyenebis faqti 

da masTan dakavSirebuli nebismieri informacia.  

 

(4) uflebamosilebebi da procedurebi, romlebzec laparakia am 

muxlSi, damokidebulia me-14 da me-15 muxlebiT gansazRvruli 

debulebebis amoqmedebaze.  

 
es moicavs failebs, romlebic CamotvirTuli iqna veb-gverdebidan 
an failebis gacvlis sistemebidan, danaSaulis Camdenis mier 
gagzavnili an miRebuli eleqtronuli werilebidan da “CatiT” 
gamarTuli dialogebidan. 

 

praqtikuli informacia mosamarTleebisaTvis:   

 

monacemTa gadacemis procesebze kontroli ar aZlevs saSualebas 

samarTaldamcav organoebs analizi gaukeTon gacvlili monacemebis 

Sinaarss, Tuki komunikacia daSifruli iyo.306 daSifrvis teqnologia 

SesaZlebelia gamoyenebuli iqnes ara mxolod failebis gacvlis dros, 

aramed VoIP (IP qselebSi xmovani trafikis gadacema) komunikaciebis 

dacvis mizniTac. 307     

                                              
306 kompiuterul-teqnikur eqspertizasa da kriminalur gamoZiebebze daSifrvis teqnologiis 
gavlenis Sesaxeb, ixileT: See Huebner/Bem/Bem, “Computer Forensics – Past, Present And Future”, No.6: 
www.scm.uws.edu.au/compsci/computerforensics/ Publications/Computer_Forensics_Past_Present_Future.pdf; Gercke, 
The Challenge of fighting Cybercrime, MMR 2008, gv. 291 da Semdgom.  

307 samarTaldamcavi organoebis daxmarebis mizniT VoIP (IP qselebSi xmovani trafikis gadacema) 
mopovebis Taobaze ixileT: Bellovin and others, “Security Implications of Applying the Communications 
Assistance to Law Enforcement Act to Voice over IP”, available at http://www.itaa.org/news/docs/CALEAVOIPreport.pdf; 
Simon/Slay, “Voice over IP: Forensic Computing Implications”, 2006,: 
http://scissec.scis.ecu.edu.au/wordpress/conference_proceedings/2006/forensics/Simon%20Slay%20-
%20Voice%20over%20IP-%20Forensic%20Computing%20Implications.pdf. 
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7. saerTaSoriso TanamSromloba saerTaSoriso TanamSromloba saerTaSoriso TanamSromloba saerTaSoriso TanamSromloba  
 

am sesiis bolos monawileebs unda esmodeT:  

 
� kompiuterul danaSaulTan da eleqtronul mtkicebulebebTan 

dakavSirebuli SemTxvevebisaTvis maqsimalurad farTo da 
efeqturi saerTaSoriso TanamSromlobis, maT Soris monacemebis 
Senaxvisa da SegrovebisaTvis gadaudebeli zomebis miRebis   
aucilebloba;  

� kompiuteruli danaSaulis Sesaxeb konvenciis debulebebi 
saerTaSoriso TanamSromlobis Sesaxeb. 

 
rekomendirebulia, rom monawileebs SesaZlebloba hqondeT naxon 
kompiuteruli danaSaulis Sesaxeb konvenciis teqsti da masTan 
dakavSirebuli axsna-ganmartebiTi angariSi (ix. www.coe.int/cybercrime, 
sadac SesaZlebelia konvenciis naxva sxvadasxva enaze). 

 
aseve, monawileebs xeli unda miuwvdebodeT maTi erovnuli 
kanonmdeblobis teqsTan. mTeli rigi qveynebisaTvis, amgvari 
informaciis moZieba SesaZlebelia Semdeg veb-misamarTze: 

www.coe.int/cybercrime.   

 

kompiuterul danaSauls aqvs Zalian Zlieri transnacionaluri 
komponenti308 da  romelime erT qveyanaSi  an iurisdiqciis 
farglebSi erTi piris mier dawyebulma Tavdasxmebma SeiZleba 
gavlena iqonios pirovnebebze mraval sxvadasxva qveyanaSi, xolo 
eleqtronulma komunikaciam, romelic gaegzavneba pirs imave 
qveyanaSi SeiZleba warmoSvas eleqtronuli mtkicebuleba sxva 
adgilas, vinaidan monacemebi SeiZleba gadacemuli iqnes ramodenime 
qveyanaSi ganTavsebuli  serverebis meSveobiT.    

 
amave dros, eleqtonuli mtkicebulebebi cvalebadia.  amitom, 
monacemebis SesanarCuneblad qveynis doneze saWiroa gadaudebeli 
zomebis  miReba saerTaSoriso TanamSromlobis farglebSic.   

 
mokled, saWiroa maqsimalurad farTo saerTaSoriso 
TanamSromloba, romelic gulisxmobs gadaudebel zomebs monacemTa 
SenaxvisaTvis da efeqtur ormxriv iuridiul daxmarebas.  

 
mosamarTleebi da prokurorebi TamaSoben gadamwyvet rols am 
TanamSromlobaSi, vinaidan isini CarTulebi arian aRniSnuli 
zomebis rogorc damtkicebis procesSi, aseve saqmeebis ganxilvasa 
da maTze sasamarTlo gadawyvetilebebis miRebaSi im 
mtkicebulebebis safuZvelze, romlebic mopovebulia saerTaSoriso 
TanamSromlobis Sedegad.   

 

                                              
308 kompiuteruli danaSaulis transnacionaluri masStabis Sesaxeb, ixileT:  Keyser, The 

Council of Europe Convention on Cybercrime, Journal of Transnational Law & Policy, tomi 12, #2, 

gv.289: http://www.law.fsu.edu/journals/transnational/vol12_2/keyser.pdf.  

Sofaer/Goodman, Cyber Crime and Security – The Transnational Dimension - in Sofaer/Goodman, 
The Transnational Dimension of Cyber Crime and Terrorism, 2001, gv.1 da Semdgom:  

http://media.hoover.org/documents/0817999825_1.pdf;  
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kompiuteruli danaSaulis Sesaxeb konvenciis III TavSi 
gansazRvrulia samarTlebrivi CarCoebi saerTaSoriso 
TamanSromlobisa da zogadi da konkretuli zomebisaTvis. 
saxelmZRvanelos am nawilSi mocemulia aRniSnuli Tavis zogierTi 
debulebis mimoxilva. 

 
arsebiTia, rom mosamarTleebi da prokurorebi gaecnon ara mxolod 
am debulebebs, aramed sisxlis samarTlis sakiTxebze 
TanamSromlobis Sesaxeb arsebul sxva saerTaSoriso da ormxriv 
xelSekrulebebs, romlebic SeiZleba gamoyenebuli iqnes 
kompiuteruli danaSaulis SemTxvevebisaTvis da, gansakuTrebiT, 
pirdapiri TanamSromlobis SesaZleblobebsa da kritikul 
garemoebebSi komunikaciis daCqarebul saSualebebs.309     

 
romeli kanonebi da xelSekrulebebi Seiromeli kanonebi da xelSekrulebebi Seiromeli kanonebi da xelSekrulebebi Seiromeli kanonebi da xelSekrulebebi SeiZleba iqnes gamoyenebuli Zleba iqnes gamoyenebuli Zleba iqnes gamoyenebuli Zleba iqnes gamoyenebuli 
saerTaSoriso TanamSromlobis mizniT zogadad dakerZod, saerTaSoriso TanamSromlobis mizniT zogadad dakerZod, saerTaSoriso TanamSromlobis mizniT zogadad dakerZod, saerTaSoriso TanamSromlobis mizniT zogadad dakerZod, 
kompiuterul danaSaulTan mimarTebaSi?kompiuterul danaSaulTan mimarTebaSi?kompiuterul danaSaulTan mimarTebaSi?kompiuterul danaSaulTan mimarTebaSi?    
    
ganixileT Semdeg RonisZiebeTan dakavSirebuli adgilobrivi ganixileT Semdeg RonisZiebeTan dakavSirebuli adgilobrivi ganixileT Semdeg RonisZiebeTan dakavSirebuli adgilobrivi ganixileT Semdeg RonisZiebeTan dakavSirebuli adgilobrivi 
kanonmdeblobis debulebebi. sasurvelia praqtikuli magaliTebi.kanonmdeblobis debulebebi. sasurvelia praqtikuli magaliTebi.kanonmdeblobis debulebebi. sasurvelia praqtikuli magaliTebi.kanonmdeblobis debulebebi. sasurvelia praqtikuli magaliTebi.    
 

7.1. saerTaSoriso TanamSrosaerTaSoriso TanamSrosaerTaSoriso TanamSrosaerTaSoriso TanamSromlobis zogadi principebi mlobis zogadi principebi mlobis zogadi principebi mlobis zogadi principebi  
 
muxli 23 gansazRvravs saerTaSoriso TanamSromlobis sam princips, 
romlebic gaTvaliswinebulia kompiuteruli danaSaulis Sesaxeb 
konvenciis III TavSi: 

 
� mxareebs Soris unda arsebobdes “maqsimalurad mWidro” 

saerTaSoriso TanamSromloba. es principi mxareebisagan 
moiTxovs erTmaneTs Soris mWidro TanamSromlobas d 
saerTaSoriso masStabiT informaciisa da mtkicebulebebis 
daubrkolebeli da swrafi gacvlisaTvis arsebuli 
xelSemSleli faqtorebis aRmofxvras;    

� TanamSromlobam unda moicvas yvela kriminaluri danaSauli, 
romelic dakavSirebulia kompiuterul sistemebTan da 
monacemebTan, aseve, nebismieri kriminalur danaSaulTan 
dakavSirebiT mtkicebulebis eleqtronuli formiT 
SegrovebasTan. es niSnavs imas, rom rodesac arsebobs 
eleqtonuli mtkicebuleba imisa, rom danaSauli Cadenilia 
kompiuteruli sistebis gamoyenebiT, an Cveulebrivi danaSauli 
ar aris Cadenili kompiteruli sistemis gamoyenebiT (mag. 
mkvleloba), gamoyenebuli unda iqnes III Tavis debulebebi; 

 
� TanamSromloba unda ganxorcieldes “winamdebare Tavis 

debulebebis Sesabamisad” an “kriminaluri sakiTxebTan 
dakavSirebiT saerTaSoriso TanamSromlobis Sesaxeb Sesabamisi 
saerTaSoriso SeTanxmebebis, im zomebis gamoyenebis gziT, 
romlebic SeTanxmebuli iqna saerTo an ormxrivi 
kanonmdeblobisa da adgilobrivi kanonebis safuZvelze.”  bolo 
muxlSi gansazRvrulia zogadi principi, rom III Tavis 

                                              
309 amis kargi magaliTia sisxlis samarTlis saqmeebze ormxrivi iuridiuli daxmarebis 
Sesaxeb konvenciis me-2 damatebiTi protokolis me-4 muxli (CETS 182), romelic Seexeba 
sxvadasxva qveynebis sasamarTlo xelisuflebebs, aseve, ormxrivi iuridiuli daxmarebis 
sakiTxebze kompetentur organoebs Soris an interpolis arxebiT pirdapir komunikacias. 
moTxovnebis gadagzavna SesaZlebelia eleqtronuli saSualebebis gamoyenebiT.  
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debulebebi ar aRemateba saerTaSoriso xelSekrulebebis 
debulebebs, romlebic Seexeba ormxriv iuridiul daxmarebasa 
da eqstradicias, mxareebis mier ormxrivi zomebis miRebas  
(ufro detalurad ganxiluli iqneba qvemoTY 27-e muxlis 
ganxilvisas), an saerTaSoriso TanamSromlobis Sesaxeb 
adgilobrivi kanonis Sesabamis debulebebs.   

 
mesame punqti aseve iZleva axsna-ganmartebas imasTan dakavSirebiT, 
Tu ratom iyeneben evropisa da, aseve, sxva qveynebi kriminalur 
sakiTxebTan dakavSirebiT arsebul mTel rig xelSekrulebebs, da 
ara mxolod konvencias kompiuteruli danaSaulis Sesaxeb, rodesac 
TanamSromloben erTmaneTTan kompiuteruli danaSaulis winaaRmdeg.  
 

muxli 23 – saerTaSoriso TanamSromlobasTan dakavSirebuli zogadi 

principebi  

 

mxareebma unda iTanamSromlon erTmaneTTan winamdebare Tavis 

debulebebis Sesabamisad da danaSaulebriv sakiTxebTan dakavSirebiT 

saerTaSoriso TanamSromlobis Sesabamisi saerTaSoriso 

instrumentebis gamoyenebis gziT, im zomebis gatarebiT, romlebic 

SeTanxmebulia saerTo an ormxrivi kanonmdeblobisa da adgilobrivi 

kanonebis safuZvelze, ramdenadac SesaZlebelia masStaburad im 

gamoZiebebis an sasamarTlo saqmis warmoebaTa miznebidan gamomdinare, 

romlebic Seexeba kompiuteruli sistemebTan da monacemebTan 

dakavSirebul kriminalur danaSaulebebs, an kriminaluri danaSaulis 

Sesaxeb mtkicebulebebis eleqtronuli formiT SegrovebisaTvis.   

 
 
 
 
 
 
 
 
 
 

7777....2222.... eqstradiciasTan dakavSirebuli ZiriTadi principebieqstradiciasTan dakavSirebuli ZiriTadi principebieqstradiciasTan dakavSirebuli ZiriTadi principebieqstradiciasTan dakavSirebuli ZiriTadi principebi    

 

eqstradiciasTan dakavSirebuli sakiTxebi ganxilulia 24-e 
muxlSi, romelSic Sesulia rigi qve-debulebebisa da 
romelic avaldebulebs mxareebs, rom konvenciiT (muxli 2-11) 
gaTvaliswinebul kiber-danaSaulebaSi mxilebuli damnaSaveebi 
daeqvemdebaron eqstradicias. iqve miTiTebulia danaSaulis is 
minimaluri zRvari, romelic Tavisi arsiT eqstradicias ar 
eqvemdebareba. 
24-e muxli aseve iTvaliswinebs eqstradiciasTan 
dakavSirebul saerTaSoriso da ormxriv xelSekrulebebs da 
miuTiTebs, rom im SemTxvevaSi, rodesac eqstradicia ar 
daiSveba damnaSavis erovnuli kuTvnilebis gamo (bevr 
qveyanaSi eqstradacia dauSvebelia Tu damnaSave am qveynis 
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erovnebis warmomadgenelia), gamoiyeneba principi ‘aut dedere aut 

judicare’ (anu eqvemdebareba eqstradicias an sasamarTlo devnas). 
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muxli 24 – eqstradicia 

 

1 a es muxli vrceldeba mxareebs Soris eqstradiciis sakiTxze im 

sisxlis samarTlis danaSaulebasTan dakavSirebiT, romelic 

gaTavliswinebulia winamdebare konvenciis muxlebiT 2-dan 11-mde, im 

pirobiT Tu aRniSnuli danaSauli dasjadia orive mxaris 

kanonmdeblobiT da iTvaliswinebs Tavisuflebis aRkveTas sul mcire 

erTi wliT mainc, an iTvaliswinebs ufro mkacr sasjels. 

 

b Tu or an met mxares Soris erTiani an urTierTSeTanxmebuli 

kanonmdeblobis an eqstradiciis xelSekrulebis, eqstradiciis Sesaxeb 

evropis konvenciis (ETS # 24) CaTvliT, safuZvelze miRweuli SeTanxmebis 

Tanaxmad dadgenili minimaluri sasjeli gansxvavebulia, gamoyenebuli 

iqneba es ukanaskneli, romelic aRniSnul SeTanxmebas an xelSekrulebas 

efuZneba. 

2 am muxlis pirvel punqtSi aRwerili sisxlis samarTlis danaSaulebebi 
unda CaiTvalos danaSaulad, romelic eqvemdebareba eqstradicias 
mxareebs Soris moqmedi eqstradiciis nebismieri xelSekrulebis 
safuZvelze. mxareebi valdebulebas iReben aRniSnuli danaSaulebebi 
mxareebs Soris momavalSi dadebul eqstradiciis Sesaxeb nebismieri 
xelSekrulebis Tanaxmad CaiTvalos iseT danaSaulad, romelic 
eqstradicias eqvemdebareba. 

 

3 Tu mxare, romelic Sesabamisi xelSekrulebis safuZvelze eqstradicias 

savaldebulod Tvlis, meore mxarisagan eqstradiciis Taobaze 

Suamdgomlobas miiRebs, Tumca am ukanasknels ar gaaCnia eqstradiciis 

xelSekruleba pirvel mxaresTan, winamdebare konvencia CaiTvleba 

eqstradiciis iuridiul safuZvlad nebismier im sisxlis samarTlis 

danaSaulTan mimarTebaSi, romelic mocemulia am muxlis pirvel punqtSi. 

 

4 Tu Sesabamisi xelSekrulebis safuZvelze mxareebi eqstradicias 

savaldebulod ar miiCneven, isini valdebuli arian aRiaron am muxlis 

pirvel punqtSi CamoTvlili danaSaulebebi iseT danaSaulad, romelic 

mxareebs Soris eqstradicias eqvemdebareba. 

 

5 eqstradicia eqvemdebareba im pirobebs, romelic gaTvaliswinebulia 

Suamdgomlobis mimRebi mxaris kanoniT an eqstradiciis Sesabamisi 

xelSekrulebiT, im safuZvlis CaTvliT romlis Tanaxmad Sumadgomlobis 

mimRebma mxarem SeiZleba uari Tqvas eqstradaciaze. 

 

6 Tu am muxlis pirvel punqtSi CamoTvlili sisxlis samarTlis 

danaSaulisaTvis mxares uari eTqva eqstradiciaze mxolod eWvmitanilis 

erovnuli kuTvnilebis gamo, an imis gamo, rom Suamdgomlobis mimReb 

mxares miaCnia, rom aRniSnuli danaSauli mis iurisdiqciaSia, es 

ukanaskneli Suamdgomi mxaris TxovniT saqmis warmarTvis mizniT saqmes 

kompetentur organoebs gadascems, xolo saboloo Sedegs Suamdgom 

mxares droulad Seatyobinebs. xolo kompetenturi organoebi 

valdebuli arian miiRon gadawyvetileba, Caataron gamoZieba da 

sasamarTlo procesi, rogorc es msgavsi danaSaulisaTvis am mxaris 

kanonmdeblobiT aris gaTvaliswinebuli.  
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7777....3333.... samarTlebrivi TanamSromlobissamarTlebrivi TanamSromlobissamarTlebrivi TanamSromlobissamarTlebrivi TanamSromlobis zogadi princip zogadi princip zogadi princip zogadi principebiebiebiebi    

muxli 24 imeorebs muxl 23-Si mocemul zogierT zogad 
princips; konkretulad, imas, rom TanamSromloba unda 
ganxorcieldes maqsimalurad farTo sakiTxebSi da rom 
TanamSromlobis valdebuleba vrceldeba ara mxolo kiber- 
danaSaulze, aramed nebismier tradiciul danaSaulze, 
romelic eleqtronul samxils Seexeba. 
aRniSnuli muxli iTvaliswinebs, rom gamoyenebuli iqnes 
xelSekrulebebi, kanonmdeblobebi da SeTanxmebebi, romelic 
iuridiul urTierTdaxmarebas exeba. 
konvenciasTan mierTebuli mxareebi valdebuli arian Seqmnan 
nacionaluri samarTleblivi baza im zomebis gasatareblad, 
romlebic CamoTvlilia konvenciis 29-35 muxlebSi. 
am muxlis mesame punqti mowodebulia daaCqaros 
urTierTdaxmarebis Suamdgomlobaze pasuxi, raTa Tavidan 
iqnes acilebuli arsebiTi informaciis an mtkicebulebis 
dakargva, vinaidan igi waSales manam sanam Txovna 
TanamSromlobaze momzadda, mxareebs gadaegzavna da pasuxi 
masze miRebuli iqna. igi: 

� uflebas aZlevs mxareebs komunikaciis ufro 

swrafi saSualebebi gamoiyenenon TanamSromlobis 

TxovniT mimarTvisas, nacvlad tradiciuli 

gzebisa, romlis Tanaxmad dawerili da daluquli 

dokumentebi diplomatiuri fostis an Cveulebrivi 

fostis meSveobiT gadaigzavneba xolme. 

� moiTxovs, rom meore mxarem komunikaciis aseve 

swrafi saSualebebiT gasces pasuxi. am debulebis 

safuZvelze mxareebs saSualeba eZlevaT 

isargeblon aRniSnuli saSualebiT, maSinac ki Tu 

igi urTierTdaxmarebis xelSekrulebebiT, 

kanonmdeblobiTa Tu SeTanxmebebiT 

gaTvalisiwnebuli jer ar aris. 

punqt 4-Si Camoyalibebulia principi, romlis Tanaxmad 
urTierTdaxmarebis sakiTxze vrceldeba urTierTdaxmarebis 
xelSekrulebebisa da samamulo kanonmdeblobebis pirobebi. es 
garemoeba icavs im pirTa uflebebs, romlebic Suamdgomi 
mxaris teritoriazea da romelic SeiZleba gaxdes 
urTierTdaxmarebis subieqti. magaliTad, iZulebiTi zoma, 
rogoric aris orderi gaCxrekaze ver gatardeba Suamdgomi 
mxaris saxeliT, Tu msgavs viTarebaSi es savaldebulo zomad 
ar aris meore mxaris mier miCneuli. mxareebma aseve unda 
uzrunvelyon pirTa uflebebis dacva, rodesac am ukanasknelT 
dauyadaReben nivTebs da gadascemen meore mxares 
samarTleblivi urTierTdaxmarebis farglebSi. 
punqti 5 iZleva ganmartebas Tu ra igulisxmeba iseTi 
danaSaulis qveS, romelsac, am TavSi Camoyalibebuli 
urTierTdaxmarebis kuTxiT, orive mxare aseTad aRiarebs. 
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Suamdgomlobis mimReb mxares ufleba aqvs gauwios meore 
mxares daxmareba im pirobiT, Tu aRniSnul qmedebas orive 
mxare  danaSaulis kvalifikacias aZlevs. qmedeba SeiZleba 
CaiTvalos danaSaulad orive mxaris mier im SemTxvevaSi, Tu 
danaSauli, romlis dasaxmarebladac mimarTes mxares, aseve 
warmoadgens sisxlis samarTlis danaSauls Suamdgomlobis 
mimRebi mxaris kanonmdeblobiT, maSinac ki Tu es mxare am 
danaSauls danaSaulTa sxva kategorias miakuTvnebs an misi 
kvalifikaciisaTvis sxva terminologias iyenebs. 
konvenciasTan mierTebuli mxareebi valdebuli arian 
kanonsawinaaRmdegod CaTvalon 2-11 muxlebiT 
(arasanqcirebuli SeRweva, monacemTa bazebSi SeRweva, bavSvTa 
pornografia da sxva) gansazRvruli qmedebebi, raTa piroba, 
romelic orive mxaris mier danaSaulis aRiarebas itxovs 
dakmayofilebuli iqnes310. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

                                              
310 zogierT mxares SeiZleba garkveuli daTqmebi hqondes zogierT muxlTan dakavSirebiT. 

muxli 25 – urTierTdaxmarebasTan dakavSirebuli zogadi principebi 
1 mxareebi valdebuli arian maqsimalurad daexmaron erTmaneTs gamoZiebis 

CatarebaSi an samarTalwarmoebaSi, rodesac saqme exeba kompiuterul sistemebTan, 

monacemebTan dakavSirebul sisxlis samarTlis danaSauls an rodesac saWiroa 

mtkicebulebebis mopoveba eleqtronul saSualebebze Cadenili sisxlis 

samarTlis danaSaulTan mimarTebaSi. 

2 yvela mxare valdebulia miiRos iseTi kanonmdebloba an gaataros iseTi 

RonisZiebebi, romelic saWiro 27-35 muxlebSi Camoyalibebuli valdebulebebis 

Sesasruleblad. 

3 gansakuTrebul viTarebaSi yvela mxares ufleba aqvs moiTxovos daxmareba an 

komunikaciis damyareba komunikaciis swrafi saSualebebiT, faqsisa da 

eleqtronuli fostis CaTvliT im pirobiT Tu aRniSnuli saSualebebi 

usafrTxoebisa da avTenturobis (kodirebis CaTvliT, sadac es saWiroa) 

uzrunvelyofis saSualebas iZleva da Tu saWiroa mas Tan unda moyves Suamdgomi 

mxaris dasturi. meore mxarec valdebulia imave daCqarebuli tipis saSualebiT 

upasuxos. 

4 Tu sxva ram am Tavis muxlebiT gaTvaliswinebuli ar aris, urTierTdaxmareba 

eqvemdebareba im SezRudvebs, romelsac Suamdgomlobis mimRebi mxaris 

kanonmdebloba an urTierTdaxmarebis xelSekrulebebi iTvaliswinebs, im 

safuZvlis CaTvliT romlis Tanaxmad am ukanasknels ufleba aqvs uari uTxras 

meore mxares TanamSromlobaze. Suamdgomlobis mimRebi mxare ver gamoiyenebs 

urTierTdaxmarebaze uaris Tqmis uflebas im danaSaulebebTan mimarTebaSi, 

romelic CamoTvlilia 2-11 muxlebSi im safuZvelze rom Txovna exeba iseT 

danaSauls, romelic am mxaris mier kvalificirdeba rogorc fiskaluri 

(sagadasaxado) danaSauli. 

5 Tu am Tavis debulebebis Tanaxmad Suamdgomi mxare uflebamosilia 

urTierTdaxmarebis piroba daasabuTos im faqtiT, rom aRniSnul qmedebas orive 

mxare danaSaulad aRiarebs, es piroba dakmayofilebulad CaiTvleba miuxedavad 

imisa miakuTvnebs Tu ara kanoni aRniSnul qmedebas danaSaulis imave kategorias 

da iyenebs Tu ara igi danaSaulTan dakavSirebiT igive formulirebas, rasac 

Suamdgomi mxaris kanonmdebloba, Tu qceva, romelic qmedebas safuZvlad udevs da 

romelTan dakavSirebiT daxmareba iqna moTxovnili Suamdgomi mxaris 

kanonmdeblobiT sisxlis samarTlis danaSaulad kvalificirdeba. 
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7777....4444.... samarTleblivisamarTleblivisamarTleblivisamarTleblivi urTierTdaxmareba Sesabamisi  urTierTdaxmareba Sesabamisi  urTierTdaxmareba Sesabamisi  urTierTdaxmareba Sesabamisi 
saerTaSoriso xelSekrulebebis ar arsebobis drossaerTaSoriso xelSekrulebebis ar arsebobis drossaerTaSoriso xelSekrulebebis ar arsebobis drossaerTaSoriso xelSekrulebebis ar arsebobis dros    

konvenciis wina debulebebSi vrclad iyo saubari moqmedi 
xelSekrulebebis Taobaze, romelic saerTaSoriso 
TanamSromlobas Seexeboda. evropis qveynebi, faqtobrivad, 
ganixilaven mTel rig xelSekrulebebsa da ormxriv 
SeTanxmebebs. 
Tumca, unda aRiniSnos, rom konvencias kiber-danaSaulis 
Sesaxeb uerTdeba sul ufro meti ara-evropuli qveyana, Tumca 
es ar gulisxmobs, rom igive qveynebi aucileblad 
miuerTdebian sxva xelSekrulebebs sisxlis samarTlis 
sakiTxebze TanamSromlobis Sesaxeb. 
amgvari viTarebis dros 27-e muxlSi Camoyalibebulia is 
sabazo debulebebi, romelic uzrunvelyofs samarTlis 
sferoSi urTierTdaxmarebas im qveynebs Soris, romelTac 
sxva iuridiuli xelSekruleba erTmaneTTan ar aqvT. 
 
    
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

muxli 27 – procedurebi, romelic Seexeba urTierTdaxmarebis moTxovnas saerTaSoriso 

xelSekrulebebis ar arsebobis dros 

1 Tu Suamdgom mxaresa da Sumadgomlobis mimReb mxares Soris ar arsebobs 

urTierTdaxmarebis xelSekruleba an SeTanxmeba, romelic efuZneba moqmed erTian an 

urTierTvaldebulebaTa kanonmdeblobas, amoqmeddeba am muxlis 2-9 punqtebiT 

gaTvaliswinebuli debulebebi. aRniSnuli muxlis debulebebi ar imoqmedebs Tu mxareebs 

Soris arsebobs zemoT aRniSnuli xelSekruleba, SeTanxmeba an kanonmdebloba, garda im 

SemTxvevebisa, rodesac orive mxare SeTanxmdeba nacvlad arsebuli kanonmdeblobisa Tu 

sxva SeTanxmebisa isargeblon aRniSnuli muxlis zogierTi an yvela debulebiT.  

2 a TiToeuli mxare valdebulia gamoyos centraluri organo an organoebi, romelic 

valdebuli iqneba gaagzavnos an upasuxos Txovnas urTierTdaxmarebis Taobaze, 

aRasrulos aRniSnuli Txovna an aRsrulebis mizniT gadaugzavnos igi Sesabamis 

kompetentur organos; 

  b centraluri organoebi valdebuli arian uSualo kavSiri iqonion erTmaneTTan; 

  g aRniSnuli punqtis moTxovnis Sesabamisad TiToeuli mxare valdebulia Seatyobinos 

evrosabWos generalur mdivans SerCeuli pasuxismgebeli organos dasaxeleba da misamarTi 

mas Semdeg rac xeli moewereba an moxdeba dokumentis ratificireba, miReba, damtkiceba an 

mierTeba; 

  d evrosabWos generaluri mdivani valdebulia awarmoos da ganaaxlos mxareebis mier 

dasaxelebuli centraluri organos monacemTa reestri. mxareebi mudmivad kisruleben 

valdebulebas reestrSi Setanili informaciis sisworeze. 

3 am muxliT gaTvaliswinebuli urTierTdaxmarebaze Txovnis aRsruleba unda 

ganxorcieldes im proceduris Sesabamisad, romelic gansazRvrulia Suamdgomi mxaris 

mier, garda im gamonaklisebisa, rodesac aRniSnuli ar Seesabameba Sumadgomlobis mimRebi 

mxaris kanonmdeblobas. 
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4 garda 25-e muxlis 4 punqtSi Camoyalibebuli uaris Tqmis SesaZleblobebisa, 

Suamdgomlobis mimRebma mxarem SeiZleba uari ganacxados daxmarebis gawevaze, Tu: 

   a Txovna Seexeba danaSauls, romelic Suamdgomlobis mimRebi mxaris mier 

kvalificirdeba rogorc politikuri danaSauli an politikur danaSaulTan dakavSirebul 

samarTaldarRveva, an  

   b Suamdgomlobis mimReb mxares miaCnia, rom aRniSnuli Txovnis aRsruleba safrTxes 

uqmnis mis suverenitets, usafrTxoebas, sazogadoebriv wesrigs an mis sxva arsebiT 

interesebs. 

5 Suamdgomlobis mimRebi mxare uflebamosilia gadados Txovnaze reagireba, Tu msgavsi 

qmedeba safrTxis winaSe ayenebs sisxlis samarTlis danaSaulis gamoZiebas an sasamarTlo 

warmoebas, romelsac aRniSnuli mxaris awarmoebs. 

6 sanam aRniSnuli mxare uars ganacxadebs Suamdgomlobaze an gadadebs Suamdgomlobaze 

reagirebas, Suamdgom mxaresTan konsultaciebis gavlis Semdeg (saWiroebis SemTxvevaSi) 

Suamdgomlobis mimRebi mxare miiRebs gadawyvetilebas Suamdgomlobis nawilobriv 

dakamayofilebaze an im pirobebiT dakmayofilebaze, rogorc amas es ukanaskneli miiCnevs 

saWirod. 

7 Suamdgomlobis mimRebi mxare valdebulia dauyonebliv Seatyobinos Suamdgom 

mxares Tu ra gadawyvetileba iqna miRebuli daxmarebis Txovnaze. aseve, mxare 

valdebulia daasaxelos is mizezebi ris gamoc Suamdgom mxares uari eTqva 

Suamdgomlobaze an saWiro gaxda masze reagirebis gadadeba. Suamdgomlobis 

mimRebi mxare aseve valdebulia Seatyobinobs Suamdgom mxares im mizezebis 

Sesaxeb, ris gamoc Suamdgomlobis aRsruleba Suamdgomlobis mimReb mxares ar 

SeuZlia an saWirod miiCnevs misi xangrZlivi droiT gadadebas. 

8 Suamdgom mxares SeuZlia TxovniT mimarTos Suamdgomlobis mimReb mxares 

saidumlod Seinaxos misi Suamdgomlobis faqti da Suamdgomlobis sagani, 

ramdenadac es saWiroa aRniSnuli Suamdgomlobis dakmayofilebisaTvis. Tu 

Suamdgomlobis mimReb mxares ar ZaluZs konfidencialobis uzrunvelyofa, man 

dauyonebliv unda Seatyobinos Suamdgom mxares amis Taobaze, xolo amis Semdeg 

es ukanaskneli Tavad iRebs gadawyvetilebas ZalaSi datovos Suamdgomlobis 

moTxovna Tu ara. 

9 a gansakuTrebul SemTxvevaSi, Suamdgomi mxaris sasamarTlo xelisuflebam 

SeiZleba uSualod gaugzavnos Suamdgomlobis mimRebi mxaris sasamarTlo 

xelisuflebas Txovna urTierTdaxmarebaze an amasTan dakavSirebuli informaciis 

miwodebasTan dakavSirebiT. am SemTxvevaSi Txovnis erTi egzempliari Suamdgomi 

mxaris centraluri xelisuflebis organoebis gavliT paralelurad egzavneba 

Suamdgomlobis mimRebi mxaris centralur organoebs. 

  b  am punqtiT gaTvaliswinebuli nebismieri Suamdgomloba an masTan 

dakavSirebuli informaciis miwodeba unda ganxorcieldes interpolis meSveobiT. 

  g   Tu Suamdgomloba am muxlis (a) qve-punqtis Sesabamisad igzavneba da mas 

iRebs is organo, romelic ar aris kompetenturi reagireba moaxdinos 

Suamdgomlobaze, igi Suamdgomlobas Suamdgomlobis mimRebi mxaris kompetentur 

organos gadascems, ris Sesaxeb igi Suamdgom mxares Seatyobinebs.  

  d   Tu am punqtiT gaTvaliswinebuli Suamdgomloba an masTan dakavSirebuli 

informaciis miwodeba ar iTvaliswinebs iZulebiTi zomebis gatarebas, Suamdgomi 

mxaris kompetenturma organom Suamdgomloba SeiZleba pirdapir gadasces 

Suamdgomlobis mimRebi mxaris kompetentur organos. 

  e   xelis moweris an ratifikaciis, miRebis, damtkicebis an mierTebis  

sigelebis gadacemisas, yvela mxare valdebuli seatyobinos evrosabWos generalur 

mdivans (procesis daCqarebis mizniT), rom am punqtiT gaTvaliswinebuli 

Suamdgomloba unda ganxorcieldes centraluri xelisuflebis mier. 
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7777....5555.... specispecispecispecialurialurialurialuri debulebebi:  debulebebi:  debulebebi:  debulebebi: 
kompiuteruli monacemebis kompiuteruli monacemebis kompiuteruli monacemebis kompiuteruli monacemebis dauyovneblividauyovneblividauyovneblividauyovneblivi usafrTxo  usafrTxo  usafrTxo  usafrTxo 
SenaxvaSenaxvaSenaxvaSenaxva    

kompiuteruli monacemebis daCqarebuli usafrTxo Senaxva 
savaldebuloa ara mxolod erovnul doneze (muxli 16) 
aramed saerTaSoriso donezec. amis dasturia konvenciis 
muxlis 29. 
Suamdgomlobis mimRebi mxare valdebulia swrafad imoqmedos 
da monacemebi usafrTxo adgilas Seinaxos. orive mxaris mier 
danaSaulis danaSaulad aRiarebis piroba mxolod 
gansakuTrebul viTarebaSi moqmedebs. unda xazgasmiT 
aRiniSnos, rom internet-provaideris doneze monacemebis 
Senaxva mxolod droebiTi zomaa. informaciis sajarod 
gamotana Semdgomi etapia. imisaTvis, rom es ganxorcieldes  
iuriduli daxmarebis Taobaze urTierTSuamdgomlobis 
mopoveba SeiZleba saWiro gaxdes. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

muxli 29 – kompiuteruli monacemebis dauyoneblivi usafrTxo Senaxva 

1 erTma mxarem SeiZleba sTxovos meore mxares moiTxovos an sxva 

saSualebebiT moaxerxos monacmeTa operatiulad Senaxva im kompiuterul 

sistemaSi, romelic meore mxaris teritoriaze mdebareobs da romelTan 

mimarTebaSic Suamdgomi mxare gegmavs iTxovs daxmareba, raTa moipovis 

monacemebis moZiebis an monacemebis gamoyenebis, maTi amoRebis an usafrTxi 

Senaxvis an monacemTa miRebis ufleba. 

2 monacemTa Senaxvis Sesaxeb SuamdgomlobaSi punqt 1-is Tanaxmad 

miTiTebuli unda iyos: 

a. romeli organo iTxovs monacemTa Senaxvis uzrunvelyofas; 

b. ra saxis aris danaSauli, romelic eqvemdebareba sisxlis 

samarTlis gamoZiebas an samarTalwarmoebas da masTan 

dakavSirebuli faqtebis mokle aRwera; 

g.  ra saxis kompiuteruli monacemebi unda iqnes daculi da ra 

    damokidebuleba aqvs mas danaSaulTan; 

d.  nebismieri informacia, romelic identificirebas  

    gaukeTebda im pirs, romelic inaxavs kompiuterul monacemebs  

    da sad mdebareobs kompiuteruli sistema; 

e.  riT aris misi usafrTxo Senaxva ganpirobebuli; 
   v.  ra mizniT sWirdeba mxares monacemTa moZieba-moipoveba,   

maTi amoReba an usafrTxo Senaxva an monacemTa miRebis ufleba. 

 

3 meore mxarisagan Suamdgomlobis miRebis Semdeg, Suamdgomlobis mimRebma 

mxarem unda gaataros Sesabamisi RonisZiebebi konkretuli monacemebis 

samamulo kanonmdeblobis Sesabamisad operatiulad usafrTxo 

SenaxvisaTvis. imisaTvis, rom Suamdgomloba dakmayofildes, danaSaulis 

orive mxaris mier aRiarebis pirobis arseboba savaldebulo ar aris, raTa 

mxarem uzrunvelyos aRniSnuli monacemebis usafrTxo Senaxva. 

. 
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7777....6666.... specispecispecispecialurialurialurialuri debuleba: qseluri  debuleba: qseluri  debuleba: qseluri  debuleba: qseluri traftraftraftrafikis Sesaxeb Senaxuli ikis Sesaxeb Senaxuli ikis Sesaxeb Senaxuli ikis Sesaxeb Senaxuli 

monacemebis dauyonebliv gamoaSkaravebamonacemebis dauyonebliv gamoaSkaravebamonacemebis dauyonebliv gamoaSkaravebamonacemebis dauyonebliv gamoaSkaraveba    

vinaidan monacemebi, rogorc wesi mraval qveyanaSi gadaicema, 
sakmarisi ar aris qseluri trafikis Sesaxeb monacemebis 
Senaxvis moTxovniT mxolod erT qveyanas mimarToT. saWiroa 
am TxovniT yvela qveyanas an yvela servers mimarToT. 
amgvarad, servis provaideri valdebulia gamoaaSkaraos 
Sesabamisi monacemebi, raTa gamoaSkaravdes is arxi romlis 
meSveobiT moxda am informaciis gadacema da eTxovos mas am 
informaciis Senaxva. amas uzrunvelyofs konvenciis 30-e 
muxli (romelic eqvivalenturia me-17 muxlis debulebisa 
erovnul doneze). 
 
 
 
 
 

 

4    Tu mxare moiTxovs danaSaulis orive mxaris mier aRiarebis pirobis 

dakmayofilebas, raTa reagireba moaxdinos urTierTdaxmarebis Sesaxeb Txovnaze, 

raTa moipovis monacemebis moZiebis an monacemebis gamoyenebis, maTi amoRebis an 

usafrTxi Senaxvis an monacemTa gamoaSkaravebis ufleba, im danaSaulebebTan 

dakavSirebiT, romelic ar aris miTiTebuli am konvenciis muxlebSi 2-11, mxare 

itovebs uflebas uari uTxras meore mxares Suamdgomlobaze informaciis 

Senaxvis Sesaxeb, im pirobiT Tu mxares aqvs safuZveli ivaraudos, rom 

informaciis gamoaSkaravebis droisaTvis jer kidev ver iqneba dadgenili 

danaSaulis orive mxaris mier aRiarebis pirobis arsebobis faqti. 

5    garda amisa, Suamdgomlobaze monacemebis Senaxvis Taobaze SeiZleba mxares 

uari eTqvas Tu: 

   a   Suamdgomloba exeba iseT danaSauls, romelsac Suamdgomlobis mimRebi 

mxare  politikur danaSaulad miiCnevs an masTan aris dakavSirebulia; an 

   b   Suamdgomlobis mimRebi mxare miiCnevs, rom aRniSnuli Suamdgomlobis 

dakmayofileba safrTxis winaSe ayenebs mis suverenitets, usafrTxoebas, 

sazogadoebriv wesrigs an mis sxva arsebiT interesebs. 

6     Tu Suamdgomlobis mimRebi mxare miiCnevs, rom informaciis Senaxvis 

proceduram SeiZleba eWvis qveS daayenos am informaciis xelmisawvdomoba 

momavalSi an safrTxis winaSe ayenebs Suamdgomi mxaris gamoZiebis 

konfidencialobas an sxva raimes, igi dauyonebliv Seatyobinebs Suamdgom mxares 

amis Sesaxeb, xolo amis Semdeg es ukanaskneli Tavad miiRebs gadawyvetilebas 

mainc moiTxovos Suamdgomlobis dakmayofileba Tu ara. 

7     monacemebis Senaxvis xangrZlivoba punqt 1-Si miTiTebul Suamdgomlobaze 

unda iyos ara nakleb 60 dRisa, raTa Suamdgom mxares dro hqondes moamzados 

Txovna, raTa moipovos monacemebis moZiebis an monacemebis gamoyenebis, maTi 

amoRebis an usafrTxi Senaxvis an monacemTa gamoaSkaravebis ufleba. msgavsi 

Txovnis miRebis Semdeg, monacemebi kvlav Senaxvis reJimSi darCeba sanam ar 

moxdeba TxovnasTan dakavSirebiT gadawyvetilebis miReba. 

 



evrosabWos treningi qselur danaSaulSi 

 
www.coe.int/cybercrime 

 

mosamarTleTa treningi qselur danaSaulSi 118 

 
 
 
 
 
 
 
 
 
 
 
 
  
 

 

 

 

 

 

 

 

 

7777....7777.... specispecispecispecialurialurialurialuri debuleba: urTierTdaxmareba  debuleba: urTierTdaxmareba  debuleba: urTierTdaxmareba  debuleba: urTierTdaxmareba Senaxuli Senaxuli Senaxuli Senaxuli 

kompiuteruli monacemebis xelmisawvdomobazekompiuteruli monacemebis xelmisawvdomobazekompiuteruli monacemebis xelmisawvdomobazekompiuteruli monacemebis xelmisawvdomobaze    

31-e muxlis Tanaxmad erT mxares ufleba aqvs TxovniT 
mimarTos meore mxares, raTa am ukanasknelma neba darTos 
xeli miuwvdebodes, amoiRos an gamoaaSkaraos mis 
teritoriaze arsebul kompiuterul sistemaSi Senaxuli 
monacemi. es muxli aseve uzrunvelyofs moTxovnis 
dauyonebliv dakmayofilebas. 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

muxli 30 muxli 30 muxli 30 muxli 30 –––– qseluri trafikis Sesaxeb Senaxul qseluri trafikis Sesaxeb Senaxul qseluri trafikis Sesaxeb Senaxul qseluri trafikis Sesaxeb Senaxuli monacemebis dauyoneblivi gamoaSkaravebai monacemebis dauyoneblivi gamoaSkaravebai monacemebis dauyoneblivi gamoaSkaravebai monacemebis dauyoneblivi gamoaSkaraveba    

1 Tu 29-e muxlis Tanaxmad qseluri trafikis Sesaxeb monacemebis 

Senaxvaze Semosuli Suamdgomlobis aRsrulebis dros 

Suamdgomlobis mimRebma mxarem aRmoaCina, rom am informaciis 

gatarebaSi Cabmuli iyo sxva saxelmwifos servis-provaideri, 

Suamdgomlobis mimRebi mxare valdebulia operatiulad gaumxilos 

Suamdgom mxares qseluri trafikis Sesaxeb sakmarisi informacia 

raTa dadgindes servis-provaideri da is arxi, romlis meSveobiTac 

moxda informaciis gadacema. 

2 pirveli punqtis Tanaxmad ar daiSveba qseluri trafikis Sesaxeb 

informaciis gamoaSkaraveba Tu: 

a. Txovna exeba danaSauls, romelsac Suamdgomlobis mimRebi 

mxare politikur danaSaulad an masTan dakavSirebul 

danaSaulad miiCnevs; an 

b. Suamdgomlobis mimRebi mxare miiCnevs, rom aRniSnuli 

Txovnis dakmayofileba safrTxes Seuqmnis mis suverenitets; 

usafrTxoebas, sazogadoebriv wesrigs an sxva arsebiT 

ineterss. 

muxli 31 - urTierTdaxmareba Senaxuli kompiuteruli monacemebis xelmisawvdomobaze 

1 erTma mxarem SeiZleba Txovos meore mxares, rom man gaCxrikos an 

SeaRwios, amoiRos an uzrunvelyos usafrTxoeba da gamoaaSkaraos 

informacia, romelic Senaxulia kompterul sistemaSi, romelic 

Suamdgomlobis mimRebi mxaris teritoriaze mdebareobs, im 

monacemebis CaTvliT, romelic Senaxulia 29-e muxlis Sesabamisad. 

2 Suamdgomlobis mimRebi mxare valdebulia reagireba moaxdinos 

Suamdgomlobaze saerTaSoriso samarTleblivi dokumentebis, 

SeTanxmebebisa da kanonebis saSualebiT, roemlic miTiTebulia 23-e 

muxlSi, aseve am Tavis debulebebis Sesabamisad. 

3 Suamdgomlobaze reagireba dauyonebliv moxdeba Tu: 

a. arsebobs im varaudis safuZveli, rom Sesabamisi informacia 

SeiZleba daikargos an Seicvalos; an 

b. me-2 punqtSi CamoTvlili samarTleblivi dokumentebi, 

SeTanxmebebi da kanonebi moiTxoven TanamSromlobis 

daCqarebas. 
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7777....8888.... specispecispecispecialurialurialurialuri debulebebi: urTierTdaxmareba monacemebis  debulebebi: urTierTdaxmareba monacemebis  debulebebi: urTierTdaxmareba monacemebis  debulebebi: urTierTdaxmareba monacemebis 

xelSi CagdebasTan dakavSirebiTxelSi CagdebasTan dakavSirebiTxelSi CagdebasTan dakavSirebiTxelSi CagdebasTan dakavSirebiT    

am sakiTxs ori debuleba exmianeba, kerZod, 33-e muxli, 
romelic moicavs qseluri trafikis monacemebis realur 
droSi Segrovebas da 34-e muxli, romelic Sinaarsobrivi 
informaciis xelSi Cagdebas exeba. vinaidan Sinaarsobrivi 
informaciis xelSi Cagdeba maRali donis Carevad 
kvalificirdeba, urTierTdaxmareba am kuTxiT SezRudulia da 
eqvemdebareba usafrTxoebis kanonebs, aseve sxva 
xelSekrulebebsa da samamulo kanonmdeblobas. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

muxli 33 – urTierTdaxmareba qseluri trafikis monacemTa realur droSi SegrovebasTan 

dakavSirebiT 

1 mxareebi valdebuli arian daxmareba gauwion erTmaneTs qseluri 

trafikis monacemTa realur droSi SegrovebaSi, romelic 

ukavSirdeba konkretul operaciebs monacemTa gadacemasaTan 

dakavSirebiT, romelmic maTi teritoriaze kompiuteruli sistemis 

meSveobiT ganxorcielda. me-2 punqtis debulebebis Sesabamisad, 

aRniSnuli TanamSromloba regulirdeba samamulo kanonmdeblobis 

pirobebiTa da procedurebiT. 

2 yvela mxare valdebulia iTanamSromlos am kuTxiT, im SemTxvevaSi 

mainc, rodesac saxezea sisxlis samarTlis danaSauli da romlis 

drosac qseluri trafikis monacemTa realur droSi Segroveba 

dasaSvebia msgavsi samamulo danaSaulis SemTxvevaSi. 

muxli 34 – urTierTdaxmareba Sinaarsobrivi monacemebis xelSi CagdebasTan dakavSirebiT 

mxareebi valdebuli arian daxmareba gauwion erTmaneTs realur droSi 
monacmebis SegrovebaSi an Sinaarsobrivi informaciis Caweris saqmeSi, 
rodesac konkretuli operacia kompiuteruli sistemiT xorcieldeba, 
imdenad ramdenadac amas moqmedi saerTaSoriso xelSekrulebebi da 
samamulo kanonmdebloba uSvebs. 
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7777....9999.... specispecispecispecialurialurialurialuri debuleba: 24 debuleba: 24 debuleba: 24 debuleba: 24----saTiani qselis funqcionirebasaTiani qselis funqcionirebasaTiani qselis funqcionirebasaTiani qselis funqcionireba    

operaqtiuli reagirebis uzruinvelsayofad, gansakuTrebiT im 
SemTxvevaSi, rodesac sakiTxi sxva qveyanaSi arsebuli 
monacemebis Senaxvas exeba, konvenciis311 25-e muxlis 
Sesabamisad Seiqmna 24-saaTiani qseli. yvela mxare 
valdebulia daaarsos sakontaqto punqti gadaudebeli 
sakiTxebis mosagvareblad. aRniSnuli punqti damatebiTia da 
ar aris mowodebuli Caanacvlos TanamSromlobis romelime 
ukve moqmedi arxi. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                              
311 aRniSnuli debuleba didi rvianis maRalteqnologiuri danaSaulis qve-jgufis 
gamocdilebas efuZneba, romelmac msgavsi qseli jer kidev 1997 wels daaarsa. 

muxli 35 – ocdaoTxsaaTiani qseli 

1 yvela mxare valdebulia daaarsos 24-saaTiani sakontaqto punqti, romelic kviraSi 7 

dRe imuSavebs. es saWiroa, raTa operatiulad ganxorcieldes daxmareba gamoZiebis an 

mokvlevis ganxorcielebis dros sisxlis samarTlis iseT danaSaulebebTan dakavSirebiT, 

romelic dakavSirebulia kompiuteruli sistemebisa da monacemebis gamoyenebasTan, da 

eleqtronul formaSi arsebuli mtkicebulebebis SegrovebasTan. daxmareba gulisxmobs 

qvemoT CamoTvlil RonisZiebebSi mxardaWeras an uSualo monawileobas, Tu samamulo 

kanonmdebloba da praqtika amas uSvebs: 

a  teqnikuri daxmarebis gaweva; 

b  29-e da 30-e muxlebis Sesabamisad monacemTa Senaxva; 

g  mtkicebulebebis Segroveba, samarTleblivi informaciis miwodeba da eWvmitanilTa 

moZebna. 

2  a  erTi mxaris mier daarsebul sakontaqto punqts operatiuli kavSiri unda hqondes 

meore mxaris sakontaqto punqtTan. 

   b  Tu aRniSnuli punqti ar warmoadgens am mxaris organos an organoebis Semadgenel 

nawils, romelic pasuxismgebelia saerTaSoriso urTierTdaxmarebaze an eqstradiciaze, 

sakontaqto punqti valdebulia aRniSnul organosTan an organoebTan uzrunvelyos 

operatiuli koordinacia. 

 3  qselis gamarTuli funqcionirebis uzrunvelsayofad, TiToeuli mxare valdebulia 

saTanadod moamzados da aRWurvos punqtis personali. 
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8888.... danarTidanarTidanarTidanarTi    

8888....1111.... praqtikuli magaliTebipraqtikuli magaliTebipraqtikuli magaliTebipraqtikuli magaliTebi    
arasanqcirebuli SeRweva: arasanqcirebuli SeRweva: arasanqcirebuli SeRweva: arasanqcirebuli SeRweva: kgb qselis gatexva qselis gatexva qselis gatexva qselis gatexva    

1986 wels, rodesac qseluri sistema, romelsac dRes interneti ewodeba, erTmaneTs 

ZiriTadad samecniero da samxedro uwyebebis kompiuterebs akavSirebda, germanel 

kompiuterul enTuziastTa jgufma hanoveridan mcire programis, saxelwodebiT 

movemail-i, usafrTxoebis sistemaSi defeqti aRmoaCina. am defeqtis wyalobiT maT 

SeaRwies Soreul kompiuterSi da mis failTa sistemaSi, amgvarad, maT SeeZloT 

waekiTxaT da gadmoeweraT failebi. jgufma, romelic karl koxis, markus hesisa da 

dirk breCinskis irgvliv Seikriba, isargebla programuli uzrunvelyofis 

daucvelobiT da arsebuli qselis urTierTkavSiriT ukavSirdeboda da ikvlevda 

msoflios sxvadasxva kompiuterul sistemas; zogierTi maTgani kaliforniis 

universitets (berkliSi), nasa-sa da pentagonsac ki ekuTvnoda.  

germanel hakerTa jgufma gadawyvita Tavisi aRmoCna mogebis wyarod gaexada. maT 

isargebles im faqtiT, rom msoflioSi mZvinvarebda civi omi, daukavSirdnen 

sabWoTa kavSiris saidumlo samsaxurs, kgb-s, aRmosavleT berlinSi da garkveuli 

sazRauris sanacvlod SesTavazas maT mier amerikis SeerTebuli Statebis 

kompiuterul sistemaSi aRmoCenili saidumlo informacia. garkveuli sja- baasis 

Semdeg SeTaxmdnen, rom hakerebi warmoadgendnen TavianTi winadadebis nimuSs. 

momdevno ramdenime Tvis ganmavlobaSi hakerebma kgb-s muSakebs aTeul-aTasi 

germanuli markis sanacvlod garkveuli saidumlo informacia miawodes. 

1987 wels, lorens berklis erovnul laboratoriaSi sistemis administratorad 

muSaobda kliford Stoli, romelmac farda axada am avantiuras. erTxel man 

aRmoaCina, rom daxarjuli iyo 0.75 centis Rirebulebis kompiuteruli dro, 

romelic kompiuteris mosargebles ar hqonda gamoyenebuli. am gziT man miagno, 

rom viRac ukanonod sargeblobda im kompiutreruli sistemiT, romelzedac 

TviTon iyo pasuxismgebeli. damnaSaveebis aRmoCenis mizniT Stolma aqtiurad 

iTanamSromla germanul da amerikul organoebTan. saabonento paketis monacemebma 

kvali markus hesTan miiyvana. 

hesi da breCinski gaasamarTles da sisxlis samarTlis kodeqsis darRvevisaTvis 

pirobiTi sasjeli miusajes. am droisaTvis kodeqsi maT mier Cadenil danaSauls 

jaSuSobis kvalifikacias aZlevda da maTi qmedeba 1986 wels sabWoTa kavSiris 

sasargeblod Cadenil jaSuSobad CaiTvala. vinaidan koxma iTanamSromla 

gamoZiebasTan, igi sasjelisagan gaaTavisufles, Tumca mogvianebiT igi mieZala 

narkotikebs, fsiqika moeSala da sicocxla TviTmkvlelobiT man manam daasrula 

sanam mis Tanamzraxvelebs ganaCens gamoutandnen. hakerobis am saqmem msoflios 

yuradReba miipyro da igi CaiTvala pirvel saerTaSoriso kompiuterul 

danaSaulad. am SemTxvevam TvalnaTliv aCvena Tu ramdenad daucvelia qseluri 

sistemebi da masSi Senaxuli informacia, da ramdenad umniSvneloa sainformacio 

saSualebebis saukuneSi geografiuli manZilebi. 

 
Tavi 3.2 Tavi 3.2 Tavi 3.2 Tavi 3.2 –––– informaciis ukanonod xelSi Cagdeba:  informaciis ukanonod xelSi Cagdeba:  informaciis ukanonod xelSi Cagdeba:  informaciis ukanonod xelSi Cagdeba: TJX monacemTa qurdobamonacemTa qurdobamonacemTa qurdobamonacemTa qurdoba    
TJX-i warmoadgens cnobil amerikul maRaziaTa qselis TJ Maxx-is Svilobil 

kompanias, romelic Tavis mxriv udidesi sacalo obieqtia. igi da misi 

momxmareblebi monacemTa uzarmazari qurdobis msxvelpli gaxdnen. 2005- 2007 ww 

TiTqmis 100 milionamde sakredito baraTebis nomrebi moipares informaciis 

ukanono gziT xelSi Cagdebis wyalobiT. hakerTa jgufma, romlesac saTaveSi 

albert gonsalesi edga, xelSi Caigdo ramdenime personaluri kompiuteris 

informacia da kompaniis qseliT SeumCnevlad sul mcire Svidi Tvis ganmavlobaSi 

sargeblobda. 

hakerTa operaciis centrSi Cayenebuli iyo pasiuri miyuradebis mowyobiloba, 

romelic faqtobrivad iyo programa, romelic xelSi igdebda qseliT gadacemul 
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monacemTa nakads. borotmzraxvelebma aRmoaCines, rom sxvadasxva informaciasTan 

erTad TJX-i finansuri momsaxurebis samsaxurebs usadeno qseliT gadascemda 

sakredito baraTebis nomrebs. ufro metic, sakredito baraTebis nomrebi susti 

moZvelebuli kodirebuli sistemiT iyo daculi. jgufma gonsalesis 

xelmZRvanelobiT isargebla am faqtiT da TJX-is kompiuterebSi CaamontaJa pasiuri 

miyuradebis mowyobiloba. mowyobiloba ,,yurs ugdebda“ usadeno qsels da 

momentalurad iwerda informacias. 

reidis dros da mis Semdeg, sakredito baraTebis nomrebi iyideboda daxls 

qvemodan e.w. ,mebaraTeebze’ anu im pirebze, romlebic yalb sakredito baraTebs 

awarmoebdnen, xolo Semdeg Tanxebs bankomatebidan xsnidnen. amboben, rom am gziT 

TJX-is hakerebma milion dolarze meti iSoves. 2008 wels daadgines vin iyvnen isini 

da daapatimres; jgufi Sedgeboda amerikis SeerTebuli Statebis sami 

moqalaqisagan, sami ukrainisa da ori CineTis moqalaqisagan, masSi aseve 

gaerTianebuli iyvnen belarusisa da estoneTis moqalaqeebi. 2009 wlis zafxulSi, 

jgufis xelmZRvanelma gonsalesma aRiara danaSauli da mas 15-dan 25 wlamde 

patimroba miesaja. 

aRniSnuli incidentis Sedegad TJX-ma 1.7 miliardi dolari zarali ganicada. 

aRniSnuli qurdobis gamo gadamxdeli baraTebis industriis usafrTxoebis 

standartebis sabWos mouwia miTiTebebisa da standartebis SemuSaveba, romelic 

savaldebuloa aSS-s yvela kompaniisaTvis, romelic operaciebs sakredito 

baraTebiT axorcielebs. 

 

 

 

 

 

monacemTa urTierTqmedeba: siyvarulis virusi monacemTa urTierTqmedeba: siyvarulis virusi monacemTa urTierTqmedeba: siyvarulis virusi monacemTa urTierTqmedeba: siyvarulis virusi     

sabednierod, miuxedavad imisa, rom nawinaswarmetyveli iyo, rom 21 –e saukune did 

problemebs moutanda msoflios, cifrulma samyarom mSvidobianad Seabija mesame 

aTaswleulSi. Tumca am simSvidem didxans ar gastana: ramdenime saaTSi msoflioSi 

gavrcelda saSineli programa, romelmac kompiuterebs iseTi ziani miayena, 

romelsac veravin warmoidgenda. siyvarulis virusi, igive sasiyvarulo werilis 

virusi, igive me Sen miyvarxar virusi filipinebSi Seiqmna da iqidan gavrcelda. 

pirvelad igi 2000 wlis 4 maisSi gamoCnda da sul raRac erT dReSi msoflios 

masStabiT man daaziana internetSi CarTuli yvela kompiuteri. 

virusi TavisTavad Sedgeboda vizualuri sabazo teqstisagan, anu mcire zomis 

kompiuteruli kodisagan, romelic iyenebda ,,maikrosoft vindousis“ operatiul 

sistemaSi arsebul usafrTxoebis defeqts. virusi warmodgenili iyo, rogorc 

sasiyvaruli werili, romelic Tan erTvoda imeils, xolo werilis gulubryvilo 

mimRebi dandobilad aWerda Rilaks danarTis gasacnobad. Tu moxdeboda am 

werilis gaaqtiureba, virusi avtomaturad agzavnida msgavs imeilebs inficirebuli 

kompiuteris misamarTebis wignSi arsebul yvela misamarTze. swored amiT aixsneba 

am virusis gavrcelebis amgvari swrafi tempebi. ufro metic, am virusis 

zemoqmdebiT iSleboda multimediuri failebi, mag., MP3 simRerebi da JPG suraTebi 

da maT adgilas TviTon rCeboda da im saxels irqmevda, rac mis mier waSlil 

failebs hqonda. vinaidan es virusi provocirebas ukeTebda qseluri trafikis 

usazRvrod did moculobebs, igi azianebda fostis serverebsa da sxva sistemebs, 

ris gamoc isini gamodidodnen mwyobridan, xolo Senaxuli failebi droebiT 

mouwvdomeli xdeboda. 

uprcedento ziani miayena aRniSnulma virusma sainformacio saSualebebs: 

internetSi CarTuli kompiuterebis TiTqmis 10 procenti dazianda; beWduri mediis 

gamocemebi mkiTxvelebisaTvis mxolod mwiri informaciis miwodebas axerxebda, 

xolo safosto serverebi saxelmwifo struqturebSi, parlamentsa da 

saerTaSoriso kompaniebSi mwyobridan gamovida. daudasturebeli informaciiT 
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sasiyvarulo virusiT miyenebulma zaralma sul 5.5 miliard aSS dolars 

gadaaWarba. 

,,malvear“ eqspertebma swrafad daadgines, rom wyaro filipinebSi iyo da ef-bi-ais, 

adgilobrivi xelisuflebisa da internet provaiderebis daxmarebiT gamoavlines 

is adamianebi, romelTac Seqmnes da gaavrceles siyvarulis virusi. miuxedavad 

imisa rom Cxrekis orderi droze iqna gacemuli, damnaSaveebi ar wardgnen 

sasamarTlos winaSe, vinaidan 2000 wels pilipinebis sisxlis samarTlis kanoni ar 

iTvaliswinebda debulebas, romelic zemoT aRweril qmedebas dasjadi danaSaulis 

kvalifikacias mianiWebda. 

 

 

 

 

sistemaSi Careva: ,,luftanzas“ blokadasistemaSi Careva: ,,luftanzas“ blokadasistemaSi Careva: ,,luftanzas“ blokadasistemaSi Careva: ,,luftanzas“ blokada    

virtualuri ,,mjdomare“ gaficvis demonstracia Tu sistemaSi Careva? es kiTxva 

dRis wesrigSi 2001 wels germaniaSi dadga, rodesac ufleba damcvelTa jgufi 

daupirispirda germanul aviaxazebis kompanias ,,luftanzas“. ,,luftanza“ mgzavrTa 

gadayvanis garda aseve axorcielebs im pirTa deportacias, romelTac qveyanaSi 

darCenis ufleba ar aqvT. ,,libertad!“-Si gaerTianebuli jgufi gamodioda 

zogadad deportaciis da konkretulad ,,luftanzas“ mier deportaciis 

ganxoricielebis winaaRmdeg; maT SearCies dRe, rodesac tardeboda ,,luftanzas“ 

aqcionerTa yovelwliuri Sekreba da blokireba gaukeTes kompaniis vebsaits. amiT 

maT aRniSnul sakiTxTan dakavSirebiT sakuTari kritikuli damokidebuleba 

gamoxates. 

,,libertad!“-is warmomadgenlebma gaavrceles ,,flaierebi“, romelSic miTiTebuli 

iyo sakuTari vebsaitis misamarTi da aRwerili iyo dagegmili aqciis mizezi. maTi 

vebsaitis meSveobiT nebismiers SeeZlo CamoetvirTa programa, romlis meSveobiT 

konkretul dros ramdenjerme avtomaturad ukavSirdebodnen vebsaits  lufthansa.com. 

,,libertad!“-is mowodebas 13.000 adamiani gamoexmaura. isini programis meSveobiT an 

damoukideblad ukavSirdebodnen lufthansa.com. –s; Sedegad ,,luftanzas“ vebsaitze 

ganxorcielda Tavdasxma, ris gamoc saiti uars ambobda momsaxurebaze. miuxedavad 

imisa, rom kompaniisaTvis cnobili iyo am aqciis Sesaxeb, serveris damatebiT 

gaZlierebam ver gauZlo datvirTvas da Caiketa. Sesabamisad, ,,luftanzas“ 

klientebi ver axerxebdnen bileTebis dajavSnasa da reisebis Sesaxeb informaciis 

miRebas; kompiuteruli sistemis nawilobrivi funqcionireba mxolod or saaTs 

gagrZelda. 

marTalia,  ,,libertad!“-ma aRniSnuli aqciiT sakuTari protestis demonstrireba 

moaxdina da, garda amisa, es aqcia SeTanxmebuli iyo germaniis administraciul 

xelisuflebasTan, magram ,,luftanzam “ ar gaiziara maTi protestis politikuri 

Sexeduleba da ,,libertad!“-is mflobelis domeinis winaaRmdeg sisxlis samarTlis 

sarCeli Seitana. 2005 wels, adgilobrivma raionulma sasamarTlom mopasuxe 

Zaladobasa da sxvebis waxalisebaSi – CaedinaT kanonsawinaaRmdego qmedebebi 

daadanaSaula. Tumca, 2006 wels, regionulma saapelacio sasamarTlom gaamarTla 

mopasuxe. kritika moyva orive ganaCens: erTi mxriv, adgilobrivma raionulma 

sasamarTlom ar gaiTvaliswina #303a/b  StGB, germaniis sisxlis samarTlis 

ZiriTadi kodeqsis debulebebi, romelic kiber –danaSaulis konvenciis me-5 muxls 

Seesabameba, xolo regionulma saapelacio sasamarTlom iseTi droebiTi 

interpretireba gaukeTa monacemTa CaxSobis elements, ris gamoc danaSauli 

dasjadad ar CaTvala. kritikosebma ganacxades, rom Tavdasxma vebsaitze, ris 

Sedegad momsaxureba ver ganxoriceldeba ara dasjadi gaxdeboda, Tu saapelacio 

sasamarTlos Sexedulebas miiRebdnen. 
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mowyobilobebis arasworad gamoyenebamowyobilobebis arasworad gamoyenebamowyobilobebis arasworad gamoyenebamowyobilobebis arasworad gamoyeneba: TviTgakicxva germaniaSi: TviTgakicxva germaniaSi: TviTgakicxva germaniaSi: TviTgakicxva germaniaSi    

germania Tavs iwonebs, rom mas aqvs sainformacio teqnologiebis usafrTxoebis 

demonstrirebis didi xnis tradicia, e.w. ,,TeTri qudis“ hakeroba, anu sistemebisa 

da programebis Semowmeba defeqtebis gamovlenis mizniT, raTa Semdeg moxdes maTi 

aRmofxvra klientebis WeSmariti ineteresebis dacvis mizniT. amitom iyo, rom 

kiber- danaSaulis konvenciis me-6 muxlis miRebam da misma Setanam germaniis 

sisxlis samarTlis kodeqsSi #202 g StGB, mwvave kamaTi gamoiwvia. Chaos Computer 

Club-isa da sainformacio teqnologiebis usafrTxoebis profesionalTa mxridan 

winaaRmdegoba provocirebulia imiT, rom is ukavSirdeboda muxlis orgvar 

wakiTxvas. 

multi-mediis instrumenti tipiuri programuli uzrunvelyofaa, romliTac 

sargebloben sainformacio teqnologiebis profesionalebi da TeTr-qudiani 

hakerebi, rodesac isini iqcevian, rogorc Tavdamsxmeli an borotmzraxveli da 

xSirad amgvari moqmedeba erTaderTi gzaa imis Sesamowmeblad Tu ramdenad 

efeqtianad muSaobs usafrTxoebos zomebi. maSin roca kiber- danaSaulis Sesaxeb 

konvenciaSi saubaria im mowyobilobebsa da kompiuterul programebze, romelic 

upirveles yovlisa danaSaulis Cadenis mizniT Seiqmna, #202 g StGB mixedviT ki 

dasjadia danaSaulisaTvis mzadeba, rodesac xdeba programuli uzrunvelyofis 

SeTavazeba an SeZena, romlis mizania msgavsi danaSaulis Cadena. kritikosebi 

miiCneven, rom masSi calsaxad ar aris Camoyalibebuli, rom am mowyobilobebis 

usafrTxoebis miznebisaTvis gamoyeneba ar CaiTvalos danaSaulad, rac safrTxis 

winaSe ayenebs nebismier pirs, romlic kompiuteruli sistemebis usafrTxoebis 

sferoSi muSaobs, ris gamoc am debulebam SeiZleba uaryofiTi zemoqmedeba 

iqonios mTlianad am sferos ganviTarebaze. 

rogorc ki kanonSi cvlileba Seitanes, da kanoni ZalaSi Sevida, sainformacio 

teqnologiebis Jurnalis iX’s mTavarma redaqtorma iurgen zigerma da amave 

sferoSi momuSave mewarmem herbert trainenma, TviTgakicxva gamoacxades da 

mimarTes Zalovan uwyebebs TxovniT daesajaT isini raTa SeeqmnaT iuridiuli 

mtkicebuleba imisa, rom maT sferoSi saqmianoba ukananono gaxda. Tumca maTi 

sarCeli dakmayofilebuli ar iqna, vinaidan nebayofilobiTi ganzxraxva maT 

qmedebaSi ar dadasturda. kidev erTi sarCeli germaniis mTavrobis sainformacio 

teqnologiebis usafrTxoebis ofisis Bundesamt für Sicherheit in der Informationstechnik (BSI) 

winaaRdeg aRiZra. BSI sTavazobda momxmarebels instrumentebis nakrebs, romelic 

maTi vebsaitidan SeiZleboda CamoetvirTaT da romelic Seicavda  ,,jek 

gamomfatvrels“, koduri sityvis gatexvis instruments, romelic garkveuli drois 

win sakmaod popularuli iyo. amjeradac sarCeli ar dakamyofilda danaSaulis 

momzadebis nebayofilobiTi ganzraxulobis ar arsebobis gamo. 

dabolos, germaniis konstituciurma sasamarTlom ar daakmayofila ramdenime 

konstituciuri sarCeli, romelic 2009 wels #202g StGB-s winaaRdeg iqna Setanili; 

vinaidan ar dakmayofileba formaluri samarTleblivi moTxovnilebebidan 

gamomdinareobda, sasamarTlos ar dasWirebia ZiriTadi argumentebis 

dakmayofileba da, samwuxarod, arc iuridiuli miTiTebebi ar gamoucia, sadac 

ganmartebuli iqneboda termini mizani. 

 

kompiuterTan dakavSirebuli falsifikacia: ,,fiSingi“kompiuterTan dakavSirebuli falsifikacia: ,,fiSingi“kompiuterTan dakavSirebuli falsifikacia: ,,fiSingi“kompiuterTan dakavSirebuli falsifikacia: ,,fiSingi“    

kriminalur qmedebaTa erToblioba, romelsac xSirad 
,,fiSings“ uwodeben, unda ganixlul iqnes rogorc fenomeni 
da ara rogorc erT -erTi SemTxveva. es faqti imiT aris 
ganpirobebuli, rom ,,fiSingi“ sul ufro farTomasStabian 
saxes iRebs. Tu 2003-2004 wlebSi ,,fiSingi“ martivad xeliT 
keTdeboda, amJamad igi sul ufro met profesiulobas iCens 
da amJamad programuli uzrunvelyofis iseTi nakrebic ki 
iSoveba, rogoricaa ,,rok fiSi“. ,,rok fiSi“ 
avtomatizirebulia da misi moxmareba saqmeSi naklebad 
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Caxeduli adamianebsac SeuZliaT, ise rom detalebSi ar ar 
iyon gaTviTcnobierebulebi; saWiroebis SemTxvevaSi am 
programiT movaWre organizaciebi daxmarebas ,,Catis“ sesiebis 
meSveobiTac sTavazoben. gamoZiebam aSS-sa da evropis qveynebSi 
cxadyo, rom ,,fiSingi“ jer kidev aRmavlobis tendenciiT 
xasiaTdeba, rac imiT aris gamowveuli, rom ,,fiSingi“ aRar 
warmoadgens teqnikur sirTules. 
marTalia, ,,fiSingi“ avtomatizirebulia, igi mainc moiTxovs 
garkveuli falsifikaciebis gakeTebas. dasawyisSi iqmneba 
imeili imisaTvis, rom werilis mimRebi werilis 
avTenturobaSi daarwmunos da imaSi, rom igi namdvilad im 
bankidan movida, sadac werilis mimRebs angariSi aqvs 
gaxsnili, Semdeg werilSi iTxoven TiTi daaWiron ,,linqs“, 
romelic viTomda usafrTxoebis Sesamowmeblad aris. 
amvdroulad, vebsaiti iseT domeinSi unda iyos, romelic 
msxverplis eWvs ar gamoiwvevs. amisaTvis iyeneben bankis 
oficialur logoebs, xolo bankis vebsaiti imdenad axlos 
aris originalTan imitirebuli, rom TiTqmis unakloa. 
arsebobs ,,fiSingis“ sxva maqinaciebi, rodesac troas cxenebs 
iyeneben, anu ,,malvears“ (borotebis momtani programa) 
imeilisa da vebsaitis nacvlad. amgvari programis gamoyenebis 
dros xdeba msxverplis kompiutersa da bankis veb servers 
Soris kavSiris damyareba da monacemTa nakadis momentaluri 
Secvla. amgvari SemTxvevis dros amoqmeddeba kiber-
danaSaulis Sesaxeb konvenciis sxva muxlebi. 
 
 
 
 
 
kompiuterTan dakavSirebuli gayalbeba: saukeTeso ganakveTis kompiuterTan dakavSirebuli gayalbeba: saukeTeso ganakveTis kompiuterTan dakavSirebuli gayalbeba: saukeTeso ganakveTis kompiuterTan dakavSirebuli gayalbeba: saukeTeso ganakveTis 
nomris amkrefinomris amkrefinomris amkrefinomris amkrefi    
saukeTeso ganakveTis mqone nomris amkrefebi Zalian 
popularuli iyo 1990-iani wlebis bolos. provaiderebi 
momxmarebels satelefono gadasaxadiT axdevinebdnen 
momsaxurebis sazRaurs da Tavs aridebdnen sakredito 
baraTis monacemebis vebsaitze ganTavsebas. nomris amkrefi, 
rogorc wesi, mcire kompiuteruli programis an ,,scenaris“ 
(skripti) msgavsad muSaobs, romelsac damatebiT aqvs qselTan 
kavSiri da krefs saukeTeso ganakveTis mqone nomers. Tumca 
nomris amkrefma male ,,Tavi Seircxvina“. gamyalbeblebma 
isargebles im faqtiT, rom nomris amkrefis programis 
daprogrameba SeiZleboda, ris Sedegad mas uCumrad SeeZlo 
standartuli kavSiris parametrebi saukeTeso ganakveTis 
nomriT Seecvala. amgvarad, amkrefi manipulirebda msxverplis 
sistemiT, ris Sedegad am ukanasknels telefonis uzarmazari 
gadasaxadi mosdioda. farTozoliani kavSirebis (DSL) 
gavrcelebasTan eraTad, nomris amkrefTan dakavSirebuli 
SemTxvevebis raodenoba Semcirda. 
rac Seexeba auqcionTan dakavSirebul maqinaciebs saitze, 
rogoric aris magaliTad ,,eBay“, kompiuteruli maqinaciebi aq 
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ar gamoiyeneba. internet kavSiris dros, auqcionis 
platformis vebsaiti da informaciis auqcionze Setana 
SeiZleba gamoyenebuli iqnes kriminaluri qmedebebisaTvis, 
msxverplis rogorc fizikuri piris SecdomaSi Seyvana 
maqinaciis kvlav aucilebeli elementia, rasac fatalur 
fasamde mivyavarT. amgvarad, auqcionTan dakavSirebuli 
nebismieri danaSauli ifareba gayalbebis  tradiciuli 
debulebebiT.  
 
 
bavSvTa pobavSvTa pobavSvTa pobavSvTa pornografia: operacia mersirnografia: operacia mersirnografia: operacia mersirnografia: operacia mersi    
gasuli saukunis 90-iani wlebidan, bavSvTa pornografiis 
komerciuli vebsaitebis winaaRmdeg wamowyebuli kampaniis 
gamo, romlis drosac kiber-policielebi mudmivad 
akontrolebdnen qselebs – msgavsi specialuri ganyofilebebi 
mraval qveyanaSi Seiqmna – bavSvTa pornografiiT mosargeble 
klientebs sxva gzebis moZebna mouxdaT. es faqti daafiqsira 
,,operacia mersim“, romelic warmoadgens farTomasStabian 
internetul gamoZiebas. operacia daiwyo 2002 wels da 
gamoavlina 166 qveynis daaxloebiT 25.000 eWvmitanili. 
aRniSnulma aRmoCenam seriozuli gamoxmaureba miiRo mediaSi, 
mas Semdeg rac 2003 wels gamoqveynda organizaciis pirveladi 
Sedegebi. 
,,operacia mersi“ mas Semdeg amoqmedda, rac miniSnebis doneze 
cnobili gaxda, rom internetSi iyo forumebi, romelic 
bavSvTa pornografiul suraTebs Seicavda. policiis 
gamoZiebis Sedegad nel-nel gamovlinda 38 kerZo wre, sadac 
gawevrianebuli iyvnen adamianebi msoflios sxvadasxva 
qveynidan da sadac xdeboda ukanono masalis erTmaneTTs 
Soris gacvla. eWvmitanilebi paroliT dacul veb forumebs 
iyenebdnen. am gverdze Sesvlis uflebas momxmarebeli 
mxolod mas Semdeg iRebda, rac moxdeboda misi Semowmeba. 
amisaTvis gawevrianebis axal msurvelebs unda warmoedginaT 
maT xelT ukve arsebuli pornografiuli masala, rac maTi 
erTgulebis utyuarobis mtkicebuleba iqneboda. zogjer 
forumi mxolod kontaqtis dasamyareblad gamoiyeneboda, 
xolo masalis gadacema internetis miRma xorcieldeboda 
xolme. 
,,operacia mersis“ warmateba ganapiroba erT-erTi 
saerTaSoriso provaideris policiasTan TanamSromlobam, 
romelmac policias 26.500 gamosaxulebiani faili, 38.000 
eleqtronuli fostis misamarTi da 12 gigabaitis moculobis 
log-failebis 14 milioni Canaweris masala gadasca. operacias 
im pirveli eWvmitanilis saxeli ewoda (marseli), romlic 
dominos pirveli qva aRmoCnda da romelsac eWvmitanilTa 
uprecedentod didi raodenoba moyva, romelic ki 
kompiuterul danaSaulTa gamoZiebaSi odesme gamovlenila. 
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inteleqtualuri sakuTrebainteleqtualuri sakuTrebainteleqtualuri sakuTrebainteleqtualuri sakuTreba::::  FTPWelt.com    
cifrulma teqnologiebma da monacmeTa farTozolianma 
kavSirebma xeli Seuwyo nebismieri saxis informaciis 
udanakargo gadawerebsa da swraf gadacemas. manam sanam 
gacxarebuli debatebi mimdinareobda imasTan dakavSirebiT Tu 
ra zarali moaqvs axalgazrdebis usayvarles drois tarebas 
– musikis gadmotvirTvas – media industriisaTvis, adaminTa 
erTma jgufma simRerebis, filmebis, TamaSebisa da 
programebis gamoyeneba cifruli saSualebebis wyalobiT 
kidev ufro maRal doneze aiyvana: isini momxmareblebs 
sTavazobdnen ,,piratul“ musikas, holivudis uaxles 
blokbasterebsa da moparul kompiuterul programebs (warez), 
xolo sanaclod an Tviur an erTjerad gadasaxads iTxovdnen. 
teqnologiuri revoluciiT damnaSaveebmac iseve isargebles, 
rogorc axlgazrdebma zemoT aRweril SemTxvevaSi. 
erT-erTi aseTi piratuli da moparuli kompiuteruli 
programebis saiti FTPWelt.com –i iyo. am saitis operatorebs 
axlo kontaqtebi hqondaT e. w. gamomSveb jgufebTan, romlebic 
konkurencias uwevdnen erTmaneTs Tu romeli ufro adgre 
gamouSvebda gatexil kompiuterul programas an axal films, 
manam sanam isini maRaziebsa Tu kinoTeatrebSi gamoCndebodnen. 
es xdeboda SesaZlebeli kinoTeatrebis momsaxureTa 
mosyidviT. FTPWelt.com –i Tavis momxmarebels yvela saxis 
kompiuterul programasa da media failebs sTavazobda, 
romelic niderlandebSi, aSS-sa da ruseTSi naqiraveb saimedo 
da swraf FTP serverebze iyo ganTavsebuli, raTa momxmarebels 
maRali xarsixis produqti mieRo. iyo momentebi, rodesac 
saiti TveSi 45.000 momxmarebels emsaxureboda da mogeba TveSi 
12.000 evros aRwevda. 
Tumca, 2004 wels, kompiuteruli Jurnalis ,, c’t “, berlinSi 
dafuZnebuli gazeTis ,, Tagesspiegel“ da saavtoro uflebebis 
darRvevis sazogadoebis ,,GVU“ saqmianobis gamoZiebis dros 
Catarda Cxreka da operacia SeuCerda operatorebsa da 
miunxenSi mdebare advokats, romelic pasuxs agebda 
gadaxdebsa da sxva administraciul sakiTxebze. britaneTis 
virjiniis kunZulebze, tortolaSi bandas dafuZnebuli 
hqonda kompania saxelwodebiT ,,Internet Payment Systems Ltd. “ kiber-
danaSaulis Sesaxeb konvenciis me-10 muxlis Sesabamisad 
yvelas wauyenees braldeba, xolo 2007 wels Seufardes 23 
TviT pirobiTi sasjeli da jarima 90.000 evros odenobiT. es 
operacia saavtoro uflebebis darRvevis kuTxiT erT-erT 
udides waramatebul operaciad iTvleba. 
 
 
 
monacemTa dauyoneblivi usafrTxo Senaxva da monacemTa dauyoneblivi usafrTxo Senaxva da monacemTa dauyoneblivi usafrTxo Senaxva da monacemTa dauyoneblivi usafrTxo Senaxva da traftraftraftrafikis ikis ikis ikis 
monacemTa nawilobrivi gamoaSkaraveba: ,,botnetismonacemTa nawilobrivi gamoaSkaraveba: ,,botnetismonacemTa nawilobrivi gamoaSkaraveba: ,,botnetismonacemTa nawilobrivi gamoaSkaraveba: ,,botnetis“ klientebi klientebi klientebi klientebi ––––    
Suamavali serverebiSuamavali serverebiSuamavali serverebiSuamavali serverebi    
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onlainze Cadenili danaSaulis aRmniSvnelia aris IP 
misamarTi: ukeTes SemTxvevaSi borotmzraxvels avlens 
SeumCnevel cifrTa mwyobri; Tu es ase ar moxda, am misamarTis 
saSualebiT SesaZlebeli xdeba internetis sxva qselTTn 
dakavSireba  - es ufro xSirad erTad erTi mimarTulebaa. 
magram vinaidan gamoZiebebis raodenoba sul ufro aRmavali 
tendenciiT xasiaTdeba, damnaSavis mier miTiTebuli  IP 
misamarTi mesame mxaresTan gadagamisamarTebT; amitom 
moTxovna monacemebis Senaxvis Taobaze msxverplis an misi 
provaideris sistemaze SeiZleba sakmarisi ar aRmoCndes. 
amis kargi nimuSia ,,botnetis“ (botnet) klientebi, romlebic 
Suamavl serverad gamoiyeneba. ,,botneti“ Sedgeba asobiT, 
zogjer aTasobiT gatexili kompiuterisagan, romelsac 
damnaSave anu ,,botmasteri “ (botmaster) marTavs. TaRliTur 
qselSi CarTuli gatexili kompiuterebi ZiriTadad kerZo 
pirebis sakuTrebaSia da vinaidan gamarTulad muSaoben 
araviTar eWvs mflobelebSi ar iwvevs. ,,botmasteri“ marTavs 
inficirebul klientebs da qiraobs maT momsaxurebas fasiani 
klientebis sasargeblod. ,,botnetis “ klientis daqiraveba 
Suamali serveris rolSi sakmaod gavrcelebuli praqtikaa da 
garkveul anonimurobas uzrunvelyofs: rodesac kavSiri 
,,botnetis “ mier gatexili kompiuteris klientis meSveobiT 
xorcieldeba, damnaSave iTvisebs IP misamarTs da gatexili 
kompiuteris saidentifikacios parametrebs. 
amgvar SemTxvevaSi monacemTa trafikis nawilobrivi 
gamJRavneba, romelic mesame mxaris gatexili kompiuteridan 
wamovida SeiZleba gamodges, vinaidan komunikacias, rogorc 
wesi, ori mimarTuleba aqvs. borotmzraxvelis Txovnis 
SemTxvevaSi, monacemTa zogierTi paketi SeiZleba ukan mas 
gaegzavnos. samwuxarod SuamavalTa jaWvi SeiZleba 
usazRvrod grZeli aRmoCndes, vinaidan monacemTa trafiks 
efemeruli buneba axasiaTebs; sirTule imaSi mdgomareobs, 
rom jaWvidan gamoixSiros ,,linkebi “, sanam yvela monacemis 
waSla moxdeba. 
 
 
 
 
 
iiiinformaciis wardgenis moTxovnanformaciis wardgenis moTxovnanformaciis wardgenis moTxovnanformaciis wardgenis moTxovna da abonentis Sesaxeb  da abonentis Sesaxeb  da abonentis Sesaxeb  da abonentis Sesaxeb 
informaciis wardgena: saWiro informaciis gavrcelebainformaciis wardgena: saWiro informaciis gavrcelebainformaciis wardgena: saWiro informaciis gavrcelebainformaciis wardgena: saWiro informaciis gavrceleba    
sul raRac aTiod weliwadSi msoflios yvela kuTxeSi 
aRmasrulebel xelisuflebebs radikaluri cvlilebebis 
gatareba mouxdaT. gasuli saukunis 90-ian wlebamde, 
telekomunikaciis operatorebi umravles qveyanaSi an 
saxelmwifo an sajarod kontrolirebadi uwyebebi iyvnen. im 
dros, aravis ar ufiqria im problemebis Sesaxeb, rac 
dakavSirebuli iyo abonentis Sesaxeb informaciis 
xelmisawvdomobaze raTa es ukanaskneli gamoyenebuli 
yofiliyo satelefono zarTan an depeSasTan dakavSirebuli 
sisxlis sammarTlis saqmis aRZvrisas. zogierTi sajaro 
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uwyeba ukve flobda Sesabamis informacias da am informaciis 
misawvdomoba mxolod administraciis mxridan daxmarebaze 
iyo damokidebuli. mas Semdeg rac moxda telekomunikaciebis 
samsaxurebis umravlesobis privatizacia, bevr saxelmwifos 
dasWirda iuridiulad uzrunveleyo aRniSnuli informaciis 
misawvdomoba momavalSi, romelic im droisaTvis kerZo 
kompaniebis xelSi Cavarda da male monacemTa dacvis 
regulaciebis sagani gaxda. 
paralelurad, internetis gavrcelebam, imeilis, ,,Catisa“ da 
sxva saSulebebis damkvidrebasTan erTad SesaZlebeli gaxada 
komunikaciis mravalferovani saSualebebis msoflios 
masStabiT gamoyeneba. amgvarad, scenaze axali moTamaSeebi 
gamoCndnen, magaliTad, imeilis provaiderebi, romlebic 
SeurTdnen abonentTa Sesaxeb informaciis damcvelTa armias. 
msoflio qselis ganviTarebis dasawyisSi, gansakuTrebiT 
mcire zomis servis provaiderebi uars ambobdnen Zalovan 
struqturebTan TanamSromlobaze, vinaidan Zalovani uwyebebi 
sainformacio teqnologiis muSakTa Soris im dros didi 
ndobiT ar sargeblobdnen. marTalia, abonentTa Sesaxeb 
informacia sasargeblo iyo eWvitanilTa, msxverplTa da sxva 
adamianTa gamocxrilvisaTvis, romlebic dakavSirebuli iyvnen 
gamoZiebasTan, warmoebis ganawesis aucilebloba dRis 
wesrigSi ar idga. 
dRes ki saWiro monacemebi imdenad mimofantulia, da ara 
mxolod abonentTa Sesaxeb informacia, rom misi marTva 
TiTqmis SeuZlebelia. e. w. veb 2.0 teqnologiam xeli Seuwyo 
socialuri qselebis Seqmnas, romlis saSualebiT milionobiT 
adamiani Setyobinebebs, fotoebsa da sxva monacemebs 
erTmaneTs ugzavnian; aseve, ,,blogebs“ da ,,mikro blogebs“, 
rogoric aris magaliTad, ,,Twitter“ . ufro metic, nebismier 
internet momxmarebels SeuZlia yovelgvari sazrauris gareSe 
daafuZnos sakuTari forumi daculi paroliT angariSis 
dasacavad, romelic aseve moicavs abonentis Sesaxeb 
informacias. amgvarad, veb 2.0 saukuneSi, kidev ufro 
arsebiTia, rom xelmisawvdomi iyo kompiuterSi Senaxuli 
informacia, gansakuTrebiT ki, abonentis Sesaxeb informacia, 
maSinac ki Tu es informacia forumis moyvaruli 
administratoris CanawerebSia Senaxuli. 
    
gaCxrekvis orderi: muSakis kompiuterze Senaxuli gaCxrekvis orderi: muSakis kompiuterze Senaxuli gaCxrekvis orderi: muSakis kompiuterze Senaxuli gaCxrekvis orderi: muSakis kompiuterze Senaxuli 
personaluri informaciapersonaluri informaciapersonaluri informaciapersonaluri informacia    
tradiciulad sisxlis samarTlis gamoZiebebSi mtkicebulebad 
materialuri nivTi: iaraRi, qsovilis nimuSi an TiTis 
anabeWdi, iTvleba. amitom, rodesac mtkicebulebis 
mosapoveblad gaCxrekis orderi icema, misi debuleba 
iTvaliswinebs mis fizikur Tu sivrcul viTarebas. xolo 
rodesac saqme gvaqvs eleqtronul mtkicebulebasTan, 
aRniSnuli moTxovna Seusabamo da zogjer xelis 
SemSleladac ki SeiZleba CaiTvalos samarTleblivi 
mdgomareobis gaTvaliswinebiT. rodesac bralmdebeli 
aramaterialuri informaciis mosaZieblad gaCxrekis orders 
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gascems, igi iiolebs saqmes da gaCxrekas avrcelebs 
eWvmitanilis yvela teqnikaze, rac eWvmitanilma an mesame 
mxarem SeiZleba aramarTlzomierad CaTvalos da dacvis 
poziciidan zogjer gaumarTlebladac. 
amis magaliTia 2007 wlis saqme, romelsac 
germaniiskonstituciuri sasamarTlo ixilavda. eWvmitanili 
sajaro moxele iyo da kerZo Tu saqmiani imeilebis misaRebad 
da gasagzavnad ofisis kompiuteriT sargeblobda, romelic 
sxva nivTebTan erTad misi damqiraveblis kuTvnilebaSi iyo. 
Zalovan uwyebas, romelic gamoZiebas atarebda safuZvliani 
eWvi hqonda evarauda, rom eWvmitanili imeiliT iRebda da 
Semdeg gadaagzavnida xolme ,,power point“ prezentacias, romelic 
danaSaulebriv masalas Seicavda. cifruli informaciis 
mopovebis mizniT kompiuteri gamomZiebel organoebs gadaeca. 
eWvmitanilma ukmayofileba gamoTqva da adgilobriv 
sasamarTlos TxovniT mimarTa daedginaT ramdenad kanonieri 
iyo gaCxrekis Catareba. misi sarCeli arc adgilobrivma da 
arc ufro maRali instaciis sasamarTlom ar ganixila im 
motiviT, rom kompiuteri misi sakuTreba ar iyo. 
germaniis konstituciurma sasamarTlom daamtkica 
gadawyvetileba da uari uTxra eWvmitanils misi sarCelis 
ganxilvaze, vinaidan sisxlis samarTlis sasamarTloebma 
saTanadod miusadages Sesabamisi samarTleblivi debuleba, 
romelic ar arRvevda eWvmitanilis fundamentur 
konstituciur uflebebs. marTalia, formalurad 
gadawyvetileba sworia, gamoyenebuli samarTleblivi 
debulebebi aSkarad miuTiTebs, rom aramaterialuri 
mtikicebuleba ara sworad iqna gamoyenebuli da gamoiwvia 
oficialuri dacvis mxaris poziciis dakargva. monacemebi 
advilad SeiZleba eWvmitanils mivakuTvnoT; ueWvelia, rom 
aRniSnuli cifruli mtkicebuleba mis mier aris Seqmnili. 
amgvarad, logikuri iqneba Tu mas miecema saSualeba dacvas 
Tavisi pozicia.   
   
 
 
monacemTa monacemTa monacemTa monacemTa traftraftraftrafikis Segroveba: gamoZalva imelis meSveobiTikis Segroveba: gamoZalva imelis meSveobiTikis Segroveba: gamoZalva imelis meSveobiTikis Segroveba: gamoZalva imelis meSveobiT    
rodesac damnaSaveebi cdiloben sakuTari ,,onlain“ 
gadaadgilebis damalvas, sasargebloa monacemTa trafikis 
gaanalizeba. 2009 wels, borotmzraxvelma, romelic miiCnevda, 
rom Zalian Wkviani iyo, gadawyvita mraval evropul qveyanaSi 
arsebuli maRaziebis sacalo qselisaTvis gamoeZala didi 
Tanxa. man daaSina qselis mesveurebi, rom mowamlavda mTel 
rig produqtebs, romelic maT qselSi iyideboda. es muqara da 
gafrTxilebebi imeiliT igzavneboda. aRsaniSnavia, rom 
borotmzraxveli sxvadasxva imelis angariSebiT sargeblobda, 
romelsac sxvadasxva provaideri emsaxureboda. saWiroebis 
SemTxvevaSi provaiderebi mxolod falsificirebuli 
monacemebis moZiebas SeZlebdnen, romelsac igi registraciis 
dros iyenebda. ufro metic IP misamarTis monacemi, romelic 
mibmuli iyo TiToeul imeilze sxvadasxva provaiderze 
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mianiSnnebda, romlebic sxvadasxva qveynebSi iyvnen, maT Soris 
CineTsa da aSS-Si. 
detaluri gamoZiebis Semdeg, amoiRes IP misamarTis monacemi 
imeilis titulis striqonidan da gamoavlines Suamavali 
samsaxuri, romelic programis anonimurad CamotvirTvis da 
gamoyenebis samsaxurs sTavazobda. operators ki yovelTvis 
SeuZlia gamoiTvalos momxmarebeli. amitom provaiders 
daukveTes monacemTa trafikis realur droSi Segroveba 
Semdegi pirobiT: monacemTa trafiki mxolod im individTan 
dakavSirebiT unda Segroviliyo, romelic eWvmitanilis 
imeilTan dakavSirebas anonimuri samsaxuris gavliT 
moindomebda. ideam gaamarTla. monacemTa trafikis realur 
droSi Segrovebam gamoaaSkarava eWvmitanilis namdvili IP 
misamarTi, xolo Semdeg daadgines piris saxeli da gvari da 
misamarTi da gamoZiebac daiwyo. 
SiSiSiSinaarsobrivi monacemis xelSi Cagdebanaarsobrivi monacemis xelSi Cagdebanaarsobrivi monacemis xelSi Cagdebanaarsobrivi monacemis xelSi Cagdeba: organizebuli kiber: organizebuli kiber: organizebuli kiber: organizebuli kiber----    
danaSaulis gamoZiebadanaSaulis gamoZiebadanaSaulis gamoZiebadanaSaulis gamoZieba    
informaciis xelSi Cagdebis praqtika satelefono saubrebTan 
dakavSirebiT karga xania cnobilia. rodesac aRniSnulTan 
dakavSirebiT kanonSemqnelebi kanonebs qmnidnen, maT azradac 
ar hqondaT internet teqnologiebi. aRsaniSnavia, rom rodesac 
saqme gvaqvs informaciis gacvlasTan, mniSvneloba ar aqvs ra 
saSualebiT xdeba es: telefoniT, ,,CatiT “ Tu serveridan 
CamotvirTviT. informaciis Sinaarsi erTi da igive iqneba. 
vinaidan satelefono kavSirebs sul ufro agresiulad cvlis 
informaciis internetiT gacvlis praqtika, bunebrivia, rom 
Zalovani struqturebis interesi komunikaciis aRniSnuli 
arxebis mimarT sul ufro izrdeba. bolo drois gamoZiebebma 
cxadyo, rom kiber damnaSaveTa organizebuli jgufebi anu 
adamianebi, romlebic sxvadasxva iuridiulad danaSaulebriv 
momsaxurebas sTavazoben, iqneba es inficirebuli 
kompiuterebi Tu ,,fiSingis “ saitebi, komunikacias didi xania 
uaxlesi teqnologiebiT axorcieleben da sxva saSualebebs 
aRar iyeneben. magaliTad, monacemTa TJX qurdobis saqmeSi (ix. 
Tavi 3.2) damnaSaveTa gamoaSkaraveba ,,Catis “ miyuradebis 
saSualebiT moxerxda. federaluri policiis agentebis TqmiT, 
romlebic am saqmes icnoben, acxadeben rom aseve 
warmatebulia IRC arxebis mosmena struqturuli 
gamoZiebisaTvis.  
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8.2 terminTa ganmarteba2 terminTa ganmarteba2 terminTa ganmarteba2 terminTa ganmarteba    
ADDRESS  - misamarTi 
termins – misamarTi – mravali mniSvnelobiT gamoiyeneba. 

- internet misamarTi anu IP misamarTi internetSi 

(mTavari) kompiuteris unikaluri adgilmdebareobis 

maCvenebelia; 

- veb gverdis misamarTi gamoixateba, rogorc konkretuli 

cnobaris biliki, romelic dakavSirebulia konkretul 

serverze mdebare failTan. 

- veb gverdis misamarTs aseve uwodeben sainformacio 

resursis unificirebul saZiebels an URL –s. 

- imeilis misamarTi es aris imeilis momxmareblis 

adgilmdebareoba (romelic gamoisaxeba imeilis 

momxmareblis saxeliT, romelsac moyveba niSani (@), 
xolo Semdeg momxmareblis serveris domeinis 

saxelwodeba. 

ADVANCE FEE FRAUD –TaRliToba avansiT    
 
es aris TaRliTobis erT-erTi saxeoba, romlis drosac 
msxverpls sTavazoben, rom man garkveuli Tanxa winaswar 
gadaixados, ris sanacvlod mas garkveul fulad jildos 
pirdebian.  
 
ADWARE – adveariadveariadveariadveari    
es aris kompiuteruli programa, romelic momxmareblis 
kompiuterze periodulad reklamas uSvebs. 
ARCHIVE FILE  - saarqivo failisaarqivo failisaarqivo failisaarqivo faili    
 
faili, romelic Seicavs sxva (rogorc wesi, SekumSul) 
failebs. igi gamoiyeneba im failebis Sesanaxad, romelic 
xSirad ar gamoiyeneba; mas aseve iyeneben internetis failebis 
biblioTekidan failis CamosatvirTad. 
AMERICAN STANDARD CODE FOR INFORMATION INTERCHANGE  

ASCII  –informaciis urTierTgacvlis amerikuli standartuli informaciis urTierTgacvlis amerikuli standartuli informaciis urTierTgacvlis amerikuli standartuli informaciis urTierTgacvlis amerikuli standartuli 
kodikodikodikodi 
kodirebis standarti, romelic gamoiyeneba ZiriTadad 
inglisuri sityvebiT gamoxatuli informaciis 
urTierTgasacvlelad.  ASCII  aris inglisur alfavitze 
dafuZnebuli simboluri niSnebiT Seqmnili Canaweri da 
gamoiyeneba teqstis kompiuterSi, sakomunikacio 
mowyobilobaze an teqstze momuSave sxva saSualebebze 
warmosadgenad. Tu adre ASCII yvelaze farTod gamoyenebuli 
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simboluri Canaweri iyo msoflio qselSi, 2008 wels igi 
Caanacvla UTF-8. 
AUTHENTICATION /AUTHENTICITY – identifikaciaidentifikaciaidentifikaciaidentifikacia/ / / / 
avTenturobaavTenturobaavTenturobaavTenturoba    
    
identifikacia aris, procesi romelic gamoiyeneba 
usafrTxoebis uzrunvelyofis mizniT da saSualebas iZleva 
met-naklebi garantiiT dadgindes an dadasturdes fizikuri an 
iuridiuli piris vinaoba. avTenturobis meqanizmi gamoiyeneba 
informaciul sistemebSi Sesvlis gasakontroleblad. 
 
identifikacia aris, procesi romelic saSualebas iZleva met-
naklebi garantiiT dadgindes an dadasturdes, rom 
eleqtronuli Setyobineba an tranzaqcia inicirebulia 
konkretuli piris an wyaros mier.  
BACKDOORS312 - ukana kariukana kariukana kariukana kari    
ukana kari es aris ,,boroti“ kodi, romelic kompiuterul 
sistemaSi an qselSi arasanqcirebuli SeRwevis uflebas 
iZleva. internetiT Soreuli kompiuteridan miRebuli 
brZanebis safuZvelze ,,boroti“ kodi saSualebas aZlevs 
borotmzraxvels gamoiyenos distaciuri brZanebebi da 
daamontaJos sxva programa, romelmac SeiZleba Tavis mxriv 
safrTxis winaSe daayenos paroli an sxva personaluri 
informacia an saSualeba misces manqanas gamoyenebuli iqnes 
upatiosno miznebisaTvis. distanciurad SeRwevis an ,,boroti“ 
kodis funqcia, rogorc wesi, gaaCnia ,,troas“ da ,,bot“ 
programebis uravlesobas. ,,bot“ programa ,,ukana karis“ 
prgramis erT-erTi saxeobaa, romelic borotmzraxvelebs 
saSualebas aZlevs distaciurad erTdroulad (an 
individualurad) gaakontrolon safrTxis winaSe mdgomi 
mravali (aTasoboT) informaciuli sistema. ukana karebis 
funqcia SegnebiT Tumca gaufrTxileblad sanqcirebuli 
kompiuteruli programis paketSi Sedioda, vinaidan igi 
momxmarebels saSualebas aZlevda distanciurad 
dakavSireboda sxva kompiuterebs. swored misi es daucveloba 
borotad gamoiyenes borotmzraxvelebma. 
BACKUP - beqafibeqafibeqafibeqafi  
kompiuterSi arsebuli yvela informaciis dublireba, raTa 
informacia daculi iyos im viTarebaSi Tu original 
egzempliars raime SeemTxveva. 
BIOS    –––– b b b baaaaiosiiosiiosiiosi    
Seyvana – gamoyvanis sabazo sistema. es aris mSobel plataze 
damaxsovrebuli programa, romelic akontrolebs 
mowyobilobis sabazo inicirebis operaciebs. ,,baiosi“ eZebs 
procesors, mexsierebas, IDE (formirebis integrirebuli 
eleqtronuli sqemebis) mowyobilobebs, da portebs. ,,baios“ 
emateba POST (TviTtestireba CarTvisas) Semowmeba da Sedegebs 
udarebs CMOS. ,,baiosi “ amuSavebs Config.sys da Autoexec.bat, 

                                              
312 ekonomikuri TanamSromlobisa da ganviTarebos organizaciis virusuli programebis 
kvleva 
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romlebic fesobriv katalogSia damaxsovrebuli (dos-Tvis es 
aris C:>) 
BLUETOOTH     –––– bluTusi bluTusi bluTusi bluTusi    
,,bluTusi“ telekomunikaciebis industriis standartia, 
romlis saSualebiT mobiluri telefonebi, kompiuterebi da 
cifruli personaluri mdivnebi (PDAs) msgavs mowyobilobebs 
mokle diapazonis mqone usadeno kavSirebiT ukavSirdebian. 
BOOKMARKING     –––– bukmarkingi bukmarkingi bukmarkingi bukmarkingi    
es aris procesi, romlis drosac xdeba vebsaitis an internet 
dokumentis sakuTar kompiuterze damaxsovreba, raTa 
mogvianebiT misi advilad povna SeZloT. 
BOOT    –––– pirveladi CarTva pirveladi CarTva pirveladi CarTva pirveladi CarTva    
kompiuteris Tavdapirvelad CarTva, ufro xSirad xmaroben 
termins  
,,re-buti “ (re-boot). 
 
BOOT DISK – buT diskibuT diskibuT diskibuT diski    
    
,,flopi“ diski, romelic Seicavs failebs, romlis gareSe 
operaciuli sistema ver amuSavdeba. 
 
BOT    ---- boti boti boti boti    
    
dainficirebuli kompiuteri, romelsac kompiuteris 
mflobelis Tanxmobis an azrze yofnis gareSe sakuTari 
miznebisaTvis TaRliTi akontrolebs. igi xSirad gamoiyeneba 
DDos Tavdasxmebis, spamis inicirebisaTvis, Suamavali serveris 
rolis Sesasruleblad da sxva sistemebis dasainficireblad. 
damatebiTi intruqtaJis an uaxlesi virusis misaRebad igi, 
rogorc wesi, ukavSirdeba gamoTvliTi teqnikisa da 
kavSirgabmulobis meqanizmebs (C&C). C&C SeiZleba safuZvlad  
HTTP  an IRC hqondes, an ufro rTulad dasafiqsirebel P2P 
qselTan iyos dakavSirebuli. ,,boti “ SeiZleba 
dainficirebuli iyos mravali virusiT da dakavSirebuli 
iyos erTdroulad mraval C&C _Tan, da romelsac erTi an 
meti TaRliTi akontrolebs. 
 
BOTNET     –––– botneti botneti botneti botneti    
es aris ,,botebis “ jgufi, romelic imave an msgavs zianis 
momtan programas uSvebs da imave C&C meqanizms akavSirebs. 
Tavisi sididiT ,,botneti “ mravalgvaria – ramdenime 
calkeuli ,,botiT“ dawyebuli da aTasobiT, zogjer ki 
milionobiT damTavrebuli. maTi efeqtianoba virusis 
matarebel kompiuterul programazea damokidebuli, anu ra 
saxis virusi gadaaqvs da aseve ra saxis ZiriTadi kompiuteris 
daviruseba moxdeba. Tu erTi an ori kompiuteri, magaliTad, 
korporaciaSi an universitetSi farTozolian internet 
kavSirSia CarTuli, maT ufro meti zianis motana SeuZliaT, 
vidre  im SemTxvevaSi, rodesac ZiriTadi kompiuteris 
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raodenoba marTalia, mravalricxovania, Tumca maT 
maqsimalurad SezRuduli kavSirebi aqvT.  
BUFFER -    buferibuferibuferibuferi    
mexsierebis sfero, romelsac xSirad ,,keS “ (cache) mexsierebas 
uwodeben, romelic gamoiyeneba mowyobilobebSi SeRwevis 
tempis asaCqareblad. igi aseve gamoiyeneba, rogorc monacemTa 
droebiTi Senaxvis saSualeba, rodesac xorcieldeba 
monacemebTan gacnoba an rodesac informacia myar diskze, 
,,sidize “, printerze an lentur ,,draivze” gadasawerad aris 
gamzadebuli. 
 
BULLETIN BOARD SERVICE (BBS)  - gancxadebebis eleqtronuli gancxadebebis eleqtronuli gancxadebebis eleqtronuli gancxadebebis eleqtronuli 

dafadafadafadafa 

BBS eleqtronuli korpis dafis msgavsia. es aris 
kompiuteruli sistema, romelic qseluri misawvdomobiT aris 
aRWurvili, raTa distanciurma momxmareblebma SeZlon 
sainformacio da Setyobinebebis gamtarebeli centriT 
sargebloba. gancxadebebis eleqtronuli dafa, rogorc wesi, 
specialur sferoebzea orientirebuli, rogoric aris 
samecniero fantastika, filmebi, vindous programa, makintoJis 
sistemebi. zogi ufasoa, zogic gadasaxads iTxovs, zogic ki 
kombinirebulia. 
 
BYTE (binary term) - baitibaitibaitibaiti  
kompiuterTa umetes sistemaSi baiti monacemTa damuSavebis 
erTeulia, romelic 8 bitisagan Sedgeba. baiti SeiZleba 
warmodgenili iyos erTi niSniT, es SeiZleba iyos aso, cifri 
an punqtuaciis niSani. 
 
CACHE     ---- keSi keSi keSi keSi    
 

,,keSi“ es aris adgili, sadac SeiZleba informacia met-
naklebad xanmokle periodiT iqnas Senaxuli. is veb gverdebi, 
romelsac Tqven internetSi ,,Zromialis“ dros moinaxulebT 
xolme, rogorc wesi, Tqveni ,,brauzeris“ ,,keSis“ 
direqtoriaSi myar diskze inaxeba. Tu Tqven im gverds 
miubrundebiT, romelic cota xnis win moinaxuleT, 
,,brauzeri“ am informacias ,,keSidan “ gamoiTxovs da ara 
serveridan, rac ekonomiuria drois mxriv da aseve naklebi 
datvirTvaa trafikze. ori tipis aris ,,keSi “ – mexsiereba da 
diski. 
 
CDF    –––– arxis monacemTa formati arxis monacemTa formati arxis monacemTa formati arxis monacemTa formati    
 
arxis monacemTa formati aris sistema, romelic informacias 
internetiT gadasacemad amzadebs. 
 
CD-R    –––– sidi sidi sidi sidi----ariariariari    
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,,sidi-ari “ kompaqt-diskia  erTjeradi CawerisaTvis.  diski, 
romelzec SeiZleba informacia CavweroT, magram mis waSlas 
ver SevZlebT. 
CD-R ( ( ( (COMPACT DISK READ-ONLY MEMORY OR MEDIA ))))–––– sidi sidi sidi sidi----
romi (kompaqturi diski mxolod wasakiTxad an mediisaTvis)romi (kompaqturi diski mxolod wasakiTxad an mediisaTvis)romi (kompaqturi diski mxolod wasakiTxad an mediisaTvis)romi (kompaqturi diski mxolod wasakiTxad an mediisaTvis)    
 

kompiuterebSi sidi-romis teqnologia warmoadgens Caweris, 
Senaxvisa da eleqtronuli informaciis amoRebis formatsa da 
sistemas. igi ikiTxeba lazeruli optikisa da ara magnituri 
mowyobilobebis saSualebiT. 
CD-RW    ––––    sidi-ari 
,,sidi-arvi “ aris komaqt-diski, romelzedac ramdenimejer 
SeiZleba Caweris ganxoricieleba. masze Cawerac SeiZleba da 
waSlac. 
CHAT ROOM     ---- ,,Cat ,,Cat ,,Cat ,,Cat----rumi “rumi “rumi “rumi “    
,,Cat-rumi “ funqcionirebs onlain reJimSi da aseve 
eleqtronuli gancxadebebis dafis meSveobiT. misi 
saSualebiT xdeba konkretul sistemSi CarTul momxmareblebs 
Soris Setyobinebebis realur droSi gacvla. 
CIRCUIT BOARD  - plataplataplataplata    
 
Txeli fifrfita masze damontaJebuli CipebiT, 
mowyobilobebiTa da sxva eleqtronuli detalebiT. 
 
CLICK FRAUD – TaRliToba TiTis klaviSze daWeriT TaRliToba TiTis klaviSze daWeriT TaRliToba TiTis klaviSze daWeriT TaRliToba TiTis klaviSze daWeriT 
(,,daklikebiT”)(,,daklikebiT”)(,,daklikebiT”)(,,daklikebiT”)    
    
danaSaulis saxeoba, romlis drosac piri, avtomaturi 
skripti an kompiuteruli programa kanonieri momxmareblis 
simulirebas axdens onlain reklamaze TiTis daWeriT. mizani 
Semosavlis miRebaa an reklamis gamTavseblis xarjebis 
gazrdaa, romelsac imis mixedviT axdevineben Tu ramdeni 
potenciuri klienti gaecno am reklamas.   
 
 
CMOS - COMPLEMENTARY METAL-OXIDE SEMI-CONDUCTANT – 
damatebiTi metaldamatebiTi metaldamatebiTi metaldamatebiTi metal----oqsidis naxevargamtarioqsidis naxevargamtarioqsidis naxevargamtarioqsidis naxevargamtari    
    
 es aris dabali simZlavris mexsierebis Cipi, romelic, 
rogorc wesi, inaxavs funqciur monacemebs, rogoric aris 
magaliTad, CarTuli paroli, dro da TariRi, draivis Ziebis 
Tanmimdevroba da myari draivis tipebi. mas xSirad ureven 
BIOS CipSi. BIOS Cipi, ZiriTadad, kompiuters aamoqmedebs 
xolme da mis mier napovn informacias udarebs bolo dros 
CMOS-Si Senaxul parametrebs. 
 
COMMAND AND CONTROL SERVER (C&C) - marTvis sistemismarTvis sistemismarTvis sistemismarTvis sistemis    
serverserverserverserver    
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marTvis sistemis server (anu C&C) virusis programisaTvis 
aris marTvis punqti. es SeiZleba erTi serveri ar iyos, 
vinaidan virusuli programa kavSiris ganxorcielebis sxva da 
sxva meqanizms iyenebs, romelSic Sedis IRC, HTTP, AND P2P,  
aseve rogorc mravlobiTi swrafad cvladi serverebi. 
 
COMPUTER DATA – kompiuteruli monacemebikompiuteruli monacemebikompiuteruli monacemebikompiuteruli monacemebi    
    
nebismieri faqtis, informaciisa da cnebis iseTi formiT 
warmodgena, romelic misaRebi iqneba kompiuteruli sistemiT 
misi damuSavebisaTvis, iseTi programis CaTvliT romelic 
aiZulebs kompiuterul sistemas Seasrulos konkretuli 
funqcia313. 
 
COMPUTER SYSTEM314 - kompiuteruli sistemakompiuteruli sistemakompiuteruli sistemakompiuteruli sistema 
 
kompiuteruli sistema es aris nebismieri mowyobiloba an 
urTierTdakavSirebul mowyobilobaTa jgufi, romelTagan 
erTi an meti programis Sesabamisad axorcielebs monacemTa 
avtomatur damuSavebas. 
 
CPU (CENTRAL PROCESSING UNIT)  - centraluri procesoricentraluri procesoricentraluri procesoricentraluri procesori 
 
centraluri procesori kompiuteris yvelaze Zlieri Cipia, 
romelic kompiuterSi mdebareobs. es aris kompiuteris 
,,tvini“, romelic asrulebs yvela ariTmetikul, logikur da 
makontrolebel funqcias. 
 
CRACKER   - krekeri (kompiuteruli sistemis gamtexi)krekeri (kompiuteruli sistemis gamtexi)krekeri (kompiuteruli sistemis gamtexi)krekeri (kompiuteruli sistemis gamtexi)    
 
kompiuteris eqsperti, romelic Tavis unars gasaRebiT 
daSifrul kompiuterul programaSi an dividiSi SeRwevas 
axerxebs. rogorc wesi es saavtoro uflebiT daculi 
safirmo produqtia. amis Semdeg ,,krekeri“ gatexil 
kompiuterul programas an dividis an ufasod an Zalian 
dabal fasSi avrcelebs.   
 
CRYPTOGRAPHY  - daSifvradaSifvradaSifvradaSifvra 
 
kriptografia xSirad ubralo teqstis (Cveulebrivi teqsti, 
romelsac zogjer Ria teqsts uwodeben) daSifrul teqstSi 
gadayvanasTan asocirdeba (process daSifvra ewodeba), Semdeg 
ki isev dauSifrav teqstSi dabrunebas (anu gaSifvra). am 
saqmiT dakavebul pirebs kriptografebs eZaxian. es procesi 
miznad isaxavs uzrunvelyos kerZo informaciis usafrTxoeba, 
romelic sajaro qselebis gavliT igzavneba, risTvisac xdeba 
am informaciis daSifvra, ris gamoc mis wakiTxvas veravin 

                                              
313 muxli 1 kiber-danaSaulis Sesaxeb konvenciaSi. 
314 muxli 1 kiber-danaSaulis Sesaxeb konvenciaSi. 
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axerxebs garda im pirisa, romelsac aqvs maTematikuri 
gasaRebi anu codna, romlis meSveobiT igi gaSifravs mas.    
 
DATABASE  - monacemTa bazamonacemTa bazamonacemTa bazamonacemTa baza 
  
monacemta baza aris monacemTa organizaebuli nakrebi, 
romelTanac misawvdomoba sxvadasxva gziT SeiZleba 
ganxorcieldes. monacemTa bazebis gavrcelebuli programebia:  
Dbase, Paradox, Access. igi iyenebs: samisamarTo kavSirs (links), 
informaciis invoiss, da a.S. 
 
DELETED FILES  - waSlili failebiwaSlili failebiwaSlili failebiwaSlili failebi 
        
Tu subieqtisaTvis cnobilia, rom kompiuterSi misi 
makompromitirebeli  failia, mtkicebulebis damalvis mizniT  
igi Seecdeba mis waSlas. kompiuteris bevr momxmarebels 
miaCnia, rom man namdvilad moicila problemuri informacia. 
sinamdvileSi ki failebis waSla imazea damokidebuli Tu 
rogor moxda waSla. bevr SemTxvevaSi sasamarTlo eqsperti 
SeZlebs originaluri monacemebis Tu mTlianad ara 
nawilobriv aRdgenas.     
 
DENIAL OF SERVICE ATTACKS (DOS)   - momxmarebelTa momxmarebelTa momxmarebelTa momxmarebelTa 
normaluri momsaxurebis darRvevis mizniT Tavdasxmanormaluri momsaxurebis darRvevis mizniT Tavdasxmanormaluri momsaxurebis darRvevis mizniT Tavdasxmanormaluri momsaxurebis darRvevis mizniT Tavdasxma    
 
momxmarebelTa normaluri momsaxurebis darRvevis mizniT 
Tavdasxma damiznebulia xolme konkretul veb saitze. 
Tavdamsxmeli vebservers dausruleblad bombavs ganmeorebiTi 
SetyobinebebiT. es faqti xels uSlis sistemas muSaobaSi da 
kanonier momxmarebels ar aZlevs programaSi Sesvlis 
uflebas.  
 
DIGITAL SIGNATURE – cifruli faqsimilecifruli faqsimilecifruli faqsimilecifruli faqsimile   
 
cifruli faqsimile aris  kodi, romelic imis garantias 
iZleva, rom imeili gamogzavnili iqna konkretuli piris mier.  
 
DIGITAL VIDEO (DV)  - cifruli videocifruli videocifruli videocifruli video 
 
cifruli video aris xelSi Cagdebuli, Secvlili da cifrul 
formatSi Senaxuli video. 
 
DISK CACHE   - diskis keSdiskis keSdiskis keSdiskis keS---- mexsiereba mexsiereba mexsiereba mexsiereba 
 
mexsierebis nawili, romelic droebiT inaxavs diskidan 
wakiTxul informacias. 
 
DISC SPACE  - diskis sivrcediskis sivrcediskis sivrcediskis sivrce    
 
maxsovrobis mowyobiloba diskze. sivrce vebsaitze, romelic 
maspinZlobas uwevs kompaniis servers an kompiuterebs da 
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romelsac ufleba aqvs isargeblos veb saitze arsebuli 
SinaarsiT. 
 
DISTRIBUTED DENIAL OF SERVICE ATTACK (DDOS) - 
momxmarebelTa normaluri momsaxurebis darRvevis mizniT momxmarebelTa normaluri momsaxurebis darRvevis mizniT momxmarebelTa normaluri momsaxurebis darRvevis mizniT momxmarebelTa normaluri momsaxurebis darRvevis mizniT 
TavdasxmaTavdasxmaTavdasxmaTavdasxma    
 
momxmarebelTa normaluri momsaxurebis darRvevis mizniT 
Tavdasxma, romelsac axorcielebs konkretuli sistemebis 
didi raodenoba, romlebic rogorc wesi ,,botiT “ an 
,,botnetis “ nawiliT dainficirebuli arian. vinaidan saxezea 
didi raodenobis wyaro, kanonieri trafikis gamijvna 
Tavdasxmisagan Znelia da problemis moxsnas SeiZleba xeli 
SeuSalos.  
 
DOMAIN NAME – domeinis saxelidomeinis saxelidomeinis saxelidomeinis saxeli 
 
domeini aris internetiT mosargeble nesbismieri subieqtis 
ganmsazRvreli instrumenti an misamarTi. 
 
DOMAIN NAME REGISTRANT (REGISTRANT) – domeinisdomeinisdomeinisdomeinis    saxelis saxelis saxelis saxelis 
damregistrirebelidamregistrirebelidamregistrirebelidamregistrirebeli    
    
piri an kompania, romelic konkretul domeinis saxels 
konkretuli saxeliT reestrSi atarebs. damregistrirebeli, 
rogorc wesi, aris domeinis saxelis iuridiuli mflobeli an 
administratori. 
 
DOMAIN NAME REGISTRAR (REGISTRAR) – domeinisdomeinisdomeinisdomeinis    saxelis saxelis saxelis saxelis 
reestrSi gamtarebelireestrSi gamtarebelireestrSi gamtarebelireestrSi gamtarebeli    
    
kompania, romelsac Sesabamisi organos mier miniWebuli aqvs 
ufleba reestrSi gaataros internet domeinis saxelebi. es 
kompaniebi emsaxurebian saboloo momxmarebels da SeiZleba 
ganxiluli iqnes, rogorc ,,sacalo movaWre“ domeinis 
registraciis biznesis modelSi da rogorc wesi, Tumca ara 
yovelTvis, gamijnulia domeinis saxelis registraciisagan. 
 
DOMAIN NAME REGISTRY (REGISTRY) – domeinisdomeinisdomeinisdomeinis    saxelis saxelis saxelis saxelis 
registraturaregistraturaregistraturaregistratura    
    
yvela domeinis saxelebis monacemTa baza, romelic 
registrirebulia konkretuli zeda donis domeinis 
farglebSi. xSirad es termini aseve gamoiyeneba 
registraturis operatoris mimarT, anu organizaciis mimarT, 
romelic marTavs aRniSnul monacemTa bazas, akontrolebs 
saxelebis registraciis politikas da qmnis zonur failebs 
zeda donis domeinisaTvis. registratura SeiZleba 
warmovidginoT, rogorc domeinis registraciis biznesis 
modelSi ,,biTumad movaWre“. 
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DOMAIN NAME SYSTEM (DNS) – domeinisdomeinisdomeinisdomeinis    saxelis sistemasaxelis sistemasaxelis sistemasaxelis sistema    
        
sistema, romelic gardaqmnis internet domeinis an maspinZlis 
saxels, magaliTad,  www.team-cymru.org resurs misamarTad an 
ganmasxvavebel saxelad, romelic xSirad es serveris, 
romelic domeins an maspinZel saxels emsaxureba, IP 
misamarTia, magaliTad 68.22.187.6. domeinis saxelis sistemas 
aseve SeuZlia asaxos saxelis serveri, romelic 
pasauxismegebelia domeinze an qve-domeinze an safosto 
serveri, romelsac specialurad iseTi funqcia aqvs 
miniWebuli, rom man SeZlos daamuSaos fosta domeinisTvis an 
qve-domeinisTvis. 
 
DONGLE  - damcavi CamxSobidamcavi CamxSobidamcavi CamxSobidamcavi CamxSobi    
     
termini, romelic gamoiyeneba gare teqnikuri saSualebebis 
aRsaniSnad, romelisac CamontaJebuli meqsiereba aqvs. 
kompaniebi, romlebic programuli uzrunvelyofis 
ZiradRirebul paketebs yidian, damcav CamxSobs imis 
dasamtkiceblad iyeneben, rom kompiuters namdvilad aqvs 
aRniSnuli programis gamoyenebis licenzia. is CamotaJebulia, 
raTa programam ipovis damcavi CamxSobi manam sanam mas 
aamoqmedebs. 
 
DVD    ----divididivididivididividi    
 
didvidi aris mravalmiznobrivi cifruli diski. waagavs 
kompaqt disks, Tumca ufro didi mexsiereba aqvs. 
 
kodireba (daSifvra)kodireba (daSifvra)kodireba (daSifvra)kodireba (daSifvra)    
 
kodireba aris informaciis daSifvris an gaSifvris procesi, 
romelic uzrunvelyofs imas, rom masTan gacnobas mxolod is 
piri SeZlebs, visTvisac es informaciaa gankuTvnili. 
 
E-MAIL HEADER     ---- imeilis qudi imeilis qudi imeilis qudi imeilis qudi    
 
imeili ori nawilisagan Sedgeba – teqsti da qudi. rogorc 
wesi, qudSi mocemuli informacia imis gvatyobinebs Tu ra 
dros, ra ricxvSi iqna igi gamogzavnili da ras exeba is. 
imeils aseve SeiZleba ufro gafarToebuli qudi hqondes – 
anu informacia, romelic avtomaturad imeilis programa da 
gadamcemi mowyobilobebi umateben. igi kidev ufro met 
informacias iZleva gamomgzavnTan dakavSirebiT da xSirad 
misi mikvleva SesaZlebelia. 
 
  
EXPANSION BOARD - gafarToebis platagafarToebis platagafarToebis platagafarToebis plata    
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gafarToebuli plata sabeWdi eletronuli sqemis plataa, 
romelic SeiZleba Caematos kompiuters misi gaZlierebis 
mizniT. 
 
 
FILE TRANSFER PROTOCOL (FTP)  - failis gadacemis / failis gadacemis / failis gadacemis / failis gadacemis / 
gadagzavnis protokoligadagzavnis protokoligadagzavnis protokoligadagzavnis protokoli    
    
qselis protokoli, romelic imisaTvis gamoiyeneba, rom 
moxdes failebis urTierTgacvla qselis meSveobiT. igi 
funqcionirebs Ria teqstis meSveobiT da usafrTxoebis maRal 
xarisxs ver uzrunvelyofs. SFTP ki FTP –s ufro usafrTxo 
versiaa, romelic SSH kavSiriT xorcieldeba da operatiul 
kodirebas uzrunvelyofs. 
 
 
FILTERING  -  gafiltvragafiltvragafiltvragafiltvra 

internetis gafiltvris sistemebi icaven momxmareblebs, raTa 
am ukanasknelebma ar miiRon maTTvis miuRebeli masala. 
FIREWALL  -  qselTaSorisi damcavi ekrani ,,cecxlovani qselTaSorisi damcavi ekrani ,,cecxlovani qselTaSorisi damcavi ekrani ,,cecxlovani qselTaSorisi damcavi ekrani ,,cecxlovani 
kedeli“ kedeli“ kedeli“ kedeli“     
igi zRudavs gare da Sida trafiks. 
GIGABYTE  (GB) - gigabaitigigabaitigigabaitigigabaiti 
 
1 gigabaiti = 1024 megabaits. gigabaiti mexsierebis sazomia da 
igi daaxloebiT aTas megabaits an miliard baits udris. igi 
warmoiTqmis magari ,,g“-Ti. 
HACKER - hakerihakerihakerihakeri 
 
kompiuteruli da programuli sistemebis eqspertebi, 
romlebic gatacebuli arian komiuterebisa da programebis 
zRvruli SesaZleblobebis gamocdiT. sazogadoebisaTvis da 
mediisaTvis isini SeiZleba sikeTis an, piriqiT, borotebis 
momtani iyvnen. zogierT hakers kargi idea uCndeba da sxvebsac 
uziarebs mas da kompiuters kidev ufro efeqtians xdis. 
Tumca, zogierTi hakeri SegnebiT texavs sxvis personalur 
kompiuters informaciis mopovebis mizniT da kompiuteruli 
danaSaulis Casadenad. aseve ixileT krekeri (kompiuteruli 
sistemis gamtexi). 
 
 
 
HARD DISC  - myari diskimyari diskimyari diskimyari diski    
    
myari diski personaluri kompiuteris SigniT mdebareobs. 
masze informaciis damaxsovreba imave meqanizmiT xdeba, 
rogorc ,,flopi “ diskze, Tumca igi ufro moculobiTia. 
 
HARDWARE   - teqnikuri uzrunvelyofateqnikuri uzrunvelyofateqnikuri uzrunvelyofateqnikuri uzrunvelyofa    
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kompiuteris fizikuri detalebi. igi gtansxvavdeba  
programuli uzrunvelyofisagan. 
HOST MACHINE   - centraluri kompiutericentraluri kompiutericentraluri kompiutericentraluri kompiuteri    
am dokumentis farglebSi centraluri kompiuteri aris 
kompiuteri, romlis meSveobiT mizanSi amoRebul myar 
damgrovebels sasamarTlos miznebisaTvis aanalizebs. 
HYPERTEXT TRANSFER PROTOCOL (HTTP)   -  hiperteqsturi hiperteqsturi hiperteqsturi hiperteqsturi 
failebis gadacemis protokofailebis gadacemis protokofailebis gadacemis protokofailebis gadacemis protokolililili    
protokoli, romelsac iyeneben vebis momnaxuleblebi 
(brouzerebi) veb-gverdebis mosanaxuleblad. 
INSTANT MESSAGE (IM)   - momentaluri Setyobinebamomentaluri Setyobinebamomentaluri Setyobinebamomentaluri Setyobineba    
farTo terminia, romelic gulisxmobs or an met adamins 
Soris realur droSi urTierTobas da romlis drosac isini 
erTmaneTSi nabeWd teqsts cvlian da gasagzavnad internets 
iyeneben. zogierTi qseli da protokoli Seicavs AOL 
momentaluri Setyobinebis serviss (AIM), ICQ, Yahoo IM, MSN 
Messenger, Jabber da Google Talk-i.  IRC –i zogjer miiCneva, 
rogorc momentaluri Setyobinebis saSualeba, Tumca es 
ukanaskneli tradiciulad cota sxva kategorias miekuTvneba. 
INTERNET PROTOCOL (IP) 315

  - internet protokoliinternet protokoliinternet protokoliinternet protokoli    
internet protokoli internetis programuli komunikaciis 
mSobliuri enaa. internet protokolis meSveobiT 
SesaZlebeli xdeba geografiulad daSorebuli sainformacio 
sistemebis qselebi swrafad da ekonomikurad erTmaneTs 
daukavSiros sxvadasxva fizikuri linkebis meSveobiT. IP 
misamarTi cifruli misamarTia, romlis meSveobiT  xdeba 
trafikis marSrutis dadgena da maT Soris kavSirebis 
damyareba. 
 
INTERNET PROTOCOL ADDRESS (IP ADDRESS)  - internet internet internet internet 
protokolis misamarTiprotokolis misamarTiprotokolis misamarTiprotokolis misamarTi    
cifruli misamarTi romelic internetSi CarTul kompiuters 
eniWeba, magaliTad,    192.0.2.42 in IPv4 or 2001:db8:a8bc::4853 in IPv6. 
IRC- INTERNET RELAY CHAT   - internet Catiinternet Catiinternet Catiinternet Cati    
virtualuri Sexvedris adgili, sadac adamianebs msoflios 
nebismieri wertilidan SeuZliaT erTmaneTs daukavSirdnen da 
isaubron sxvadasxva interesebze, ideebsa da sakiTxebze. 
internet Catis aTasobiT arxis meSveobiT monawileebis 
SeuZliaT Caeban jgufur diskusiebSi, an privatuli saubari 
hqondeT megobrebTan Tu ojaxis wevrebTan miuxedavad imisa 
Tu sad imyofian isini teritoriulad. 
ISP - INTERNET SERVICE PROVIDER   - internet servisis internet servisis internet servisis internet servisis 
provaideri provaideri provaideri provaideri     
kompania romelic yidis internetSi Sesvlis uflebas 
telefoniT an sakabelo xaziT, romelic Tqvens saxlSi an 
ofisSia Semoyvanili. Tu momxmarebeli adgilobriv 
satelefono zarebSi gadasaxads ixdis, misTvis es 
momsaxureba ufaso iqneba, an igi mxolod saabonentos 
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gadaixdis Tviurad, xolo zarebi ufasoa an minimaluri fasi 
Rirs. ixileT agreTve ,,servis provaideri“. 
KEYLOGGER  /LEYSTROKE LOGGERS 316

  - klaviaturis muSaobis klaviaturis muSaobis klaviaturis muSaobis klaviaturis muSaobis 
operatorioperatorioperatorioperatori    
klaviaturis muSaobis operatori faruli programaa romelic 
afiqsirebs da ,,iwers“ TiToeul klaviSs, romelsac gatexili 
sistemis klaviaturaze daaWeren, rodesac sistemas kanonieri 
momxmarebeli xmarobs da axdens personaluri monacemebis, 
magaliTad, momxmareblis vinaobis, parolis, sakredito 
baraTis nomris an sabanko angariSis nomris akrefas. 
aRniSnuli operatori uCumrad inaxavs monacemebs farul 
failebSi, romelsac Semdeg gadascems Soreul punqts qselis 
romeliRac wertilSi, sadac xdeba am informaciis Segroveba. 
klaviaturi muSaobis operatoris funqcia, rogorc wesi, 
troianuli programebis semadgeneli nawilia. 
KILOBYTE (KB)   - kilobaitikilobaitikilobaitikilobaiti    
1 kilobaiti = 1024 baits. 
    
LINUX   - saoperacio sistema linuqsisaoperacio sistema linuqsisaoperacio sistema linuqsisaoperacio sistema linuqsi    
saoperacio sistema, romelic im mizniT Seiqmna, rom 
momxmarebels uniqsisa (Unix) da maikrosoftis (Microsoft) ufaso 
alternativa hqonoda. imis gamo, rom am saoperacio sistemas 
mravali ufaso versia hqonda, igi farTod gamoiyeneba 
sxvadasxva komerciul produqtSi da CamontaJebulia 
serverebsa da qselis arqiteqturaSi, da naklebad SexvdebiT 
mas momxmareblis doneze. linuqssa da uniqsze Seqmnili 
saoperacio sistemebi internetis arqiteqturis 50% Seadgens. 
linuqsi gamocdili hakerebis usayvarlesi instrumentia, 
vinaidan misi saSualebiT isini sakuTari kompiuteridan 
maqsimalurad akontroleben msxverplis kompiuterze 
Sesrulebul nebismier moZraobas. aseve DOS-is sistemebis 
,usafrTxoebis’ zomebs isini advilad uvlian gverds. 
MACRO VIRUS   - makromakromakromakro---- virusi virusi virusi virusi    
es  aris instruqciebze (romelsac makros uwodeben) mibmuli 
virusi, romelic avtomaturad iwyebs funqcionirebas, 
rodesac dokuments xsnian. 
MAGNETIC MEDIA   - magnituri mediamagnituri mediamagnituri mediamagnituri media    
diski, firi, kartriji, disketa an kaseta, romelic 
monacemebis magnitur formaSi Sesanaxad gamoiyeneba. 
MALWARE   - virusis matarebeli progrvirusis matarebeli progrvirusis matarebeli progrvirusis matarebeli programebiamebiamebiamebi    
virusis matarebeli programa, romelic im mizaniT Seiqmna, 
rom SeaRwios an daazianos kompiuteri misi mflobelisagan 
Tanxmobis miRebis gareSe. 
MEGABYTE (MB)   - megabaitimegabaitimegabaitimegabaiti    
1 megabaiti =1024 kilobaits. 
MEMORY   - mexsierebamexsierebamexsierebamexsiereba    
operatiuli mowyobilobis mexsierebis (RAM) mokle sinonimia. . . . 
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mexsiereba aris adgili, romelic eleqtronulad inaxavs 
instruqciebsa da monacemebs, romelSic kompiuteris 
mikroprocesori advilad     SeaRwevs. igi ganTavsebuli 
kompiuterSi CamontaJebul erT an met Cipze. 
MONITOR – monitorimonitorimonitorimonitori    
razedac xdeba personaluri kompiuteris mier informaciis 
gamotana. 
 
 
MOUSE  - TagunaTagunaTagunaTaguna    
mowyobiloba, romlic moZraobis dros kompiuters gadascems 
siCqaresa da mimarTulebas da romelic, rogorc wesi, 
xorcieldeba kursoris ekranze gadaadgilebiT. 
OPERATING SYSTEM   - saoperacio sistemsaoperacio sistemsaoperacio sistemsaoperacio sistemaaaa    
es sistema, rogorc wesi, kompiuteris mexsierebaSi misi 
CarTvisTanave itvirTeba; igi nebismieri programis 
asamuSaveblad savaldebulo winapirobaa. 
ORB  - obieqtebis mimarT moTxovnis Suamavaliobieqtebis mimarT moTxovnis Suamavaliobieqtebis mimarT moTxovnis Suamavaliobieqtebis mimarT moTxovnis Suamavali    
maRali warmadobis mobiluri myari diskis sistema. masSi 
gamoiyeneba magnto-rezisistuli monacemebis wakiTxvisa da 
Caweris teqnologia. 
PACKET   317- paketipaketipaketipaketi    
paketi aris monacemTa minimaluri kvanti avtonomiuri 
marSrutiT, romelic gadaicema Tanamedrove cifruli 
paketuri komutaciis qseliT. igi Sedgeba marSrutis 
qudisagan, adresaciisagan da protokolis informaciisagan, 
romelsac mosdevs monacemTa sasargeblo datvirTva. paketi 
aris Setyobineba, romelic Seicavs informacias, aseve 
daniSnulebis misamarTs, romelic im qselis meSveobiT 
gadaicema, romelic paketebs an paketuri komutaciis qsels 
gadascems. 
PAYLOAD   - sasargeblo datvirTvasasargeblo datvirTvasasargeblo datvirTvasasargeblo datvirTva    
sasargeblo datvirTva arsebiTi monacemia, romelic gadaicema 
paketis an sxva gadamcemi mowyobilobis saSualebiT. 
sasargeblo datvirTvaSi ar Sedis ,,zednadebi “ monacemi, 
romelic saWiroa imisaTvis, rom paketma Tavis daniSnulebis 
wertils miaRwios. is Tu risgan Sedgeba sasargeblo 
datvirTva kerZo Sexedulebazea damokidebuli. komunikaciis 
SrisaTvis, romelsac zednadebi monacemi Tavisi 
funqcionirebisaTvis sWirdeba, sasargeblo datvirTva zogjer 
gulisxmobs zednadebi monacemis nawils, romelsac es Sre 
amuSavebs. Tumca, zogadad, sasargeblo datvirTva es iseTi 
monacemia, romelic miewodeba saboloo momxmarebels 
daniSnulebis adgilas318.  
 
PASSWORD    ---- paroli paroli paroli paroli    
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sityva, fraza an klaviSTa kombinacia, romelic zRudavs 
kompiuterSi an programaSi Sesvlas misi dacvis mizniT. 
PCMCIA CARDS     ––––    adaptoris baraTi portatiuli adaptoris baraTi portatiuli adaptoris baraTi portatiuli adaptoris baraTi portatiuli 
mowyobilobebis kompiuterul qselSi CasarTavadmowyobilobebis kompiuterul qselSi CasarTavadmowyobilobebis kompiuterul qselSi CasarTavadmowyobilobebis kompiuterul qselSi CasarTavad    
adaptoris baraTi sakredito baraTs hgavs, Tumca masze 
sqelia. igi Tavsdeba ,,leptopis“ an ,,palmtopis“ RiobSi da 
mravali funqciis Sesrulebis saSualebas iZleva; iseTi 
funqciebisa, romelic rogorc wesi, kompiuters (modems, 
adaptors, myar disks da a.S.) ar gaaCnia. 
PERSONAL COMPUTER (PC)    –––– personaluri kompiuteri personaluri kompiuteri personaluri kompiuteri personaluri kompiuteri    
termini, romelic rogorc wesi aRniSnavs IBM an sxva 
Tavsebad kompiuters. igi gamoiyeneba iseTi kompiuteris 
aRsaniSnad, romelsac konkretuli drois manZilze mxolod 
erTi momxmarebeli hyavs. 
PERSONAL ORGANIZER OR PERSONAL DIGITAL ASSISTANT (P DA)    
–––– piradi cifruli asistenti piradi cifruli asistenti piradi cifruli asistenti piradi cifruli asistenti    
es aris mcire zomis mowyobiloba, romelic iTavsebs 
telefonis, misamarTebis wignisa da dRiuris funqciebs. masSi 
aseve inaxaven sxva saxis informaciasac. 
PHISHING     –––– fiSingi fiSingi fiSingi fiSingi    
fiSingi (parolis mopoveba) aris termini, romelic gamoxatavs 
qmedebas, romlis drosac gayalbebuli imeiliT da/ an veb- 
gverdis meSveobiT xdeba kanonieri organizaciis an veb- 
gverdis vinaobis misakuTreba. am qmedebis mizania 
momxmareblis SecdomaSi Seyvana raTa man gasces piradi 
finansuri informacia, magaliTad, sakredito baraTis nomeri, 
anabris momxmareblis vinaoba da paroli, socialuri 
dazRvevis nomeri da a. S. miRebuli informaciis saSualebiT 
ki Semdgom xdeba TaRliTobis Cadena. am danaSauls xSirad 

,,vinaobis qurdobas “ uwodeben. 

PIRATE  SOFTWARERATE  SOFTWARERATE  SOFTWARERATE  SOFTWARE    –––– mekobruli kompiuteruli programa mekobruli kompiuteruli programa mekobruli kompiuteruli programa mekobruli kompiuteruli programa    
ukanonod gadawerili kompiuteruli programa.  
    

PORTORTORTORT    –––– porti porti porti porti    
    
sityva ports sami mniSvneloba aqvs. 
pirveli – es aris adgili, sadac xdeba informaciis 
kompiuterSi Sesvla an gamosvla. magaliTad, personaluri 
kompiuteris Tanmimdevrul portTan xdeba modemis mierTeba. 

meore - internetSi porti aRniSnavs nomers, romelic URL –s 
nawilia da romelic Cndeba ori wetilis (:) Semdeg, uSualod 
domeinis saxelis Semdeg. es kompiuterSi Semavali an 
gamomavali iseTive virtualuri WiSkaria, rogorc zemoT 
naxsenebi fizikuri WiSkari. specialur programebs porti 
saSualebas aZlevs internetis meSveobiT daamyaros kavSiri 
sxvadasxva kompiuterebs Soris. magaliTad, http –s veb trafiki 
me-80 portze funqcionirebs. yvela standartuli imeili ki 
110-e portze funqcionirebs. 
mesame – porti aseve niSnavs process, romlis drosac xdeba 
programis erTi tipis kompiuteridan meore tipis 
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kompiuterisaTvis adaptireba. magaliTad, ,,vindous “ 
programis ise gardaqmna, rom man ,,makintoSis “ tipis 
kompiuterze muSaoba SeZlos (porting) 

PRETTY GOOD PRIVACY (PGP)RETTY GOOD PRIVACY (PGP)RETTY GOOD PRIVACY (PGP)RETTY GOOD PRIVACY (PGP)    –––– uzrunvelyofili ganmartoeba  uzrunvelyofili ganmartoeba  uzrunvelyofili ganmartoeba  uzrunvelyofili ganmartoeba 
(privatuloba)(privatuloba)(privatuloba)(privatuloba)    
kompiuteruli programa, romelic uzrunvelyofs daSifrvis 
meSveobiT ganmartoebasa (privatulobas) da avTenturobis 

dadgenas. PGP xSirad gamoiyeneba xelmoweris gasagzavnad, 
imeilebis dasaSifrad da gasaSifrad imeilis meSveobiT 
komunikaciis usafrxoebis xarisxis gazrdis uzrunvelyofis 

mizniT. Ria PGP standarti ganisazRvreba, rogorc RFC 4880, 
raTa SesaZlebeli yofiliyo im brZanebebis  Tavsebadoba, 

romelic  PGP-s ganxorcielebas uzrunvellyofda. 
  PROXY SERVER    –––– Suamavali serveri Suamavali serveri Suamavali serveri Suamavali serveri    
internetis serveri, romelic Suamavlis rols kisrulobs 
rodesac klienti sxva serveridan konkretuli wyaros 
moZiebis Txovnis brZanebas iZleva. igi SeiZleba gamoyenebuli 
iqnes klientis internet kavSiris SezRudvis gverdis 
asavlelad da/ an klientis vinaobas dasamalad. virusis 
gamavrcelebel sistemebs xSirad Suamavali serveris 
konfiguracias ukeTeben, raTa ,,botnetis “ operatorebma misi 
gamoyeneba an momsaxurebis gayidva SeZlon (magaliTad, 
gagzavnon ,,spami “ (spam), gatexon veb saiti, da a. S.) 
PUBLIC DOMAIN SOFTWARE     –––– kompiuteruli programebis  kompiuteruli programebis  kompiuteruli programebis  kompiuteruli programebis 
sajaro domeinisajaro domeinisajaro domeinisajaro domeini    
ufasod CamosatvirTvi programebi, aseve cnobilia, rogorc 
ufaso programuli uzrunvelyofa. 
QUERY    –––– moTxovna moTxovna moTxovna moTxovna    
Zebna an Txovna. samZebro sistemaSi, sagnobriv cnobarsa Tu 
monacemTa bazebSi konkretuli informaciis moZiebis 
moTxovnis gagzavna. 
RAM     –––– operatiuli mexsiereba operatiuli mexsiereba operatiuli mexsiereba operatiuli mexsiereba    
operatiuli mexsiereba personaluri kompiuteris xanmokle 
mexsierebaa. misi meSveobiT personalur kompiuterze 
monacemebze muSaobaa SesaZlebeli. operatiul mexsierebaSi 
Senaxuli informaciakompiuteris gamorTvisTanave iSleba. 
REMOVABLE  MEDIA     –––– informaciis matarebeli, romelic  informaciis matarebeli, romelic  informaciis matarebeli, romelic  informaciis matarebeli, romelic 
kompiuters exsnebakompiuters exsnebakompiuters exsnebakompiuters exsneba    
esenia, magaliTad, flopi diski, si-di, di-vi-di, kartriji, 
firi informaciis Sesanaxad, romelic Semdeg exsneba 
kompiuters. 
REMOVABLE  MEDIA CARDS     –––– mosaxsneli mexsierebis baraTi  mosaxsneli mexsierebis baraTi  mosaxsneli mexsierebis baraTi  mosaxsneli mexsierebis baraTi 
fotoaparatis kompiurterTan dasakvSirebladfotoaparatis kompiurterTan dasakvSirebladfotoaparatis kompiurterTan dasakvSirebladfotoaparatis kompiurterTan dasakvSireblad    
mcire zomis monacemTa Sesanaxi mowyobiloba, ufro xSirad 
gamoiyeneba iseT cifrul teqnikaSi rogoric aris 
fotoaparati, cifruli dRiuri da ,,pleieri“. Tumca maTi 
gamoyeneba Cveulebrivi informaciis Sesanaxad savsebiT 
SesaZlebelia, Semdeg ki es informacia SeiZleba kompiuterSic 
iqnes gadatanili. 
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baraTze informacia ar qreba mas Semdeg rac is qselidan 
gamoirTveba; igi aseve sxvadasxva mowyobilobaze SeiZleba 
gadatanili iqnebs. 
ROOTKIT 319    ––––    fesvurifesvurifesvurifesvuri    kompleqtikompleqtikompleqtikompleqti ( ( ( (rutkitirutkitirutkitirutkiti) ) ) )     
,,rutkiti“ aris programebis kompleqti, romelic imisaTvis 
Seiqmna, rom SeiniRbos is faqti, rom kompiuterSi moxda 
SeRweva maqsimalurad priviligirebul ,,mTavar, fesvis “ 
doneze; amisaTvis igi saoperacio sistemuri failebis 
modificirebas axdens an aqtiuri procesis meqxsierebaSi 
kodis Seyvanis gziT. virusis gamavrcelebeli programis 
msgavsad, ,,rutkits “ administratoris mosawvdomoba unda 
hqondes raTa man efeqtianad imuSaos, xolo mas Semdeg rac 
moxdeba misi damontaJeba praqtikulad SeuZlebelia misi 
aRmoCena. ,,rutkitis “ daniSnulebaa, rom momxmarebeli ver 
mixvdes, rom kompiuteri, saoperacio sistema da sxva 
mowyobilobebi (mag., ant-virusi an anti- jaSuSi programa,), 
romlebic mowodebulia aRmoaCinon mavne failebis arseboba 
da amisTvis isini CamotaJebuli arian kompiuterSi, gatexilia. 
umetes SemTxvevaSi, rogorc ki moxdeba ,,rutkitis “ 
CamontaJeba, vercerTi anti-virusi veRar funqcionirebs. 
aRsaniSnavia, rom ,,rutkiti “ saWiro ar aris imisaTvis, rom 
moxdes mavne programebis arsebobis SeniRbva. mavne 
programebis umravlesobas Tavad SeuZlia gaauvneblos 
usafrTxoebis sistemebi an ,,rutkitis “ gareSe gverdi auaros 
maT. 
SERVICE PROVIDER 320    –––– servis  servis  servis  servis ––––proproproprovaideri (momsaxurebis vaideri (momsaxurebis vaideri (momsaxurebis vaideri (momsaxurebis 
mimwodebeli) mimwodebeli) mimwodebeli) mimwodebeli)     

I. nebismieri sajaro an kerZo piri, romelic momxmarebels 

sTavazobs uzrunvelyos misi komunikacia 

kompiuteruli sistemis meSveobiT; da 

II. nebismieri piri, romelic amuSavebs an inaxavs 

kompiuterul informacias amgvari momsaxurebis an am 

momsaxurebis klientis saxeliT. 

 

SHAREWARE     –––– pirobiT ufaso programuli uzrunvelyofa pirobiT ufaso programuli uzrunvelyofa pirobiT ufaso programuli uzrunvelyofa pirobiT ufaso programuli uzrunvelyofa    
kompiuteruli programa, romelic testirebis mizniT ufasod 
vrceldeba da igulisxmeba, rom Tu momxmarebelis mas 
testirebis periodis Semdegac gamoiyenebs, igi amisaTvis 
Tanxas gadaixdis. zogierT aseT programas SigniT aqvs vada 
Cadgmuli. 
SMART CARD     –––– ,,gonieri “ baraTi (smart ,,gonieri “ baraTi (smart ,,gonieri “ baraTi (smart ,,gonieri “ baraTi (smart----baraTi)baraTi)baraTi)baraTi)    
plastmasisagan damzadebuli baraTi CamontaJebuli 
eleqtronuli CipiT, romelic Seicavs eleqtronuli markeris 
mniSvnelobas. misi SeZena SesaZlebelia sacalo savaWro 
obieqtebSi an ,,onlain “ maRaziebSi. 
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SOCIAL ENGINEERING     –––– socialuri teqnika socialuri teqnika socialuri teqnika socialuri teqnika    
sxvis kompiuterSi SeRwevis boroti ganzraxvis taqtika, 
romlis drosac programis gamtexi motyuebiT sZalavs 
momxmarebels an administrators informacias an aiZulebs 
konkretuli qmedebis Cadenas, ris Sedegad xdeba 
sainformacio sistemis usafrTxoebis xelyofa. socteqnikis 
meTodis gamoyenebis magaliTia Semdegi, sainformacio 
teqnologiebis daxmarebis serviss ukavSirdeba piri, Tavs 
acnobs rogorc am organizaciis TanamSromeli da sTxovs 
parolis Secvlas; sinamdvileSi ki yovelive amis mizania 
miiRos qselSi arasanqcirebuli Sesvlis ufleba; meore 
magaliTi: pirs egzavneba imeili am piris bankis saxeliT, 
sadac klients Txoven TiTi daaWiros ,,fiSingis “ resursis 
unificirebul maCvenebels (URL) da miawodos sabanko 
angariSis paroli cru vebsaits, romelsac borotmzraxveli 
akontrolebs. socteqnika an socialuri inJineria 
kompiuterul industriaSi gamoyenebuli terminia; mas agreTve 
,,ndobiT manipulacias “ uwodeben. termini imisaTvis Seiqmna, 
rom gamijnuliyo gamoTvliTi teqnika da programuli 
uzrunvelyofis Seqmnis teqnika socialuri inJineriisagan, 
romlis drosac Tavdasxma xorcieldeba sainformacio 
sistemis adamianur komponentze. 
SOFTWARE    –––– programuli uzrunvelyofa programuli uzrunvelyofa programuli uzrunvelyofa programuli uzrunvelyofa    
winaswar dawerili programa, romlis mizania daxmareba 
gauwios momxmarebels konkretuli davalebis SesrulebaSi, 
magaliTad, qselis marTvaSi, vebis SeqmnaSi, failebis 
marTvaSi, teqstis damuSavebaSi, sabuRaltro angariSsa da 
inventraizaciaSi. 
SPAM    –––– spami spami spami spami    
,,spami “ aRniSnavs nebismieri saxis, potenciurad mavne 
eleqtronul usargeblo Setyobinebas. mavne programul 
uzrunvelyofasa da ,,spams “ Soris sul ufro meti kavSiri 
vlindeba. unda aRiniSnos, rom winamdebare angariSisaTvis 
sainteresoa ,,spamis “ mxolod is mniSvneloba, romelic mavne 
kompiuteruli programis gavrcelebas ukavSiurdeba321. 
SPOOFING    –––– spufingi (wvdomis uflebis motyuebiT mopoveba) spufingi (wvdomis uflebis motyuebiT mopoveba) spufingi (wvdomis uflebis motyuebiT mopoveba) spufingi (wvdomis uflebis motyuebiT mopoveba)    
IP paketis Seqmna da gagzavna gayalbebuli wyaros IP 
misamarTis meSveobiT. es SeiZleba gakeTdes an imisaTvis, rom 
gamgzavnma Tavisi vinaoba damalos an Tavi sxva pirad 
moaCvenos, an ,,ukugafantvis “ efeqtis Sesaqmnelad, ris 
Sedegad motyuebiT Seqmnili trafiki miemarTeba msxverpl 
mTavar kompiuterSi, romelic yalb IP wyarod iqna 
gamoyenebuli. 
SPYWARE322    –––– jaSuSi kompiuteruli programa jaSuSi kompiuteruli programa jaSuSi kompiuteruli programa jaSuSi kompiuteruli programa    
jaSuSi kompiuteruli programa mavne kompiuteruli 
porgramis erTerTi formaa, romelsac SeuZlia xelSi Caigdos 
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informaciis konkretuli    raodenoba momxmareblis Semavali 
(klaviatura, Taguna) da gamomavali (ekrani) 
mowyobilobebidan, aseve sxva Sesanaxi mowyobilobebidan 
(mexsiereba, myari diski da sxva), da gaugzavnos miRebuli 
informacia Tavdamsxmels momxmareblis Tanxmobis an misi 
azrze yofnis gareSe. zogierT amgvar programas SeuZlia 
Tvali miadevnos im vebgverdebs, romliTac momxmarebeli 
sargeblobs da Semdeg es informacia gaugzavnos sareklamo 
saagentos, am dros ki mavne programa cdilobs xelSi Caigdos 
parole an sakredito baraTis nomeri maSin, rodesac 
momxmarebeli mas vebgverdze afiqsirebs. 
SYSTEM UNIT     –––– sistemuri bloki sistemuri bloki sistemuri bloki sistemuri bloki    
sistemuri bloki personaluri kompiuteris yvelaze didi 
detalia. es aris yuTi, romelSi umTavresi komponentebi 
Sedis. win mas diskis mamoZravebeli (draivi) aqvs, xolo ukan 
portebi, romelTa meSveobiT xdeba klaviaturasTan, 
TagunasTan, printerTan da sxva mowyobilobebTan kavSiri. 
TAPE    –––– magnituri lenti magnituri lenti magnituri lenti magnituri lenti    
magnituri lenti magnitiT dafaruli plastmasis grZeli 
zolia. igi Cveulebriv kartrijzea damagrebuli (romelic 
video, audio an fotoaparatis lents hgavs), Tumca zogjer 
SeiZleba koWzec iyos daxveuli (audio lentis msgavsad). 
gamoiyeneba kompiuteruli monacemebis Casawerad, rogorc 
kompiuteris informaciis sarezervo bloki. 
TRAFFIC DATA     ––––    traftraftraftrafiiiikis monacemebikis monacemebikis monacemebikis monacemebi    
nebismieri saxis kompiuteruli informacia, romelic 
dakavSirebulia kompiuteruli sistemiT komunikaciasTan, 
romelic Seiqmna kumpiuteruli sistemiT, romelic iyo 
komunikaciis jaWvis nawili da romelic miuTiTebs 
warmoSobis wyaros, mdebareobas, marSruts, dros, TariRs, 
zomas, grZliobas an momsaxurebis tips323. 
TROJAN (HORSE)324    –––– troas (cxeni) troas (cxeni) troas (cxeni) troas (cxeni)    
troas cxeni kompiuteruli programaa, romelic 
licenzirebul programas hgavs, sinamdvileSi ki gaaCnia 
saidumlo funqcia, romelic saSualebas aZlevs mas gverdi 
auaros  usafrTxoebis zomebs da ganaxorcielos 
arasanqcirebuli Tavdasxma (programaSi SeRweva). troas cxens 
SeuZlia Tavi moawonos momxmarebels, SeTavazebuli 
instrumentiT moxibluli momxmarebeli CatvirTas aRniSnul 
produqts kompiuterSi da amgvarad, troas cxeni SeaRwevs mis 
kompiuterSi. troas cxens SeuZlia reagireba moaxdinos 
klaviaturis logeris da sxva jaSuSprogramis 
SesaZleblobaze, aseve sxvadasxva funqciaze da usafrTxoebis 
sistema mwyobridan gamoiyvanos. 
UNIX     –––– uniqsi uniqsi uniqsi uniqsi    
popularuli saoperacio sistema, romelic ZirTadad did 
mraval-momxmareblian sistemaSi gamoiyeneba. uniqsis sistemebi 
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akontrolebs internetis pirvalid funqciebis umravlesobas 
da internetis veb serverebis 50% ze meti maszea dafuZnebuli. 
USB STORAGE DEVICES – iuiuiuiu----eseseses----bis monacemTa Sesanaxi bis monacemTa Sesanaxi bis monacemTa Sesanaxi bis monacemTa Sesanaxi 

mowyobilobamowyobilobamowyobilobamowyobiloba 
mcire zomis monacemTa Sesanaxi mowyobiloba, romelic 
sargeblobs iu-es-bis portiT. masze SeiZleba SevinaxoT didi 
moculobis informacia, xolo mowyobiloba Tavis mxriv 
advili mosaxmari da dasamalia. sididiT manqanis gasaRebis an 
markeris zomisaa da SeiZleba kiserzec CamoikidoT. 
VIDEO BACKER  - ukukavSiris video signaliukukavSiris video signaliukukavSiris video signaliukukavSiris video signali    
 
programa, romlis meSveobiT kompiuteruli informacia 
dublirdeba standartul videoze. misi daTvalierebis dros 
informacia warmodgenilia wertlebisa da xazebis wyebiT. 
 
VIDEO CONFERENCING  - video konferenciavideo konferenciavideo konferenciavideo konferencia    
 
geografiulad sxvadasxva adgilas myof adaminebs Soris 
komunikaciis cocxlad damyareba audio, video da teqsturi 
saSualebebiT. 
 
VIRUS325  - virusivirusivirusivirusi 
biologiuri sexniis analogia. virusi saidumlo kodia, 
romelic vrceldeba sxva programis dainficirebiT da TviTon 
jdeba programaSi. imisaTvis, rom virusi gaaqtiurdes saWiroa 
ZiriTadi programis amuSaveba, anu adamianis Carevis gareSe 
igi ver gaaqtiurdeba. viruss miaqvs sasargeblo datvirTva, 
romelic SeiZleba Seicavdes martiv Setyobinebas an 
gamosaxulebas, ris gamoc igi ikavebs monacemTa Sesanax 
sivrces an mexsierebas da zians ayenebs Tqvens kompiuters, 
xolo Tu es mravlobiTia, man SeiZleba  daazianos faili, 
moaxdinos myari diskis gadaformateba an sxva mxriv 
daazaralos Tqveni kompiuteri. virusi mavne programebis 
yvelaze adreuli formaa, roemlic pirvelad gasuli saukunis 
70-ian wlebSi gamoCnda. maSin es SemTxveviT moxda 
eqsperimentis Catarebis dros. 
WEBCAM     ---- vebkamera vebkamera vebkamera vebkamera    
vebkamera internetTan dakavSirebuli aparatia. suraTebi da 
fotoebi aitvirTeba vebsaitze fotoaparatidan drois 
regularul periodebSi, rogorc wesi, ramdenime wuTSi 
erTxel. Tu SexedavT vebgverds, saidanac kamera muSaobs, 
Tqvenc imasve xedavT, rasac kamera – TiTqmis myisierad. 
WEBLOG     ––––veblogiveblogiveblogiveblogi    
veblogs ufro xSirad blogs uwodeben. es aris dRiuris an 
Jurnalis msgavsi ram. masSi SeaqvT mokle Setyobinebebi, 
romelsac xSirada anaxleben xolme da romelic 
qronologiurad aris dalagebuli; uaxlesi informacia 
gverdis TavSia. teqstis garda blogSi SeiZleba foto, 
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gamosaxuleba, xma, arqivi da masTan dakavSirebuli linqic 
iyos, aseve momnaxuleblebsac aqvT saSualebsa, rom TavianTi 
komentari Seitanon. 
WORD PROCESSOR    –––– teqsturi procesori teqsturi procesori teqsturi procesori teqsturi procesori    
gamoiyeneba werilebis, angariSebisa da dokumentebis 
dasabeWdad. gavrcelebuli procesorebia: ,,vordstari “, 
,,vordperfeqti “ da ,,em-es-vordi “. 
WORM 326    ---- vormi vormi vormi vormi    
,,vormi “ TviTgavrcelebadia virusia da mis gaaqtiurebas arc 
ZiriTadi programa da arc adamianis Careva ar sWirdeba. 
sargeblobs ra kompiuteris saoperacio sistemis an 
CamontaJebuli programis nakliT igi swrafad vrceldeba 
qselis an internetis meSveobiT kompiuteridan kompiuterSi. 
virusi da ,,vormi “ mavne programebis erTaderTi saxeobebis, 
romelTac TviTgamravlebis unari aqvT. es ori termini sul 
ufro xSirad erTi da igive mniSvnelobiT gamoiyeneba. 
WIRELESS NETWORK CARD     –––– usadeno qselis baraTi usadeno qselis baraTi usadeno qselis baraTi usadeno qselis baraTi    
gafarToebis plata, romelic uzrunvelyofs kompiuterul 
qselSi usadeno kavSirs kompiuterebsa da sxva mowyobilobebs 
Soris. igi cvlis tradiciul qselur sadenebs. qselSi 
CarTuli mowyobilobebis platasTan kavSiri radio signaliT 
xorcieldeba. 
ZIP DRIVE /DISK     –––– zip zip zip zip----damgrovebeli / zipdamgrovebeli / zipdamgrovebeli / zipdamgrovebeli / zip----diskidiskidiskidiski    
3.5- diumiani mosaxsneli monacemebis damgrovebeli. 
damgrovebeli paketis makompleqtebelia, romelsac SeuZlia 
diskebi katalogSi Seitanos da failebi usafrTxoebis mizniT 
Caketos. 
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