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Summary of Cybercrime report 
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http://www.symantec.com/content/en/uk/home_homeoffice/html/cybercrimereport/ 



Scale of Cybercrime 
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Time & Money to recovery (from 2010 report) 
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Where & why? 
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Who and what? 
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Threat outlook 

• 1.82 million new threats per day   (>20 / s) 

– 785‘000 / day in 2010   (counted by hash) 
 

• 11‘000 static signatures per day in 2010 

– 8‘000 / day in 2009 
 

• 9 million detections per day in 2010   

– On average - each threat (hash) on less than 15 machines 
 

 

7 



Evolution of cyber attack 
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1980’s 2000’s 

2010 2011 

 



Great train robberies take planning 
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• Shady RAT 

• Nitro 

• Duqu 

• …… 



The Sophisticated Actors Leverage the 
Market for Scale 

Security Trends & Innovations 
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Actively monitor infrastructure (endpoint to perimeter), 
information and users 

Control  unusual internal movement and access 
of sensitive data 

Continuous enforcement of controls according to risk 
policy (mgmt and protection) 

Counter intelligence, forensics, damage mitigations 
and  information recovery 

Rethink: Anatomy of an attack 

Strong security awareness, counter intelligence 

Required Capability 

1. Research 

2. Incursion 

3. Discovery 

4. Capture 

5. Exfiltrate 

Security Trends & Innovations 
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• Cyber Crime continues 

– More advanced mobile threats – profit oriented 

• Increase in targeted attacks with personal touch (Social 
networking feeds) 

• Persistent Targeted threats grow. 

• Companies Attacks on the cloud - through the cloud 

Outlook 



Thank You 

 

Greg Day 

Greg_Day@Symantec.com 

     GregDaySecurity 
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