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resentatives of the European Union’s 

1
 The scenarios are available at 

http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/CyberCrime@Octopus/cyber_COE
_TB_Scenarios_june2014%20V5web.pdf  
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of the latter, “derogations from the provisions of Articles 5, 6, and 8 of this convention shall 

cratic society in the interests of : […] the suppression of criminal 

offences”. However, these derogations should remain exceptional. Besides, as considered by 





2
 Convention for the Protection of Human Rights and Fundamental Freedoms  Rome, 4 November 1950 

3
 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data -  

Strasbourg, 28 January 1981  ETS No. 108 
4
 Bilateral agreements data protection model clause(s) in the law enforcement area adopted at the Spring 

Conference 2010 of the European Data Protection Commissioners 
http://194.242.234.211/documents/10160/10704/1799288  

http://194.242.234.211/documents/10160/10704/1799288
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




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5
 In most of the cases, a judicial authority.  



6
 Strasbourg, 8.XI.2001 

7
 See Articles 115 and 129 of the Convention of 19 june 1990 applying the Schengen agreement of 14 june 1985 

between the governments of the States of Benelux Economic Union, the Federal Republic of Germany and the 
French Republic, on the gradual abolition of checks at their common borders 
8
 See Article 14 of Council Act of 26 July 1995 drawing up the Convention based on Article K.3 of the Treaty on 

European Union, on the establishment of a European Police Office (Europol Convention) 
9
 The natural or legal person, public authority, agency or any other body which alone or jointly with others 

determines the purposes and means of the processing of personal data (For further details, see Article 2 of 
Directive 95/46/EC).   



distinguished from the “consent” or authorisation given by the competent law enforcement 

10
 For further information on this issue, see Article 29 Data Protection Working Party Opinion 15/2011 

(01197/11/EN WP187) on the definition of consent, adopted on 13 July 2011 and in particular developments on 
 

11
 The data subject is the identified or identifiable natural person to which the personal data processed relates.   


