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COOPERATION  Romanian Police – CERT RO

➢ Between the two institutions there is an agreement in order to facilitate the exchange of

information related to cyber security events or incidents

➢ This agreement was drafted in accordance with Romanian national law regarding:

➢ Law for the foundation of CERT-RO,

➢ Romania’s national Security Law

➢ Law for the ratification of the Budapest Convention

➢ Law for the protection and processing of personal data

General Inspectorate of the Romanian Police Cybercrime Unit



COOPERATION  Romanian Police – CERT RO

ACTIVITIES

➢ Exchange of information between the two institutions with the purpose of elaborating proactive services such as:

security ads, security audits and assessments, intrusion detection and also reactive such as: warnings and alerts, the

management of incidents and vulnerabilities

➢ Exchange of information regarding cyber incidents

➢ Prevention and removal of the results of cyber incidents

➢ Drafting security policies

➢ Joint activities in the areas of training, conferences and debates

➢ Cooperation in carrying out joint projects for the purpose of event/incident prevention

* The exchange of information is done in according with the Romanian National Law that applies to each one of the two parties

General Inspectorate of the Romanian Police Cybercrime Unit



COOPERATION  Romanian Police – CERT RO

ACTIVITIES

➢ Exchange of information regarding cyber incidents that might occur in the IT&C networks belonging to public institutions

and authorities

➢ Exchange of statistical information regarding a “general state of cyber security”

➢ Exchange of information regarding certain threats vectors, means and methods used by these vectors

➢ Exchange of warnings and alerts received by one of the two parties

➢ Assimilation of technological innovations

➢ Cooperation regarding real-time reporting of cyber incidents

* The exchange of information is done in according with the Romanian National Law that applies to each one of the two parties

General Inspectorate of the Romanian Police Cybercrime Unit



COOPERATION  Romanian Police – CERT RO

PRINCIPLES

➢ Lawfulness

➢ Confidentiality

➢ Prevention of cyber security events or incidents

➢ Complementary

➢ Coordination in “response activities”

➢ Need to know

General Inspectorate of the Romanian Police Cybercrime Unit



COOPERATION  Romanian Police – CERT RO

EXAMPLES – PREVENTION & AWARNESS

➢On February 5th 2019, with the occasion of Safer Internet Day, Microsoft, the

Romanian Police and the National Cyber Security Incident Response Center

(CERT-RO) held an event dedicated to preventing and combating fraud with

technical support, advising Romanian consumers how to avoid such frauds.

General Inspectorate of the Romanian Police Cybercrime Unit



COOPERATION  Romanian Police – CERT RO

EXAMPLES – SUPPORT

➢During an investigation regarding a phishing campaign deployed from servers

hosted in Romania, the Cybercrime Unit from the Romanian National Police

received technical support from the CERT-RO in the computer forensic procedure

and analysis

General Inspectorate of the Romanian Police Cybercrime Unit



COOPERATION  Romanian Police – CERT RO

STEPS FORWARD

➢Implementation in the current cooperation agreement of The Directive on security of

network and information systems (NIS Directive 2016/1148) – Romanian Law 362/2018
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