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25th Plenary Meeting of the T-CY  
 

15 November 2021 (virtual meeting) 

 

 

 
1. Introduction 

 

The 25th Plenary of the T-CY Committee, meeting online on 15 November 2021, was chaired by 

Cristina Schulman (Romania).  

 

The plenary session preceded the Octopus Conference (16-18 November), including the special event 

on the 20th anniversary of the Budapest Convention on Cybercrime on 16 November, and the formal 

adoption of the Second Additional Protocol to the Convention by the Committee of Ministers on 17 

November. 

 

Some 138 representatives of 52 Parties and Observer States, as well as of international organisations 

and Council of Europe committees participated in this meeting. 

 
2. Decisions 

 

The T-CY decided: 

 

Agenda item 1:  Opening of the meeting and adoption of the agenda 

 

▪ To welcome the progress towards adoption of the Second Additional Protocol since the approval 

of the draft by the T-CY in May 2021; and in this context thank the Rapporteur Group for Legal 

Co-operation of the Committee of Ministers for its cooperation and the Parliamentary Assembly 

of the Council of Europe for its opinion; 

 

▪ To consider that in order to permit signature of the Protocol by a large number of Parties to 

the Convention, sufficient time is needed for Parties to complete their internal procedures, and 

therefore, to recommend a date in May 2022; 

 

▪ To note the continued interest by States in the Budapest Convention and to welcome the recent 

invitation to Trinidad and Tobago to accede to the Convention on Cybercrime. 

 
Agenda item 2:  Bureau elections 
 

▪ To elect Diana Carolina Kecan Cervantes (Colombia) and Judith Herrnfeld (Austria) to the two 

vacant positions in the T-CY Bureau for the remainder of the terms of the current Bureau, that 

is, to end-2022; 

 

▪ To thank former Bureau members Camila Bosch Cartagena (Chile) and Vanessa El Khoury-

Moal (France) for their contributions to the T-CY in recent years. 

 

Agenda item 3:  T-CY workplan 2022-2023 

 

▪ To adopt the T-CY workplan for 2022-2023. 
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Agenda item 4:  Second Additional Protocol: Informal comments by T-CY Bureau  

 

▪ to invite the Bureau to provide informal comments to Parties regarding provisions of the 

Second Additional Protocol upon request. When providing such comments,  

 

− it should contain a disclaimer that they represent informal reactions from the members 

of the T-CY Bureau, that they do not alter or supplement the Protocol or its Explanatory 

Report and do not reflect the views of the position of the governments of members of 

the T-CY Bureau, of the T-CY, or of the Protocol Drafting Group or Plenary; 

− the identity of the requesting Party should be anonymized; 

− it should also be shared with T-CY members for information. 

 

Agenda item 5: Draft terms of reference (document T-CY (2021)19) for a “T-CY 

Working group on undercover investigations and extension of 

searches”  

 

▪ To adopt the Terms of Reference of a new “T-CY Working group on undercover investigations 

and extension of searches”; 

 

▪ To appoint experts from Argentina, Estonia, France (tbc), Georgia, Japan (tbc), Lithuania, and 

Slovakia to participate in this working group in addition to Bureau members who will participate 

ex-officio. 
 

Agenda item 6:   Next meeting of the T-CY 

 

▪ To hold the 26th Plenary of the T-CY in the week of 9 May 2022, preferably back-to-back with 

an event for the opening for signature of the Second Additional Protocol. 
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Appendix 
 

1 Agenda 
 

Plenary T-CY 25  

 
Monday/Lundi, 15 November/novembre 2020, 12h00 – 17h00 

 

1. Opening of the 25th Plenary and adoption 

of the agenda 

1. Ouverture de la 25ème session plénière 

et adoption de l’ordre du jour 

 

2. T-CY Bureau elections*  

 

T-CY 23 (30 November 2020) elected a new T-CY 

Bureau with a mandate of two years. However, two 

members (Camila Bosch Cartagena (Chile) and 

Vanessa El Khoury-Moal (France)) have since 

changed position and are no longer available to 

exercise Bureau functions. In line with Article 5.3 of 

the Rules of Procedure, “[I]f a member of the Bureau 

ceases to be a member of the T-CY or resigns his/her 

office before its normal expiry, the T-CY may elect a 

successor for the remainder of the term of that 

office.” According to Article 6.3 elections thall take 

“into account in particular, geographical distribution, 

gender balance and legal systems”. 

 

In order to facilitate elections in this virtual meeting, 

Parties wishing to express an interest or require 

clarifications are encouraged to contact the 

Secretariat by 31 October 2021. 

 

2. Election du Bureau T-CY*  

 

Le T-CY 23 (30 novembre 2020) a élu un nouveau 

Bureau T-CY avec un mandat de deux ans. 

Cependant, deux membres (Camila Bosch 

Cartagena (Chili) et Vanessa El Khoury-Moal 

(France)) ont depuis changé de poste et ne sont 

plus disponibles pour exercer les fonctions du 

Bureau. Conformément à l'article 5.3 du règlement 

intérieur, "[s]i un membre du Bureau cesse d'être 

membre du T-CY ou démissionne de son poste 

avant son expiration normale, le T-CY peut élire un 

successeur pour la durée restante du mandat de ce 

poste". Selon l'article 6.3, les élections doivent 

tenir compte "notamment de la répartition 

géographique, de l'équilibre entre les sexes et des 

systèmes juridiques".  

 

Afin de faciliter les élections lors de cette réunion 

virtuelle, les Parties souhaitant exprimer un intérêt 

ou demander des clarifications sont encouragées à 

contacter le Secrétariat avant le 31 octobre 2021. 

 

3. T-CY workplan 2022-2023*  

 

T-CY members are invited to consider the draft T-CY 

workplan for 2022-2023 (document T-CY(2021)17) 

prepared by the Bureau in view of adoption.  

 

3. Plan de travail T-CY 2022-2023*  

 

Les membres du T-CY sont invités à examiner le 

projet de Plan de travail 2022-2023 (document T-

CY(2021)17), version anglaise uniquement) 

préparé par le Bureau en vue de son adoption 

 

4. 2nd Additional Protocol: Informal 

comments by T-CY Bureau 

 

Some Parties have requested that the Secretariat 

provide comments on specific provisions of the draft 

2nd Additional Protocol. The T-CY proposes that 

when the Secretariat receives such requests it 

should consult the T-CY Bureau which should then 

provide comments on an informal basis. However, 

this function of providing such informal comments to 

Parties by the Bureau requires specific delegation by 

the T-CY under Article 8.1.h of the T-CY Rules of 

4. 2ème Protocole additionnel : 

Commentaires informels du Bureau T-CY 

 

Certaines Parties ont demandé au Secrétariat de 

fournir des commentaires sur des dispositions 

spécifiques du projet de 2ème Protocole 

additionnel. Le T-CY propose que, lorsque le 

Secrétariat reçoit de telles demandes, il consulte le 

Bureau du T-CY qui devrait alors fournir des 

commentaires sur une base informelle. Cependant, 

cette fonction de fournir de tels commentaires 

informels aux Parties par le Bureau nécessite une 

délégation spécifique par le T-CY en vertu de 

https://rm.coe.int/t-cy-rules-of-procedure/1680a00f34
https://rm.coe.int/t-cy-rules-of-procedure/1680a00f34
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Procedure. Therefore, the T-CY is invited to consider 

the following draft decision: 

 

The T-CY invites the Bureau to provide 

informal comments to Parties regarding 

provisions of the [draft] Second Additional 

Protocol. When providing such comments,  

− it should contain a disclaimer that it 

represents informal reactions from 

the members of the T-CY Bureau, 

that it does not alter or supplement 

the Protocol or its Explanatory 

Report and does not reflect the 

views of the position of the 

governments of members of the T-

CY Bureau, of the T-CY, or of the 

Protocol Drafting Group or Plenary; 

− the identity of the requesting Party 

should be anonymized; 

− it should also be shared with the T-

CY members for information. 

 

l'article 8.1.h du règlement intérieur du T-CY. Par 

conséquent, le T-CY est invité à examiner le projet 

de décision suivant : 

Le T-CY invite le Bureau à fournir des 

commentaires informels aux Parties concernant les 

dispositions du [projet de] Deuxième Protocole 

additionnel. Lorsque de tels commentaires sont 

fournis,  

- il doit contenir un avertissement indiquant 

qu'il s'agit de réactions informelles des 

membres du Bureau du T-CY, qu'elles ne 

modifient ni ne complètent le Protocole ou 

son Rapport explicatif et qu'elles ne 

reflètent pas la position des 

gouvernements des membres du Bureau 

du T-CY, du T-CY, du Groupe de rédaction 

du Protocole ou de la Plénière ; 

- l'identité de la Partie requérante doit être 

rendue anonyme ; 

- elle doit également être partagée avec les 

membres du T-CY pour information. 

 

5. Draft terms of reference (document T-CY 

(2021)19) for a “T-CY Working group on 

undercover investigations and extension of 

searches 

 

T-CY 24 (28 May 2021) decided: “To invite the T-CY 

Bureau to prepare proposals for the further course 

of action by the T-CY regarding the issues of 

“undercover investigations by means of computer 

systems” and “extension of searches”. Such draft 

TOR have now been prepared by the Bureau for 

consideration by the T-CY. 

 

5. Projet de mandat (document T-CY 

(2021)19) pour un "Groupe de travail T-

CY sur les enquêtes sous couverture et 

l'extension des recherches" 

 

Le T-CY 24 (28 mai 2021) a décidé "d'inviter le 

Bureau du T-CY à préparer des propositions pour 

la suite de l'action du T-CY concernant les 

questions des "enquêtes sous couverture au 

moyen de systèmes informatiques" et de 

"l'extension des perquisitions". Ce projet de 

mandat a maintenant été préparé par le Bureau 

pour examen par le T-CY. 

6. Next meeting of the T-CY*  

 

T-CY members are invited to decide on the proposal 

to hold T-CY 26 on [15-16 June] 2022. / 

6. Prochaine réunion du T-CY* 

 

Les membres du T-CY sont invités à se prononcer 

sur la proposition de tenir le T-CY 26 le [15-16 

juin] 2022. 

 

 

 
  

https://rm.coe.int/t-cy-rules-of-procedure/1680a00f34
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=09000016802e7614
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2 Working group on undercover investigations and extension 

of searches:  
 

Terms of Reference1 

 

Name T-CY working group on undercover investigations and extension of searches. 

 

Origin T-CY Working Group under Article 1.1.j of the Rules of Procedure established by 

decision of the T-CY adopted at [the 25th Plenary (15 November 2021)] 

  

Duration 1 January – 31 December 2022 

 

Main tasks To prepare a report containing draft options and recommendations for further 

action by the T-CY on: 

 

1. Undercover investigations by means of a computer system;  
2. Extension of searches. 

 

The Group shall take into account and build on work carried out by the Protocol 

Drafting Group between 2017 and 2020 as reflected in documents T-CY(2017)28 

and T-CY(2017)33 and consider in particular the added value, risks and 

safeguards of possible solutions and options for each of these topics, such as, for 

example, recommending the drafting of guidance notes, documenting 

experiences and best practices, or negotiation of a binding instrument. However, 

the purpose of this Working Group is not to draft or negotiate text of a new 

instrument. 

 

The Group shall provide an update to the T-CY at its 26th Plenary and a final 

report for consideration by the 27th Plenary of the T-CY. 

 

Working 

methods 

 

The Working Group shall hold its meetings in camera in virtual format or back-

to-back with meetings of the T-CY Bureau or Plenary.   

 

The Working Group may hold public hearings, invite other experts and consult 

other stakeholders. 

 

Composition • Bureau members ex-officio with defrayal of cost2. 

• Up to 10 additional T-CY members or experts appointed by State Parties with 

defrayal of cost3. 

 
 
  

 
1 As agreed by the 25th Plenary of the T-CY (15 November 2021) 
2 Subject to the availability of funds. 
3 Subject to the availability of funds. 

https://rm.coe.int/t-cy-rules-of-procedure/1680a00f34
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3 T-CY workplan 2022-2023 
 

Strasbourg, 15 November 2021  

 

 

T-CY (2021)17 

  

Cybercrime Convention Committee (T-CY) 
 

 
 

T-CY Workplan 
 

for the period 

 

January 2022 – December 2023 

 
Adopted by the 25th T-CY Plenary (15 November 2021) 
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Functions of the Cybercrime Convention Committee (T-CY) 
 

1 The Cybercrime Convention Committee (T-CY) is the mechanism enabling the “Consultations of the Parties” 

in line with Article 46 Budapest Convention on Cybercrime which states that the Parties to the Convention 

“shall … consult periodically… with a view to facilitating”: 

 

▪ “the effective use and implementation of this Convention”; 

▪ “the exchange of information”; 

▪ “the consideration of possible supplementation or amendment of the Convention”.  

 

2 Article 46 is thus the legal basis for the activities of the T-CY. The consultations are to be governed by a 

“flexible” procedure, leaving it to the Parties to decide how and when to convene.  

 

3 The operation and activities of the T-CY are, therefore, defined by Rules of Procedure as adopted by the 

T-CY. These state in Article 1 that in pursuance of its functions the T-CY shall: 

 

▪ Undertake assessments of the implementation of the Convention by the Parties; 

▪ Adopt opinions and recommendations on the interpretation and implementation of the Convention, 

including Guidance Notes; 

▪ Consider preparing draft legal instruments; 

▪ Adopt opinions requested by Council of Europe bodies; 

▪ Review the functioning of 24/7 points of contact; 

▪ Encourage accessions to the Budapest Convention; 

▪ Promote common positions of the Parties in international fora; 

▪ Engage in dialogue with relevant international organisations; 

▪ Promote capacity building; 

▪ Establish working groups to address specific questions. 

 

Workplans 2012 – 2021 
 

4 The T-CY had previously adopted an Action Plan for the period 2012 – 2013, a Workplan for the period 

2014 – 2015, a Workplan for 2016 – 2017, a Workplan for 2018 – 2019/204, and one for 2021. Under 

these workplans, the T-CY, among other things: 

 

▪ Carried out three cycles of assessments covering the preservation provisions of the Convention, the 

functioning of mutual legal assistance and sanctions and measures and ensured follow up to the 

recommendations of resulting from these assessments; 

▪ Adopted eleven Guidance Notes; 

▪ Established and concluded work on transborder access to data and on cloud evidence; 

▪ Prepared a mapping study on cyberviolence; and adopted a recommendation leading to the setting up 

of an online tool on cyberviolence;  

▪ Prepared draft templates for MLA requests for subscriber information and for preservation requests; 

▪ Supported the process of signatures, ratification and accessions to the Convention. During this period, 

the number of Parties increased to 66 and 11 States had signed it or been invited to accede as of 

August 2021; 

▪ Contributed to the streamlining of the accession procedures to Council of Europe conventions; 

▪ Pursued common positions in several international meetings; 

▪ Promoted capacity building as an international approach and closely cooperated with the capacity 

building activities of the Council of Europe, in particular the Cybercrime Programme Office of the 

Council of Europe (C-PROC) in Romania; 

▪ Documented the use of the Budapest Convention in practice; 

 
4 In the light of the COVID-19 Pandemic and the postponement of the 23rd T-CY Plenary from June 2020 to 30 
November 2020, T-CY members had agreed in May 2020 to extend the workplan to December 2020. 

https://rm.coe.int/t-cy-rules-of-procedure/1680a00f34
http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/TCY/TCY%202013/T-CY(2013)24%20workplan%202014-15_v7adopted.pdf
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=09000016804924d2
https://rm.coe.int/t-cy-2018-27-tcy-workplan-v6adopted/16808febc6
https://rm.coe.int/t-cy-2020-14-tcy-workplan-2021/1680a08f75
http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/TCY/TCY2012/T-CY(2012)10_Assess_report_v31_public.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/TCY/2014/T-CY(2013)17_Assess_report_v50adopted.pdf
https://www.coe.int/en/web/cybercrime/assessments
http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/TCY/Guidance_Notes/TCY(2013)29rev_GN%20compilation_v3.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/TCY/Guidance_Notes/TCY(2013)29rev_GN%20compilation_v3.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/TCY/Guidance_Notes/TCY(2013)29rev_GN%20compilation_v3.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/TCY/2014/T-CY(2014)16_TBGroupReport_v17adopted.pdf
https://www.coe.int/en/web/cybercrime/ceg
https://rm.coe.int/t-cy-2017-10-cbg-study-provisional/16808c4914
https://www.coe.int/en/web/cybercrime/cyberviolence
https://rm.coe.int/t-cy-2017-10-cbg-study-provisional/16808c4914
https://rm.coe.int/t-cy-2018-11-template-article29-request-v26-final/16808c4956
http://conventions.coe.int/Treaty/Commun/ChercheSig.asp?NT=185&CM=8&DF=&CL=ENG
http://conventions.coe.int/Treaty/Commun/ChercheSig.asp?NT=185&CM=8&DF=&CL=ENG
https://www.coe.int/en/web/cybercrime/cybercrime-office-c-proc-
https://www.coe.int/en/web/cybercrime/cybercrime-office-c-proc-
https://rm.coe.int/t-cy-2020-16-bc-benefits-rep-provisional/16809ef6ac
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▪ Contributed to the Octopus Community with its country wikis, legal profiles and tool on international 

cooperation; 

▪ Invited additional international organisations to join the T-CY as observers;  

▪ Doubled the number of annual meetings; and importantly 

▪ Launched and finalised the negotiation of the Second Additional Protocol to the Budapest Convention 

on enhanced cooperation and disclosure of electronic evidence. 

 

5 With this important work accomplished, including the successful negotiations on the Second Additional 

Protocol (2AP), the Budapest Convention will remain highly relevant for years to come.   

 

Strategic directions of the workplan 2022-2023 
 

6 Following the conclusion of the negotiations of the 2AP in 2021, the T-CY will be able to resume its core 

functions in 2022-2023. However, the T-CY will also need to support the anticipated opening for signature 

and subsequent entry into force and implementation of the 2AP, assume additional functions pursuant to 

the 2AP and follow up on some issues that have resulted from the protocol negotiations.  

 

7 The T-CY will also need to consider, if and when appropriate, legal, policy or technological developments 

as well as good practices, for example with respect to ransomware, cryptocurrencies or artificial 

intelligence. 

 

8 Following adoption by the UN General Assembly of Resolution 74/247 (December 2019), a new treaty 

process related to cybercrime commenced in 2021 at the level of the United Nations. T-CY members should 

cooperate to ensure that any future UN agreement is consistent with the principles of the Budapest 

Convention on Cybercrime including by providing for the necessary human rights and rule of law 

safeguards. 

 

9 In the light of this, the objectives of the T-CY in 2022-2023 are as follows: 

 

▪ Objective 1: Support signature and ratification of the Second Additional Protocol to the Budapest 

Convention 

 

It is expected that the 2AP will be opened for signature in Spring 2022. Preparatory work will be 

required in Parties to the Convention to permit signature by their representatives. T-CY members are 

encouraged to facilitate this process. The T-CY Bureau and T-CY members are also encouraged to 

raise awareness of this Protocol and its benefits, provide an understanding of the Protocol’s provisions, 

and assist interested States in identifying the necessary steps towards signature and ratification.  

 

▪ Objective 2: Support the quality of implementation of the Convention and its Protocols by the Parties 

 

The preparation of Guidance Notes and assessments of implementation of the Convention are among 

the core functions that the T-CY will assume following the completion of negotiations of the Second 

Additional Protocol. The 4th cycle of assessments will thus be initiated under this objective. 

Furthermore, the T-CY will coordinate with the Cybercrime Programme Office of the Council of Europe 

(C-PROC) regarding capacity building activities in support of the Convention and its Protocols.  

 

▪ Objective 3: Enlarge membership in the Convention on Cybercrime 

 

The effectiveness of the Convention increases the more States join them. Therefore, the T-CY will 

engage in dialogue with States that already signed it or been invited to accede to encourage 

completion of the process of ratification or accession. The T-CY will also reach out to other States 

prepared to implement the provisions of the Convention and engage in effective international 

cooperation in order to encourage accession. 

 

 

https://www.coe.int/en/web/octopus/home
https://www.coe.int/en/web/cybercrime/t-cy-drafting-group
https://www.coe.int/en/web/cybercrime/t-cy-drafting-group
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▪ Objective 4: Ensure the continued relevance of the Budapest Convention 

 

During the preparation of the 2AP, two issues were considered important by Parties, although it was 

not feasible to include them in the Protocol. It was agreed that more work was needed by the T-CY 

on these topics, that is, “extension of searches” and “undercover investigations by means of computer 

systems”. A T-CY working group will be established to follow up and identify solutions. 

 

Consideration of significant legal, policy or technological developments related to cybercrime and 

electronic evidence is also among the core functions of the T-CY, and this may include, if and when 

appropriate, topics such as ransomware, crypto-currencies or artificial intelligence.  

 

Cybercrime and electronic evidence are transversal challenges that affect other areas of work of the 

Council of Europe. Therefore, the T-CY will need to increase the engagement with other relevant 

bodies of the organisation. Examples include the Lanzarote Convention Committee regarding the 

protection of children against online sexual exploitation and sexual abuse, the Consultative Committee 

on Data Protection, the Steering Committee on Counter-Terrorism (CDCT), the MONEYVAL anti-

money laundering evaluation mechanism or bodies dealing with artificial intelligence. 

 

Especially with the new Protocol, the Budapest Convention will remain the most relevant international 

treaty on cybercrime in the years to come. However, it will also be necessary to ensure that the 

principles of this treaty are taken into account as additional international responses are being 

developed, including in the follow up to UN General Assembly Resolution 74/247 (December 2019). 

The T-CY will continue to facilitate coordination and common positions by the Parties to rely on the 

experience of the Budapest Convention so that international responses are effective, meet human 

rights and rule of law requirements, and maintain a free and open Internet. 

 

▪ Objective 5: Review the financial resourcing of the Committee 

 

Implementation of the Workplan 2022–2023 requires resources. It is recalled that T-CY 9 (June 2013) 

agreed on co-funding the T-CY through voluntary contributions. A number of Parties have since 

provided voluntary contributions to the project Cybercrime@Octopus and, since 2021, to the Octopus 

Project. These helped ensure the functioning of the T-CY so far. However, extra-budgetary funding 

will remain essential given increased requirements related to growing membership in the Convention 

and the launch of the Second Additional Protocol.  

 

10 These priorities can be translated into the following actions.5 

 
  

 
5 This is with the understanding that the support of a Party regarding actions related to the First or Second 
Additional Protocol may be subject to its status regarding these instruments.  

 

https://www.coe.int/en/web/artificial-intelligence/home
http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/TCY/TCY%202013/T-CY(2013)19_tcy_funding_v6.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Cybercrime@Octopus/3021_octo_summary_V11.pdf
https://www.coe.int/en/web/cybercrime/octopus-project
https://www.coe.int/en/web/cybercrime/octopus-project
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Objectives and actions 2022-2023  
 

Objective 1 Support signature and ratification of the Second Additional Protocol to the 

Budapest Convention 

Action 1.1 Support the opening for signature of the 2AP in Spring 2022, including 

▪ T-CY members to facilitate domestic procedures to permit signature;  

▪ T-CY Bureau and members to raise awareness and provide explanations of the Protocol. 

Action 1.2 Prepare a concept regarding additional functions of the T-CY and Secretariat emanating from 

the 2AP. 

Action 1.3 Policy dialogue and other assistance to promote implementation and ratification of the 2AP 

in addition to the Convention and the First Additional Protocol. 

Objective 2 Support the quality of implementation of the Convention and its Protocols by the 

Parties  

Action 2.1 Prepare Guidance Notes to facilitate the application of the Convention by the Parties. 

Action 2.2 Initiate the 4th cycle of assessments in 2022-2023. 

Action 2.3 Ensure compliance by Parties with Article 35 (24/7 points of contact)  

▪ Secretariat to update the directory of contact points and to inform the T-CY should issues 

arise; 

▪ Parties to follow up at domestic levels if necessary. 

Action 2.4 Share experience in the implementation of the Protocol to the Budapest Convention on 

Xenophobia and Racism (ETS 189) by its Parties. 

Action 2.5 Promote capacity building through the Cybercrime Programme Office of the Council of Europe 

(C-PROC) in Bucharest. 

Objective 3 Enlarge membership in the Convention on Cybercrime  

Action 3.1 Engage in policy dialogue with States that have signed or been invited to accede to the 

Convention but are not yet Parties in view of completing the process of ratification or 

accession.  This may include T-CY missions to these countries. 

Action 3.2 Support accession by States: 

▪ Encourage States with the necessary level of legislation and capacities to request 

accession to the Budapest Convention; 

▪ Once an accession request and supplementary information have been received, T-CY 

members  

- to participate actively in the consultations within their governments to reach 

a decision on the request; 

- to seek to have their governments participate actively in discussions on 

accession requests in CoE bodies; 

▪ Parties to the Convention and the Council of Europe to provide or facilitate targeted 

technical assistance, if necessary, to help meet necessary requirements, either through 

the capacity building programmes of the CoE or other bi- or multilateral actions. 
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Objective 4 Ensure the continued relevance of the Budapest Convention 

Action 4.1 Establish a working group to follow up to the 2AP drafting process on the issues of “extension 

of searches” and “undercover investigations by means of computer systems”. 

Action 4.2 Identify and document significant legal, policy or technological developments as well as good 

practices, including, if and when appropriate, with respect to ransomware, cryptocurrencies 

or artificial intelligence and challenges related to cybercrime and electronic evidence. 

Action 4.3 Ensure transversal coordination with relevant Council of Europe bodies and appoint T-CY 

members to participate in the work of relevant committees. 

Action 4.4 Ensure close coordination between the Parties, ensure representation of the T-CY and 

facilitate common positions in relevant international meetings on cybercrime. 

Action 4.5 Facilitate outreach to States interested in the experience of the Budapest Convention and its 

Protocols. 

Objective 5 Review the financial resourcing of the Committee 

Action 5.1 The Secretariat to inform the T-CY at each Plenary on the status of T-CY financing in the light 

of the decision taken by the T-CY at the 9th Plenary (June 2013) 

Action 5.2 If necessary, T-CY to take further decisions to ensure co-financing of the T-CY. 

 

Appendix 
 Article 46 – Consultations of the Parties 

1 The Parties shall, as appropriate, consult periodically with a view to facilitating: 

a the effective use and implementation of this Convention, including the identification of 

any problems thereof, as well as the effects of any declaration or reservation made under 

this  

Convention; 

b the exchange of information on significant legal, policy or technological developments 

pertaining to cybercrime and the collection of evidence in electronic form; c consideration 

of possible supplementation or amendment of the Convention. 

2 The European Committee on Crime Problems (CDPC) shall be kept periodically informed 

regarding the result of consultations referred to in paragraph 1. 

3 The CDPC shall, as appropriate, facilitate the consultations referred to in paragraph 1 and take 

the measures necessary to assist the Parties in their efforts to supplement or amend the 

Convention. At the latest three years after the present Convention enters into force, the 

European Committee on Crime Problems (CDPC) shall, in co-operation with the Parties, conduct 

a review of all of the Convention’s provisions and, if necessary, recommend any appropriate 

amendments. 

4 Except where assumed by the Council of Europe, expenses incurred in carrying out the 

provisions of paragraph 1 shall be borne by the Parties in the manner to be determined by them.  

5 The Parties shall be assisted by the Secretariat of the Council of Europe in carrying out their 

functions pursuant to this article. 
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