Council of Europe Cybercrime Convention Committee (T-CY)
c/o consultation email : t-cy@coe.int
Cybercrime Division
Council of Europe
Strasbourg, France
Re: Preparing a 2nd Additional Protocol to the Budapest Convention on Cybercrime
Members,
Thank you for making the commitment and taking the time to consult with data
protection experts on privacy requirements for cooperation between law enforcement in one state
and service providers in another. For convenience and ease of reference, we append a copy of the
OPC’s previous feedback (see Annex A) in response to your Committee’s November 2019
consultation round. For the sake of brevity, we will focus our remarks and observations
specifically to the latest draft text1 of the proposed Second Protocol:
Article 7: while provision 2.b. (page 9) provides signatories with the discretion to make such
requests (for subscriber information) subject to independent oversight, it would be preferable
from a legal and data protection vantage to make this a positive requirement. Independent
judicial authorization should be the ideal standard, as widely as possible among cooperating
authorities, given the fundamental rights that are implicated.2
Article 13: following on the point above, the direct linkage made in this article (p. 13) of the
draft Protocol, between the privacy and human rights concerns at play, and a requirement for full
assurance, implementation and application by all signatories, is welcome.3 As the explanatory
notes remark (p. 44), necessity and proportionality (as well as non-discrimination) must be built
into the internal processes for making data requests for the very reason alluded to; namely, that
privacy is a globally protected human right, where risks are heightened in the context of
international investigations by police.
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1

Draft text of the second additional Protocol to the Budapest Convention was approved on 12 April by the T-CY
Protocol Drafting Plenary - https://rm.coe.int/2nd-additional-protocol-budapest-convention-en/1680a2219c.
2
See also OPC Submission on review of the state of federal laws on broadcasting and telecommunications (January
11, 2019), sections 6-8 - URL: https://www.priv.gc.ca/en/opc-actions-and-decisions/submissions-toconsultations/sub_ised_190111/
3
See also ICDPPC International Resolution on Privacy as a Fundamental Human Right and Precondition for
Exercising Other Fundamental Rights (October 2019) - http://globalprivacyassembly.org/wpcontent/uploads/2019/10/Resolution-on-privacy-as-a-fundamental-human-right-2019-FINAL-EN.pdf
30 rue Victoria, 1er étage | 30 Victoria Street, 1st Floor
Gatineau (Québec) K1A 1H3
Sans frais/Toll free 1‐800‐282‐1376 Tél./Tel: 819‐944‐5444 Téléc./Fax: 819‐994‐5424 www.priv.gc.ca

-2Article 14: the data protection principles listed here (pp. 19-22) appear to draw upon feedback
provided previously by EU data protection authorities, and aim to codify key principles such as
limits upon secondary use, the importance of accuracy, prohibitions on discrimination, limits
upon retention and onward transfer, and transparency. From a rights protection standpoint, these
are all critically important, but also require the necessary support to apply actively in the criminal
investigation context. We encourage the Committee to give a full hearing to concerns expressed
by our colleagues in EU data protection offices as to the hurdles and resource constraints they
have in the domain of overseeing ongoing law enforcement activities.4
In addition, we have the following discrete comments to make about specific paragraphs
under article 14:
Paragraph 6 provides for protections in relation to “automated decisions.” We applaud these
measures; however, the wording of the current text describes the scope of application of the
protections in what looks to be very broad. In particular, it unclear whether these protections
apply solely to the law enforcement context or beyond. To avoid confusion in either case, or data
protection authorities having to interpret this provision, we recommend clarifying its extent in
some manner.
Paragraph 7.b provides a risk-based incident response protocol. We agree with this approach;
however, the current text does not explicitly require the containment of the security incident,
only the mitigation of its effects. To address this, we recommend rewording the initial clause to
state that, “the receiving Party … shall promptly contain the incident and take appropriate action
to mitigate such harm.” There is also some ambiguity to the use of ‘promptly’; ‘immediately’
might be better suited, given the potential sensitivities.5
Paragraph 11.a describes notice modalities. In particular, it provides that “Each Party shall
provide notice through the publication of general notices or through personal notice to the
individual whose personal data has been collected ….” We agree that these are the two
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4

International Working Group on Data Protection in Telecommunications, “Working paper on Standards for data
protection and personal privacy in cross-border data requests for criminal law enforcement purposes” (April 2018) –
URL: https://www.datenschutz-berlin.de/fileadmin/user_upload/pdf/publikationen/working-paper/2018/2018IWGDPT_Working_Paper_Cross-border_data_requests.pdf
5
E.g, Section 3 of Government of Canada’s TBS Guidelines for Privacy Breaches (May 2014) - https://www.tbssct.gc.ca/pol/doc-eng.aspx?id=26154
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-3appropriate modalities. However, the description of general notices lacks implementation detail.
To address this, we recommend adding that, “Each Party shall provide notice through the
publication of general notices on its organizational website or other publicly accessible media
….”
Paragraph 11 is entitled “Transparency and notice.” However, we note that it does not contain a
requirement for receiving Parties to implement formal public reporting of aggregate statistics
about requests. We recommend that the paragraph be modified to contain such a requirement, as
transparency reports are a key measure towards providing the public with adequate information
regarding the domestic activities of foreign law enforcement authorities.
Thank you again for seeking consultation with the data protection community as you
continue your ongoing work. Should you have any follow-up questions or need additional input,
please feel free to contact Chris Prince (Christopher.Prince@priv.gc.ca) in the Policy, Research
and Parliamentary Affairs Directorate of my Office for any needed clarifications.
Sincerely,
Smolynec, Gregory
c=CA, o=GC, ou=OIC-CI,
cn=Smolynec, Gregory
2021.04.30 13:57:36 -04'00'

Gregory Smolynec
Deputy Commissioner
Policy and Promotion Sector
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