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Note by the Secretariat.

In the course of their work over the last two years both
the Sub~Committee on Data Processing and the full Committee
on Science and Technology, in preparing the report on
computer-based alds to parliamentary work, have often
touched upon the question of the protection of the
individual vis-a-vis electronic data banks (1).

Members of the Committee will, therefore, be interested
to know that the .Commlttee. of Ministers of.the Council of
Europe has been actlve in this field. 1In point of fact on
20 September 1974 it adopted-Resolution (74 ) 29 .on- the -
protection of the privacy of individuals vis-&-vis
electronic data banks in the puklic sector. This
resolution is reproduced 1In this document.

’ (1) See Resolution 576 (1974) on computer-based aids to
parliamentary work adopted by the Assembly on
26 September 1974 (Doec. 3475),
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The Committee of Ministe.'s,

Considering that the aim of the Ccuncll of Europe 1s to
achleve a greater unity between its members;

Desiring to contribute to publlic understanding and
confildence with regard to new administrative techniques which
public authorities in the member states are using in order to
ensure the optimal performance of the tasks entrusted to them;

Recognising that the use of electronlc data banks by
public aiuthorities has given rise to increasing concern about
the protection of the privacy of individuals;

Considering that the adoption of common principles in
‘this fleld can contribute towards a solution of these problems
in the member states.and can help to prevent the creation:of
unjustified divergencies between the laws of the member: states
on this subject;

Recalling its Resolution (73) 22 on the protection of
privacy of individuals vis-&-vis electronic datafbanks in
the private sector; ; :

Bearing in mind Article 8 of the European Convention for
the Protection of Human Rights and Fundamental Freedoms;

RECOMMENDS THE GOVERNMENTS OF MEMBER STATES:

'a. to take all steps which they consider necessary to
gilve effect to the principles set out in the Annex to
the present resolution;

b. to inform the Seéretary General of the Council of .
Europe in due course of any action taken in this field.



| ¢
AS/Science/Computer (26) 2 - 3 -
: e
ANN E X
to Resolution (74) 29
The follbwing‘principleS'apply to personal ;nfbrmatiOn
stored in electrdnic data banks in the publie sector.: :
,  For the purposes of this resolution, "personal information"
" means information relat1n§ to individuals (physical péersons)
and "electronic data bank" means any electronic data processing

system which is used to handle such information., - , .
» 1. _. |
As a genenai rule the publié should be kept regularly
Informed about the establishment, operation and development
'of.elect;onic data banks In the publlc sector.
) .  : . C
The informaiion stored should be:
a, obtained’ by 1awfu1 and fair means; : ,
b. accurate and kept up-to-daLe,

Ce appropriate and relevant to the purpose for which it .
has been stored.

Every care should be taken to correct imaccurate information @
and to erase inappropriate, irrelevant or obsolete information.

Se

Especially when electronic data banks process information
relating to the intimate private life of indivliduals or when
the processing of information might lead to unfalr
discrimination, .

a, thelr existence must have been provided for by law, or
by special regulation or have been made publle in a
statement or document, in accordance with the, legal
system of each member state;
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b. suck law, regulation, statement or document must clearly
state the purpose of storage and use of such information,
as well as the conditions under which it may be
communicated either within the publ¢c administration or
to private persons or bodies;

c. the data st orad must not be used for purpcses other than
those which have been defined unless excepticn is
expllicitly permitted by law, is granted by a competent
authority or the rules for the use of the electronic
data bank are amended.

4.

Rules should be laid down to specify the time Llimits
beyond which certain categories of Information may not be kept
or used

However, exceptions from this principle are acceptable if
the use of the information for statistical, scientific or
historical purposes requires its conservation for an indefinite
duration. In that case, precautions should be taken tc ensure
that the privacy of the individuals concerned w1ll not bpe
pre judiced.

5

Every individual should have the right to know the
information stored about him.

Any exception to this principle or llmitation to the
exercise of this right should be strictly regulated.

6.

Precautions should be taken against any abuse or misuse’
of information. For this reason:

a,. everyone concerned with the operation of electronic data
processing should be bound by rules of conduct aimed at
preventing the mususe of data and in particular by a duty
to observe secrecy;

b. electronic data banks should be equipped with security
systems which bar access to the data held by them to
persons not entitled to obtain such information and
whilch provide for the detectlon of misdirections of
information, whether intentional or not.
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.. 7.
Access to information that may not be freely. communicated
to the public should be confined to the persons whose funetions

entltle them to take coghlsance of it in order to carry out
thelr dutles,

8. | |
When information 1s used for statistical purposes it should

be released only in such a way that it is impossible to link
information to a particular person.



