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WE AREF-SECURE





F-Secure in Malaysia
Since 2006MSC status in May 2006 

200+ employees
- R&D, software development
- Malware detection (AMU)
- Technical Support
- Finance services
- Sales and Marketing services  



OVER 29 YEARSOF DIGITAL SECURITY EXPERIENCE
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https://www.f-secure.com/cyber-security-report-2017
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http://bit.ly/2r6zGJi http://bit.ly/2r6zGJi+
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https://haveibeenpwned.com
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THREATS AND 
THEIR 

CHALLENGES



SPAM CAMPAIGNS
Normally sent by a botnet
 sometimes tracking the actual threat actors may take a while, 
 although we know that most of them were spread thru EKs
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RANSOMWARE
Holds one’s important documents as hostage, and requires 

ransom in the form of virtual currency, bitcoins
Still using their own Tor network for payments to decrypt files
May become challenging once they start using the cloud
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DDOS AS A SERVICE
Distributed Denial of Service-as-a-Service
For taking a site offline
 It used to be that you need to have a network of contacts and 

great technical expertise
Some offer it for as low as $20
Ransomware as a service is also available
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MALWARE 
FOOTPRINTS

We are able analyze and understand its characteristic
 possible infection vector
 Possible stolen data storage
 Geographical location, but not the exact IP or client

Engagement with local law enforcement agencies
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