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F-Secure in Malaysia

Since 2006\/ISC status in May 2006
200+ employees

R&D, software development
- Malware detection (AMU)
- Technical Support
- Finance services
- Sales and Marketing services
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Suspeoted Chinese malware used to spy on PH gov't — security

firm

By JC Gotinga, Lara Tan, CNN Philippines
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“Based on the organizations that
have been targeted by this particular
threat, it definitely seems to be of
Chinese origin and those that are
interested in that kind of issue
would most likely be the Chinese
government.”

VOICE OF:

KARMINA AQUINO

Sonior Managor
F-SECURE THREAT INTELLIGENCE TEAM
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We present a special software -
which allows to decrypt and return control to all your enmrpted files.

—
Refresh the page and download decoder. F-Secure. %™



_/ [ Spora Ransomware
C | @ filey,

]
Bce

_/ [} Client Page ® \D

< & | & https:/,

| Iy Purchasings

| 798 50% 20%
FULL RESTORE IMMUNITY REMOVAL
Reference: You full decrypt price is 79 USD.
Available Payments
BitCoin Meed Help?
accepted here
Discount Payment
0% NOT PAID

0% 2 FREE
FILE RESTORE | FILE RESTORE |

Current Balance: 0.00 USD

Deadline

5 DAYS

Synchronization Required Exit

P EEE SR

]
[ |
i CHOOSE .KEY OrR |
| and :
] 2
| SYNCHRONIZE | W |
| WARNING! i
gl o o g e o g o g g g g i a  a g )
=
Public Communication )
Messages: &
Greetings to all
Type your message
Send
My Transactions
Date Task Balance

No transactions yet..




Warning Message!!

We are sorry to say that your computer and your files have been encrypted,
but wait, don't worry. There is a way that you can restore your computer and all of your files

0 years, 1 days, 05 hours, 17 min and 29 sec

Time remain when your files will lost forever!

Your personal unique ID: 0e72b

Please send at least 1.0 Bitcoin to address 1LEIPgvh6S9VEXW

Restoring your files - The nasty way

send the link below to other people, if two or more people will install this file and pay, we
will decrypt your files for free.

hitps:/Shnuhydudpd 2

all governments all over the World [Encrypiion - and my ittle sister in 2075, & Sad part of inis war i1s that a & pars keep nghing but eveniually we

Wikipedia). We store your personal decrypltion code fo the poor and simple people suffer and watching our family and friends die each day.

your files on our servers and we are the only ones that The world remained silent and no one helping us so we decided to take an action. {Syria VWar in
can decrypt your files. Please don't try to be smart Wikipedia)

anything other than payment will cause damage fo your

files and the files will be lost foreveril! Be perfectly sure that all the money that we get goes to foed, medicine, shelter to our people.

We are extremely sorry that we forcing you to pay but that's the only way that we can keep living.
If you will not pay for the next 7 days, the decryption
key will be deleted and your files will be lost forever.

How to buy Bitcoins?
If you aren't familiar with Bitcoin and don't know what is it please visit the official Bitcoin website (hitps2/bitcoin ong/en/getting-started), follow the steps and you'll get your Bitceins.

To understand more you can check also on the FAQ page (hitps://bitcoin_orgfen/faqg).
Please check this website (htips-fcoinatmradar com') where you can find Bitcoin ATM all over the world.

Full list of encrypted files

[FILES_LIST]

F-Secure?



Iear Constomer:

It iz time to pay Moy your software lease From PC Cyborg Corporatlon.
Complete the INVOICE and attach payment For the lease option of your choice.
T Lo don't use the printed INUDICE, then be sure to refer to the important
reference numberz below in all corevezpondence. In return you will receluve:

- & renewal software package with easy-to-Tollow, complete instructions:
= an antomatic, self-inztalling dizkette that anyone can apply in minntes.

Important reference numbers: ASS599796-2695577-

The price of 365 user applicatiomns iz US5189. The price of a lease for the
lifetime of your hard disk 1= HH$H?H. You must enclose a hankers dreaflft,
cazhier’'z check or international money order payable to PC CYBORG CORPORATION
for the full amount of 5189 or 5378 with your order. Include your name,
company., address, city. state, country. £ip or postal code, Mail ygour order
to PC Cyboryg Corporation, F.O. Box BY-1Y-44, Panama ¥, Panama.

You became wvictim of the PETYnA RANSOMUARE*t

Fress ENTEH to continune

The harddisks of your computer hawve been encrypted with an military grade
encryption algorithm. There is no way to restore your data without a special
key. ¥You can purchase this key on the darknet page shown in step Z£.

To purchasze your key and restore your data, please follow these three easy
steps:

1. Download the Tor Browser at "https: s wuu.torproject.org-s". If you need
help, please google for "access onion page".
Uisit one of the following pages with the Tor Browser:

¥

2016 PETYA

http: - petyad?hStbhyvki . onion~s
http: - petyaSkoahts=f?sv_onion~s

3. Enter your personal decryption code there:

68RmMME—-YcUEou-Ux?gf d-R65k6b-ZBGNg=z—CQR1HH-kHrS3PY-861t60—4rbWHMB-YZh5Ji—
f3IQpiS-BgNAWH-CFXvZ—ybhYpzJ-—udBE=zo

If you already purchased your key, please enter it below.

Key:
—
F-Secure. %™




g* Wana DecryptOr 2.0

Payment will be raised on

512972017 15:30:23

Your files will be lost on

GI2M201T 15:30:23

&bout bitcoin
How bo b b

Contact Us

osar| 5|0 ¢ al>

Ooops, your files have been encrypted! English -
What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that vou can recover all vour files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt=.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin=.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

VAT Dsmasss bl mos cdsss idim Tl ol sas

. . Send $300 worth of bitcoin to this address:
bitcoin _ = _
eaz =14  115p7TUMMnNgoj1pMvkpHijcRdfJNXj6LrLn

Check Payment

_Toos *|% [H 0 ™ U

3:30PM MR

cure?



2 Ransom.WanaCryptOr

Day:-1

Thu, May 11, 2017 08:52:51
Total Cities Infected:
Malware detected at




43

4

43

@ :u Tickats o ]

Subject

Fuck you, you third world victims.
Hello, ir's me
=<a>haha</a=

Hello

| wish to help myself to free BlTcoins

Lol

Q: Can | pay another currency?
A Mo

Hello from Budapest Hungary very nice city you should visit!

| have an wnusualy large right testicle and dangling penis with lumps

2

Created at

oTo2016

7o 26

aro32016

oTioV2016

ono32016

01032016

0032016

oTioN2016

06/03/2016

of | MacBookPro11,1

Last Activity

30 minutes ago
M minutes ago
£ hours ago
# hours ago
4 hours ago
4 hours ago
11 hours ago
11 hours ago

15 hours ago

logout |

Actions
EED
o
EED

we?



https://www.f-secure.com/cyber-security-report-2017
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FAQ

Which ransomwares g

This service currently deted ere is a complete, dynamic list of what is currently detected:

drwSw, 777, 7ev3n, 7hor, 7zipper, slocks, 5 w20, Adamlocker, AES_KEY_GEM_ASSIST, AES-NI, Al-Mamrood, Al-Namrood 2.0, Alcatraz, Alfa, Alma Locker, Alpha, AMBA,
Amnesia, Amnesia2, AnDROid, AngryDuck, Anubis, Apocalypse, Apocalypse (New Variant), ApocalypseVM, ASM1 Encoder, AutoLocky, AxCrypter, BadBlock, BadEncript,
BandarChor, BankAccountSummary, Bart, Bart v2.0, BitCrypt, BitCrypt 2.0, BitCryptor, Bitkangoroo, BitStak, Black Feather, Black Shades, Blocatto, BlockFile12, Blooper, Booyah,
BrainCrypt, Brazilian Ransomware, BrickR, BTCamant, BTCWare, Bucbi, BuyUnlockCode, Cancer, Cerber, Cerber 2.0, Cerber 3.0, Cerber 4.0 / 5.0, CerberTear, Chimera, CHIP,
Clouded, CockBlocker, Coin Locker, CoinVault, Comrade Circle, Conficker, Coverton, CradleCore, Cripton, Cry128, Cry3, Cryakl, CryFile, CryLocker, CrypMic, CrypMic, Crypren,
Cryptd, CryptOLOcker, Crypt38, CryptConsole, CryptFuck, Cryptinfinite, CryptoDefense, CryptoDevil, CryptoFinancial, CryptoFortress, CryptoHasYou, CryptoHitman, Cryptojacky,
Cryptojoker, Cryptolocker3, CryptoLockerEU, Cryptoluck, CryptoMix, CryptoMix Revenge, CryptoMix Wallet, CryptOMN, Crypton, CryptorBit, CryptoRoger, CryptoShield,
CryptoShocker, CryptoTorLocker, CryptoViki, CryptoWall 2.0, CryptoWall 3.0, CryptoWall 4.0, CryptoWire, CryptOdd, CrypthidX 2.0, CryptX 3.0, CryptXX 4.0, CryPy, CrySis, CTB-
Faker, CTB-Locker, Damage, DarkoderCryptor, Deadly, DEDCryptor, DeriaLock, Dharma {.dharma), Dharma (.onion), Dharma (.wallet), Digisom, DirtyDecrypt, DMA Locker, DMA
Locker 3.0, DMA Locker 4.0, DMALocker Imposter, Domino, Done, DoMotChange, DXXD, DynA-Crypt, ECLR Ransomware, Edgelocker, EduCrypt, El Polocker, EncrypTile, Encryptolls,
Encryptor Raas, Enigma, Enjey Crypter, EnkripsiPC, Erebus, Evil, Exotic, Extractor, Fabiansomware, Fadesoft, Fantom, FartPlz, FenixLocker, FindZip, FireCrypt, Flatcher3, FLKR,
Flyper, FrozrLock, FS0ciety, FuckSociety, FunFact, GC47, GhostCrypt, Globe, Globe (Broken), Globe3, Globelmposter, Globelmposter 2.0, GOG, GoldenEye, Gomasom, GPCode,
GX40, HadeslLocker, HappyDayzz, Heimdall, Help50, HelpDCFile, Herbst, Hermes, Hermes 2.0, Hi Buddy!, HiddenTear, HollyCrypt, HolyCrypt, Hucky, HydraCrypt, IFNG643, ImSorry,
iRansom, Ishtar, Jack.Pot, |aff, Jager, JapanLocker, JeepersCrypt, Jigsaw, Jigsaw (Updated), JobCrypter, JuicyLemon, Kaenlupuf, Karma, Karmen, Kasiski, KawaiiLlocker, Kee
Ransomware, KeRanger, KeyBTC, KEYHolder, KillerLocker, KimcilWare, Kirk. Kolobo, Kostya, Kozy.Jozy, Kraken, KratosCrypt, Krider, Kriptovor, KryptoLocker, L33TAF Locker,
Lambdalocker, LeChiffre, LightningCrypt. LLTP, LMAOxUS, Lock2017, Lock93, Locked-In, LockedByte, LocklLock, Lockout, Locky, Lortok, LoveServer, LowlLevel0d, MafiaWare,
Magic, Maktub Locker, Marlboro, Marsjoke, Matrix, Maykolin, Maysomware, Meteoritan, Mikoyan, MirCop, MireWare, Mischa, MMNS CryptoLocker, Mobef, MOTD, MoWare, MRCR1,
ninini, ManolLocker, MCrypt, Negozl, Nemucod, Nemucod-7z, Netix, NewHT, Nhtnwouf, NM4, Mioreira, NMoreira 2.0, NotAHero, Nuke, NullByte, MxRansomware, ODCODC,
OoPS, OpenToYou, Ozozalocker, PadCrypt, PayDay, PaySafeGen, PClock, PClock (Updated), PEC 2017, Philadelphia, Pickles, PopCornTime, Potato, PowerLocky, PowerShell Locker,
PowerWare, Pritector, PrincessLocker, PrincessLocker 2.0, Project34, Protected Ransomware, PshCrypt, PyL33T, RS20, RAA-SEP, Radamant, Radamant v2.1, RanRan,
Rans0mLocked, RansomCuck, RansomPlus, RarVault, Razy, REKTLocker, RemindMe, RenLocker, RensenWare, Roga, Rokku, Roshalock, RotorCrypt, Roza, RSAULl, Ruby, Russian
EDAZ, SADStory, Sage 2.0, Salsa, SamSam, Sanction, Sanctions, Satan, Satana, SerbRansom, Serpent, ShellLocker, Shigo, ShinoLocker, Shujin, Simple_Encoder, Smrss32, SNSLocker,
Spora, Sport, 5Q_, Stampado, Stupid Ransomware, SuperCrypt, Surprise, 5ZFLocker, Team XRat, Telecrypt, TeslaCrypt 0.x, TeslaCrypt 2.x, TeslaCrypt 3.0, TeslaCrypt 4.0, TowerWeb,
ToxCrypt, Trojan.Encoder.6491, Treldesh / Shade, TrueCrypter, TrumplLeocker, UCCU, UIWIX, Ukash, UmbreCrypt, UnblockUPC, Ungluk, Unknown Crypted, Unknown Lock,
Unknown XTBL, Unlock26, UnlockS2, Unlock82 2.0, UserFilesLocker, USRO, Uyari, V8Locker, VaultCrypt, vCrypt, VenisRansomware, VenusLocker, VindowsLocker, VisionCrypt,
VMuola, Vortex, VxLock, WannaCryptor, WhatAFuck, WildFire Locker, Winnix Cryptor, WinRarer, WonderCrypter, X Locker 5.0, XCrypt, XData, Xorist, Xort, XRTN, XTP Locker 5.0,

X¥ZWare, YousreFucked, YourRansom, Yyto, zCrypt, Zekwacrypt, ZeroCrypt, ZimbraCryptor, ZinoCrypt, ZipLocker, Zyklon
F-Secureg



BLOCKC BLOCKC BLOCKCHAIN WALLET CHARTS  STATS

MARKETS API

Bitcoin Bitcoin Bitcoin Address Addresses are identifiers which you use to send bitcoins to another person.

SHmmaw SI..II‘I‘II‘I‘IEII‘Y
Address ’ Address
Hash 160 1  rash 160
Tools S
Transactio

Transactiol
chafm61acecBd17i
Bac83iTalcoccalda:

1HhCNSukwiiol
IN7AQULLXKhak  1Cy1Pihmhm3s
1Hy41sNjFAMEY

7523325515450
9233255b1543¢0  fp08610188b55!

13nCjrgPc2TNr

m

VAL Er
ZIYALEq)

Summary

Address 115p7UMMNgOoj1pMvkpHijcRATIJNXELILN

Hash 160  00e8fd98ca34f195b020af4a8b1c7238663d4212
Tools Related Tags - Unspent Outputs

Transactions (oides First)

48081241 0c2cb9c30e2bbB4celf927ad8T 841228 1ebdbdb1780b8ea 0960

JCKLEKTRERGd4YyDspsAZxedrnmYjareqh

aad12b4265d8dfah2c22875db292b5bbed02446c0229a6ddc?caT 027

3CKLEKTRKREd4YyDspeAZxedrhmYjaregh

l:Jl

1530a

5909

Transactions

No. Transactions 107 alli
Total Received 13.83436451 BTC il
Final Balance 13.83436451 BTC alli

Request Payment  Donation Button

‘ 115p7UMMNgoj1 phMvkpHijcRAfINXJELrLA

# 115p7UMMngoj1 pMvkpHijcRATINXELILN

2017-05-25 12:59:55

0.01252403 BTC

0.01252403 BTC

2017-05-25 12:52:55

0.00834935 BTC
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prOOprint... PRODUCTS SOLUTIONS PARTNERS  THREAT OPS SUPPORT

Droidjack Uses Side-Load...It's Super Effective! Backdoored n a m
Pokemon GO Android App Found

Media Contacts =

Overview

Pokemaon GO is the first Pokemon game sanctioned by Nintendo for i05 and Android devices. The augmented
reality game was first released in Australia and New Zealand on July 4th and users in other regions quickly
clamored for versions for their devices. It was released on July 6th in the US, but the rest of the world will
remain tempted to find a copy outside legitimate channels. To that end, a number of publications have
provided tutorials for "side-loading” the application on Android. However, as with any apps installed outside of
official app stores, users may get more than they bargained for.

In this case, Proofpoint researchers discovered an infected Android version of the newly released mobile game
Pokeman GO [1]. This specific APK was modified to include the malicious remote access tool (RAT) called
Droidjack (also known as SandroRAT). which would virtually give an attacker full control over a victim's phone.
The Droidjack RAT has been described in the past, including by Symantec [2] and Kaspersky [3]. Although we
have not observed this malicious APK in the wild, it was uploaded to a malicious file repository service at
09:19:27 UTC on July 7. 2016, less than 72 hours after the game was officially released in New Zealand and
Australia.




GRAHAMCLULEY Yy f & & N

award-winning computer security news, advice and opinion 56,092 14,103 2,572 15Kk

News Newsletter Videos Podcasts Speaking Sponsor About - Q

This week's sponsor: Get trending info on hackers, exploits, and vulnerabilities for FREE with the Recorded Future Cyber Daily.

Super Mario Run for Android? No, it's malware stay informed with our free GCHQ

newsletter
] H !
It's a me... malwario! Over 75,000 people follow Graham Cluley for
news and advice about computer security and

David Bisson | January 8. 2017 8:05 pm | Filed under: Android, Google, Malware ®1 : : )
internet privacy.

Latest videos

I ._-. . A I Il s " ¥

=
Whatever happened to Smashing
Security?

L X A

—

Attackers have created a fake version of Super Mario Run for Android in an attempt to
trick unsuspecting smartphone users into downloading the Marcher trojan.

Marcher is a type of banking malware that acquires administrative privileges on every
Android device it infects. It then \fvaﬂs.for a victim to r:_:pen a banking or payment app Srmishiliig Becisriy #0047 " Vo dart
as well as other well-known services installed on their phones such as Gmail and mess with Brian Krebs"

Facebook January 19, 2017




2016 — H1 2017 Observed Threats

Malicious estival Engineering
Macro In | Phishing

.DOC form ‘ r‘

Android

WV EWTETLE

o
F-Secure. =™



® @ Sign-in attempt was blocked
« €« - L I

® Google & October 5, 2016 at 10:59 AM
To: ms— m

Sign-in attempt was blocked

Google O

Someone has your password

Hi=a
Someone just used your password to try to sign in to your Google Account . .

Information:

Thursday, 6 October, 1:0:31 UTC
New York, United States

Internet Explorer

Google stopped this sign-in attempt, but you should change your password.

CHANGE PASSWORD &

https://www.google.com/amp/tiny.cc/l ™

Best,
The Mail Team

© 2016 Google Corp., 1883 Amphithaetre Parkway, Montain View, CA 92042, USA F-Secure.



IBT- UK Woaorld Business Politics Fintech Technology S IBTs UK World Business Politics Fintech Technology Science Sp IBT= UK Woarld Business Palitics ] Technology Sclence Sport Entertainmer
Smartphones Cybersecurity | Innovstion | SocialMedia | € Smartphones Cybersecurity | Innovation | SocialMedia | Games | M Smartphones Cybersecurity | Innovation | SocialMedia | Games | Motoring

Cable giant Leoni AG loses €40m after C

transfers funds to hacker's bank account
® Leoni AG shares dropped by 7% after a CFO fell for phishing scam.

fi

Facebook and Google employees fa
phishing scam, losing S100m to ha

» Tech giants were tricked into authorising payments over two year

f

By Mary-Ann Russon
Updated March 20, 2017 17:44 GMT

By Mary-finn Russon
April 28, 2017 13:23 BST

= ; : - Phishing emzil scams are still the best way for attackers to hack into 2 power plant
Facebook and Google have admitted that a hacker scammed their employess out of 5100m by b

impersonating 2 Chinese hardware supplier
Europe's largest manufacturer of electrical cables and wires Leoni AG has seen its sha

between 5-7% after reporting that an email phishing scam caused the company to lose

Employees from Facebook and Google were tricked into transferring $10(
(%44.7m, £32.7m) overnight.

toa hacker's bank account overseas as part of a sophisticated email phishi

Leoni AG is a German firm, but it has a factory located in Bistrita, a city in northern Rot
According to Romanian newspapers, on 12 August, the funds disappeared because the
Bistrita factory was tricked into transferring money into an unknown bank account be
email looked like it came from one of the manufacturer’s top executives in Germany.

Evaldas Rimasauskas, 48, from Lithuania is alleged to have hacked into Fac
Taiwanese computer hardware parts supplier Quanta in order to figure ou
departrments and in charge of issuing, authorising and paying invoices.

Mattel loses S3m in email phishing scam but
Chinese authorities save the day

By Mary-Ann Russon
March 30, 2016 13:33 B5T

£ W 8 a]in]

f

Mattel, kmoven for its Barbiz dolls, was the victim of an email phishing scam that almost cost the firm $3m

US tay company Mattel, the maker of Barbie dolls and Hot Wheels cars, was the victim of a
sophisticated email phishing scam in 2015 that enabled cybercriminals to almost get away with $3m
(£2.1m), but luckily a Chinese bank holiday and efforts by Chinese authorities managed to prevent
the loss,

In April 2015, Mattel underwent corporate change, firing its CEQ Bryan Stockton and instating
Christopher Sinclair to take his place. Crafty Chinese cyber thieves sought to use this to their
advantage by sending an email in Sinclair's name to an unnamed financial executive on Thursday 30
April 2015 requesting a new vendor payment to China, according to an Associated Press
investigation into financial crimes in Wenzhou, Zhejiang provinee.
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THREATS AND
THEIR
CHALLENGES
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SPAM CAMPAIGNS

* Normally sent by a botnet
= sometimes tracking the actual threat actors may take a while,
= although we know that most of them were spread thru EKs

—
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RANSOMWARE

* Holds one’s important documents as hostage, and requires
ransom in the form of virtual currency, bitcoins

= Still using their own Tor network for payments to decrypt files
* May become challenging once they start using the cloud

—
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DDOS AS A SERVICE

= Distributed Denial of Service-as-a-Service
* For taking a site offline

" |t used to be that you need to have a network of contacts and
great technical expertise

» Some offer it for as low as $20
= Ransomware as a service Is also available

—
43 © F-Secure Confidential F-Secure. %™



MALWARE
FOOTPRINTS

* \We are able analyze and understand its characteristic
» possible infection vector
* Possible stolen data storage
» Geographical location, but not the exact IP or client

» Engagement with local law enforcement agencies
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TOP10/24H

Trojan:J5/Kotka.B 3051
J5:Trojan.Cryxos.261 1027 £
Exploit:-15/RigEK.F 525
Trojan.Ransom.WannaCryptor.H 500
Trojan.LNK.Can 454
‘Worm:W32/Downadup.genld 391
Win32. Worm.DownadupJob A 330
Trojan:HTML/Browlock.C 318
J5:Trojan.J5.Agent.QKT 234
Worm:W32/Ippado_A 232

24H

Niedarziar. DE Trojan.J5.Downloadar.FDN
Caszablanca, N Can:Variant Strictor.64548
Fortaleza, ER Can:Variant Razy.189455
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