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INVESTIGATION 
SECTION

1
•DIGITAL FORENSIC

2
•TACTICAL SUPPORT

3
•BUDGET, MAINTENANCE & DATA CENTER

4
•ACREDITATION AND COOPERATION

5
•CYBER PATROL



CYBER CRIME INVESTIGATION SATELITE REGION :
 JAKARTA
 SURABAYA
 BALI
 NUSA TENGGARA BARAT
 MEDAN
 PALEMBANG
 BATAM

CYBER CRIME INVESTIGATION CENTRE– INP HEADQUARTER, JAKARTA



DIGITAL FORENSIC

INVESTIGATOR ROOM 



CYBER CRIME SERVER

TRAINING ROOM



INVESTIGATION ROLE
IN indoenesia national police

Report From Police

Report From Citizens

Investigation

• Arrest the suspect
• Seizure crime scene
• Interogate the suspect, 

Victim and Witness
• Examine the Evidence 

(Digital Evidence, etc)

Sent the suspect to the 
court

• Send File Case to the 
Prosecutor



INVESTIGATION TOOLS 



DIGITAL FORENSIC ROLE
IN indoenesia national police

Seizure by Seizure by 
InvestigatorInvestigator

ExamineExamine
The Digital The Digital 
EvidencesEvidences

Digital EvidencesDigital Evidences

AnalyzeAnalyze

Input The Input The 
EvidencesEvidences

To our systemTo our system

Lab. ReportLab. Report



DIGITAL FORENSIC TOOLS

 ANTANALYZER
 RAPID IMAGE
 ENCASE, FTK, X-WAYS
 CELLEBRITE, XRY



Digital evidence 2016

107

48

145

2

60

58

16

2

6
5

Han
dphon

e

Lap
top

Sim
car

ad

PC/ CPU

Hard
disk

Mem
ori

car
d

Flas
disk

Tab
let

/Ipad

Mod
em

CD-R
/DVD-R

NO Evidence Total

1 Hand phone   107 Unit
2 Laptop   48 Unit
3 Simcard 145 Buah
4 PC/ CPU     2 Unit
5 Harddisk   60 Unit
6 Memoricard   58 Buah
7 Flasdisk   16 Buah
8 Tablet/Ipad     2 Unit
9 Modem     6 Unit
10 CD-R/DVD-R     5 Keping

TOTAL 449



http://www.apjii.or.id/v2/read/page/halaman-data/9/statistik.html



INDONESIAN LAW 

1. LAW OF THE REPUBLIC OF INDOENSIA NUMBER 1 OF 1946 
CONCERNING INDONESIAN CRMINAL CODE (KUHP)

2. LAW OF THE REPUBLIC OF INDONESIA NUMBER  19 OF  
2016 CONCERNING ELECTRONIC INFORMATION AND 
TRANSACTION;

3. LAW OF THE REPUBLIC OF INDONESIA NUMBER 44 OF 
2008 CONCERNINGPORNOGRAFI;

4. LAW OF THE REPUBLIC OF INDONESIA NUMBER 36 of 1999 
CONCERNING  TELECOMUNICATION; 

5. LAW OF THE REPUBLIC OF INDONESIA NUMBER 23 of 2002 
CONCERNING CHILDREN PROTECTION;



Fraud
(49% / 1303case)

Threats
(33% / 880case)

Pornography
Child Porn

(3% / 76case)

Hacking
(2% / 47case)

Gambling
(1% / 16case)

Defamation
(29% / 297case)

Identity Theft
(1% / 23case)

DATA OF CRIME TOTAL JANUARY - NOVEMBER 2016



Fraud
(53% / 248case)

Threat
(5% / 24case)

Pornography
Child 

Pornography
(4% / 18case)

Gambling
(12% / 59case)

Defamation or 
hatespeach

(35,7% / 106case)

Identity Theft
2% / 8case)

DATA OF CRIME CLEARANCE JANUARY – NOVEMBER 2016



PREDATOR ON FACEBOOK

SUSPECT 
FACEBOOK

VICTIM
FACEBOOK

INDONESIA CYBER CRIME CASE



SUSPECT

Tjandra Adi Gunawan, 37 thn

Manager Quality Assurance PT KSM

• 1 Unit Laptop Acer

• 1 Unit Laptop Lenovo 

• 1 Unit Samsung galaxy tab gt n5100

• 1 Unit modem huawei, simcard “3”

• 5 Unit flashdisk

• 1 Unit samsung duos, simcard esia

• 1 Unit blackberry bold, simcard telkomsel.

Digital Forensic Report, we find that he have 10.236 
CHILD PORNOGRAPHY PICTURE 



INVESTIGATION PROBLEMS

• PROXY IP

• ANONYM PROFILE ON SOSMED

• INVESTIGATE MALWARE

• ILLEGAL ACCESS ON CYBER FRAUD

• SUSPECT IN OTHER COUNTRY

• LONG TIME CASES FILE PROGRESS

• NOT HAVE ONE BIG DATA SOURCE LIKE IDENTITY, BANK 
ACCOUNT, TAX, ADDRESS, MOBILE PHONE DATA, REGISTRY 
VEHICLES



DIGITAL FORENSIC PROBLEMS

PATTREN PIN CODE CLOUD STORAGE

CHINESS 
PHONE

ITUNES BACKUP 
ENCRIPTED

DATA ENCRYPTED



THANK YOU


