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Legal Al ChatBot

The historical archives of the European Parliament now speak directly to citizens

Legalytics designs customer journeys, conversation dialog, user experience
and knowledge base for a cloud based chatbot that will fulfil the use cases
for Legal industry / Law firms.
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Commission [aunches a new general-purpose
Al tool - GPT@EC

The Commission has released a pilot for GPT@EC, a secure general-purpose corporate tool using
generative artificial intelligence (Al).

The tool has been developed by the Directorate-General for Digital Services (DIGIT), and is based on a
successful previous project, GRT@JRC, that the Joint Research Centre (JRC) has put in place for
generative-Al scientific and research purposes. GRT@EC offers an alternative to third-party generative Al
tools, limiting the risks of mishandling Commission data.
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Objective: create guidelines

* Promote the digitalisation and publication of court decisions
to iIncrease transparency and access to justice,
harmonisation of case law, and further use of the data in
appropriate cyberjustice tools (e.g., case law search
engines, decision support systems)

* Provide guidance on compliance with human rights
standards and provide illustrations of technical solutions
(e.g., anonymisation and pseudonymisation) in line with
other GT-Cyberjust and CEPEJ tools



Legal basis

4.These guidelines provide practical advice -methodological, technical
and organisational —to States on the design, implementation and use
of these databases, with the aim of establishing a common framework
guided by respect for the rights guaranteed by the European
Convention on Human Rights (ECHR), the Council of Europe’s
Framework Convention on Artificial Intelligence and Human
Rights, Democracy and the Rule of Law(CETS225) the protection
of personal data in the light of the Council of Europe's Convention
for the Protection of Personal Data (CETS108), as well as the
principles set out in the European Ethical Charter on the Use of
Artificial Intelligence (Al) in Judicial Systems and their Environment
(the CEPEJCharter),and Regulation (EU) 2024/1689 of the European
Parliament and of the Council of June 13, 2024 laying down
harmonized rules on artificial intelligence.



CEPEJ Working Group on Cyberjustice and Al

6. These guidelines have been prepared by the CEPEJ
Working Group on Cyberjustice and Al (CEPEJ-GT-
CYBERJUST) based on the contribution of experts. It is
leaning on numerous texts relating to the digital
transformation of justice and the use of Al drawn up by the
various bodies of the Council of Europe and other
international organisations. The analysis of a questionnaire
distributed to member States through the European
Cyberjustice Network (ECN), has equally served as an
important knowledge base.



Motivations

d Open and transparent justice

 Judicial legitimacy and public confidence in the
judicial system

[ Better access to information, justice, and legal
knowledge




Principles

d human rights-based publication: the publication of judicial decisions and their digital
preparation should respect human rights as well as democratic principles and the rule of
law, including the right to a fair trial, the independence of judges and the criminal
procedure of each Member State. In particular, the online repository of decisions
should not allow the manipulation or application of technical "filter bubbles™ of
information, nor limit autonomous access to legal information through search
engines.

] access to decisions according to criteria that respect fairness between users,
impartiality and non-discrimination: access to judicial decisions should guarantee
fairness between users, impartiality in the presentation of information, and non-
discrimination, whatever the pre-selection criteria or filters used by the search engine;

J responsible, explicable and transparent search criteria: the search should be
justifiable at all times from the point of view of reliability (e.g. the right to be forgotten),
the criteria adopted by the search engine (e.g., classification) and transparency in the
document management policy;

J user-centred publication: the different needs of users -judges, lawyers, journalists,
laypersons, etc. -in terms of access to legal information, accessibility, ease of search,
transparency, easy viewing and comprehensibility must be taken into account;

1 technical neutrality of the chosen solutions: solutions should not favour a specific
technology or supplier, but should be neutral, open, inclusive and geared towards

minimisini the diiital divide.
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A. Ethics and sustainability
Guideline No. 1 on respect for human rights and the

principle of transparency

25. The methods and criteria used to select, label, summarise,
categorise, aggregate or group similar judicial decisions, assign a
relevance score and provide suggestions (including those generated
by virtual assistants under the supervision of the user) should be
explained transparently and as clearly as possible, and made available
to end-users on the portal. In particular, any use of Al should be
clearly notified.

26. The immediacy of publication is fundamental to the implementation of
the principles of accessibility, transparency and consistency.
Nevertheless, to ensure respect for the right to a fair trial, judicial
decisions should not be published before they have been notified to the

interested parties.



Guideline No. 2 on extraction and conservation

28. Judicial decisions published online should be reliable and

Q

Q

Q

durable, by being extracted directly from court systems and
accompanied by relevant metadata. The use of structured
formats and long-term preservation standards to maintain
the integrity of the information beyond the evolution of
technologies should be encouraged, thus ensuring the
continued accessiblility of the data, but also its future
interoperability.

Standard (e.g., Akoma Ntoso XML)
Metadata (e.g., DCAT_AP, Linked Open Data)
Preservation over time




B. Availability and completeness
Guideline No.4 on completeness of the information
made available

33. Comprehensiveness ensures that the relevant aspects of
the judicial system are accessible to the public and legal
professionals. This approach strengthens confidence in the
judicial system and enables public scrutiny of the work of the
courts.

2 Unfiltered online publication.
o Case law of European and international courts.
- Summary of the decision should always include the full text.



Guideline No. 5 on categorisation and labelling
Minimum standards for categorisation and labelling
of judicial decisions published online should be put
in place.

39. The definition of balanced vocabularies and their continuous
updating ensure that legal information is labelled in a way that is
relevant, adaptable, and evolutionary.

These precautions not only ensure accurate and exhaustive
categorisation, but also enhance access to and interoperability of
legal data over time.

o Standard ELI and ECLI
o Clear labelling method
o Thesaurus updated and published

“a balanced and exhaustive categorisation, avoiding focusing solely
on the topics most frequently addressed in case law or most
frequently searched for by users.”



C.

Accessibility

Guideline No. 6 on online publication

44. A single national portal or website for consulting judicial

Q

a

decisions, guaranteeing effective and inclusive access should
be put in place. Transparency and trust in the judicial system
implies free public access to decisions, which contributes to
the establishment of a justice system that is more
comprehensible, open and connected to the needs of citizens
and experts.

Standard of Open Data
Permanent URI to navigate the digital resources



Guideline No. 7 on search functionalities

57. Users should know whether search systems are Al-driven and
whether they have access to "search algorithms®™. |In all cases, the
model, approach and parameters of the search algorithm should be
clearly stated and explained, in line with the principle of transparency.

Guideline No. 8 on advanced functionalities and user
experience

62. Advanced tools should be provided (e.g. conversational chatbots)
to enhance document retrieval or access to Al-generated summaries
of decisions regarding a certain legal aspect or state of affairs. These
tools should be based on a robust methodology that should be certified
and tested in accordance with the standards of Council of Europe
Convention 108 and Regulation (EU) 2024/1689.

Article 50: Transparency Obligations for Providers and Deployers
of Certain Al Systems



Guideline No. 9 on making decisions available in
machine-readable format

63. Decisions in machine-readable format and judicial metadata in
open data should be made as accessible as possible, and their re-
use should be governed by appropriate licences. This promotes
transparency and open science, while guaranteeing respect for
legal, ethical, and human rights principles, in particular the principle
of equality of arms.

Open data
API
Metadata

Re-use using Open License
Machine-readable format (e.g., XML, HTML, etc.)

U OO0 0O O



D. Security
Guideline No. 10 on cyber security

67. Preventive cyber-security measures for the online
publication of judicial decisions should be put in place.
Online decision publication sites or portals contain sensitive
information. They can therefore be targets for malicious
cyber-attacks: data theft, service interruption or sabotage,
alteration or manipulation of the content of decisions for
disinformation purposes, etc.

Guideline No. 11 on user data protection

Guideline No. 12 on anonymisation and pseudonymisation



E. Organisation
Guideline No. 13 on publication governance

80. The establishment of sustainable organisational
structures, consultation with legal professionals and
cooperation between all the services involved should ensure
the integrity, interoperability and compliance of publication
with the applicable legal standards -particularly in terms of
data protection.



Guideline No.14 on design and development

85. Emphasis should be placed on the need for the judiciary
to strategically plan and assess requirements for the
publication of judicial decisions, taking into account end-user
specifications and technological developments. It is
important to involve judges and to consult external experts to
iIncorporate best practice and new technologies, such as Al,
while respecting ethical principles and human rights. These
measures ensure that systems remain adapted to the needs
of the various categories of users and meet the challenges
posed by technological developments.



Guideline No.15 on human capital and training

89. The system for publishing judicial decisions online should
have adequate and qualified human resources to operate
effectively. Ongoing specialist training and strategic skills
management should ensure the sustainability and competence

of the staff involved in the process.
Guideline No.16 on continuous process improvement

94. It is important to create helpdesk, while incorporating
monitoring mechanisms to constantly improve the quality and

effectiveness of the system.

o satisfaction surveys
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132 questions

30 surveys, for 21 countries are here presented

AT, BE, CH, CZ, DE, DK, FI, FR, HU, IE, IS, IT, LT, LU, LV, MD, MT,
PL, Sl, SK, UK

8.556 answers: 4.093 were of null value, whereas 4.463 had some
valu

Q1.According to your understanding, what is the goal/objective pursued by the publication of court decisions ?

open justice and transparency mjudicial legitimacy u better stoinformaton ~~ mincreased consis istency of judicial decisions
sed public trust/confidence in the judicial system ® uniform application of the law m to facilitate the work of legal professionals m to facilitate rch on jurispruden



Goal for the accessibility of case-law

Q1.ACCORDING TO YOUR UNDERSTANDING, WHAT IS THE
GOAL/OBIJECTIVE PURSUED BY THE PUBLICATION OF COURT

to facilitate

research on DECISIONS ? open justice and
jurisprudence; 23; transparency; 27;
14% 16%

to facilitate the
work of legal

professionals; 22;
13%

judicial legitimacy;
14; 9%

better access to
information; 25;
15%

uniform application
of the law; 16; 10%

Increased public
trust/confidence in
the judicial system;

25; 15%



Q2. DECISIONS OF WHICH COURTS ARE PUBLISHED IN DIGITAL FORMAT
FOR PUBLIC ACCESS AND FOR INTERNAL ACCESS?

Lower Other courts ; 4; 5% Constitutional
administrative; 9; court; 14; 18%
12%

Completeness

High administrative
2 13;17%
Supreme court; 16;
21%

District courts; 8;
10%

Courts of appeal ;
13;17%

Q4.Do you select the court decisions before publication?

m All the court decisions are published = Only the high court’s decisions are published



Q12.Is there a legal framework for classification and/or
anonymization? If yes, please describe.

Framework

myes mno
Q1 8_.How Iong does it take for the decisions to be
82% delivery of case-law after available online?
the official communication to the
pa rt| eS Less than one month

With periodicity less than one
mo nth Between one to two months

License strategy is very weak

More than two months




Q6.Please choose the criteria that apply for the
publication of decisions

Megative criteria (e.g., exclusion of... |IIEGINHNGGGGES
Positive criteria selection (e.g., concep, rule... GRS
Selection by substance |
Selection by topic NG
Geographical selection 1S
Hierarchical selection |GGG
0 > 10 15 20 25

HYes EWNO

30



Security

Q24.Do courts have an information security policy for
avoiding cyber-attacks ?

DPO

Disaster recovery plan

Saving policy

Security policy

13 13,5 14 14,5 15 15,5 16 16,5

Missing a security policy in case of data breach/ request of
«right to be forgotten»/request of de-anonymization



Q52.How is the functionality of the search system

; i
enhanced: Search engine

Notes (e.g., references to statute law, court...
Commentary: summary,/analysis
Abstracts
Fixed vocabulary

Code lists (e.g. subject matters, type of the...
Keywords for topics

Headings elements of decision (e.g.,...

ECLI searchability

IHHHI

=
LA
|_'||
-
|_'||
Ln
P
=
P
LA
(]
-

mNo mYes

Q51.Is it possible to make search by article of
legislation included in the court decisions?

Connection with legislation,
bUt nOt pOInt'In'tlme Wlth the In the future, it is already planned -
appropriate version

No, but it is interest -



Q69. When is the case classified?

when the judgment is published _ C|aSSificatiOn

when the case is being enforced

when the case is assigned to a judge, when .
the judge issues a judgment

when the complaint/action is received _

0 2 - 6 8 10 12 14 16

Q70.Who is doing the classification?
» Classification made by the o

judges Law schoal

assodation, no-profit entities

* During the publication bar assodiation, awyers
prosecutor office, attorney

external company (specify the typology...
administrative staff

judge h
0 2 L 6 8 10 12

m ['Responsible for annotation']
m ['Responsible for classification']

B ['Responsible for classification’, 'Responsible for annotation’]



Q77 and Q78

1919

20

Open Data

Interoperability
6
I; Lo :n:: oo 11 1:
‘p&; | {Q‘@&"b {:}Q& qs:f{ {)GQ* qﬁfﬂ
@‘5’9‘

m In which format are court decisions stored in the document collection repository?

B Which format is released to the public access?

Q80.Which standards are you using for modelling
e PDF is still the format used metadata for improving the searchability of the portal?

 We should move to digital format
machine-readable for improving
search functionalities, open data, PREMIS (PREservation Metadata) |G
re-usability, long term preservation VoD (Metadata O e Do on

Schema)
« ECLI has be used but should be B
_ ELI (European Legislation Identifier) || NEGEGGNES
improved

° API and |ICenSG are nOt frequently ECLI (European Case Law Identifier) || GG
managed 0 2 4 6 8 10 12 14

Hyes WNO

OAIS (Open Archival Information System) [

16



Q91.Is there a specific legal framework regarding
anonymization (legal provisions whether or not decisions

must be anonymized)?

myes EnNo

Anonymized By default
By the judge/staff

In the major of the courts
Anonymized ex-post

Anonymization

Q93.Are decisions anonymized by default or only
as an exception —on request of the data subject
or by a decision of the judge ex officio orin
certain specific types of cases (e.g. minors, cases
where the public was excluded, etc.)?

only in some cases

0 2 - b 8 10 12 14 16

18



Q112.How is anonymization achieved?
1o

Anonymization

»

= Manual with some software support

m Completely manual

= Mainly automated with manual monitoring and correcti on

Mainly automated
Q110.How is anonymised (pseudonymised) data

® While drafting the decision _
presented in the document?

4:10% 1, 3%

5: la%‘ .14 36%
With the support of ICT
but manually supervised 15,33%

RemOV| ng/replaC| ng data m Deleting or blackening the personal data or by replacing them by dots

= Using initials, either by shortening names into initials or by choosing random initials

= Replacement by fake data
Replacement by role

B Omissis



Q120.Do you use Al tools in the court decisions
digitalization/publication

no; 15; 75%

mYyes ENO

Al is used in limited
tasks, mostly for the
anonymization and
classification operations

yes: 5; 25%

Use of Al

Q122. Are Al tools used for which purpose?

Automatic anonymization
Distribution of the case-law to each judge

Speech to text

Automated structuring and indexing of court
files

Automated recognition of related documents
Automatic classification of documents

Automated registration of cases

-
a II !
P
L
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ANNEX IV: Checklist on the organisational framework for online publication of judicial
decisions and access to legal knowledge

Tick (yes/no)
Governance
The Council for the Judiciary and/or judges must be involved O O
In the publication policy.
Fublication covers the entire lifecycle (development, O O
deployment, sefting up the appropriate organisational
structure, publication and maintenance).
Interoperability with other judicial and legal information O O
systems is envisaged.
A precautionary approach with preventive policies and risk O O
assessment is adopted.
Binding rules apply to the publication of case law. O O
The necessary organisational structure is in place. O O
The intemal rules relating to the internal organisational O O
structure and processes are applied.
Cooperation with other communities is envisaged. O O
Cooperation with the legislative authonties is established and O O
standards are hamonised and set.
Design and development




Conclusions

1. There is an acceptable level of consciousness of the strategic goals and
benedfit to develop an accessible portal with all the case-law.

2. Reinforce the organization aspect with a specific task-force for
managing the anonymization, classification, and accessibility policies in
transparent way, especially regarding the filters in the search engine.

3. Avoid fragmentation in many different databases with a variety of criteria.

4. S%pport the integration between different levels of courts and with CJEU,
ECtHR.

5. Define Open Government Data policy and plan, for releasing in
machine-readable format the material and metadata (e.g., ECLI, AKN,
ELI). This permits to opening of new scenarios for improving the
searchability and the data analytics of the judiciary system.

6. Declare clear and accessible guidelines explaining the methodology
concerning anonymization, classification, and search engine algorithms,
especially if they use Al.



	Diapositiva 1
	Diapositiva 2
	Diapositiva 3
	Diapositiva 4: Objective: create guidelines
	Diapositiva 5: Legal basis
	Diapositiva 6: CEPEJ Working Group on Cyberjustice and AI
	Diapositiva 7: Motivations
	Diapositiva 8: Principles
	Diapositiva 9
	Diapositiva 10
	Diapositiva 11: A. Ethics and sustainability  Guideline No. 1 on respect for human rights and the principle of transparency 
	Diapositiva 12: Guideline No. 2 on extraction and conservation
	Diapositiva 13: B. Availability and completeness  Guideline No.4 on completeness of the information made available 
	Diapositiva 14: Guideline No. 5 on categorisation and labelling Minimum standards for categorisation and labelling of judicial decisions published online should be put in place.
	Diapositiva 15: C. Accessibility  Guideline No. 6 on online publication 
	Diapositiva 16: Guideline No. 7 on search functionalities 
	Diapositiva 17: Guideline No. 9 on making decisions available in machine-readable format
	Diapositiva 18: D. Security  Guideline No. 10 on cyber security 
	Diapositiva 19: E. Organisation  Guideline No. 13 on publication governance 
	Diapositiva 20: Guideline No.14 on design and development 
	Diapositiva 21: Guideline No.15 on human capital and training
	Diapositiva 22
	Diapositiva 23: Goal for the accessibility of case-law
	Diapositiva 24: Completeness
	Diapositiva 25: Framework
	Diapositiva 26
	Diapositiva 27: Security
	Diapositiva 29: Search engine
	Diapositiva 30: Classification
	Diapositiva 31: Open Data Interoperability
	Diapositiva 32: Anonymization
	Diapositiva 33
	Diapositiva 34: Use of AI
	Diapositiva 35
	Diapositiva 36: Conclusions

