Tender 9157/2023/07 — QUESTIONS AND ANSWERS

3AMUTAHHA Ne 1:
Y AOKyMeHTaLji 3a3Ha4YeHo, Wo NoTpibHO NPOBECTM HaNALWITYBAHHA MEPEKHOro Ta cepBepHOro obnagHaHHs.
[Ns OUiHKM TPYAOBUTPAT 3 HaNalWTyBaHHA 061a4HAHHA, NPOLIY HAanpPaBuTK T3 3 BUMOramm Wo40 HaaLTYBaHHS.

BIAMOBIAb Ne 1:
Mig HanalwTyBaHHAM CEPBEPHOro Ta MepeXeBoro 0b6naZHaHHA PO3yMilOTbCA:

MepexeBe 06n1agHaHHA

1. IP-apgpeca Ta nigmepexi:

® HA/lalWTYBaHHSA CTAaTMYHKUX abo guHamiYHKUX IP-agpec ana npucTpois;

® BM3HAYEHHA MigmeperK Ta iX PO3MOoAi/l MiXK PiISHUMM By3NamMun Mepexi;

2. DHCP:

¢ HanawTtyBaHHA DHCP-cepBepa ona aBTomaTMYHOro NpUCBOEHHA IP-agpec npuctpoam;
3. DNS:

* KoHoirypauia DNS-cepBepiB 18 BUpilLeHHsA imeH B IP-agpecu Ta HaBMNakKK;
4. Firewall:

® HanalwTyBaHHA 6paHaMayepa AnA 3abe3neyeHHs 6e3nekn mepexi;

5. VPN:

® HanawTyBaHHA VPN ana 6e3neyHoro 4ocTyny 40 MepesKi 330BHi.

CepBepHe 0b6n1agHaHHA

1. OnepauinHa cucrema:

¢ BMOip Ta HanaWwTyBaHHA onepaLjiMHOi cMCTeMM BigNOBIAHO 40 BUMOT MPOEKTY;

2. AyteHTudiKauia Ta aBTopm3aL,is:

® HaNalTyBaHHA CUCTEMM ayTeHTUIKaLii 1A KOHTPOAO AOCTYNY 4,0 PecypciB cepBepa;

3. OHOBNEHHA Ta NaTui:

® OHOBJ/IEHHA OMNeEpPaLiAHOI CUCTEMM Ta NPOrPaMHOro 3abesneyeHHA ANA YCYHEHHA BPa3/IMBOCTEN;

4. MOHITOPUWHT Ta 10TyBaHHA:

® HaNalWTyBaHHA NAPAaMETPIB MOHITOPUHTY Ta SIOFYBaHHA ANA BUABNEHHA Npobaem Ta aHanisy nogin.

QUESTION No. 1:
The documentation states that network and server equipment need to be configured. To estimate the labor
costs for setting up the equipment, please send the technical specifications with the requirements for setting up.

ANSWER No. 1:
Setting up server and network equipment means:

Network equipment
1. IP address and subnets:

o configure static or dynamic IP addresses for devices;

. definition of subnets and their distribution among different networks nodes;
2. DHCP:

. configuring a DHCP server to automatically assign IP addresses to devices;

3. DNS:

. configuration of DNS servers to resolve names to IP addresses and vice versa;
4. Firewall:

. firewall settings to ensure network security.

5. VPN:

. setting up a VPN for secure access to the network from the outside.



Server equipment
1. Operating System:

. selection and configuration of the operating system according to project requirements.
2. Authentication and authorization:

. configuring the authentication system to control access to server resources.

3. Updates and patches:

o operating system and software updates to address vulnerabilities.

4. Monitoring and logging:

o configure monitoring and logging options for problem detection and event analysis.

3AMNMUTAHHA Ne 2:
Yn BipHO MM PO3yMIiEMO, LLO CTOCOBHO wWto3y Fortigate Ta komytaTopis Mikrotik noTpibHoO AaTh npono3unuii
JIVLe Ha HanalwTyBaHHA, CAMe NOCTa4YaHHA LUboro o61agHaHHA He NOTPI6HO?

BIAMNOBIAb Ne 2:
MocTayaHHsA 3a3Ha4YeHoro obi1agHaHHA He noTpebyeTbes. O61afHaHHA € B HAABHOCTI ¥y PeuunieHTa.

QUESTION No. 2:
Do we correctly understand that for the Fortigate gateway and Mikrotik switches only the configuration needs
to be given, not the actual supply of this equipment?

ANSWER No. 2:
Delivery of the specified equipment is not required. The Recipient has the equipment.

3ANMUTAHHA Ne 3:
Yn icHye gjtodya mepexka B sIKy NoBMHHa OyTM BOyAOBaHa mMeperka, HanalTyBaHHA AKOi NOTPibHO 3pobuTtn?
AKLLO TaK, TO UM MOXKHA HaAATU CxeMy i LifIKom abo Tiel AiNAHKM, A0 AKOI NiAKNOYAETLCA HOBUM CETMEHT?

BIANOBIAb Ne 3:
ICHYe ogHOpaHroBa meperka AKa NoTpebye cermeHTaU|i Ta iMNN1eMeHTyBaHHA NOAITMK A4OCTyNY y BignoBigHOCTI
00 Aitoumnx cTaHgapTiB Kibepbesneku.

QUESTION No. 3:
Is there an active network that needs to be embedded and configured? If so, can you provide us with a diagram
of it in its entirety, or of the section to which the new segment connects?

ANSWER No. 3:
There is a peer-to-peer network that requires segmentation and implementation of access policies in
accordance with current cyber security standards.

3ANMUTAHHA Ne 4:
Yu icHye Ha Aailounii mepeski LeHTpanisoBaHa cucTema asTopusauii / aBTeHTUdiKauii Ta Aka? Yu Tpeba
nigknto4yaTn obnagHaHHA, sike Tpeba HanalToOBYBATU, cCame A0 Hel, K ANs iaeHTUdiKauil iHKeHepHoro AocTyny, TaK i
AnA ineHTudikauii KopmcTyBadis?



BIANOBIAb Ne 4:
ICHye LeHTpanisoBaHM KaTanor Kopuctysadis ActiveDirectory, o AKOro HeobxigHO nNigkNYNTN 0b6NagHAHHA
ANnA aBTopum3auii / aBTeHTUdIKaUil iHXeHepHOro gocrtyny.

QUESTION No. 4:

Is there a centralized authorization / authentication system on the network and what kind? Is it necessary to
connect the equipment that needs to be configured to it, both for identification of engineering access and for
identification of users?

ANSWER No. 4:

There is a centralized ActiveDirectory user directory to which engineering access authorization / authentication

equipment must be connected.

3AMUTAHHA Ne 5:
Yun icHye nepenik cepsicis IT, ski 6yAyTb HaNaWTOBYBaTUCb HA cepBepHOMY 0b1agHaHHI, UM € cepes, HUX TaKi,
Lo NoTpebytoTb CTBOPEHHS oKkpeMmnx B/IAHIB? AKLLO TaK, TO Y4 MOXKHA HaZATU Nepenik Takux cepsicis?

BIANOBIAb Ne 5:
B HanawTyBaHHi cepBepHOro Ta MepexeBoro obnafHaHHA NOTPIOHO KepyBaTUCb MOAENII0 THYYKOro
BUKOpUCTaHHA BJ1AHiB, y BiANOBIAHOCTI A0 3anNpoBaAKeHOI cermeHTau,ii mepeKi i NoNiTUK AocTyny.

QUESTION No. 5:
Is there a list of IT services that will be configured on server equipment, or are there any that require the
creation of separate VLANS? If so, can you provide a list of such services?

ANSWER No. 5:
In the configuration of server and network equipment, it is necessary to be guided by the model of flexible use
of VLANS, in accordance with the introduced network segmentation and access policies.

3ANMUTAHHA Ne 6:
AK NNAHYETLCA 34iMCHIOBATU NiQKNIOUYEHHA CEPBEPHOro 061aaHAHHA A0 MepeXKeBoro? Yu icHytoTb BUMOrM Ha
NiAKNIOYEHHA NOPTIB CepBepiB A0 aKTUMBHOrO 06nagHaHHA Yy BiAMOBHOCTIMKOMY BapiaHTi (Hanpuknag, 3
BMKOPUCTAHHAM MLAG). fIKLLO TaK, TO Y4 MOMKHA 03HAMOMUTUCH 3 LUMWU BUMOTamm?

BIANOBIAb Ne 6:
BignosiaHo ao Bumor cneundikauii obnagHaHHA Ta icHyto4oro obnagHaHHA y PeuunieHTa, MNMocTtavanbHURY
HeobxiaHO 3anponoHyBaTM HLD cxemy mepexeBOi iHOPACTPYKTypu, 3 ypaxyBaHHAM HaWKpawMx MPakTUK Bij
BMPOOHMUKIB, Ta BpaxyBaTh B Npono3uuii.

QUESTION No. 6:

How is it planned to connect the server equipment to the network? Are there requirements to connect server
ports to active hardware in a fail-safe manner (for example, using MLAG). If so, can you please read these
requirements?

ANSWER No. 6:

In accordance with the requirements of the equipment specification and the Recipient's existing equipment,
the Provider must offer HLD a scheme of the network infrastructure taking into account the best practices from
manufacturers, and take into account in the proposal.




3AMUTAHHA Ne 7:

Yn moxknmBa nponosuuia nporpamHoro 3abesneyeHHs «Red Hat Enterprise Linux» Ta nigTpumKm ana Hboro, y
cKnapai cepsepHoro obnagHaHHsA (2 - nodes)? Y1 MOXNMBO BKa3aTh B AOKYMEHTaxX noAaHHa npono3uuii y Joaatky Il ao
TeHpepHoro danny gna nosmuii «Red Hat Enterprise Linux Virtualization Platform for 2 — nodes», sk «Included in
server»? Yu MOXIMBO BKasaTu AOKYMEHTW nogadi npono3uuii ana nosuuii «Red Hat Enterprise Linux Virtualization
Platform for 2 — nodes» BapTicTb no3uuii gna «Included in server» pisHy Hynw?

BIANOBIAb Ne 7:

Y Bunagky, AKWo nporpamHe 3abesnedyeHHa «Red Hat Enterprise Linux» Ta niaTpMmka Aas HbOro BXOAUTb Y
BapTiCTb cepBepHOro obaagHaHHA, TO BOHa MOXKe ByTW nofaHa B CKAaai no3uLii cepsepHoro obaagHaHHA. B KonoHU,
«Title of the proposed IT equipment (please fill in what you proposed)» AoaaTky |l o TeHaepHoro ¢painay, y4acHUKK
TEHAEepPY MatoTb YiTKO 3a3HAYUTK BCi CKAAO0BI, AKi BXOAATb A0 KOXHOI no3uuii. Y BunagKy Brkato4veHHsa M3 «Red Hat
Enterprise Linux» 4o cknagy nosuuii cepsepHoro obnagHaHHA — ue 060B’A3K0BO Ma€e 6yTn 3a3Ha4YeHO B NO3MLT LWOAO0
cepsepHoro obnaaHaHHA. B Takomy BMnaaky y KosoHui «Title of the proposed IT equipment (please fill in what you
proposed)» woao nosuuii «Red Hat Enterprise Linux» noTpibHO 3a3HauYnTK, WO AaHa NO3MLiA BKAOYEHA B NO3WULLO
cepBepHoro obnagHaHHA. BapTictb nosuuii «Red Hat Enterprise Linux» y Joaatky Il go KoHTpaKTy B Takomy pasi
noBMHHa 6yTu 3a3HaveHa K 0 (Hy/b) Ta HagaHo onuc, Wo AaHe M3 BXoAUTb Yy BapTiCTb CEPBEPHOro 061aAHaHHS.

QUESTION No. 7:
Is it possible to offer "Red Hat Enterprise Linux" software and support for it, as part of the server equipment
(2 - nodes)? Is it possible to indicate in the tender documents Appendix Il to the Tender File, for the position "Red Hat
Enterprise Linux Virtualization Platform for 2 - nodes" as "Included in server"? Is it possible to specify in the bid
documents for the position "Red Hat Enterprise Linux Virtualization Platform for 2 - nodes" the cost of the position for
"Included in server" is zero?

ANSWER No. 7:

If «Red Hat Enterprise Linux» software and support is included in the cost of the server equipment, it may be
submitted as part of the server hardware item. In the «Title of the proposed IT equipment (please fill in what you
proposed)» column of Appendix Il to the Tender File, tenderers must clearly indicate all the components included in
each item. If «Red Hat Enterprise Linux» software is included in the server equipment item, this must be indicated in
the server equipment item. In this case, in the «Title of the proposed IT equipment (please fill in what you proposed)»
column for the position «Red Hat Enterprise Linux», it should be noted that this position is included in the position of
server equipment. In this case, the value of the item «Red Hat Enterprise Linux» in Annex Il to the Contract should be
indicated as 0 (zero) and a description should be given that this software is included in the price of the server
equipment.

3ANMUTAHHA Ne 8:
Yu MOXHa oTpumatu Binbll geTanbHe TexHiYHe 3aBAaHHSA Ha BCTAHOB/IEHHA Ta HaNalTyBaHHA CUCTEMM
BipTyanisauii Ha obuncntoBaNbHI cepBePU, HaNALLTYBaHHSA K/1acTepa Ta cMcTemm 36epiraHHA gaHux?

BIANOBIAb Ne 8:
BcTtaHOB/IEHHA Ta HanawWTyBaHHSA CMCTEMM BipTyanisauii Ha 6a3i Red Hat Enterprise Linux Virtualization Platform
NOBUHHO BYTW BUKOHaHe 3 BUKopucTaHHaM naatdopmm Red Hat Virtualization (RHEV). Lo noTpi6bHo 3pobutu:

1. BcraHoBneHHA Red Hat Enterprise Linux Ha Ko}XHOMY cepBepi Ta BCTaHOB/IEHHA HEOBXiAHUX NakeTiB
(gemu-kvm, libvirt, Ta iHwi).
2. 3aBaHTaXeHHs Ta BcTaHoBNeHHs Red Hat Virtualization Manager (RHEV-M) Ha cepBepi, HanawTyBaHHSA

6a3u gaHux (NnoTpibHo BUKopucTaTn PostgreSQL).



3. HanawTyBaHHA XOCTiB BipTyanisauii. JlogaBaHHA xocT-cepsepiB 4o RHEV-M ana ynpasniHHA HUMM.
BcTtaHOBIEHHA HEOOXiAHMX NAKETIB Ha KOXHOMY XOCTi BipTyani3aLii, 30Kpema nakeTu, nos'asaHi 3 nigTprmkoto KVM.

4, CTBOpUTM Knactep Ta A04aTM 4O HbOro XOCT-cepBepu anAa o6'eaHaHHA pecypcisB, HanawTyBaHHA
napameTpiB KnacTepa, Taki AK NONITUKM BUCOKOI A40CTYNHOCTI Ta 6anaHCyBaHHA HaBaHTAXKEHHSA.

5. CTBOpEHHA Ta HanalwTyBaHHA cuctemum 36epiraHHA AaHux, Taky Ak Red Hat Gluster abo NFS ana
CXOBMLLA BipTYya/IbHUX MALUMH.

6. CTBOPUTM BipTyasibHi MalwnHK, BUKOopuUcToBytoun RHEV-M Ta HanawTyBaTh ix napameTtpu.

7. BcTaHOBWTM Ta HafawTyBaT meperkesi Npodini 4na BipTyanbHMX mawmnH. HanawTysaty VLAN Ta iHWI

napameTpu Mmepesi.

8. HanawtyBatn ¢daepBos Ta iHWIi 3acobun 6e3nekn Ha PiBHI XOCTiB Ta BipTya/sbHUX MalLUH. BctaHoBUTHM
OHOBJIEHHSA 6e3neKn Ta NaTyi 417 BCiX KOMMOHEHTIB.

9. HanawTyBaHHA CUCTEMW MOHITOPUHIY ANA BiACTEXEHHA npaue3gaTHOCTi Ta pecypciB XOCTiB Ta
BipTyanbHMX MaLIWH. HanawTyBaHHA N0ryBaHHA 414 aHANi3y NoAiin Ta BUABAEHHA npobnem.

QUESTION No. 8:
Is it possible to get a more detailed technical specification for installing and configuring the virtualization
system on the computing servers, cluster configuration and storage systems?

ANSWER No. 8:

Installation and configuration of a virtualization system based on the Red Hat Enterprise Linux Virtualization
Platform must be performed using the Red Hat Virtualization (RHEV) platform. What you need to do:

1. Installing Red Hat Enterprise Linux on each server and installing the necessary packages (gemu-kvm, libvirt,
and others).

2. Download and install Red Hat Virtualization Manager (RHEV-M) on the server, configure the database (must
use PostgreSQL).

3. Setting up virtualization hosts. Adding host servers to RHEV-M to manage them. Installing required packages
on each virtualization host, including packages related to KVM support.

4. Create a cluster and add host servers to it to pool resources, configure cluster parameters such as high
availability policies and load balancing.

5. Create and configure a storage system such as Red Hat Gluster or NFS for virtual machine storage.

6. Create virtual machines using RHEV-M and configure their parameters.

7. Install and configure network profiles for virtual machines. Configure VLAN and other network parameters.

8. Configure the firewall and other security tools at the level of hosts and virtual machines. Install security
updates and patches for all components.

9. Setting up the monitoring system to track the performance and resources of hosts and virtual machines.
Configuring logging for event analysis and problem detection.




