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This is the first 34 Round written progress report submitted to MONEYVAL by the
country. This document includes a written analysis by the MONEYVAL Secretariat of
the information provided by Ukraine on the Core Recommendations (1,5, 10, 13,
SR.II and SR.IV), in accordance with the decision taken at MONEYVAL’s 32nd plenary
in respect of progress reports.




UKRAINE

First 3rd Round Written Progress Report
Submitted to MONEYVAL

1. Written Analysis of Progress Made in Respect of the FATF Core
Recommendations

1.1 Introduction

1. The purpose of this paper is to introduce Ukrairfe'st progress report back to the Plenary
concerning the progress that it has made to rerttealyleficiencies identified in the third round naltu
evaluation report (MER) on selected Recommendations

2. Ukraine was visited under the third evaluation fmom 22 September to 1 October 2008 and
the mutual evaluation report (MER) was examined addpted by MONEYVAL at its 29 Plenary
meeting (16-20 March 2009). According to the prared, Ukraine submitted its first year progressrep
to the Plenary in March 2010, and the Plenary @uvit/kraine to resubmit a fuller progress reporthi®
September 2010 Plenary in accordance with Ruld ##2dRules of Procedure.

3. This paper is based on the Rules of Procedure dseckin March 2010 which require a
Secretariat written analysis of progress againstcare Recommendatidnghe full progress report is
subject to peer review by the Plenary, assistethbyRapporteur Country and the Secretariat (Ruses 3
40). The procedure requires the Plenary to befigatisvith the information provided and the progress
undertaken in order to proceed with the adoptiothefprogress report, as submitted by the couatrs,
the Secretariat written analysis, both documenitsgbgubject to subsequent publication.

4, Ukraine has provided the Secretariat and Plenatly wifull report on its progress, including
supporting material, according to the establishedess report template. The Secretariat has dréfe
present report to describe and analyse the prograds for each of the core Recommendations.

5. Ukraine received the following ratings on the cBecommendations:

R.1 — Money laundering offence (PC)

SR.II - Criminalisation of terrorist financing (PC)

R.5 - Customer due diligence (PC)

R.10 — Record keeping (LC)

R.13 - Suspicious transaction reporting (PC)

SR.IV - Suspicious transaction reporting related to terrorism (PC)

6. This paper provides, a review and analysis of tleasures taken by Ukraine to address the
deficiencies in relation to the core Recommendati@ection Il) together with a summary of the main
conclusions of this review (Section Il). This pagépuld be read in conjunction with the progreg®iie
and annexes submitted by Ukraine.

! The core Recommendations as defined in the FATFegges are R.1, R.5, R.10, R.13, SR.ll and SR.IV.



7. It is important to be noted that the present amalfgcuses only on the core Recommendations
and thus only a part of the Anti-Money Launderingf@bating the Financing of Terrorism (AML/CFT)
system is assessed. Furthermore, when assessiiggsanade, effectiveness was taken into account to
the extent possible in a paper based desk reviewhebasis of the information and statistics pedi by
Ukraine, and as such the assessment made doesnfioincfull effectiveness.

1.2  Detailed review of measures taken by Ukraine in relation to the Core
Recommendations

1. Main changes since the adoption of the MER

8. Since its mutual evaluation in September 2008, thiedadoption of the MER in March 2009,
Ukraine has taken the following measures with avwie addressing the deficiencies identified in extp
of the core Recommendations:

» adopted a specific AML/CFT Action Plan for 2009-201

« introduced amendments to the Criminal Code (hefi@in&€C), in particular as regards article 209
(Money laundering), and articles 258-3 and 258gk(ific terrorist acts) and introduced a new
article 258-5 (terrorist financing) and to the LafWkraine on Combating Terrorism;

» adopted on 18 May 2010 the Law No. 2258-VI on Pnéwee and Counteraction to Legalisation
(Laundering) of the Proceeds from Crime or Tertdfisancing (hereinafter the AML/CFT Law)
which entered into force on 21 August 2010;

» adopted the Law of Ukraine on Liability of LegalrBens for Corruption Offences (Law no.
1787-VI as amended by Law No. 2258-VI);

« approved Procedures of Submitting Information Caomiog Client Identification by State
Authorities on Request of Reporting Entity (Resiolutof the Cabinet of Ministers no. 746 of 25
August 2010);

« approved Procedures of Registration of ReportingtiEs, Registering Financial Transactions
subject to Financial Monitoring and Submissionhe SCFM the Information about Mentioned
and other Financial Transactions that Could betBeélto the Legalization of the Proceeds from
Crime or Financing of Terrorism (Resolution of @abinet of Ministers no. 747 of 25 August
2010);

« adopted amendments to the Statute on executiomarfidial monitoring by participants of the
securities market (resolution of Securities andclstlarket State Commission no. 1155 of 27
July 2010);

« adopted SCFM Order 125 of 30 July 2010 abrogati@GgN Order no. 40 on Approval Of
Requirements to Organization of Financial MonitgrBy Entities of Initial Financial Monitoring
In Prevention and Counteraction to Introductiorolttie Legal Turnover Proceeds From Crime
and Terrorist Financing of April 2003;

» conducted a number of trainings for the judicidayy enforcement officials and reporting entities
as explained further below.

9. Ukraine has also taken additional measures to agdieficiencies identified in respect of the key
and other Recommendations, as indicated in therggegeport, however these fall outside of the saip
the present report and thus are not reflectedithere



2. Review of measures taken in relation to the Core Remmendations

Recommendation 1 - Money laundering offence (rateBC in the MER)

10. Deficiency 1 identified in the MERActions of conversion or transfer of property da appear to

be fully covered)Conventions requirements for criminalizing actast pertaining toconversion and
transfer of propertyare reflected in the wording of Article 209 of tB€, as complemented by relevant
definitions in the AML/CFT law and the Civil CodglL is defined as an act that includes “the condhict

a financial transaction” or “the conclusion of aalwith money or other property”. The term “finaali
transaction” is defined in the AML/CFT Law as argtian related to assets which is conducted with the
assistance of a reporting entity, and in this cdntassets” include ‘funds, property, property tigland
non-property rights (AML/CFT law, article 1 paraghs (4) and (17)). The Supreme Court had clarified
in this respect that such a transaction could begased not only through a reporting entity, brbugh
any other entity of economic management, as definaatticle 55 of the Commercial Code. “Deal” is
defined as any legal action aimed at acquiringngimy or ending civil rights and obligations retht®
that money or property (Civil Code, article 202).

11. Deficiency 2 identified in the MERProperty does not seem to cover intangible assetslegal
documents or instruments evidencing title to, derest in such assetsJhe previous evaluation had
expressed some concern about the scope of propestyred within the ML offence (“money or other
property”) of the CC, as it did not provide for é&gertainty. Property is defined in the Civil Code
“separate things, aggregate of things as well apety rights and obligations (Civil Code, artidl@0)
and in the Economic Code as “the totality of thiragsl other values — including non material assets-
which have valuable estimation, are produced od us¢he business entity’s activity and are repmisst

in the balance and accounted in other forms, ptestrby laws, or record keeping of such entities
(Economic Code, article 139). While there have beeichanges to the definitions of “property” inghe
Codes, the Ukrainian authorities had demonstratedugh excerpts of seizure court orders and
confiscation decisions that in practice, the cowply such measures taking into account a wider
approach.

12. Deficiency 3 identified in the MERThere are no autonomous investigations and progstwiof
the ML offence, as well as no conviction for molaeydering without prior or simultaneous conviction
for a predicate offence proving that the propersythe proceeds of crimelhe current system for
gathering statistical data does not enable to femgeirate information in this respect. However, the
authorities indicated that in the second half dd2there was one case out of 50 convictions wtiene
was no conviction for the predicate offence. Thefemred to existing jurisprudence in particular a
decision of the Ivano-Frankivsk colith an autonomous investigation and prosecutior easwell as to
the Kharkov court decisidnwhere a person was convicted for ML to 5 yearsiisopment, in the absence
of establishing a predicate offence. Ukraine indidaalso that it is receiving technical assistahceugh

an IMF project which includes a component for tiragnon ML investigations and that on 28 May 2010 a
specific training session on autonomous investgati and prosecutions was organised for law
enforcement officials.

13. Deficiency 4 identified in the MER2 out of 20 designated categories of offences atefully
(insider trading and market manipulation) and ficarg of terrorism in all its aspects is not covexed
Law no. 801-VI of 25.12.2008 (introducing amendnsetat certain legal acts of Ukraine concerning the
responsibility for violations on the securities ket) amended article 232-1 of the CC on llicit e

2 Case no. 1-67/2008 (4 June 2008)
% Case no. 1-11/09 (22 October 2009)



insider information. FT was introduced as a stdodeaoffence through an amendment of the CC by Law
no. 2258-VI of 18.05.2010 and is now a predicatierafe to ML (see analysis of SR.Il) . Market
manipulation is still not a criminal offence. Thetkorities indicated that they are preparing draft
amendments to the CC.

14. Deficiency 5 identified in the MERThe applied threshold for predicate offences isindine with

the requirements of RecommendationURraine used to determine the predicate offenga®ierence to

a threshold linked to a minimum penalty of morentBayears. Law no. 2258-VI of 18 May 2010 amended
paragraph 1 of the Note to article 209, eliminating 3 years threshold. Predicate offences nowrcalle
offences for which the CC provides for a punishnierhe form of imprisonment. The Note still progeil
that offences covered under articles 207 (Evasioreturn foreign currency proceeds), 212 (Evasibn o
taxes, fees or other compulsory payments) and (esvaaddition) 212-1 (Evasion of insurance payments
for compulsory state retirement insurance) of thienfbal Code are exempted from the scope of the ML
offence.

15. Deficiency 6 identified in the MERThere appear to be difficulties in the implemeintatof the
offence).The evaluation team had expressed reservatiottseosffectiveness of the implementation of the
ML offence, based on information received and dis@ns held during the visit with various interltans
(see paragraphs 106-115 of the evaluation repdrt)is is an issue which can be fully assessed only
during an on-site visit.

16. As a result of the recommendations made in the ME®authorities reported having taken action
to organise several trainings and to issue guidamcgupport the adequate implementation of the ML
offence by the law enforcement and the judiciarie TTraining Centre of the SCFM, the National
Academy of the General Prosecutor's Office, the dsray of Judges have improved and established
training programs to strengthen law enforcemerdigacities to investigate criminal cases under lartic
209 and 306 of the Criminal Code. Trainings in 2@068ducted by the SCFM were attended by 230 law
enforcement officials and 230 judges, and respelgtin 2010 by 94 law enforcement officials and 110
judges. The curricula of the annual training of Netional Academy of the General Prosecutor’'s @ffic
also includes a permanent training on methodoldgietetect, disclose and investigate criminal cases
crimes related to the legalization of the procdenim crime. Guidance was also issued in 2009 oghFi
against money laundering: Legal and organizatidades of the law enforcement activities”, which
includes a section on practical aspects of orgtaisaf investigative sanctions and typical invgative
situations.

17. The MER had stated that from 2004 and 2008 (fiedf) hUkraine had achieved 8&®nvictions:
603 convictions (out of 1358 criminal cases suleditto court, that is 44%) had been achieved based o
article 209 and 280 convictions (out of 534 crinhicases submitted to court, that is 52%) on théshafs
article 306. Ukraine provided the following updatgdtistical data related to cases based on btithear
209 and 306 of the CC, which has been combinedprikiously reported information:

I nvestigations Prosecutions Convictions (final)
2004 498 174
2005 779 405 228
2006 764 305 177
2007 751 387 211
2008 754 383 212
2009 733 385 195
2010 (June) 425 214 110




18. Taken at face value, these statistics show thatnthmber of investigations, prosecutions and
convictions remained rather stable over the pasty®ars. No further information is available in @rdo
consider the type of cases or the average lengibrgénces/fines applied in such cases.

Special Recommendation |l - Criminalisation of terorist financing (rated PC in the MER)

19. Deficiency 1 identified in the MEREIements of the financing of terrorism are crinlisad solely
on the basis of aiding and abetting, attempt orsgiracy thus, FT is not criminalised in line wiiR ||
requirements as an autonomous offen¢#jraine amended the CC introducing a new articl8-25
“Terrorist financing” which criminalizes “acts conitted with the aim of financial or material proisi
of an individual terrorist or a terrorist organisat or the organisation, preparation or commitnaié
terrorist act, involvement into committing of a rist act, public calls to commit a terrorist act,
assistance to commit a terrorist act, the creatibra terrorist organisation” (Law no. 2258-VI of
18.05.2010).

20. The AML/CFT Law (article 1) also defines terrorfgtancing as frroviding or collecting any
funds in knowledge that they are to be used, ihdulin part, for the organisation, preparation and
commitment of a terrorist act, as defined in the, ®Z an individual terrorist or terrorist organisian,
involvement into a terrorist act, public calls toramit a terrorist act, establishment of a terrorggbup
or terrorist organisation, aiding in commitment aterrorist act as well as any terrorist activitgnd an
attempt to commit such actidns

21. Article 258-5 must be read in conjunction with @gi258, which defines an act of terrorism. As
such, terrorist acts defined in article 258 of @@ do not appear to cover all acts specified ug@Ba) of
the Convention which refers to the offences defiineithe treaties listed in the annex (e.g. thefwdlear
material, unlawful seizure of aircraft) given thhey are limited to the “use of weapons, committing
explosion, arson or other actions dangerous fosques' life or health or causing great damage owvhea
consequences”. However, since Ukraine has ratified’F Convention, the list of terrorist acts rederto

in its appendix should in principle take precedenter the notion of terrorist act in article 258l A
terrorist acts falling within the scope of the kelat conventions referred to in the 1999 TF Corioerare
covered in the Criminal Code. It would however beisable to include an additional reference inceti
258 to terrorist acts provided for in internatiotrakties.

22. Ukraine also criminalises separately the involvemerthe commission of a terrorist act (article
258-1), public calls for the commission of a teisbact (article 258-2), the establishment of aodst
group or terrorist organisation (article 258-3) ahé assistance in the commitment of a terrorist ac
(article 258- 4).

23. Deficiency 2 identified in the MERA number of requirements do not appear or arey quartly
covered (i.e. application to any funds as defimethe TF Convention; Il.1(c)ii; 1.2, 11.3, R. 2iteria 2.2

— 2.5)The use of the term of ‘financial or material geion’ does not allow to preclude whether the CC
offence would cover “any funds” as defined in detit of the TF Convention. As indicated previoudly,

is implied that the definition of funds and propedontained in the Civil Code would apply in this
context, however it remains unclear whether thisilddoe sufficient to cover assets of every kind as
defined in the Convention. The authorities howeraferred in this context also to the definition of
“assets” set out in Article 1.1.17 of the AML/CFR, which covers broadly all types of funds andldou
be applied by the judicial authorities. Article 25&8loes not make any distinction between lawful and
unlawful sources of funding, so both appear todeed.




24. It is an offence to attempt to commit the FT offenas set out under article 15 of the CC, as well
as the other types of conduct set out in article) 2f the TF Convention, ie. participation as an
accomplice, organisation, contribution to the cotrmant of the offence by a group of persons.

25. Terrorist financing offences are predicate offerfoesnoney laundering.

26. As previously mentioned in the MER in respect to,Marious types of evidence arising from
objective factual circumstances may be used ta thieintentional element of the offence.

27. Criminal liability for FT extends primarily to natal persons, with one exception under the Law
on Liability of Legal Entities for Committing Comption Offences, as amended by Law no. 2258-VI of
May 2010. Pursuant to this act, legal persons $fealiable for committing, for and on behalf by thead

of the legal person, its founder, participant drentauthorized person, corruption offences indepethygl

or in complicity with any crime as listed in theMaArticle 258-5 of the CC is covered under thig.Althe
Law provides for various penalties: fines, prohdnitto be engaged in certain activities, confisoati
liquidation of the legal persons (see article 3).

28. In addition, under the Law on the fight againstadsm, the penalty for legal persons takes the
form of liquidation by a court ruling, with propgreing subject to confiscation.

29. Sanctions applied to natural persons for FT incinggrisonment for a term ranging between 5 to
8 years, with deprivation of the right to occupyta# positions or engage in certain activitiesdgreriod
up to 2 years and with confiscation of propertyd anaggravating circumstances, an imprisonmemt ter
up to 12 years. An exemption is provided for pessather than the organizer or manager of theristro
group (organisation), if the person willingly infoed the authorities about the terrorist activityiroany
other way enabled to suspend or prevent the crimaaded or assisted, unless the person’s actioticon
another corpus delicti. These sanctions appeag firdportionate and dissuasive.

30. As regards terrorism offences, Ukraine reported ith@008-2009 the Security Service initiated
the investigation of 2 criminal cases under artizi&8, none of which revealed a connection to FT
activities or evidence of use of natural or legatsons in Ukraine or abroad to finance terrorism.
Naturally, no statistics are available with regardhe offence in the new article 258-5, thus itusrently
too early to assess whether the recent FT provisieffectively implemented and assessed.

31. The legislative changes which are in force as ofjust 2010 provide Ukraine with a satisfactory
criminalization of the FT offence in line with théN Convention on TF. Some technical deficiencies
appear to remain as it remains unclear, in theradgsef jurisprudence, whether the form of suppivem
would be interpreted as including all types of fsindlso it would be advisable that the terroristsac
covered under article 258 and 258-5 include explicall acts provided for in the international
conventions annexed to the TF Convention. Actioils be required to increase the awareness of the
relevant competent authorities on the applicaticinese new offences.

Recommendation 5 - Customer due diligence (rated Pi@é the MER)

32. Deficiency 1 identified in the MERFor banks, CDD measures when carrying out occadion
transactions above the applicable threshold ardtéthto cash transactions This deficiency appears to
be addressed. The AML/CFT law (article 9(3)) reesiia reporting entity to perform CDD measures when
carrying out a single financial transaction withestablishing a business relationship above a datEd
threshold of Ukrainian Hryvnia (UAH) 150 000 (apprd4,450 Euros).




33. Deficiency 2 identified in the MERThe requirement to undertake CDD measures wheryiogr
out occasional transactions that are wire transfersiot set out in law or regulationNBU Resolution
348 (Section V, 4(f)) sets out the procedure whiedjuires to identify a customer initiating the sfar of
an amount equal or above UAH 5,000 (approx. 482&uby entering into the transfer document the
following information:

- name, patronymic name (if any) and surname of tistomer;

- data on the location and account number (if no @@ unigue reference of the transaction);

- the name or code of the bank of the initiator;

- the place of the initiator’s registration (instezEfdhe address, a customer’s taxpayer identificatio

number or date and place of his birth can be india

34. However the requirements above are not establishkeav or regulation (as defined in the FATF
terminology) and there seems to be no obligatioordering financial institutions to verify the idéy of
the originator in accordance with the requirememider R.5. The legal framework (AML/CFT Law or the
Law on Banks and Banking or regulation) was not raaed to set out an obligation for financial
institutions to undertake CDD measures when cagrgmt occasional transactions that are wire trassfe
in the circumstances covered by the IN to SR.Mitédon 5(2)c *f.

35. Deficiency 3 identified in the MERBanks are not explicitly required to undertake Cben
there is a suspicion of money laundering or tembriinancing, regardless of any threshold$he
AML/CFT law (article 9(3)) requires a reporting iéyto perform CDD measures in case of suspiciat th
a financial transaction might be related to ML &t. This deficiency appears to be addressed.

36. Deficiency 4 identified in the MERThere is no explicit requirement in law or regibat for
dealing with doubts about the veracity or adequatyreviously obtained customer identification data
The current requirements do not refer to undertgkBbD and do not cover the full scope of CDDie
AML/CFT law (article 9(5)) covers instances wher tteporting entity has suspicions concerning the
reliability or adequacy of information provided dme customer, and requires the reporting entity to
undertake measures to verify and clarify the custofperson) identity information. This deficiency
appears to be addressed.

37. Deficiency 5 identified in the MERThe definition of beneficial ownership does noteronatural
persons and there is no requirement in law or ragah requiring financial institutions to determimého
are the natural persons that ultimately own or cohthe customer) &eficiency 6 identified in the MER
(Securities institutions are only required to idgnbeneficial owners and understand the ownersinig
control structure of the customer in higher riskuations). The AML/CFT law introduces several
definitions: “control over natural person”, “ cooller”, “ essential share”, “ beneficiary”. The ‘ol
over a natural person” is defined as the posgititit final influence on financial transactions safch a
person regardless of the actual possession ofkasfsite natural person. The “control over a lggakon”
shall mean the direct or indirect ownership by &urs person individually or jointly with immediate
relatives of the shares which equal 50% or moth@ftatutory capital or voting rights of the legafson
or, independently from formal ownership, the cafyaddb executive conclusive influence on the
management or activity of the legal person. A “Bieney” is a natural person for the benefit orargst
of whom a financial transaction is executed.

38. The authorities referred in this context to severéicles of the AML/CFT Act: article 6 - Task,
duties and rights of reporting entities (part 2:3%rmanent update on information on nature ohtke

“ To note: the third round evaluation report hac:tathe view that the NBU resolutions qualify ash&@tenforceable
means” per the definition under the FATF Methodgl¢gee the MER — MONEYVAL (2009) 4 at the following
link: http://www.coe.int/t/dghl/monitoring/moneyval/Evaliions/round3/MONEYVAL(2009)4Rep-UKR3_en.pdf
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activity and financial condition) , article 9 - Ikification and Verification of clients conductitfiggancial
transactions (part 11.3 - Identification of residdiegal persons; part 12.2 - Identification of tesidents
legal persons; part 14 — use of simplified idecdifion procedures and part 15 — instances where the
customer acts as a representative of a persongvthere are doubts whether the person acts omvits o
behalf, or the beneficiary is another person) atidgla 11 - Risk Management (part 3 — measures to
reduce detected risks).

39. The primary obligation on a reporting entity is tdentify clients that execute financial
transactions. For customer that are legal pergepsyting entities are obliged to collect infornoation
persons who have the right to manage accounts eomknpy, owners of significant share in the legal
person and the data for identification of persarostrollers conducting control. If the reportingtign
doubts whether the person acts on its behalf threifoeneficiary is another person, there is a requént
to identify also the other person. Simplified idBoation procedures are allowed for clients whiate
state agencies, state enterprises, internatiosttutions or organisations to which Ukraine paptites
and when conducting a financial transaction on miggal securities market. These deficiencies appears
be partly addressed. There does not seem to bepliniterequirement in the law to verify the iddngtiof
the customer and of the beneficial owner, aparhfoases of suspicion concerning reliability or agexy

of information provided by the customer.

40. Deficiency 7 identified in the MERSecurities institutions are only required to obtamformation
on the purpose and nature of the business reldtipns higher risk situations)The AML/CFT law
(article 6 part 2, subparagraph 24) requires @lbreng entities to verify the purpose and naturéuture
business relations with clients. The deficiencyesp to be addressed.

41. Deficiency 8 identified in the MERThere is no specific requirement in law or regigdat to
conduct ongoing due diligence on the businessicgighip applicable to all financial institutions) &
Deficiency 9 identified in the MERThere is no requirement on non-bank financial itnsbns that
ongoing due diligence should include scrutiny aehtactions undertaken throughout the course of that
relationship to ensure that the transactions beitgnducted are consistent with the institution’s
knowledge of the customer, their business andprigkle, and where necessary, the source of funids.
AML/CFT law (article 6 part 2, subparagraphs 25-&fuires all reporting entities to permanentlyated
the information on the nature of the client’s aityivand financial condition, according to the ldgi®n

and internal procedures, and to analyse the camngigmce of the client’s financial transactionstte t
existent information on the nature of its activapd financial condition. Also, reporting entitiesza
required to individually classify clients considegithe risk criteria (article 6 part 3) and takedfic
measures to reduce detected risks (article 11 k Risnagement). These deficiencies appears to be
addressed.

42. Deficiency 10 identified in the MERThere is no general requirement on financial itgions to
perform enhanced due diligence for higher risk gatees of customers, business relationships or
transactions; the requirements on banks do noecaertain elements of EDDJ.here seems to be a
general requirement to perform enhanced due ditgémased on risks detected.

43. Deficiency 11 identified in the MERThere is no explicit requirement for non-bank fiogl
institutions to apply CDD to existing customer$here is no timeline set for obliged institutiotts
comply with the new requirements under the AML/CIaWw. Article 9 refers generally to “clients that
execute financial transactions”. The only referetwcéexisting customers” can be found under paof 9
article 9 which provides that a reporting entitwakthave the right to refuse the execution of aficial
transaction if the customer with whom a businedatiomship was established fails to submit the
necessary information for identification and vesdtion of the financial activity. The authoritieglicated
that the State Commission for Financial Market Ratipn and the State Commission on Securities and
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Stock Market will review the existing by-laws indar to make necessary amendments to ensure that
CDD measures apply to existing customers.

44. In conclusion, while the AML/CFT law strengthenede tUkrainian regime with regard to
customer identification and addresses several vessies identified in the MER, there appear to remain
number of issues which do not seem to be suffilsiemdvered (explicit requirement in the law to Weri

the identity of the customer and of the benefi@ainer, apart from cases of suspicion concerning
reliability or adequacy of information provided the customer; requirement to undertake CDD measures
when carrying out occasional transactions that waire transfers not set out in law or regulation;
requirement in the AML/CFT Law obliging financiglstitutions to determine for all customers whether
the customer is acting on behalf of another persomprehensive coverage of the situations under the
standards regarding failure to satisfactorily coetglCDD and regarding existing customers). Whiésé¢h
may be covered in more detail under specific ragra and other enforceable means, in the absehce o
information on this, this matter could not be fudiyalysed.

Recommendation 10 - Record Keeping (rated LC in th#ER)

45. Article 6 part 2 paragraph 15 of the AML/CFT Lawquires reporting entities to keep
“documents” on:
- the identification of persons that conducted thearicial transaction subject to financial
monitoring, for a period of no less than 5 yeatsrahe termination of the business relationship.
- documents related to the business relationship tiighclient for a period of no less than 5 years
after the termination of the business relationship.
- All essential data on transactions for a periochofless than 5 years after the completion of
transactions.

46. It is also provided that the record keeping percad be prolonged by the appropriate entity of
state financial monitoring, in accordance with pinecedure defined by law.

47. Record keeping requirements are also covered wiber legislative acts. For banks, the Law on
Banks and Banking (Article 65, which was not amehdequires that all documents on the financial
transactions subject to financial monitoring and thesults of the identification of the persons hgvi
performed such transactions shall be kept by timk lbaring 5 years from the date of performing these
transactions. The results of the identificationtted account owner and the person authorized tanact
his/her name shall also be kept by the bank dusingars from the date of closing the account. The
procedure for registration by banks of a finantiahsaction subject to financial monitoring is gat in
detail in the NBU Regulation on Implementing thadficial Monitoring by Banks (Section 4).

48. For all other reporting entities, except banks, Resolution of the Cabinet of Ministers on Some
Issues of Financial Monitoring Organisation (no7 &f 25 August 2010) sets out in detail the record
keeping procedure. The information collected, dsosé under paragraphs 13-14 should be sufficient t
permit reconstruction of individual transactions.

49, Deficiency 1 identified in the MERNon-bank financial institutions are not requireal maintain
records of the identification data for at leastefiyears following the termination of the account or
business relationship).his is now covered under the AML/CFT Law as eipd above.

50. Deficiency 2 identified in the MERNoO requirement that transaction records shouldsb#ficient to
permit reconstruction of individual transactionghere is no explicit requirement thaansaction records
should be sufficient to permit reconstruction afiindual transactions in the law. However, the ¢itata
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to be gathered, both by banks (under the NBU Ré&gulaand by other reporting entities (under
Resolution 747) is sufficiently comprehensive tonpie reconstruction of individual transactions.

51. Article 6 part 2 paragraph 16 of the AML/CFT Laveporting entities are required to provide
unimpeded access to documents or information aoedain it to relevant competent authorities (editi
of state financial monitoring and law enforcemautharities) upon documentary request.

52. As outlined above, the newly introduced changesapfo address the deficiencies identified in
the MER in respect of record keeping requirememntdihancial institutions.

Recommendation 13 — Suspicious transaction reportin (rated PC in the MER)

53. Deficiency 1 identified in the MERThe suspicious reporting regime could not be relgdras risk-

based and in line with the specifics of differeatters).The AML/CFT Law has modified the Ukrainian

reporting regime in respect of the risk indicattarde considered by a reporting entity when sulrjgc

financial transaction to internal financial monitagy (see article 16). The law has retained the iptesv

approach distinguishing between 3 main categof@sancial institutions are required to subject a

financial transaction to internal financial monitay if it has one or more indicators or containkeot

risks:

1. complex or unusual character of the financial taatisn or aggregate of connected financial
transactions without apparent economic or visialeflil purpose;

2. non compliance of the financial transaction with tiharacter and nature of the customer’s activity;
¢) revealing repeated financial transactions, thieine of which gives grounds to believe that it is
aimed at evading the procedures of obligatory fir&lmmonitoring or identification.

54. If the reporting entity has grounds to believe tiet financial transaction is connected with ML
or FT, itis required to conduct the internal fineh monitoring regarding other financial transans.

55. The previously ‘list based’ risk sub-criteria wesminated from the AML/CFT law, and the
reporting entities are obliged by the law to depdioeir own risk criteria, while they are also reqd to
taken into account the risk criteria developed ly FIU and relevant supervisory authorities. Based
how the additional regulations and/or instructiohsupervisory authorities (to be adopted) willdrafted
and on how reporting entities implement their adign of establishing own criteria, this may striérem

the risk based approach of the suspicious tramsagtporting system. Furthermore the authorities
indicated that numerous trainings were organizeddporting entities (e.g. In 2009, 304 trainingets

for 7993 representatives of banking and non bankimsiitutions, in the first hapf of 2010, 88
representatives of reporting entities were trained)

56. The suspicious transaction reporting obligatiosdsout in article 6 part 2 of the AML/CFT Law
which obliges reporting entities to report to thpe8ally Authorized Agency (ie. SCFM) about finaalci
transactions subject to internal financial monitgriin case of reasonable suspicion that they are
connected with legalization of the proceeds froimerand to transactions related to terrorist firag.c
Proceeds from crime, and terrorist financing afindd in article 1 part 1 and 3 of the AML/CFT land

are in line with the requirements.

57. Deficiency 2 identified in the MERAIIl types of attempted transactions are not falbwered) The
above-mentioned suspicious transactions, includitgmpted transactions, are to be reported regardle
of the amount of the transaction.
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58. Deficiency 3 identified in the MERNO STR requirement in cases possibly involvinglargrading
and market manipulation)rhis remains the case. As mentioned previousheraiments to the CC are
underway in order to include insider trading andkeaimanipulation as predicate offences.

59. Deficiency 4 identified in the MERLow numbers of STRs outside the banking sectograely
affects the effective implementatioihis deficiency was raised, considering that i0722097% of the
submitted STRs were from banks and that there \vatieations of a lack of understanding of other
sectors of their reporting requirements.

60. The desk review does not allow as such to undedal@mprehensive review of effectiveness and
discuss the variations and the quality of STRsivedefrom reporting entities. Ukraine provided upsth
statistics, which show a decrease in the overathbmer of STRs in 2009 (878 803 compared with
1061 765 in 2008). The figures no not show majbanges in respect of non banking financial
institutions' reporting, that is over 97% of theFSTare still generated by the banking sector, wigfight
increase of reporting from financial institutionther than banks in 2009 compared to 2008. The dgur
provided on the number of STRs from currency exgkaseem to be very low and have been decreasing
(11 in 2008, 2 in 2009), which may be an issueasicern, though the authorities indicated that ¢bisid

be explained by the decrease of the overall numbenrrency exchanges which are not bank divisions.

61. As regards the ratio of STRs and threshold refitets by banks and non-banking institutions, the
authorities indicated that this should be seencaesponding to the ratio of transactions done daykb
and non banking institutions (eg. in 2009, banksdoated 283 millions of payment transactions, anrd f
the same period, the number of securities trarmativas below half a million). Furthermore, they
consider that the low number of STRs outside oftieking sector is based on objective reasonsteatd t
this cannot be conclusive as to how the non bank@&etor implements the reporting obligation.

62. Work on enhancing the effectiveness of the STRdesysand reporting is continuously
undertaken through trainings organised for repgréntities, and this is reflected by the importaunber
of trainings organised for these entities in 200®ider to improve their understanding of the répgr
obligations and requirements under the law. Theadlveffectiveness of the reporting system showdd b
thoroughly checked in the course of th& #und on-site visit. In conclusion, while Ukrairs
strengthened its suspicious reporting obligatiaigitional efforts will be necessary to ensure tthet
implementation of the reporting obligation is meféective especially for non banking financial repug
entities.

Special Recommendation IV (rated PC in the MER) — $spicious transaction reporting related to
terrorism

63. Deficiency (No explicit mandatory obligation fondincial institutions to report STRs when it
suspects or has reasonable grounds to suspectftingls are linked or related to, or to be used for
terrorism, terrorist acts or by terrorist organisahs and those who finance terrorism apart from
transactions involving residents of countries whictadequately implement FATF standard3he
evaluation team had identified that the reportifigwspicious transactions related to terroristrfsiag
was not explicitly required in the law. This matteas been addressed by Ukraine. Article 6 par)2
requires reporting entities to inform the authadizggency about detected financial transactionaée of
reasonable suspicion that they are connected weildted or intended for terrorist financing. Sueparts
should be made on the day of detection or of thealahe attempt to perform the transaction. TF is
comprehensively defined in the AML/CFT Law (artidigart 3).

64. Ukraine has addressed this deficiency by clarifyrglicitly in the law the reporting obligation to
transactions related to terrorist financing. Asarelg FT suspicious reports received, statisticavshat 9
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FT STRs were reported in 2008 (8 by banks and & pgwnshop), 11 STRs in 2009 (10 by banks and 1
by the securities market participants), and 3 Sa&®f July 2010 (2 by banks and 1 by an insurance
company). 10 case referrals were disseminatededstturity Service from 2008-2010, and following
investigations; no facts of FT were detected.

1.3 Main conclusions

65. Ukraine reported specific progress on all the d®eeommendations, as outlined in the progress
report submitted to the MONEYVAL Plenary.

66. Since its mutual evaluation, Ukraine has workedtlom basis of an action plan for the period
2009-2016 which was adopted by the Cabinet of Ministers #edNational Bank specifically in order to
implement MONEYVAL'’s recommendations.

67. The measures taken in respect of the FATF core Remmdations are evidence of concrete
progress made by Ukraine to correct deficienciaegjqularly as regards the implementation of SRRIB,
R.13 and SR.IV. There are a number of areas wtagiti@nal efforts are underway or will undoubtedly
be required in order to ensure that the provisiohsthe newly adopted Act on Prevention and
counteraction to legalization (laundering) of thegeeds from crime or terrorist financing, whichiris
force only as of August 2010, as complemented bgraé recent resolutions of the Cabinet of Minister
are adequately implemented and enforced.

68. Ukraine is encouraged to continue implementinggitteons included in the Action Plan according
to the set timelines, with a particular focus onaswres aimed at enhancing the effectiveness dathe
enforcement and judiciary’s action in the implenagion of the ML/FT offences and of the suspicious
transaction regime. Furthermore Ukraine should engbat as a result with the newly introduced
AML/CFT legislation, the preventive legal framewafielevant by-laws, decisions, resolutions, orders,
instructions and other) is adequately consolidatetienforced.

69. In conclusion, as a result of the discussions lrelthe context of the examination of this first
progress report, the Plenary was satisfied withirtftemation provided and the progress being urdiert

and thus approved the progress report and the sigaly the progress on the core Recommendations.
Pursuant to Rule 41 of the Rules of procedure ptbgress report will be subject of an update inrgve
two years between evaluation visit (ie. Septemi®d2®, though the Plenary may decide to fix an earli
date at which an update should be presented.

MONEYVAL Secretariat

® Resolution of the Cabinet of Ministers of Ukraimed the National Bank of Ukraine no. 1119 — Actitian 2009-
2010 for prevention and counteraction to legalaaf the proceeds from crime and terrorist finagaionsidering
recommendations of the MONEYVAL under the resultshe 3% round of evaluation of efficiency of Ukrainian
anti-money laundering and counter terrorist finaggystem, (amended on 21 October 2009).
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2. Information submitted by Ukraine for the first progress report

2.1 General overview of the current situation and the developments since the last
evaluation relevant in the AML/CFT field

On May 18, 2010 the new AML/CFT Law of Ukraine hasen adopted. The same law introduced
amendments to the Criminal Code and other laws. L Eve has been signed by President of Ukraine on
May 21 and published on May 22, so Law is duly éedi@nd it will come into force in 90 days after
publication, namely on 2of August 2010.

Key features of the new AML/CFT legislation are:

- Improved definition of money laundering, all crimasished with imprisonment are predicate
offences (except tax evasion)

- Terrorism financing definition is improved, it isseparate offence

- DNFBPs become reporting entities

- Risk-based approach introduced in the AML/CFT Law

- International sanctions also make basis for repguif transactions and freezing

- FIU received power to freeze transactions in caf®4L/TF suspicions and on request of foreign
FlUs

FIU received power to request reporting entitiesnimnitor transactions of clients and report restdts
FIU.

Along with the implementation of international stands the Law contains improvements of the
AML/CFT system based on 7 years of experience.

To meet provisions of the AML/CFT Law following R#stions were approved by the Government of
Ukraine:

1. Resolution of the Cabinet of Ministers of Ukraina 8dopting the Procedure of Composing of the
List of Persons Related to Terrorist Activitieswith Regard to Whom International Sanctions are
Applied as of August 18, 2010 No 745;

2. Resolution of the Cabinet of Ministers of Ukrainen @Qpproval of Procedure of Submitting
Information Concerning Client Identification by &t&\uthorities on Request of Reporting Entity as
of August 25, 2010 No 746;

3. Resolution of the Cabinet of Ministers of Ukrainen Gome Issues of Financial Monitoring
Organization as of August 25, 2010 No 747;

4. Resolution of the Cabinet of Ministers of Ukraina Brocedure for Providing Information by State
Authorities on Financial Transactions to the S@aenmittee for Financial Monitoring as of August
25, 2010 No 759;

5. Resolution of the Cabinet of Ministers of Ukrain@ ®rocedure of Determination of Countries
(Territories) that do not Address or Improperly Aelss Recommendations of AML/CFT
International, Intergovernmental Organizationso&ugust 28, 2010 No 765;

6. Resolution of the Cabinet of Ministers of Ukrainen @pproval of Procedure of submitting
information to the State Committee for Financial fitoring by business entities, enterprises,
institutions, organizations, which are not repaytémtities as of August 30, 2010 No 775.
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Ukrainefinancial sector

Banks

The Ukrainian banking system is a two-level streetrhich consists of the National bank of Ukraind a
commercial banks including 5 state-owned banks.

In 1991 year 76 banks were registered in Ukraimgiy amount reached 196 as of 01.07.2010 with 922
operating branches. According to the amendmentiseir.,aw on On Joint Stock Companies of April 30,
2009 the joint-stock banks were converted into iputmpanies. Banks operate according to the Law On
Bank and Banking, and they are determined as «gdles which have exceptional right on the basis
license of the National Bank of Ukraine to carry such operations in an aggregate: bringing in di¢po

of money of natural and legal persons and placingpe noted money on its own behalf, on own terms
and at an own risk, opening and keeping of bankwats of natural and legal persons».

At the end of June 2010, the amount of banks wiitr@ign capital, which had a license to conductkba
transactions constituted 51 banks, including 1&bavith 100 % foreign capital.

Most of banks are registered in Kyiv and Kyiv ragie 110 banks (62,5% from a total amount). Among
other regions leaders were Dnipropetrovsk (13 bariBenetsk (11 banks), and also the Kharkiv (10
banks) and Odesa regions (9 banks).

As of 01.07.2010 there were 18 banks in the stdgkqoidation out of which 16 banks are being
liquidated under decision of the National bank &fdine, 2 banks — under decision of economic (aaibit
courts. Total assets of the banking system as.06(2010 constitutes 1 016,6 billions of UAH.

Financial Companies

As of 01.07.2010 State Register of financial ingiins of the State Commission for the Financial
Services Markets Regulation (SCFSMR) included:
- Insurance companies - 442, including:

o Non-life insurance companies - 373,

o0 Life insurance companies - 69;
Credit institutions - 768, among them:

o credit unions — 702,

o0 other credit institutions - 66,
- Pawnshops — 405;
- Financial companies - 206;
- Non state pension funds - 107;
- Non state pension funds’ administrators - 43;
- Other financial institutions — 3.

The most significant segment of nonbank financealiges sector is insurance. Total assets of pensio
and investment funds constitute an insignificamtrgh

As of first half a year of 2010 volume of total esssof insurers constituted is UAH 4 697,7 million.

As of 31.03.2010 total volume of assets of credibns constituted UAH 2 992,2 million.

Securities Market

Number and types of non-bank financial institutioegulated by State Securities and Stock Market
Commission (as of 01.07.2010) are shown in thestabl

17



Type of financial institution Number
Securities traders 346
Traders-Custodians 336
Traders-Custodians- Registrars 47
Registrars 355
Asset Management Companies 369
Trade organizers 10
Clearing Houses/ Depositories 3

Money laundering risks and threats

In Ukraine criminals and organized criminal growge almost all known ways for laundering criminal
proceeds, and the identified money laundering selseame complex enough.
lllegal profits are gained mainly in a result o tfollowing crimes:

- economic crimes (illegal manufacturing, storing @ate of excise commaodities and violation

of business and bank activity procedures);
- corruption;
- tax evasion and fraud (including VAT fraud);
- smuggling;
- drugs trafficking.

To launder money criminals mainly use bank ingting, real estate traders and insurance companies.
The followings instruments are used: structuringsplitting of transactions, fictitious legal erdfi
lost/stolen and false passports and other docurridetttity theft, offshore companies.
Ukraine scrutinized a significant number of typatsydetailed in typologies reports. Methods idéedif
included:

- use of fictitious companies:

- transactions with junk securities;
- use of offshore companies;

- VAT caroussel fraud,;

- reinsurance transactions.

Combating financing of terrorism

Ukraine is not a “risk area” for terrorism origincaithere are no objective grounds for its spreddimihe
state. At the same time certain grounds and faetdst which increase the threat of extremist apeze
including representatives of the internationaldest groups.

Ukraine fulfills its international commitments, & party of all conventions and protocols regulating
different aspects of combating terrorism.

Ukraine established the National Counter Terrdsigstem with the backbone made by the Antiterrorist
Centre of Security Service and Anti—Crisis Centre.

In order to protect citizens, state and societynfterrorism, to detect and eliminate grounds amtbfa

facilitating its occurrence, Ukraine adopted thevL@n Combating Terrorism which provides the wide
range of powers to the special and law-enforceragatcies which undertake measures in the sphere of
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combating terrorism. FIU of Ukraine is closely ceogiting with such agencies on the issues of detecti
and prevention of the possible facts of financingaaizations which supports terrorist activity.

It should be noted that Ukraine did not appearutifes from international terrorism incidents, altigi
law enforcement authorities sometimes labeled icetdiamestic criminal activities as terrorist acts.

In 2008 — 2009 Security Service of Ukraine inveatigl 2 criminal cases on crimes prescribed by the
Article 258 of CC of Ukraine. In 2009 one case waspended according to the Article 206 (1) of CPC o
Ukraine because of search of convicted personpaadase is being continued in 2010.

The analysis of criminal cases investigated indidahat they were not connected to terrorism fiiranc
activity and no evidence was found of any use tdinahor legal persons in Ukraine or abroad in otde
finance terrorism.

FIU analyzed the STRs from financial intermediadesl submitted to Security Service 26 case referral
and additional materials related to terrorism,udahg:

. 17 — case referrals;

. 9 — additional materials.

Under consideration of such case referrals the i@eervice has not detected even a single fathef
financing of terrorism.

Combating corruption

FIU of Ukraine participates in the combating cptran in Ukraine.

Considering FIU case referrals the law-enforceragencies detect and investigate crimes includiageth
that relate to corruption activity. According tdarmation received from law-enforcement agencied 34
case referrals are used in investigation of critmiaaes related to corruption.

FIU of Ukraine provides the realization of GRECQammendation on coordination of trainings on
detection corruption for the reporting entitiesushthe special AML/CFT Training Course includes th
line of anticorruption issues.

On June 11, 2009 the Parliament of Ukraine adoaigidcorruption laws, in particular, Laws of Ukrain

“On Principles of Prevention and Counteractiontte Corruption”, “On Liability of Legal Persons for
Corruption Offences”, and “On Introducing Amendnsettt some Legislative Acts of Ukraine on Liability
for Corruption Offences”, which come in force franuary 1, 2011.

Ministry of Justice of Ukraine developed Draft LaasUkraine “On Introducing Amendments to some
Laws of Ukraine concerning Improving PrinciplesRifevention and Counteraction to the Corruption”,
“On Introducing Amendments to some Legislative AatdJkraine due to Adoption of Law of Ukraine
“On Principles of Prevention and Counteractionhte Corruption” and “On Introducing Amendments to
the Criminal and Criminal Procedure Codes of Ulegi@n Improving Confiscation Procedures)”.

Noted drafts were approved at the meeting of Natidmti-corruption Committee on April 22, 2010 and
submitted to the GRECO for examination on complwnith international standards in the sphere of
prevention and counteraction to the corruptionfmcsalists of this organization.

For today, the conclusions on noted drafts of GREXPerts is being proceeded in order to consider

submitted remarks. Subsequently, revised draffdasned to be submitted to President of Ukraine for
further introducing them to consideration of thelieenent of Ukraine as first—priority.
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2.2 Core Recommendations

Please indicate improvements which have been madespect of the FATF Key Recommendations
(Recommendations 1, 5, 10, 13; Special Recommemdali and IV) and the Recommended Action Plan

(Appendix 1).

Recommendation 1 (Money Laundering offence)

Rating: Partially com

pliant

Recommendation o
the MONEY VAL
Report

fAmend article 209 of the CC to include explicithe tactions of conversion ¢
transfer of property in the physical elements efMi offence

=

Measures taken t
implement the
Recommendation o
the Report

pThe AML/CFT Law covers the actions related to cosian or transfer of propert
fully. Definition of the financial transaction caihed in AML/CFT Law covers an

include money, property, property and non propgagfts (Article 1 part 1 (4, 17) @
AML/CFT Law).
The physical elements of the ML offence (Article92tf the CC) are characterized

money or other property.
Article 209. Legalization (laundering) of the proceeds from crime

obtained as the result of a socially dangeroustiliict that preceded the legalizati
(laundering) of proceeds, or other actions forghgoose of concealing or disguisi
the illegal origin of such money or other propedytheir possession, or titles to sy
money or property, or sources of their origin, lima or movement, as well 2
acquisition, possession or use of money or oth@pgaty obtained as the result o
socially dangerous illicit act that preceded thgalization (laundering) of proceeds,

shall be punishable by imprisonment for a term loke to six years, with th
deprivation of the right to occupy certain posid@r engage in certain activities fo
term up to two years, and the confiscation of theney or property obtaine
illegally, and the confiscation of property.

2. Any actions as provided for by paragraph 1 d§ tArticle, if repeated, o
committed by a group of persons upon prior consgjr@r with regard to larg
amounts, —

shall be punishable by imprisonment for a term efem to twelve years with th
deprivation of the right to occupy certain posiar engage in certain activities fo
term up to three years, and the confiscation of rfeney or property obtaine
illegally, and the confiscation of property.

3. Any actions as provided for by paragraphs 1 of this Article, if committed by
an organized group of persons or with regard te@afly large amounts, —

shall be punishable by imprisonment for a term ighteto fifteen years with th
deprivation of the right to occupy certain posid@ar engage in certain activities fo
term up to three years, and the confiscation of rfeney or property obtaine
illegally, and the confiscation of property.

Note: 1. Socially dangerous illicit act that preegdhe legalization (laundering)
proceeds from crime — shall mean the activity (pkder the activity provided for b
Articles 207, 212 and 212-1 of the Criminal Codke Ukraine) for which the

factions relating to the assets conducted with p bk reporting entity. The asse

the active actions: conducting a financial tranisacbr other deal with involving

1. Conduct of a financial transaction or other deablving money or other property

—_- <<
n

on
g
ch
15

Criminal Code of Ukraine provides the punishmentifiorm of imprisonment o
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country where it was committed, and is a crime ui@@minal Code of Ukraine an
resulted in illegal proceeds;

activity conducted outside Ukraine if it is recargil as a crime by a Criminal Law pf

2. The legalization (laundering) of the proceedsrfrcrime is considered committed

with regard to large amounts, if it involves mormyother property amounting to

more than 600 untaxed minimum incomes of citizen.

3. The legalization (laundering) of proceeds fraime is considered committed with

regard to especially large amounts, if it involvesney or other property amounting

to more than 1800 minimum untaxed minimum inconfestzen.”

4. The property subject to confiscation includes gnoceeds from crime or other

property of the similar cost if it is impossibledonfiscate the subject of crime
Recommendation ofepsure that the scope of property encompassessaséeevery kind, including
the  MONEYVAL | intangible assets and legal documents or instrumenidencing title to, or interest jn
Report such assets
Measures taken tpAccording to the Article 4 of the AML/CFT Lavegalization (laundering) of
implement theg proceedsshall mean any acts taken to conceal or disgh&sdlegal origins of mone
Recommendation of or any other property, or possession thereofstittesuch money and property, their
the Report sources, location or movement, and shall also nieamcquiring, possession or yse

of money or any other property provided a persoalizes that they were th
proceeds.

According to the Article 190 of the Civil Code okkdine theproperty as a specia
object includes a separate thing, totality of tkiras well as property rights a
obligations.

The Article 139 of the Economic Code of Ukraineadatinespropertyas the totality
of things and other values (including non-matedakets) which have valuab
estimation, are produced or used in the busing#ty’'sractivity and are represente
in the balance and accounted in other forms, plestiby laws, of record keeping

such entities.

Thus, the Ukrainian legislation directly determintbsit the property covers non-
material assets and legal documents or documenfgroong the right on assets,

part in such assets.

non-property rights (Article 1 part 1 (17)).

le
2d
Of

DI

According to the AML/CFT Lawassetsconstitute money, property, property and

Recommendation of criminalise market manipulation and insider tradiagd ensure that the range of
the  MONEYVAL | offences set out in the CC which are predicatenoffe to ML include all requirefl
Report categories of offences in all the relevant forms

Measures taken tplnsider trading

implement thg In December 2008 the Parliament adopted the Lamdoting amendments to the

Recommendation

certain legal acts of Ukraine concerning the respmlity for violations on the
securities market (Law as of December 25, 280801-VI).

The mentioned Law changed certain articles of tBeiri@luding illicit use of inside
information, in particular the Article 232-1 wapided in new wording:

«The Article 232-1. Illicit Use of Insider I nformation

1. llicit use of insider information by the pers@ossessing it, if it caused t
substantial damage, - shall be punishable by tiee df the amount from 750 up
2000 of tax-free minimum incomes or by the imprisemt for the period up to thre
years with deprivation of the right to occupy certpositions or perform certai
types of activities for the period up to three gear without deprivation.

ne
to
e

>

2. The same action, executed repeatedly or #used the severe consequences, -
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shall be punished by the fine on the amount frorf020p to 3000 of tax-fre
minimum incomes or by the imprisonment for the perdrom two up to five year
with deprivation of the right to occupy certain jiosis or perform certain types

activities for the period up to three years or withdeprivation.

damage which exceeds 500 times the tax-free minimaomes.
2. The severe consequences in this Article, if thaysed material losses, &
considered hard if they exceed 1000 or more timesax-free minimum incomes».

Market manipulation

The stated Law also amended the Administrative Gidgkraine with new article
on manipulating the prices while performing tranissrs with securities (Article 163
8).

The Law of Ukraine on State Securities Market Ratjoh in Ukraine define
manipulating the prices while performing transatsiovith securities as an illic

securities at organizationally formed stock exclearig the interests of sug
participant or third parties, as a result of whihichase or sale of these securitie
performed under other prices than those which wemist in the event of absence
such illicit influence (Article 1).

Besides, the decision of the State Commission émuSBties and Stock Market N
21 on 14.01.2003 On Approval of the Concept forvenéing manipulating with
securities market, dishonest trade practice andtidn of professional activity ethig
at stock exchange, defines manipulating as inteati@r willful deeds aimed 4
deception and trust abuse (fraud) with regard to ghrticipants of the securitié
market through imposing control over prices or &rgrartificial influence to the
securities value.

Ukraine authorities are drafting amendments toQtiminal Code in order to includ
insider trading and market manipulation as predicéfiences.

t
influence of the official participant of the stoekchange to the market value of the
h

U (D

©
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Note: 1. The substantial damage in this Articleit ifaused material losses, is the
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Recommendation d

the
Report

MONEYVAL

fReview the current threshold for predicate offentesbring it in line with the
requirements under FATF Recommendation 1

Measures taken t
implement the
Recommendation

legalization (laundering) of the proceeds is anfactwhich the Criminal Code @
Ukraine foresees punishmdny imprisonmen{except acts, foreseen by the Artic
207, 212 and 212-1 of Criminal Code of Ukraine)aor act committed outsid
Ukraine if it's recognized as socially dangeroulegal activity preceding th
legalization (laundering) of the proceeds undemiral law of the country where
was committed, and under the Criminal Code of Uleai

The Articles 63, 64 of the CC of Ukraine providattiimprisonment can be of t
term from 1 to 15 years or a life imprisonment.

So the effective threshold for predicate offensesrie year.

0 The AML/CFT Law provides that social dangerouscilliact which precedes t

-+~ O

=D ®

e

Recommendation d

the
Report

MONEYVAL

fPlace additional focus on autonomous investigateomd prosecution of mone
laundering offences, which should entail the apild issue a ML conviction witho

y
it

prior or simultaneous conviction for a predicatdesfce proving that the property
the proceeds of crime. In this context, authorit®uld address the issue of

criminality can be made by courts from objectivetda with a view to obtainin

authoritative court rulings

is
he

evidence required to establish the predicate crafiiy in autonomous monegy
laundering cases by testing the extent to whichramfces of underlying predicate
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There is no necessity to bring person to the caliability for predicate offence in
Measures taken tporder to prove that proceeds or property were vedgirom crime. There is no such a
implement thg requirement in the CC.
Recommendation With the purpose of correct and identical impleraioh of legislation on liability
for money laundering by courts, the Plenum of thgr&me Court of Ukrain
adopted the Resolutiafe 5 «On Practice of application of legislation oirrgnal
responsibility for the legalization (laundering)tbg proceeds from crime by courts»
to be used by the courts and law enforcement aggnci
According to paragraph 11 of the Plenum of the &uongr Court of Ukrainde 5(19),
bringing a person to criminal liability under theti&le 209 of the CC is possible on
condition that the fact of receiving money or othmoperty in the result df
committing a predicate offence has been clarifigdthe court in appropriate
g
e

1%

procedural documents (conviction of resolutions;iglens on acquittal, on closin
the case under non rehabilitating bases etc) dsas@hen he/she has not been h
criminally liable for a predicate offence. In thatter instance a person |is
simultaneously brought to criminal liability for @redicate offence and for
legalization (laundering) of the money or othergany obtained in the result of its
commitment, therefore under totality of crimes a&she is aware that commits
money laundering offence.
An autonomous investigation and prosecution of mdaendering offences do exist
in Ukraine. Therefore, if the court of the counltmings in any sentence it creates a
precedent. There are sentences in Ukraine undechwthie persons have begn
convicted without prosecution for a predicate offen
An autonomous investigation and prosecution of igdaendering offences do exist
in Ukraine — and confirmed by the conviction of neaFrankivsk court on June 4,
2008Ne1-67/2008 (see also tiAgpendix Il).
On 22 Oct 2009 the Kharkov court in the case 14 tinhvicted a person for money
laundering to the 5 years of imprisonment. Congittis based on the knowledge |of
illegal origin of money, no predicate offence hag established (see alsppendix
).
IMF launched the AML/CFT technical assistance mrbfer Ukraine in 2010 that has
a component for training on ML investigations. Tinst training for law enforcement
took place in Lviv on May 28 Training included the session on autonompus
investigation and prosecution of ML offence.

Recommendation of The examiners advise that, as in some other juwtisdis, it may be helpful to put
the  MONEYVAL | beyond doubt in legislation that a conviction foomey laundering can be achieved
Report in the absence of a judicial finding of guilt fdvet underlying predicate criminality.
Further guidance and perhaps consideration of fertlegislative provision to clarify
some of these issues will be necessary.

Measures taken tpSee the previous item
implement the
Recommendation

Recommendation of Improve and implement adequate training programsriter to enhance the capacity
the  MONEYVAL | of prosecutors to investigate and prosecute ML sam®d of judges to effectively
Report apply article 209, in particular on the types amlé¢ls of evidence which the courts
might consider acceptable to prove the physical mettal elements of the offence

Measures taken tpTraining Centre of the State Committee for Finand¥onitoring of Ukraine,
implement the National Academy of the General Prosecutor’s Offit&lkraine, Academy of judges
Recommendation improved and established training programs to oea® capacity of investigators of
the law enforcement agencies of Ukraine to invastigriminal cases opened under
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indicia of crime provided for by the Articles 2082306 of the Criminal Code of
Ukraine. These programs direct prosecutors to stigtate accusation in criminal
cases of the aforesaid category and judges to affagtively Articles 209 and 306,
particularly, with regard to types and levels ofdewmce which the courts might

consider acceptable to prove the physical and rhelaiments of the offence.

SCFMU Training Centre provided training for 602 tm@pants in 2009, in particuldr

have been trained 58 representatives of reportimiies, 284 entities of sta
financial monitoring, 230 law enforcement ageneied 230 judges. In the Ist half
2010 there was provided training for 391 partictgain particular have been train

88 representatives of reporting entities, 99 a#itf state financial monitoring, 94

law enforcement agencies and 110 judges.

Thus, the Program of the National Academy of thexéBal Prosecutor’'s Office @
Ukraine provides holding of training programs dgriall the year for listeners of
different categories “The Methodic for Detectingjsfosing and Investigating

e
of
ed
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Criminal Cases on Crimes Related to Legalizaticmufidering) of the Proceeds frgm

Crime and Insuring Indemnification of Losses Irtid by the Crimes and Support
State Accusation in Criminal Cases of This Catefory

Moreover, Kyiv National University of the Ministrgf Interior with support of the
European Commission/Council of Europe MOLI-UA-2 jeob published guidance

“Fight against Money Laundering. Legal and orgatiireal bases of the la

enforcement activities” in 2009. This guidance aimg an appropriate part that
considers practical aspects of organization ofageiitvestigative actions and typical

investigative situations.

(Other) change
since the last
evaluation

\*2

Recommendation 5 (Customer due diligence)
I. Regarding financial institutions

Rating: Partially compliant

All types of financial institutions as defined imetFATF Glossary are covered
Recommendation | AML/CFT obligations through a combination of thesikalaw, the Law on Financial

according to the Services and State Regulation of Financial Markatel the Law of Ukraine o
MONEYVAL Securities and Stock Market. However, Ukraine @vdogdnefit from setting out clear
Report the definitions in the Basic Law to ensure thera t®nsistency in terminology.

hy

=)

Measures taken tpTerminology on the types of financial institutioms provided in the Article 5 of
implement theg AML/CFT Law, and it is brought in line with the teinology of the Law of Ukraine
Recommendation | On Financial Services and State Regulation of F@rMarkets and the Law of
Ukraine On Securities and Stock Exchange.
Law of Ukraine On Financial Services and State Reigun of Financial Markets does
not specify types of financial institutions, buesfiies the list of financial services that
can be conducted by financial institutions.

Terminology regarding types of financial instituto depending on the types
activities undertaken is specified in special langgulating services in approprigte
spheres.

For example, the Law of Ukraine On Securities ataclks Exchange uses the te
“professional participants of the stock exchanges,well as in AML/CFT Law thg
reporting entities are defined as “professionalip@ants of the securities market”.

of

m

1%
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Recommendation | Ukraine has a number of legislative and regulatmguirements setting out AML/CHT
of the | obligations, many of which duplicate each other aad lead to some inconsistenc|es
MONEYVAL in the requirements on financial institutions. $oraf the financial institutions
Report interviewed by the evaluation team felt that it Wowe helpful if the authorities
consolidated the requirements into fewer documetish would help simplify things
for them.
The inconsistency and duplication is removed byrtber AML/CFT Law. New Law

Measures taken tpdefines the basic obligations for reporting enditissupervisors can issue only

implement thg regulations that define details specific for diffiet sectors.

Recommendation | E.g. basic requirements for the clients’ identifica are defined in the Article 9 of
AML/CFT Law, Article 9 part 6 provides that a sgeciof identification is regulated by
respective supervisory agencies.

Recommendation | Given that many of the FATF standards are intertdepply equally to all institutions,

of the | Ukraine is encouraged to rationalize its legislatiand “other enforceable meansg”

MONEYVAL requirements to remove the duplication. In partecul Ukraine should consider

Report bringing the asterisk FATF criteria within the Badiaw.

New AML/CFT Law implements FATF Recommendationiftitkrainian legislation

Measures taken tpespecially asterisk FATF criteria. The structure AMIL/CFT Law excludes any

implement thg doubling regarding application of its provisionsalbreporting entities.

Recommendation

Recommendation | In relation to Recommendation 5, Ukraine should ueasthat the following

of the | requirements are clearly covered by law or reguati

MONEYVAL - Banks should be required to undertake CDD when yiagr out

Report occasional transactions above the applicable destigoh threshold (i.e

should not be limited to cash transactions only)
According to the Article 6 of AML/CFT Law, reportinentity is obliged to conduct

Measures taken tpclient identification and verification in cases yided by the law.

implement thg Moreover, under the Article 9 part 3 of the new AM@ET Law, identification and

Recommendation | verification of financial activity shall be condect in case of executing of single
financial transaction without establishing businesktions with clients on amount
which equals or exceeds the amount provided irttiele 15 part 1 of new Law.

Recommendation - ldentify customers carrying out occasional trangats that are wire

of the transfers

MONEYVAL

Report
The identification and verification of financialtadty shall be conducted, in particul
in case of executing of single financial transawiowithout establishing busing

Measures taken tprelations with clients on amount which equals ocemds the amount provided in [

implement the one of the Article 15 of the current Law (part 3toé Article 9 of the new AML/CF

Recommendation | Law).

As well, customer due diligence of clients condugtsingle transactions in form of
wire transfer is foreseen by the Article 64 of tiaev of Ukraine On Banks and Banking
and On Approving Regulation on Functioning of Dotiteand International Payment
Systems in Ukraine as of September 25, 2007 Na. 348

Regulation on Functioning of Domestic and Intemrai Payment Systems in Ukra
approved by Resolution of the Board of Directorshef National Bank of Ukraine as
September 25, 2007 No348 (hereinaft&esolution of the NBWe 348) ensure activit
on agreement of the rules of money transfer systelaisorated by resident ban
Particularly, these rules shall specify the procedior ensuring in money trans
system compliance with FATF Speciabcommendation VII on fight against terro

25



financing, namely:
- identification of the customer initiating a trassto the amount, which is equal to
which exceeds UAH 5,000, or which is equal to armam in a foreign curreng
equivalent to or exesling UAH 5,000 (pursuant to NBU currency exchaongethe
moment of conducting transaction), which includegegng into the transfer docume
of name, patronymic name (if any) and surname efdhstomer, unique transact
registration number, name andde of the bank of the initiator, place of thdiaior's
registration (instead of the address, a custontaxgayer identification number or di
and place of his birth can be indicated) and fijlladl customer’s data to money trans
document;
- acompanying the money transfer with information oe thitiator at all stages of tl
money transfer.
According to the Article 64 of the new Law on Barksd Banking banks shall be
obliged to identify according to the legislationUifraine:

- customers who open accounts in bank;

- customers performing the transactions subject financial monitoring;
- customers performing cash transactions withg&nong an account in the amounts
equivalent or exceeding of UAH 150,000 or equivaamount in foreign currency;
- persons authorized to act on behalf of the albogtomers.

Recommendation
of the
MONEYVAL
Report

- Banks should be required to undertake due diligewben there ig
suspicion of money laundering or terrorist finargiimegardless of any
thresholds

Measures taken ft

Under the Article 6 of AML/CFT Law banks shall bkliged to take CDD measures|i

pany case of conducting financial transactions, uidiclg transactions suspected |in

implement the money laundering or terrorism financing, regardtbssshold.

Recommendation | Under the part 3 of the Article 9 of AML/CFT Lawaddtification and verification of
financial activity shall be conducted in case affgaion that financial transaction might
be related to ML or TF.

Recommendation - Undertake CDD when there are doubts about the vgrac adequacy

of the of previously obtained customer identification data particular the

MONEYVAL current requirements could be strengthened by ngaliie requirement

Report more explicit, ensure it refers to undertaking CBd covers the full

scope of CDD

Measures taken t

bauthenticity or comprehensiveness of the infornmatjjovided by the custome

Part 5 of the Article 9 of AML/CFT Law stipulatebat in case of suspicions

=]

Uy =

implement thg reporting entity shall be obliged to take measuewserify and clarify customer’

Recommendation | identity (paragraph 23-26 of the part 2 of the &6, part 3 of the Article 6, part 58
or the Article 9, part 2 of the Article 16).

Recommendation - The definition of beneficial ownership shouldeoail elements of th

of the FATF Glossary i.e. natural persons requiring finednstitutions to

MONEYVAL determine who are the natural persons that ultinyatevn or control

Report the customer

19%

Measures taken ft
implement the
Recommendation

pover natural person”, “controller”, “essential gshiar “beneficiary” and stipulates

AML/CFT Law provides definition of the terms “cootrover legal person”, “contral

appropriate requirements to customer identificatjmeragraphs 20-24 of the part 1|of
the Article 1, paragraph 25 of the part 2 of théicke 6, paragraph 3 of the part 11 |of
the Article 9, paragraph 2 of part 12 of the Adi€l, part 14-15 of the Article 9, part/ 3
of the Article 11 of AML/CFT Law). Thus, AML/CFT ba stipulates provision
requiring financial institutions to identify the 5@en who owns or exerts control over

1*2)
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the customer.

Recommendation - conduct ongoing due diligence on the businessicgighip applicable
of the to all financial institutions

MONEYVAL

Report

Measures taken ft

The Article 6 part 2 (25-27) of AML/CFT Law providehat reporting entity shall b
pobliged, in particular:

eir

implement thg according to legislation and internal proceduresmp@ently update information @
Recommendation | nature of client’s activity and financial condition
conduct analysis of correspondence of client's rfaia transactions to existe
information on nature of its activity and financalindition;
take relevant measures to restrict risk of misufseeovices provided with use of ne
technologies especially ensuring conduction of fame-to face transaction.
Moreover, under the Article 11 part 1 of AML/CFT Wwareporting entity shall be
obliged to manage ML/TF risks considering of theutes of customer identificatior
services provided to customer, analysis of condlctestomer’s transactions and th
correspondence to financial condition and natutdefclient’s activity.
Recommendation | In addition, the following should be set out in Jasggulation or other enforceabl
of the| means:
MONEYVAL - Securities institutions should be required to idfgrnthe beneficial
Report owner and understand the ownership and controlcstme of the

customer in all situations and not just high rigkiations

Measures taken t

General positions of AML/CFT Law apply to the seties institutions as well. Thus
AML/CFT Law provides definition of the terms “cootrover legal person”, “contrg
over natural person”, “controller”, “essential sHar “beneficiary” and stipulate
bappropriate requirements to customer identificafiriicle 1 part 1 (20-24), Article ¢

—_—

D 9!

implement the part 2 (26), Article 9 part 11 (3), Article 9 tharp12 (2), Article 9 part 14-15, Articl
Recommendation | 11 part 3 of the new AML/CFT Law).

Recommendation - Securities institutions should be required to obtaiformation on
of the the purpose and nature of the business relationshil situations
MONEYVAL

Report

Measures taken t

Article 6 part 2 (24) of the new AML/CFT Law stiés that a reporting entity shall

mbliged to verify purpose and nature of future bass relations with clients. This

implement thgapplies to all reporting entities including sedestinstitutions.

Recommendation

Recommendation - For non-bank financial institutions there should &eequirement
of the that ongoing due diligence should include scrutifitransactions
MONEYVAL undertaken throughout the course of that relatigosio ensure
Report that the transactions being conducted are condisteith the

institution’'s knowledge of the customer, their bess and risk
profile, and where necessary, the source of funds

Measures taken ft
implement the
Recommendation

A=)

pUnder the Article 11 part 1 of the new AML/CFT Laeporting entity is obliged t
manage ML/TF risks considering of the results oftomer identification, service
provided to customer, analysis of conducted custem&ansactions and the
correspondence to financial condition and natuthefclient’s activity.

Amendments to Statute On execution of Financial ioimg by Participants of th
Securities Market gdopted by the Resolution of Securities and Stoakkéd State
Commission as of July 27, 20481155 Annex Il provide that reporting entity shall ¢

ir

11

n

=2

regular basis carry out identification of the cus¢é® — monitoring (scrutiny) o
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business and risk profile of the client (paragra).

Recommendation - Requirement to perform enhanced due diligence fghdr risk
of the categories of customers, business relationshigsamsactions
MONEYVAL

Report

Measures taken ft
implement the
Recommendation

According to the Article 11 part 3 of the new AMIFT Law to reduce detected ris
the reporting entity shall take measures includ@thanced identification of th

additional requirements to the customer when openhe account or establishi
relations with this customer; increasing the framyeof customer verification, includin

level of the transactions conducted; enhanced mamit of customer transactions.
by AML/CFT legislation, including divisions locatedn states, where FAT

contradict the legislation of this state. If thepbigation of such measures is prohibi
by legislation of such state, the reporting ergtittge obliged to inform the Special
Authorized Agency and the relevant entity of sfatancial monitoring on impossibility
of such measures application.

enhancement of the customer identification prioesgtablishing business relations w
persons or companies from such countries; systeatatiotification on financia
transactions with customers from relevant countriegification of the non-financig

money laundering or terrorist financing risk.

3.12 of the Regulation on Implementing Financialnioring by Banks approved by th
Resolution of the Board of the National Bank of &lke #189 as of May 14, 20(
(hereinafter — Resolution of NBU #189) banks shallupdate information regardin
identification and research of a client at leasteoma year, if the risk of performin
transactions by the client to legalize (laundeg pinoceeds from crime is estimated
the bank as high. Mandatory update of the inforomatin identification and study of
client is made in case of:

a) change of the essential shareholders;

b) change of location (place of residence) of the actholder;

c) amending the statutory documents;

d) expiration of validity of the documents providedlies.
If the risk of performing transactions by the cti¢a legalize (launder) the procee
from crime is estimated by the bank as high, tratimas by such clients shall be p3
special attention to.
For non-banking sector additionally following reauments shall be applied:
Amendments to Statute on execution of financial ieoimg by participants of the
securities market (adopted by the Resolution ofuBies and Stock Market Sta
Commission as of July 27, 20Ma1155 Annex lll) foresee that in case of identificat

verify identification data; requirement to providdditional documents, in particular
financial profile; verify correct processing of e documents; verify list of cofounde

transactions conducted during establishing busiredatons and their compliance with

customer and customer verification during certaieriqn, including its owners;

For banking sector following requirements shalldpplied. According to the paragraph

of high-risk clients reporting entity shall applgiditional client identification measures:

KS

e

’
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its owners; collection of information to understatheé customer’s activity, nature and
As well, part 5 of the Article 6 of AML/CFT Law gtillates taking measures, envisaged

Recommendations are not applied or are appliedficgumtly, in the range that do not

d
ly

Simultaneously, reporting entity shall take relevpreventive measures directed on:

th

sector that transactions with natural or legal gessin the relevant countries could bear

ds
id
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te
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verify actual owners; verify correspondence of ficial transaction to financial profil
of client; clarify purpose of transaction; assessinaé amount and source of existing

expected incomes etc. (paragraph 4.4.)

[¢)

nd
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Recommendation

Requirement to apply CDD to existing customers lwhigplies to non

of the bank financial institutions

MONEYVAL

Report

Measures taken tpAmendments to Statute on execution of financial iboimg by participants of the

implement thg securities market (adopted by the Resolution ofufées and Stock Market Sta

Recommendation | Commission as of July 27, 20M1155 Annex lll) foresee that for clients which dut
carry out business relations with reporting entdy a long period, identification o
update of identification information shall be cadiout under address of such client
reporting entity or conducting transaction.

Recommendation | Ukraine has some recognition of the risk-based epph within the variou

of the | requirements. However, Ukraine should consider @Rplicit recognition of the risk

MONEYVAL based approach within the law and other enforceatémns. This would help Ukraine

Report to make more use of the some of the requiremetit® iRATF standards which are n”lyt

currently implemented in Ukraine including sim@diand enhanced due diligence

Measures taken ft
implement the
Recommendation
of the Report

There is the special Article 11 in the new AML/CEaw regarding risks management.
pAccording to the Article 6 part 2 (4) of the new AKCFT Law reporting entity shall
ensure ML/FT risks management in its activity aededop risk criteria, take relevant
measures to restrict risk of misuse of servicevigdea with use of new technologies
especially ensuring conduction of non-face to faaesaction.
As well, under the Article 6 part 3 of the new AMIFT Law reporting entity shall b
obliged individually execute classification of itdients considering risk criteri
determined by the SCFMU and supervisory authoritigbile executing financi
transactions that might be related to ML/FT, andlarteke preventive measun
regarding clients which activity indicates highkrte carry out such transactions.
Moreover, according to the Article 18 part 2 (2%)tke AML/CFT Law SCFM of
Ukraine according to its assignment determine gpmcave with the agreement of tf
entities of state financial monitoring the risk teria and additional indicators
financial transactions subject to internal finahawnitoring.
So Ukraine established the explicit RBA in AML/CEaw.

ne
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Recommendation | The Ukrainian authorities should ensure that finahdénstitutions have greater an
of the| simpler access to the information from the Statgister and the State Tg
MONEYVAL Administration

Report

Measures taken tpThe Article 6 part 7 AML/CFT Law provides that thieporting entity in order t
implement the perform its tasks shall have the right to requbst éxecutive power authorities, Iz
Recommendation | enforcement agencies, National Bank of Ukraineeotlegal persons which shg

of the Report

D
W
all
inform on the results of the consideration of suelguest within the procedure
prescribed by the legislation.

Also, under the Article 16 part 5 and the Articlé f2art 3, 5 of the Law of Ukraine “O
State Registration of Legal and Natural Personstrelpreneurs” Unified state register
of legal and natural persons - entrepreneurs (tafter referred — Unified state
register) is established and is carried out byigsflg@uthorized body on issues of state
registration, that is its manager and administratord sets the order of providing
information from this Register - the State Comneittd Ukraine for regulatory polic
and entrepreneurship assigned under the Resolofidghe Cabinet of Ministers af
Ukraine of April 26, 2007 No. 667. Such authorigpaoved an order of the Statute jon
providing information from the Unified state registof legal and natural persops
(hereinafter referred - Statute) (Order of Noventtiy 2005 No. 97).

n

At the moment in order to provide possibility ofelit (stationary) access to the Unified
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state register of financial institutions and otparticipants of civil turnover the Sta
Committee of Ukraine for regulatory policy and eptreneurship elaborates ng
edition of Statute, concerning which stated repgrtentities will be able to us
information from the Register on-line under appiajgr agreements. The software
access to such information is under elaboratighetime.

Moreover, to provide efficient submission of gehéndormation on business entitie
from the Unified state register via Internet unttex Order of the State Committee
Ukraine for Regulatory Policy and Entrepreneursaspof July 8, 2009 No. 123 th
web-version of this Register was established pingiftee access to the information
all users.

Resolution of the Cabinet of Ministers of Ukrainen @pproval of Procedure (
Submitting Information Concerning Client Identifimm by State Authorities o
Request of Reporting Entity as of August 25, 2010 N6 was approved in th
Government.
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Recommendation | The discrepancy regarding SCFM Orders which areliapple to banks but where the
of the | NBU is unable to impose sanctions for any breachesild be addressed. Although the
MONEYVAL NBU advised that most of the requirements in th&Nb@rder are within NBU
Report Resolution 189, the authorities should consideh&omonise these requirements in a
consolidated manner.
Measures taken tpThe SCFMU elaborated an Order (No. 125 of 30.00p0dhich annuls SCFM Order
implement thg No. 40. Thus, requirement to the banking institudién stated area is regulated by the
Recommendation | Resolution of the NBU No. 189.
of the Report
Recommendation | The Basic Law should include a cross-referencenéodefinition of terrorist financing
of the| in the Criminal Code of Ukraine.
MONEYVAL
Report
Measures taken tpThe AML/CFT Law provides amendments to the Crimigalde of Ukraine which
implement thel criminalize financing of terrorism (Article 28®f the CCU). The point 1 (3) of the
Recommendation | Article 1 of AML/CFT Law provides for a cross-reérce of TF definition.
of the Report
(Other)  changes
since the last
evaluation
Recommendation 5 (Customer due diligence)
Il. Regarding DNFBP®
Recommendation gfUkraine should review as soon as possible the AMT/@egime to ensure that all
the  MONEYVAL | DNFBPs are adequately brought under the AML/CFTimegand that these measures
Report are effectively implemented
Measures taken tpThe AML/CFT Law lists all DNFBPs such as notariémyyers, business entities
implement thg providing intermediary services while conductioansactions on buying-selling real
Recommendation gfestate, business entities executing trading in adsprecious metals and precious
the Report stones, auditors, business entities providing lagdl accounting services as reporting
entities (Article 5 part 2 (8)):
“8) specially designated reporting entities:
a) business entities providing intermediary servicé#erxconduction transactions

on buying-selling real estate;

®j.e. part of Recommendation 12.
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b) business entities executing trading in cash of iptec metals and preciod
stones and products of them if the amount of fiigricansaction equals o
exceeds the sum defined in the part one of Aiiglef the current Law;
business entities conducting lotteries and gamblimgluding casino
electronic (virtual) casino;

notaries, lawyers, auditors, audit firms, naturaérpons — business entiti
providing accounting services, business entitiesviging legal service
(except persons providing services within persoma@nagement) in casé
foreseen in the Articles 6 and 8 of the current Law

natural persons — business entities and legal persconducting financi
transactions with goods (executing works, providasgvices) for cash if t

c)

d)

by part one of Article 15 of the current Law, irsea foreseen by Articles 6 a
8 of this Law"
Under the Article 8 of the AML/CFT Law specially signated reporting entitig
should undertake measures foreseen by the Artiadé this Law (act as reportin
entity) in the process of:
conducting transactions with real estate propeutydér condition that th
amount of transaction is equal or exceed 400 008 dAmore);
management of client assets;
management of bank accounts and securities;
involvement of funds for establishment of orgarimas, provide theil
functioning and management;
establishment of organizations, providing of tHaimctioning or managemen
as well as purchase and sale of organizations;
As well as in the process of:

- conducting transactions with precious metals amdipus stones, antiques al
pieces of art (under condition that the amountarfigaction is equal or exce
150 000 UAH or more);
performing financial transactions by business msticonducting lottery and/q
other gambling connected with taking amount betsaging off winnings;
conducting cash transactions (under condition th@tamount of transaction
equal or exceed 150 000 UAH or more).

Summarizing, all DNFBPs are adequately brought urtie AML/CFT regime
applying effective regime for such sector in adudiiti

I
;;}
amount of such financial transaction is equal oceeds the amount designated
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Recommendation @
the MONEYVAL
Report

fUkraine should impose specific customer identificat consistent with
Recommendation 5 to real estate agents, dealerprécious metals and stone
lawyers, notaries, other independent legal profassis, company service provide
and accountants as soon as possible

Measures taken

implement the
Recommendation @
the Report

oSuch requirements are established by the AML/CHT.La
According to the Article 5 DNFBPs are included ithe list of reporting entities. B
fthe article 6 part 2 (1) of AML/CFT Law there istasished the tasks, duties a
rights of reporting entity. Among other tasks DNEB$hould perform identificatio
and examination of the client.

=

Recommendation d
the MONEYVAL

f Ukraine should review the existing framework inpexst of casinos to cover all of t
relevant criteria and introduce measures to remily situation as soon as possiblg

ne

Report
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Measures taken

implement the
Recommendation d
the Report

pThe Parliament of Ukraine adopted the Law On piitibito of gambling business.

This Law prohibits gambling businesses which inelwattivity on organization g
fgambling games in casino, on playing-machines, ettifng offices and electroni
(virtual) casino until the adoption of special law.
In its turn, the new AML/CFT Law provides that busss entities conducting lotte
and gambling games, in particular casinos, eleittrgvrtual) casinos (Article 5 part
(8)) are referred to as reporting entities.
Financial transaction shall be subject to obligaforancial monitoring if its amoun
equals or exceeds for business entities perforgéamgbling UAH 13,000, or equals
exceeds the amount in foreign currency equivalehitil1 3,000 and has one or mqg
indicators, in particular, payment (handing over)atperson of winning in a lotter
purchasing of chips, tokens, payment by other nustHor the right to participate i
gambling, payment (handing over) of winning by thesiness entity providin
gambling.

Recommendation d

f Ukraine should also take steps to examine ways afrisure the effectiveness

the  MONEYVAL | compliance with these AML/CFT requirements in theesgors

Report

Measures taken tpThe AML/CFT Law specifies responsibilities of DNF8Rs well as AML/CFT
implement the regulating and supervising authorities that conduesite checks and apply sanction
Recommendation dfThe efficient compliance by DNFBPs of AML/CFT rements is provided i
the Report AML/CFT Law (Article 14 part 1 (4)).

(Other) changes

since the last

evaluation

Recommendation 10 (Record keeping)
I. Regarding Financial Institutions

Rating: Largely Complaint

Recommendation o

the MONEYVAL
Report

fAs regards Recommendation 10, Ukraine would benjit setting out the

requirements on record keeping more clearly in tawegulation. These include:
Ensure record keeping requirements refers to “@tessary record
on transactions” and not just documents

Measures taken
the
Recommendation o

implement

the Report

0The AML/CFT Law (Article 6 part 2 (1%) has set responsibility for entities of initi
financial monitoring to keep the documents on idieation of the persons, wh
fcarried out the financial transaction subject twmaficial monitoring pursuant to th
Law not less than for five years after terminatodrbusiness relations with client af
all necessary data on transactions not less tha&nyiars after completion of th
transaction (the terms for keeping documents caprbenged by the approprial
entity of state financial monitoring pursuant tce throcedure prescribed by t
legislation.
Resolution of the Cabinet of Ministers of Ukrainen Gome Issues of Financi
Monitoring Organization as of August 30, 2010 No77fbresee procedure
registration of reporting entities, registeringthgm financial transactions subject
financial monitoring and submission by reportinditeas to the state committee f
financial monitoring the information about mentidrend other financial transactio
that could be related to the legalization (launatgriof the proceeds from crime
financing of terrorism. In particular, accordingttee paragraph 17 of the followir]
establish that information about transaction shellentered into the register, whi
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shall be maintained electronically and/or in paper.
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Recommendation aof

the  MONEYVAL
Report

- Requiring non-bank financial institutions to maimtarecords of
identification data for at least five years followi the termination of
the account or business relationship

Measures taken tpThe AML/CFT Law (Article 6 part 2 (15)has set the responsibility for reporti

implement the

Recommendation dftransaction, which according to this Law is sulgddo financial monitoring, not less

the Report

N9
entities to keep information on identification oérpons, that conducted financjal
than for five years after conducting of transactiand documents concerning
conducting of transaction not less than five yedtsr business relation terminatign,
as well as necessary data on transactions nothHassfive years after completion of
the transaction (the terms for keeping documentsheaprolonged by the approprig
entity of state financial monitoring pursuant tce throcedure prescribed by t
legislation).

ne

Recommendation aof

the MONEYVAL
Report

- transaction records should be sufficient to permeitonstruction of
individual transactions so as to provide, if neeggs evidence for
prosecution of criminal activities

Measures taken tpAccording to the paragraph 14 of the Resolutiontted Cabinet of Ministers g

implement the

Recommendation afNo 747 information on performing or attempt to penfi financial transaction shall &

=

Ukraine On Some Issues of Financial Monitoring @rgation as of August 30, 201

the Report entered to the register:
- serial number and date of registration of finantt@hsaction;
- data revealed during identification of person wdfgrmed financia
transaction, person in behalf of which, or under tommission o
which, or in the interests of which the financiahrtsaction was
performed, or beneficiary;
- information on other persons — participants ofticial transaction;
- type of financial transaction;
- amount of financial transaction;
- currency of financial transaction;
- grounds of financial transaction;
- data on financial transactions related to priorigteged financia
transaction (if available);
- indicia under which financial transaction subjeai financial
monitoring;
- information on suspending financial transaction;
- date and time of performing, attempt to perform refusal of
performing financial transaction;
- additional information necessary for analyses mdificial transaction
by SCFM;
- surname, name, patronymic and position of employke entered
information to the register.
(Other) changes
since the last
evaluation

Recommendation 10 (Record keeping)
Il. Regarding DNFBP’

Recommendation af Ukraine should

the MONEYVAL
Report

impose specific customerentification and record keepir
requirements consistent with Recommendation 10eé&b estate agents, dealers |i
previous metals and stones, lawyers, notaries,ratiteependent legal professiona

"i.e. part of Recommendation 12.
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company service providers and accountants as seqssible

Measures taken t

implement the
Recommendation @
the Report

oThe AML/CFT Law provides involving of such categs of reporting entities 4

notaries, lawyers, real estate traders, trademenious metals and precious stor
fauditors, entities of business undertakings progdiegal services and accounti
services Article 5 part 2 (8)).

Stated new reporting entities according to legtaiare obliged under submitte

official documents or properly certified copies atdiged to perform identification @
client carrying out financial transactioANIL/CFT Law part 1 (9)
The AML/CFT Law (Article 9 part Bprovide that identification is performed in c3
of:

- establishment of business relations with clients;
rise of suspicion of transaction that transactiould¢ be connected wit
legalization (laundering) of the proceeds from erian terrorist financing;
conducting of financial transaction subjected btaficial monitoring.
Moreover, theAML/CFT Law (Article 6 part 2 (15)has set responsibility fg
reporting entities, in particular for new categerigf reporting entities, to keep tf
documents on identification of the persons, whaiedrout the financial transactig
subject to financial monitoring pursuant to thisaLaot less than for five years aft
termination of business relations with client armtument on conducting financi
transaction for not less than five years after twatvell as all documents concerni
business relations with the client.
The above mentioned provisions of the AML/CFT Law applied to realtors, dealg
of precious metals and precious stones, lawyertries, other independent led
professionals, companies providing services anduatants as specially designat
reporting entities.

Recommendation o
the MONEYVAL
Report

f Ukraine should review the existing framework inpexst of casinos to cover all of th
relevant criteria and introduce measures to remiiky situation as soon as possibls

Measures taken t
implement the
Recommendation @
the Report

DAt presents, under the Law on prohibition of gamdplibusiness, gambling ar
participation in gambling games is prohibited inraike. Until special law is adopte
fstated Law prohibits gambling business implyingvitgton organization of gamblin
games in casino, on playing-machines, in bettiniced and electronic (virtua
casino aimed to obtain profits.
At the same time, under AML/CFT Law business eggitconducting lottery an
gambling games, in particular casinos, electromicual) casinos Article 5 part 2
(8)) are referred to as reporting entities.
Thus, after special legislation concerning regatatif gambling business activity w.
adopted in Ukraine casinos, in particular electduirtual) casinos, will be subjecte
to requirements of the AML/CFT Law, particularlymo@rning keeping documents.
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Recommendation o

f Ukraine should also take steps to examine way® aénisure the effectiveness

of

wn D

the  MONEYVAL | compliance with these AML/CFT requirements in trsesgors

Report

Measures taken tpThe compliance of DNFBPs will be ensured by supemna defined in Art. 14 of th
implement theg AML/CFT Law, who have inspection powers as wellpsver to apply sanction
Recommendation dfdefined in the Art.23 of AML/CFT Law.

the Report

(Other) changes

since the last

evaluation

34



Recommendation 13 (Suspicious transaction reporting
I. Regarding Financial Institutions

Rating: Partially compliant

Recommendation df Authorities should consider the possibility for igwg the relevant provisions and
the  MONEYVAL | make them more suspicious based and in conforntityte nature and complexity of
Report different types of obliged entities
Measures taken tpThe reporting provisions were revised by FIU jointlith supervisors, representatives
implement thg of Bankers Association, Securities Traders Assmriat Real Estate Agents
Recommendation dfAssociation, other financial sector professionaisttie framework of workgroup
the Report established for preparation of the draft AML/CFTLen March-April 2010.
As a result the criteria for mandatory reportingreveeviewed and updated anpd
instead of suspicion indicators ‘hardwired’ in thew FIU and supervisors received
powers to issue specific risk criteria that aredubg reporting entities to detect
suspicious transactions.
Namely, in the new AML/CFT Law Art. 6.2.4 obligesporting entities to develop
their own risk criteria and Art. 6.3. requires ke into account the risk criterja
developed by the FIU and supervisors.
So this gives FIU and supervisors enough flexipilib develop risk criteria i
conformity with the nature and complexity of di#eit types of obliged entities.
Recommendation gf Ukraine should criminalize insider trading and metknanipulation, so as to enahle
the  MONEYVAL | FIUs to report STRs based on the suspicion thatasiction might involve funds
Report generated by the required range of criminal offence
Measures taken tpUkrainian authorities are drafting amendments te @riminal Code in order tp
implement the include insider trading and market manipulatiopeslicate offences.
Recommendation df
the Report
Recommendation df The law or regulation should provide for a defiaitiof the financing of terrorism, as
the  MONEYVAL | well as for suspicious indicators in relation tadincing of terrorism.
Report
Measures taken tpThe Article 1 of the AML/CFT Law provides definitioof “terrorist financing” —
implement thg providing or collection of funds or providing finaial services being aware of that
Recommendation dffunds and services are aimed to organize, preparatnd committing terrorist act,
the Report specified by the Criminal code of Ukraine”.
Nevertheless it should be mentioned that accoritiige Resolution of the Cabinet jof
Ministers of Ukraine On Adopting the Procedure ohtposing of the List of Personps
Related to Terrorist Activities or with Regard tchdvh International Sanctions are
Applied as of August 18, 2010 No 7&8&FM of Ukraine composes the list of perspns
connected with terrorist activity, which is an icalior of suspicion in terrorist
financing.
According to theOrder of SCFM of Ukraingée 84, SCFM of Ukraine must directly
submit every reporting entity with stated List efrorists.
Stated list is one of sources of indicators of &isp in terrorist financing.
Meanwhile, under tharticle 17 part 8of the AML/CFT Law SCFM of Ukraine must
supply reporting entities with the List of persamnnected with conducting terrorist
activity or concerning which the international séows were applied.
Recommendation dfAlthough the Basic Law provides for coverage oftaiar forms of attempted
the MONEYVAL | transactions, there needs to be an explicit legadjuirement that will require
Report reporting of all types of attempted transactionst just the one that have been
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refused by the obliged entities

Measures taken

implement the
Recommendation @
the Report

pThe Article 6 of the AML/CFT Lawprovides that reporting entity is obliged to dét
financial transactions subjected to financial mmmiitg before, in the proces
fimmediately after it was conducted and in atteroptdnduct it or after client refuse
to conduct itArticle 6 part 2 (3, 5and must inform SCFM of Ukraine.

Moreover, New AML/CFT Law provide that reportingtiéyn must refuse to sg
business relations or conduct financial transadtiorase if client identification coul
not be made according to the legislation, excegmstctions to deposit funds
account of such client. In such cases reportingyemtust inform Specially authorize
authority about conducting of such transactionsmerdons which had an intention
carry them out within one working day (Article 18rp1).

Recommendation o
the MONEYVAL
Report

f Authorities should reconsider harmonizing the éxgstregulatory framework tq
ensure uniform implementation of the reporting negj especially regarding th
period for submitting reports to the SCFM

Measures taken t
implement the
Recommendation @
the Report

pThe AML/CFT Law sets unified reporting regime fdirr@porting entities.

Thus, theArticle 6 of the AML/CFT Lavioresees that reporting entity is obliged to
f6) inform SCFM of Ukraine about:

a) financial transaction subject to compulsory fiicial monitoring within three
working days from the moment of its registration;

b) financial transaction subject to compulsory ficial monitoring if concerning
which are sufficient ground for suspicion that tmegy be connected with legalizati
(laundering) of the proceeds from crime or tertdiigancing within ten working day|
from the moment of its registration;

¢) detected financial transactions concerning whighsufficient ground for suspicig
that they may be connected, referred or aimedéioptist financing in day of the
detection and inform the designated law enforceragahcy.

Recommendation o
the MONEYVAL
Report

f The predominance of STRs from compulsory finame@iditoring indicates a lack @
risk-based approach to monitoring and reportingsofspicious transactions to th
SCFM and raises concerns as to effective implertientaThe system could beneg
from a higher awareness of the AML/CFT regime detshe banking sector, whig
could be raised through an enhanced training prognase

Measures taken t

implement the
Recommendation @
the Report

pln order to improve coordination and methodical murp of reporting entities o
AML/CFT in 2009 experts of SCFM of Ukraine partiated in organization an
forganization of 304 training events for 7993 repngstives of banking and no
banking institutions and law enforcement and otstate authorities. All trainin
seminars containing issue of “Risk management afaydaundering of the procee
from crime and terrorist financing” for entitiesiaftial financial monitoring.
Training center of SCFM of Ukraine on June 20, 2@0ihorated and implementg
training programs for reporting entities which @ins the lecture on “Ris
management of money laundering of the proceeds érimme and terrorist financing
for reporting entities”. The above mentioned togiincluded to the Typical trainin
program on issues of financial monitoring for pssi@nals of financial service
market.

Training program for professionals of financial rtoring of professiona
participants of securities market (Decision of Cdssion as of 19.07.2005 No. 43
among other contain following topics: internatior@operation and internation

Recommendation: structure and content; EU AML/CEgidlation; organization g
financial monitoring by reporting entities; finaatitransaction subject to obligato
and internal financial monitoring; requirement toogedure of detection financi

standards in AML/CFT area; the FATF 40 Recommendatiand FATF 9 Special
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internal financial monitoring and programs of ithducting etc.

(Other) change
since the las
evaluation

U7

Recommendation 13 (Suspicious transaction reporting
Il. Regarding DNFBP®

Recommendation o
the MONEYVAL
Report

f The scope of the Basic law needs to be enhanced & bring all types of DNFB
under the STR regime. In the context of RecommendEs, the reporting of DNFBY
should be additionally altered by elevating thestirg constrain of Article 8 of th
Basic Law, which relates the suspicious reportimdy ovith execution of financig
transactions

Measures taken

implement the
Recommendation @
the Report

oUnder theArticle 5 part 8 of the AML/CFT Le specially designated reporting entit
are following:

a) real estate traders (realtors);

b) business entities conducting trade of precidtaoses and precious stones 3
goods made of them;

f

legal services (except persons providing servicethé framework of labour leg:
relations) in cases foreseen by the Article 6 anfit@is Law;

e) auditors, auditing companies, entities of bussne@ndertakings providin
accounting services concerning transactions forebgethe Article 6 and 8 of thi
Law;

f) natural persons of business undertakings progidind legal entities conductir
financial transaction with goods for cash underdition that the sum of transactig
in equal or exceed the sum defined by the partaintbe Article 15 of this Law, in
cases foreseen by the Article 6 and 8 of this Laws.

Article 8 of the AMLCFT Law provides for that fulfnent of the obligations of th

reporting entity shall be ensured by lawyers, rnetarlegal entities undertaking

providing legal services, auditors, auditing companbusiness entities providir

accounting services if they participate in prepgudn conducting transaction on:
purchase-sale of real estate;

clients’ assets management;

bank accounts and securities management;

activity or management.
purchase-sale of legal entities.

Execution of reporting entities obligations sha# knsured by business entit
providing intermediary services during executiortrafhsactions on purchase-sale
real estate, preparation and execution of deedsuorhase and sale of real estat
the amount of such transaction equals or exceeds W30 000 or equals or excee
the amount in foreign currency equivalent to UAH) 4D0.

Execution of reporting entities obligations sha# knsured by business entit
providing trading in cash of precious metals aretjfmus stones and products of th
if the amount of financial transaction equals oceeds the amount provided in t
part one of the Article 15 of the current Law whélgecuting transactions with hig

— o U U

organization of depositing assets for establishroéfggal entities, ensuring thei

nd

¢) pawn-shops, business entities conducting lotemg gambling games, in
particular casinos, electronic (virtual) casino;
d) notaries, lawyers, legal entities and natufddusiness undertakings providing
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value goods (especially with precious metals, ametigoods, works of art etc)

8i.e. part of Recommendation 16.
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organization trading with such goods including ang.
Execution of reporting entities obligations sha# knsured by business entitjes
providing lotteries and gambling including casimdectronic (virtual) casino, while
executing financial transactions related to recgj\or returning stakes or payment|of
wins.
Execution of reporting entities obligations sha#l bnsured by natural persons -
business entities providing financial transactioneash with goods (executing works,
providing services) if the amount of such finandransaction equals or exceeds the
sum provided in part on of the Article 15 of theaLan cases foreseen by Articles 6
and 8 of the current Law.
The Article 1 part 1 (4) of the AML/CFT Lawrovides for that the financial
transaction shall mean any actions with regardhéoassets taken with the assistance
of reporting entity that includes the attempt.
Besides, theéArticle 6 of AML/CFT Lawprovides for that a reporting entity shall
ensure detection of financial transactions, sulfigdinancial monitoring, prior to its
execution, in the process of its execution, in tey of suspicions arise, after
execution, or in attempted transaction or if thertlrefused its conduction (Article|6
part 2 (3, 6)) shall notify SCFM of Ukraine.
The provisions of the Article 6 of the AML/CFT Laprovides for that a reporting
entity is obliged to inform SCFMU on:

a) business day after the date of such transaategistration or attempt to conduct;
b) financial transactions subject to internal ficiah monitoring in case of reasonable
suspicion that they are connected with legalizatibthe proceeds from crime — ¢on
the day of suspicions arise but not later tharemhusiness days from them moment
of such transactions registration or attempt talcet
c) detected financial transactions, subject to aealSle suspicion that they are
connected with, related or intended for terrorisaificing on the day of detection or
attempt to conduct and inform relevant law enforeetragencies designated by the
law.
Moreover, the AML/CFT Law provides that reportingtisy must refuse to set
business relations or conduct financial transadtiorase if client identification could
not be made according to the legislation, excegms@ctions to deposit funds pn
account of such client. In such cases reportiniyemiust inform Specially authorized
authority about conducting of such transactions@erdons, which had an intention|to
carry them out within one working darticle 10 part ).

Thus, the AML/CFT Lawcontains extended requirements, stated in the lAr8cof
the AML/CFT Law concerning submitting of reports tnonly on financial
transactions, but also concerning attempts to ccirtiem.

Recommendation dfMore outreach to this sector is necessary, partidyl by providing training and
the  MONEYVAL | guidance
Report
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Measures taken t
implement

the Report

the
Recommendation o

poThus, in the Ist half year of 2010 the SCFM of Ukeaorganized and held 1
working meetings in order to find out challengesreected with fulfilment of the Lay
fby the reporting entities: real estate agents,iguscstones and jewellery deale
antiques and works of art dealers, reporting @stittonducting lotteries, providin
accounting services, legal and auditory servicesaries, lawyers, natural persor
entrepreneurs providing legal services, auditoesginafter non financial businesse
These working meetings were attended by the repradees (top rank officials) o
the state agencies, particularly of the Ministryraiance of Ukraine, the Ministry ¢

and Communication of Ukraine and public and oth&rested organizations, namg
Union of Lawyers of Ukraine, Auditory Chamber of fdine, Association of Rea
Estates Agents and Ukrainian Notary Chamber anersith
During these meetings a wide range of issues celatefulfillment of the Law by
DNFBPs was considered.

SCFM signed MOUs with such DNFBPs association®Rrafessional association
financial companies managers (November 2008), natermal public organizatio
“International Antiterrorist Unity” (February 2010)Association of real-estaf
professionals (realtors) of Ukraine (June 2010)rimuthe July-August SCFM an
Association of Realtors conducted 7 workshops dogeall regions of Ukraine.
The appropriate training and methodical assistamaer the new AML/CFT Law
will be provided for DNFBPs in the framework of IMEchnical assistance project
startup training in Kyiv was conducted on May 26.

=n

Justice of Ukraine, the Ministry of Economics ofrdike, the Ministry of Transpor
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ecial Recommendation Il (Criminalization of terrarist financing)

Rating: Partially compliant

Recommendation o
the MONEYVAL
Report

fTo ensure that the definition of terrorism fullyveos all the terrorist acts set out
article 2(1) of the Terrorist Financing Convention

Measures taken t
implement the
Recommendation @
the Report

oThe AML/CFT Law introduced a new definition of terist financing (Article 1 part ]
(3)): terrorist financing means providing or cotiea of any funds in knowledge th

fthey are to be used, in full or in part, for orgaation, preparation and commitment
the terrorist act, defined by the Criminal Code,ajndividual terrorist or terrorig
organization, involvement into a terrorist act, fwlzalls to commit a terrorist ac
establishment of the terrorist group or terrorigtamization, aiding in commitment
a terrorist act as well as any other terroristvigti and an attempt to commit su
actions.
This Criminal Code of Ukraine was amended by the tigeparate) Article 258
“Terrorist Financing”, NamelyArticle 258 “Terrorist Financing”.
1. Terrorist financing, namely acts committed wthle aim of financial or materig
provision of individual terrorist or terrorist grqu (organization), organization
preparation or commitment of the terrorist act, ghxement into commitment of t

ne

terrorist act, public calls to commit terrorist actassistance in commitment of the

terrorist act, creation of terrorist group (orgamition), -
shall be punishable by imprisonment for a term & B years with deprivation of th
right to occupy certain positions or engage in aertactivity for a term up to 2 yea
and with confiscation of property.

2. The same action repeated or conducted for margemeasons or in priof
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agreement by a group of persons or in large amoani§they resulted in significarn

property damage, —

shall be punishable by imprisonment for a term @b 80 years with deprivation ¢

the right to occupy certain positions and engageeértain activity for a term up to
years and with confiscation of property.

3. Actions, envisaged by part one or two of thidchy, committed by an organized

group or in especially large amounts, or resulteather dangerous effects, —

shall be punishable by imprisonment for a term @td 12 years with deprivation of

the right to occupy certain positions or engagecémtain activity for a term up to
years with confiscation of property.
4. A person, except organizer or manager of teéstagroup (organization), shall b

exempted from criminal liability for the actionsvisaged by this Article if before
bringing to criminal liability he willingly informé on certain terrorist activity or in
another way promoted its suspension or preventifocrime he financed or assisted,

provided there is no other corpus delicti in higiags.

Note. 1. Terrorist financing is deemed to be coneahiin large amounts, if the value

of financial or material provision exceeds 6000-feee minimum incomes of citizen
2. Terrorist financing is committed in especialgrde amounts, if the value
financial or material provision exceeds 18000 teeefminimum incomes of citizen.

According to the Article 14, part 1 of the Criminabde of Ukraine the preparation
for crime shall mean the looking out or adaptinganmse and tools, or looking fq

accomplices to, or conspiring for an offense, reimpwf obstacles to an offense,
otherwise intended conditioning of an offense.
According to the Article 15, part 1 of this Codecaminal attempt shall mean

—

W I

W
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or

a

directly intended act (action or omission) madealperson and aimed directly at the

commission of a criminal offense prescribed byrélevant article of the Special Part

of this Code, where this criminal offense has neérb consummated for reasgns

beyond that person's control.

According to the Article 16 of the Criminal Code Wdkraine the criminal liability for
the preparation for crime and a criminal attempatlistise under Article 14 or 15 ard
that article of the Special Part of this Code whigtescribes liability for thg

consummated crime.
Concerning the Article 2, part 5 (a) of the Convemt

According to the Article 26 of the Criminal Code Wkraine criminal complicity is

the willful co-participation of several criminal fehders in an intended crimin
offense.

1%

al

According to the Article 27 of this Code organizebettor and accessory, together

with the principal offender, are deemed to be agdim®s in a criminal offense.

The principal (or co-principal) is the person wivo,association with other criminal

offenders, has committed a criminal offense unkisr€ode, directly or through oth

persons, who cannot be criminally liable, in acamke with the law, for what they

have committed.
The organizer is a person who has organized amaimiffense (or criminal offense
or supervised its (their) preparation or commissibhe organizer is also a pers

who has created an organized group or criminal rizg#ion, or supervised it, @

financed it, or organized the covering up of thanaral activity of an organize
group or criminal organization.

The abettor is a person who has induced any otteamaplice to a criminal offense,

by way of persuasion, subornation, threat, coerorostherwise.

The accessory is a person who has facilitated aharission of a criminal offense hy

other accomplices, by way of advice, or instruaioor by supplying the means

er
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tools, or removing obstacles, and also a personprbimised in advance to conceq
criminal offender, tools or means, traces of cromeriminally obtained things, to by
or sell such things, or otherwise facilitate thearing up of a criminal offense.
According to the Article 29 of the Criminal Code Okraine the principal (or cq
principals) shall be criminally liable under thatiecle of the Special Part of this Co
which creates the offense he has committed.

The organizer, abettor and accessory shall be maiiyiliable under the respecti
paragraph of Article 27 and that article (or paagdr of the article) of the Special P
of this Code which creates an offense committethbyprincipal.

Concerning the Article 2, part 5 (b) of the Convemt

Part 3 of the Article 258provides the criminal responsibility for actiors)visaged
by part one or two of this Article, committed by arganized group or in especia
large amounts, or resulted in other dangeroustsffec

According to the Article 2580f the Criminal Code of Ukraine the crime shall
considered

establishment of a terrorist group or terroristamigation, leadership in such group

assistance in establishment or activity of tertagisup or terrorist organisation.
The property as a specific object, pursuant toAhele 190 of the Civil Code o
Ukraine, shall be considered a separate thing; af $Bings, as well as property righ
and obligations. Ownership rights shall be a n@msamable thing. Ownership righ
shall be considered proprietary right.

Concerning the Article 2, part 5 (c) of the Convemt

Part 2 of the Article 258provides the criminal responsibility for the sametion
repeated or conducted for mercenary reasons oriém agreement by a group
persons or in large amounts or if they resultesignificant property damage.
According to the Article 2580f the Criminal Code of Ukraine the crime shall
considered recruiting, financing, material secyrilymament, training of a pers
with the purpose of commitment a terrorist actwedl as use of person with th
purpose, and pursuant to part 2 of this articlbe- $ame actions, committed wi
regard to several persons or repeatedly, or by pdoeement by a group of perso
or by an official using official position.

Explanation to paragraphs d and e is the same eagxplanation to paragraph
meaning that a person shall be held liable fonmgtteand participation in commissid
of financing of terrorism.

organisation or participation in it, as well as emal, organisational or othe
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Recommendation o
the MONEYVAL
Report

fully in line with the requirements set out in thrticle 2 of the Terrorist Financin
Convention and with the characteristics set ousjrecial Recommendation Il

f Amend the Criminal Code and introduce an autonomeurist financing offence

Measures taken t
implement the
Recommendation @
the Report

oThe AML/CFT Law provides the amendments to the dQUkraine with a new
(separate) Article “Terrorist Financing” (258

fThe AML/CFT Law also provided definition of terrstifinancing (Article 1 (3)) as
cross-reference to the CC of Ukraine “Terroristfining — providing or collection @
any funds in knowledge that they are to be usedliror in part, for organization
preparation and commitment of the terrorist acfineée by the Criminal Code, by
individual terrorist or terrorist organization, mlvement into a terrorist act, publ

organization, aiding in commitment of a terrorist as well as any other terrori
activity, and an attempt to commit such actions”.

calls to commit a terrorist act, establishment lo¢ tterrorist group or terroris

Recommendation o
the MONEYVAL

fEnsure that the terrorist financing offences areedicate offences for mong
laundering

Report
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Measures taken t
implement the
Recommendation @
the Report

bThe AML/CFT Law amended the CC of Ukraine with avng@separate) Articl@58
“Financing of Terrorism” and provides at least angeof imprisonment for the FT. A
ffar as threshold for predicate offence is 1 yea@riska predicate to ML.

S

Recommendation o
the MONEYVAL
Report

f Ensure that the TF offences would apply, regarditésshether the person alleged
have committed the offence(s) is in the same cpwontin a different country from th
one in which the terrorist/ terrorist organizatids located or the terrorist act(s
occurred/will occur

Measures taken

implement the (separate) Article “Terrorist financing” (2%8that envisages liability of the perso
Recommendation daffor terrorist financing.
the Report There are no restriction in the Criminal Code orethiler the person alleged to hg

oThe AML/CFT Law provides for supplementing the CE€ Wkraine with a new

committed the offence(s) is in the same countrinar different country from the on
in which the terrorist/ terrorist organization iscated or the terrorist act(
occurred/will occur.

ve
e

5)

Moreover, as far as TF is a severe crime agaitestests of Ukraine and it falls under
the TF Convention, citizens of Ukraine, foreignerspersons without citizenship
abroad may be brought to the responsibility in iHeafor TF committed abroald
(Articles 7, 8 of the Criminal Code of Ukraine).
Recommendation afProvide that the law would permit the intention&reent of the offence of TF to pe
the  MONEYVAL | inferred from objective factual circumstances
Report
Measures taken tbRegarding intentional element, committed crime unttee Article 258 of the
implement the Criminal Code of Ukraine is intentional, type oténtion is direct. Consequently,
Recommendation afawareness, intention or aim as elementscafpus delictimay be inferred fron
the Report objective factual circumstances.

The AML/CFT Law supplemented the CC of Ukraine witmew (separate) Articl
258 “Financing of Terrorism” which provides for thahéincing of terrorism shall b
actions, aimed at providing financial and mateaisgistance of a separate terroris

act, involvement into commission of a terrorist, getblic calls to commit terrorist ag
establishment of terrorist group or terrorist oligation, assistance to commit terror
act.

terrorist group (organization), organizing, prepara and committing of a terroris

D

5
[ or

—

]

tl
ist

Recommendation o
the MONEYVAL
Report

f Review the current approach concerning criminalbiidy of legal persons, an
consider the possibility of amending the Crimiriadde to make legal perso
criminally liable for TF, or otherwise subject ldgaersons to civil or administrativ
liability for TF

Measures taken t

oUnder the Article 2 of the Law of Ukraine on Liabil of Legal Entities for

)
s

1)

implement thg Committing Corruption Offences legal entity bringsponsibility set by this Law far

Recommendation afcommitting the crime on behalf of and in its intrby the head of such legal entity,

the Report its founder, participant or other authorized pensmiependently or in complicity with
any of offences provideihter alia by the Article 209, Article 2580f the Criminal
Code of Ukraine (which are ML and TF offences).

Recommendation af Take measures as necessary to ensure that cringiivdllor administrative sanctions

the  MONEYVAL | for TF applicable to natural and legal persons aeffective, proportionate and

Report dissuasive.

Measures taken tpbThere is established a new separate Article “Tatrinancing” (258) that envisages

implement the liability of the persons for terrorist financing up 12 years of imprisonment with

Recommendation o

f mandatory confiscation of property.
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the Report

According to the Law of Ukraine on Llabiof Legal Entities for Committing
Corruption Offences the legal entity may be punisfe TF by fine, confiscation g
illegal proceeds or money of equal value as welleing liquidated.

The Law on Combating Terrorism also provides paksitof liquidation of legal
entity for TF by the court decision.

(Other) change
since the las
evaluation

U7

Special Recommendation IV (Suspicious transactioreporting)

I. Regarding Financial Institutions

Rating: Partially compliant

Recommendation o
the MONEYVAL
Report

fln the light of the information received during thisit, it appears that Ukrain

should provide more guidance to reporting instiing on how to detect suspicio
transactions related to terrorism in order to enbarthe effectiveness of the sys
for filing TF STRs

1%

em

Measures taken t
implement the
Recommendation o
the Report

pAll compliance officers are obliged to undergo irag on regular basis (and et
certified, except bankers). Such training is domeseld on the training program
fadopted by FIU and respective supervisors. Thigitg includes also part on the
detection of TF — related transactions.

Recommendation o
the MONEYVAL
Report

R
re

f The comments expressed for Recommendation 13.3 -at8 also applicable for S
IV. There needs to be an explicit legal requirentbiat attempted transactions a
subject of STRs

Measures taken t
implement the
Recommendation o
the Report

pAccording to the Article 6, part 2 (6 (c)) of theVA/CFT Law a reporting entity
shall be obliged to report transaction subjectdasonable suspicion that they

f connected with, related or intended for terrorisaficing on the day of detection

attempt to conduct.

Are

(Other) change
since the las
evaluation

N
D

[

Special Recommendation IV (Suspicious transactioreporting)

Il. Regarding DNFBP

Recommendation o
the MONEYVAL
Report

117

fln the light of the information received during thésit, it appears that Ukrain

should provide more guidance to reporting institas on how to detect suspicio
transactions related to terrorism in order to enbarthe effectiveness of the sys
for filing TF STRs

em

Measures taken t

implement the
Recommendation g
the Report

0The Article 6, part 2, (6 (c)) of the AML/CFT Lawqvides for that reporting entit
is obliged to inform FIU on detected financial tsantions containing sufficie

f grounds for suspicion to be connected, related @iroed for terrorist financing, -
the day of detection, as well as inform statedheylaw enforcement agencies.
Moreover, in the | half of 2010 the SCFM of Ukraimganized and held 10 working
meetings in order to find out challenges conneutitd fulfilment of the Law by th
reporting entities: real estate agents, precioosest and jewellery dealers, antiques
and works of art dealers, reporting entities cotidgdotteries, providing accounting
services, legal and auditory services, notariegydas, natural persons-entreprengurs
providing legal services, auditors (hereinafter niamancial businesses). These

working meetings were attended by the represeestiwp rank officials) of the state

y
t

n

agencies, particularly of the Ministry of FinanddJkraine, the Ministry of Justice of
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Ukraine, the Ministry of Economics of Ukraine, tidinistry of Transport ang
Communication of Ukraine and public and other ies¢éed organizations, name
Union of Lawyers of Ukraine, Auditory Chamber of tdlne, Association of Re:
Estates Agents and Ukrainian Notary Chamber anersth

During these meetings a wide range of issues telatefulfilment of the Law by
DNFBPs was considered.

After the AML/CFT Law enactment training and methoadl assistance will b
provided to DNFBPs.

y

11°)

Recommendation o
the MONEYVAL
Report

f The comments expressed for Recommendation 13.3 -at8 also applicable for S
IV. There needs to be an explicit legal requirentbat attempted transactions a
subject of STRs.

re

Measures taken t
implement the
Recommendation

pAccording to the Article 6, part 2 (6 (c)) of thaVA/CFT Law a reporting entity
shall be obliged to report transaction subjectaasonable suspicion that they
connected with, related or intended for terrorisaficing on the day of detection
attempt to conduct.

are

(Other) change
since the las
evaluation

5

[

2.3

Other Recommendations

In the last report the following FATF recommendasiovere rated as “partially compliant” (PC) or “non
compliant” (NC) (see also Appendix 1). Please, gpdor each one what measures, if any, have been
taken to improve the situation and implement thggsstions for improvements contained in the

evaluation report.

Recommendation 2 - ML offence (mental element andbeporate liability)

Rating: Partially compliant

Recommendation o

TReview the current approach concerning criminabiiiy of legal persons, an

)
NS

MONEYVAL consider the possibility of amending the Criminabdé to make legal persot
Report criminally liable, in particular for money laundenj offences
Measures taken According to the Article 2 of the Law of Ukraine Qesponsibility of Legal Persomns

upon execution o
Recommendation

f for Commitment of Corruption Offenceé® 1507-VI, passed on 11.06.2009, le
person brings responsibility determined by this lfamcommitment on its behalf an
in its interests by head of such legal person,fatsnder, member or by oth¢
authorized person individually or in participatiohany crime provided inter alia b
the Article 209, Article 258 of the Criminal Code of Ukraine (which are ML and
offences).

pal
d
or
y

Recommendation o
MONEYVAL
Report

Review the legal framework in place and measurksntao far so as to ensure th
legal persons are subject to effective, proportitenand dissuasive criminal, civil g
administrative sanctions for ML

at

=

Measures taken t
implement the
Recommendation

pAccording to the Law of Ukraine on Liability of Lab Entities for Committing
Corruption Offences the legal entity may be punilstee ML by fine, confiscation o
illegal proceeds or money of equal value as wellesg liquidated.

Other) changes sing
the last evaluation

e
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Recommendation 3 (Confiscation and provisional meases)

Rating: Partially compliant

Recommendation onThe Ukrainian authorities should ensure that thgaleframework explicitly provides

MONEYVAL for confiscation of instrumentalities, confiscatiohproperty of corresponding valug,

Report as well as confiscation of income, profits or othmmefits from the proceeds |of
crime, in the context of a ML offence

Measures taken tpThe above said is stated in provisions of the Dtafv of Ukraine On Introducing

implement thd Amendments to the Criminal and Criminal-Procedu@bdes of Ukraine on

Recommendation | Improvement of the Confiscation Procedures (regfistn numberNe 3642 as of
22.01.2009) submitted by the Cabinet of Ministdrtlkraine for consideration to the
Parliament of Ukraine.
The mentioned Draft Law proposes to supplemeniQ@ieof Ukraine with the new
chapter, introducing the institute of the speciahftscation, which consists in
compulsory unpaid withdrawal of funds, valuablesl ather property under the
decision of the court into the ownership of theesta cases defined by this Code.
In case of adopting by the Parliament of Ukrainéndfcated amendments the CC|of
Ukraine will clearly determine means confiscatioonfiscation of property of the
certain value, as well as proceeds, incomes or dideefit from criminal activity, in
the context of ML offence.

Recommendation onThe Ukrainian authorities should ensure that alé tpredicate offences to mongy

MONEYVAL laundering provide for possibility of confiscatiaf an offender’'s property, in ling

Report with the FATF requirements

Measures taken tpAdopting by the Parliament of Ukraine of the diadiv (registration numbee 3642

implement theg dated 22.01.2009) will provide implementation ofe tiRecommendation on

Recommendation | confiscation of property in case of performing peate for ML offences.

Recommendation onThe Ukrainian authorities should ensure that cardteon for the property used in ¢r

MONEYVAL intended for use in terrorist financing cases isypded for

Report

Measures takenPart 2 Clause 3 of Final Provisions of New AML/CE&w amends the Criminal

upon execution of Code with new (separate) Article Z5inancing of Terrorism”, according to whigh

Recommendation | financing of terrorism considers as acts perfornméth purpose of financial or
material provision of separate terrorist or tesbgroup (organization), organizatign,
preparing or commiting terrorist act, involving @ommiting terrorist act, public
statements for commiting terrorist act, promotiagcdbmmiting terrorist act, creating
terrorist group (organization).
Sanctions of new article foresee among other tgfegsponsibility confiscation of
property

Recommendation onThe Ukrainian authorities should ensure that corhpresive statistics are kept on an

MONEYVAL annual basis on the number of cases and the amofimoperty frozen, seized and

Report confiscated relating to ML, FT and criminal proceed

Measures taken tpln Ukraine as of 2004 law enforcement agencies ecinduarterly statistics reports

implement theg on counteraction to legalization of the proceedsnfrcrime (form 1-LV), approved

Recommendation | by the order of the General Prosecutor’s Offic&Jkfaine as of 21.12.200% 65, by
the decree of the State Tax Administration as dd@.2004, by the instruction of the
deputy Head of Security Service of Ukraine as of0I&2004Ne 6/4260, by the
instruction of the Ministry of Interior of Ukraires of 19.05.2004e 406.
In the mentioned departmental reports (form 1-L¥|enforcement agencies
indicate data determined in course of pre-trialestigation, especially those that

concern to:
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- number of crimes, criminal cases on which have leaducted;

- number of cases referred to the court;

- determined amounts of legalized funds and property;

- seized proceeds from crime;

- seized property of the accused person;

- confiscated proceeds from crime and other.
Moreover, from 2004 the State Court AdministratafnUkraine has introduced th
state statistical observation in form of reportihd. “Report on consideration b
general local courts and courts of appeal of craintases under the Articles 20
209, 306 of the CC of Ukraine”.
With the aim of improvement of the state statidtigporting on counteraction

9;

o

legalization of the proceeds from crime and testofinancing, the State Court

Administration of Ukraine with the Order as of 282009Ne 51 On approval o
reporting formNe 1-L "Reports of courts of the first instance ore thtate o

consideration of cases on crimes, provided by thilas 209, 209-1, 306 of the CC

of Ukraine", has supplemented the state statisteg@orting with indices providin

detailed information on cases movement that hawn hader consideration in the

courts of the first instance, characteristic ofgaaural state of persons on the
cases, also with representation of the amountsgaiized proceeds (funds, proper
from crime, determined by the resolution of thertou

Furthermore, the paragraph 19 of the Action plap@vention and counteraction
legalization (laundering) of the proceeds from eriamd terrorist financing, approve
by the decree of the Cabinet of Ministers of Ukeaand the National Bank (¢
Ukraine as of 21.10.2008. 1119 for 2010 provides elaboration in the 2010
unified state statistical reporting on counteractio legalization of the proceeds frd
crime and terrorist financing.
The mentioned amendments provide bringing to ibrim@ation on the state ¢
investigation and consideration of cases on TF esinas well as number of caseg
the named category in which confiscation of fundstber property from crime, an
confiscation of property, as well as amounts ofdiiand the value of confiscat
property are applicable to the convicted persons.
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Other) changes sing

e

the last evaluation

Recommendation 4 (Secrecy laws consistent with tiRecommendations)

Rating: Partially compliant

Recommendation o

nUkraine should review the current limitations whiaphpear to inhibit the ability o

MONEYVAL law enforcement to access information in a timednner from some of the sectars
Report and take necessary measures to address the ldoioafiedge of relevant procedures
applicable in this area
Measures taken There are two clearly prescribed procedures foralgan law enforcement agencies
upon execution of to get information that contains banking or oth@mmercial secrecy — administrative
Recommendation | and by court order in the framework of the crimiocase.
During 2009 - first half 2010 in line with the abhistrative procedure about 1 500
written requests were sent to banks on disclosanking secrecy according to the
Article 62 Part 3 of the Law of Ukraine On Banksld&anking.
During the same period on request of law enforegroeurts issued 4400 orders pn

lifting the bank secrecy.
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Section MII (Final Provisions) Clause 2 (6) of Law of Ukraiag of 18.05.2010%
22581V «On Introducing Amendments to the Law of Ukrai@e Prevention and
Counteraction to the Legalization (Laundering) lif Proceeds from Crime (will set
in force from 20.08.2010) amends Article 6 (Part(Grounds for operative and
search activity) of Law of Ukraine On Operative éehrch Activity with Clause 4
which prescribes case referrals of SCFM of Ukrarseeone of the grounds for
operative and search activity. l.e., verificatiof iaformation about financial
transactions containing in case referrals can beiged with assistance of operative
and search means and measures.

Recommendation o

NThe Ukrainian authorities should streamline and @ify existing procedures and

MONEYVAL provide relevant training to law enforcement auities so that they fully understand

Report the requirements and how to comply with them ireotd obtain court orders. This
should include training on the procedures availaioléaw enforcement

Measures takenDuring 2008 the Training Centre of SCFM has takesasnires on professional

upon execution o
Recommendation

f development of 175 representatives of law enforecenmagencies and courts,
accordingly during 2009 — 260 representatives @f &nforcement agencies anpd
courts, in particular in the part of following thocedures for obtaining of coyrt
resolutions.
Representatives of the National Bank of Ukraineoadiagly to the Resolution of
joint session of collegiums of the Prosecutor'soceffof Ukraine and the Board of the
National Bank of Ukraine as of 16.05.2005 alwaystipipate in conducting of
studies in the Academy of Prosecutor's Office ofaike, during which prosecutors
come to know about the procedure of obtaining okas to banks information.

In Kyiv National University of Internal Affairs aocding to the program for
professional training of “bachelor” and “magistestudying topic “Legal and
Organizational Measures of Counteraction to thealiegtion (Laundering) of the
Proceeds from Crime” (4 hours of lections and 4rb@f seminars) within studying
discipline “Economic Safety” and topic “Revealingnda Documenting the
Legalization (Laundering) of the Proceeds from @4 hours of lections and |4
hours of seminars) within studying discipline “Ogkive and Search Activity” are
foreseen in 7-th semester of 4-th course withiecipity “Counteraction tg
Economic Crime”.

In 2009 25 officers of special subdivisions on catiiy with organized crime passed
professional training on “Combating with the Legation (Laundering) of the
Proceeds from Crime” and specialization on the adeManagement Academy of
MIA. In 2010 the mentioned specialization is plashran October on the bases |of
Kyiv National University of Internal Affairs (17 6€ers) and professional training on
the bases of Academy — on December (20 officers$idgs, according to the topigal
plans of Management Academy of MIA, training worgh are held for heads pf
district subdivisions of Main Department of MIA, pertment of MIA, inlisted to the
career reserve for managing positions and offioEsubdivisions on combating with
organized crime on topic “Organization of operatavel service activity in the sphere
of combating with organized crime, corruption amdircteraction to the legalizatian
(laundering) of the proceeds from crime”, as waslltlaere is planned training for 45
adjuncts who provide scientific studies on menttuapics.

For execution of Clause 2 of the Resolution of @abbf Ministers of Ukraine as of
13.12.2004Ne 899p relevant workshops on professional trainings ftiicers of
internal affairs authorities are held in Trainingrfre of SCFM of Ukraine.

During first half-year 2010 160 officers of terri@ bodies and subdivisions

D

including 30 officers of subdivisions on combatingth organized crime passed
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training in Training Centre according to the ScHedof professional training o
course “Combating with the legalization (laundejin§ithe proceeds from crime af
financing of terrorism”. During whole 2010 320 affrs will pass training in Trainin
Centre.

Besides, the representatives of internal affairgidso participated in seminar
practicum on AML/CFT issues for specialists of oegil subdivisions of lav
enforcement and judicial bodies (30.03.2010), jpcatctworkshop on the topi
“National Assessment of Money Laundering Risks”-2&05.2010), seminar @

“National Assessment of Money Laundering Risks'dhgy Training Centre togethé
with World Bank (29-30.07.2010).
Also, training guidance “Counteraction to moneynidering in Ukraine. Legal an
organizational principles of law enforcement atyiyi “Counteraction to the
legalization (laundering) of the proceeds from @immethodical recommendatio
“Revealing, disclosure and investigating the leglon (laundering) of the procee
from crime (Article 209 of CC of Ukraine)”, develeg by Kyiv National University
of Internal Affairs, and typologies of the legalim (laundering) of the procee
from crime “Properties and features of transactioglated to money launderin
through withdrawing cash. Tactical study and pcattinvestigation”, approved b
the Order of SCFM of Ukraine as of 25.12.2009 un@et82 were submitted to th
territorial bodies and subdivisions of internaleaf§ in 2010.

Order of STA of Ukraine On Organization of Professil Training of Officers o
STA of Ukraine in 2009 — 2010 as of 31.08X89467 approved Themes for traini
of officers of tax militia on service and speciaéparation in 2009 — 2010 studyil
year. According with mentioned Themes the followiisgforeseen: for operativ
officers of tax militia — methodical recommendasooncerning procedure
banking secrecy disclosure, for investigators afrlitia — the Letter of Suprem
Court of Ukraine as of 29.03.0& 1-5/162 ,0On Banking Secrecy Disclosure”.

AML/CFT issues held with assistance DAIEX (08-09.07.2010), and on the topi

=)

nd

«Q

ng
g
e

Df
e

Other) changes sing
the last evaluation
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Recommendation 6 (Politically exposed persons)

Rating: Non compliant

Recommendation o
MONEYVAL
Report

nAs regards Recommendation 6, the Ukrainian autlesrishould implement the FAT
requirements for PEPs as soon as possible. Thigldhoclude:
- a clear and explicit definition for PEPs consigtenith the FATH

Glossary

F

Measures taken t
implement the
Recommendation

0The AML/CFT Law (Article 1 part 1 (29)) identifiedefinition of politically exposeq
persons as natural persons, who are or were egdriigtexecution of determing
public functions in foreign states, especially:

- head of state, head of government, ministers agiddleputies;

- parliament’s representatives;

- members of superior court, constitution court dreotcourts of high
level whose resolutions don’t subject to appealepkcas unde
exclusive circumstances;

- members of court of auditors or boards of centaalkis;

- ambassadors extraordinary and plenipotentiary,gelsad’affaires an
high level officials of armed forces;

- members of administrative, managerial or superyismdies of state

)
2d

1S
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enterprises with strategic importance.
Recommendation on - a requirements on financial institutions to patplace appropriate risk
MONEYVAL management systems to determine whether a potentgibmer, 3
Report customer or the beneficial owner is a politicalkpesed person
Measures taken tpThe Article 6 part 4 (2) of the AML/CFT Law detemeis with regard to politically
implement theg exposed persons or their associates — while esiridi business relations with the
Recommendation | client and in the process of customer service épenting entity according to interngl
procedures ensure establishing the fact whetheclibit is classified as politically
exposed person or associates or persons actinghan lehalf (associates to
politically exposed persons are members of familg ather close relatives, legal
persons the sufficient share or control in whiclobgs to politically exposed persons
or their close associates).
Moreover, according to the Article 11 part 1 of #eIL/CFT Law, reporting entity
is obliged to conduct risks management of legabrnaflaundering) of the proceeds
from crime or terrorist financing taking into acewuwesults of identification of client,
services providing to client, analysis of transa$i conducted by them, and thgir
compliance with financial state and content ofrdligactivity.
Thus, the AML/CFT Law determines requirements fioafcial institutions regarding
establishment of certain risks management systenidimtifying of belonging of
prospective client, client or beneficiary owneptiitical exposed persons.
Recommendation on - a requirement to obtain senior management apgréaraestablishing
MONEYVAL business relationships with PEPs. This should atstude where a
Report customer has been accepted and the customer ofiti@ahewner is
subsequently found to be, or subsequently becorr&®aand
Measures taken tpAccording to the Article 6 part 4 (2) of the AML/CFLaw the entity while
implement thg establishing business relationship with politicadiyposed persons and related to it
Recommendation | persons shall obtain permission of head of thayenti
Recommendation on - a requirement to take reasonable measures tdbstathe source of
MONEYVAL wealth and the source of funds of customers anctfimal owners
Report identified as PEPs
Measures taken tpAccording to the AML/CFT Law the reporting entitg bbliged to take measures
implement the regarding politically exposed persons or their asges, in particular for
Recommendation | identification of sources of money of such pers@kticle 6 part 4 (2) (b)).
Recommendation on - a requirement to conduct enhanced ongoing manigoon a business
MONEYVAL relationship with the PEP
Report
Measures taken tpThe AML/CFT Law determines with regard to politigagxposed persons or their
implement theg associates — while establishing business relatigtisthe client and in the process |of
Recommendation | customer service the reporting entity according internal procedures ensure
establishing the fact whether the client is clasdifas politically exposed person |or
associates or persons acting on their behalf (&esdo politically exposed persons
are members of family and other close relativegallpersons the sufficient share|or
control in which belongs to politically exposed g@1s or their close associates) is
obliged taking into account recommendations ofwvahe entity of state financial
monitoring, to carry out monitoring of transactipparticipants or beneficiaries of
which are politically exposed persons or relatedh&em persons, in the procedure,
determined for clients of high risk (Article 6 pdr(2) (c)).
Recommendation onln addition, corruption causes an uneasiness, Waahould explicitly extending the
MONEYVAL provisions to domestic PEPs
Report

49



Measures taken f
implement the
Recommendation

oln order to implement United Nations ConventioniagaCorruption as of October
31, 2003 the Parliament of Ukraine adopted on Aine2009 the Law of Ukrain
‘On the principles of prevention and counteringcofruption’, the Law of Ukrain
‘On Responsibility of Legal Persons for Corruptioffences’, the Law of Ukrain
‘On On Introduction of Amendments to Some Legal SAcf Ukraine regardin
Responsibility for Corruption Offences’.

Domestic PEPs will be subject for accounting theitomes and expenses and
submitting respective declarations on the annusikba
Extension of the AML/CFT regime for the domesticHREwas considered by the
Parliament and decision was to keep in line witiTFAecommendations — i.e. have
in AML/CFT Law only foreign PEPs.
(Other) changes
since the last
evaluation
Recommendation 7 (Correspondent banking)
Rating: Non compliant
Recommendation onUkraine would benefit by making requirements orregpondent relationships more
MONEYVAL explicit in NBU Resolution No. 189 rather than jeelying on the information that is
Report required in the questionnaire. In particular thibould include explicit requirements

on the following:
to gather sufficient information about a respondémtunderstand
fully the nature of the respondent’s business andetermine from
publicly available information the reputation oftland the quality of
supervision, including whether it has been subjecta money
laundering or terrorist financing investigation oegulatory action

Measures taken f
implement the
Recommendation

oThe AML/CFT Law prescribes that in order to redéddL/CFT risks the reporting
entity shall take preventive measures with regarctdrtain categories (types) pf
clients, in particular: in regard to foreign firgal institutions on which the reporting
entity management had taken a decision to estalilissiness (correspondent)
relations to ensure collection of information oriuna of financial institution activity
and its financial condition, reputation, includimghether this institution has be¢
subject to enforcement measures taken by the agprowiding regulation an
supervision over its activity in AML/CFT sphere (#&te 6 part 4 (1)).

Moreover, Regulation of the NBMe 189 (paragraph 3.9, 3.10) provide that:
when entering into correspondent relations the tsnall clarify if the corresponde
bank takes actions aimed at prevention and contpbegalization (laundering) of th
proceeds obtained from crime. The bank is not resended to enter int
correspondent relations with banks that do not tak@®ns aimed at prevention a
combating legalization (laundering) of the proceebsined from crime.

en

o

O o

Recommendation o
MONEYVAL
Report

AY%

to ascertain that the respondent institutions AMETCsystems arg
adequate and effective; and

Measures taken f
implement the
Recommendation

oThe AML/CFT Law establish responsibility of the cgfing entity to determing
which measures are taken by institution for preleentand counteraction ft
legalization (laundering) of the proceeds from erior terrorist financing (Article
part 4 (b)).

Urro W

Recommendation o
MONEYVAL

n

to obtain approval from senior management befotaldishing new
correspondent relationships

Report
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Measures taken f
implement the
Recommendation

oThe AML/CFT Law establish responsibility of the ogfing entity to open
correspondent accounts to foreign financial instins and in foreign financig
institutions under senior manager approval (ArtiEleart 4 (d)).

Other) changes sing
the last evaluation

e

Re

commendation 8 (New technologies & non face-toda business)

Rating: Partially compliant

Recommendation o
MONEYVAL
Report

institutions to have policies and procedures incpldo address any specific ris
associated with non-face-to-face business relalignss or transactions. This

particularly important as Ukraine’s financial sectgrows and channels such as ng
face-to-face business are begun to be used mdiadngcial institutions

Measures taken t
implement the
Recommendation

oThe AML/CFT Law establish responsibility of the ogping entity to take relevar
measures to restrict risk of misuse of servicesigea with use of new technologi¢
and ensure conduction of non-face to face financaisaction (Article 6 part

(27)).

Other) changes sing

e

the last evaluation

Recommendation 12 (DNFBP - R. 6, 8-11)

Rating: Non compliant

Recommendation o
MONEYVAL
Report

nSpecific AML/CFT requirements relating to Recomraéinds 6, 8, 9 and 11 shou
be extended to all DNFBP sectors

Measures taken t
implement the
Recommendation

oUnder the AML/CFT Law following representatives DNFBP sectors shall be th
reporting entities: notaries, lawyers, estate agdmisiness entities executing tradi
in cash of precious metals and precious stonestoasidousiness entities providin
legal and accounting services (Article 8 part 5).

Therefore, the Article 6 tasks, duties and riglitdhe reporting entity extend to stat
reporting entities.

1

nUkraine should ensure that there is an explicituiegment which requires financial

ks
S
n_

d

Recommendation o
MONEYVAL
Report

nUkraine should also take steps to examine way® arnisure the effectiveness
compliance with these AML/CFT requirements in treesgors

of

Measures taken f
implement the
Recommendation

0The AML/CFT Law establish AML/CFT requirements iecsors of DNFBPs throug

carrying out of proper regulation and supervisory.

Thus, Article 14 part 1 (4, 5 and 8) of the AML/CE&w provide that AML/CFT|

state regulation and supervision is carried outeamng:

business entities that organize lotteries or ahgrogambling, busines
entities providing trade in precious metals andciogs stones an
articles of them, auditors,
providing accounting services, State Treasury aflie, Main Contro
and Revision Office of Ukraine — by the Ministry &iinance of
Ukraine

Ministry of Justice of Ukraine;

auditor companies, hess entities

notaries, lawyers, and other persons providingllsgavices — by the

=

other reporting entities for which the Law does uefine the statg

Y%
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According to the AML/CFT Law these state agencleslls

According to the New AML/CFT Law these state ageadahall:

authorities regulating and supervising their atfivi by the Specially
Authorized Agency.

ensure AML/CFT supervision the activity of the relat reporting
entities especially by means of conduction of saketiand unscheduled
inspections, including on-site inspections;

ensure provision of AML/CFT methodological, metteadi and othe
assistance to the reporting entities;

ensure regulation and supervision considering AMATCpolicies,
procedures and control systems, risk assessmemtdar to detect th
compliance of measures taken by reporting entitied reduce risk
within the activity of relevant reporting entities;

demand from the reporting entities to executing ABIET legislation
requirements, and if revealing cases of violatioa legislation to take
measures prescribed by the laws;
conduct inspections for organization of professidraning of personnel
and heads of the divisions responsible for findmoi@nitoring execution
take actions according to legislation in order twmid access to th
management of reporting entities, direct or indiresignificant
participation in such entities of persons who hawecord of conviction
for mercenary crime or terrorism that have not begmshed an
expunged in procedure determined by the law;

in cases prescribed by the legislation take act@nprevention forming
statutory funds of the relevant reporting entitidsthe expense of the
funds sources of which are impossible to confirm.

137 Uy

1]

|

ensure supervision in the sphere of preventioncanohteraction to th
legalization (laundering) of the proceeds from a&inor terrorist
financing the activity of the relevant reporting tidas including
conduction of inspections, scheduled and unschddimspectiong
including on-site inspections;
ensure provision of methodological, methodical afttter assistance {o
the reporting entities in the area of preventioml aounteraction to
legalization (laundering) of the proceeds or téstdimancing;

ensure regulation and supervision considering @slicorocedures and
control systems, risk assessment in the sphere refeption and
counteraction to the legalization (laundering)ta proceeds from crime
or terrorist financing in order to detect the coiapte of measures taken
by reporting entities and reduce risks within thaivity of relevant
reporting entities;

demand from the reporting entities to fulfill treglslation requirements
in the sphere of prevention and counteraction te thgalization
(laundering) of the proceeds from crime or tertofimancing, if
revealing cases of violation the legislation toetakeasures prescribed
by the laws;

conduct inspections for organization of professionaining of
personnel and heads of the divisions responsibléfancial monitoring
execution;

take measures according to legislation in ordeauwoid access to the
management of reporting entities, direct or indiresignificant

D
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participation in such entities of persons who havecord of convictior
for mercenary crime or terrorism that have not begmshed an
expunged in procedure determined by the law;

in cases prescribed by the legislation take measore preventiorn
forming statutory funds of the relevant reportingities at the expens
of the funds sources of which are impossible todrdirmed.

Other) changes sing
the last evaluation

Recommendation 15 (Internal controls, compliance &udit)

Rating: Partially compliant

Recommendation o

nClear provision should be made for compliance effigf the non-banking financia

MONEYVAL institutions to be designated at management level

Report

Measures taken tpThe Order of the SCFM of Ukraine as of 15.10.20@9147 On Introducing
implement thg Amendments to the Requirements to QualificatiommfEmployee of the Reportin]

Recommendation

Entity, Responsible for Carrying Out of FinanciabMtoring in the AML/CFT Area
registered by the Ministry of Justice of Ukraingedhon 22.12.2008 1238/17254
entered into force on January 1, 2010.

Provisions of the Order (paragraph 5) prescribeathointment for the position ¢
compliance officer at the level of leadership @ thporting entity.

Under the Article 7 part 1 of the AML/CFT Law penscesponsible for financia

managerial level of reporting entity.

=

g

of

1

monitoring (hereinafter — compliance officer) sHadl appointed at the position at the

Recommendation o

nAuthorities should alter the existing legislatiorequiring financial institutions

lit

MONEYVAL (except for banks) to maintain an adequately resedrand independent aug
Report function to test compliance with AML/CFT rules

Measures taken tpThe AML/CFT Law prescribes that compliance offiderobliged to perform th
implement the inspection of any reporting entity division and fitsrsonnel on compliance with t

Recommendation

rules of internal financial monitoring and executifinancial monitoring program
(Article 7 part 2 (3)).

The Article 6 part 2 (19) of the new AML/CFT Lawqures reporting entity t
conduct annually internal inspections of activity Adherence AML/CFT legislatio
requirements.

117

=

Recommendation o

nAuthorities, especially SCFSRM and SCSSM, shoaltbphore efforts in raising th

MONEYVAL institutions’ perception on the role and the imp@mte of the internal audit function
Report

Measures taken tpUnder the new AML/CFT Law internal audit of repagientities is obligatory.
implement the

Recommendation

Recommendation o
MONEYVAL
Report

nRequirements for financial institutions to put laqe screening procedures to ens
high standards when hiring staff (apart from theuigements for the complianc
officer and certain senior management positiongusd be implemented, throug
an explicit legal requirement, or through the imal acts or procedures of th
financial institutions. In practice, only banks leashown to have internal screeni
procedures

ire
e

yh
e

Measures taken t
implement the

pAccording to the Article 6 part 8 of the AML/CFT waappropriate requiremen
should be established in by-laws of the state etgrs.

IS

Recommendation
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Other) changes sing

the last evaluation

Recommendation 16 (DNFBP - R.15 & 21)

Rating: Non compliant

Recommendation o
MONEYVAL
Report

nApart from the requirement to implement interndesufor financial monitoring, the
other requirements of Recommendation 15 are noliepjpy the DNFBP. Ukraing
should adopt the necessary measures to implemeonieendation 15 in relation {
DNFBP

Measures taken f
implement
Recommendation

the

oThe Articles 6 and 8 of the AML/CFT Law implemenequirements o
Recommendation 15 and 21 in relationto DNFBPs.

Recommendation o
MONEYVAL
Report

NDNFBPs should be required to give special attentiorbusiness relationships
transactions with persons from countries which d ar insufficiently apply the
FATF Recommendations

D

Measures taken f
implement
Recommendation

the

pAccording to the Article 6 part 5(2) of the AML/CFIaw reporting entities, if
particular DNFBPs, shall take relevant preventiveasures directed on: enhancem
of the client identification prior to establishifmsiness relations with persons
companies from states, where FATF Recommendatiensa applied or are applig
insufficiently; systematical notification on finaat transactions with clients fro
relevant countries; notification of the non-finamcisector that transactions wi
natural or legal persons in the relevant count@sdd bear ML/TF risk.

Also, the Article 14 part 5 of the AML/CFT Law priole that the entities of sta
financial monitoring shall compose the list of cties which do not or insufficientl
apply recommendations of international, intergowsgntal organization, the activit
of which is directed on combating money laundengerrorist financing, and shg
define and elaborate the procedure for taking eglepreventive measures: p
special attention while coordinating the establishtnof the branches, offices

subsidiaries of the reporting entities in such d¢oes; notify non-financial sectd
reporting entities on ML/TF risk while conductinigdncial transactions with natur
or legal persons in relevant country; restrictidrihe business relations or financ
transactions with the relevant country or persarsuich country.

Elaborated by the entities of state financial muniity Procedure of applying ¢
relevant preventive measures regulating activitpb-BP will be also applying i
DNFBP by establishment of business relations andyiog out of financial
transactions with persons, who are the citizenscadntries which do not @
insufficiently apply FATF Recommendation.

Other) changes sing
the last evaluation
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Recommendation 17 (Sanctions)

Rating: Partially compliant

Recommendatior
on MONEYVAL
Report

1 The authorities should review the sanctions withviaw to establishing effectiv
proportionate and dissuasive sanctions to deal wétural or legal persons which fail t
comply with AML/CFT requirements and that the rargfesanctions is broad an
proportionate to the severity of the situation

a)

Ol
d

Measures takenT
to implement the

Recommendatior

he Article 23 of the AML/CFT Law establish respitnhg of legal persons for violatio

of requirements provided by the Law and considgrafareases sanctions amount.
n Also, AML/CFT Law provide amendments to the CodelUsdraine on Administrative
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Offences on improvement of provisions on respalisitof officials — reporting entitieg
for violation of AML/CFT legislation.

Recommendatior
on MONEYVAL
Report

1 The scope of articles 73 and 74 of the Law on Bamikd Banking regarding th
possibility to impose fines on bank officials armhamgers should be harmonised

D

Measures take
to implement the
Recommendatior

nWith respect to dicials of financial institutions state regulatarenclude protocols g
administrative offence concerning officials of firidal institutions for following offence

1 (Article 166 of the Code of Ukraine on Administrative Offences)
Under the Article 73 fthe Law of Ukraine on Banks and Banking in casaak or othe
persons, which can be subject to inspection of Naional Bank of Ukraine i
accordance with the present Law, violate bankimggslation, regulatory legal acts of {
National Bank of Ukaine or perform risky operations, which threatem ititerests of th
depositors or other creditors of the bank, the dwati Bank of Ukraine shall the right
take adequate enforcement measures, including:
1) written warning to terminate violation and take necessary measures in ordg
correct the situation, to reduce unjustified exgsnasf the bank, to limit unjustified hi
interest payments on the attracted funds, to reduaéenate inefficient investment;
2) calling of the general meeting ohet participants, the Supervisory Coun
Management (Board of Directors) of the bank to egiiee action plan for financi
rehabilitation or a reorganization of the bank;
3) signing of a written agreement with the bankdemwhich the bank or a perg
determined by the agreement shall be obliged to taé@&sures to eliminate violations ¢
improve the financial position of the bank etc;
4) issuing of instructions on:
a) suspension of dividends payment or the capittibution in any other form;
b) imposing for the bank of increased economic sprm
c¢) increase of reserves for covering of possibdsds with credits and other assets;
d) limitation, termination or spension of some high risk transactions performedhie
bank;
e) prohibiting to extend blank credits;
f) imposing of fines on:
bank managers in amount up to one hundred untak@chom personal incomes;
banks under the provisions approved by the BoatteofNational Bank of Ukraine but
amount not more than 1 percent of the sum of thistered authorized fund.
g) temporary prohibition to the holder of essenpatlticipation in the bank to use
voting right of acquired shares (pays) in casero$gpr systemic violation by this pers
of the requirements of the present Law or regujategal acts of the National Bank
Ukraine;
h) temporary removal of the bank official from hisf office until the violation i
eliminated, in case of gross or gysic violation by this person of the requiremerftthe
present Law or regulatory legal acts of the NBU;
i) bank reorganization;
g) appointment of provisional administration.
In case of violation of the present Law or regufaiegal acts of the NBU whiccaused
significant loss of assets or income and brougbutthe signs of insolvency of a ba
the NBU shall have the right to revoke the license antiaite the procedure for the ba
liquidation under the provisions of the present Law
In case aarpus delicti was not found in actions of the maaragf a bank or an individu
or representative of a legal entityhelder of essential participation, which was aedusf
committing of a crime, but the requirements of phesent Law or regulatory lelgacts of

the NBU were violated, or in case this person veaml guilty of committing of profit
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oriented crime with imposing of penalty without irgpnment, the NBlshall have th
right to issue a Resolution on discharging of saiggerson from his/hefffice or prohibit
him/her to use his/her voting right of acquiredrekgpays).

A person, which on the basis of the Resolutionhaf National Bank of Ukraine w.
discharged from his/her office or temporarily pluteéd to use his/her voting right
acqured shares (pays), can be rehabilitated only erbsis of the preliminary permit
the NBU.

A Resolution of the National Bank of Ukraine on ajmment of a provisiong
administration shall be an executive document.

Under the Article 74 of the Law dJkraine on Banks and banking foresee fines imp
on managers and officials of a bank, individualbclders of essential participation
accordance with the procedure envisaged by the @bdgkraine On Administrativ
Offences.

The procedure for takingf enforcement measures, envisaged by the presentds wel
as the amount of financial sanctions imposed orkdand other legal entities, subjec
supervisory activity of the NBUshall be established by laws of Ukraine and raguy
legal acts of the NBU.

Particularly, with the purpose of improvement o gystem of enforcement measures
violation of bank legislation, the Board of the NRBildopted Resolution of the NBU N
369.

Recommendatior
on MONEYVAL
Report

withdrawal of a bank license does not only covesesawhen the violations induced
significant loss of assets or income”

Measures take
to implement the
Recommendatior

nThe Article 23 part 5 of the neMML/CFT Law provide termination or cancel the licg
for repeated violations of the current Law requieats or AML/CFT normativéegal
1acts.

Recommendatior
on MONEYVAL
Report

" There is no evidence for appropriate sanctioningimee and practice over the foreig
exchange offices and money transfer providers. &bthorities should review th
situation and take necessary measures in this otspe

Measures take
to implement the
Recommendatior

NThe procedure of application and types of enformedsures (sanctions) to the bank
violation of requirements:

'a) bank legislation and/or normative-legal acts loé tNBU on financial monitoring
(hereinafter — bank legislation) — is regulatednbyms of the Provision on applying |
the NBU of enforced measures for violation of bdefgislation, approved by th
Resolution of the Board of the NBU as of 28.08 280369.

According to the Article 73 of the Law of Ukrainex®@anks and Banking and Resoluti
of the NBUNe369 for violation of the bank legislation therepi®vided the right of the
NBU to take to equally committed violation suchaxtd measures as:
written warning;
imposing a fine:
to the bank:

in the amount of 0,01 % from the sum of registestedutory
capital (for each violation). The total sum of fifier the
same type violations, revealed in course of inspechall
not be more than 1% from the sum of registeretlitstey
capital of the bank;

to managers of thein the amount up to 100 untaxed minimum incomes
bank: citizens;

restriction, stopping or suspension of individuaids of conducted by the bar

for
0.

1 In addition, the Law on Banks and Banking shouldadequately amended so that the

a
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transactions with high level of risk;

56



- keeping away of official of the bank from the pusit
The procedure of application and kinds of enfonaezhsures (sanctions) to the bank(for
violation of requirements of the AML/CFT Law is rdgted by norms of the Resolution
of the NBU as of 17.03.2003 No. 108 On the Prooedifrimposing by the NBU of
Fines for Violation by Banks of Requirements of AML/CFT Law.
Application to the bank of such sanction is perfedrunder the certain appeal of the
NBU.
The NBU conducts selection of adequate enforcedsurea applying to banks
considering:

- character of performed by the bank violations;

- reasons, which caused arise of revealed violgtion

- general financial state of the bank and the lefehpital sufficiency;
- volume of possible negative outcomes for creditord depositors.
Moreover, the following factors are also taken iodmsideration:

- repeatability of committed violations (for whieklevant sanctions to the bank or |its
officials have been earlier applied);
- relation of number of branches and facts of rlwgeof violations in their activity tg
general number of branches of the bank, subjectédspection (such relation indicates
the system of revealed offences).
Also, in each case it is clarified:

- what negative outcomes arose or could ariskeasesult of commitment by the bank|of
such violation (violations);
- how violation influenced on risks of bank apptioa in order to legalize the proceeds
from crime;
- what measures are taken by the bank to avoidnahdo admit such violation in th
future.
It should be mentioned that under subparagraplfaie Instruction on the procedure |of
organization and carrying out of currency exchamgasactions at the territory of
Ukraine, No. 502 to open currency exchange offfoesarrying out currency exchange
have right the following:
bank, which had obtained bank license and writtermgssion of the NBU to condu¢
non-trading transactions with currency valuables;
financial institutions, which obtained general fise of the NBU for carrying out ¢
currency exchange transactions.
Thus, the inspection of currency exchange officeoisducted in course of inspection |of
the bank, which had opened such exchange office.

D

—~
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(Other) change
since the last

Uy

evaluation

Recommendation 21 (Special attention for higher ris countries)
Rating: Non compliant
Recommendation | The financial institutions should be explicitly tdgd to give special attention to
under business relationship and transactions with perdoos or in countries which do not
MONEYVAL or insufficiently apply FATF recommendations
Report
Measures taken toThe new AML/CFT Law foresees the obligation of rgjmy entity to take relevant
implement thel preventive measures aimed at: enhancing custoreatifidation before establishing
Recommendation of business relations with persons or companies from euch countries which do npt
the Report or insufficiently apply FATF recommendations; systdical reporting on financial
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transactions with customers of relevant countrigarning of non-financial sectar
representatives about that transactions with nlatoralegal persons in relevant
countries could contain ML/FT risk (Article 6 p&(2)).
Also, the Article 14 part 5 of the new AML/CFT Lagwovide that the entities of state
financial monitoring shall compose the list of ctigs which do not or insufficientl
apply recommendations of international, intergowsgntal organization, the activity

of which is directed on combating money laundegnderrorist financing, and shall

define and elaborate the procedure for taking eglepreventive measures: pay
special attention while coordinating the establishtnof the branches, offices
subsidiaries of the reporting entities in such ¢oes; notify non-financial sectqr
reporting entities on ML/TF risk while conductinigdncial transactions with naturgl
or legal persons in relevant country; restrictidrtte business relations or financjal
transactions with the relevant country or persarsuch country etc.

Moreover, the Cabinet of Ministers of Ukraine apm by its Resolution as
August 28, 2010 No 765 the Procedure of deterntnatif countries (territories) that
do not address or improperly address recommendatdrAML/CFT international
intergovernmental organizations.

Recommendation | The Ukrainian authorities should amend laws andutations to provide for a clear

under obligation for examining, as far as possible, fhepose and background of financial

MONEYVAL transactions with persons from or in countries tbatnot implement or insufficient|y

Report implement FATF recommendations, if they have ncamgmp economic or visible
lawful purpose

Measures taken tpArticle 6 part 2 (3 and 24)of the AML/CFT Law edliahes obligations for reporting

implement the
Recommendation @
the Report

entities, in particular: ensure detection of finahtransactions, subjected to finandjal
fmonitoring, prior to its execution, in the processits execution, in the day ¢
suspicions arise, after execution, or in attemptadsaction or if the client refused
conduction;

verify purpose and nature of future business mativith clients.

Under the Article 11 part 1 of the AML/CFT Law repng entity shall be obliged t
manage ML/TF risks considering of the results oftomer identification, serviceg
provided to customer, analysis of conducted custem&ansactions and the
correspondence to financial condition and natuthefclient’s activity.

According to the Article 16 part 1 (1) of the AMWFCT Law a financial transactio
shall be subjected to internal financial monitoriifigt has one or more indicato
designated by this Article or contains other riségmplex or unusual character
financial transaction or aggregate of connectedniinal transactions without appare
economic or visible lawful purpose.
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Recommendation
under
MONEYVAL
Report

to
S
e

Authorities should make sure that there is an appabe legal basis which enables
apply appropriate counter measures, for all finadinstitutions and in all case
where transactions, businesses or other relatigrsimvolve countries that conting
not to apply or insufficiently apply the FATF Recnemdations

Measures taken t
implement the
Recommendation a
the Report

oUnder the Article 6 part 5 (2) the reporting entithall take relevant preventi
measures directed on: enhancement of the clientifidation prior to establishin
fbusiness relations with persons or companies frach scountries; systematic
notification on financial transactions with cliedfitem relevant countries; notificatig
of the non-financial sector that transactions wittural or legal persons in t
relevant countries could bear ML/TF risk.

Moreover, new AML/CFT Law provide that the entitiekstate financial monitorin
shall compose the list of countries which do not iosufficiently apply
recommendations of international, intergovernmemtaanization, the activity d
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which is directed on combating money launderingtesrorist financing, and shal
define and elaborate the procedure for taking eglepreventive measures: pay
special attention while coordinating the establishmof the branches, offices pr
subsidiaries of the reporting entities in such d¢oes; notify non-financial sectar
reporting entities on ML/TF risk while conductinigdncial transactions with naturgl
or legal persons in relevant country; restrictidrtte business relations or financjal
transactions with the relevant country or personsuch country etc (Article 14 part
5).
As well SCFM of Ukraine adopted the Order No 11®%%4.07.2010 On Procedure
of applying preventive measures concerning cownttieat do not address pr
improperly address recommendation of intional, intergovernmental organizatio

(Other) change
since the last
evaluation

U7

Recommendation 22 (Foreign branches & subsidiaries)

Rating: Partially compliant

Recommendation | Apart from the special situation for banks, othiaafcial institutions are not required
under MONEYVAL | to pay particular attention to their subsidiariesdibranches in countries which do
Report not or insufficiently apply the FATF Recommendatiand this should be addressed

Measures taken toThe AML/CFT Law establish that taking measures qibsd by AML/CFT
implement the legislation, shall be provided directly by repogtientity (including non-banking
Recommendation dfinstitutions), its affiliates, other separate swisions and subsidiaries, including
the Report located in countries, which do not or insufficigntlapply the FATF
Recommendations, in frameworks determined by latiesi of such country. If
applying of such measures is not allowed by letj@laof such country, reporting
entities shall be obliged to inform about this SCEMUkraine and relevant state
financial monitoring entity.

Simultaneously reporting entity shall take relevanéventive measures aimed at:
enhancing customer identification before establighiusiness relations with persgns
or companies from such countries; systematical rtgfgpon financial transactions
with customers of relevant countries; warning of4financial sector representatives
that transactions with natural or legal persongelevant countries could contajn
ML/FT risk (Article 6 part 5).

Recommendation | There is no requirement for all financial institois to ensure implementation of the
under MONEYVAL | higher AML/CFT standard by their foreign subsidesiand branches, to the extent
Report that local laws and regulations permit. AuthoritisBould take appropriate steps [to
alter the language of the Basic Law, accordingly

Measures taken tpThe AML/CFT Law establish that taking measures @ibed by AML/CFT

implement the legislation, shall be provided directly by repogtimntity (including non-bankin
Recommendation dfinstitutions), its affiliates, other separate swisions and subsidiaries, including
the Report located in countries, which do not or insufficigntlapply the FATF

Recommendations, in frameworks determined by latisi of such country. |
applying of such measures is not allowed by letimlaof such country, reportin
entities shall be obliged to inform about this ACF¥ Ukraine and relevant state
financial monitoring entity.

Simultaneously reporting entity shall take relevantventive measures aimed at:
enhancing customer identification before establighiusiness relations with persgns
or companies from such countries; systematical rtgfgpon financial transactions
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with customers of relevant countries; warning of4financial sector representatives
that transactions with natural or legal persongelevant countries could contajin
ML/FT risk (Article 6 part 5).

(Other) change
since the las
evaluation

UJ

Recommendation 23 (Regulation, supervision and matoiring)

Rating: Partially compliant

Recommendation
under MONEYVAL
Report

The SCFSMR should start conducting AML/CFT onssifgervision of the Ukrposht
and enhance off-site supervision

Measures taken tpln 2009 SCFSMR examined Ukrposhta, which provides wansfers, on complyin

implement the
Recommendation df
the Report

with AML/CFT legislation.

Recommendation
under MONEYVAL
Report

Authorities are advised to provide for a clear défon of the term “irreproachable
business reputation”, that will be apparent to laéinks’ stakeholders

Measures taken tpThe Article 1 of AML/CFT Law of Ukraine provides rfahat perfect busines

S

implement the reputation is collection of confirmed informatiom dhe person that enables |to
Recommendation gfconclude regarding compliance of his/her activitithwthe requirements of the
the Report legislation, and for natural persons — on approprirofessional and management

skills and absence of conviction for mercenarynes and crimes in econoniic
sphere, not quashed and not extinguished pursmaimé procedure prescribed by the
law.

Recommendation
under MONEYVAL
Report

The legal provisions for non-banking financial mstions (excluding to some extent
asset management companies) do not provide foxplici barrier of criminals, or
their beneficial owner, from holding a significat controlling interest in g

securities firm

Measures taken tpArticle 14, part 2 (11,12) oblige the regulatorsvirify reputation of managers a

implement the controllers of the financial institutions and toepent the criminal from essential
Recommendation afshare in the financial institutions.
the Report

nd

Recommendation
under MONEYVAL
Report

The “fit and proper” criteria for persons having significant or controlling interest
in the non-banking financial institutions (excepta certain degree the securities
firms) and their senior managers are very limited.

Measures taken tpDraft Law of Ukraine on Introducing Amendments toetLaw of Ukraine or

implement theg Financial Services Market Regulation provides fobattlegal or natural person,
Recommendation dfintending to purchase essential part in finangiatiiution or to increase in the way
the Report that such persons, directly or indirectly, will owncontrol 10, 25, 50 and 75 percent
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of statutory capital of financial institution or tiag right under purchased shal
(parts) in bodies of financial institution, shadl bbliged to obtain written approval

agency for state regulation of financial servicewkats, if other is not prescribed

laws on state regulation of separate financial isesvmarkets. For obtaining su
approval applicant shall submit to noted agencgringtion prescribed by normati
legal acts of such agency, including about findr&tiaus and business reputation
future owner of essential part in financial ingiitn. Agency shall not submit writte
approval for purchase, increasing of essentialipdihancial institution in following
cases:

1) incomplete package of documents was submittedigded by normative leg
acts, or unreliable information was submitted, wlrsitted documents don’t comp
with requirements of this Law or noted acts;

2) person, who purchases essential part, has norwgaished or non quashe
conviction, or this person has been working fot [H3 years as Head, member
Board or chief accountant of bankrupted financratitution, financial institutior
subjected to the procedure of coercive liquidationsubjected to the enforceme
measures by the agency for state regulation ohéiiah services markets in the w
of dismissal of the leadership from managementhef financial institution an
appointment of temporary administration.

If such person is a legal person, this requirengemers members of executive bo
and supervising council of legal person, as welloasmers of essential part

financial institution, who are natural persons;

3) business reputation or financial status of pgrstho purchase essential part
financial institution, are non-compliant with regements of this Law or normatiy
legal acts of agency for state regulation of finalhservices markets;
4) any person, who purchase essential part in diahimstitution, has no own fung

of origin of funds placed in statutory capital haageconfirmation, etc.

After this draft Law passing by the Parliament dréaine, there will be legislatio
supported criteria for the persons owning essemsti@re or control stock in nd
banking financial institutions.

in amount sufficient to purchase essential paftnancial institution, and/or source
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Recommendation
under MONEYVAL
Report

Supervisory procedures of the SCSSM and the SCFS¥MRd cover risk-base
analysis and supervision on consolidated basis

Measures taken t
implement the
Recommendation o
the Report

ensure regulation and supervision considering AMAT(olicies, procedures ar
f control systems, risk assessment in order to ddteatompliance of measures tak

pAccording to Article 14, part 2 (3) of AML/CFT Lawhe reporting entities shall

by reporting entities and reduce risks within thtvity of relevant reporting entities|

d
en

Recommendation
under MONEYVAL
Report

Regardless of the possible low risk associated thigiforeign exchange offices, the
has to be an adequate AML/CFT framework in pldeg will enable AML/CFT
supervision and resources allocated for this pugpos

pre

Measures taken t
implement the
Recommendation o
the Report

pAccording to the Clause 2.1 of Instruction of NBl 502 the followings shall hay,
the right to open exchange offices for providingrency exchange transactions:

fBanks which obtain banking license and written pssion of National Bank o
Ukraine (NBU) on providing non-trade transactiorigweurrency;
Financial institutions which obtain general licemseNBU on providing transaction
with currency.
Simultaneously, the Clause 1.1 of Instruction ofNE: 502 establish that:
Exchange office shall be a structural unit opengdblank (financial institution)
including on the basis of agent agreements wittallggersons — residents, a

e

f

national postal operator, where currency exchamgesactions are provided f
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natural persons — residents and non-residentsdingoto this Instruction and oth
normative legal acts of NBU;
Agent shall be a legal person — resident listedState Register of financi

I

r

institutions or legal person, which is not finamdérestitution and has right to provide
currency exchange services under procedure estadllisy legislation f Ukraine and
which concluded agent agreement with bank accorttirttpe legislation of Ukraine
on providing in the name of bank currency exchangesactions in exchange office.
The Clause 1.3 of Instruction of NBM 502 prescribes that transaction on amaunt
that exceeds UAH 15 000 shall be provided only ashcdesk of bank, financial
institution, in operational hall of postal serviafter identification of person whpo
provides cash transaction with mentioning surnaraee of person in references gnd
receipts.
Thus, examining of exchange office is being progiderring examining of financial
institution which opened such exchange office.

Recommendation | The SCSSM is encouraged to continue its actionchmb@ecreasing the number |of

under MONEYVAL | fictitious companies.

Report

Measures taken tpUnder the results of its activity in 2009, Staten@aission for Securities and Stock

implement thg Market cancelled registration of shares issue aimdilfed certificates on registration

Recommendation df of shares issue to 48 fictitious joint stock corripan

the Report In the 1 half of 2010 Commission took decisionssaapending of shares circulation,
cancelled registration of shares issue and annudétificates on registration of
shares issue to 24 fictitious joint stock companies

Recommendation 24 (DNFBP - regulation, supervisioand monitoring)

Rating: Non compliant

Recommendation | The existing licensing regime of gambling instdns seems to draw a number|of

under MONEYVAL | inconsistencies, which sets a risk for differenplementation, misuse and unequal

Report treatment of the members of this market. Thesengistencies should be eliminated
and all necessary criteria regarding the owners anthnagers of gambling
institutions should be introduced

Measures taken tpThe regime for applying sanctions to gambling tngtins was regulated by the Lgw

implement the of Ukraine On Licensing of Certain Business Actest

Recommendation afFrom the day of enactment of the Law of Ukraine Bnohibition of Gambling

the Report business entities that may undertake the activityooganization and conducting
gambling are absent in Ukraine.

Recommendation | Ukraine is urged to review the current regulatorydasupervisory regime applicable

under MONEYVAL | to gambling institutions and take legislative arties measures as relevant in order

Report to ensure that casinos are subject to and effdgtiaplementing the AML/CFJT

measures required under the FATF recommendations

Measures taken t

implement the
Recommendation @
the Report

OFrom the day of enactment of the Law of Ukraine Pnohibition of Gambling
business entities that may undertake the activityooganization and conductin
fgambling are absent in Ukraine.

AML/CFT Law obliged Ministry of Finance of Ukrain® provide regulation an
supervision over AML/CFT sphere, in particular, obeisiness entities which ho

g

d

gambling including virtual casinos (Article 14).
Under AML/CFT Law Ministry of Finance of Ukraine astity of state financi

monitoring shall be obliged, in particular, to inggosanctions.

av
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Recommendation
under MONEYVAL
Report

Despite the positive trend in the last 2 years, gABctioning regime over gamblir
institutions cannot be regarded as proportionated aissuasive. This situatid
should be addressed through relevant changes tetad framework

Measures taken t
implement the
Recommendation o
the Report

pArticle 23 of AML/CFT Law provides for responsiltili for violation of the
requirement of this Law, including for DNFBP.
f

Recommendation
under MONEYVAL
Report

Ukraine should also develop plans to deal effidiemtith unlicensed gambling.
should also take measures to prevent criminaltheir associates from holding ¢
being the beneficial owner of a significant or colling interest, holding 4
management function in or being an operator of sirta

Measures taken t

implement the
Recommendation g
the Report

0The regime for applying sanctions to gambling mgittns was regulated by the Lg
of Ukraine On Licensing of Certain Business Actast

fFrom the day of enactment of the Law of Ukraine Pnohibition of Gambling
business entities that may undertake the activityooganization and conductin
gambling are absent in Ukraine.
Besides, the Article 14 of AML/CFT Law provides fdine obligation of stat
regulators:
take according to legislation actions on verifioati irreproachable busine
reputation of persons conducting management antdat@mver reporting entities;
take actions according to legislation in order void access to the management
reporting entities, direct or indirect significgdrticipation in such entities of perso
who have a record of conviction for mercenary crondgerrorism that have not be
quashed and expunged in procedure designated tgvthe
in cases prescribed by the legislation take actmmgrevention forming statutol
funds of the relevant reporting entities at theesge of the funds sources of wh
are impossible to confirm.

n

—

w

g

Recommendation
under MONEYVAL
Report

As regards the other categories of DNFBP, onca¢levant AML/CFT requirement
are introduced, Ukraine should also ensure that BRFare subject to effectiy
systems for monitoring and ensuring compliance WML/CFT requirements in lin
with Recommendation 24.

Measures taken t

DAfter AML/CFT Law Ukraine entering into force SCFbf Ukraine regulatory an

implement the supervisory agencies will ensure efficient monitgriof DNFBPs and compliang
Recommendation afwith provisions of Recommendation 24.

the Report

(Other) changes

since  the last

evaluation

Recommendation 27 (Law enforcement authorities)

Rating: Partially compliant

Recommendation
under MONEYVAL
Report

Ukraine should review the current situation in thght of the specific concern
raised by the law enforcement agencies, evaluate #xisting practica
implementation problems related to the proceduregplieable to ML/TF
investigations and take necessary measures in doeddress these concerns 3
prevent risks of duplication of efforts.

Measures taken t
implement the
Recommendation o

ODWith purpose of improving procedure for submittiengd efficiency of consideratig
of case referrals, including establishment of coaf@n between regiong

to

fsubdivisions of SCFM of Ukraine and law enforcemauthorities, the amendment
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the Report

on

]

the Procedure of Submitting and Consiter of Case Referrals approved
28.11.2006 were introduced by joint Order of SCHMJ&raine, STA, MIA and S§
of Ukraine dated 29.01.09 under No. 11/33/24/53.

Recommendation
under MONEYVAL

The procedures for obtaining documents and infoimnatio be used in investigations

should be carefully examined and modified.

Report

Measures taken tpsee the answer toR. 4
implement the

Recommendation of

the Report

(Other) changes

since the last

evaluation

Recommendation 29 (Supervisors)

Rating: Partially compliant

Recommendation
under MONEYVAL
Report

Apart from the NBU, the extent to which sampldarigss included as part of the on-
site supervisory actions of SCFSMR and the SCSQMtiglear. The supervisory
authorities should ensure that sample testing ™utled as part of their on-site
supervisory action

Measures taken t
implement

the Report

the
Recommendation o

0The Article 14 of the AML/CFT Law provides for thabligation of the entities of
state financial monitoring to ensure AML/CFT supsion and regulation taking into
faccount AML/CFT policy, procedures, controls, amgks assessment in order |to
define the compliance of measures taken by thertieg entities and to reduce risks
within the activity of relevant reporting entities.

Recommendation
under MONEYVAL
Report

There are no explicit provisions that specify teee of the AML/CFT supervision

and the power of enforcement of foreign exchanfigesf

Measures taken f
implement

the Report

the
Recommendation o

pAccording to the Clause 2.1 of Instruction of NatibBank of Ukraine\e 502 the
followings shall have the right to open exchangéce$ for providing currency
fexchange transactions:
Banks which obtain banking license and written pssion of NBU on providing
non-trade transactions with currency;
Financial institutions which obtain general licemseNBU on providing transaction
with currency.

Simultaneously, the Clause 1.1 of Instruction ofNE 502 establish that:
Exchange office shall be a structural unit opengdbdnk (financial
institution), including on the basis of agent agneats with lega
persons — residents, and national postal operatioere currency
exchange transactions are provided for naturalopsrs- resident
and non-residents according to this Instruction athgr normative
legal acts of NBU;
Agent shall be a legal person — resident listedtate Register g
financial institutions or legal person, which i fiaancial institution
and has right to provide currency exchange servicegr procedur
established by legislation f Ukraine and which doded agen
agreement with bank according to the legislationUsfaine on
providing in the name of bank currency exchangastations in

|2

1%

exchange office.
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The Clause 1.3 of Instruction of NBANk 502 prescribes that transaction on amg
that exceeds UAH 15 000 shall be provided only ashcdesk of bank, financi
institution, in operational hall of postal serviafter identification of person wh
provides cash transaction with mentioning surnarame of person in references 4
receipts.

Thus, examining of exchange office is being progidering examining of financig
institution which opened such exchange office.

unt

nd

Recommendation
under MONEYVAL
Report

All sectoral laws, apart from the specific situatifor banks, do not enable remo
of directors and senior managers as a result of-compliance with legislation. Thi
issue should be revisited as recommended in thatrep

al

(7]

Measures taken t
implement the
Recommendation o
the Report

p0The Article 23, part 6 of AML/CFT Law empowers thegulators to dismiss a
official of the reporting entity for gross violatiomf AML/CFT requirements.
f

Recommendation
under MONEYVAL
Report

According to the Law on Banks and Banking, NBU iogpose sanctions if it deteg
violation of the banking legislation. There is Hear reference that the Basic Law
considered as part of the banking legislation, Wwhimould constrain its efficien
implementation. This issue should be adequatelyesdéd by the authorities

ts
is

Measures taken tp - AML/CFT Law (Art 23) explicitly gives supervisorin¢luding NBU) powe
implement the to apply sanctions for the violation of AML/CFT \Wwa

Recommendation of

the Report

Recommendation
under MONEYVAL
Report

In addition, the authorities are advised to recalesi the provisions of the Law ¢
Banks and Banking with regard to the possibilitygmove managers from office.

n

Measures taken t
implement the
Recommendation o
the Report

o According to the Article 73 of Law On Banks and Rizg and Resolution of NBWe
369 National Bank of Ukraine appropriately to committeidlation shall have th
f right to apply such influence measures, in pariGuas removal official of bank fro
position, in 2009 2 persons were removed.
Art 23 Part 6 of the new AML/CFT Law expltly gives supervisors (including NB
power to remove managers from office for the sevamm-compliance witl
AML/CFT Law or regulations.

Recommendation
under MONEYVAL
Report

The sanctioning regime implemented with the exjshRIL/CFT legislation allow fo
imposing different sanctions, depending on the typ&on-compliance (with th
Basic Law or with the sectoral laws). Since thisigion could create uncertaint

the system could benefit from clearer provisionteims of the sanctions that should
be imposed.
Measures taken tp - Art 23 of the new AML/CFT Law providesinge of sanctions that sho
implement the be applied by supervisor agencies.
Recommendation of
the Report
(Other) changes
since the last
evaluation
Recommendation 30 (Resources, integrity and trainig)
Rating: Partially compliant
Recommendation | Improve and implement adequate training programerfer to enhance the capacity
under MONEYVAL | of prosecutors to investigate and prosecute ML €asel of judges to effectively apply
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Report

article 209, in particular on the types and levelsevidence which the court mig
consider acceptable to prove the physical and mehaents of the offence

Measures taken t
implement the
Recommendation @
the Report

during whole training year studies for listeners af categories on the topi
f“Methodic of revealing, disclosure and investiggtariminal cases on ML crimes ar
providing repayment of damages from crime, as waslfeatures of supporting sta
case in criminal cases of mentioned category”.

Moreover, the National Prosecutor’'s Academy of lih@gublished training guidand
“Detecting, disclosing and investigating of the digation (laundering) of th
proceeds from crime (Article 209 of Criminal CoddJkraine)”.

According to the Article 1 of the Law judicial awatfities fulfill their powers

Constitution of Ukraine and laws. According to theicle 47 of the Law powers @
the Supreme Court of Ukraine cover providing cowith explanations on applicatig
of the legislation on the base of generalizing wfigial opinion and analyzing ¢
judicial statistics.

On the ground of carried out by the Supreme Cdudkpaine generalizing of judicig
opinion of consideration of criminal cases on csmeelated to legalizatio
(laundering) of the proceeds from crime (Article92d the Criminal Code of Ukraine
on April 15, 2005 there was adopted the resolutioRlenum of the Supreme Court
Ukraine No. 5 “On Practice of applying by courts tbe legislation on criming
responsibility for legalization (laundering) of thmoceeds from crime (hereinaft
referred as to the resolution), which properly akplcourts on the same and corr
applying of the legislation while considering casefs the mentioned categor
In particular, in paragraph 11 of the resolutionnt® are explained on that bringing
the person to criminal responsibility under theidet 209 of the Criminal Code
Ukraine is possible on condition that the fact bfaining by him of the proceeds
other property as a result of commitment of praéiadfence is determined by cou
in relevant procedural documents (resolution, wrgidicial decision etc.) as well :
in case, when he hasn’t been brought to crimingpaasibility for predicate offenc
In the final case the person is simultaneously ¢lnouo criminal responsibility fo
predicate offence as well as for legalization (Benmg) of the proceeds or oth
property obtained from its commitment, that is unthee amount of these crime
realizing that he commits legalization of such pexts (property).

In 2007 the Supreme Court of Ukraine has repeatgeiheralized judicial opinion @
criminal cases consideration of this category, Whshowed that courts basica
follow requirements of the legislation and explémad of the resolution, in particul
and stated in paragraph 11. In overwhelming magjarit cases guilty persons
convicted under amount of committed crimes: asle, for crime against ownersh
or official crime and crime the structure of whishprovided for by Article 209 of th
Criminal Code of Ukraine, that is for commitment mfedicate act as well as f
legalization of illegal proceed. The above mergiaoncludes that courts of Ukrai
take into consideration Recommendations of the rexpdf the Committee stated
part 2 of Questionnaire (Recommendation 1).

Also, in 2008 the Supreme Court of Ukraine geneeali judicial opinion of
consideration of cases on administrative respditgifior violation of requirements o
the Law of Ukraine dated 5.10.1985 356/95BP “On Fight Against Corruption” an
criminal cases on official crimes with features adrruption acts. Generalizin
showed that between entities violations or crimiofénce of politicians or person
who occupied especially high official positions eetbsent.

OThe training program of the National Prosecutor'sademy of Ukraine foresee

exceptionally on grounds, in frameworks and procedprovided for by the
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Kyiv National University of Interior according the program of training specialists
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education and qualification levels such as “baafielnd “specialist” undef
occupation “Fight with economic crime iff' Bemester of %course of study provide
for studying of the topic “Legal and organizationlahses of counteraction t
legalization (laundering) of the proceeds from @&infper 4 hours of lecture arn
seminar studies) on subject matter “Economic safatyd topics “Revealing an
documenting of legalization (laundering) of the qgeds from crime (per 4 hours
lecture and seminar studies) on subject matter f@jye and search activity”.

25 officials of special subdivisions on fight agstinorganized crime wer
professionally developed on “Fight against legdilira (laundering) of the proceeds
from crime” on the base of the Academy of the Miyiof Interior of Ukraine in
2009. In 2010 specialization on the mentionedctiba is planed on October on the
base of Kyiv National University of Interior (17 fafials) and professional
development on the base of the Academy - on Deceff@eofficials). Moreover
according to thematic plans of the Academy the 8figi of Interior of Ukraing
training meetings of managers of district divisiaighe Main Board of the Ministry
of Interior of Ukraine, the Board of the Ministry tterior of Ukraine included ir
reserve of the staff for nomination to leading poss, as well as officials of special
subdivisions on fight against organized crime antthpic: “Organization of operative
and official activity in the area of fight againstganized crime, corruption and
counteraction to legalization (laundering) of theogeeds from crime” and also
admission of 45 adjuncts for full-time study undbe state order performing
scientific researches on the mentioned topic.
On execution of paragraph 2 of the directive of @abinet of Ministers of Ukraing
dated 13.12.2004: 8999 the State training institution of post-graduateicadion
“Training - Methodical Center of SCFM” holds relenatrainings on professional
development of officials of agencies of interndaas.
During | half a year according to the Scheduleaifiing on professional development
on the course “Fight against legalization (launmuigyiof the proceeds from crime ahd
terrorist financing” 160 officials of territorialngities and subdivisions of interior
including 30 officials of subdivisions on fight dagst organized crime were trained|in
Training-Methodical Center of SCFM. In general, ilnag-Methodical Center of
SCFM will conduct training of 320 officials durirgp10.

Moreover, the representatives of agencies of iateaffairs participated in semin
practical training on prevention and counteractiorlegalization (laundering) of the
proceeds from crime and terrorist financing forcspkists of regional subdivisions of
law enforcement and judicial agencies (30.03.20@ctical seminar on the topic:
“National assessment of money laundering risks-Z225.2010), seminar on fight

against money laundering and financial crimes, twhias held by the Instrument pf

technical assistance and information excharipeIEX) of European Commission

(08-09.07.2010), as well as on the topic: “Natioassessment of money launder|ng
risks”, which was held by the Training-Methodicatr@@er of SCFM jointly with th
World bank (29-30.07.2010).

In 2010 training guidance “Counteraction to moreynidering in Ukraine. Legal and
organizational bases of law enforcement activityfCounteraction to legalizatio
(laundering) of the proceeds from crime, methodiemlommendations “Revealin
disclosure and investigation of legalization (laeridg) of the proceeds from cri
(Article 209 of the Criminal Code of Ukraine)” ddeped by Kyiv National
University of Interior, and typologies of legaliiat (laundering) of the proceeds fram
crime “Peculiarities and features of transacticglated to money laundering through
withdrawal of cash. Tactical research and practicedstigating”, approved by the
order of the SCFM of Ukraine dated 25.12.20@9 182 were also submitted o

ow
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territorial entities and subdivisions of internéfbis.

nt

Recommendation | Also, relevant training should be provided to thergmnnel of law enforceme
under MONEYVAL | authorities in the regions which will enable thesrobtain more easily documents a
Report information to be used in investigations

Measures taken tpTraining - Methodical Center for Retraining and féssional Development of Exper
implement the on Financial Monitoring Issues in the Sphere of Gating Legalization (Laundering
Recommendation afof Criminal Proceeds and Terrorist Financing of SICFNational Academy o
the Report Prosecutor’s Office of Ukraine, Academy of Judgds Ukraine improved ang

introduced relevant training programs for enhanahmvestigators capability of lav
enforcement agencies of Ukraine in investigatingcofinal cases initiated und
crimes indicia, provided by the articles 209 afé 8f the Criminal Code of Ukraing
These programs aim prosecutors at supporting tf atzcusation in criminal cases
the mentioned category and judges, in the parffettve application of the article
209 and 306, in particular, regarding types anelewf evidences, which might
acceptable by court for proof of mental and phystaments of crime.

Training program of the National Prosecutor's Aaagieof Ukraine foresees fq
listeners of various categories during whole traniyear studies on the topi
“Methodic of revealing, disclosure and investiggtariminal cases on ML crimes af
providing repayment of damages from crime, as waslfeatures of supporting sta
case in criminal cases of mentioned category”.

Moreover, the National Prosecutor’'s Academy of lihegublished training guidandg
“Detecting, disclosing and investigating of the digation (laundering) of th
proceeds from crime (Article 209 of Criminal CoddJkraine)”.

Also, in 2009 Kyiv National University of Interidyy the instrumentality of Project ¢
Council of Europe (MOLI-UA2) published training giaince “Counteraction to th
money laundering in Ukraine. Legal and organizatigrinciples of law enforcemer
activity”. This guidance contains relevant sectionyhich practical aspect of tacti
for concrete investigating actions and typical stigating situations are considered.
The order of the State Tax Administration of Ukeaitated 30.12.20082 740 “On
organization of professional development of offgiaf authorities of State Ta
Service of Ukraine in 2010" approved Plan-schedilearrying out of trainings o
managers and specialists of authorities of statasdavice in Center of retraining ar
professional development of leading staff of alithesr of state tax service of Ukrain
On March 2010, the SCFM organized and held prdcsieminar on prevention an
counteraction to legalization (laundering) of thegeeds from crime and terror
financing for specialists of district subdivision$ law enforcement agencies a
judges. The same practical seminars were orgaaizeédheld in regions of Ukraine
20 regional subdivisions of the SCFM during Febyuward March.

25 officials of special subdivisions on fight againorganized crime wer
professionally developed on “Fight against legdilira (laundering) of the procee
from crime” on the base of the Academy of the Miyiof Interior of Ukraine in
2009. In 2010 specialization on the mentionedctiiva is planed on October on t
base of Kyiv National University of Interior (17 fwfials) and professiong
development on the base of the Academy - on Dece(@befficials).

Moreover, according to thematic plans of the Acagléhe Ministry of Interior of
Ukraine training meetings of managers of distdigisions of the Main Board of th
Ministry of Interior of Ukraine, the Board of the iMstry of Interior of Ukraine
included in reserve of the staff for nominatiordgading positions, as well as officig
of special subdivisions on fight against organizeche on the topic: “Organization ¢
operative and official activity in the area of fighgainst organized crime, corrupti
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admission of 45 adjuncts for full-time study
scientific researches on the mentioned topic.
During 1-st half a year according to the Scheduletraining on professiona
development on the course “Fight against legatmaflaundering) of the procee
from crime and terrorist financing” 160 official$ trritorial entities and subdivision
of interior, including 30 officials of subdivisiormn fight against organized crime we
trained in Training-Methodical Center of SCFM. lengral, Training-Methodic3
Center of SCFM will conduct training of 320 offitsaduring 2010.

The order of the State Tax Administration of Ukeidated 31.08.0% 467 “On
organization of professional training of officiats tax Militia of the State Ta
administration of Ukraine in 2009-2010 training yeapproves the Topic of training

undbe state order performin

together with officials of tax militia on officiahnd special training in 2009-201

training year. According to the above mentioned i®opf training the following
studying is provided: for operative officials of xtamilitia — methodical
recommendations on the procedure of disclosure baalecy, for investigators of t
militia — the letter of the Supreme Court of Ukeaidated 29.03.08t 1-5/162 On
Disclosure of Bank Secrecy.

AX

Recommendation
under MONEYVAL
Report

Despite existing policy efforts to eliminate cotiop, it is recommended to purs
current efforts in this area to ensure that they wmiat impede law enforceme
authorities’ action.

e
nt

Measures taken t
implement the
Recommendation @
the Report

oOn June 2010 the Parliament adopted the Law OndRedjility of Legal Persons fq
Commitment of Corruption Offences, that is for coitnnent them by the leadersh

for by other authorized persons on behalf of andHerbenefit of legal person of a 4
of criminal offences. In particular, responsibilibf legal persons is provided f
legalization (laundering) of the proceeds from @&jnabuse of power or officia
position, superiority of power or official powershtaining or giving of bribe as we
as interference in operation of judicial authosti€or such offences court may infl
a penalty on legal persons in the form of fine hivition to conduct relevant type
activity, confiscation of property or liquidationf degal person. Also, the La

determines the procedure of consideration in coluceses on the mentioned offenc

committed by legal persons.

Moreover, responsibility for corruption actions asablished for persons, who are
state officials but fulfill functions of power. Iparticular, responsibility is establish
for private auditors and notaries, experts, lawgsrsvell as other persons carrying

professional activity related to providing of pubkervices for application of the
powers in order to obtain illegal benefit for thextves or for other persons for t
purpose of doing harm to rights and interests dividual citizens, legal person
interests of society and state. If these actiondsedisentially harm to, in this ca
responsibility in the form of corrective works fitre period up to 2 years or arrest
to 6 months or an imprisonment up to 3 years wéhrivation of right to occupy som
positions or to carry out certain activity up toy@ars is established. If such actic
caused serious consequences, responsibility ifothe of imprisonment from 5 up t
8 years with confiscation of property is foreseen.
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Recommendation
under MONEYVAL
Report

Furthermore, given that the evaluation team was imot position to review th
relevant framework covering requirements of prdfess standards and ethics
conduct, the authorities are recommended to ref@icurrent situation and take g
necessary measures to ensure that staff of lawanfent authorities are required
maintain high professional and ethic standards

Df
I

Measures taken t

oDecember 22, 2009 became the day of presentatioguiofance for carrying ou

implement the

preventive and consulting measures among officidistate tax service regardir

g
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Recommendation o
the Report

f prevention of corruptive acts that has been prephyeAnti-corruptive units of stat
tax service agencies together with the Committe¢hef Parliament of Ukraine gn
Combating Organized Crime and Corruption, publigamization All-Ukrainian
Special Collegium on Combating Corruption and Oizah Crime, and U
Department of Justice.

In 2009 State Security Service of Ukraine togethéh the General Prosecutor's
Office of Ukraine organized and held 4 meetingdndéragency Working Group on
Combating Corruption.
State Security Service of Ukraine together with &ahProsecutor’s Office and other
interested law enforcement agencies has takerotlogving measures:
- Draft Law on establishing special anti-corruptisgency with the powers for
conducting pretrial investigation, fight againstrroption and coordination of the
activities in this sphere — On State (National)vi®er of Investigation of Ukraine was
being processed;
- under the results of generalization of internaloexperience the opportunity for
implementing in Ukraine appropriate functional mlodeunified anti-corruptive la
enforcement agency has been scrutinized;

- with participation of the Supreme Court of Ukmaigeneralization of court practice
for consideration of criminal matters on officiaimes with the signs of corruptive
acts (Articles 364, 365 and 368 of the Criminal €ad Ukraine), and matters on
administrative responsibility for violation of thequirements of the Law of Ukraine
dated 5.10.1995 On Fight Against Corruption pulglishin the official site of th
Supreme Court of Ukraine has been prepared;

- application of the requirements of Articles 1Q, df the Law of Ukraine on Fight
Against Corruption on responsibility of heads attiko officials for the failure to tak
measures against corruption was examined. With pilngose of improving la
enforcement activity State Security Service of lheadirected regional units to

correcting plans of operative and official actie#ifor the second half of 2009 in part
of reinforcement measures aimed at detection agidtration of appropriate non legal
acts of officials;
- compliance with the requirements of the legistatat investigation of the crimes
with the signs of corruption, provided for by thetiéle 191 of CC of Ukraine, and gn
June 26, 2009 has been examined and discussedardb@rosecutor’'s Office during
Joint Interagency Meeting of the law enforcememtnaies, under the results of which
organizational and practical measures have beamtakd notified to the regional
prosecutors;
- counteraction to corruption in State Tax Admirdsbn of Ukraine has begn
examined and appropriate recommendations aimeevaiabment of these activities
have been adopted and forwarded to the leader§l&pA of Ukraine;
- Main Department of Civil Service of Ukraine inethinteraction with the law
enforcement agencies of Ukraine ensured systematicducting of comple
examination of state agencies regarding their ciampé with the requirements of the
Laws of Ukraine on Civil Service of Ukraine, On RigAgainst Corruption and other
regulations on civil service;

- there has been organized round tables “CorruptioBducation” in all Ukrainian
regions with aim of engaging public, law enforcetmand other state agencies |of
Ukraine to this issue;

- efficiency of selection and appointment systemtloé officials with practica
experience in financial control agencies has beereased;

- methodical recomendations have been studied by the educationétuiitns
(Yaroslav Mudryi National Academy of Security Seeviof Ukraine), and other law
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enforcement agencies with the purpose of explaitivg provisions of new ant
corruptive legislation.

Recommendation | The authorities should also pursue training effaatsd provide guidance so as
under MONEYVAL | increase the level of expertise on ML/TF and fin@nrimes more generally.
Report

Measures taken tpSCFM Training Centre jointly with specialists of of Ukraine prepared an
implement the submitted to Academy for Judges of Ukraine, NatioReosecutor's Academy d
Recommendation afUkraine, Kyiv National University of Interior on egement training program fa
the Report representatives of law enforcement authorities emgits, in which themes abo

requirements and procedure complying for obtainjndicial decisions by law
enforcement agencies are included.

During 2008 Training Centre provided measures oisim@ skills of 175
representatives of law enforcement and judiciahamgss, in accordance during 2009
260 representatives of law enforcement and judageincies.

Training program of National Prosecutor's AcadenfyUkraine foresees durin
whole training year studies (lections, “round tablecience and practical, science 3
methodical seminars) on the topic: “Methodic of ealng, disclosure an
investigating criminal cases on ML crimes and pdow repayment of damages fro
crime, as well as features of supporting state daseriminal cases of mentiong
category”.
In December of 2009 General Prosecutor’'s Offic&Jkfaine published scientific an

(laundering) of the proceeds from crime (Article92f Criminal Code of Ukraine)”.
On the bases of theoretical analyses and geneatatiegerials of law enforceme
practical activity, in theoretical and practicalidance disclosed in complex the mg
spheres of counteraction to money laundering. Broblof practical fulfillment o
current norm in sphere of criminal and criminalqadure law are considered.

Special attention is paid to the following issupsoblems of qualification of ML
crimes, criminal — legal characteristics of sucimes, and features of initiatin
criminal cases, problems in investigation, and @cafor's supervision ove
compliance with legislation while executing investion actions and submittin
criminal case to court, etc.

and financial monitoring.

On 10.12.2009 scientific and methodical seminar Wwelsl on topic “Training an
skills raising of operative agents and investigatmosncerning methodic of detectin
disclosing and investigating criminal cases on ednwith indicators of corruption’
on which issues of legalization (laundering) of theoceeds from crime wef
considered. This seminar was held on the basesatibiMl Academy of Securit
Service of Ukraine with participating of represéivies of law enforcement an
supervising agencies.
In 2009 Kyiv National University of Interior by thastrumentality of Project g
Council of Europe (MOLI-UA2) published training giaince “Counteraction to th
money laundering in Ukraine. Legal and organizatigrinciples of law enforcemer
activity”. This guidance contains relevant sectionyhich practical aspect of tacti
for concrete investigating actions and typical stigating situations are considered.
Kyiv National University of Interior according tthe program of training specialis
of education and qualification levels such as “ldati and “specialist” unde
occupation “Fight with economic crime iff' Bemester of %course of study provide
for studying of the topic “Legal and organizationbhses of counteraction

practical guidance “Detecting, disclosing and itigeding of the legalization

This guidance address for use by specialists irspiiere of law enforcement activity
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seminar studies) on subject matter “Economic safatyd topics “Revealing an
documenting of legalization (laundering) of the g@eds from crime (per 4 hours
lecture and seminar studies) on subject matter r@jye and search activity”.

25 officials of special subdivisions on fight agstinorganized crime wer
professionally developed on “Fight against legdilira (laundering) of the proccec
from crime” on the base of the Academy of the Miyif Interior of Ukraine in
20009.

In 2010 specialization on the mentioned directplaned on October on the base
Kyiv National University of Interior (17 officialsand professional development
the base of the Academy - on December (20 officials

Moreover, according to thematic plans of the Acagléhe Ministry of Interior of
Ukraine training meetings of managers of distdigisions of the Main Board of th
Ministry of Interior of Ukraine, the Board of the iMstry of Interior of Ukraine
included in reserve of the staff for nominationaading positions, as well as officia
of special subdivisions on fight against organizeche on the topic: “Organization ¢
operative and official activity in the area of fighgainst organized crime, corrupti

and counteraction to legalization (laundering) led proceeds from crime” and als

admission of 45 adjuncts for full-time study undée state order performin
scientific researches on the mentioned topic.

On execution of paragraph 2 of the directive of @abinet of Ministers of Ukrain
dated 13.12.2004: 8999 the State training institution of post-graduateicadion
“Training - Methodical Center of SCFM” holds relenatrainings on profession
development of officials of agencies of interndaas.

During | half a year according to the Scheduleaifiing on professional developme
on the course “Fight against legalization (laurugyiof the proceeds from crime a
terrorist financing” 160 officials of territorialngities and subdivisions of interio
including 30 officials of subdivisions on fight agst organized crime were trained
Training-Methodical Center of SCFM. In general, ilnag-Methodical Center o
SCFM will conduct training of 320 officials durirgp10.
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Moreover, the representatives of agencies of iateaffairs participated in semin

-

practical training on prevention and counteractiorlegalization (laundering) of the
proceeds from crime and terrorist financing forciplists of regional subdivisions of
law enforcement and judicial agencies (30.03.20@fctical seminar on the topic:
“National assessment of money laundering risks-Z225.2010), seminar on fight
against money laundering and financial crimes, Wwhias held by the Instrument pf
technical assistance and information excharipeIEX) of European Commission
(08-09.07.2010), as well as on the topic: “Natioassessment of money launder|ng

risks”, which was held by the Training-Methodicatr@@er of SCFM jointly with th
World bank (29-30.07.2010).

In 2010 training guidance “Counteraction to moreynidering in Ukraine. Legal and

organizational bases of law enforcement activityCounteraction to legalizatio

(laundering) of the proceeds from crime, methodiemlommendations “Revealing,
disclosure and investigation of legalization (lagriclg) of the proceeds from crime

(Article 209 of the Criminal Code of Ukraine)” ddeped by Kyiv National
University of Interior, and typologies of legaliiat (laundering) of the proceeds fro
crime “Peculiarities and features of transacticglated to money laundering throu
withdrawal of cash. Tactical research and practiceéstigating”, approved by th
order of the SCFM of Ukraine dated 25.12.2089182 were also submitted
territorial entities and subdivisions of internéfbirs.
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Recommendation

The law enforcement and judicial authorities’ cotgpeies in AML/CFT shoul
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under MONEYVAL
Report

definitely be strengthened, particularly in the iats, in particular through training

and use of computer techniques, and by providifeyeat guidance

Measures taken tpAccording to the order of the State Tax Administnatof Ukraine dated 30.12.20(

implement the
Recommendation @
the Report

Ne 740 “On organization of professional developmehbfficials of authorities of
f State Tax Service of Ukraine in 2010” , which ame® Plan-schedule of carrying @
of trainings of managers and specialists of autiesrof state tax service in Center
retraining and professional development of leaditaff of authorities of State Ta
Service of Ukraine in Center of retraining and psesional development of leadil
staff of authorities of State Tax Service of Ukel{Kyiv) and according to the ord
of the State Tax Administration of Ukraine date8.05.10Ne 295, a training for 27
specialists of financial investigations of regiosabdivisions of the Department f
combating with money laundering under the professigprogram “Organization @
combating with money laundering” is planned to bdhirom 15.11. up to 27.11.10.
Kyiv National University of Interior according the& program of training specialists

occupation “Fight with economic crime iff' Bemester of %course of study provide
for studying of the topic “Legal and organizationlahses of counteraction
legalization (laundering) of the proceeds from @&infper 4 hours of lecture ar
seminar studies) on subject matter “Economic safatyd topics “Revealing an
documenting of legalization (laundering) of the qgeds from crime (per 4 hours
lecture and seminar studies) on subject matter r@jye and search activity”.

25 officials of special subdivisions on fight againorganized crime wer
professionally developed on “Fight against legdilira (laundering) of the proceec
from crime” on the base of the Academy of the Miyif Interior of Ukraine in
2009. In 2010 specialization on the mentionedctive is planned on October on t
base of Kyiv National University of Interior (17 fafials) and professiong
development on the base of the Academy - on Deee(@b officials).
Moreover, according to thematic plans of the Acagléehe Ministry of Interior of
Ukraine training meetings of managers of distdigisions of the Main Board of th
Ministry of Interior of Ukraine, the Board of the iMstry of Interior of Ukraine
included in reserve of the staff for nominationaading positions, as well as officia
of special subdivisions on fight against organizeche on the topic: “Organization ¢
operative and official activity in the area of fighgainst organized crime, corrupti
and counteraction to legalization (laundering) feé proceeds from crime” and al
admission of 45 adjuncts for full-time study undée state order performin
scientific researches on the mentioned topic.

On execution of paragraph 2 of the directive of @abinet of Ministers of Ukrain
dated 13.12.2004 899p the State training institution of post-graduateiedion
“Training - Methodical Center of SCFM” holds relenatrainings on profession
development of officials of agencies of interndaab.

During | half a year according to the Scheduleaifiing on professional developme
on the course “Fight against legalization (laurugyiof the proceeds from crime a
terrorist financing” 160 officials of territorialngities and subdivisions of interig
including 30 officials of subdivisions on fight dgst organized crime were trained
Training-Methodical Center of SCFM. In general, imnag-Methodical Center o

developed and/or continued, placing an emphasisthen systematic recourse to
financial investigations, the use of existing tcasl investigative techniques, analysis

education and qualification levels such as “baafielnd “specialist” undef

9

ut
of
X

ng
<

4
or
f

Is

nt
hd
r,
in
f

SCFM will conduct training of 320 officials durirgp10.

proceeds from crime and terrorist financing forcipksts of regional subdivisions

Moreover, the representatives of agencies of iateaffairs participated in seminT-

practical training on prevention and counteractioriegalization (laundering) of the

f
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law enforcement and judicial agencies (30.03.20@f3ctical seminar on the topic:
“National assessment of money laundering risks-Z225.2010), seminar on fight
against money laundering and financial crimes, Wwhias held by the Instrument pf
technical assistance and information excharigeIEX) of European Commission
(08-09.07.2010), as well as on the topic: “Natioassessment of money launder|ng
risks”, which was held by the Training-Methodicatr@er of SCFM jointly with th
World bank (29-30.07.2010).

In 2010 training guidances “Counteraction to moleyndering in Ukraine. Legal and
organizational bases of law enforcement activityfCounteraction to legalizatio
(laundering) of the proceeds from crime, methodiemlommendations “Revealing,
disclosure and investigation of legalization (laerlg) of the proceeds from crime
(Article 209 of the Criminal Code of Ukraine)” ddeped by Kyiv National
University of Interior, and typologies of legaliiat (laundering) of the proceeds fro
crime “Peculiarities and features of transactioglated to money laundering throu
withdrawal of cash. Tactical research and practiceéstigating”, approved by th
order of the SCFM of Ukraine dated 25.12.2089182 were also submitted
territorial entities and subdivisions of internéfbas.

Recommendation
under MONEYVAL
Report

The authorities are recommended to undertake eevevif the human and financi
capacities of the SCS to ensure that it can adedydhke necessary measures
detect and prevent cross border movements of coyreand bearer negotiabl
instruments

Measures taken tpThe sector on the issues of counteraction to |eggdin (laundering) of the proceeds
implement thg from crime with 9 persons, whose functional tasksvet organization and
Recommendation afcoordination of activity of customs authorities counteraction to the proceeds from
the Report crime and terrorist financing, providing customshatities of Ukraine and other state
authorities with analytical information on possildemplicity of persons in proceeds
from crime is created in the State Custom’s Serofddkraine.
In the 2010 by the final court decision two persaese convicted for cash smuggling
and $2min confiscated as a result of FIU case -Appendix [\Vfor more details.
Recommendation | Furthermore, additional efforts should be made twer through relevant guidance

under MONEYVAL

and training issues related to cross border cask aearer negotiable instruments

Report movements and related ML methods involving the meme of cash to and from
Ukraine and raise awareness of customs bodies oisMles
Measures taken tpTraining plans of customs authorities of Ukraingerdssues on carrying out of events

implement the
Recommendation @
the Report

nd

a)

on the issues of cross border cash and bearerialelgoinstruments movements a
frelated ML methods involving the movement of casbmf Ukraine and raise
awareness of customs authorities on ML issuescial§i of customs authorities of
Ukraine on permanent base participate in training thematic courses, which are
conducted by the State Committee for Financial Mwoitig of Ukraine.

Recommendation
under MONEYVAL
Report

Efforts to prevent and sanction corruption withimet Customs Service should |be

pursued

Measures taken t
implement the
Recommendation @
the Report

pState Custom’s Service of Ukraine on permanent bppkes preventive measures
fight corruption. Thus, the Law of Ukraine dated@®05¥e 28051y On Disciplinary
f Statute of Custom’s Service of Ukraine providesrf@in bases of official discipline
rights and duties of officials of Custom’s ServimeUkraine. Also, the above issu
are regulated by Laws of Ukraine On State Servic&Jkraine, On Fight agains
Corruption.
One of the priority trends of the State Customsiserof Ukraine activity for 2004
approved by the order of the State Customs senfidgkraine dated 28.10.200%
1205 shall be ensuring of an effective counteractm sings of corruption, briber
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other power abuses, as well as adoption of measairaed at minimizing o
capabilities to commit corruption by officials difet customs authorities.

According to these tasks, the work on executiothefComplex program of adoption
measures for the prevention of offences for 200092&pproved by the resolution pf
the Cabinet of Ministers of Ukraine dated 20.126200 1767, the Action plan on
implementation of the Convention of overcoming offraption in Ukraine On the way
to the morality for the period till 2010 approves the decree of the Cabinet (o
Ministers of Ukraine dated 15.08.2087 657p was continued in the past year.
The state of following of the anticorruption legitibn, counteraction to power abuses
and preventive measures in the Customs Servicearasdered at the meeting of the
State Customs of Ukraine Collegium dated 28.070200
In order to reveal and eliminate causes and camditiassisting to commitment pf
corruption offences, as well as enhancing vedrning and preventive measul
between officials of customs authorities an analysithe state of following by the
Customs Service of the Law of Ukraine On Fight agaiCorruption, the results of
which were considered while organizing of prevemtimeasures, improvement |of
interaction with law enforcement agencies regardisgues of counteraction to
corruption on the frontier, as well as while idénitig main corruption risks of the

official activity of the staff was performed.

To execute the decree of the President of Ukraiedd 15.09.200%% 1276 On
providing participation of the community in establinent and implementation of state
policy for the purpose of impartial assessment fitdcdve activity of the customs
authorities, revealing and preventing of possibdbeises their officials, as well as
considering of public opinion on the state of fallng legislation in customs servicg,
the quarterly express opinion poll of citizens, tlepresentatives of the entities |of
foreign economic activity (carriers) crossing thes@ms of Ukraine, as well as
declarants after the procedures of customs exaimmaind customs clearance was
held.
During the past year the effective operation officlemtial telephone of the Custons,
which obtained 832 notifications from citizens, negentatives of carriers and entitjes
of foreign economic activity on problem issues, ethiappeared during customs
examination and clearance, including 94 — on ptessibrruption offences and other
power abuses of the Customs officials was perforridier results of examinations
of the above mentioned notifications the customthaities formed minutes o
violation of customs rules, for taking decision @ating to the current legislation 42

information on possible features of commitmenbHicials of customs authorities ¢f

crimes or corruption were submitted to the law erdment agencies, enforcement
measures for committed offences were applied topE2dons.
For ensuring of frankness and transparency in igctiof the Customs Servic
materials on measures of counteraction to corroigns and the state of following
legislation in State Customs service of Ukrainettanstate of following requirements
of the Law of Ukraine On Fight against Corruptiaag well as on results of the
confidential telephone operation of the State GQustof Ukraine were being regularly
publishing on Web-site of the State Customs of Wiaa
In order to optimize the structure of subdivisiarignternal security of the Customs,
which tasks are to counteract to corruption, furtmeplementation of forms an
methods their operation provisions on Managemerihteinal security of the State
Customs of Ukraine approved by the order of théeS@ustoms of Ukraine dated
03.04.2009\e 301 and Exemplary Provision on subdivision of ing security of th
Customs, specialized customs institution and omgditin approved by the order
the Customs dated 08.05.2089432 were developed.
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Also, measures on implementation the system of alewgg preventing an
nonadmissing of corruption offences and other poslmrses in customs authoritie
first of all, through enhancing of control effeaiess for following the legislation &
the staff, which directly participates in customamination and customs clearance
goods and vehicles are adopted.

Official investigations and examinations were perfed on each revealed fact
offences, reacting measures provided by the Diseipf Statute of the State Custo
Service of Ukraine were applied persons guiltyommitment of offences.

In order to clarify conditions of commitment of caption offences and power abus
219 official investigations and 1664 examinationgrav performed in custon
authorities during the year.
Under results of this work 913 officials of custorasthorities were brought to
disciplinary responsibility.
230 information on possible signs of commitmentadfficials of customs authoritie
of official crimes or corruption, including for tadg decision in the procedure of t
Article 97 of the Criminal-Procedural Code of Ukmai-170, according to the Artic
10 of the Law of Ukraine On Fight against Corruptio60 were initiatively submitte
to law enforcement agencies by Customs Offices.

Under information received by the Customs from &Morcement agencies under the
signs of commitment by Customs officials of offictaimes they initiated 77 criminal
cases under which 59 officers were accused, alsca®es were initiated under
materials of customs authorities (27,2 % from tatabunt of initiated cases).

102 administrative protocols on corruption or via of special limitations identifie
by the Law of Ukraine On Fight against Corruptiamich according to materials of
customs authorities constitute 28 (27,4 % from tb&al amount of the forme
minutes) were formed by authorized law enforcenagincies in the reporting period.
14 officials of the Customs were brought to adntiatéve responsibility for violatio

of requirements of the Law of Ukraine On Fight agaiCorruption. According to the
Article 30 paragraph 2 of the Law of Ukraine On iCi8ervice 7 officials wer
removed from the service in customs authorities.

In order to prevent commitment of corruption ankleotofficial offences according to
the Provision on prevention of offences relategpéoforming of official activity b
officials of the Customs of Ukraine, 1105 indivilymeventive measures with the
staff were conducted in customs authorities.
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Recommendation | The number of supervisory staff in all three sujzemy authorities should be
under MONEYVAL | increased in order to provide for efficient AML/CKlpervision over the obliged
Report financial institutions
Measures taken tpln order to ensure an effective supervision of Isaativity in sphere of prevention to
implement thg application of bank system for legalization of fhr@ceeds from crime and terrorist
Recommendation gffinancing the resolution of the National Bank ofrblike dated 29.04.2008 No. 119
the Report fulfilled improvement of organization of the strucé of the Department on preventipn
ML/TF in the banking system with increase of i@sfs{approximately 35).
Also, the State Commission on Securities and Stdekket as well as the State
Commission on Financial Services Markets Regulatiewiewed personnel ard
prepared proposals to the Cabinet of Ministers kifahe to increase the number |of
officials of central board and territorial agencjapproximately 5).
Recommendation | There are some doubts related with the independandeautonomy of the SCFSMR.

under MONEYVAL
Report

In addition, this supervisory body experience ahhtgrnover of its staff, which
adversely affects its possibility for attractingdasustaining competent staff. The
authorities should take necessary measures to addhese concerns
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Measures taken

OWith New AML/CFT Law entering into force the supimory authorities will review

implement the their resources and prepared proposals to incraasember of officials, who wil

Recommendation dfengage in issue of prevention to money laundering.

the Report State Commission on Financial Services Markets Réigan of Ukraine, according tp
the Law of Ukraine On Financial Services and SRetgulation of Financial Services
Markets, Decrees of the President of Ukraine dat&d2.02Ne 1153 On State
Commission on Financial Services Markets Regulatibdkraine and dated 04.04.03
Ne 292 On Approving of the Statute on State Commissia Financial Services
Markets Regulation of Ukraine, is a central ageofcgxecutive power with a specigl
status, authorized to undertake state regulatichsapervision over the activities pf
financial services markets.
According to the Constitution of Ukraine and themaf Ukraine On the Cabinet of
Ministers of Ukraine, the activities of this Comsimn is directed and coordinated by
the Cabinet of Ministers of Ukraine. Consequen@gmmission is an agency of
executive power therefore in line with Constitutioh is subordinated to the
Government.

Recommendation | According to the Law on Civil servants the trainistgpuld be made at least once per

under MONEYVAL | every 5 years. This period seems too long and dimeibdequately altered

Report

Measures taken tcTo execute the Decrees of the President of Ukrdieted 20.02.2006e 140 On

implement thg Concept for Development of the Legislation on Cigiérvice in Ukraine, dated

Recommendation df20.01.2006Ne39 On Action Plan for Executing Obligations of Uk that Arouse

the Report from its Membership in Council of Europe and da2€d)9.2007\e 900 On Measures
Aimed at Reforming Civil Service in Ukraine and uimisig of Civil Servants Rights
Protection Main Department of Civil Service of dkre elaborated the Draft Law of
Ukraine On Civil Service (new version).
Paragraph 6 of the Article 53 of the aforesaidtdeaf provided for that civil servants
of the first and second category shall undergogasibnal development not rarer than
once for three years, and civil servants of thedthiseventh category — not rarer than
once for five years, and also in the case of nitgeSthe necessity on professional
development of the civil servant shall be determibg his/her direct manager under
the results of his/her official activity assessment
In June 2009 Draft Law of Ukraine On Civil Servigeew version) was submitted by
Main Department of Civil Service of Ukraine to tBabinet of Ministers of Ukraine
pursuant to the prescribed procedure.

Recommendation | SCSSM and SCFSMR should continue their effortprimriding its supervisors with

under MONEYVAL | adequate AML/ CFT trainings

Report

Measures taken tpDuring 2009 1417 persons have undergone training abtained qualificatior

implement thg certificate in the FIU training center. During tfiest half 2010 428 persons have

Recommendation gfundergone training and obtained qualification fieette.

the Report

Recommendation | The resources of the Ministry of Finance shoulddéewed in order to enable it {o

under MONEYVAL | cope with its now competencies in terms of AML/Glpervision over gambling

Report institutions, and measures should be made to enbatethe staff undertaking such

supervision are adequately trained.

Measures taken t
the
Recommendation o

implement

the Report

pln Ukraine activity of casino is prohibited by thaw.
With New AML/CFT Law entering into force the Minrgtof Finance of Ukraine wil

central apparatus and territorial authorities efRfinistry of Finance of Ukraine.

freview its resources and prepare proposals ondeeré¢he number of officials ¢

pf
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Recommendation | Furthermore, the Ukrainian authorities should contlan assessment of the staffing
under MONEYVAL | levels in authorities responsible for sending/retej MLA and extradition requests
Report as well as the level of workload and take any messtio ensure that they are
adequately funded and staffed in order for thenbeoable to fully and effectively
perform their functions.
Measures taken tpinternational and Legal Department of the Generak&utor's Office of Ukraine is
implement the divided into three units: extradition unit, legassistance unit and international
Recommendation afcooperation unit — all in all 23 prosecutors thawé a significant experience pf
the Report practical prosecuting activity and high professloleael in international law area.
Besides, regional prosecutor's offices provide famong other officials, special
prosecutor to the duties of whom belong processfrrgquests on international legal
assistance in criminal matters.
These prosecutors have an appropriate level offipasibn, high moral characteristi¢s
and significant experience of practical prosecugntyvity.
Besides, these prosecutors pass training in théutesfor professional development
of prosecutors. Training programs contain the auwsvoted to general issues |on
providing legal assistance in criminal matters apeécialized topics, for example,
AML issue.
Both Ministry of Justice and General Prosecutor'fic® benefitted from the
European Commission / Council of Europe UPIC piojethe areas of staff training
and getting special software for MLA.
Recommendation | Also, it is recommended to develop effective tnagnand guidance for staff handling
under MONEYVAL | MLA requests, with a view to foster and raise thmldy of the execution of MLA
Report requests.
Measures taken tpThere is a National Academy of the General ProsesuDffice that contains Institute
implement the for professional development of prosecutors. Thistifution provides short-term
Recommendation gftraining for the prosecutors of all levels from a#lgions of the state. Training
the Report programs contain the topics devoted to generaksssm providing legal assistance|in
criminal matters and specialized topics, for exa#VIL issue.
Recommendation 33 (Legal persons — beneficial owrgr
Rating: Partially compliant
Recommendation afUkraine should make the necessary legislative charng set up a system whi
the  MONEYVAL | ensures adequate transparency of legal personsecoimg their beneficial ownership
Report and control either through registration procedu@sother means
According to part 2 of the Article 17 of the Law Okraine on State Registration pf
Measures taken tdegal and Natural Persons-Entrepreneurs (heremaéiferred to as the Law an
implement theregistration), Unified State Register of legal andtural persons-entrepreneurs
Recommendation dfhereinafter referred to as Unified state registagmely registration file of a legal
the Report person, formed electronically in this Register warg legal person in the process of|its

state registration and conducting further registraéictions, contains 33 types of data,
among which there are data on the list of foundsteckholders) of a legal persan,
including name, place of residence, identificatimmmber of a natural person — tax
payer if a founder is a natural person; denominataldress and identification codg if
a founder is a legal person; data on size of stgtuiund (statute or consolidated
capital), etc.

According to the requirements of the Law on registn information on al
amendments in data on legal persons and natursbmeentrepreneurs (amendments
to the statutory documents, founders, manager, eaddrsize of statutory fund,
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or to transform it, etc) are included on-line toifigd state register.

state standards that ensure its correspondencéngemection with other informatio

founders of legal persons of Ukraine).
Additionally, late legislative changes, namely thaw of Ukraine on Introducin

and Merge of Enterprises dated 17.11.2809720-VI introduced amendments to
Law on registration, pursuant to which since 12030 Unified State Register, ap
from other data provided for by the Law, shall @mthe data on opening and clos
accounts of legal persons and natural personspgatreurs in banks and oth
financial institutions and also the informationiarposition and lifting of arrests of th
accounts of legal persons and natural personspeatreurs and their proper
(including the one belonging to separated divisiohshe legal person), the data
instituting of executive proceedings etc.

Recommendation @
the MONEYVAL
Report

f Competent authorities should be able to obtain awehtimely access to su
information

Measures taken t
implement the
Recommendation @
the Report

According to paragraph b, part 1 of the Article 8 the Law of Ukraine Or
@rganizational and Legal Principles of Fight Agai@sganized Crime, special units
fight against organized crime of the Ministry oftdrior and Security Service
{Ukraine are authorized to receive on the base ifemrrequirement of Heads of su
units from banks, credit, custom, financial andeotimstitutions, entities, organizatio
(irrespective of form of ownership) the informatiand documents on the transactig
accounts, deposits, domestic and foreign econogrieeanents of natural and leg
persons.

According to paragraph 17, part 1 of the Articledfthe Law of Ukraine On Militia
militia for executing its obligations shall haveethight to obtain without obstructig
and free of charge from enterprises, institutiong arganizations irrespective of the
ownership forms and from associations of citizensden the written reque
information (including information containing comm@l and banking secrecy
necessary in cases on crimes investigated by aniltbtaining from banks informatid
containing banking secrecy shall be performed urtter procedure and in sco
prescribed by the Law of Ukraine “On Banks and Bagk

registration are provided with the data from UrlfiState Register by special
authorized agency on state registration accordimgescribed procedure, and pursu
to paragraph 8 of the Article 20 of this Law, thaye exempted from payment f
receiving under their request the data from Unifgtdte Register, provided that sy
request is related to execution of their dutiesgibed by the law.
Such agency, pursuant to the Resolution of the@aluf Ministers of Ukraine date
26.04.200Ne 667, is State Committee of Regulatory Policy antt&preneurship.

To execute the aforesaid requirements and otheuvirssgents of the Law o
registration, the Order of State Committee of Ratguiyy Policy and Entrepreneursh
dated 20.10.2008. 97 approved the Statute on the procedure for gimyidata from

State agencies, pursuant to paragraph 11, part theofArticle 7 of the Law on

activities, information on taking decision by thmufiders to liquidate this legal perspn

Therefore, for the present moment existent in UWlgautomatic system for collecting,
accumulating, protecting, registering and providinfprmation on legal persons and
natural persons-entrepreneurs that operates otragligcdata carrier pursuant to the

systems and networks, gives a real opportunityeiocgmprehensive and up-to-date

information on the founders (stockholders) of legatsons, including the information
on beneficiaries (except stockholders of joint kteaompanies and foreign persons-

Amendments to Some Legislative Acts of Ukraine au@eraction to lllicit Takeover
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Unified State Register of legal persons and natpeatons-entrepreneurs (hereina
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referred to as Statute).

For the present moment, to ensure the possibifijirect (stationary) access of stg
agencies to Unified State Register, State CommitieeRegulatory Policy an
Entrepreneurship elaborates a new edition of tleuf®, pursuant to which the
agencies will be able to use the data from this

Register on-line. Appropriate software is beingised.

ite
)
se

Taking into account an urgent need to provide as s@ possible key financial and tax

institutions with the access to State Unified Rigisn the framework of AML/CFT|
program, State Committee of Regulatory Policy amdrdpreneurship has alrea
provided access to the National Bank of Ukraine &tate Tax Administration g
Ukraine.

Besides, to provide the opportunity for operatib¢aming of data on economic entiti
from Unified State Register in electronic form thgh Internet, pursuant to the Org
of State Committee of Regulatory Policy and Eneepurship dated 08.07.200@
123, website of this register has been formed, theddata can be received free
charge.
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Recommendation @
the MONEYVAL
Report

f Ukraine should strengthen preventative measuresiéerring from the practice @
setting up fictitious companies

f

Measures taken t
implement the
Recommendation @
the Report

The Government of Ukraine pays special attentiothi® issue. Thus, paragraphds
AML/CFT Action Plan for 2009, approved by the Resimn of the Cabinet o
Ministers of Ukraine and the National Bank of Ukmai dated 10.12.2008. 1077
fwith amendments introduced by the Resolution ef@labinet of Ministers of Ukrain
and the National Bank of Ukraine dated 21.10.2009.119), provides for that in |
guarter 2009 it is required to take measures amhelgtecting fictitious enterprises a
suspending their activities.

In 2009 State Tax Administration of Ukraine detelc8d6 fictitious economic entitie
regarding to which the courts took decisions tdd fitheir registration documen
invalid. Under the results of examination of suatitees 641 criminal cases have be
initiated, including 407 - for intentional tax ev@s in especially significant size (p.3
the Article 212 of the Criminal Code of Ukraine)da#9 — fictitious entrepreneursh
(p.5 of the Article 205 of CC of Ukraine).

Moreover, there has been suspended illicit actiwitof 224 criminal groups th
rendered services on illicit conversion of cashiessiey into cash. Under the results
the law enforcement measures taken 115 organizeis186 accomplices of th
abovementioned conversion centers have been brougtitninal liability.

Under the results of examination of economic estiti legal tax payers that used
services of the above mentioned enterprises thegdtud has been additional
replenished by the amount of UAH 701, 9 million doetaxes and other obligato
duties.

To inform the reporting entities State Securiiesl Stock Market Commission kee
and updates on a regular basis the list of seesriisuers regarding which there
information on the absence of a legal person urter address or absence
confirmation of the data on legal person. Besided/ quarter of 2009 the Decision
the Commission suspended amending registratioersyst nominal securities owne
and systems of depository registration of secusrisued by 24 joint stock compan
the activities of which have the signs of fictitamess.

In 2009 the Ministry of Interior discovered 467tiious entities used in 179 instang
related to minimization of taxes, in 14 instanaglated to illegal VAT reimbursemern
7 instances — to undertaking foreign economic #ig8; 64 instances related
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instances related to credits. There has been exy@al facts of illicit transfer of publi
funds to the accounts of fictitious entities. Thdr@s been disclosed 42 facts

legalization of the proceeds acquired through #gtof fictitious firms and conversion

centers.
There were registered 654 crimes related to ifictit entrepreneurship and mon
conversion. 467 criminal cases have been initiabeder the Article 205 of CC ¢

Ukraine. There has been revealed 115 crimes theutnod losses of every of them

constitutes UAH 100 thousand.

Investigative agencies investigate 645 criminalesaander which total amount pf

losses constitutes UAH 304,5 million. In the pracesinvestigation of these caseg
has been confiscated UAH 30,7 million. The fundd @noperty to total amount ¢
UAH 10 million have been arrested.
Besides, paragraph 11 of Action Plan for 20001119 provides for taking comple
measures aimed at disclosing fictitious entitied suspending their activities.

To reinforce preventive measures in order to coantdo establishment and operat
of fictitious companies, State Committee of RequiatPolicy and Entrepreneursh

elaborated draft Law on Introducing Amendmentsam8 Legislative Acts of Ukraing

on Counteraction to lllicit Takeover and Merge aift&prises dated 17.11.200Q
1720-VI that will envisage prohibition to provideteact from Unified State Register

the legal person that failed to provide to the estagister prescribed by the law
accounting on its economic activities. On January 2010 this draft law was

considered and approved during the sitting of Ghabinet of Ministers of Ukraine.

Recommendation @
the MONEYVAL
Report

f The authorities should also consider measures wlitkte access to the dat
contained in the USR, in particular to the privatztor

Measures taken t
implement the
Recommendation @
the Report

Wkraine on State Registration of Legal and Nat&aisons-Entrepreneurs (hereina

According to part 5 of the Article 16 and part 3pbthe Article 20 of the Law o
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referred to as the Law on registration), Unifiecht8t Register is established and

Mmanaged by specially authorized agency on statestration issues which is it
administrator and which specifies the procedureforiding data from this Register.
Such agency, pursuant to the Resolution of the ngalmf Ministers of Ukraine date
26.04.200™Ne 667, is State Committee of Regulatory Policy anttépreneurship.

To execute the aforesaid requirements and otheuirezgents of the Law o
registration, the Order of State Committee of Ratguiyy Policy and Entrepreneursh
dated 20.10.2008c 97 approved the Statute on the procedure for gitnyidata from
Unified State Register of legal persons and natpeatons-entrepreneurs (hereina
referred to as Statute).

For the present moment, to ensure the possibifityirect (stationary) access of stg
agencies to Unified State Register, State CommittéeRegulatory Policy an
Entrepreneurship elaborates a new edition of theufst, pursuant to which the
agencies will be able to use the data from thisis®®egon-line. Appropriate software
being devised.

Besides, to provide the opportunity for operatit¢aming of data on economic entiti
from Unified State Register in electronic form thgh Internet, pursuant to the Org
of State Committee of Regulatory Policy and Enteepurship dated 08.07.200Q
123, website of this register has been formed, theddata can be received free
charge.
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Recommendation 35 (Conventions) & Special Recommeation | ( Implementation of United Nations

instruments)

Rating: Partially compliant & Non Compliant

Recommendation @
the MONEYVAL
Report

f The same recommendations with regard to certaireespof criminalisation of th
money laundering offence, as well as the applicatd provisional measures ar
confiscation. Ukraine should also institute crinlifiability of legal persons

Measures taken t
implement the
Recommendation @
the Report

The liability of legal persons for money launderstgpulated by the Law of Ukrain
0“On Liability of Legal Persons For Commitment of @gption OffensesNe 1507-VI,

f AML/CFT Law, corresponds with Palermo Convention.
Amounts of fines are essentially increased (ArtR3eof New AML/CFT Law)

Recommendation @
the MONEYVAL
Report

f The same recommendations on criminalisation ofotést financing offence, as we
as on further improvement of freezing mechanismerafrist funds are reiterated i
this context. Ukraine should take measures to futlplement the provisions
UNSCR 1267, 1373 and successor resolutions

Measures taken t
implement the
Recommendation @
the Report

The legislation of Ukraine considers key provisiemsimplementation of Conventig
pOn Financing of Terrorism and Resolutions of UN Bi#g Council 1267, 1373 an
further resolutions.
f The amendments to Criminal Code of Ukraine wemthtced which criminalized th
crime of financing of terrorism (Article 28®f Criminal Code of Ukraine)

(Other) change
since the las
evaluation

UJ

Recommendation 36 (Mutual legal assistance) & SpatRecommendation V (International co-

operation)

Rating: Partially compliant

Recommendation o

the  MONEYVAL
Report

f Ukraine should speed up the adoption of the newn@al Procedure Code, as it
understood that it would provide for a more comereive framework and elaborg
further detailed procedures for provision of varotypes of MLA as well as relatg
guidance for all staff working on these mattersctSprocedures should also stipulg
timeframes for responses of MLA requests

Measures taken
implement

the Report

the
Recommendation o

®ince November 23, 2009 the project of new CrimPacedural Code of Ukraine
being processed by the Cabinet of Ministers of Wgan order to be forwarded fq
further consideration to the Parliament of Ukraine.

Besides, for the present moment Draft Law on Inioing Amendments to th
Criminal Procedural Code of Ukraine concerningdémive provision of the procedu
for giving legal assistance in extradition of offiens has been elaborated &
forwarded for consideration of the Parliament ofréike. In January, 2010 this Dra
Law was adopted by the Ukrainian Parliament infittsé reading.

After law in proposed version will be adopted by tRarliament of Ukraine, it wil
solve the majority of challenges faced by apprderistate agencies engaged
extradition of offenders and will ensure observaoteghts and legal interests of tf
persons regarding to whom extradition is beingeslv

Recommendation o

the  MONEYVAL
Report

f The Ukrainian authorities should enable renderind.Min the absence of du
criminality, in particular for less intrusive ancn compulsory measures

Measures taken
the

implement

plt should be mentioned that the term “dual crinityalis not available in the
international treaties of Ukraine. We consider floatthe present moment mutual leg
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Recommendation gfassistance system in the criminal matters fully gies with European standards, |as

the Report

for it is based on European Convention on MutuafjdleAssistance in Criminal
Matters, 1959.
Any international treaty does not contain the afistafor giving international legal
assistance in criminal matters to the request tefiational court or other competent
agencies in the instance when the matter is ngésuto jurisdiction of Ukraine. Whep
dual criminality as the condition for giving legaksistance is implied, then the
majority of international treaties precisely stigtals that legal assistance shall be given
irrespective of the fact whether an act is recagghias a crime under the law of the

requested party. At the same time, at executingadition requests, requests |of
convicts transfer, property confiscation requestsaldcriminality is obligatory
condition.

Recommendation o
the MONEYVAL
Report

()

f The authorities should keep annual statistics dnMilA and extradition request
(including requests relating to freezing, seizimdaconfiscation) that are made or
received, relating to ML, the predicate offence & including the nature of the
request, whether it was granted or refused andithe required to respond.

Measures taken tpand forwarded under different types of internatiomasistance: mutual legal

implement the
Recommendation @
the Report

The Ministry of Justice keeps registration of stital data on the requests, obtained

assistance, extradition, execution of court rulingsonfiscation and others. Requests
frelated to money laundering, predicated offenceistamorism financing are absent|in
20009.
The General Prosecutor's Office keeps registraifostatistical data on the requedts,
obtained and forwarded to be executed by the GRyding the requests in crimingal
matters related to money laundering, and arresfunds and property of accused
persons. Registration reporting reflects the datéghe nature of the request, its actual
execution and the time for execution.

With regard to the statistics on AML/CFT issuesapke see the attachAgpendix V

(Other) change

since the last

evaluation

U7

Special Recommendation Il (Freezing and confiscatig terrorist assets)

Rating: Partially compliant

Recommendation o
the MONEYVAL
Report

f The Basic Law should envisage the power for exagiitial suspension (freezing)
of financial transactions not only for the desigertfinancial and non-financial
entities, but also for authorized state agencibe @CFM or other)

Measures taken t
implement the
Recommendation @
the Report

0 Article 17 of New AML/CFT Law introduces the rigbf FIU to suspend financial
transactions subject to reasonable suspicion toobeected to money laundering |or
fterrorist financing or internationally sanctionedoreover, the Resolution of the
Cabinet of Ministers of Ukraine On Adopting the &rdure of Composing of the List
of Persons Related to Terrorist Activities or wiRegard to Whom International
Sanctions are Applied was adopted as of Augus?Q8) No 745

Recommendation o
the MONEYVAL
Report

f Ukraine should prescribe in an evident manner thapension (freezing) of terrorist
funds extends to the cases where no national amgision or appropriate foreign
decision are existent, but the funds are discldsduk owned or controlled by persons
who commit, or attempt to commit terrorist acts participate in or facilitate the
commission of terrorist acts

Measures taken t

According to the Article 17 of New AML/CFT Law reping entity has the right to
psuspend carrying out of financial transaction fgeaod up to two business days, and

implement the

SCFM as FIU — up to 5 business days. Besides,da cAsubmitting case referrals|to
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Recommendation o
the Report

fthe law enforcement authorities New AML/CFT Law gmebes automatic prolongin
of suspension for 7 business days more.
Thus, the legislation of Ukraine prescribes thentrigf FIU to suspend performin
suspicious financial transactions without relevanirt decision.
The paragraph 6 of the Resolution of the Cabindliofsters of Ukraine On adoptin
the procedure of composing of the list of persaiated to terrorist activities or wif]
regard to whom international sanctions are appliecbf August 18, 2010 No 74
foresees the procedure of seizure of terrorigigun

g
9

9
h

OT

Recommendation o
the MONEYVAL
Report

f Freezing mechanisms of other jurisdictions are utaken through the Securit
Service of Ukraine, which provides to the SCFM shbmitted court decisions ar
other decision of foreign competent authoritiedsltecommended to enable pron
determination and suspension (freezing) of tertofimds also on the basis
appropriate foreign requests, received by the SGFNMther competent authorities

y
d

pt
of

Measures taken

According to the Article 22 Part 5 of New AML/CFTalv according the request w
Qeceived from the relevant foreign authority on pmussion of relevant financig

as
al

or

implement theltransaction as such that can be related to legalizaf the proceeds from crime or
Recommendation gterrorist financing, FIU shall have the right tsig® the reporting entity to suspend
the Report to renew or to monitor the conduction of finandransaction during the period stat

ed
in the request. The procedure for suspension amaua of such financial transaction
shall be designated by the entity of state findneoionitoring regulating an

supervising over the reporting entities withindtsnpetence.

1=

Recommendation af The AML/CFT legal framework of Ukraine should emablspension (freezing) pf
the  MONEYVAL | funds or other assets not connected with finartcéasactions
Report

The Part 3 of the Article 17 of New AML/CFT Law ptides that FIU can take ja

Measures taken t

implement the
Recommendation @
the Report

if
Vl

g
to

pdecision to suspend the expense transactions wodesmer’s (person’s) account,
such transaction contains indicators provided éAtfticles 15, 16 of the current Lay
fup to ten business days, and is obliged to infornmédiately about it the reportin
entity, as well as law enforcement authoritiesharized to take decision according
Criminal Procedure legislation.
If the decision has been taken to suspend the sgpeansactions under custome
(person’s) account, FIU performs analytical adjivitollects necessary addition
information, processes, verifies and analyses sifomation.
While confirming reasonable suspicion FIU prepaesgsl submits relevant ca
referrals within term of suspension of such tratisacto the law enforcemer
authorities authorized to take decision accordinGriminal Procedural Code.
At that the term for financial transaction suspenss prolonged on seven busing
days from the date of submitting such case refeiifathe overall term would ng
exceed fourteen business days, Part 5 of the Artiélof New AML/CFT Law.
Article 126 of Criminal Procedure Code of Ukraingtablishes that securing ciy
action and possible confiscation of property sballperformed by arresting depos
values and other property of accused or suspectpdrsons who shall be responsi
under the law for his actions independently on tiocaeof such property as well as |
seizure of arrested property. Arresting depositsnafntioned persons shall
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Recommendation o
the MONEYVAL
Report

provided only under court decision.

f Ukraine should review and complete the existingcpdures for considering de
listing requests, develop procedures for unfreezing funds or other assets |of
delisted persons or entities in a timely manner k@& necessary measures to ens
that such procedures are effective and publiclywkmo

r

Part 11 of the Article 17 of New AML/CFT Law pralds for that procedure fq
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Measures taken

implement the
Recommendation @
the Report

pdelisting of persons related to terrorist activatywhich are internationally sanctioned

is defined by the Cabinet of Ministers of Ukraiiég. the present moment, relev
fdraft of normative act was submitted to Cabindtlafisters for adoption.

Mentioned draft act foresees procedures of corigiglerequests on delisting ar

unfreezing funds and other assets of delisted psrso

The paragraph 9 of the Resolution of the Cabinédiafsters of Ukraine On adoptin

the procedure of composing of the list of persatated to terrorist activities or wif]

regard to whom international sanctions are appiiedf August 18, 2010 No 74

foresees procedure for de-listing requests.

Recommendation o
the MONEYVAL
Report

f Ukraine should establish procedure for authorisiagress to funds or other ass
that were frozen and that have been determinecttadeessary for basic expens
the payment of certain types of fees, expenses samdice charges or fo
extraordinary expenses

Measures taken t
implement the
Recommendation @
the Report

New Basic Law (part 9 of the Article 17) providebat the procedure fd
pauthorization access to the funds related to tistréinancing and which relates
financial transactions suspended according to &uisibn taken under resolutions
f UN Security Council shall be defined by the law.clSuaccess is executed f
covering basic or extraordinary expenses.

Recommendation o
the MONEYVAL
Report

flt is recommended to review existing provisionemable confiscation of terrorig
related funds in the course of criminal proceedirays terrorist related offence
(specified under Articles 258, 258.1-258.4 of tii C

Measures taken t
implement the
Recommendation o

0 Article 258-5 of Criminal Code of Ukraine prescribhe confiscation of property i
the result of financing of terrorism crime.
f

the Report

Special Re

commendation VI (AML requirements for mory/value transfer services)

Rating: Partially compliant

Recommendation o
MONEYVAL
Report

NMVT service operators (whether they are registei@dransfer national or foreign
currency) should be required to maintain a currksttof agents which they use

Measures taken
implement the
Recommendation

0 According to the ProvisioiNe 348 the members/participants of international peyn
systems may be banks, non-banking financial ing&iitg, national postal servicg
operator.

Banks, non-banking financial institutions, natiorfabstal services operator d
obliged to register the contracts on membershififigation in the internationg
payment systems before providing services of tHevaat international paymer
system.

with the NBU the rules of these systems before iding services of systems.
In order to register contracts on membership/gpgton in the internationa
payment systems non-bank financial institutionsodnleged to provide:

certificate on registration of financial instituti@nd license on carrying out of mon
transfer issued by the State Commission on Regulatf Financial Services Marks
of Ukraine;

license of the NBU to carrying out of individualtkéng transactions (in case
money transfer from current accounts, opened inb@nking financial institution);
general license of the NBU to carrying out of coogtransactions. National posf

services operators submit the document confirmiisgrégistration by the Sta
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Commission on Financial Services Market RegulatidnUkraine in the part o
providing financial services of postal transferd @eneral license of the NBU to calf
out of currency transactions.

The NBU conducts electronic
members/participants.

register of payment tesys and itg

Recommendation o

Nin relation to MVT services, Ukraine should implemeequirements in relatiof

MONEYVAL Recommendations 5, 6, 7, 9, 10, 13, 15, and 28jsasissed earlier in section 3

Report this report

Measures taken tp Payment organizations, members of payment systerational postal service

implement the operators, other institutions which provide finahdransactions on money trans

Recommendation | are reporting entities. Accordingly, requirementsAML/CFT Law are expand on
these MVT services providers.

(Other) changes

since the last

valuation

Special Recommendation VII (Wire transfer rules)

Rating: Partially compliant

Recommendation o

nUkraine should

implement the detailed criteria regqd by FATF Special

MONEYVAL Recommendation VII, that is

Report a) apply the exemptions that exist

Measures taken tpThe ProvisionNe 348 of the NBU prescribes coordinatiofi rules of the moneg
implement thg transfer system established by bandsidents. In particular, the indicated rules g

Recommendation

contain the procedure of ensuring in the moneysfeansystem of execution of t
FATF Special Recommendation VII regarding CFT, e&pky:

- identification of client —originator of transfer at the amount that is elyuar
exceeds UAH 5000 or is equally or exceeds the ammnuoreign currency equally
UAH 5000 (pursuant to rate of exchange of the NBtha moment of carrying out
transaction) including point out in the document on &f@n of family name and nar
(if it is available) of client, unique registratiommber of transaction, name or cod
originator's bank, place of originator's registoati (it is possible instead of |
identification number of taxpayer of client or dated place of his birth to point ¢
his address), as well as fixing in the documenttfansfer of all date of transf
originator,;

- accompaniment of money with information on orgjor at all stagesf@arrying oult
of money transfer.

According to the Article 64 of the Law on Banks d@ahking, banks are prohibited
to open or keep anonymous (numbered) accounts;

to establish contractual relations with cliefggal or natural persons in case, if th
is suspicion that a person acts on behalf of gikeson;

bank is obliged to identify pursuant to the legisla of Ukraine: opening accour
by clients in bank; carrying out by clients of cashnsactions without openi
account at the amount that equals or exceeds UABHOQB or equals amourih
foreign currency equivalent to UAH 150 OQfursuant to rate of exchange of the N
at the moment of carrying out of transaction), pessauthorized to act on behalf
the mentioned clients;

client's accounis opened and the mentioned transactions aresdaorit solely afte
client identification and taking measures pursuarthe legislation, which regulat
relationships in AML/CFT area;
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bank is entitled to demand, and client — to proviteeuments andnformation
necessary for identification of his identity, adthand financial state.

Recommendation o

n b) Ensure the requirements in Order No. 211 aresigsiant with thosé

D

MONEYVAL under NBU Resolution No. 348 and FATF SR. VII

Report

Measures taken tpOn August 13, 2009 on the base of the Order ofUkeainian state enterprise
implement theg postal communication “Ukrpostdlf 732 has been amended the Provision on p

Recommendation

remittance in order to coordinate with requiremenftthe Provision on activity if
Ukraine of national and international payment systeapproved by the Resoluti
of the Board of the NBU as of 25.09.208¥348, as well as considering provisio
of VII FATF Recommendation in the part of identdton of client's identity,
accompanying of postal transfer with information it& remitter at all stages

money transfer.

For the present, activity of “Ukrposta’ in the paft providing of money transfe
services is regulated by the Rules of payment systeostal money transfer
approved by the Order as of 30.10.20@887 (amended pursuant to the Order a
11.12.200Ne 960).

The Rules of payment system “Postal money transf@otdinated with requiremen
of the Provision on activity of the national andemmational payment system
Ukraine, approved by the Resolution of the Boardhef NBU as of 25.09.200
Ne348 solution of the Board of the NBU as of 25.09:28 348.
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Recommendation o

¢) Requirement to adopt effective risk-based proetfor identifying

MONEYVAL and handling wire transfers that are not accompdnky complete
Report originator information

Measures taken tp Pursuant to the Provisidw 348 and Order of the Ukrainian state enterpriggostal
implement the communication “UkrpostalNe 732 the members/participants of international payt

Recommendation

systems may be banks, non-banking financial irt&iitg, national postal service
operator.
All the mentioned participants shall be reportimgitees. Accordingly, requirement
of the New AML/CFT Law are applicable to these morniansfer and valuable
providers. According to the Article 11 the repogtientity shall be obliged to mana
the risks of the legalization (laundering) of theogeeds from crime or terrori
financing considering of the results of customeamiification, services provided f{
customer, analysis of conducted customer’s traiectnd their correspondence
financial condition and nature of the client’s wtji

The Article 11 Part 3of the New AML/CFT Law predms that the reporting enti
shall take measures to reduce detected risks, ialpat concerns carrying out @
money transfer, in case of absence of full infofamabn originator.
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Recommendation o
MONEYVAL
Report

nThe Ukrainian authorities should as a matter ofemgy effectively supervise ng
banking financial institutions and Ukrposhta ‘s qadiance with the rules an
regulations relating to SR.VII

Measures taken t
implement the
Recommendation

0 The Article 10 the AML/CFT Law defines that the 8t&€€ommission on Financig
Services Market Regulation of Ukraine superviseslnanking financial institutions
The Article 14 of the New AML/CFT Law prescribesathstate regulation an
supervision in the area of prevention and countiemacto the legalizatior
(laundering) of the proceeds or terrorist financiage carried out concernir
insurance companies, pawn shops and other finamgttutions, as well as leg
persons, which according to legislation provideaficial services (except financi
institutions and other legal persons the regulatind supervision of which in AML
sphere is conducted by other entities of stateniih monitoring), paymen
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organizations and members of payment systems velreeimon-bank institutions — b
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the State Commission on Financial Services MarRetgulation of Ukraine; postal
services operators ( in the part of conducting HBmt of money transfer) — by the
Ministry of Transport and Communication of Ukraine.

In 2009 the State Commission on Financial Servidaskets Regulation of Ukrain
has carried out inspections of “Ukrposta” perforgimire money transfer regardir
compliance of the mentioned financial institutiohtbe legislation in AML/CFT
area.

In general, during 2009 the State Commission onariial Services Market
Regulation of Ukraine has inspected two reportingties performing wire mone
transfer regarding compliance of the mentionedniife institution of the legislatio
in AML/CFT area.

g

[72)

—

Recommendation o
MONEYVAL
Report

nUkraine should introduce mechanisms for the enforem of specific breaches f
non-banking financial institutions and Ukrposhtg bompetent authorities an
ensure that sanctions are adequate, proportionag effective for specific breach
under NBU Resolution No. 348

pr
d
BS

Measures taken t
implement the
Recommendation

[oX

pAccording to the Article 14 of the New AML/CFT Lawtate regulation an
supervision in the area of prevention and countemacto the legalization
(laundering) of the proceeds or terrorist financang carried out concerning:

stock exchanges, assets managing companies andpotfiessional participants
the securities markets (except banks) — by thee S3atcurities and Stock Mark
Commission;

postal services operators (in part of conductingnohey transfers) — by the Ministf
of Transport and Communication of Ukraine.

Article 23 of New AML/CFT Law establishes sufficidist of enforcement measur
or AML/CFT regime violations — from fine up to inmiponment.

I

Recommendation o
MONEYVAL
Report

nUkraine should put in places measures to ensurd thierposhta is effectivel
monitored for AML/CFT purposes

Measures taken t
implement the
Recommendation

0 Pursuant to the AML/CFT Law Ukrposta shall be thearting entity.
Accordingly, the AML/CFT Law identifies that Ukrptasis wholly responsible &
other reporting entities.
Under inspection results of the State CommissionForancial Services Market
Regulation of Ukraine, Ukrposta activity complieghathe current legislation.
Moreover, the New AML/CFT Law prescribes that pbskrvices providers, othe
institutions carrying out financial transactions money transfer and all defined
this Law for reporting entities obligations are lggble to them.

Herewith, according to the Article 14 of the New AMIFT Law state regulation arn
supervision in the area of prevention and countemacto the legalizatior
(laundering) of the proceeds or terrorist financang carried out concerning:
payment organizations and members of payment sgstehich are non-bankin
institutions, - by the State Commission on Regafatif Financial Services Marke
of Ukraine;

postal services operators (in part of conductingnofiey transfers) — by the Minist
of Transport and Communication of Ukraine.
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Special Recommendation VIII (Non-profit organisatians)
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Rating: Partially compliant

Recommendation o
MONEYVAL
Report

nConsidering the concerns expressed by certain aitigs® about the risks for misus
of such entities, the evaluators urge the authesitio undertake a comprehens
review of the system aiming at reviewing the adeguaf the legal framework
identifying the activities, size and other relevéedtures of the sector and assesg
possible vulnerabilities related to its misusetierorist financing

e
ve

ing

Measures taken f
implement the
Recommendation

of facts of non-profit organizations applicatiom fbhe purposes of terrorist financin
as well as persons involved in its activity (dimstand founders). For today, Ukrai
counts 173 political parties and over 2,5 thousafdsunds, public institutions an
associations 20 of which were established involviraney flowing from countries d
radically aimed groups. Information on contributitm terrorist financing by th
mentioned organizations has been not obtained.

0 The Security Service of Ukraine within its competeiiakes measures on detection

g
ne

d
f

Recommendation o
MONEYVAL
Report

NnAn extensive and proactive outreach to the NPQoseattould be carried out for th
purpose of protecting the sector from the terrdfilsancing abuse.

D

Measures taken f
implement the
Recommendation

oln accordance with the Resolution of the CabinetMihisters of Ukraine Or
Adopting the Procedure of Composing of the ListPefrsons Related to Terror
Activities or with Regard to Whom International $tans are Applied as of Augu
18, 2010 No 745, the SCFM composes the list ofgrerselated to terrorist activity
which data may be used in order to identify riskseororist financing by non-profi
organizations.
The named list is published at the official wele-sif the SCFM, the access to wh
is absolutely open, in particular for the use bg-poofit organizations.
Also, the official web-site of the SCFM containg fapplication by organization
references to the List of US State Treasury and.ibieof persons, who have be
imposed with financial sanctions (according to thérmation, published at th
official web-site of the Council of Europe) whictatd may be applied to identi
risks of terrorist financing by non-profit organiizams.
On June 2010 FIU prepared and placed on officiab-gitee of SCFM the
recommendations for NPOs on risk to be used footist financing.

it

Recommendation o
MONEYVAL
Report

nLegal requirements should also be introduced touensthat NPOs maintai
information on the identity of person(s) who owontcol or direct NPOs activitieg
including senior officers, board members and trastand that such information,
well as data on the purpose and objectives of tR®#activities should be public
available

AS
y

Measures taken f
implement the
Recommendation

p01. The Final Provisions of the Law of Ukraine Onrdalucing amendments to t
Law of Ukraine On prevention and counteractionhe kegalization (laundering) ¢
the proceeds from crime introduced amendmentshad.aw of Ukraine On Charit
and Charitable Organizations concerning disclosirenformation about founder
and structure of their ownership in cheritable aigation.
2. The Article 15 of the Law of Ukraine On Assoat of Citizens as of 16.06.19¢
Ne 2460-XII prescribes that in order to register prlalssociations its founder sh
submit an application.

To the application the following documents arecitéa : the statute (provision), t
minutes of founders meeting (conference) or generedting, data on leadersh
structure of central statutory agencies, informmatom local cores, documents
payment of registration fee except cases, whererditg to the Ukrainian legislatio
public organization is delivered from registratiee.
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Amendments to statutory documents of registeredipuwssociations subject {o
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obligatory registration.

3. According to the Article 2 of the Law of Ukrai@n Political Parties in Ukraine as

of 05.04.2001Ne 2365-II political party shall be registered pumati to the Law
willing association of citizens — adherents of valet national program of soci
development, which purpose is to assist to creatt express political will o
citizens, takes part in election and other polit@gents.

The Article 11 of the above Law provides that ficéil parties registration is carried

out by the Ministry of Justice of Ukraine. For ttegjistration of political party to th

Ministry of Justice of Ukraine the following docunte together with the application

shall be submitted:

- the statute and program of political party;

- data on authorities structure of political party.

4. On the base of the Resolution of the Parlianoénitkraine On the Procedure
Entering into Force of the Law of Ukraine On Pulflissociations as of 16.06.19

Ne 2461-XIl the Cabinet of Ministers of Ukraine istersted to approve the provision

on the procedure of the legalization of public agst@ns, registration of publi
associations symbol, registration of branches dbflipuassociations of foreig
countries, to determine the procedure of chargetfemdate of fees for registration.
The paragraph 3 of the Provision on the procedtirth® legalization of publi
associations, approved by the Resolution of thar@alof Ministers of Ukraine as ¢
26.02.1993\e 140 defines that in order to register citizersoamtion an applicatio
signed no less than by three founders of publioc@ason or by their authorize
representatives shall be submitted to the regisiraigency .

The following documents are attached to the apiitina

- the statute (provision) in duplicate;

- information on leadership structure of centratgiory agencies (pointing o
family names, name, birth year, domicile, positfactivity), place of employment);
- information on founders of public associationuoions of public associations (f
citizens — pointing out family names, name, bytlar, domicile; for unions of publi
associations — title of association, location ajhhistatutory agencies, as well
copies of document on the legalization).

The paragraph 9 of the named Provision provide$ fdwaily names, name ¢
founders of public association or their authorizezbresentatives, birth yea

domicile, title of organization and location of texh statutory agencies, maijn

purpose of public association activity shall beigated in the application. Signatur
in the application shall be certified in the progexlestablished by the Law.
On order to register amendments to statutory doatsnef public association th
following documents are submitted to the registratigency:
- the application on the mentioned above amendmeigeed by the authorize
representative;
- the statute (provision) in duplicate with amemraits (the Clause 12 of tk
Provision).

5. The Law of Ukraine On Charity and Charitable &rvigation, in particular th
Article 8 defines that the state registration of-Wlrainian and internations
charitable organizations is performed by the Miwigtf Justice of Ukraine, and th
registration of local charitable organizations, wsll as departments (branchg
representations) of all-Ukrainian and internatiordiaritable organizations
performed by the relevant local agencies of exeelibwer.

For the state registration of charitable organiratihe following documents a
submitted: the application of founders (founden)tfeir authorized representative
the statute (provision), the minutes of founderseting (congress, conference
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information on founders (founder) and the authesitof charitable organizatio
information on local departments (branches, remtasens) of  charitablg
organization, the document certifying payment Far $tate registration.

According to the Article 12 of the mentioned Law time statute (provision) @
charitable organization the following is indicated

- the procedure of establishment and activity loé tauthorities of charitabl
organization;

- conditions and the procedure of admission to thembers of charitable

organization and leaving it.

On implementation of the Law of Ukraine On Chasdtyd Charitable Organizations

the Cabinet of Ministers of Ukraine on the basthefResolution as of 30.03.1988
382 has approved the Provision on the proceduttecotate registration of charital
organizations.

The paragraph 3 of the above Provision prescribatsfor the state registration
charitable organization the application of foundéiGunder) or their authorize

representative is submitted to the relevant regisin agency mentioned in the

paragraph 2 of this Provision.

To the application the following is attached:

- the statute (provision) of charitable organizatio duplicate;
- information on founders (founder) of charitabtgamization:
for natural persons - surname, name, birth yeaideace, place of employmer
position;

for legal persons — title, legal address, copyhefdtatute (provision) and copy of t
registration document, certified in the procedwstalklished by the law, decision
the leading organ or minutes of general meetinghef staff, which confirms th
consent for establishment of charitable organimatio

- information on authorities of charitable orgamiza and members of execulti
agency (surname, name, birth year, residence, plae@ployment, position) as we
as configuration of legal address (letter of ind#ynaf the apartment owner, lea
treaty etc).

The paragraph 16 of the Provision defines, if thitificate on the state registration
charitable organization (department of all-Ukramiainternational charitabl
organization) or its statute (provision) has bexst 1o the registration agency in org
to obtain its duplicate the following is submitted:

- application of the head of charitable organizaticesolution of its authority wit
the request to issue duplicate of the certificateh® state registration of charital
organization (department) or its statute (provigion

- confirmation in mass media on its loss;

- document certifying payment for issue of dupkcaif certificate or statut
(provision).
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6. The Ministry of Justice of Ukraine and its ttarial agencies pursuant to t
Article 3 Part 4 of the Law of Ukraine On State Remtion of Legal Persons a

ne
d

Natural Persons — Entrepreneurs as of 15.05.%9035-1V ( here and after referred
to the Law) carry out registration (legalizatiorf) @tizens association (including
trade unions and its associations), charitablerdzgtions, political parties, creative
unions and its territorial centres, lawyer assdmigt commercial and industrial
chambers, other institutions and organizationsneéefiby the law, as well as issue
certificate on state registration drew up by stagistrar in the relevant executiye
committee of provincial local board or in regionedgional state administration |n

Kyiv and Sevastopol under the location of legakpar

At the same time, the direct registration of publissociation, charitable

91



organizations is performed by state registrarsyantsto requirements of the Law

after obtaining of documents from justice agendig® order and the proced
defined by the Regulation of submission to statgstears by the Ministry of Justig
and its territorial agencies of information on legarsons approved by the Order
the State Committee for Regulator Policy and Em&egurship and the Ministry ¢
Justice of Ukraine as of 27.02.2Q723/74/5).

Thus, according to the Article 17 of the Law infation on legal person or natur
person — entrepreneur is included to the Singlte stegister by means of recor|
listing on the base of information from relevangistration cards and informatio
which is provided by legal person to state registnader location of registratio
affair pursuant to the legislation of Ukraine.

The Single state register contains informationemal person, in particular:

- the list of founders (participants) of legal mmrs including name, resideng
identification code of natural person — tax payefpunder s natural person; titl
location and identification code, if founder isdgerson;

- surname, name and identification codes of natperkons — tax payer bei
constituted to the board of legal person, authdrizerepresent legal person in leg
relationships with third parties, or persons, whe antitled to commit actions d
behalf of legal person without warrant, as weltasign treaties;

- information on available restrictions regardirgpresentation on behalf of leg
person.

In case of introducing amendments to statutory dwsus related to change
founders (participants) structure of legal persexgept documents provided for
the Article 29 part 1 of this Law the copy of thesolution on getting out of th
structure of founders (participants), certifiedlie established procedure, or the ¢
of the state of natural person on getting out efgtructure of founder (participant
certified by notary, or the copy of document omsition of participant’s share i
statutory capital of company certified by notary, tbe document on transferrir
rights of founder (participant) to another persertified by notary, or the resolutig
of authorized agency of legal person regarding adsgoy excluding of founde
(participant) from the structure of founders (paAp@ants of legal persons if it
prescribed by the law or constitute documents gdliperson (the Article 29 Part 3
the Law) is additionally submitted).

The Article 1 of the Law provides that registratiaffair shall be a folder g
organization and registration type containing doeats or computer files fq
permanent saving, which are submitted to statestragipursuant to the law.

State registrar establishes, holds and ensuresgsafi registration affairs at th
territory of the relevant administrative-territdrianit (exempt registration affairs ¢
legal persons, registered in accordance with thiel&r3 part 4 of this Law).
Additionally: pursuant to the Article 15 of the Lawom the date of listing by sta
registrar of notation on suspension of legal perspmotation on suspension
entrepreneurship by natural person — entreprereding Single state register, t
registration affair shall be saving by state regrs during 3 years. After expiratid
of this period state registrar shall submit regtitn affair for saving to state archiv
institution in the procedure, established by the la

Registration affair shall be saving in state arahinstitution within 75 years fron
the date it was submitted to state archival instin.

7. According to the Article 24 of the Law of UkrairOn the National Backlog ar]
Archival Institutions as of 24.12.199® 3814-XII the Specially Authorized Centr
Agency of executive power in sphere of archivahimffind record keeping (centt
agency of executive power in sphere of archivahiafand record keeping) in th
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scope of its authorities identified by the law penfis normative-legal regulation of

relations in sphere of archival affair and recoeébing.
On the base of the Order of the General archivaldment of the Cabinet ¢

Ministers of Ukraine as of July 20, 1998 N 41 the List of typical documents |i

created in course of activity of state power ageseind agencies of self-governme

other enterprises, institutions and organizatiowiécating terms of documents saving

(here and after referred to the List).
The List includes documents being created by doatimg of the same type (gene

for all) management functions executed by entegprisistitutions and organizations
regardless of functional and targeted assignmewgl land scale of activity, form of

ownership.

In accordance with the List on public associatiowl @haritable organizations the

following requirements are identified:

- statutes and provisions of enterprises, instihgj organizations (including public)

are saved to the moment of replacement with negv#inagraph 32);

- statutory documents (statute, articles of incoapon; amendments to them,
minutes of statutory assembly of private organaratfounders, lists of founder

(participants) are saved to the moment of replacemigh new (the paragraph 54);

- articles of incorporation on mutual relationshgfsstate organization founders are

permanently saved (the paragraph 1322);

- lists of documents necessary for approval andeagent of statutes of enterprisgs,

organizations of national, municipal and all forofsprivate ownership (including
joint enterprises) are saved to the moment of ogphent with new (the paragraph

1300);

- information on participation of organization irorfn of founder in othef

organizations is saved to the moment of partiafpasinnulment(the paragraph RY.

Under the paragraph 3.8 of the List an annulmemtoauments without approval of

cases descriptions of permanent saving by commisgiexperts of state archives,

well as violation of determined by this List termmksaving of documents shall be
illegal and brings to responsibility pursuant te tturrent legislation (extracts are

attached).
Thus, it may be concluded that the legislation okrdine identified lega

requirements prescribing saving by non-profit oigations of personal data of

persons that possess, control or deal with actieftynon-profit organizations an
saving notations during 5 years and ensuring iglahility for authorized agencie

(the paragraph 5.5.3) and provisions requiring rinfition updating, in case of

changes in possession or control for all formsegéal persons (the paragraph 849)

Recommendation o

nThe authorities should also consider reviewing éffectiveness of measures in pla

MONEYVAL to sanction violations of oversight measures oesul

Report

Measures taken tp According to the Article 22 of the Law of UkrainenQCharity and Charitabl
implement the Organizations supervision over charitable orgaiinatincluding procedure of usir

Recommendation

property and funds appointed for charity shall wevigled by the authorities ¢
executive power according to their competence.
Supervisory authorities of executive power withireit competence shall have t
right to demand from benefactors and their managiodies necessary docume
and to receive necessary explanations.

Benefactors transferred their property, funds ath@romaterial values to charitah
organizations receive under their request repotisage of such property, funds a

values. If property, funds and other material valttansferred for target using, rep
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on their usage shall be obligatory submitted tcefmrtor by charitable organization.

Recommendation o
MONEYVAL
Report

nThe Ukrainian authorities should ensure that thare legal requirements in plag
for NPOs to maintain for a period of at least 5 geaecords of domestic an
international transactions that are sufficientlytaiéed to verify that funds have be
spend in a consistent manner with the purpose &ettives of the organisation an
to make them available to appropriate authorities

e
d
en
d

Measures taken f
implement the
Recommendation

0 According to the Article 24 of the Law of Ukrainen@he National Backlog an
Archival Institutions as of 24.12.199% 3814-XIl the Special authorized cent
agency of executive power in sphere of archivahiafind record keeping (centr
agency of executive power in sphere of archivahiafind record keeping) in th
scope of its authorities identified by the law penfis normative-legal regulation
relations in sphere of archival affair and recoeeéping.

On the base of the Order of the General archivpladment of the Cabinet ¢
Ministers of Ukraine as of July 20, 1998 N 41 the List of typical documents
created in course of activity of state power agemaind agencies of self-governme
other enterprises, institutions and organizatiowiicating terms of documents savi
(here and after referred to the List).

The List includes documents being created by doatimg of the same type (gene
for all) management functions executed by entespiisstitutions and organizatio
regardless of functional and targeted assignmewngl land scale of activity, form ¢
ownership.

In accordance with the List on public associationl @haritable organizations tk
following requirements are identified:

- statutes and provisions of enterprises, institigtj organizations (including publi
are saved to the moment of replacement with nesvelragraph 32);

- constitutive documents (statute, articles of ipooation; amendments to the
minutes of constituent assembly of private orgamimafounders, lists of founde
(participants) are saved to the moment of replacémith new (the paragraph 54);
- articles of incorporation on mutual relationshigfsstate organization founders 2
permanently saved (the paragraph 1322);

- lists of documents necessary for approval andeagent of statutes of enterpris
organizations of national, municipal and all forofsprivate ownership (includin
joint enterprises) are saved to the moment of cepleent with new (the paragra
1300);

organizations is saved to the moment of partiajpaéinnulment(the paragraph ZY.
Under the paragraph 3.8 of the List an annulmemtoauments without approval
cases descriptions of permanent saving by commiggiexperts of state archives,
well as violation of determined by this List termsaving of documents shall |

attached).

Thus, it may be concluded that the legislation okkrdine identified lega
requirements prescribing saving by non-profit orgations of personal data
persons that possess, control or deal with actieftywon-profit organizations an
saving notations during 5 years and ensuring itslability for authorized agencie
(the paragraph 5.5.3) and provisions requiring rmftion updating, in case
changes in possession or control for all formsghl persons (the paragraph 849).

- information on participation of organization iform of founder in othef

illegal and brings to responsibility pursuant t@ tburrent legislation (extracts are
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Spe

cial Recommendation IX (Cross Border Declaratio® Disclosure)

Rating: Partially compliant

Recommendation o

D

nUkraine should make the necessary amendments &r ¢hdt the resolution of th

MONEYVAL NBU and the explanatory form provided with the demtion form of the SCS als
Report refer to all bearer negotiable instruments and ooly to traveller's cheques.

Measures taken tp The Article 1 Clause 1 of the Decree of CabineMaiisters of Ukraine On Systel
implement theg of Currency Regulation and Currency Supervisiorob$ebruary 19, 1993 undé

Recommendation

1%

r
Ne15-93 determines the definition of “currency valyés particular, the definition of

“payment documents and other securities”, includivggdefinition of “cheque”.

Recommendation o

19}

nThe SCS should have the authority to restrain aqayeor bearer negotiabl

MONEYVAL instruments when there is a suspicion of ML or FT.

Report

Measures taken tpThe current legislation prescribes that confiseat@f goods including currengy

implement the valuables may be performed by customs agenciedysoialer the condition of

Recommendation | identification in actions of person of offence icidiand its setting in the proper way.

Recommendation onThe authorities should review the current framewankl ensure that it covers fully

MONEYVAL either all suspicious cross-border transportatioidents or enables the FIU to haye

Report direct information on all declarations made accogl to the declaration system.
Information contained in customs declarations i$ reained by the SCS. A system

should be developed for storing this information.

Measures taken t
implement
Recommendation

the

0 For the present the submission of data betweetdite Customs Office of Ukrair
and the State Committee for Financial MonitoringJéfaine is carried out pursu
to the Agreement on cooperation between the Stagtofis Office of Ukraine an
the State Committee for Financial Monitoring of Hikre Ne 37/6 as of 10.09.200
and its minutes.

The MinutesNe 3 prescribes submission by the State Customs édfidJkraine t
the State Committee for Financial Monitoring of dikre of information on the list of

persons (residents and non-residents of Ukraina) tiolated customs rules by
import or export of foreign or national currency other currency valuablgs

(including violation by currency declaring) at tount that equals or exceeds UAH
15 000 (equals or exceeds amount in foreign cuyremgivalent to UAH 15 00
monthly to the 18 instant of the following month.

The MinutesNe 2 on the procedure of submission of informatiorthi® Agreemen
prescribes that the State Customs Office of Ukrainemits information from th
central data base of electronic copies of the Ntpief Interior of Ukraine (form
MJI-2, MI-3, MJI-6) regarding foreign trade transactions with vale limitations
regarding the list of the Ministry of Interior retgr on the properties “Type
declaring” and “Character of agreement” to the &t@ommittee for Financial
Monitoring of Ukraine.
Information containing in customs declarationsasesl by the State Customs Office
of Ukraine. The system of saving, accumulation pratessing of this informatio
the Unified Automated Information System of thet&t@ustoms Office of Ukraine is
elaborated and put into permanent operation.
Electronic copies of unified customs receipg]-1 and its additional paper
certificates on registration of vehicles, loadingtoms declarations, paper scriptg of
which are submitted in stitched sets of duplicatiar the unified administrativ

e
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the formM/I-8 and supplement of the foi/I-6 are saved in this system.
Customs inspection, customs registration and ingpeaf delivery of citizens

of the provisions of the Order of the State Custddffice of Ukraine as o
17.11.2005Ne 1118 On Approval of the Rules of Customs Inspectiad Custom

out with the use of cargo customs declarations.

Recommendation onThe administrative penalties for false or non desfi@ns should be raised

MONEYVAL considerably.
Report

Measures taken tpAccording to the Article 352 of the Customs CoddJdfaine the actions aimed gat
implement the transportation of goods through the customs boynafkraine concealing it from

document of the forrvIJI-2, its additional papers of the fomfi/I-3, specifications of

vehicles has been performed using foivii§-4 andM/I-7 before entering into force
f

Registration of Vehicles Being Transported by @itig through the State Customs
Office of Ukraine. Information regarding these wactions is also saved in the
Unified Automated Information System of the Statestoms Service of Ukraine. For
the present, customs inspection and customs ragjistrof citizens vehicles is carried

Recommendation | customs inspection, especially submission to th&totos agency as the base ffor

imposing fine_at the rate from 500 to 1000 untaw@dimum incomes of citizener

established depots (secret places) and vehiclegy dser transportation of good
through customs boundary of Ukraine.

the Customs Code of Ukraine, where it has beenigedvto determine for the abo

direct things of violation of customs rules confiscation of these goods, as well
confiscation of goods with specially establishegate (secrecy places) and vehic|
using for transportation of goods — direct thin§siolation of customs rules throug
customs boundary of Ukraine.

(Other) change
since the last
valuation

1*2}

2.4 Specific Questions

1) At the time of the assessment, there was naspsavprohibiting financial institutions from tippg off.
Were there any changes in the legislation to adsdtkis deficiency?

Article 12 Parts 6 and 7 of New AML/CFT Law estahlithat the reporting entity personnel submitted
the Specially Authorized Agency information on ficél transaction is prohibited to inform abouttie
persons that conduct (conducted) it or any othed ffersons.

The reporting entity personnel who receive the estifrom Specially Authorized Agency and/or respazh
such request to this agency shall be prohibiteidftorm participants of financial transaction mengd in
the request or in the respond as well as to infamgnother third party.

o

2) How many onsite inspections of financial insiitaus have been undertaken by the relevant sumew|s

authorities since the adoption of the MER:

» solely for AML/CFT supervisory issues;

» which include an AML/CFT component as part of gahsupervisory activity?
(NB: please provide figures with a breakdown peresuisory authority/ institutions).
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transportation of goods of documents containingitibcis information cause tp

confiscation of these goods, as well as confispatid goods with specially

The State Customs Service of Ukraine has preplrediiaft of the new version of

mentioned offence sanction in form of fine _at the from 100 to 300 % of value of
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I nspections of the State Commission on Securities and Stock Market of professional participants of
securities market on theissues of financial monitoring

Supervisory sphere of the 2008 2009 First half-year of
SCSSM 2010
Unscheduled inspections 19 10 5
Scheduled inspections 231 241 99

I nspections of the National Bank of Ukraine on the issues of financial monitoring

Supervisory sphere of 2009 First half-year of 2010
2008
the NBU
Banks 190 210 44
Affiliates 132 49 15

I nspections of the State Commission for Financial Services Market Regulation of Ukraine of financial

institutions on the issues of financial monitoring during January-June 2010

Financial institution Number of on-site inspections
performed
scheduled unscheduled
Insurance companies 343 61
Pawn shops 95 22
Financial companies 40 26
Leasing providers 12 1
Credit institutions 101 7
Administrators of the National Pension Fund 43 0
Total number in 2008 634 117
Insurance companies 149 88
Pawn shops 50 10
Financial companies 37 24
Leasing providers 10 63
Trusts 0 0
Credit institutions 132 12
Administrators of the National Pension Fund 21 0
Total number in 2009 399 197
Insurance companies 69 82
Pawn shops 36
Financial companies 24 2
Leasing providers 32
Credit institutions 73 8
Administrators of the National Pension Fund 5
Total number in first half-year 2010 207 124
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3) Have the supervisory authorities imposed anyctians for breaches of AML/CFT legislation
financial institutions or DNFBPs since the adoptiafrthe 3rd report? If so, please, indicate thanrgpes
of AML/CFT infringement detected by supervisors.

(NB: It is not necessary for these purposes toidefull detailed statistics, but an overview)

In 2009 the State Commission on Securities andkStarket posed 193 influence measures, including
fines in the amount of UAH 101 830, 109 sanctionsorm of warning, 25 resolutions on eliminatiorfs
violations. Also 12 minutes on administrative offea were composed.

In first and second quarters of 2010 the State Cigsiom on Securities and Stock Market posed
sanctions, 43 sanctions in form of warning, 11 Ikggmns on eliminations of violations, and 5 mirgien
administrative offences.

In 2009 SCFSMR, in particular according to matsrial SCFM of Ukraine, carried out 399 planed and
non-scheduled revisions. According to results afmaixations and supervisory measures Commissiordg
on reporting entities 228 fines and applied 122lg®ns on elimination of violations.

During first half-year of 2010 SCFSMR, includingcacding to materials of SCFM of Ukraine, carried

207 planned and 124 non-scheduled revisions. Aguprtb results of examinations and supervis
measures Commission posed on reporting entitiesfihég and applied 215 resolutions on eliminatién
violations.

Main types of violations are following: violationf aequirement of the AML/CFT Law concernir
providing detection and timely registration of fivtdal transactions subject to financial monitor
according to the Law; submitting authorized bodyhwinformation on financial transaction subject
financial monitoring within three working day frorthe moment of registration; carrying out

identification of person conducting financial trangon subject to financial monitoring accordingthe
Law; violation of requirements concerning submgtiauthorized body with notification concerni
appointing or dismiss of compliance officer (or smmr temporary appointed on his place) within th
working days from the date of signing of appromriakecree; compliance of programmes and rule
conducting financial monitoring.
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4) Has there been any action taken to develop dutthe strategic and collective review or the perfance
of the AML/CFT system as a whole ? (see recommendatparagraph 921 of the report)

Decision of 48-th meeting of Interdepartmental vimgkgroup on investigating methods and tendendig
money laundering of the proceeds from crime as afdid 31, 2008 approved the List of indexes show
efficiency of national AML system. Interdepartmdnteorking group made decision to carry out ann
evaluation of efficiency of national system.

Decision of the Interdepartmental working group \@pproved by the Cabinet of Ministers of Ukraine «
appropriate order was made to the state authorities

Under the Order of the First Vice Prime MinisterWifraine SCFM of Ukraine submitted state authasi
with case referrals and evaluation of efficiencydfivity of national AML/CFT system was made.

In the £ quarter of 2009 appropriate analysis of efficien€yhe national AML/CFT system for 2007-20
was performed.

National AML/CFT system efficiency report was sulied to the Cabinet of Ministers of Ukraine.
Results of evaluation showed the efficiency of orai AML/CFT system and determined certain proble
of the functioning.
It should be mentioned that revealed problems dutive analysis of the national system coincide \
conclusions of experts, submitted in the 3rd Rabwaluation Report on Ukraine.
In 2007-2008 state bodies of Ukraine on permaneotirgls performed actions aimed to improve lg
provision of AML/CFT national system.

At the same time, due to the complex of implemeptedtical measures in mentioned period firm posi
tendencies concerning conducting AML/CFT actionsdporting entities were observed.
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Meanwhile, because of absence in 2008 of submite8siCFM of Ukraine STRs by certain categorieg

of
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reporting entities, such as commaodity exchangejcfaty partnerships, providers of financial leas

ng

services; factoring services providers and depgsita clearing institutions, SCFSMR and State
Commission on Securities and Stock Market undenlte®f conducted revisions are recommended to

ascertain the reasons for that.

Submitted to the SCFM of Ukraine reports of repagrténtities concerning financial transactions cioirtg

indicators of obligatory financial monitoring preéfeal. To enhance efficiency of measures taken
reporting entities to increase the number of report financial transactions containing indicatdrindial

financial monitoring submitted by them SCFSMR, SCFM Ukraine and NBU of Ukraine af

recommended to carry out appropriate organizatiandlexplanatory actions and elaborate methodabg

recommendations on indication of such transactions.
Moreover, positive tendencies concerning extencaofied of examinations of reporting entities -afioial

by

c

institutions and adequacy of taken measures acuptdi results of examinations of taken measure® wer

detected.

Analysis of regulating and supervision efficiendypavileges of reporting entity, providing the AMCFT
Law show the positive tendencies concerning th@ead carried out examinations of reporting ergitie
financial institutions and measures taken accortbmgsults of examinations.

At the same time, Ministry of Finance of Ukrainerecommended to carry out regular supervisions of

compliance of AML/CFT legislation by providers adgbling games in gambling institutions.

Analysis of quantitative and qualitative indexessobmitted case referrals by SCFM of Ukraine tol#ve
enforcement agency in 2008 shows positive tendsmcimparing with 2007.

In general, performed examination shows properafisaechanisms of interdepartmental cooperation
coordinated activity between state authorities theitr dynamic development in 2007-2008 and propeell
of organization international cooperation in 20@0& by state authorities of Ukraine.

During evaluation of the national system main géaighe future are enhancing efficiency of inugation
of cases by law enforcement agencies under thel&rf09, 306 and 209-1 of the Criminal Code
Ukraine, which will assisted by, in particular:

- measures of providing enhanced efficiency of opexaind search and other activity concern
detection and stop of activity of organized grougs criminal organizations providing legalizati
(laundering) of the proceeds from crime;

- generalization by the Supreme Court of Ukraineratfice of applying by courts of legislation

criminal responsibility for legalization (laundeginof the proceeds from crime.

As well stated necessity to concentrate on impleatem of unified state statistics reporting based
administrative statistics of law enforcement agenilnistry of Justice of Ukraine and State Co
Administration of Ukraine.

Besides, Ministry of Justice of Ukraine is recomufehto form on regular basis administrative datéoted

amount of assets, property seized under the cegitidn in criminal cases under the Article 2099-20
306 of the CC of Ukraine.

In the second quarter 2010 analysis of efficientfuactioning national system in 2009 is plannecbhto
carried out.

Moreover, in order to elaborate draft laws necgssar implement recommendations provided
MONEYVAL experts under the Il Round Evaluation dkraine the SCFM of Ukraine jointly with oth¢
state authorities worked out Recommended Actiom Hiar enhancement of Ukrainian anti-mon
laundering and counter terrorist financing systproyided by MONEYVAL experts.

Under results of processing the Plan SCFM of Ulaasnbmitted the Cabinet of Ministers with Dr
Resolution of the Parliament and NBU of Ukraine approval of Action Plan in order to comp
requirements of experts.

On October 21, 2009 on the session of the Cabinglirdsters of Ukraine the Resolution of the Caltiné
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Ministers On “Approval of the Action Plan for 201dh prevention and counteraction to legalization

(laundering) of the proceeds from crime and testdihancing” was adopted. As long as implementatb
requirements require taking significant legal amecfical actions that demand time for realizatibe
Action Plan was divided into two calendar years22010.

t
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Part of actions on implementation of recommendatiwas implemented as amendments to the Action [Plan
2009 on prevention and counteraction to legalirafiaundering) of the proceeds from crime and t&sto
financing approved by the Resolution of the CabafaWlinisters and NBU of Ukraine as of December (10,
2008Ne 1077.
Other part of the Plan is separated into the Actidan for 2010 on prevention and counteraction to
legalization (laundering) of the proceeds from eriamd terrorist financing.

In July 2010 World Bank jointly with SCFM conductéd Ukraine 2-day workshop on National ML/TF
Risks Assessment where the second-generationsgdsament tool was presented by World Bank.

So, Ukraine is taking measures to enhance perfarenahthe system of prevention and counteraction to
legalization (laundering) of the proceeds from eriamd terrorist financing.
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2.5

Questions related to the Third Directive (2005/60/EC) and the Implementation

Directive (2006/70/EC)?

Implementation

/ Application of the provisions in the Third Directive and the Implementation
Directive

Please indicatg
whether the Thirgd
Directive and the
Implementation

Directive have
been fully
implemented / o
are fully applied
and since when.

2 Norms of the AML/CFT Law provide implementation pfovisions of the Thirg
Directive.

Beneficial Owner

Please indicat(f
whether your lega
definition of
beneficial owner

corresponds to th
definition of
beneficial owner in
the 3% Directive®

(please also owner is a person, with is directly or indirecthersonally or with other persol
provide the legal through agreements, personal relations or in otlagr has the right to vote, right
text with  your| purchase or sell property or right to collect dends.

reply)

Definition of “beneficial owner” inthe context of implementation of Council
Europe Convention is provided by the New AML/CFTw,aconsidering benefici
owner as a person for benefit or in interest of alvhfinancial transaction
conducted (Article 1 Part 1(24)).

eMoreover, Resolution ahe NBU as of March 28, 20Q% 98, adopting Methodic
recommendations on enhancing corporate governamcthd banks of Ukrain
provide definition of “beneficial owner” sperson, which obtains benefit out
securities or other property despite the forrainership. In particular, benefic

Risk-Based Approach

Please indicate th

extent to which
financial

institutions  have
been permitted tg
use a risk-base
approach tq

discharging certai
of their AML/CFT
obligations.

eArt.9 of AML/CFT Law allows financial institutionso conduct simplified CDD
measures on certain categories of clients: govamhnagencies, state-owné
enterprises and participants of stock exchanges.

I

ad

Politically Exposed Persons

Please indicats
whether criteria for

> New AML/CFT Law (Article 1 Part 1(29)) provide deition of politically exposed
persons as natural person entrusted to carry osigred public functions, i

identifying PEPS

particular:

° For relevant legal texts from the EU standardsAggeendix |1

¥ please see Article

3(6) of th¥ Birective reproduced in Appendix Il
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in accordance with
the provisions in
the Third Directive
and the
Implementation

Directive' are
provided for in
your domestig

legislation (please

also provide the

Head of State, Head of Government, Ministers argir tBeputy
Heads;

Deputies of the Parliament;

Members of Supreme Court, Constitutional Court tbreo higher

Il

exceptional cases;

members of the court of auditors or central bartkeors;
ambassadors, chargé d'affaires and high officfadsroed forces;
members of administrative, managerial or supergisiathorities of
strategic public enterprises.

legal text with
your reply).

“Disclosure”
Please indicat¢ Reporting entities are prohibited to disclose infation about transaction repor
whether the and requests received from FIU.
prohibition is| Moreover, CC of Ukraine provides responsibility tbsclosure of data of pre-trial
limited to the| investigation or inquest (Article 387).
transaction report
or also coverg
ongoing ML or TF
investigations.
With respect to the According to the Article 121 of the Criminal Procedl Code of Ukraing
prohibition of | information concerning pre-trial investigation mdye disclosed only unde
“disclosure” please permission of investigator or prosecutor and in améhey consider to be possible.
indicate  whether As appropriate, investigator advises witnessestinvjc civil plaintiff, civil
there arg defendant, defense counsel, expert, specialistslator, attesting witnesses, as W

circumstances
where the)
prohibition is lifted
and, if so, theg
details of such

as other persons present during the conduct osfigagive actions of their duty n
to disclose information relating to pre-trial intigation without his/her consen
Those guilty of disclosure of information relating pre-trial investigation ar
criminally liable under Article 387 of the Crimin@lode of Ukraine.

circumstances.

judicial authorities whose decisions can not bmdied, unless

t

ell

D =+

“Corporate liability”

Please indicate
whether corporat¢
liability can be
applied where af
infringement is
committed for the
benefit of that
legal person by 3

person who
occupies a leadin
position within

b According to the Article 2 of the Law of Ukraine fGCombating Corruption” legg
b entities bear amenability for corruptive actiongsponsibility of legal persons fq
committing corruptive actions by their authorizestgpns and procedure of bringi
nthem to responsibility are set by the Law of Ukeall©®n Responsibility of Lega
Persons for Corruption Offences”.
Under the Article 2 of the Law of Ukraine “On Reggibility of Legal Persons fo
Corruption OffencesNe 1507-VI legal person shall bear responsibilityesaribed
a by this Law, for committing for and on its behaif the head of this legal person,
founder, participant or other authorized persorefrhdently or in privity of an
gcrimes, specified inter alia in the Articles 209da268-5 of the Criminal Code ¢
Ukraine (which are ML and TF).

that legal person.

Thus, Ukraine provide responsibility of legal eest for offences committed fq

11 please see Article 3(8) of th& ®irective and Article 2 of Commission Directive G8J70/EC reproduced in

Appendix II.
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this legal entity by the person holding governigipon in such legal entity.

Can corporate

» The AML/CFT Law provides responsibility of legal téies for violation of its

liability be applied| requirements. Such responsibility of legal entitgsall be applied despite of
where the insufficient supervision or control by the persom charge of such legal entity
infringement is| (Article 23).
committed for the
benefit of that
legal person as @a
result of lack of
supervision of
control by persons
who occupy 4
leading  position
within that legal
person.

DNFBPs
Please specify Under the Article 5 Part 2 (8) of the New AML/CFTaw a specially assigned
whether the reporting entities are natural persons — businestities and legal entities,
obligations apply conducting financial transactions with goods fostgaunder condition that the sum
to all natural and of transaction is equal or exceed the sum defineithd part one of the Article 15 of
legal persons this Law (UAH 150 000, equals approx. Eur 15 00df)cases provided by the
trading in all goods Article 6 and 8 of this Law.
where  payments

are made in cash i
an amount of €
15 000 or over.

n
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2.6

Statistics

a. Please complete - to the extent possible - tlwldwing tables:

2005
Investigations | Prosecutions Conylct|ons Proceeds frozen Proceeds seized Prqceeds
(final) confiscated
amount amount amount
cases| persons| cases| persons| cases| persons| cases (in cases (in cases (in
EUR) EUR) EUR)
1 Not 1619 Not 1203 Not 1237
U 779 231 404 591 228 231 available| 242 available| 781 available| 173
FT 0 0 0 0 0 0 0 0 0 0 0 0
ML on the basis of Articles 209,306 of the CC ofrbike
2006
Investigations Prosecutions Con_v|ct|ons Proceeds frozen Proceeds seized Pro_ceeds
(final) confiscated
amount amount amount
cases| persons| cases| persons| cases| persons| cases (in cases (in cases (in
EUR) EUR) EUR)
1 Not 1917 Not 3281 Not 1285
A 764 159 390 496 177 159 available| 537 | available| (079 | available| 013
FT 0 0 0 0 0 0 0 0 0 0 0 0
LML on the basis of Articles 209,306 of the CC ofraike
2007
Investigations Prosecutions (CEEIClE Proceeds frozen Proceeds seized PHESSIEL S
9 (final) confiscated
amount amount amount
cases| persons| cases| persons| cases| persons| cases (in cases (in cases (in
EUR) EUR) EUR)
1 Not 2270 Not 1497 Not 1715
ML 751 228 387 250 211 228 available| 442 | available| 609 | available| 561
FT 0 0 0 0 0 0 0 0 0 0 0 0
LML on the basis of Articles 209,306 of the CC ofraike
2008
Investigations Prosecutions Conylctlons Proceeds frozen Proceeds seized Prqceeds
(final) confiscated
amount amount amount
cases| persons| cases| persons| cases| persons| cases (in cases (in cases (in
EUR) EUR) EUR)
1 Not 4791 Not 7 601 Not 1 956
bl 754 208 383 495 212 208 available| 833 | available| 706 | available| 249
FT 0 0 0 0 0 0 0 0 0 0 0 0

104




1ML on the basis of Articles 209,306 of the CC ofraike

2009
Investigations Prosecutions Conylctlons Proceeds frozen Proceeds seized PquGEdS
(final) confiscated
amount amount amount
cases| persons| cases| persons| cases| persons| cases (in cases (in cases (in
EUR) EUR) EUR)
1 Not 2775 Not 23717 Not 3264
bl 733 204 385 565 195 204 available| 468 | available| 958 | available| 620
FT 0 0 0 0 0 0 0 0 0 0 0 0
LML on the basis of Articles 209,306 of the CC ofraike
June 2010
Investigations | Prosecutions (CEIEIEE Proceeds frozen Proceeds seized FTIESES
9 (final) confiscated
amount amount amount
cases| persons| cases| persons| cases| persons| cases (in cases (in cases (in
EUR) EUR) EUR)
1 ) Not 14 556 Not 12 205 Not 4 689
bl 425 214 320 110 120 available| 793 available| 077 available| 848
FT

1ML on the basis of Articles 209,306 of the CC ofrbike
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b. STR/ICTR

Explanatory note:

The statistics under this section should providewarview of the work of the FIU

The list of entities under the headinmdnitoring entitiesis not intended to be exhaustive. If your jurigdin covers more types of monitoring
entities than are listed (e.g. dealers in reakestapervisory authorities etc.), please add éuntbws to these tables. If some listed entitiesrent
covered as monitoring entities, please also indittas in the table.

The information requested under the headihgdicial proceedingsrefers to those cases which were initiated duiefiarmation from the FIU. It
is not supposed to cover judicial cases where leoRly contributed to cases which have been geaeéray other bodies, e.g. the police.

“Cases openédefers only to those cases where an FIU does tiiane simply register a report or undertakes onlyTabased analysis. As this
classification is not common in all countries, glealarify how the term “cases open” is understoogbur jurisdiction (if this system is not used
in your jurisdiction, please adapt the table toryoauntry specific system).

Note: according to the Ukrainian regulations withite case FIU may submit several notifications€cagerrals) to law enforcement — initial case
referral and additional materials. Additional cesterrals may be also sent based on cases of peeyéaars.

2005
Statistical Information on reports received by theFIU Judicial proceedings
notificatio
ns to law
reports about cases
. enforceme - -
suspicious opened indictments convictions
reports . by FIU nt/
o about transactions y prosecuto
Monitoring .
entities, e.g. transactions I's
above ML FT ML FT
threshold " " " "
ML | FT ML | FT ML | FT| 8| 5|8 5|8 5|8 S
7} a 0 a 2} 0 12 (2}
8 |8 3|8 3|83
o o o o
Banks 417608 348821 | 17 | 922 3 | 319 3| 13 N|O | 0] 9|NJO| O
Insurance companies 12011 1310 0 5 fa\ fa\
Credit union 5 1 0
Pawnshop 656 0 0
Administrator of non-state pension fund 0 0
(activity for administration of non-state pension 0
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funds)
Other financial institutions 0 0
Enterprises and communication unions 2 0
Currency-exchange 0 0
Persons, providing separate types of financial 0 0
services
Professional Securities Market Participants 3764 338 0
Commodity exchange and other exchange 0 0
Gambling institution 1 0 0
Other legal entities, which conduct financ 35 0
. : . . 1428
transactions according to the legislation
Notaries N/A N/A
Lawyers N/A N/A
Accountants/auditors N/A N/A
Legal persons conducting any kind of lottery 90 0 0
Total 435565 350507 | 17
2006
Statistical Information on reports received by theFIU Judicial proceedings
notificatio
reports about cases ns to law
reports suspicious opened | enforceme indictments convictions
agout transactions by FIU nt/prose-
Monitoring . cutors
. transactions
entities, e.g. v ML FT ML FT
lilizarels ML | FT ML |FT ML |FT| 8| 8|13 E|% 5|% &
%) %) (2] an 2] %) 2] (%)
S 3|18 3|8 3|83
o o o o
Banks 491771 311299 12 [905| O | 446] O] 1 N|o| O] 8|N|O|O
Insurance companies 11489 1421 0 4 fb\ fb\
Credit union 3 0 0
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Pawnshop 265 0 0
Administrator of non-state pension fund 0 0
(activity for administration of non-state pension 0
funds)
Other financial institutions 0 0
Enterprises and communication unions 2 0
Currency-exchange 0 0
Persons, providing separate types of financial 0 0
services
Professional Securities Market Participants 352 0
4652
Commodity exchange and other exchange 0 0
Gambling institution 0 0
Other legal entities, which conduct financ 85 0 0
transactions according to the legislation
Notaries N/A N/A
Lawyers N/A N/A
Accountants/auditors N/A N/A
Legal persons conducting any kind of lottery 134 0 0
Total 508400 313074 | 12
2007
Statistical Information on reports received by theFIU Judicial proceedings
notificatio
ns to law
reports about cases enforceme
reports suspicious opened nt/ indictments convictions
agout transactions by FIU rosecutor
Monitoring . P
entities, e.g. transactions S
above ML FT ML FT
threshold
F 0 21 o | 2]l 0| 2] 0| 2
ML FT ML T ML FT Q o Q [e) Q o Q o
g 2|12 2|lc | 2|&|¢2
o () o (] o (] o ()
o o o o
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Banks 654936 320189 | 13
Insurance companies 16961 2154 0
Credit union 216 5 0

Pawnshop 358 0 0

Administrator of non-state pension fund 0 0

(activity for administration of non-state pension 1

funds)

Other financial institutions 41 0 0

Enterprises and communication unions 0 4 0

Currency-exchange 3 0 0

Persons, providing separate types of financial 7 0 0

services

Professional Securities Market Participants 7560 609 0

Commodity exchange and other exchange 11 0 0

Gambling institution 0 0

Other legal entities, which conduct financ 43 22 0

transactions according to the legislation

Notaries N/A N/A
Lawyers N/A N/A
Accountants/auditors N/A N/A
Legal persons conducting any kind of lottery 219 0 0

Total 680356 322966 | 13

1331

520

24 N

~
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2008

Statistical Information on reports received by theFIU

Judicial proceedings

notification
reports about cases s to law
reports suspicious opened | enforcemen indictments convictions
agout transactions by FIU t/
Monitoring ; prosecutors
" transactions
entities, e.g. above ML ET ML ET
threshold M. | FT ML | FT M| FT | 818 s 8| 3 5lgl8
(2] 2| 2] (7] 2] 7]
8 |8 & 8 |8 &
o o o o
Banks 748235 287387 8 |167| 3 | 642 7 | 32JN|fO|O| 11 [N/ |O0]| O
Insurance companies 21794 2007 0 S 6 fa\ 6 A
Credit union 92 2 0
Pawnshop 237 4 1
Administrator of non-state pension fund 1 0
(activity for administration of non-state pensipn 21
funds)
Other financial institutions 61 0 0
Enterprises and communication unions 0 5 0
Currency-exchange 11 0 0
Persons, providing separate types of financial 39 0 0
services
Professional Securities Market Participants 6053 972 0
Commodity exchange and other exchange 7 0 0
Gambling institution 33 7 0
Other legal entities, whichoaduct financial 3 33 0
transactions according to the legislation
Notaries N/A N/A
Lawyers N/A N/A
Accountants/auditors N/A N/A
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Legal persons conducting any kind of lottery 264 0 0
Total 776850 290418 9
2009
Statistical Information on reports received by theFIU Judicial proceedings
notificatio
ns to law
reports about cases
o enforceme — I
reports suspicious opened nt/ indictments convictions
o about transactions by FIU
Monitoring . prosecuto
" transactions
entities, e.g. above rs
threshold ML FT M FT
(%] (%] (%] (%]
ML FT MLFTMLFT§Q§2 %%2%8
(&] o o o o
Banks 22374 10 |168| 0 [ 626 1| 35/N|J 0 |0]1 N/J]o|oO
628300 1 5 2l 50 | A
Insurance companies 17877 2462 0 A
Credit union 1 33 0
Pawnshop 191 4 0
Administrator of non-state pension fund 0 0
(activity for administration of non-state pension
funds)
Other financial institutions 129 0 0
Enterprises and communication unions 1 0 0
Currency-exchange 2 0 0
Persons, providing separate types of financial 297 0 0
services
Professional Securities Market Participants 3265 946 1
Commodity exchange and other exchange 2 0 0
Gambling institution 22 4 0
Other legal entities, which conduct financ 0 2 0
transactions according to the legislation
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Notaries N/A N/A
Lawyers N/A N/A
Accountants/auditors N/A N/A
Legal persons conducting any kind of lottery 359 0 0
Total 650371 227192 11
January — July 2010
Statistical Information on reports received by theFIU Judicial proceedings
notificatio
ns to law
reports about cases enforceme
suspicious opened indictments convictions
reports : nt/
o about transactions by FIU prosecutor
Monitoring .
entities, e.g. transactions S
above ML FT ML FT
threshold ” ” ” ”
(%] (%] (%] (%]
ML FTMLFTMLFT@%@E@%@%
o g_ o g_ (&) 3 o 3
Banks 293 036 95 570 21832 2| 257 2 1l NJ]O| O] 4| 65]0]|0
Insurance companies 8 846 247 1 g '/A\ 0
Credit union 0 4 0
Pawnshop 26 4 0
Administrator of non-state pension fund
(activity for administration of non-state pensipn 0 1 0
funds)
Other financial institutions 6 0 0
Enterprises and communication unions 0 3 0
Currency-exchange 0 0 0
Pers_ons, providing separate types of financial 0 182 0
services
Professional Securities Market Participants 1 069 174 0
Commodity exchange and other exchange/ 14E a a
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Stock exchange, trade and information systems
(activity on organisation of trade on securitjes
market )
Assets management companies (activity | on
asset management of joint investment
o - 261 36 0
institutions, activity on assets management of
non-state pension funds)
Gambling institution
Other legal entities, which conduct financ

. ; o 381 0 0
transactions according to the legislation
Notaries - - -
Lawyers - - -
Accountants/auditors - - -
Legal persons conducting any kind of lottery 208 0 O
Total 303 979 96 221 3

Statistics of transaction reports contained in caseeferrals

Year Threshold reports/STRs submitted to
law enforcement agency

2008 228 577

2009 180 768
January-

July 111 745

2010
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3.  Appendices

3.1 Appendix I - Recommended Action Plan to Improve the AML / CFT System

AML/CFT Recommended Action (listed in order of priority)

System

1. General No text required

2. Legal System

and Related

Institutional

Measures

21 Amend article 209 of the CC to include explicithetactions of conversion or transfer

Criminalisation of of property in the physical elements of the ML offe.

Money Ensure that the scope of property encompassessas$egvery kind, including

Laundering (R.1 intangible assets and legal documents or instrusnevitlencing title to, or interest |n

& 2) such assets.
Criminalise market manipulation and insider tradawgd ensure that the range |of
offences set out in the CC which are predicatencie to ML include all required
categories of offences in all the relevant forms.
Review the current threshold for predicate offenéesbring it in line with the
requirements under FATF Recommendation 1.
Place additional focus on autonomous investigatisrd prosecution of mongy

laundering offences, which should entail the apild issue a ML conviction withou

prior or simultaneous conviction for a predicatien€e proving that the property is the

proceeds of crime. In this context, authoritiesudti@ddress the issue of the evidence
required to establish the predicate criminalityaitonomous money laundering cases

by testing the extent to which inferences of unded predicate criminality can b
made by courts from objective facts, with a viewdotaining authoritative cou

rulings. The examiners advise that, as in somer gtinisdictions, it may be helpful tp

put beyond doubt in legislation that a conviction fhoney laundering can be achiey

in the absence of a judicial finding of guilt fdret underlying predicate criminality.

Further guidance and perhaps consideration of duttidgislative provision to clarify
some of these issues will be necessary.

Review the current approach concerning criminability of legal persons, and

consider the possibility of amending the Crimirgédde to make legal perso
criminally liable, in particular for money laundegi offences.

Review the legal framework in place and measurksntao far so as to ensure tf
legal persons are subject to effective, proport®rand dissuasive criminal, civil
administrative sanctions for ML.

Improve and implement adequate training programmesrder to enhance th
capacity of prosecutors to investigate and proseddl cases and of judges
effectively apply article 209 , in particular orethypes and levels of evidence whi
the courts might consider acceptable to prove thesipal and mental elements of t
offence.

nat
Dr

to
ch
he

2.2
Criminalisation of

To ensure that the definition of terrorism fullyvewos all the terrorist acts set out
article 2(1) of the Terrorist Financing Convention;

n

Amend the Criminal Code and introduce an autononteusrist financing offencq

D
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Terrorist
Financing (SR.II)

fully in line with the requirements set out in thdicle 2 of the Terrorist Financing

Convention and with the characteristics set o@pacial Recommendation II;

Ensure that the terrorist financing offences aredjwate offences for money

laundering;

Ensure that the TF offences would apply, regardiésshether the person alleged
have committed the offence(s) is in the same cguntin a different country from th
one in which the terrorist/ terrorist organisatian located or the terrorist act(
occurred/will occur;

Provide that the law would permit the intentionkdneent of the offence of TF to he

inferred from objective factual circumstances;

Review the current approach concerning criminability of legal persons, an
consider the possibility of amending the Crimirgédde to make legal perso

criminally liable for TF, or otherwise subject légsersons to civil or administrative

liability for TF;

Take measures as necessary to ensure that criiviegr administrative sanctions fq
TF applicable to natural and legal persons aretffe proportionate and dissuasive,

=

2.3 Confiscation,
freezing and
seizing of
proceeds of crime
(R.3)

The Ukrainian authorities should ensure that:

the

profits or other benefits from the proceeds of eiiin the context of a ML offence;

all the predicate offences to money laundering iglfor possibility of confiscation of

an offender’s property, in line with the FATF regments;

confiscation for the property used in or intendedudse in terrorist financing cases| i

provided for;
comprehensive statistics are kept on an annuas lmesthe number of cases and

amounts of property frozen, seized and confiscegdating to ML, FT and criminal

proceeds.

legal framework explicitly provides for configmn of instrumentalities,
confiscation of property of corresponding value,vasl as confiscation of income

2.4 Freezing of
funds used for
terrorist financing
(SR.IIN)

The Basic Law should envisage the power for exagutiitial suspension (freezing)
financial transactions not only for the designdfiedncial and non-financial entitie
but also for authorized state agencies (the SCFdttanr).

Ukraine should prescribe in an evident manner shiapension (freezing) of terrori

funds extends to the cases where no national ameision or appropriate foreign

decision are existent, but the funds are disclésdik owned or controlled by persagns

who commit, or attempt to commit terrorist acts participate in or facilitate th
commission of terrorist acts.

Freezing mechanisms of other jurisdictions are ttallen through the Security Servi
of Ukraine, which provides to the SCFM the subrditeourt decisions and oth
decision of foreign competent authorities. It icammended to enable prom
determination and suspension (freezing) of terrofisxds also on the basis
appropriate foreign requests, received by the SG@Fbther competent authorities.

The AML/CFT legal framework of Ukraine should ematduspension (freezing)
funds or other assets not connected with finarmi@alsactions.

Ukraine should review and complete the existingcpdures for considering de-listir
requests, develop procedures for unfreezing thesfan other assets of delisted pers
or entities in a timely manner and take necessaeasmres to ensure that sy
procedures are effective and publicly known.

Ukraine should establish procedure for authorisingess to funds or other assets
were frozen and that have been determined to bessary for basic expenses, f{

ce
o1
pt
of

Df

g
ons

ch

hat
he

115



payment of certain types of fees, expenses andceecharges or for extraordina
expenses.

It is recommended to review existing provisionsetmable confiscation of terrori

related funds in the course of criminal proceedimgs terrorist related offences

(specified under Articles 258, 258.1-258.4 of th&)C

[y

5t

2.5 The Financial
Intelligence Unit
and its functions
(R.26)

The SCFM meets Recommendation 26. The evaluataom tevertheless recommends
that the SCFM should continue their efforts in @asing the quality of case referrals

submitted to all law enforcement authorities, wépecial attention to the issue
timeliness of such referrals, and in reviewing disemination process to ensure {
case referrals are submitted to the appropriateslZfarcement agency.

of
hat

2.6 Law
enforcement,
prosecution and
other competent
authorities (R.27
& 28)

Ukraine should review the current situation in ligat of the specific concerns rais¢d

by the law enforcement agencies, evaluate the imgigbractical implementatio

S
problems related to the procedures applicable to/TWLinvestigations and take
necessary measures in order to address these woraret prevent risks of duplication

of efforts.

The procedures for obtaining documents and infdomab be used in investigations

should be carefully examined and modified.

Also, relevant training should be provided to tleespnnel of authorities in the regio
which will enable them to obtain this informatiomra easily.

Despite existing policy efforts to eliminate cortiop, it is recommended to purs
current efforts in this area to ensure that they mbd impede law enforceme
authorities’ action.

Furthermore, given that the evaluation team wasmatposition to review the releva
framework covering requirements of professionahd#ds and ethics of conduct, t

authorities are recommended to review the currdoft®on and take all necessary

measures to ensure that staff of law enforcemethioaties are required to mainta
high professional and ethic standards.

The authorities should also pursue training effaisl provide guidance so as
increase the level of expertise on ML/TF and finaharimes more generally.

The law enforcement and judicial authorities’ cotepeies in AML/CFT shoulg
definitely be strengthened, particularly in theioeg, in particular through trainin
developed and/or continued, placing an emphasisthen systematic recourse
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financial investigations, the use of existing toalsl investigative techniques, analysis

and use of computer techniques, and by providileyaat guidance.

2.7 Cross Border
Declaration &
Disclosure
(SR.IX)

Ukraine should make the necessary amendments &r ¢indt the resolution of the
NBU and the explanatory form provided with the deation form of the SCS algo

refer to all bearer negotiable instruments andonbt to traveller's cheques.

The SCS should have the authority to restrain cggrer bearer negotiable instrume
when there is a suspicion of ML or FT.

The authorities should review the current and enghat it covers fully either a
suspicious cross-border transportation incidentemables the FIU to have dire
information on all declarations made accordinghi declaration system. Informatiq
contained in customs declarations is not retaingedhe SCS. A system should
developed for storing this information.

The administrative penalties for false or non dedians should be raised considerah

The authorities are recommended to undertake @weuf the human and financi
capacities of the SCS to ensure that it can adelyuaike necessary measures to de
and prevent cross border movements of currencyaarer negotiable instruments.
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Furthermore, additional efforts should be madeaec through relevant guidance and

training issues related to cross border cash aratebenegotiable instrumen

movements and related ML methods involving the mmemt of cash to and from

Ukraine and raise awareness of customs bodies ors$dies.

Efforts to prevent and sanction corruption withhme tCustoms Service should
pursued.

[s

3. Preventive
Measures —
Financial
Institutions

3.1 Risk of
money laundering
or terrorist

financing

3.2 Customer dug «  All types of financial institutions as defined ihet FATF Glossary are covered
diligence, AML/CFT obligations through a combination of thedBalLaw, the Law on Financia
including Services and State Regulation of Financial Marlatd the Law of Ukraine o

enhanced or
reduced measure
(R.51t0 8)

[72)

Recommendation 5

Securities and Stock Market. However, Ukraine wdagnefit from setting out clear
the definitions in the Basic Law to ensure thera t®nsistency in terminology.

Ukraine has a number of legislative and regulateguirements setting out AML/CF
obligations, many of which duplicate each other aad lead to some inconsistenc
in the requirements on financial institutions. %omf the financial institution
interviewed by the evaluation team felt that it Webwve helpful if the authoritie
consolidated the requirements into fewer documehish would help simplify things
for them.

Given that many of the FATF standards are interidexpply equally to all institutions,
Ukraine is encouraged to rationalise its legisiatand “other enforceable means
requirements to remove the duplication. In paricuUkraine should consider bringing

the asterisk FATF criteria within the Basic Law.

In relation to Recommendation 5, Ukraine should uemsthat the following
requirements are clearly covered by law or reguati

- Banks should be required to undertake CDD wheryicegyrout occasiona|
transactions above the applicable designated thicgke. should not be

limited to cash transactions only)

- Identify customers carrying out occasional trarisast that are wire

transfers

- Banks should be required to undertake due diligewt®n there is
suspicion of money laundering or terrorist finaggimegardless of an
thresholds

- Undertake CDD when there are doubts about the igrac adequacy o
previously obtained customer identification data.phrticular the curren
requirements could be strengthened by making tlyginrement more
explicit, ensure it refers to undertaking CDD amders the full scope g
CDD

- The definition of beneficial ownership should eowall elements of th
FATF Glossary i.e. natural persons requiring finahadnstitutions to
determine who are the natural persons that ultimaten or control the
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Recommendation 6

customer
- conduct ongoing due diligence on the businessioekstip applicable to al
financial institutions.

In addition, the following should be set out in |avegulation or other enforceal
means:

- Securities institutions should be required to idgrthe beneficial owne
and understand the ownership and control struafitee customer in al
situations and not just high risk situations

- Securities institutions should be required to obtaiformation on the
purpose and nature of the business relationshap situations.

- For non-bank financial institutions there should derequirement thg
ongoing due diligence should include scrutiny @ngactions undertake
throughout the course of that relationship to emghat the transaction
being conducted are consistent with the instittsidknowledge of the
customer, their business and risk profile, and emercessary, the source
funds.

- Requirement to perform enhanced due diligence ifginer risk categorie
of customers, business relationships or transagtion

- Requirement to apply CDD to existing customers Whapplies to nor
bank financial institutions.

Ukraine has some recognition of the risk-based agmtr within the variou

requirements. However, Ukraine should consideretk@dicit recognition of the riskt

based approach within the law and other enforceallens. This would help Ukrain
to make more use of the some of the requiremeriteiff ATF standards which are
currently implemented in Ukraine including simpifi and enhanced due diligence.

The Ukrainian authorities should ensure that fimgnimstitutions have greater ar
simpler access to the information from the Statgister and the State T3
Administration

The discrepancy regarding SCFM Orders which ardicgipe to banks but where th
NBU is unable to impose sanctions for any breadesild be addressed. Althou
the NBU advised that most of the requirements e SICFM Order are within NBU
Resolution 189, the authorities should considehaomoinise these requirements ir
consolidated manner .

The Basic Law should include a cross-referencén¢odefinition of terrorist financin
in the Criminal Code of Ukraine.

As regards Recommendation 6, the Ukrainian authsrghould implement the FAT]
requirements for PEPs as soon as possible. Thigdshnclude:
a clear and explicit definition for PEPs consistgith the FATF Glossary;
requirements on financial institutions to put iragg appropriate risk managemé

systems to determine whether a potential custoaneustomer or the beneficial owner
a politically exposed person;

a requirement to obtain senior management apprdoel establishing busineg
relationships with PEPs. This should also includieere a customer has been accej
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and the customer or beneficial owner is subsequdatind to be, or subsequentily
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Recommendation 7

Recommendation 8

becomes a PEP; and

a requirement to take reasonable measures to ishtdbe source of wealth and the

source of funds of customers and beneficial owitkenstified as PEPs

A requirement to conduct enhanced ongoing monigooin a business relationship wi
the PEP.

In addition, given the concerns the authoritiesehaggarding corruption, Ukrain
should consider explicitly extending the provisidasnclude domestic PEPs.

Ukraine would benefit by making requirements onregpondent relationships mo
explicit in NBU Resolution No. 189 rather thantjuslying on the information that i
required in the questionnaire. In particular ghieuld include explicit requirements
the following:

- to gather sufficient information about a respondentinderstand fully the
nature of the respondent’'s business and to deternfiom publicly
available information the reputation of the and thuality of supervision
including whether it has been subject to a monewmdaring or terroris
financing investigation or regulatory action;

- to ascertain that the respondent institutions AMETGystems are adequa
and effective; and

- to obtain approval from senior management beforbéshing new
correspondent relationships.

Ukraine should ensure that there is an expliciuiregnent which requires financi
institutions to have policies and procedures incgléo address any specific ris
associated with non-face-to-face business reldtipasor transactions. This
particularly important as Ukraine’s financial sectpows and channels such as n
face-to-face business are begun to be used mdieamngial institutions.

3.3 Third parties
and introduced
business (R.9)

Recommendation 9 does not appear to apply to thmitdan system. Considerin
nevertheless that the law does not explicitly grithihe use of third parties, it
recommended that the relevant legislation be antetwlerovide clearly that financig
institutions are not permitted to rely on third tyawerification of identity or
introduction of business.

3.4 Financial
institution secrecy
or confidentiality
(R.4)

Ukraine should review the current limitations whigbpear to inhibit the ability of lay
enforcement to access information in a timely marirem some of the sectors af
take necessary measures to address the lack ofldahgev of relevant procedurs
applicable in this area.

The Ukrainian authorities should streamline andpéiiy;m existing procedures an
provide relevant training to law enforcement autfes so that they fully understar
the requirements and how to comply with them ineord obtain court orders. Th
should include training on the procedures avail&blaw enforcement.
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3.5 Record
keeping and wire
transfer rules
(R.10 & SR.VII)

Recommendation 10

As regards Recommendation 10, Ukraine would bebgfgetting out the requiremen
on record keeping more clearly in law or regulatidmese include:
- Ensure record keeping requirements refers to “atessary records g

ts

transactions” and not just documents.
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Special Recommendation VI|

- Requiring non-bank financial institutions to maintarecords of
identification data for at least five years folloi the termination of th
account or business relationship.

- transaction records should be sufficient to permatonstruction of
individual transactions so as to provide, if neaegs evidence fo
prosecution of criminal activities.

D

Ukraine should implement the detailed criteria isggh by FATF Specia
Recommendation VII:
- Apply the exemptions that exist
- Ensure the requirements in Order No. 211 are camsisvith those under
NBU Resolution No. 348 and FATF SR. VII;
- Requirement to adopt effective risk-based procedwe identifying and
handling wire transfers that are not accompanieddiyplete originator
information.

The Ukrainian authorities should as a matter ofenoy effectively supervise nof
banking financial institutions and Ukrposhta ‘s qoiance with the rules an
regulations relating to SR.VII.

Ukraine should introduce mechanisms for the enfoerg of specific breaches for non-
banking financial institutions and Ukrposhta byngetent authorities and ensure that
sanctions are adequate, proportionate and effefivepecific breaches under NBU
Resolution no. 348.
Ukraine should put in places measures to ensure Whaposhta is effectively
monitored for AML/CFT purposes.

o7

3.6 Monitoring of
transactions and
relationships
(R.11 & 21)

Ukraine’s legislation should explicitly requireindncial institutions to examine the
background and purpose of all the unusual finanalsactions
Authorities should compel more efforts to ensui tion-banking financial institutions
are aware of existing requirements and that treeeedonsistent implementation of the
prescribed scope of data included in the registeinancial transactions subject of
financial monitoring for the different sectors.
The financial institutions should be explicitly téed to give special attention fo
business relationship and transactions with perfmns or in countries which do not
or insufficiently apply FATF recommendations.
The Ukrainian authorities should amend laws andilegigns to provide for a clea
obligation for examining, as far as possible, pepose and background of financjal
transactions with persons from or in countries thanot implement or insufficientl
implement FATF recommendations, if they have noaagpt economic or visibl
lawful purpose.

Authorities should make sure that there is an gpmate legal basis which enables|to
apply appropriate counter measures, for all fingnaistitutions and in all cases where
transactions, businesses or other relationshipsiiavcountries that continue not to
apply or insufficiently apply the FATF Recommendas.
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3.7 Suspicious
transaction
reports and other
reporting (R.13-
14,19, 25 &
SR.IV)

Recommendation 13

Authorities should consider the possibility for isrmg the relevant provisions and
make them more suspicious based and in conforniitytive nature and complexity of
different types of obliged entities.
Ukraine should criminalise insider trading and netmanipulation, so as to enable FIs
to report STRs based on the suspicion that a tcdosamight involve funds generated
by the required range of criminal offences.
The law or regulation should provide for a defmitiof the financing of terrorism, as
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Special Recommendation |V

Recommendation 14

Recommendation 25

well as for suspicious indicators in relation taafncing of terrorism.
Although the Basic Law provides for coverage oftaier forms of attempted
transactions, there needs to be an explicit lezlirement that will require reporting
of all types of attempted transactions, not just éime that have been refused by {the
obliged entities.
Authorities should reconsider harmonising the @xistegulatory framework to ensufe
uniform implementation of the reporting regime, exsplly regarding the period fg
submitting reports to the SCFM.

The predominance of STRs from compulsory finangiahitoring indicates a lack qf
risk-based approach to monitoring and reportingse$picious transactions to the
SCFM and raises concerns as to effective implertientaThe system could benefit
from a higher awareness of the AML/CFT regime aggihe banking sector, which
could be raised through an enhanced training pnogre.

=

In the light of the information received during tisit, it appears that Ukraine should
provide more guidance to reporting institutions bow to detect suspicioys
transactions related to terrorism in order to enbahe effectiveness of the system ffor
filing TF STRs.
The comments expressed for Recommendation 13.34;- 4% also applicable for SR
IV. There needs to be an explicit legal requiremignatt attempted transactions are
subject of STRs.

Authorities should reconsider the wording of Aic8 of the Basic Law, so that |it
provides for a “good faith” prerequisite associatéith the reporting requirement as
well as protection of entities, even if they didt hamow what underlying criminal
activity was, and regardless of whether illegaivétgt occurred.
There should be a clear tipping off provisionsétation with financial institutions, ng
just directors and other employees of the finaripstitutions. .

—

The SCFM should be required to provide case by fesestback to obliged entities on
information on the decision or result if a caseltsed or completed, whether becaluse
of a concluded prosecution, because the reportfaasd to relate to a legitimate
transaction or for other reasons, and if the inftiam is available.
SCFM should consider the possibility of making theports submitted to the
supervisory authorities public, with more genenalgsis, for ex. by type of entitig
(without stating the names of the institutions).

SCFSRM and SCSSM should enhance their feedbackitestj especially with
providing the private sector with best practicehteques, methods and trends, as well
as more comprehensive statistics. This could pesjti influence the reporting
behaviour of the non-banking sector.

(2]

3.8 Internal
controls,

compliance, audi
and foreign

branches (R.15 &

22)

[

Recommendation 15

Clear provision should be made for compliance effiof the non-banking financial
institutions to be designated at management level.
Authorities should alter the existing legislati@aquiring financial institutions (except
for banks) to maintain an adequately resourcedirtiebendent audit function to test
compliance with AML/CFT rules. Authorities, espdiaSCFSRM and SCSSM,
should place more efforts in raising the institnfoperception on the role and the
importance of the internal audit function.
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Recommendation 22
Apart from the special situation for banks, othieaficial institutions are not required

Requirements for financial institutions to put ilage screening procedures to ens
high standards when hiring staff (apart from thqumements for the compliang

officer and certain senior management positionspukl be implemented, through an

explicit legal requirement, or through the interaats or procedures of the financ|

institutions. In practice, only banks have showhawe internal screening procedures.

to pay particular attention to their subsidiariesl &#ranches in countries which do 1
or insufficiently apply the FATF Recommendationsl &nis should be addressed.

ot

There is no requirement for all financial instituts to ensure implementation of the

higher AML/CFT standard by their foreign subsidigrand branches, to the extent {
local laws and regulations permit. Authorities ddaake appropriate steps to alter {
language of the Basic Law, accordingly.

3.9 Shell banks
(R.18)

The established safety measures for preventingegpondent relationship with she

banks could benefit from a specific provision thél explicitly prohibit financial
institutions from entering into or continuing capendent banking relationship wi
shell banks.

There should also be an explicit obligation placedfinancial institutions to satisf
themselves that respondent financial institutioa fioreign country is not permitting i
accounts to be used by shell banks.

3.10 The
supervisory and

oversight system

competent
authorities and
SROs. Role,
functions, duties
and powers
(including
sanctions) (R.23,
29, 17 & 25)

Recommendation 17

Recommendation 23

The authorities should review the sanctions witlview to establishing effective

proportionate and dissuasive sanctions to deal mathiral or legal persons which fail

to comply with AML/CFT requirements and that thegea of sanctions is broad a
proportionate to the severity of the situation.

The scope of articles 73 and 74 of the Law on Bamkd Banking regarding th
possibility to impose fines on bank officials andmagers should be harmonised.
addition, this Law should be adequately amendethab the withdrawal of a ban
license does not only cover cases when the violatinduced “a significant loss
assets or income”.

There is no evidence for appropriate sanctionimgigme and practice over the forei
exchange offices and money transfer providers. atmhorities should review th
situation and take necessary measures in thisaespe

The SCFSMR should start conducting AML/CFT on-siti@ervision of the Ukrposht
and enhance off-site supervision.

Authorities are advised to provide for a clear wnigfin of the term “irreproachabl
business reputation”, that will be apparent tdaliks’ stakeholders.

The legal provisions for non-banking financial mstions (excluding to some exte
asset management companies) do not provide foxlicie barrier of criminals, of
their beneficial owner, from holding a significamt controlling interest in a securiti
firm.

The “fit and proper” criteria for persons havingignificant or controlling interest i
the non-banking financial institutions (except teeatain degree the securities firn
and their senior managers are very limited.
Supervisory procedures of the SCSSM and the SCFSKiRild cover risk-base
analysis and supervision on consolidated basis
Regardless of the possible low risk associated thighforeign exchange offices, the
has to be an adequate AML/CFT framework in pldea tvill enable AML/CFT
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Recommendation 25

Recommendation 29

Recommendation 30

The SCSSM is encouraged to continue its action @iatedecreasing the number |of
fictitious companies.

The SCFSMR and SCSSM should develop further gusléamcover more adequately
the various sectors supervised by them.

-
1

Apart from the NBU, the extent to which sampleitepis included as part of the o
site supervisory actions of SCFSMR and the SCSSMoisclear. The supervisoty
authorities should ensure that sample testing ¢duded as part of their on-site
supervisory action.
There are no explicit provisions that specify thepe of the AML/CFT supervision
and the power of enforcement of foreign exchanfjees.
All sectoral laws, apart from the specific situatior banks, do not enable removal|of
directors and senior managers as a result of nowpliance with legislation. This issue
should be revisited as recommended in the report.
According to the Law on Banks and Banking, NBU gapose sanctions if it detects
violation of the banking legislation. There is rlear reference that the Basic Law|is
considered as part of the banking legislation, Wwhéould constrain its efficien
implementation. This issue should be adequatelyemddd by the authorities. In
addition, the authorities are advised to recondiderprovisions of the Law on Banks
and Banking with regard to the possibility to remananagers from office.

The sanctioning regime implemented with the exis®ML/CFT legislation allow for|
imposing different sanctions, depending on the tyjpeon-compliance (with the Basjc
Law or with the sectoral laws). Since this situattmuld create uncertainty, the syste
could benefit from clearer provisions in termstod sanctions that should be impose(.

Lo —

The number of supervisory staff in all three sujsamy authorities should be increased
in order to provide for efficient AML/CFT supervisi over the obliged financial
institutions.
There are some doubts related with the independamteautonomy of the SCFSMR.
In addition, this supervisory body experience ahhtgrnover of its staff, which
adversely affects its possibility for attractingdasustaining competent staff. The
authorities should take necessary measures tosdiirese concerns.
According to the Law on Civil servants the trainisigould be made at least once per
every 5 years. This period seems too long and dHmubdequately altered.
SCSSM and SCFSMR should continue their effortspfaviding its supervisors with
adequate AML/ CFT trainings.

3.11 Money value
transfer services
(SR.VI)

MVT service operators (whether they are registeedransfer national or foreig
currency) should be required to maintain a curienbf agents which they use

In relation to MVT services, Ukraine should implemheequirements in relation
Recommendations 5, 6, 7, 9, 10, 13, 15, and 2@isasssed earlier in section 3 of th
report.

=)

S

4. Preventive
Measures — Non-
Financial
Businesses and
Professions

4.1 Customer due

diligence and

Ukraine should review as soon as possible the AMII/Cegime to ensure that all
DNFBPs are adequately brought under the AML/CFTmegand that these measures
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record-keeping
(R.12)

are effectively implemented.

Ukraine should impose specific customer identifmat and record keepin
requirements consistent with Recommendations 518nib real estate agents, deal
in previous metals and stones, lawyers, notarib&randependent legal professiond
company service providers and accountants as sopassible.

Therefore, Ukraine should review the existing fraraek in respect of casinos to cov
all of the relevant criteria and introduce measutoeremedy this situation as soon
possible.

Specific AML/CFT requirements relating to Recommatinohs 6, 8, 9 and 11 should

extended to all DNFBP sectors.

Ukraine should also take steps to examine waysooérisure the effectiveness

compliance with these AML/CFT requirements in thesetors.

4.2 Suspicious
transaction
reporting (R.16)

The scope of the Basic law needs to be enhanced $o bring all types of DNFB
under the STR regime. In the context of Recommémaldi3, the reporting of DNFB
should be additionally altered by elevating thestmg constrain of Article 8 of th
Basic Law, which relates the suspicious reportimly avith execution of financia
transactions.

More outreach to this sector is necessary, paattyulby providing training ang
guidance.

Apart from the requirement to implement interndesufor financial monitoring, th
other requirements of Recommendation 15 are ndieappy the DNFBP. Ukraing

should adopt the necessary measures to implemeoinieendation 15 in relation to

DNFBP.
DNFBPs should be required to give special attentimrbusiness relationships

transactions with persons from countries which dan insufficiently apply the FATF

Recommendations.

4.3 Regulation,
supervision and
monitoring (R.24-
25)

The existing licensing regime of gambling instim$ seems to draw a number
inconsistencies, which sets a risk for differenpliementation, misuse and uneq
treatment of the members of this market. Thesenisistencies should be eliminat
and all necessary criteria regarding the ownersmaadagers of gambling institutior
should be introduced.

Ukraine is urged to review the current regulatang aupervisory regime applicable
gambling institutions and take legislative and otireeasures as relevant in order
ensure that casinos are subject to and effectirgdiementing the AML/CFT measure
required under the FATF recommendations.
Despite the positive trend in the last 2 years, gfiectioning regime over gamblir
institutions cannot be regarded as proportionatiedégsuasive. This situation should
addressed through relevant changes to the legaéfrark.

Ukraine should also develop plans to deal effitjemtith unlicensed gambling. It

should also take measures to prevent criminalseir associates from holding or bei
the beneficial owner of a significant or contrafjinnterest, holding a managems
function in or being an operator of a casino.

As regards the other categories of DNFBP, oncedleant AML/CFT requirement
are introduced, Ukraine should also ensure thatB&re subject to effective systel
for monitoring and ensuring compliance with AML/CRK&quirements in line with
Recommendation 24.

There is a need for the competent authorities tsider taking additional measures
assist DNFBPs to implement andf comply with thegspective AML/CFT,
requirements, such as developing sector specifitdagoe explaining an
supplementing those requirements (on issues otfer transaction reporting) af
putting resources towards communication and ocitresith DNFBP in order tg
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and provide guidance related to the specific peifes’ needs and circumstances.
*  The resources of the Ministry of Finance shouldrdgewed in order to enable it {o
cope with its now competencies in terms of AML/CEiipervision over gambling
institutions, and measures should be made to ernbatethe staff undertaking such
supervision are adequately trained.

4.4 Other non-
financial
businesses and
professions
(R.20)

. Ukrainian authorities should consider undertakimigl assessment to review the
current non financial businesses and professioncwvare subject to AML/CFT
obligations.

5. Legal Persons
and
Arrangements &
Non-Profit
Organisations

5.1 Legal Persong
— Access to
beneficial
ownership and
control

. Ukraine should make the necessary legislative awmng set up a system which
ensures adequate transparency of legal persongroimg their beneficial ownership
and control either through registration procedures other means. Competent
authorities should be able to obtain or have tinaglgess to such information.

. Ukraine should strengthen preventative measuresidéterring from the practice of

information setting up fictitious companies.

(R.33) »  The authorities should also consider measurescititéée access to the data contained
in the USR, in particular to the private sector.

5.2 Legal No recommendations

Arrangements —

Access to

beneficial

ownership and
control
information
(R.34)

5.3 Non-profit
organisations
(SR.VII)

. Considering the concerns expressed by certain atigiscabout the risks for misuse pf
such entities, the evaluators urge the authoritasndertake a comprehensive review
of the system aiming at reviewing the adequacyefiegal framework, identifying the
activities, size and other relevant features of Heetor and assessing possible
vulnerabilities related to its misuse for terrofisncing.

* An extensive and proactive outreach to the NPOosettould be carried out for the
purpose of protecting the sector from the terrdistncing abuse.

. Legal requirements should also be introduced tourenghat NPOs maintain
information on the identity of person(s) who owontrol or direct NPOs activities,
including senior officers, board members and tesstand that such information, gs
well as data on the purpose and objectives of tR®MNactivities should be publicly
available.

*  The authorities should also consider reviewingetfiectiveness of measures in place to
sanction violations of oversight measures or rules.

*  The Ukrainian authorities should ensure that tleeeelegal requirements in place for
NPOs to maintain for a period of at least 5 year®rds of domestic and international
transactions that are sufficiently detailed to fyethat funds have been spend in a
consistent manner with the purpose and objectifethe organisation and to make
them available to appropriate authorities.

125



6. National and
International
Co-operation

6.1 National co-
operation and
coordination
(R.31)

These efforts should be pursued and current mesinarshould be further enhanced
considering the following improvements:
developing further the strategic and collective ieav of the performance of th
AML/CFT system as a whole and providing explicifigr a mechanism which i
responsible for following up the implementatiortloé annual action plan;
considering that the IWG appears to be a high-lpekty mechanism, it would assist

[2)

[¢)

by

to
put in place a mid-management expert level worlgngup which could meet on |a

regular basis so as to discuss more in-depth spedficy issues before they are taken

up and agreed upon at a higher level by the IWG;

ensuring that the IWG meetings enhances its faddtggorting mechanism which
of
concern which have been raised previously by am@gand on the solutions which

would enable that there is a regular follow up dlofving meetings on the issues

have been found at bilateral/inter-agency levelatress these issues in order
enhance accountability;

More emphasis also needs to be given to consuitatiml feedback to the financial

sector and involving other reporting entities.

6.2 The
Conventions and
UN Special
Resolutions (R.35
& SR.1)

11

The same recommendations with regard to certaiecéspf criminalisation of th

money laundering offence, as well as the applicatd provisional measures and

confiscation. Ukraine should also institute crintitiability of legal persons (seg
sections 2.1 and 2.3).

The same recommendations on criminalisation obtistrfinancing offence, as well as
on further improvement of freezing mechanisms obtést funds are reiterated in this
context. Ukraine should take measures to fully anpgnt the provisions of UNSCR

1267, 1373 and successor resolutions (see sectiayf this report).

6.3 Mutual Legal
Assistance (R.36-
38 & SR.V)

Ukraine should speed up the adoption of the newni@dl Procedure Code, as it|is
understood that it would provide for a more compredive framework and elaborgte
further detailed procedures for provision of vasdypes of MLA as well as related

guidance for all staff working on these mattersctSprocedures should also stipulate

timeframes for responses of MLA requests.
The Ukrainian authorities should enable renderingAMin the absence of dual
criminality, in particular for less intrusive andmcompulsory measures.

The legal impediments in rendering extradition teda assistance, except thase

contradicting fundamental principles of domestig kEhould be eliminated.
Ukraine should amend the loopholes and inconsigenm identifying, freezing

seizing and confiscating relevant property, aseoddd in sections 2.3 and 2.4 for

enabling such actions to be used in provision ofAML
Ukraine should consider the concerns raised abdwehvstem from the experience

bilateral co- operation and take any measureseesssary to address these concerns.

The authorities should keep annual statistics driVidlA and extradition requests
(including requests relating to freezing, seizingl a&onfiscation) that are made

received, relating to ML, the predicate offence & including the nature of the

request, whether it was granted or refused antirtteerequired to respond.

Furthermore, the Ukrainian authorities should camdan assessment of the staffing

levels in authorities responsible for sending/réogi MLA and extradition requests TS
ely

well as the level of workload and take any meastoensure that they are adequa
funded and staffed in order for them to be abléutly and effectively perform their
functions.

Also, it is recommended to develop effective tnagnand guidance for staff handling

126



MLA requests, with a view to foster and raise theliy of the execution of MLA
requests.

6.4 Extradition
(R.39,37 &
SR.V)

Ukraine should eliminate the legal impediments pdaserendering extradition, except

those contradicting fundamental principles of daimdaw.
Ukraine should address the missing elements oflb@F offences to ensure that du

criminality requirements do not represent an olbstior extradition in such cases (see

also sections 2.1 and 2.2).

It is also advised to further develop further guickafor practitioners working at centnal

level and in the regions on procedural and eviden@spects.

As recommended earlier, the Ukrainian authoritlesufd also conduct an assessment

of the staffing levels in authorities responsibler fsending/receiving extraditio
requests as well as the level of workload and takemeasures to ensure that they

adequately funded and staffed in order for thenbdoable to fully and effectively

perform their functions.

Ukraine should also maintain comprehensive stegisth relation to ML/TF and

predicate offences which should cover all detdilthe extradition process.

6.5 Other Forms
of Co-operation
(R.40 & SR.V)

In order to provide the widest possible range dérimational co-operation to thei
foreign counterparts, the Ukrainian authorities udtioreview the current legal
framework and make necessary amendments so thapetemt authorities are

authorised to exchange spontaneously information.

7. Other Issues

7.1 Resources an
statistics (R. 30 &
32)

d,

See the recommendations relating to the other recmdations

7.2 Other relevan
AML/CFT
measures or
issues

No recommendations

7.3 General
framework —
structural issues

No recommendations
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3.2  Appendix Il - Excerpts from relevant EU directives

Article 3 (6) of EU AML/CFT Directive 2005/60/EC @ Directive):

(6) "beneficial owner" means the natural persom(sp ultimately owns or controls the customer andher
natural person on whose behalf a transaction avitgdis being conducted. The beneficial owner shaleast
include:

(a) in the case of corporate entities:

(i) the natural person(s) who ultimately owns ontcols a legal entity through direct or indirectroevship or
control over a sufficient percentage of the sharegoting rights in that legal entity, includingrttugh bearer
share holdings, other than a company listed orgalated market that is subject to disclosure regouénts
consistent with Community legislation or subjectefguivalent international standards; a percentdgb &%

plus one share shall be deemed sufficient to nhéettiterion;

(ii) the natural person(s) who otherwise exercts@drol over the management of a legal entity:

(b) in the case of legal entities, such as foundati and legal arrangements, such as trusts, veldigtinister
and distribute funds:

(i) where the future beneficiaries have alreadynb@determined, the natural person(s) who is the fimaey of
25 % or more of the property of a legal arrangenoentity;

(i) where the individuals that benefit from thgyét arrangement or entity have yet to be determitiericlass
of persons in whose main interest the legal arnawege or entity is set up or operates;

(i) the natural person(s) who exercises contr@ra25 % or more of the property of a legal arranget or
entity;

Article 3 (8) of the EU AML/CFT Directive 2005/60EC (3 Directive):

(8) "politically exposed persons" means naturabpes who are or have been entrusted with promimealitc
functions and immediate family members, or perdammvn to be close associates, of such persons;

Article 2 of Commission Directive 2006/70/EC (Implmentation Directive):

Article 2
Politically exposed persons

1. For the purposes of Article 3(8) of DirectiveOB60/EC, "natural persons who are or have beensat
with prominent public functions" shall include tfadlowing:

(a) heads of State, heads of government, miniatetsieputy or assistant ministers;

(b) members of parliaments;

(c) members of supreme courts, of constitutionalrtsoor of other high-level judicial bodies whosxidions
are not subject to further appeal, except in exaral circumstances;

(d) members of courts of auditors or of the boarfdsentral banks;

(e) ambassadors, chargés d'affaires and high-rguakiicers in the armed forces;

(f) members of the administrative, management pestsory bodies of State-owned enterprises.

None of the categories set out in points (a) tooffjhe first subparagraph shall be understoodoagring
middle ranking or more junior officials.

The categories set out in points (a) to (e) offitst subparagraph shall, where applicable, include
positions at Community and international level.
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2. For the purposes of Article 3(8) of DirectiveOB60/EC, "immediate family members" shall inclutie
following:

(a) the spouse;

(b) any partner considered by national law as edent to the spouse;

(c) the children and their spouses or partners;

(d) the parents.

3. For the purposes of Article 3(8) of DirectiveOBI60/EC, "persons known to be close associatesl! sh
include the following:

(a) any natural person who is known to have joeridiicial ownership of legal entities or legal agaments,
or any other close business relations, with a persterred to in paragraph 1;

(b) any natural person who has sole beneficial oghip of a legal entity or legal arrangement whgknown

to have been set up for the benefit de facto op#reon referred to in paragraph 1.

4. Without prejudice to the application, on a régasitive basis, of enhanced customer due diligereasures,
where a person has ceased to be entrusted withnairgnt public function within the meaning of paeggh 1

of this Article for a period of at least one yeiastitutions and persons referred to in Article)2¢f Directive
2005/60/EC shall not be obliged to consider supkraon as politically exposed.

3.3  Appendix III - Additional information and statistics submitted by Ukraine

On autonomous prosecution of money laundering

Case 1

On October 2009 the Chervonozavodskiy district Cotikharkov city in Ukraine sentenced Mrs L to &ays

of imprisonment for the money laundering in theecasl 1/09.

It was proven that Mrs L bought two companies “Mukl and “Dolok” with intent to facilitate money
laundering.

Persons A and B were appointed as directors ofmisgtioned companies. Then persons A and B traesferr
seals of the companies to Mrs L. Mrs L further wiming all deals of companies “Nuklon” and “Dolok”

Two companies pretended to buy computer equipmahtoffice equipment from clients and provided them
with relevant documentation.

Total turnover of companies was 1 200 thousandriayy

Source of money laundered was not established kh#wee was no conviction for the predicate offenc

Case 2

On June 2008 the Bogorodchanskiy district Couttvaho-Frankivsk region in Ukraine sentenced MroR3t
years of imprisonment for the money launderinghim¢ase 1-67/08

Mr R being a director of the private company aceglispare parts of military equipment worth 31 tlamas
hryvnas from Mr Y knowing that this equipment cdnses the crimes proceeds. Further Mr R committed
actions, directed on concealing of illegal originacquired property (he produced fictitious docuteesn the
purchase of equipment).

The person who originally committed the predicdferee has not been identified and there was neicton

for the predicate offence.
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AML/CFT Cases

Case 1

SCFM received report frolBank A on purchase of securities and wire transfer€bgnpany X in the total
amount of UAH 2,4 min.

The State Customs Service submitted to SCFM infoomapn risky export transactions Bompany X from
Ukraine to theCompany Y andCompany Z

According to information of National Interpol Burean Netherlands and FIU of Germany mentioned
companiesvere not registered and were not located at thdiomeu addresses.

Companies — actual goods receivers had no relatidths<Company Y andCompany Z

SCFM prepared and submitted to the General Prazés@ffice of Ukraine and Tax Police of Ukrainesea
referral and additional materials.

Criminal case was opened. Court sentenCétten X to 1.5 years of imprisonment with confiscation of
smuggling objects.

The State Executive Service confiscated property soid it, funds in the amount of UAH 186 000 were
transferred to the State Budget of Ukraine.

Case 2

SCFM of Ukraine received from FIU of Moldova infoatiton concerning regular import of large cash
amounts from Ukraine to Moldova ISitizens of Ukraine | and K.

During the period from 12.01.2004 to 31.12.200¢/ tti@ved through state border of Ukraine cash irtoked
amount ofUSD 2,8 min

SCFM prepared and submitted to the Security Sewfidgkraine case referrals on transporting casbuitin
customs border of Ukraine with concealing from oost control.

Criminal case was opened, Citizens | and K werested when tried to mowgSD 1,9 mincash in the special
secret place in the car through state border oaidkr

Court of Appeal sentenced mentioned citizens orrisnpment for 5 years and confiscation of all peedo
property and smuggling objects.

State Executive Service confiscated funds in theuarnofUSD 1,9 minand the car used for cash smuggling.

Case 3

SCFM received reports on withdrawing cash by nundfesitizens during the period fro20.10.2009 up to
11.05.2010 in the local branchB&nk Y in the total amount dJAH 398,38 min.

SCFM prepared case referrals and additional mé&eanad submitted them to the Tax Police.

Pre-trial investigation discovered the illegal pdmrs of financial services (“converting centreat
conducted transfers to the accounts of fictitiootemrises as payment for goods, works serviceag@009
— 2010. These funds were converted into cash irt glesiod, and at the same time, no goods were sold
services were provided and no works were executed.

During investigation the cash courier X was appneleel and cash was seized in the amount of 400 864 U
which was to be transferred to the customers ofvexiimg centre, also investigators seized the sefls
fictitious enterprises, documents certified wittclsiseals, and computers. Investigation is under agpf
August 2010.

AML/CFT international cooperation- General Prosecubr’s Office of Ukraine

During 2009 General Prosecutor's Office of Ukramémitted to the foreign competent authorities of 6
countriest international requestson mutual legal assistance in criminal cases, tigeed under the facts of
the legalization (laundering) of the proceeds fronme, thus under the indicia of crimes foreseenthsy
Article 209 of Criminal Code of Ukraine.

Among noted requests 2 of them concern extradafasffenders (Switzerland and Russian Federatiamd, 4
— on providing procedural actions (Germany, USAedbBritain, Georgia).
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During the mentioned period General Prosecutor'ic®freceived18 requestsfrom foreign competent
authorities of 10 countries on mutual legal assi#ain criminal cases investigated under factshef t
legalization of the proceeds.

Among them 15 — on providing procedural actionghiidnia — 4 requests, USA — 2 requests, Latvia 2
requests, Belgium — 2 requests, Belarus — 1 regBestzerland — 1 request, Kazakhstan — 1 reqtksigary
— 1 request, Bulgaria — 1 request), 1 — on acceptai criminal prosecuting concerning citizen ofralke
(Slovakia), 2 — on extradition of offenders (Kazsteém and Russian Federation).

During 6 months of 2010 General Prosecutor's Offi€eUkraine submitted to competent authorities of
Germany and Russian Federatmre intercession to eacfrom Ukrainian bodies of pre-trial investigation o
mutual legal assistance in criminal cases investthander the facts of the legalization (laundériofythe
proceeds from crime.

During noted period General Prosecutor's Office UWifraine received 11 commissionsrom foreign
competent authorities on providing procedural axstand 1 requeston extradition of person in criminal cases
investigated under the facts of the legalizatiothefproceeds from crime.

Noted commissions were submitted by the law enfosse authorities of Belgium (2), Latvia (2), Litmia,
Bulgaria, Hungary and Portugal, Italy, Switzerlakdzakhstan, Kyrgyzstan.

It should be noted that on June 17, 2010 the Lawkine “On Introducing Amendments to Criminal
Procedure Code of Ukraine on Extradition” as of Mdy 2010 set in force, initiator and developewbich
was General Prosecutor’s Office of Ukraine.

Besides, General Prosecutor’'s Office of Ukraineettgyed the Drat Law of Ukraine “On Introducing
Amendments to Criminal Procedure Code of Ukraine"irternational cooperation in criminal cases ia th
part of execution of international investigativarguissions and transferring of criminal prosecuting.

At the present time noted draft law was submittethe Ministry of Justice of Ukraine for furthetioducing
to the Parliament of Ukraine.

Ministry of Justice of Ukraine
Statistics on Received and Submitted MLA Requests

v Legal assistance requests Legal assistance requests
ear
received forwarded
2009 560 16
6 months of 2010 259 7

All submitted and received requests were proceetiegtage time for response is 2 months.

Cooperation on tax issues

During 2009 subdivisions of tax police authoritegmitted562 and receive®0 requests from competent
authorities of foreign countries, all of which weegecuted. During 6 months of 2010 385 requests wer
submitted and 30 requests were received, amondgmMbi#and25 accordingly are executed as of 01.07.10.

Ministry of Interior

During 6 months of 2010 within international coggt@n 118 incoming and 137 outcoming documents were
proceeded through Interpol channels in the AML sphen FT issues — accordingly 68 and 66. The most
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active cooperation was provided with law enforcenarihorities of Germany (28 documents), Greatalrit
(20), Cyprus (16), USA (13), China (6), Italy (katvia (5), and Lithuania (4).

FlU

FIU of Ukraine jointly with foreign counterpartstaely cooperates on detection of ML schemes.

Also, FIU of Ukraine is actively participating iggologies researches within international orgarzat and
solely develops and publishes typologies on dedetté methods and schemes which are available in
Ukrainian and English and submits them for consitien of foreign FIUs.

With assistance of MOLI-UA-2 Project the FIU expesdlaborated and published the AML/CTF Manual
(available in Ukrainian and English). Such Manualused by all Ukrainian universities which provide
trainings of law-enforcement officers, prosecutamd judges, as well by the financial sector.

During 28th MONEYVAL Plenary the electronic versiohthe current Manual was provided to all member-
states. Also, the current AML/CTF Manual was preddo representatives of NATO, European Commission
Instrument TAIEX, representatives of foreign detegahosted by Ukrainian FIU.

Besides, FIU experts permanently participate in do#vities of the Egmont Working Groups. The FIU
representative was elected as a Vice-Chair of er&@ional Working Group.

In October 2007 FIU of Ukraine hosted 3 days Egnwtking Groups Meeting in Kyiv, with participation
of 125 representatives of FIUs and internationakets from 56 countries.

FIU of Ukraine is a co-sponsor of three FIUs (Tiaji&tn, Kazakhstan, Iran) for obtaining membership i
Egmont Group. Four FIUs sponsored by Ukraine becamieanembers of this organization: Belarus and
Armenia — 2007, Moldova — 2008 and Kyrgyzstan —200

Also, FIU of Ukraine has signé&s2 MOUs with foreign countries:

. Europe: Spain, ltaly, Bulgaria, Russian Federation, Gegrélbania, Cyprus, Serbia, Macedonia,
Croatia, Armenia, Moldova, Belarus, Belgium, PodligPoland, France, Czech Republic, Liechtenstein,
Netherlands, Lithuania, Great Britain, Latvia, $lk\a, Estonia, Slovenia, Romania, Montenegro, tslah
Man, San Marino, Monaco, Andorra, Turkey

. America: USA, Canada, Panama, Brazil, Columbia, Peru, é&wnala, Mexico, Bermuda.
. Asia: Thailand, Korea, China, Philippines, Kyrgyzstanti&yMongolia.

. Africa: Nigeria.

. Australia and Cook |dands.

MOUs with FIUs of UAE, Japan, Hungary, Aruba, Luxaimg, and New Zealand are on the signing stage.
The signing of such MOUs provides widest range ifdormation exchange and use of the information
received as a legal authority considering the ML£aBes.

Statistics on International Cooperation of SCFM

Total from the During 6
Indicator activity months of 2010
beginning
Requests submitted to foreign FIUs 3272 242
Number of FIUs 97 39
Among them information letters 141 6
Requests through FIU.net 87 0

132



Responses received 2933 242
Number of FIUs 92 41
Responses through FIU.net 81 0
Requests received from foreign FIUs 891 63
Number of FIUs 71 29
Requests through FIU.net 12 0
Responses submitted 889 65
Number of FIUs 71 29
Responses through FIU.net 12 0

The most active information exchange is being edrdut with FIUs of Cyprus, Poland, Great Britdiatvia,
Lithuania, Russian Federation, Portugal, Nethedafgrmany, British Virgin Islands and the USA.

3.4  Appendix IV - Relevant legislation (excerpts)

See MONEYVAL(2010)1 Rev ANN
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