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GIB is founded 

2003 

GIB enters the international 
market 

2009 2010 

Computer emergency 
response team CERT-
GIB is established  
 

2011 

160+ 
employees 

2017 

GIB launches early warning 
systems for online fraud 
prevention for banks and 
payment systems (Bot-Trek 
Secure Bank) and online resources 
(Bot-Trek Secure Portal) 

2012 

GIB launches 
Bot-Trek Intelligence  

2014 

The first product based on the Bot-
Trek Intelligence system – a detector 
of threats in corporate networks Bot-
Trek TDS –  enters the market 

GIB’s computer 
forensics laboratory 
becomes the largest  
in Eastern Europe 

History 
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Company 
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13 years 
of experience in 
preventing and 
investigating hi-
tech crimes 

100+ 
successful 
investigations 
worldwide 

80% 
of high-profile cybercrimes  
in Russia and CIS  
are investigated by Group-IB 

Official Еuropol  
partner 

Recommended  
by the Organization  
for Security and Co-
operation in Europe (OSCE) 

Recognized by Gartner  
as a threat intelligence vendor with a 
strong cyber security focus 

Group-IB is one of the most innovative companies dedicated to preventing  
and investigating high-tech crimes and online fraud. Since 2003, the company has been active in the field of 
computer forensics and information security, protecting the largest international companies against financial 
losses and reputational risks. 
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Group-IB departments 
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Prevention Response Investigation Early Warning System 

Security Assessment 
 

DDoS Аttack 
Prevention 

 
AntiPiracy 

 
Brand Protection 

Computer Emergency 
Response Team  

CERT-GIB  
 

Forensic Services 
 

Malware Аnalysis  
and Investigation 

 
Incident Investigation 

 
Financial and Corporate 

Investigation 

Bot-Trek Intelligence 
 

Bot-Trek TDS 
 

Bot-Trek Secure Bank 
 

Bot-Trek Secure Portal 
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WannaCry 
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WannaCry 
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Polygon video 
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Polygon video 
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Malicious signs 
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Shadow brokers leakage 
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Lazarus 
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Lazarus Group 
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Goals 
- Political interests 
- Cyber-espionage 
- Stealing confidential information 
- Financial profit 

 
Tools & techniques 
- No 0-day exploits 
- RDP brute force 
- 3 Layer infrastructure 
- Obfuscated and encrypted malware 
- Encrypted traffic with host verification 
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Timeline 
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2009 
DDoS attack on U.S. and 
South Korean websites 

2011 
Attack on South Korean media, 
financial and critical 
infrastructure targets 

2012 
Attack on a conservative South 
Korean media organization 

2013 
Attack on South Korean 
broadcasters and banks 

2014 
Attack on Sony Pictures 

2016 
Attack on Bangladesh 
bank SWIFT system 
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Initial Events, Security Community Shares  
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• Feb 3rd 2017 – badcyber.com researchers 
released their article detailing a series of 
attacks aimed at Polish Financial Institutions 
 

• Polish financial regulator, the polish financial 
supervision authority (KNF), was used to 
spread the malware 
 

• The hacked sites have a list of IPs to be 
infected 
 

• The article claimed that over 20 commercial 
banks had been confirmed as victims. 
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Watering-hole attack: Lazarus didn’t love everyone 
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Infection process: Executing Exploits 
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Exploits 
 
Silverlight from RIG and Angler 
CVE-2016-0034  
 
Flash Exploits from Neutrino 
CVE-2015-8651 
CVE-2016-1019 
CVE-2016-4117 
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3-Layer infrastructure 
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Initial Evidence: Masquerading as Russian hackers  
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• Russian strings in Client_TrafficForwarder • Russian code protector 
Enigma 

• Silverlight from RIG and Angler 
CVE-2016-0034  

• Flash from Neutrino 
CVE-2015-8651 
CVE-2016-1019 
CVE-2016-4117 
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Key Findings: Unique Tools & Infrastructure 
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Links to North Korea 

1. After careful and a very complex 
analysis of Lazarus’ infrastructure, 
Group-IB identified two NK IP at 
the end C&C layer (3rd).  
 

2. Group-IB Worked with Law-
Enforcement to corroborate 
Evidence with previous 
investigations by South Korean 
Police in past attacks.  
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Cobalt 
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How criminals attack ATMs 

Logical attacks on ATMs 

Transaction  
Reversal Fraud 

Targeted attacks to gain  
total control over ATMs Physical access 

Blackboxing With Trojans Without Trojans With Trojans 
Fake card 

 processing 
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Geographical distribution in 2016 
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The attack scheme can be successfully exploited by other groups 

1 
Targeted phishing, Attacks-
as-a-Service, exploiting 
system vulnerabilities 

Criminals use a free tool Mimikatz 
to collect unencrypted 
passwords for all administrators 
of a specific server 

INITIAL  
INFECTION 2 REMOTE ACCESS 3 GAINING  

PRIVILEGES 

6 COMPLICATING 
INVESTIGATION 

Attackers use remote access 
tools to gain total control over 
the network 

Attackers look for computers with 
access to critical systems (core 
banking systems, SWIFT, card 
processing systems, ATM control 
systems) 

With administrator privileges 
criminals can monitor activity of 
bank operators and perform the 
same actions 

Criminals remove malicious 
files they used and disable the 
bank’s internal servers involved 
in the attack 

5 ATTACK ON ATM 4 DATA  
COLLECTION 
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The attack scheme 
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Cobalt Strike Framework  
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Consolidating control over the local network 

Legitimate remote access 

        HideVNC 

        TeamViewer  

        AmmyAdmin 
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Cobalt Continued Activities 

• Cobalt has been compromising 
companies and sending spear phishing 
emails with exploit to targets from the 
compromised e-mail server. 

 

• In Feb 2017, Cobalt targeted 
companies in India, China, Kazahkstan, 
Turkey and Vietnam by compromising 
a Russian organizations servers. 
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Cobalt Continued Activities 

• Cobalt begins to shift focus to payment 
processing systems.  

• Successfully targeted a bank in 
Kazahstan cashing out more than 
$572,000 

• Targeting payment processing systems 
will be an effective target for less 
experienced groups as the cashout 
infrastructure is not as complex. 

• Leave Bearing Gifts… IOC Report for 
Way4 attack. 



GROUP-IB.COM 29 

Targets 

• Corporate internet banking software 

• Payment gateways 

• ATMs 

• Trade terminals 

• SWIFT 

• Card processing 

• Emails 

• Source code 

• Secrets 

• … 
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How did Group-IB detect activity of  criminal groups?  

Group-IB specialists 
participated in investigations 
of the Cobalt attacks across 
the world 

Group-IB’s threat intelligence is 
enriched through worldwide 
cooperation with other 
Threat Intelligence vendors 

INCIDENT 
RESPONSE 

DETECTION BY TDS 
AND POLYGON 

THREAT INTELLIGENCE DATA 
EXCHANGE  

Group-IB analysts monitored 
new mailouts, threat tactics and 
geographical distribution by 
using TDS system 
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INTELLIGENCE DETECTION 

RESPONSE 

Monitor new attack 
methods and tools 

Use specialized systems to 
detect targeted attacks 

Once attack traces are detected, you 
should immediately contact Group-IB’s 
professional forensic team 

 
 
 

 
 
 

Send suspicious files for analysis to 
intelligence@group-ib.ru 

ANALYSIS 

Analyze suspicious files in 
an isolated environment 

Contact us to order a free TDS + Polygon trial 
www.group-ib.com/tds.html 

CERT-GIB 

24/7 incident response support  
by experienced specialists 

INVESTIGATIONS  
AND FORENSICS 

Excellent evidence collection and 
prompt identification of perpetrators  

UPDATE 

Update installed 
software 

Prevention  
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E-mail 

help@group-ib.com 

Web site 

www.group-ib.com 

Facebook 

facebook.com/group-ib 

Twitter 

twitter.com/groupib_gib 

http://www.group-ib.com
http://twitter.com/groupib_gib

