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This is the second 314 Round written progress report submitted to MONEYVAL by
the country. This document includes a written analysis by the MONEYVAL
Secretariat of the information provided by the Russian Federation on the Core
Recommendations (1, 5, 10, 13, SR.II and SR.IV), in accordance with the decision
taken at MONEYVAL’s 32nd plenary in respect of progress reports.




1.

Russian Federation

Second 374 Round Written Progress Report
Submitted to MONEYVAL

Written analysis of progress made in respect of the FATF Core
Recommendations

Introduction

The purpose of this paper is to introduce the Rssiederation’s second report back to the
Plenary concerning the progress that it has madentedy the deficiencies identified in the 3rd
round mutual evaluation report (MER) on selecteddR@mendations.

As the Russian Federation is now a member of 3 AMHI/ assessment bodies, it was the subject
of a joint evaluation by the FATF, MONEYVAL and tirasian Group (EAG) in thé“3ound

of MONEYVAL evaluations. Previously the Russian Eeation had been evaluated by
MONEYVAL alone in MONEYVAL's 1% and 2° rounds.

The Russian Federation was visited twice by thessssent team under the 3rd evaluation round
from 24 September to 2 October 2007 and again fi@23 November 2007. The mutual
evaluation report (MER) was examined and adopteM®NEYVAL at its 27" Plenary meeting
(7-11 July 2008). According to MONEYVAL procedurébe Russian Federation submitted its
first year progress report to the Plenary in Septn2009, which was adopted. The Russian
Federation is also subject to the follow up procedwf the FATF and the EAG.

This paper is based on the Rules of Procedureasecein March 2010, which require a
Secretariat written analysis of progress againstdbre RecommendatidnsThe full progress
report is subject to peer review by the Plenargisted by the Rapporteur Country and the
Secretariat (Rules 38-40). The procedure require®tenary to be satisfied with the information
provided and the progress undertaken in order ¢xgad with the adoption of the progress
report, as submitted by the country, and the Sadattwritten analysis, with both documents
being subject to subsequent publication.

The Russian Federation has provided the Secretanidt Plenary with a full report on its
progress, including supporting material, accordinghe established progress report template.
The Secretariat has drafted the present reporegordbe and analyse the progress made for each
of the core Recommendations.

The Russian Federation received the following gation the core Recommendations:

R.1 — Money laundering offence (LC)

SR.Il — Criminalisation of terrorist financing (LC)

R.5 — Customer due diligence (PC)

R.10 — Record Keeping (LC)

! The core Recommendations as defined in the FA®Equiures are R.1, R.5, R.10, R.13, SR.Il and SR.IV.



R.13 — Suspicious transaction reporting (LC)
SR.IV — Suspicious transaction reporting relatetbtoorism (PC)

7. This paper provides a review and analysis of thasuees taken by the Russian Federation to
address the deficiencies in relation to the coreoRenendations (Section Il) together with a
summary of the main conclusions of this review (®acll). This paper should be read in
conjunction with the progress report and annexbmgted by the Russian Federation.

8. It is important to be noted that the present amalfgcuses only on the core Recommendations
and thus only a part of the Anti-Money Launderingiibating the Financing of Terrorism
(AML/CFT) system is assessed. Furthermore, wheasagyg progress made, effectiveness was
taken into account, to the extent possible in aepdgased desk review, on the basis of the

information and statistics provided by the counttyd, as such, the assessment made does not
confirm full effectiveness.

1.2. Detailed review of measures taken by the Russian Federation in relation
to the Core Recommendations

Main changes since the adoption of the MER

9. Since the adoption of the MER and the First PragReport, the Russian Federation has taken a
number of measures with a view to addressing tfieielecies identified in respect of the core
Recommendations, including:

o further amendments in 2010 of the AML/CFT Law aimat strengthening customer
identification procedures, including new definitsoaf ‘beneficiary’ and ‘identification’, and
adding to the list of information to be ascertairiedidentification purposes — the date of
birth of a customer, his representative, and beizefi.

« further amendments aimed at strengthening theifdextion of beneficial owners generally
and in respect of legal persons.

« amendments aimed at ensuring the Russian Federatimpletely criminalises money
laundering in respect of all the FATF's designatedegories of offences by introducing
revised criminal provisions on market manipulatéor new provisions on misuse of insider
information.

« further amendments to ensure that the criminalnofeof financing of terrorism covers all
terrorist offences contemplated by the conventigses out in the Annex to the 1990

Convention on the Suppression of the Financingesfdrism, including lllegal Actions with
Nuclear Materials.

10. The Russian Federation has also taken additionakunes to address deficiencies identified in
respect of the key and other Recommendations, disated in the progress report. However
these fall outside of the scope of the presentrtegpad are thus not reflected in the text of the
analysis beneath. Nonetheless, it is worth broeettprding in the context of the core preventive
Recommendations reviewed here that the Russianrdieme advise in their replies that
administrative sanctions for breaches of the AMLIGket have been further strengthened since
the first progress report, and that such sancti@msnow be taken directly by the supervisory
bodies themselves against the organisations (aiidetkecutive officers). .



B.

Review of measures taken in relation to the CorBecommendations

Recommendation 1 - Money laundering offence (ratedC in the MER)

11.

12.

13.

14.

15.

16.

In the Criminal Code of the Russian Federation, eydaundering is criminalised by 3 separate
offences: A.174 (described as money laundering ielwlkovers laundering by 3rd parties);

A.174.F (which covers self laundering) and A.175 (acqigisitof property obtained by crime —

which is similar to a handling / receiving offencd@lhe physical elements of the money
laundering offences were found by the evaluatorbedoroadly in line with the Vienna and

Palermo Conventions. The Russian authorities hewéded translations annexed to this review
of A.174 and 174.1 in their current formulations.

The physical elements of A.174 remain basicallyhamged since the last evaluation. The most
recent translation of A.174 shows that ‘illegal m&ahas been substituted for “criminal ways”

and that there have been changes to the thresbiottié penalties where money laundering is
committed in ‘large amount’. Large amount/largelagareviously related to transactions and
deals/financial operations exceeding 1 million fesbThis threshold has been raised to financial
operations exceeding 6 million roubles. Sanctiamrsrioney laundering are covered by R.2,
which is not a core Recommendation, and thus aautsie scope of this review.

The offence in A.174.1 (self laundering) at thedinf the evaluation was without a financial

threshold. By virtue of the Note to A.174 and theduage of A.174.1, a financial threshold has
now been placed on self laundering (by amendmeatsenn 2010), rendering self laundering a
criminal offence only when committed with monetdmnds or other property to the amount

exceeding six million roubles.

The reintroduction of a financial threshold, alkaity in respect of the A.174.1 offence, has been
motivated in part by the need to concentrate 'Op&ty laundering. That said, a threshold is not
within the FATF Recommendations. It is strongly igdd that the threshold for criminalisation
of self laundering should be reconsidered and remhon a timely fashion, particularly as this
amendment was described (by Russian interlocuésra)temporary measure.

Deficiency No.1 Russia should establish offences of insider tradangd stock market
manipulation The Russian Federation follows an “all crimes” aagh to money laundering and
the 3rd round report found 19 of the 20 designatgdgories of offences required by the FATF
to be covered for money laundering purposes. Offgnoes dealing with insider trading and
stock market manipulation were not covered. At tihee of the adoption of the first 3 round
progress report legislation to remedy these defites was in draft.

A wide-ranging Federal Law No 224-FZ “on counterthg illegal use of insider information and
market manipulation and on amending certain letiygaActs of the Russian Federation” was
adopted by the Russian Parliament on 2 July 20#&iCsaymed by the President on 27 July 2010.
Market manipulation and misuse of insider inforroathave been classified as criminal offences.
Actions constituting market manipulation are dedime detail in A.5 of the Act, and they appear
to correspond with internationally recognised ustharding of this concept. Article 21(3) of the
Act amends the Criminal Code to create an offenu#enA.185.3CC of market manipulation
carrying up to 4 years imprisonment or a fine fr8@®,000 to 500,000 roubles (or a fine based

2 See Annex | for A.174 and 174.1



17.

18.

19.

20.

on the income of the defendant) in its basic fomith higher penalties where there are
aggravating factors, such as large scale loss#sednvolvement of an organised crime group.
Article A185.3 CC has been brought into force.

Likewise, A.3 Federal Law 224-FZ creates the cohadpinside information’ by reference to
lists of information to be created by the federadiypin charge of financial markets and defined
information within the Bank of Russia. While theviewer has not seen the lists of inside
information created by the federal body in charfdimancial markets, Federal Law 224-FZ
appears broadly in line with the internationallydarstood definition of inside information.
A.21(4) of Federal Law 224-FZ amends A.185.6 of@mininal Code to add a criminal offence
covering the deliberate use of insider informafianthe purpose of carrying out transactions and
also (which is assumed to be an alternative fornthefoffence) the deliberate use of insider
information by giving recommendations to third pers to purchase or sell financial instruments
etc if such use causes large scale losses torstipeganisations or the State or is associatdd wit
the receiving of income or the avoidance of largales losses. The penalties range from fines
from 300,000 — 500,000 roubles, or imprisonmentZet years with a fine of 50,000 roubles
with substantially higher penalties when the offereccommitted in an aggravated form. A.185.6
has not yet been brought into force. It will be dmghbt into force in 2 years time, as its
implementation requires the amendment of a largeuainof by-laws. Currently, therefore, only
administrative liability for misuse of insider infoation is available under A.12.21 of the
Administrative Offence Code.

Thus the structural deficiency identified in the RIEo far as money laundering criminalisation
is concerned has been partially remedied whicheisy welcome, and will be completely
remedied when the criminal offence of use of insidformation is brought into force.

Turning to the effectiveness of implementation of Rhe %' round report found that Russia had

progressively improved its effectiveness in implativey the money laundering offence, though
commented that the overall number of convictions fmney laundering (as opposed to self
laundering) was “somewhat low”. Russia was encceotaip make progress in the use of its
money laundering offence. In the period under mgyian impressive 28,398 cases of money
laundering were investigated. That said, 27,08ateelo self laundering. The number of cases
sent to court rose in the period under review &63, of which 7,021 were also self laundering.
The cases sent to court declined in 2010 to 1,802vhich 1,450 were also self laundering).

Convictions peaked in 2008 at 839 (of which 755 ewself laundering). The stand alone

convictions for money laundering set out at p.14@vs 102 convictions in the years under

review, of which only 39 received immediate senémnof imprisonment. The replies to the

additional questions indicate that the most detkptedicate offences are:

e fraud (61%);

* unlawful entrepreneurship (11.4%);

* misappropriation or embezzlement (6%);
e smuggling (3.8%);

* illegal banking activity (3.2%);

* misuse of official powers (2.4%).

While, as noted earlier, it is difficult to drawredusions on a desk based review about overall
effectiveness, the number of stand-alone moneydeertiimg convictions appears to remain low
and the sentences imposed for them appear, onatte df it, to be modest. The Russian
authorities advised that there have been a nunflmanwictions in the North West of the country



against organisers and active participants in gf@mdow exchange” sphere, carrying out their
business, such as unlawful banking related to mosmgashment, withdrawal abroad and
subsequent laundering. Similarly, they advised thatey laundering is frequently carried out by
shell companies using gatekeepers for incorporafre such auditor in the far eastern region
extended his services to money laundering and vesesced to 12 years imprisonment
(presumably in the round for money laundering atfbiooffences including aiding and abetting
tax avoidance). Otherwise it is unclear from théormation provided in the replies to the
questionnaire what success the Russian Federatioaving in achieving major convictions for
third party laundering on behalf of organised crianehe laundering of the proceeds of major
corruption offences. These are issues which willtless be addressed in MONEYVAL's
forthcoming follow up assessment of the RussiareFaibn

Special Recommendation Il - Criminalisation of terrorist financing (rated LC in the MER)

21.

22.

23.

Deficiency 1 identified in the MERRussia should establish the offence of theft umflear
material and expand the terrorist financing offetoenclude this new offence)t the time of
the 3° evaluation, the Russian TF offence criminalisedlfthancing of offences that are listed in
the annex to the Terrorist Financing Conventionhvilie exception of the theft of nuclear
material. At the time of the adoption of the figt round progress report, the relevant draft law
to remedy this deficiency had been submitted to Skete Duma for approval. By virtue of
Federal Law No 197-FZ of 27 July 2010, the finagciof crimes provided for in A.220
(Trafficking in Nuclear Materials or Radioactive I&tiances) and A.221 (Theft or extortion of
Nuclear Materials or Radioactive Substances) aassified as terrorist financing. Thus this
deficiency has also been addressed.

Deficiency 2 identified in the MERThe Russian authorities should reconsider theisifan
concerning the criminal liability of legal personsh the 3 evaluation the Russian authorities
maintained that the fundamental principles of tideimestic law, as contained in section 2 of the
Russian Constitution, as well as in the Criminab€@nd in the Code of Criminal Procedure,
means that moral blameworthiness cannot be extietodegal entities. The MER found that the
Russian position concerning legal persons was fcleat not convincing”, given that many
countries in Europe, with Constitutional guarantsiesilar to those in the Russian constitution,
have established criminal liability for legal pemso For their part, the Russian authorities
emphasise in their replies to the progress repatt the level of liability in the Russian legal
system is similar to criminal liability of legal m®ns applied in other legal frameworks, and is
severe.

They emphasise that the possibility of criminabilidy for legal persons has been discussed on
several occasions at the highest levels in theiRu$sderation. As they set out in their replies,
the liability of legal persons is included in thede of Administrative Offences and the Civil
Code of the Russian Federation. Administrative iffier terrorist financing can range from
30,000 - 50,000 roubles, or disqualification fqueaiod between 1 and 3 years for officials and
500,000 to 1,000,000 roubles fine, or administeatuspension of activity for up to 90 days for
legal entities. Equally they emphasise that thallegtity can be liquidated by a court decision
with confiscation of its property. The latest prdaees set out under A.15.27 part 5 of the Code
of Administrative Offences, providing administraiviability for violation of AML/CFT
legislation only came into force on 24 January 20athd law enforcement practice on
administrative sanctions for money laundering arorgst financing is said to be still quite
modest. Statistical information on ML/TF cases, chhimay have been subject to administrative
procedures, was not available.



24. This review takes note of the Russian position aparate criminal liability but the fact remains
that the evaluators appear to have been unpersubdedhere is a fundamental principle of
Russian Law, which in practice would prevent fuihtnal liability. The reviewer was not part
of the 2008 evaluation mission and thus has notthadopportunity of hearing all the views
expressed onsite. Thus a definitive opinion onidgse is beyond the scope of this desk review.
The arguments on this issue will be revisited | tiext MONEYVAL onsite visit in its follow
up round. The present position therefore is thatsiRuappears to remain not in full compliance
with this criterion. Technically of course, thelusshas been reconsidered, as the Action Plan
requires. However, as the MER notes, other couwntviith similar legal backgrounds in
MONEYVAL have moved in this direction. The Russiamhorities are encouraged to examine
the precedents in those European countries witiitas legal background which have taken this
step, and to review their position prior to the M@ONEY VAL onsite mission.

25. The figures at table 3 indicate that there havenb@# investigations into terrorist financing
offences in the years under review, with 19 cases ®© court and 10 convictions. It has not
proved to be possible to disaggregate these figntesases of financing of ‘domestic terrorism’
as opposed to ‘international terrorism’; nonethgléshas been pointed out that the FMS, in the
period under review, has conducted 53 financiabstigations with an international component.
In any event, on a desk review, the TF offence agp® be being used effectively.

Recommendation 5 - Customer due diligence (rated Pid the MER)

26. Deficiency 1 identified in the MERRussia should ensutkat the following issues are covered
by law or regulation: (i) a specific prohibition amaintaining existing accounts under fictitious
names, (ii) a requirement to carry out CDD whererthis a suspicion of money laundering,
regardless of any exemptions, (iii) performanceGaiD where there are doubts about the
veracity of previously obtained customer identiiima data, (iv) a requirement to identify
beneficial owners and in particular to establiste thltimate natural owner/controller and (v)
requirements for conducting ongoing due diligen&)me measures have been taken since the
last progress report with the adoption of Fedeeal/INo. 176 of 23 July 2010 on amending the
Federal Law on Countering the Legalisation of InesnReceived through Crime and the
Financing of Terrorism and the Code of AdministratiOffences of the Russian Federation,
covering some of the identified deficiencies set lmeneath, all of which need to be in Law or
Regulation.

0] A specific prohibition on maintaining existing aces under fictitious names

27. No further measures have been taken. The Russiderd&®n considers it has sufficient legal
provisions that prohibit the opening of or maintagnof existing accounts in fictitious names.
The replies to the previous progress report ciet{l) of the AML Law, which has not been
materially changed in the context of this recomnaioth. Clearly mandatory identification
(through names, date of birth etc) of persons vaugi(financial) services, or of customers
generally, means that accounts in fictitious nastesuld not be opened. However the report’s
concern was in respect of the maintenawfeaccounts in fictitious names. The Russian
authorities consider that all such accounts haea lidentified (the issue was considered to relate
only to one or two banks) and thus that such adsocannot now exist. Whether all existing
accounts have been identified is not possible tdywen a desk-based review. While there is no
reason to doubt the views of the Russian Federatiothis point, the follow up evaluation will
seek to confirm this. The fact remains, howeveat tho specific prohibition has been put into
place in law or regulation, as recommended.



28.

29.

30.

31.

(i) A requirement to carry out CDD where there is apiiign of money laundering,
regardless of any exemptions

This CDD requirement is generally covered as orgyononitoring is now required to revise the
risk level which the financial institutions showddtablish at the start of the business relationship
and the information should be subject to a regsyatem of upgrading. Information is required
to be automatically upgraded if a customer, berafic(see beneath) or transaction raises
suspicions of money laundering or terrorist finagofsee Article 7 clause 1.1 and Decree no 967
of June 2010). The 3rd round report described straresactions falling below the threshold,
which, even in the case of a suspicion of moneyndating or terrorist financing, were,
exceptionally, exempt from this requirement. Thesemptions appeared in A.7 clause 1.1 at the
time of the last evaluation. They have been abeshdiy the amending legislation. This
deficiency has therefore been remedied.

(i) Where there are doubts about the veracity of prsijoobtained customer identification
data

At the time of the last evaluation there was a ganeequirement to ‘regularly’ update
information on customers (AML/CFT Law A.7 clause dub 3). There was no explicit
requirement in law or regulation to carry out CDDese there were doubts about the veracity of
previous identification. The substance of this deficy has been addressed by Rosfinmonitoring
in paragraph 2.10 Order 59 of Rosfinmonitoring 8fFebruary 2011. It is welcome that progress
has been made on the issue but it appears thahalsisnot been achieved through Law or
Regulation, as the Methodology requires, but biieotenforceable means’. Thus the deficiency
is only partially addressed.

(iv) A requirement to identify beneficial owners andparticular to establish the ultimate
natural owner / controller

The English text of the Russian legislation usesténm ‘beneficiary’ and not ‘beneficial owner’,
although these terms are used interchangeablyeiretiies to the progress report questionnaire.
At the time of the evaluation (and today) theradsexplicit definition in Law or Regulation of
“beneficiary” which fully matches the FATF defiroti of “beneficial owner”, though there was
some guidance in other documents considered iavhleiation which the evaluators found to be
“other enforceable means”. That guidance has nam lggven statutory form in Article 3 of the
AML Law, which defines basic terms used throughbetlegislation.

“Beneficiary” (not beneficial owner) is defined ‘&sperson whose benefit the customer acts for,
in particular under a brokerage, agency, commissioth grant agreement, when carrying out
transactions with funds or other assets”. The 3ra@uation team found that the majority of
financial institutions met interpreted this requikent (then found in other documents), as
imposing the need to identify those acting on blebflanother person and not those persons
exercising ultimate effective control over a legatson or arrangement. The Russian authorities
consider that their definition covers the full FATEfinition. While it is helpful that the pre-
existing guidance is now in Law or Regulation, fipaars that the full concept of beneficial
owner is still not explicitly covered in the legitbn, however the financial institutions interpret
it. The Russian authorities advised during thewdisions on the progress report that a definition
of beneficial owner more congruent with the FATHRimgon is included in a draft revision to
the Civil Code. This would be a very welcome ciadfion, as currently it is unclear whether the
full identification and verification of the “benefal owner”, as the term is defined by FATF, is

1C



32.

33.

34.

35.

being achieved in practice. As things stand, this anly be established in the next onsite visit.
On a desk review the issue here appears to havedndepartially addressed at best.

(V) Requirements for conducting ongoing due diligence

The following documents now constitute the legalnfework for Ongoing Due Diligence:
Article 7(1)(3) AML Law, which requires organisati® on a regular basis to update information
on clients and beneficiaries; Decree of the RusBederation Government No. 967-R, dated 10
June 2010, which substituted the previous Russedefation Government Decree 983-R (in
place at the time of the evaluation and which wassidered not to be ‘Law or Regulation’, but
“other enforceable means”); and Rosfinmonitorinfpimative letter No.2, and Order No 59,
dated 17 February 2011. The Decree is describégraposed recommendations” in the text,
though it is understood that these recommendati@ve to be incorporated into the internal
control rules of all credit and financial institois. Paragraph 16 of the Decree requires
institutions to assess the risk level and to furthenitor changes in the risk level by performing
ongoing monitoring of customers’ transactions as/tare carried out. It appears therefore that
the substantive requirement for ongoing monitoringin place, though this is in “other
enforceable means” rather than Law or Regulatienthe Methodology requires. At the last
evaluation, no instrument below the AML/CFT Law wfmsund to constitute “Law or
Regulation” within the AML/CF Methodology.

Deficiency 2 identified in the MERThe following matters should be set out in laggulation or
other enforceable means: (i) requirement for nos-@ understand the ownership or control
structure of a legal person, (ii) requirement t@eain the purpose and intended nature of the
business relationship, (iii) requirements for thmihg of verification of identification, and (iv)
consequences of a failure to conduct CDD).

0] Ownership and control structure of a legal person

Decree 967 —R of 10 June 2010 is addressed tastifutions with AML/CFT obligations (and
not just credit institutions). Paragraph 11 of frexree requires special attention to be paid to:
“a) the list of the legal entity’s founders (shacdtters);
b) the structure of the legal entity’'s managetimdies and their powers;
c) the size of the registered and authoriséar) capital or size of authorised
funds and the value of assets of a legtyeh

It is assumed that the use of the term ‘pay spettahtion’ is intended to transpose the FATF
requirement to take reasonable measures to undérgte ownership and control structure,
though the two concepts are not necessarily the séhe Russian authorities confirmed that this
is the intention. The Russian authorities also dedtention to further requirements in the
licensing of non-credit institutions and organisati operating in the securities market, the
details of which include requirements for inforroatito be provided on the ownership structure
of such organisations, including the persons ouggovho own directly or indirectly at least 5%
of the registered share capital. The broad req@rgsnare set out in Clause 2.1.10 of FSFM
Order No. 10-49/PZ-N of 20 July 2010, supplemergrd developed in an FSFM Information
Letter published on the FSFM website on 14 Oct@fdi0. As well as providing this information
to the licensing authority, it should be provided Rosfinmonitoring. Thus this deficiency
appears to have been broadly addressed by “otlfi@rceable means”, which is acceptable under
the Methodology.

11



36.

37.

38.

(i) Purpose and intended nature of the business nediim

Para 7 of Decree No 967-R dated 10 June 2010 adilis¢ in the development of a customer
identification programme, it is “expedient” to uaequestionnaire to draw up a dossier, which
includes the customer’s activities. This is supmated by paragraph 19 in relation to the
mandatory control regime for transactions, whiclguiees a procedure for examining the
background and purpose of transactions subjectbtmatory control. The absence of this
information in the dossier (or other relevant doeuits) is sanctionable. It appears therefore that
there has been satisfactory progress on this issue.

(i) Timing of verification of identification

At the time of the evaluation the AML/CFT law wakest on the timing of verification and this
remains the situation. The formal position thamtifecation (including verification) should be
before opening of accounts is specified in Rosfinitaoing’s Order No. 59 of 17 February 2011.
Regulation 262-P for credit institutions statedtet time of the evaluation that ‘identification’
may take place within seven working days aftertibheiness relationship has commenced or an
occasional transaction has taken place if ideatifim and verification are not immediately
possible. This regulation remains in force. Mogdir institutions spoken to by the evaluation
team appeared to complete verification of iderdifian before opening accounts. It was reported
in the first progress report that Rosfinmonitoriformation Letter No. 2 provides for a
possibility to complete identification of the betodry within a timeframe not exceeding 7 days
from the date of the transaction or deal if theuratof the transaction or of the deal makes it
impossible to carry out CDD before completing th@nsaction or deal. Thus the timing of
verification has been addressed now with a degreerwsistency by documents which would be
categorised as ‘other enforceable means’.

(iv) Consequences of a failure to conduct CDD

At the time of the onsite visit, credit institut®mvere allowed under the law to refuse to open an
account when a person or legal entity fails to stlentity documents, or if invalid documents
are submitted or if the customer is linked to testoactivity (Article 7 clause 5.2 AML Law).
Credit institutions were also permitted to rejectransaction in the absence of the required
documentation or if the customer was linked toamst activity. However this did not extend to
incoming funds, which the report considered an egigpotentially significant omission (albeit
that credit institutions were and are requireduionsit an STR). Other financial institutions were
not able to close accounts on the basis of AML/@BK (except for non face to face customers).
The lack of rules in this area covering non-cradititutions was said in the MER to appear to be
an important omission. Since the evaluation, Rasfinitoring Order No. 103 of 8 May 2009 on
Endorsing the Recommendations for Elaborating DierecCriteria and for Defining Signs of
Unusual Transactions (with amendments and additiohsl4 September 2010) has been
introduced. Clauses 26 and 28 include as extraanyglitransactions subject to internal control
ones where there is no obvious link between the gpd nature of a customer’s activity and a
service such a customer requests, and transaotibich are inconsistent with the entity's
activities in the constituent documents. Wheredhame suspicions of money laundering credit
and non-credit institutions would file reports und@.7 paragraph 3 AML Law to
Rosfinmonitoring. While this represents a degre@rofress, there do not appear to have been
any new developments in relation to the issue jefctimg incoming funds where CDD has not
been satisfactorily completed, or in relation te thosure of accounts by non-credit institutions
on the basis of AML/CFT risk.
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39.

40.

41.

42.

43.

44.

45,

Deficiency 3 identified in the MERRequirements relating to enhanced and simplifiee
diligence should be clarified, in particular theesmptions from conducting CDD in situations
relating to occasional transactions. Further guidarto Fls on dealing with legal arrangements
from overseas would be helpful).

® Enhanced and simplified Due Diligence

The mutual evaluation found apparent inconsisteincyelation to procedures dealing with
enhanced and simplified due diligence, and somentaioty amongst supervised institutions
about what measures are strictly required. On erg@thdue diligence Regulation 262-P for the
credit institutions (2004) sets out very detailates, particularly for cases/transactions deemed
to be higher risk. The impact of the Rules whepristomer was in a high risk category was the
need to update information at least once a yearaagdneral requirement to devote “special
attention” to deals of an increased level of riRsfinmonitoring Order 104 set out specific
criteria for operations that could be considereghér risk for financial institutions. The impact
of this document was broadly the same as for criegiitutions — information on high risk
operations is to be collected more frequently amdenattention is to be paid to such operations.
Both documents focus more on transaction riskahatategories of higher risk custonper se

Since the evaluation report was adopted, as ndiedea the Government Decree No. 967-R of
June 2010 to all organisations has set out clé¢helypasis of a risk assessment programme which
updates and upgrades identification information an regular basis. Prior to that,
Rosfinmonitoring Information letter No. 2 of 18 Méar 2009 achieved a greater degree of
consistency with Regulation 262-P for credit ingitdns, by providing more information on
different levels and degrees of risk for finandratitutions. In particular, the Information Letter
clarified that identification information on custens in the high risk category should be updated
at least once every six months.

The actual CDD measures prescribed to be takemiffrer risk customers appear to remain
basically the same as at the time of the evaluatiapdating information and paying special
attention to high risk operations.

On simplified due diligence, the report noted tfiadncial institutions are not allowed to apply
reduced or simplified measures, except in specifammstances and that these circumstances are
actually exemptions, rather than simplified rul&@se exemption from identification has been
clarified since the evaluation in A.7 paragraph df.the AML Law and applies to operations in
cash or any other assets if the amount does netdxt5,000 roubles (approximately 500 US
dollars). It is understood also that Rosfinmonitgrhas developed a draft Federal Law, which
will allow for the performing of simplified identiifation in minimum/low risk situations, though
the details are not known.

(i) Legal arrangements from overseas

No further developments on this have been notetkdime last progress report. In that report it
was noted that the issue of further guidance antthd been referred to the EAG Working Group
on Mutual Evaluations. It is unclear how this hag progressed. In the evaluation, the financial
institutions spoken to had no experience in praaiiclegal arrangements.

Deficiency 4 identified in the MERA stronger link in the AML/CFT Law should be étithed
between the need to ascertain whether a custonaatiisg on behalf of another person and the
requirement to collect identification data. Furthelarification in the AML/CFT Law on the
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46.

47.

48.

meaning of the term “beneficiary” and the measundsch financial institutions should take to
comply with the measures would be helpful).

® Link in AML/CFT law between the need to ascertainether a customer is acting on
behalf of another person and the requirement lteatadentification data

The AML/CFT law now makes it clear that identificat is defined as the entirety of measures
whereby the information about clients, their repreativesand beneficiaries is established and
the reliability of such information is confirmedr(eerified). It is implied from this formulation
that, as there may be a difference in practicalatitns as to whether the person presenting
himself in a bank (or financial institution) is dient, representative or beneficiary, it is
incumbent on the institution to establish whetheiishacting for himself or on behalf of another
person. Leaving aside whether the term “benefitidmly reflects the FATF definition of
beneficial owner, the requirement as to what needse collected and confirmed is set out at
item 1 of Article 7 on the Law. This aspect of thealuators’ recommendation appears to have
been fulfilled.

(i) Further clarification of the term “beneficiary” anthe measures which financial
institutions should take to comply with the measuseuld be helpful

As noted, beneficiary is now defined in the lawo(igh on the face of it, it is not fully in line
with the FATF definition). The measures to be talemin any event elaborated.

Deficiency 5 identified in the MERRussia should develop further guidance for finainc
institutions to enable appropriate identificatiori kegal formations as the financial sector is
expanding and becoming more internation&8ge the comments at Deficiency 3(ii) regarding
legal arrangements. So far as legal persons areenwed, the law now clearly sets out the
requirements in Article 7(1) of the AML/CFT Law. vepver, as noted above, the Decree No.
967-R of 10 June 2010 requires that in the coufsiglentification of legal persons, special
attention should be paid to the founders (sharehns)dstructure and powers of the management
bodies, and the size of authorised share capitaizer of authorised funds and the value of the
assets of a legal entity.

Effectiveness

49.

50.

Overall it is clear that the Russian Federation ted®en several legislative and regulatory
measures to address the identified deficiencieR&nand to bring some more consistency to
CDD procedures, which is very welcome. In viewla apparent differences between the FATF
definition of “beneficial owner” and the Russiareusf the term “beneficiary”, the effectiveness
of the identification of beneficial owners cannetdetermined in a desk review, but will require
detailed discussions on practices in this regatd arange of domestic organisations onsite.

It is unclear how much of the sanctioning showthmtables 14-16 relates to Recommendation 5
breaches. Failure to comply with CDD requirementgiiactice is one of the violations of the
AML/CFT legislation which can now be treated asepaate violation (or as a prerequisite for
other violations). In future it is anticipated thhaé Russian Federation will be able to separate ou
the incidence of such sanctioned violations, but far the purposes of this report.
Notwithstanding this, the developments overall @pge be in the right direction, and should
increase effectiveness of implementation generalys will need to be confirmed in the follow
up assessment.
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Recommendation 10 - Record Keeping (rated LC in th&#1ER)

ol.

52.

Deficiency 1 identified in the MERRussia should close gaps in its legal system coirggdata
storage) The assessment team found that financial institatiwere generally complying with
record keeping requirements. The main gap wasattatunt files and business correspondence
was only kept for 5 years from their creation amt from the termination of the business
relationship. As noted above, the Government gt new and more detailed Internal Control
Rules in Decree No. 967-R, dated 10 June 2010. Méhehe Decree constitutes Law or
Regulation (all criteria are asterisked in R.10 #mgs should be in Law or Regulation) would
have to be revisited by the next evaluation team.néted above, similar instruments as this
Decree were not accepted as Law or Regulationeiia$t evaluation. The content of the Decree
in Article 34 addresses business correspondenagfisply and “other documents related to a
customer’s activities”, which appears broadly tweroaccount files. These have to be kept for at
least 5 years following the date of terminationtbé relationship with the customer. The
transaction records that are kept still only relatéransactions subject to STRs and obligatory
control.

Deficiency 2 identified in the MERRussia should revise the AML/CFT Law to includette
requisite requirements for information storage, revethis would duplicate the requirements
established in other laws)Vhile Russian Governmental Decree No. 967-R, aschabove, now
addresses the relevant data rentention requirerfemaVIL/CFT purposes, it remains unclear if
the inconsistencies between it and the other ksl in this area have been addressed.

Effectiveness

53.

Overall the evaluators were generally satisfiechwtite effectiveness of R.10 and did not find
that the competent authorities had problems in smicg required information in a timely
manner. The latest clarifications should furthepiiave the effectiveness of the implementation
of R.10.

Recommendation 13 — Suspicious transaction reportin (rated LC in the MER)

94.

55.

Deficiency 1 identified in the MERRussia should criminalise insider trading and Retr
manipulation, so as to enable FlIs to report STRsedaon the suspicion that a transaction might
involve funds generated by the required range ahicral offences).This was marked as a
deficiency also under Recommendation 13. As haa beeed, this structural deficiency in R.1
has been remedied and therefore it is no longé&rsare in terms of R.13.

Deficiency 2 identified in the MERRussia should finally introduce the obligation report
transaction attempts by one-time customeféle AML/CFT Law does not explicitly refer to
attempted transactions. Article 7 item 3 of the ARET Law sets out the STR obligations. Its
language envisages the obligation to report STRerggnisations where their employees form
AML/CFT suspicions on the basis of the implemeptatdf the internal control programmes set
out in the legislation. Thus the STR obligation e®vtransactions (and presumably attempted
transactions) within an existing business relatigmsit does not appear to cover attempted
transactions of occasional customers. The Russitho@ties point to the fact that under A.7
item 13, credit organisations can refuse to coreladcontract for a bank account or refuse
transactions and they should send information aboah refusals to the empowered body (the
FIU). The non-credit institutions and financial anjsations have a similar right to refuse
transactions etc, where no appropriate documeatsudomitted and such transactions also should
be treated as suspicious and information about {{aeuh the refusal to conduct them) should be
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56.

57.

sent to Rosfinmonitoring. In any event, a refusgbioceed with a transaction or open an account
does not cover all aspects of attempts. Occasiomasactions can be aborted before the credit
(or other financial) institution refuses to proce&tis issue still needs to be clearly addressed in
the legislation. The relevant criteria in the Matblogy covering attempts is an asterisked one. It
may perhaps be simpler to clearly articulate inAML/CFT Law that all attempted transactions
are covered by the reporting obligation.

This deficiency has not been addressed. The idéndieficiency was a factor underlying the
rating for SR.IV as well, and thus it has not besldressed in that context by the Russian
authorities either. The analysis of progress orother aspects of SR.IV is set out below.

Deficiency 3 identified in the MERRussia should raise the awareness in the noni€| & a
minimum through an enhanced training programme. fFaming should not only focus on the
legal obligations, but also include the reasons detablishing an AML/CFT system, as well as
examples, typologies and casé&)e replies to the" progress report indicate that considerable
efforts have been put into training generally bysftononitoring and the International Training
and Methodological Centre of Financial Monitoringtablished by Rosfinmonitoring. For
example, in six months during 2009, Rosfinmonitgricontributed to 88 educational events
covering 3,000 employees of financial institutio24.,600 ‘Post of Russia’ employees were
trained in the previous year. More recent traimegorted in the progress report has focused on
the AML/CFT professional development of State erppés. Decree 967-R of 2010 sets out the
broad training requirements for the instructionpefsonnel by the institutions themselves. The
Decree, in line with the recommendation in the rempecifically requires that training includes
the study of AML/CFT typologies, as well as thei#égtion and rules and programmes for the
implementation of internal controls. This recommetimh appears, on a desk review, to have
been treated very seriously and has been well asielile

Effectiveness

58.

59.

The MER found overall that the STR regime was wugkiwell with respect to credit
organisations, and though STR reports were inargabiere was work still to be done in the non-
credit institution sector, particularly in raisiragvareness and knowledge about the AML/CFT
regime. STRs generally have risen in the yearsesihe evaluation. In 2006 reports by credit
institutions were 3,773,734 and reached 5,489,812007, though with a slight dip in 2009. By
contrast, the STR reports from non-credit institng, which were low at the time of the
evaluation, have increased quite substantially Tsdse 10). It is noteworthy that the securities
market sent 52,175 STRs in 2010, compared with62ii832007 at the time of the evaluation.

In the securities market, STRs outstripped mangatports by a significant number in 2010 and
that trend has continued in the first half of 20ii.other parts of the non-credit institution
financial sector, however, mandatory control repatill dominate. Nonetheless, on a desk
review, there is evidence of more effectivenesthen STR regime in the non-credit institution
sector that there was at the time of the MER. Tieelit institutions are sending significantly
more STRs than mandatory reports (see Table 9%hwhialso an encouraging sign. The figures
for all parts of the financial sector appear toi¢ate that the work on training and awareness-
raising is bearing fruit.
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Special Recommendation |V— Suspicious transactioneporting related to terrorism (rated PC in

the MER)

60.

61.

62.

63.

There were three deficiencies which contributethtorating of PC. Two of them have already
been discussed above: the problem relating to ptEmsuspicious transactions involving
financing of terrorism remains; the shortcomingtlie criminalisation of terrorist financing

which limited the reporting obligation has beene®d.

(Other) deficiency identified in the MERRussia should issue TF guidance to enhance the
effectiveness of the system for filing TF STR%. evaluators had noted an absence of guidance
on terrorist financing.

The Russian authorities pointed to Rosfinmonitdgr@rder No. 103 of May 2009 on approval
of the Recommendations concerning the Developm@riteria for Detecting and Identifying
the Indicators of Unusual Transactions, as releiatitis context. In the Order, 69 specific types
of transaction are set out as indicators of “exttamary” transactions (i.e. which may be
suspicious) for organisations to take into accomnrntentifying suspicious transactions for both
money laundering and terrorist financing. Whilesénare largely generic they do provide some
criteria for basic detection of TF STRs, while lemy flexibility for other transactions to be
deemed suspicious in this context at the organisatdiscretion.

The Bank of Russia have continued publishing renendations for credit institutions

concerning identification of transactions possibglated to terrorist financing and money
laundering in 6 Letters between 27 February 20@P%March 2011. Recently (2 August 2011)
Rosfinmonitoring released an Information Notice N@, which included a set of criteria for
monitoring and detecting transactions carried guindividuals which may possibly be linked to
terrorist financing.

Effectiveness

64.

65.

During the period covered by the MER, terroris@aficing STRs peaked in 2006 at 24,085. At
the beginning of the period reviewed by the examsirein 2004 — there were only 1,715 STRs
related to terrorist financing, though the 2004ufg increased to 2,104 when the mandatory
reports, which had elements of terrorist finandimghem, were included. Despite the steep rise
in STRs between 2004 and 2006, the MER concludgdhiere was a lack of effectiveness in the
TF STR system. Interlocutors were asked about &pstuations where financial institutions
filed TF STRs. These frequently included referenme&/NSCR 1267 (which was not apt for
SR.IV) or transfer of small amounts of money fromegion with supposed terrorist activities.
Thus there was little evidence of ‘real’ TF suspici

The 29 progress report in Table 12 shows the figuresS6R reports increasing in 2007 to
26,641 but then steadily declining in 2008 and 2808 falling sharply in 2010 to 1,970 only
(around the figure it was in 2004). It is not pbssin a desk review to assess whether the quality
of the FT STRs has improved. The number of TF itigasons containing FIU material is given
as 19 in 2008 and 15, and 22 in 2009 and 2010 cteely. It is difficult to draw meaningful
conclusions from this on a desk review. Thus thiereains a reserve on whether the TF STR
reporting regime is effective until the issue camtore fully explored in the next onsite visit.
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1.3.

66.

67.

68.

69.

70.

71.

Main conclusions

The financial threshold in respect of A.174.1 sdooé reconsidered and it is strongly advised
that it should be removed. Beyond this, on Reconttaton 1, progress has been made in that
the range of designated categories of predicatnoéf is now complete. An impressive number
of cases were investigated in the period underevevihough despite the threshold the large
majority of convictions remains for self launderiag opposed to laundering by third parties. As
at the time of the report, the Russian Federaoencouraged to make more use of the stand-
alone money laundering offence, where the evidgraenits, in the prosecution of serious
laundering in major proceeds-generating cases.

The shortcomings in the criminalisation of TF hdeen partly addressed in that the theft of
nuclear material is now covered. While the issuecofporate criminal liability has been
revisited, as the Action Plan required, there ispnagress on the issue of criminal liability of
legal persons. The Russian Federation have nortustens to address this shortcoming as they
consider their administrative sanctioning powerns aehieve the same results in practice without
the introduction of corporate criminal liability. h€ issue will need to be revisited in
MONEYVAL'’s follow up evaluation. In any event, thafence as it stands appears, on a desk
review, to be used effectively.

On Recommendation 5 and Customer Due Diligence rgbyethere have been several
significant and positive developments in the reguiameasures to address the shortcomings
identified in the report. Several issues, whileradded in other normative documents, still have
not been covered in Law or Regulation, as is reguiand as those terms are interpreted by
FATF). The major problem, which cannot be resolived desk review, is what is understood to
be meant by the term “beneficiary”, which is thenteused in the English translation of the
legislation, rather than “beneficial owner”. Thefid#ion in the AML Law seems not to be
entirely in line with the FATF definition, thoughhd¢ Russian Federation considers that the
FATF's definition of “beneficial owner” is how theoncept is understood in practice. This will
also be fully analysed in the forthcoming follow asite visit.

The other issue which still needs attention by Bussian Federation is to ensure that all
attempted money laundering and terrorist finan&igrs are reported to the FIU. Presently there
is no legal basis for reporting attempts by thaselived in occasional transactions. Overall,
though, the STR regime under R.13 appears to bkimgowell in practice.

In conclusion, subject to what has been said abth&,Russian Federation has responded
positively to most of the points on the Action Planthe last report with respect to the Core
Recommendations. Steady progress is being madealbvar the implementation of the
AML/CFT regime.

In conclusion, as a result of the discussions hrettle context of the examination of this second
progress report, the Plenary was satisfied withitf@mation provided and the progress being
undertaken and thus approved the progress repdrthenanalysis of the progress on the core
Recommendations. Pursuant to Rule 41 of the Rlgsazedure, the progress report will be
subject of an update in two years from the adoptibthis report unless the"sbnsite visit has
taken place before then.

MONEYVAL Secretariat
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ANNEX |

Article 174 Legalization (laundering) of monetary finds or other property acquired by other
persons by illegal means

1. Carrying out of financial operations and othransactions with monetary funds or other property
knowingly acquired by other persons by illegal meéxcept for the crimes stipulated by Articles ,193
194, 198, 199, 199.1 and 199.2 of this Code) ireotd give legal pretence of possession, use and
disposition of the above monetary funds or otheperty,-

- is punishable by a fine in the amount of up t6 H®usand roubles, or in the amount of the labor
wage or other income of the convicted person foer@od up to 1 year.

2. The same action, performed in large amount,-

- is punishable by a fine in the amount of from XB6usand to 300 thousand roubles, or in the
amount of the labor wage or other income of thevimbed person for a period of from 1 year to 2 gear
or by imprisonment for a term up to 4 years andhiite in the amount of up to 100 thousand roubtes
in the amount of the labor wage or other incomthefconvicted person for a period of up to 6 mowoths
without such and with restraint of liberty for arteup to 1 year or without such.

3. The actions specified in part two of this Articherformed:

a) by a group of persons by previous concert;

b) by a person with the use of his official positio

- are punishable by imprisonment for a term ofwB tyears and with a fine in the amount of up to 1
million roubles or in the amount of the labor wamgeother income of the convicted person for a gedb
up to 5 years or without such and with restrainttedrty for a term up to 2 year or without such.

4. Actions specified in parts two or three of tmegent article, if they are performed by an orgeahiz
group;

- are punishable by imprisonment for a term of ud@ years and with fine in the amount of up to 1
million roubles or in the amount of the labor wamgeother income of the convicted person for a geab
up to 5 years or without such and with restrainttafrty for a term up to 2 year or without such.

Note. Financial operations and other transactiatts nvonetary funds or other property performed in
large amount, in this Article and in Article 1740f the present Code, are deemed to be financial
operations and other transactions with monetarglduor other property to the amount exceeding six
million roubles.

Article 174.1 Legalization (laundering) of monetaryfunds or other property acquired by a persons
as a result of crime commission.

1. Carrying out of financial operations and otlransactions with monetary funds or other property
acquired by a person as a result of the crime cttdnby him/her (except for the crimes stipulatgd b
Articles 193, 194, 198, 199, 199.1 and 199.2 of tbode) in order to give legal pretence of poseassi
use and disposition of the above monetary fundgter property committed in large amount,-

- is punishable by a fine in the amount of from 10@00 thousand roubles, or in the amount of the
labor wage or other income of the convicted perfmma period from 1 year to 2 years, or by
imprisonment for a term up to three years withne fin the amount of up to 100 thousand roublesi or i
the amount of the labor wage or other income ofdtwevicted person for a period up to 6 month or
without such.

2. The actions specified in part one of this Agjgherformed:

a) by a group of persons by previous concert;

b) by a person with the use of his official positio
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- are punishable by imprisonment for a term up tgeérs with a fine in the amount of up to 500
thousand roubles, or in the amount of the laboren@gother income of the convicted person for doper
of up to 3 years or without such.

3. Actions specified in parts one or two of theserd Article, if they are performed by an organized
group;

- are punishable by imprisonment for a term of ud@ years and with fine in the amount of up to 1
million roubles or in the amount of the labor wamgeother income of the convicted person for a gedb
up to 5 years or without such.
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2. Information submitted by the Russian Federation for the 2™ progress
report

2.1. General overview of the current situation and the developments since the last
evaluation relevant in the AML/CFT field

Position at date of first progress report (23 Septaber 2009)

Following the Third Round Evaluation of the RussiAML/CFT system completed in July 2008,
FATF/MONEYVAL/EAG experts offered a number of recomandations to improve the existing laws
and enforcement measures. Under FATF RegulatibasRtssian Federation must take specific measures
to ensure continued development of the system esskpt a progress report at the MONEYVAL Plenary
in 2009, EAG Plenary in 2009 and FATF Plenary ia@0

Implementing such measures Russia expects to &hieximum compliance of its national AML/CFT
system with FATF 40 + 9 Recommendations. This imeslongoing efforts that take into account the
system performance, the needs for improvement @etén the course of law enforcement practice, as
well as comments and recommendations made by FIMCREYVAL and EAG experts.

Immediately following the Third Round Evaluation, July 2008 Rosfinmonitoring and other competent
Russian authorities started developing an ActianRb improve the Russian AML/CFT system taking
into account recommendations contained in the FR€port on the Russian Federation.

The prepared Action Plan was coordinated with to@r€il of Europe experts during consultations as
part of the AML/CFT Interagency Commission meetii§6 Petersburg, 4-5 September 2008). After
final revision, the Action Plan was endorsed by Emgne Minister of the Russian Federation (order o
the Russian Government dated 10 November 2008 VIReP13-6722). The Russian Government took
the implementation of the Action Plan under itscéalecontrol.

The Action Plan spanned six months — from 1 Jan@&@9 to 30 June 2009. The measures were
implemented with the participation of all Russianhmrities involved in the AML/CFT system, includin
the Federal Financial Monitoring Service (Rosfinmating), Bank of Russia (BoR), General
Prosecutor’s Office (GPO), Ministry of Internal Affes (MIA), Federal Security Service (FSS), Miryist

of Finance (MoF), Ministry of Justice (MoJ), Fedefaustoms Service (FCS), Federal Service for
Financial Markets (FSFM), and others. Represematiof financial institutions (FIs), professional
communities, non-financial professions, and redeanrstitutions were engaged in the implementatibn o
the Action Plan.

The Action Plan covered all aspects of the AML/GlyStem and it included taking specific measures to:
1) improve legislation;
2) improve the activity of law enforcement agenciad FIU;
3) improve supervision over the sectors of Fls, -fuisancial professions, and non-profit
organizations;
4) develop the system of personnel education acirig for purposes of the AML/CFT purposes.

Furthermore, the Action Plan prescribed the autiesrito analyze a number of the most topical
AML/CFT issues and submit proposals for their dolut to the Russian Government.
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As of 30 June 2009, the Action Plan was implementedpletely.

In our opinion we managed to achieve a number pbitant results that contribute to the effectivenes
and performance of the overall AML/CFT system adl a® raise the level of compliance of its certain
elements with the FATF Recommendations.

The results are presented in this progress report.

It is noteworthy that implementation of this Acti®tan was one of the main, but far from only, measu
taken by the Russian Federation to implement themenendations of evaluators team.. The results of
other measures are also reflected in the progegsstr

New developments since the adoption of the first pgress report

Since June 2010 the Russian Federation has intedddkIL/CFT-related amendments to:

" Federal Law No.115-FZOn Combating Legalization (Laundering) of Proceéasn
Crime and Financing of Terrorism (the AML/CFT Law);

" Law of the Russian Federation N0.4015-1 On Orgdioizeof Insurance Business in the
Russian Federatin

" Federal Law No0.395-1 On Banks and Banking ActRyity

" Federal Law No0.244-FZ On State Regulation of Attgi Related to Organization and
Carrying Out Gambling, and Regarding Introductibmendments to Some Legislative Acts of
the Russian Federatitn

] Russian Federation Code on Administrative Offences;

" Criminal Code of the Russian Federation;

These laws are generally aimed at further harnatioiz of the Russian legislation and
bringing it in line with the FATF Recommendatiodenmendments to the laws listed above are
reflected in Annex 3 hereto.

The Russian Federation adopted Federal Law No.2Z2dfRuly 27, 2010 “On Combating the
Misuse of Insider Information and Market Maniputeti and on Amendments to Certain
Legislative Acts of the Russian Federaffowhich establishes and regulates in detail ligjpitif
institutions/organizations and individuals for i trading.

Recommendation 5: In order to further improve tfeiency of the identification procedures
Federal Law No.176-FZ “On Amendments to the Fedésmlk on Combating Legalization
(Laundering) of Proceeds from Crime and Financihgerrorism and to the Russian Federation
Code on Administrative Offenc®sdated July 23, 2010 was adopted. The Law intreduthe
following new definitions: “beneficiary” and “ideification”. Besides that, according to this Law
the dates of birth of a customer, customer’s reqmiegive and beneficiary are added to the list of
information to be ascertained for the identificatjpurposes, which allows to avoid confusion in
case of names matching.

% Please see Appendix IlI
“ Please see Appendix IlI
® Please see Appendix IlI
® Please see Appendix IlI
" Please see Appendix IlI

8 Please see Appendix IlI
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The requirements concerning identification of baraf owners have been expanded. In
particular, Federal Law No0.176-FZ directly estdidis the obligation to identify beneficial
owners. Decree of the RF Government No0.967-r 006.2010 requires that in the course of
identification of legal entities special attentigimall be paid to the following issues:

a) the list of the legal entity’s founders (shaldbes);

b) the structure of the legal entity's managemelids and their powers;

c) the size of registered and paid-up authorizkdréy capital or the size of authorized fund

and the value of assets of a legal entity.
Shortcomings in the criminalization of terrorishdincing specified in the MER of the Russian
Federation are eliminated by a newly adopted Féderar N0.197-FZ dated 27.07.2010 “On
Amendments to Certain Legislative Acts of the Raisdrederation on Combating Legalization
(Laundering) of Proceeds from Crime and Finan@hgerrorism® and by the aforementioned
Federal Law No0.224-FZ. Federal Law No0.197-FZ erg@sathat terrorist financing includes
financing of offences related to illegal actionghwuclear materials (Articles 220 and 221 of the
Criminal Code).
In relation to the criminalization of ML Federal waNo.224-FZ imposes criminal liability for
misuse of insider information (Article 185.3 “Matk®Manipulation” of the Criminal Code is
revised and new Article 185.6 “Misuse of Insideiohmation” is added to the Criminal Code).
Rosfinmonitoring issued Order No.203 dated 03.0B)2(as amended by Order No.293 dated
01.11.2010%, which established the requirements for AML/CFairimg and education of the
personnel of financial institutions engaged in $aations with monetary funds or other property.
Federal Law No0.176-FZ strengthens the adminiseatiability of institutions carrying out
transactions with monetary funds or other propartg/or their executive officers for failure to
comply with the AML/CFT legislation, which involvesither an warning or imposition of an
administrative penalty on executive officers in #maount from ten thousand to fifty thousand
rubles, or disqualification for a period of up turde years; on legal entities — imposition of
administrative penalty in the amount from twentyoukand to one million rubles, or
administrative suspension of activity for a periodup to ninety days. Thus, administrative
liability of executive officers is enhanced bothrdihgh increasing the amount of penalty and
introduction of disqualification.
According to the aforementioned Law a new provismadded to Article 15.27 of the Code on
Administrative Offences which establishes administrative liability of arstitution carrying out
transactions with monetary funds or other propéotyfailure to comply with the AML/CFT
legislation, which has entailed laundering of criali proceeds or financing of terrorism
ascertained by valid court decision.
These amendments and modifications allow to coviepassible types of AML/CFT Law
violations in terms of both organization and impésmation of AML/CFT internal control
including implementation of the internal controlograms and procedures, fulfilment of the
customer and beneficiary identification requiremrsemtocumenting and filing information with
the designated authority as well as personnelitigiand education.
Besides that, Federal Law No0.176-FZ empowers sigmag authorities operating in their
respective sectors to take administrative actigasngt organizations and their executive officers.
As a result all supervisory authorities now havedti powers to impose administrative sanctions
(previously this was done through Rosfinmonitoriliy)s significantly improves effectiveness

° Please see Appendix IlI
19 please see Appendix Il
11 please see Appendix IlI

12 please see Appendix IlI
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and efficiency of supervision.

Pursuant to the provisions of Federal Law No.197elefed 27.07.2010 “On Amendments to
Certain Legislative Acts of the Russian FederattoanCombating Legalization (Laundering) of
Proceeds from Crime and Financing of Terrorism” tis¢ of persons involved in terrorist
financing is publicly available now. In June 20itlwas published in the Government edition —
the Rossiyskaya Gazeta. On one hand, such measlpe to prevent terrorist financing by
informing a wide range of organizations and indixts about potential participant of this illegal
activity. On the other hand, persons mistakenljuided in this list may timely become aware of
this and require Rosfinmonitoring to delist themhisT significantly enhances the level of
protection of their rights. There is already onegeadent of this. Besides that, Federal Law
N0.197-FZ establishes the grounds for delisting@as who pose no more threat to public safety
and security.

According to Federal Law No.162-EZthe time period for which Rosfinmonitoring can
independently freeze a FT-related suspicious trdiogais increased from five to thirty days.
Besides that, a mechanism of unlimited freezingasfets of persons suspected of terrorist
financing was introduced. This mechanism is impleteé according to a court decision made in
course of civil legal proceedings initiated by apgion from Rosfinmonitoring.

The Government of the Russian Federation continyqas/s particular attention to improvement
of functioning of the AML/CFT system and operatiohthe law enforcement and supervisory
agencies involved in. Special attention is focuseclimination of deficiencies revealed by the
FATF experts/assessors in the course of mutualuatreh. To further enhance these efforts
across the entire territory of the Russian Fedamatfie Government of the Russian Federation
and the Administration of the President of the Rars§ederation tasked Rosfinmonitoring with
arranging for and holding meetings with the goveentragencies operating within the AML/CFT
system framework in all Federal Districts. Such timgs were held in March — April 2011 in a
number of cities including those visited by the FATMONEYVAL and EAG experts/assessors
(Moscow, St. Petersburg, Rostov-on-Don, Nizhny Nwed, Yekaterinburg, Novosibirsk and
Khabarovsk). The meetings were jointly chaired bg Head of Risfinmonitoring and the
Plenipotentiary Representatives of the RF Presittergspective Federal Districts. Officials and
officers—in-field from almost all law-enforcememstipervisory bodies, prosecutor’'s offices and
the Central Bank participated in these meetingse fbund tables were arranged at the meetings
for field personnel to share the best practicess #xpected that such meetings will be held in
future since they help to optimize the AML/CFT systfunction.

A number of other organizational and administratmeasures have been taken. Details are
provided in the report.
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2.2. Corerecommendations

Please indicate improvements which have been nmadespect of the FATF Core Recommendations
(Recommendations 1, 5, 10, 13; Special Recommemdali and 1V) and the Recommended Action Plan

(Appendix 1).

Recommendation 1 (Money Laundering offence)

Rating: Largely compliant

Recommendation 0
the MONEYVAL
Report

f Russia should establish offences of insider tradimgj stock market manipulation.

Measures reporte
as of 23 Septembe
2009 to implemen
the
Recommendation o
the report

1. Federal draft law “On Amendments to the Crimitzédde of the Russia
Federation and the Criminal Procedure Code of thessiRn Federation
(establishing punishment for offences causing camable damage to rights al
interests of natural and legal persons in the #@&simarket), which envisage
criminal liability for price manipulations in theesurities market; passed by t
State Duma of the Russian Federal Assembly initkieréading on 8 May 2009;

2. Federal draft law “On Countering lllegitimate dJef Insider Information an
Market Manipulations”, which establishes basic wi¢iftns and counterin

reading on 17 April 2009;

3. Article 15.30 “Price manipulations in the setias market” has been introduc
into the Code of Administrative Offences with Feddetaw No. 9-FZ dated
February 2009. The Article establishes administeatiliability for price
manipulations in the securities market in the fafadministrative fine in amoun
of RUB 3,000 to 5,000 for natural persons; RUB 80,0 50,000 fine o
disqualification for a period of one to two yeary bfficials; RUB 700,000 tq
1,000,000 fine for legal persons.

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

Federal Law No. 2z-FZ "On Countering Misuse of Insider Informationd:
Market Manipulation, and Amending Certain LegislatiActs of the Russia
Federation13" (adopted by the Russian Parliamegt 2u2010), which, amon
others, has introduced amendments to the CrimimkmhiAistrative Codes of th
Russian Federation. Market manipulation and misisasider information havg
been classified as criminal offences.

Code of RF "Market Manipulation" defining the terflmarket manipulation" a
intentional dissemination through the media, inigcelectronic, information an
telecommunications networks of public use (inclgdithe Internet), of fals
information, or execution of transactions involvifigancial instruments, foreig
currencies and (or) goods, or carrying out of aitmeowillful acts prohibited by th
Russian Law on Countering Misuse of Insider Infation and Marke
Manipulation. Also, the Criminal Code of RF has meepplemented with Articl
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mechanism; passed by the State Duma of the RuBsidgral Assembly in the firs

The said Federal Law has introduced amendmentsticdled185.3 of the Criminal
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185.6 that provides for liability for misuse of ider information. Amendments
the Russian Code of Administrative Offences eihbs liability for marke
manipulation in cases when such act does not ¢otest criminal offence (Articl
15.30 of the Administrative Code), and for violatiof the law on counterin
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misuse of insider information and market manipolati(Article 15.35 of thg
Administrative Code) .

(Other)
since

changes
the  first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

Recommendation 5 (Customer due diligence)
I. Regarding financial institutions

Rating: Partially compliant

Recommendation o

f Russia should ensure that the following issuescakered by law or regulation: (i
a specific prohibition on maintaining existing acots under fictitious names, (ii)
requirement to carry out CDD where there is a scigwi of money laundering
regardless of any exemptions, (iii) performanceC&fD where there are doub
about the veracity of previously obtained custoridentification data, (iv) g
requirement to identify beneficial owners and imtjgallar to establish the ultimat
natural owner/controller and (v) requirements folonclucting ongoing du
diligence.

(7]

(D (D

the  MONEYVAL
Report
Measures reporte

as of 23 Septembe
2009 to implemen
the
Recommendation o
the report

As it has been already explained to the expertheércourse of the Third Round

Evaluation, Russia has sufficient legal provisiotigt prohibit opening o
maintaining existing accounts in fictitious namémder Item 5 of Article 7 of
Federal Law No. 115-FZ, credit institutions arehpbited from opening, and thu
maintaining, accounts (deposits) registered inndwme of anonymous holders, i
without the requisite identification documents ereed by the natural or leg
person that opens the account (makes a deposit).

According to Item 1 of Article 7 of Federal Law Nbl5-FZ, institutions that carr
out transactions with monetary funds and other gnypmust:

1) identify the person being serviced by the ingitih carrying out transactions wi
monetary funds and other property of the customer:

- in respect of natural persons — last name, fisshe and patronymic (unless t
law or national custom requires otherwise), cits&tep, details of the ID documer
migration card, residence permit of a foreign nalmr person without citizenshi
address of residence (registration), and taxpaattification number (if any);

in respect of legal persons — name, taxpayer ffigation number or code ¢
foreign organization, state registration numbemlcel of state registration af
location address;

2) take justified measures that are available unldercircumstances in order

determine and identify beneficial owners;

3) regularly update information about customers lzenkficial owners.

In accordance with Item 2.5 of BoR Regulation N62-®, data provided in th
customer’s questionnaire (dossier) may be recoraled stored by the cred
institution in an electronic database to which @redstitution employeeg
conducting identification of the customer deterrtiova and identification of the
beneficial owner can have real-time and permanesgss for purposes of verifyin
customer or beneficial owner data.

The recommendations on organizing legal risk asd lf business reputation rig
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management at credit institutions and banking gscagiopted in BoR Letter No.
92-T.

The recommendations on identifying persons who Heen or will be granted th
authority to manage a bank account (bank depdsitjuding the authority td
manage the bank account (bank deposit) using rebawstking service technologies
(including Internet banking) have been adopteddtidr No. 115-T.

Pursuant to the BoR Letter dated 20 January 2003No“On the Implementation
of the Federal Law “On Combating Legalisation (Ldering) of Proceeds from
Crime and Financing of Terrorism”, credit instituis received information on
mandatory observance of the requirements set obkederal Law No. 115-FZ tp
identify persons opening accounts and conductiagstctions via accounts of a
types.
Federal Law dated 3 June 2009 No. 121-FZ was adpp#at 2 of Article 3 of this
Law amends item 1.1 of Article 7 of the Federal L&@wn Combating Legalisation
(Laundering) of Proceeds from Crime and Financihd errorism” (hereafter the
AML/CFT Law). The amended AML/CFT Law states thimstitutions carrying out
transactions with monetary funds and other proparéynot required to identify |a
private customer, determine and identify the bemfiowner when the amount of
such transactions does not exceed RUB 15,000 areigh currency amount
equivalent to RUB 15,000 (except where employeesstitutions carrying out
transactions with monetary funds and other propédye suspicions that thjs
transaction is being carried out with the intentnedney laundering or terroris
financing)”. The amendment has thereby introdudesl requirement to perform
CDD when there are suspicions of money launderingteororist financing
regardless of any exceptions; additionally, theghold amount of a transaction that
requires no CDD for transactions that pose no MLAAFeat and raises no
suspicions of involvement in ML/TF has been dea@ddsom RUB 30,000 to RUB
15,000.
The Federal draft law “On Amendments to the Fedémld "On Combating
Legalisation (Laundering) of Proceeds from Crimel &iwnancing of Terrorism”
which has been submitted to the State Duma andkpected to be passed |in
September 2009, introduces the following new deding:
“beneficial owner” — proxy giver, grantor, principaowner or other person gn
whose behalf and (or) in whose interests and (prwylese expense the customer
(customer’s representative) carries out transastiwith monetary funds and other
property;
“identification” — a set of measures designed ttedrine the details of customers,
their representatives and beneficial owners asinedjlboy AML/CFT Law, verify
such details using originals of documents and doiy certified photocopies, and
make sure that mentioned documents (or their duytified photocopies
legitimately belong to the persons who presentethth

Rosfinmonitoring has developed recommendationgtferimplementation of thg
requirements of the AML/CFT Law to identify persopsing served (customers)
and beneficial owners (Informative Letter No. 2ethi8 March 2009), which haye
been brought to the attention of the institutioesicerned and published on the
official Rosfinmonitoring website.

The above mentioned recommendations must be obfigancorporated by the
institutions into their internal control rules, stnthe AML/CFT Law and Russian
Government Decision No. 983-r require that reconutaéions issued by the FIU to
be incorporated into internal control rules. Thstilmtions concerned are currently
completing the procedure of repeated reconciliabbmnternal control rules with

D
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the respective supervisory bodies.

Rosfinmonitoring Informative Letter No. 2 requirdse institution mandator
completion a questionnaire (dossier) for the custoifibeneficial owner) if thg
transaction raises suspicions that it is relatedtdTF or if the transaction i

complex or unusual in its nature and has no obvemasmomic rationale or obvious

legitimate purpose, and (or) if the transactiorcasried out to evade mandatgry

control procedures stipulated in the AML/CFT Lawlhe dossier must conta

documents obtained during CDD (including informatabout founders owning 5%
of shares (interest) or more, as well as the ML/T$k assessment of the

customer/beneficial owner).

Moreover, the institution must update the detallsthe customer or beneficial
owner if the customer, beneficial owner or tranisachave raised suspicion of their

involvement in ML/TF or doubts about the veracifydata obtained previously.
This requirement must be fulfilled in all casesamtiess of any exceptions.
Government Decision No. 983-r (item 10) requiregima special attention to th
following when performing identification:

a) list of founders of (partners in) a legal person

b) structure of governing bodies of the legal perand their powers;

c) the size of registered and paid-in authorizdubares) capital or size of the

authorized fund and value of assets.
Rosfinmonitoring Informative Letter No. 2 specififlsis requirement obligatin

institutions to record the following details, amasters, in the customer’s dossier:

J

- on the governing bodies of the legal person ¢stine and membership of the legal

person’s governing bodies);

- on the identities of founders (members) of a llggason — to be submitted f
founders (members) owning five or more percent hafres (interest) in a leg
person;

The information on the identities of founders (mensh of a legal person includes:

- in respect of natural persons: last name, fiesh@, patronymic (unless the law
national custom requires otherwise), as well aes¢€if any) and number of the |
document, and the taxpayer identification numtear(y);

- in respect of legal persons: name, taxpayer ifigation number or foreign
organization code.

Rosfinmonitoring Informative Letter No. 2 requirepdating the details of th

customer or beneficial owner if the customer, bierdfowner or the transaction

have raised suspicion of their involvement in ML/@iFdoubts about the veracity
data obtained previously.

Establishing business relations with the custorttes, institution must assess t
customer’s ML/TF risk level and subsequently comtyamonitor the customer’
transactions in order to take into account changése level of risk.

DI
al

The institution must pay special attention to tesmi®ns carried out by a customer

that has been assigned an increased risk levélding constant monitoring of thi
customer’s transactions.

The institution must update information obtainediny CDD at least once eve
six months for customers in the heightened riskugrand at least once a year

other customers, as well as revise the risk ley¢his information changes or in t
following cases:

- a customer, beneficial owner or transaction smespicions of involvement i
ML/TF;

- the transaction is complex or unusual in its retand has no obvious econon
rationale or obvious legitimate purpose, of there @asons to believe that t
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transaction is carried out to evade mandatory cbmmocedures stipulated in the
AML/CFT Law (item 3.5).
Thus, Rosfinmonitoring has established requiremésntsall Fls to conduct CDD
when there are suspicions of customer involvemenML/TF or doubts about
previously obtained information, as well as requieats to constantly carry out due
diligence.

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

In order to further improve the identification meadism Federal Law No.176-FHZ
“On Amendments to the Federal Law on Combating lizgi#on (Laundering) of
Proceeds from Crime and Financing of Terrorism tmdhe Russian Federation
Code on Administrative Offences”14 dated July 281@ was adopted. The Law
introduced the following new definitions:
“Customer — an individual or legal entity serviclkg an institution carrying oyt
with monetary funds and other property”;
“Beneficiary — a person whose benefit the custoawts for, in particular under |a
brokerage, agency, commission and grant agreemehgn carrying ou
transactions with funds or other assets”;

“Identification - a set of measures for obtainimjormation on customers, their
representatives, and beneficiaries required byAtle&/CFT Law, and verification
of such information using original documents and) (duly certified copieg
thereof”;
“Data (information) recording - obtaining and colidation of data (information) in
hard copy and/or in other forms in order to impletrtae AML/CFT Law”
Besides that, pursuant to the said Law the dakérthf of a customer is added to the
list of information to be ascertained for the idfécaition purposes, which allows to
avoid confusion in case of names matching.
At the same time we reaffirm that the procedureofzening accounts prescribed py
the laws applicable before the AML/CFT Law cameifdrce precluded the use pf
fictitious names. An account could be opened oplynulD presentation.
According to Item 5.2 of Article 7 of the AMLCFT ka5 an institution is entitled
to refuse to sign a bank account agreement witmdinidual or a legal entity i
such customer has provided false documents.

Federal Law No.176-FZ16 amended Item 5 of the AME¥CLaw which now
prohibits entering into a bank (deposit) accoumeament with a customer if such
customer and/or his representative fail to providecuments required fg
identification of such customer and/or his représt@re in the situations specifigd
in the AML/CFT Law.
Decree of the RF Government N0.967-r dated 10.08.2D (which substituted the
RF Government Decree No0.983-r) approved new Inter@antrol Rules
Development Recommendations which prescribe to Idpve customer and
beneficiary identification program with due consaten for the provisions of the

=

14 please see Appendix IlI

15 please see Appendix IlI

16 please see Appendix I1I
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AML/CFT Law and Rosfinmonitoring requirements.

Rosfinmonitoring has developed such requirementhicfw are set forth in

Rosfinmonitoring Informative Letter N0.218) and apged them by Order No.591
dated 17.02.2011.

Item 2.10 of Order No.59 requires that an institutshall update the information on

a customer, customer’s representative and bensfididgt has doubts about th

veracity of data obtained previously in course raplementation of identification

program or if a customer, beneficial owner or teanti®ns have raised suspicion
their involvement in ML/TF.

Besides that, ltem 1.7 of the said Order estaldighat institutions shall verify

9

e

of

documents provided by a customer and/or customepsesentative using the data
contained in the unified state register of legdities, the consolidated state register

of foreign companies’ representative offices adteedn the Russian Federation
well as using databases containing information ast hnd/or invalid passport
passports of deceased natural persons and logtgraEsms.

An institution may also use other additional (sdi@siy) information sources

legitimately available to it.

Difficulties in verification of information providé by a customer, undue delays|i
providing transaction (deal) information and docuatséy a customer, provision by

a customer of information that cannot be verifiedsoch verification is too costl

Rosfinmoniotoring’s Order No0.103 dated 08.05.20092Mhese criteria sha
necessarily be incorporated in Internal ControleRubf an institution. In suc
situation an institution should file a STR with Romonitoring.

Pursuant to Decree No0.967-r and Rosfinmonitorin@sder No.59 when
establishing business relationship with a custoarerinstitution shall assess t
customer’s ML/TF risk level and subsequently condumyoing monitoring of thg
customer’s transactions to detect any changeitetrel of risk.
An institution shall pay particular attention tarisactions carried out by a custor
that has been assigned an increased risk leveluding through ongoing
monitoring of such customer’s transactions.

y
are the criteria of suspicious transaction (dealy a&stablished by
I
h

An institution shall update information obtainedidg CDD at least once in ever

six months for high risk customers and at leaseangear for other customers, g
revise the risk level if such information change#:o

- a customer, beneficiary or transaction raisepisims of involvement in ML/TF;
- a transaction is of complex or unusual nature had no obvious econom
rationale or obvious legitimate purpose, or there @asons to believe that t
transaction is aimed at evading mandatory controcgdures stipulated in th
Federal Law.
Thus, Rosfinmonitoring has established requiremfamtall financial institutions tqg
conduct CDD when there are suspicions of customeolvement in ML/TF on
doubts about veracity of previously obtained infation, as well as introduce
more detailed and strict requirements to undertaigning CCD measures.
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Recommendation 0
the MONEYVAL

f The following matters should be set out in law,utation or other enforceabl
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means: (i) requirement for non-Cls to understan@ tbwnership or contrg
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Report

structure of a legal person, (ii) requirement tceadain the purpose and intendg
nature of the business relationship, (iii) requiramts for the timing of verificatio
of identification, and (iv) consequences of a fa&ilto conduct CDD.

ad

Measures reporte
as of 23 Septembe
2009 to implemen
the
Recommendation o
the report

Government Decision No. 983-r (item 10) requiregimz special attention to th
following when performing identification:

a) list of founders of (partners in) a legal pegrson

b) structure of governing bodies of the legal perand their powers;

c) the size of registered and paid-in authorizeuang) capital or size of th
authorized fund and value of assets.

Rosfinmonitoring Informative Letter No. 2 specififisis requirement obligatin
institutions to record the following details, amasters, in the customer’s dossie
- on the governing bodies of the legal person ¢stine and membership of the leg
person’s governing bodies);

- on the identities of founders (members) of a llggason — to be submitted f
founders (members) owning five or more percent ladras (interest) in a leg
person;

The information on the identities of founders (mensh of a legal person includes:

- in respect of natural persons: last name, fiesh@, patronymic (unless the law
national custom requires otherwise), as well aesdif any) and number of the |
document, and the taxpayer identification numtear(y);

- in respect of legal persons: name, taxpayer ifigation number or foreigrn
organization code.

Rosfinmonitoring Informative Letter No. 2 required® complete custome
identification, determine and identify the benefloowner within 7 working day
from the day of the transaction or deal, if upor #stablishment of long-ter
relations the nature of transactions and deals siakmpossible to perform CDI
before their completion (taking into account measuravailable under th
circumstances) in the scope required by Annexes tb-3Rosfinmonitoring
Informative Letter No. 2.

Moreover, the State Duma is considering the Fedkedt law “On Amendments t
Article 7 of the Federal Law “On Combating Legafisa (Laundering) of Proceed
from Crime and Financing of Terrorism” and Part Twefothe Civil Code of the
Russian Federation”. It envisages the right forredit institution to refuse t

perform a bank account (deposit) contract withdirgtomer in the following cases:

- there is information that the customer or custosmepresentative presented fa
or invalid documents upon opening the bank acc@making the deposit);

- there is information that the customer or custtsneepresentative is involved i
terrorist activities, where such information hagm®btained in accordance wi
AML/CFT Law;

- information is obtained in the process of docutimgndetails (information) a
required by internal control rules or internal gohtprograms, which indicates
complex or unusual nature of the transaction, whiels no obvious econom
rationale or obvious legitimate purpose, or is ocasistent with the types of th
customer’s business, or repeated transactions als diee nature of which give
reasons to believe that their purpose is to evagleniandatory control procedure,
well as other circumstances giving reason to beltbat transactions are carried

with the objective of money laundering of proceddsm crime or terrorisi
financing;

- repeated failure to present documents requesyedhd® credit institution or

repeated submission of false or invalid documegtshle customer or customer
representative within one year.
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Thereby, the Federal draft law “On Amendments te thederal Law ‘Orj
Combating Legalisation (Laundering) of ProceedsnfrGrime and Financing @
Terrorism”, expands conceptual framework the AMLICEaw by defining such
terms as “organizing internal control” and “implemieg internal control”, and
specifies the CDD requirements and requiremendeatify beneficial owners. A
the same time, the Federal draft law “On Amendm&niSertain Legislative Act
of the Russian Federation Regarding Counteractirggalization (Money
Laundering) of Proceeds from Crime and TerrorishaRcing” establishe
administrative liability for both natural and legarsons for failure to organize a
implement the internal control.

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

Federal Law No0.176-FZ dated July 23, 2010, whicleraded the AML/CFT Law
introduces the definition of “beneficiary” and s the information that shall b
ascertained in respect of a beneficiary.

It should be noted that Item 1 of Article 7 of tAhML/CFT Law strengthens th
requirements for identification of the beneficiatie

Decree of the RF Government N0.967-r dated 10.0®.2{pproved new Intern
Control Rules Development Recommendations whictsqoitee to develop
customer and beneficiary identification programhwitue consideration for th
provisions of the AML/CFT and Rosfinmonitoring réguments.

Decree of the RF Government No.967-r of 10.06.2@Hires that in the course

identification of legal entities special attentigimall be paid to the following issues:

a) the list of the legal entity’s founders (shatdbos);

b) the structure of the legal entity’'s managemeiés and their powers;

c) the size of registered and paid-up authorizdthréy capital or the size
authorized fund and the value of assets of a kenfitly.

FSFM Order N0.10-49/pz-n21 dated July 20, 2010 @amat the “Regulation o
Terms of Licensing and Professional Activities ihet Securities Market
(hereinafter the Regulation). According to this Ratjon complete informatio
about ownership structure should be understood isdodure of details of
person/group of persons who owns directly or irdiyeat least five per cent of th
licensee’s registered share capital. Such infoonatin the said person or group
persons is deemed to be disclosed if such persemfyrs of such group) is tk
Russian Federation, a constituent region of thesiand-ederation, a municipality,
natural person, a legal entity that discloses mfdion pursuant to Article 30 ¢
Federal Law No0.39-FZ dated April 22, 1996 “On Séms Market’22, or a non
profit organization (except for non-profit partries), or a foreign national g
entity having a similar status.

Complete information about the licensee’s ownershipcture must be submitted
the FSFM in electronic form or in hard copy notelathan 15 business da
following the reporting quarter.

Pursuant to Decree N0.967-r the identification paoy shall envisage obtainir
additional information on a customer in additiorthat specified in Article 7 of th
AML/CFT Law (e.g. codes of federal statistical ntoning forms which contair
information on core activities of an individual/Egntity; founders (members) of
legal entity; structure of legal entity’s manageirieodies and their powers; size
registered and paid-up authorized (share) capitaize of authorized fund; th
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value of assets of a legal entity).
Thus, pursuant to the aforementioned AML/CFT refjoes an institution, irj
addition to the identification data, shall identdycustomer’s activity profile which
determines the nature and expected purpose ofdsssielationship.
When establishing business relationship with aamet an institution shall assess
and assign a ML/TF risk level (section 2.1 of OrNeNe59) with consideration fof
transaction characteristics and types and conditifractivities that pose enhanced
risk of customer involvement in ML/FT transactioasd are included by g
institution in its Internal Control Rules as requirby the FATF Recommendatign.
After that an institution shall conduct ongoing ntoring of the customer’'s
transactions to detect any changes in the leveslof
In this context an institution obtains data on ty@ad conditions of customer’s
activities and records them in a customer file. ies that, data on types a
conditions of customer’s activities are used bytitngons for implementing th¢
requirements set forth in Iltem 2 of Article 7 otAML/CFT Law for documenting
transactions which are inconsistent with the puepas entity’s activities specifie
in its constituent documents.

Pursuant to Decree N0.967-r procedure for detediraly inconsistent transactions
(deals) shall be specified in the Internal ConRales during the development of a
program for detection of transactions subject tatrao.
Besides that, the program for detecting transastiuiject to control developed by
an institution shall specify a procedure for examgnbackground and purpose of
such transactions (deals) and documenting thenfiysdi
According to Rosfinmonitoring Order No.103 if theseno reasonable link between
a type and nature of customer’s activity and aisersuch customer requests from
an institution carrying out transactions with furmisother assets, as well as it a
transaction is inconsistent with the purposes dityem activities specified in itg
constituent documents, an institution shall filBER with Rosfinmonitoring.
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Recommendation 0
the MONEYVAL
Report

f Requirements relating to enhanced and simplifieel diligence should be clarified,
in particular the exemptions from conducting CDD situations relating tg
occasional transactions. Further guidance to Fls aealing with legal
arrangements from overseas would be helpful.

Measures reporte
as of 23 Septembe
2009 to implemen
the
Recommendation o
the report

The requirements are specified in Rosfinmonitotimigrmative Letter No. 2, witl
the customer ID requirements similar to both reg@ad occasional customers
regardless of the type, nature, and amount of bagar transactions. The
exceptions set out in item 1.1 of Article 7 of theIL/CFT Law (both in the current
wording and the one to come into force on 5 Decen#i®)9) apply only td
occasional payments up to RUB 30,000 by naturaqrer as payment of utility and
other social services bills (RUB 15,000 regardigsthe nature of payment unless
such transactions raise ML/TF suspicions in the AGHET Law wording to come
into force on 5 December 2009).
The issue of elaborating further guidance for Fisdmaling with foreign legal
arrangements attracted due attention from EAG gMdidRussia’s initiative it was
discussed at the 10th EAG Plenary in June 2009.tBtige complex nature of thjs
matter, recognized by the FATF and MONEYVAL reprdstives, the EAG
Working Group on Mutual Evaluations and Legal Issuas tasked with working
out and reporting to the EAG within 2009 the apples to settle the issue,

acceptable to all EAG member states including Russi

33



Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

Federal Law No.121-FZ dated June 03, 2009 “On Ammamds to Certain
Legislative Acts of the Russian Federation amerieeteral Law N0.115-FZ23" b
clarifying the requirements for identification ohdividuals and legal entitig
serviced by an institution. Simplified CDD procedumn respect of low-rish
transactions (occasional payments not exceedir@P@5ubles (approximately 5@
US dollars)) carried out by customers has beeifieldy the procedure now requirg
that identification of a customer must be carrietlibthere are any suspicions tj
the transaction is related to ML/FT.

Federal Law No0.176-FZ dated July 23, 2010 providifinition of the
“identification” term.

According to the said Law, identification is “a set measures for obtainin
information on customers, their representativesl laeneficiaries required by th
Federal Law, and verification of such informatiaing original documents and (g
duly certified copies thereof”.

The clear definition set by the law will raise ihgions’ awareness of their CD
obligations and, consequently, improve the efficieaf CDD measures.

Besides that, Rosfinmonitoring has developed a ¢hederal Law which will allow
for performing simplified identification of customseand beneficiaries in situatio
when there is a minimum risk that transaction isdeted for the ML/FT purpose

Recommendation of A stronger link in the AML/CFT Law should be estii#d between the need

the  MONEYVAL | ascertain whether a customer is acting on behalfanbther person and th

Report requirement to collect identification data. Furthelarification in the AML/CFT
Law on the meaning of the term “beneficiary” and tmeasures which financi
institutions should take to comply with the measwveuld be helpful.

Measures reporte| As it has been pointed out the State Duma is cerisigl the Federal draft law “O

as of 23 Septembe
2009 to implemen
the

Recommendation o
the report

Amendments to the Federal Law “On Combating Legtbfis (Laundering) o
Proceeds from Crime and Financing of Terrorism”,iolthexpands conceptu
framework of the AML/CFT Law by explanation suchinteas “beneficial owner”
“Beneficial owner” — proxy giver, grantor, principaowner or other person g

(customer’s representative) carries out transagtigith monetary funds and oth
property.

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

Federal Law No0.176-FZ dated July 23, 2010, whiclerased the AML/CFT Law
introduces the definition of “beneficiary” and sjexs the information that shall b
ascertained in respect of a beneficiary.

It should be noted that Item 1 of Article 7 of thML/CFT Law strengthens th
requirements for identification of beneficiaries.

Decree of the RF Government No.967-r of 10.06.20ten 11) requires that in th
course of identification of legal entities specatention shall be paid to th
following issues:

a) the list of the legal entity’s founders (shatdbes);

b) the structure of the legal entity's managemeids and their powers;

a credit institution is obliged to determine andritify the beneficiary, i.e. a persg
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whose behalf and (or) in whose interests and (owWhmse expense the customer
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c) the size of registered and paid-up authorizdthréy capital or the size of
authorized fund and the value of assets of a kenfitly.
Besides that, pursuant to Section 1.2 of Regulaifdhe Bank of Russia No.262{P

bn

whose benefit the customer acts for, in particulader a brokerage, ageng

Z please see Appen
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commission and grant agreement, when carrying kansactions with funds ar
other assets.
FSFM Order No.10-49/pz-n dated July 20, 2010 ammtdhe Regulation on Terms
of Licensing and Professional Activities in the @dties Market” (hereinafter the
Regulation). According to this Regulation complatormation about ownership
structure should be understood as disclosure afldetf a person/group of persops
who owns directly or indirectly at least five pegnt of the licensee’s registered
share capital. Such information on the said pemsagroup of persons is deemed|to
be disclosed if such person (members of such grisuff)e Russian Federation, a
constituent region of the Russian Federation, aicipadity, a natural person, a
legal entity that discloses information pursuanftticle 30 of Federal Law No.39-

FZ dated April 22, 1996 “On Securities Market”, arnon-profit organization

(except non-profit partnerships), or a foreign ol or entity having a similar

status.
Complete information about the licensee’s ownershipcture must be submitted |to
the FSFM in electronic form or in hard copy notefathan 15 business days
following the reporting quarter.

Recommendation of Russia should develop further guidance for finahdiastitutions to enable
the  MONEYVAL | appropriate identification of legal formations asetfinancial sector is expanding
Report and becoming more internalized.

Measures reporte( The issue of elaborating further guidance for Fisdealing with foreign legal
as of 23 Septembe arrangements and formations attracted due attefiion EAG side. At Russia’s
2009 to implemen| jhitiative it was discussed at the 10th EAG PlenaryJune 2009. Due to the

g:commen dation o complex nature of this matter, recognized by theTFAand MONEYVAL
the report representatives, the EAG Working Group on MutuahlBations and Legal Issués

was tasked with working out and reporting to theG#ithin 2009 the approaches
to settle the issue, acceptable to all EAG memia¢esincluding Russia.

Measures taken to| Federal Law No0.121-FZ dated June 03, 2009 “On Ammemds to Certain
implement ~ the | | egislative Acts of the Russian Federation amerfgederal Law No.115-FZ” by
recommendations | cjarifying the requirements for identification ofdividuals and legal entitid
since the adoption| g0 iced by an institution. Simplified CDD proceeuin respect of low-rish
of the first progress . : ' )
report transactions (ocqasmnal payments not exceed_q@)@&ubles (approximately 500
US dollars)) carried out by customers has beeifieldythe procedure now requires
that identification of a customer must be carriet ibthere are any suspicions that
the transaction is related to ML/FT.
Federal Law No0.176-FZ dated July 23, 2010 providifinition of the
“identification” term.
According to the said Law, identification is “a set measures for obtaining
information on customers, their representatives| laeneficiaries required by the
Federal Law, and verification of such informatiaing original documents and (Qr)
duly certified copies thereof”.
The clear definition set by the law will raise ihgions’ awareness of their CDD
obligations and, consequently, improve the efficieaf CDD measures.
Besides that, Rosfinmonitoring has developed a ¢hederal Law which will allow
for performing simplified identification of customseand beneficiaries in situations
when there is a minimum risk that transaction isdeted for the ML/FT purposes.

%)

(Other) changes
since the first
progress report
(e.g. draft laws,
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draft regulations or
draft “other

enforceable means”
and other relevant

initiatives

Recommendation 5 (Customer due diligence)
Il. Regarding DNFBP**

Recommendation o

f Russia should review the AML/CFT regime as it &gspio DNFBPs and ensure th

at

the  MONEYVAL | all of the relevant criteria are addressed. For icas, real estate agents and

Report dealers in precious metals and stones, the basicrnenendations set out earlier jin
this report in relation to Recommendations 5, 6 &l are applicable, as these
entities are subject to the full effect of the ARIET Law in Russia.

Measures reporte| Russia has analyzed the application of the AML/@&gGime to all designated non-

as of 23 Septembe
2009 to implemen
the

Recommendation o
the report

financial businesses and professions (DNFBPSs).

Russia has established unified AML/CFT requiremefais both Fls and thg
majority of DNFBPs — for casinos and gambling dstlgewellery businesses, re
estate agents, and pawnshops.

The relevant measures taken to eliminate the @efiés detected and implemg
experts’ recommendations to improve the AML/CFTteys in order to ensur
compliance with Recommendations 5 and 11 fully gpplthe aforesaid types (¢
DNFBPs.

Rosfinmonitoring has elaborated recommendationstiferimplementation of th
requirements of the AML/CFT Law to identify persobsing served (customer
and beneficial owners (Informative Letter No. 2adhi8 March 2009), which hay
been brought to the attention of the institutioesaerned and published on t
official Rosfinmonitoring website.

The said recommendations must mandatory be incatgubiby the institutions int
their internal control rules, since the AML/CFT Lamd the Russian Governme
Decision No. 983-r require that recommendationsedshy the FIU should be takg
into account.
Rosfinmonitoring has elaborated draft law whickcisrently being considered &
the State Duma. The draft law contains amendmenisticle 7.1 of the AML/CFT
Law, which fully extend the requirements of Articleto lawyers, notaries an
auditors (in terms of developing internal contrales and procedures, identifyin
customers and beneficial owners, recording the ssecg data, and reportir
information to the competent authority).
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

Decree of the RF Government No.967-r dated 10.0®.2pproved new Interni
Control Rules Development Recommendations whichsqoifee to develop
customer and beneficiary identification programhwitue consideration for th
provisions of the AML/CFT Law and Rosfinmonitoringquirements.
Rosfinmonitoring has developed the requirementsidentification of customer
and beneficiaries, inter alia, with consideratiar & level (degree) of risk g
customer involvement in ML/FT transactions and appd them by Order No.5
dated 17.02.2011.

It should be noted that Russia established unifstendard AML/CFT requiremen
for both financial institutions and designated fioancial businesses ar
professions.
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% j.e. part of Recommendation 12.
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Recommendation o

fIn relation to lawyers, accountants and notarigsedafic provisions to address ¢

the  MONEYVAL | of the relevant criteria in Recommendations 5, @ 8Al1 should be developed.

Report particular, extending the CDD requirements to imgutheir full range in the
legislation. Russia should also take steps to emamiays of increasing th
effectiveness of compliance with AML/CFT requireési@nthese sectors.

Measures reporte{ The aforesaid Federal draft law “On Amendments he Federal Law “Orn

as of 23 Septembe
2009 to implemen
the
Recommendation o
the report

Combating Legalisation (Laundering) of ProceedsnfrGrime and Financing @
Terrorism”, which is being examined by the Statemay would extent all CDL
requirements to lawyers, notaries, and personsigimyy legal and accountin
services.

Rosfinmonitoring has elaborated recommendationstiferimplementation of th
requirements of the AML/CFT Law to identify persomsing served (customer
and beneficial owners (Informative Letter No. 2adhi8 March 2009), which hay
been brought to the attention of the institutioesaerned and published on t
official Rosfinmonitoring website.

The said recommendations must mandatory be incatgubiby the institutions int
their internal control rules, since the AML/CFT Lamd the Russian Governme
Decision No. 983-r require that recommendationsadsby the FIU should be takg
into account.

Rosfinmonitoring identification recommendations alyuapply to lawyers, notarie
and accountants.

Besides agreements on cooperation in AML/CFT sphet@een Rosfinmonitorin
and Federal Lawyers and Notaries Chambers, botmB&@ have published ¢
their websites recommendations for lawyers and riestaon fulfilment of the
requirements of AML/CFT legislation in order to irese the effectiveness
prevention, detection and suppression of ML and cESes and explain th
procedure of information reporting to Rosfinmonitg.

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

In order to further improve the identification madism Federal Law No.176-H
“On Amendments to the Federal Law on Combating liegton (Laundering) of
Proceeds from Crime and Financing of Terrorism tmdhe Russian Federatig
Code on Administrative Offences” dated July 23, @0tas adopted. The La
introduced the following new definitions:

“Customer — an individual or legal entity serviclky an institution carrying ol
with monetary funds and other property”;

“Beneficiary — a person whose benefit the custoawts for, in particular under
brokerage, agency, commission and grant agreemehen carrying ou
transactions with funds or other assets”;

representatives, and beneficiaries required byAtMé&/CFT Law, and verification
of such information using original documents and) (duly certified copieg
thereof”;
“Data (information) recording - obtaining and colidation of data (information) in
hard copy and/or in other forms in order to implattbe AML/CFT Law”
Rosfinmonitoring has developed the requirementsidentification of customer
and beneficiaries, inter alia, with consideratiar & level (degree) of risk g
customer involvement in ML/FT transactions and appd them by Order No.5
dated 17.02.2011.

institutions and designated non-financial business® professions.

“Identification - a set of measures for obtainimgormation on customers, thei

Russia established uniform standard AML/CFT requésets for both financial
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Recommendation o

f With a diverse range of supervisory bodies (Rogfimitoring, the Assay Chambﬁ
the Federal Notaries Chamber and the Federal Lagy@&hamber) Russia should

the MONEYVAL
Report take steps to co-ordinate the overall approachis area.
Measures reporte| The AML/CFT legislation designates Rosfinmonitoriag)the body responsible f

as of 23 Septembe
2009 to implemen
the

Recommendation o
the report

coordinating of the activity of other bodies withA/CFT powers.

In practice, coordination of AML/CFT activity of parvisory bodies takes pla
parting the framework of the AML/CFT Interagencyr@uission (hereafter — th
Interagency Commission) set up by Ministry of FicarOrder dated 25 Octob
2005 No. 132n. It includes representatives of staf¢horities and, via th
Consultative Board at the Interagency Commissionsisting of representatives
self-regulating organizations (SROSs).

The Interagency Commission is a permanent coolidigndiody set up to ensu
coordinated efforts by federal executive bodiesceomed and the Bank of Russial i
the sphere of AML/CFT.

The Interagency Commission addresses the topisakssof interaction, includin
information exchange, works out a coordinated posibn issues of internation
cooperation in AML/CFT, discusses proposed imprameis to the AML/CFT|
system, examines the relevant draft laws and atiteragency acts.
The Interagency Commission has set up special wgrigroups to prepar
proposals relating to AML/CFT issues. In particular 2008 — 1half 2009 th
Working Group on Legal Issues, consisting of repntstives from
Rosfinmonitoring, BoR, FSFM, FISS, Roscomnadzornistry of Finance, the
Assay Chamber and a number of SROs, elaboratechherof draft laws aimed g
improvement of the AML/CFT system. Mentioned drktftvs take into accour
Recommendations contained in the 3rd round evaluatport on the Russig
Federation and then were discussed by the IntecggeGommission
Recommendations on criteria and indicators of ualusansactions were develop
jointly with supervisory bodies.

Moreover, Rosfinmonitoring signed cooperation agreets with the relevan
supervisory bodies (including with the Assay Chamhbe Federal Notarig
Chamber, the Federal Lawyers Chamber).
Rosfinmonitoring constantly disseminates informatielating to the highest-rig
institutions in terms of ML/TF for purposes of iespions, including unplanne
inspections.

of

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

Federal Law N0.176-FZ dated 23.07.2010 empowersuglérvisory authorities t
consider administrative offences covered by Artid6.27 of the Code o
Administrative Offences. Rosfinmonitoring coordiesitimplementation of theg
powers by the supervisory authorities through theerhgency AML/CFT
Committee and the Advisory Council established with(meetings with the
representatives of the private sector and selftaggry organizations) by providin
methodological guidelines and actively participatiin the meetings of th
supervisory authorities with the supervised insttis and their association
Besides that, Rosfinmonitoring regularly dissenénatriefing materials of
institutions posing high ML/FT risk for arrangingrf their inspections/audit
including unscheduled ones.

Important role in coordination of the DNFBP ideiatittion and CDD efforts i
played by the requirements set by Rosfinmonitori@rder No.59 date
17.02.2011) for identification of beneficiaries’ stamers which apply to bot
financial institutions and designated non-finanbiasinesses and professions.
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Recommendation o
the MONEYVAL
Report

f Russia should also examine the use of cash inghleastate sector in order to [
sure that there are no important gaps in the AMLTGSystem as it relates to th
sector.

e
is

Measures reporte
as of 23 Septembe
2009 to implemen
the

Recommendation o
the report

In Russia, cash settlement between legal personelass between a legal pers
and a natural person conducts entrepreneurshiputithstablishing a legal pers
(including real estate agents) is strictly regudateterms of the possible transacti
amount (not to exceeding RUB 100,000 under eachractnbetween mentiong
persons) and use of cash for a specific purpos® ([Bicective dated 20 June 20
No. 1843-U). A limit applies to cash amount thatynhe stored at the cashier de
of a legal person, which is controlled by a crastitution.

Non-cash payments between legal persons via accoopéned with cred
institutions is a mandatory procedure. (BoR Pravidilo. 2-P).

This procedure considerably reduces the possilfiitya real estate agents to (
cash payments. This is confirmed by the numbereaf estate transaction repo
submitted by banks within the framework of mandatoontrol. For customers ¢
institutions performing as real estate agents, gaymvia credit institutions ar
more reliable and minimize the risk of fraudulenthemes (payment usin
counterfeit money, customer’s deceit ).
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

Number of STR filed by the real estate agents @se® which is caused by t
impact of the financial crisis despite the increaseimber of real estate des
demonstrated by the mandatory control statistics.

Partly, it may be caused by stabilization of ecoosituation and increasin
demand of population for real estate as one ofniust attractive investmer
facilities.

However, reduction of number of reports filed bwlrestate agents under th
internal control programs is caused by enhanced AMAL internal contro
procedures implemented by real estate agents pomee to enhanced supervisi
exercised by Rosfinmonitoring and consequentlydduction of number of shad
transactions or customers during “the lull” in teal estate market, etc.

(Other)
since

changes
the first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant

initiatives

Recommendation 10 (Record keeping)
I. Regarding Financial Institutions

Rating: Largely compliant

Recommendation o
the MONEYVAL
Report

f Russia should close gaps in its legal system coirggidata storage.

Measures reporte
as of 23 Septembe
2009 to implemen
the

Recommendation o

Iltem 4 of Article 7 of AML/CFT Law contains a ditestruction that al
documents relating to monetary funds and ottveperty transactions as well
information required for identification must be r&td for five years. This perio
commences from the day of termination of relatiaith the customer.

the report
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

As already mentioned, the Government issued new raoce detailed Interng
Control Rules Development Recommendations (Decr@®6Y-r), which pursuar
to Section 7 of Article 7 of AML/CFT Law shall bake into consideration by th
institutions when developing such rules and procesiu

In particular, Decree N0.967-r prescribes to dgvedoprogram of retention ¢

Law and the internal rules and to ensure retertdfdhe following documents for &
least five years from the date of termination ddtienship with a customer:
a) documents containing information on organizasiarustomer, beneficiary an
other parties to a transaction and other docunrefdted to customer’'s operatio
(including business correspondence and other douisna the discretion of th
organization);

transaction (deal) reports;

¢) findings obtained as a result of analysis ofgh@munds and purposes of detec
unusual transactions (deals);

d) other documents obtained as a result of impléatien of the internal contrg
rules and programs.

The information retention program must ensure thetinformation and documen
are kept in such a way so as to provide accesstther a timely manner for bo
Rosfinmonitoring and other public authorities (inccardance with thei
competence) in the cases envisaged by the legislafithe Russian Federation.
Besides that, Rosfinmonitoing Order No.245 dated @2009, which regulates tk
procedure of filing reports with Rosfinmonitoringgquires institutions to kee

also documents evidencing submission of reportsirsjitutions (persons) t

1

information and documents obtained in course ofiémentation of the AML/CFT
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b) documents related to relevant transactions gjleainducted by customers and
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documents supporting the information on transastisith funds or other assets and

Rosfinmonitoring for at least five years from thegtel of termination of relationship
with a customer.
Recommendation of Russia should revise the AML/CFT Law to include e requisite
the  MONEYVAL | requirements for information storage, even if thisuld duplicate the requirements
Report established in other laws.
Measures reporte( Russia has analyzed the provisions of the curregtslation concerning the

as of 23 Septembe
2009 to implemen
the

Recommendation o

requirements for information storage. The proceksmplementing significan
amendments to AML/CFT legislation is currently urwigy. The need fo
amendments that would duplicate other laws in whiglevant requirements fq
information storage are set out will be considexdditionally.

r

=

the report
Measures taken to Please see information above.
implement the

recommendations
since the adoption
of the first progress
report

(Other)
since

changes
the first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant

initiatives
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Recommendation 10 (Record keeping)
ll. Regarding DNFBP*

Recommendation o

f Russia should review the AML/CFT regime as it &gspio DNFBPs and ensure th

at

the  MONEYVAL | all of the relevant criteria are addressed. For icas, real estate agents and

Report dealers in precious metals and stones, the basicrnenendations set out earlier jin
this report in relation to Recommendations 5, 6 &l are applicable, as these
entities are subject to the full effect of the ARIET Law in Russia.

Measures reporte| Russia has analyzed the application of the AML/@&gGime to all designated non-

as of 23 Septembe
2009 to implemen
the
Recommendation o
the report

financial businesses and professions (DNFBPSs).

Russia has established unified AML/CFT requiremefais both Fls and thg
majority of DNFBPs — for casinos and gambling dstlgewellery businesses, re
estate agents, and pawnshops.

The relevant measures taken to eliminate the @efiggés detected and implemeg
experts’ recommendations to improve the AML/CFTteys in order to ensur
compliance with Recommendations 5 and 11 fully gpplthe aforesaid types
DNFBPs.

Rosfinmonitoring has elaborated recommendationstferimplementation of th
requirements of the AML/CFT Law to keep recorddqtmative Letter No. 2 date
18 March 2009), which have been brought to thentitte of the institutiong
concerned and published on the official Rosfinmmimig website.

The said recommendations must mandatory be incatgxby the institutions int
their internal control rules, since the AML/CFT Lamd the Russian Governme
Decision No. 983-r require that recommendationsadsby the FIU should be takg
into account.

Rosfinmonitoring has elaborated draft law whickcisrently being considered &
the State Duma. The draft law contains amendmenisticle 7.1 of the AML/CFT
Law, which fully extend the requirements of Articfeto lawyers, notaries an
auditors (in terms of developing internal contrales and procedures, identifyin
customers and beneficial owners, recording the ssecg data, and reportin
information to the competent authority).
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

Russia established unified standard AML/CFT reguéets for both financig
institutions and designated non-financial businesaed professions which a
specified in detail in RF Government Decree No.p6fated 10.06.2010 “O
Approval of Recommendations for Development of AKIET Internal Contro
Rules by Institutions Engaged in Transactions Withds or Other Property” and
Rosfinmonitoring’s Order No.59 dated 17.02.2011 “&pproval of Regulation of
Identification of Customers and Beneficiaries, iindéia, with Consideration for
Level (Degree) of Risk of Customer Involvement ib/MT Transactions”.

I
re

Recommendation o

FIn relation to lawyers, accountants and notarigsedfic provisions to address ¢
of the relevant criteria in Recommendations 5, @ 8Al1 should be developed.
particular, extending the CDD requirements to imdutheir full range in the
legislation. Russia should also take steps to emamiays of increasing th
effectiveness of compliance with AML/CFT requireisienthese sectors.

the  MONEYVAL
Report
Measures reporte

as of 23 Septembe
2009 to implemen
the

The above mentioned Federal draft law “On Amendmémthe Federal Law “O
Combating Legalisation (Laundering) of ProceedsnfrGrime and Financing d@
Terrorism”, which is being examined by the Statemiay would extent all CDI
requirements to lawyers, notaries, and personsigimgy legal and accountin

Recommendation o

% e. part of Recommendation 12.
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the report

services.

Rosfinmonitoring has elaborated recommendationstferimplementation of th
requirements of the AML/CFT Law to keep recorddqtmative Letter No. 2 date
18 March 2009), which have been brought to thentitte of the institutions
concerned and published on the official Rosfinmaiig website.

The said recommendations must mandatory be incatguabiby the institutions int
their internal control rules, since the AML/CFT Lamd the Russian Governme
Decision No. 983-r require that recommendationsedshy the FIU should be takg
into account.

Rosfinmonitoring record-keeping recommendations alguapply to lawyers
notaries and accountants.

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

Russia established uniform standard AML/CFT requésts for both financig
institutions and designated non-financial businessel professions.

(Other)
since

changes
the first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

Recommendation 13 (Suspicious transaction reporting
I. Regarding Financial Institutions

Rating: Largely compliant

Recommendation o
the MONEYVAL
Report

f Russia should criminalize insider trading and mankenipulation, so as to enab
Fls to report STRs based on the suspicion thatastction might involve fund
generated by the required range of criminal offence

Measures reporte
as of 23 Septembe
2009 to implemen
the

Recommendation o
the report

Federal draft law “On Amendments to the Criminat€of the Russian Federati
and the Criminal Procedure Code of the Russian ra@da” (establishing
punishment for offences causing considerable dantageéghts and interests (
natural and legal persons in the securities markellich envisages criming
liability for price manipulations in the securitiezarket; passed by the State Du
of the Russian Federal Assembly in the first reqdin 8 May 2008.

Additionally, in order to implement recommendatpmcluding the ones listed
this item, the “Recommendations for developing ecidt for detecting an
identifying signs of unusual transactions” have rbeéaborated and adopted
Rosfinmonitoring’s order No. 103 dated 8 May 2009.

Meanwhile, the Russian Federation Financial MaifRetzelopment Strategy ti
2020, adopted by the RF Government Resolution dagedecember 2008 N

futures transactions and broadens the powers ohaeges to control pric
manipulations and insider trading in order to eaestimely detection of prics
manipulations and insider trading in the futuresket

2043-r, establishes mandatory requirements forangds to monitor non-standard
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Measures taken to

Federal Law No0.224-FZ dated 27.07.2010 On Combatitiguse of Insidel

implement the

Information and Market Manipulation and on Amendiseto Certain Legislativg

v
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recommendations | Acts of the Russian Federation (adopted by theeSbatma of the RF Federa
since the adoption| Assembly on 02.07.2010) introduced amendments tticlAr 185.3 “Market
of the first progress | Manipulation” of the RF Criminal Code, accordingvibich “market manipulation
report now means willful dissemination of information thatknown to be false throug
mass media, including electronic mass media, publdormation and
telecommunication networks (including the Internet)carrying out transactior
with financial instruments, foreign currency and) (products or undertaking oth
willful actions prohibited by the RF anti-insidaatling and market manipulatian
legislation. Besides that, Article 185.6 that eages liability for misuse of insider
information has been added to the RF Criminal Céaeendments have also begn
introduced to the RF Code on Administrative Offencand establish
(administrative) liability for market manipulatighsuch action does not constitute a
crime (Article 15.30 of the Code on Administrati@éfences) as well as for breach
of the anti-insider trading and market manipulatiegislation (Article 15.35 of the
Code on Administrative Offences).

Federal Law No0.224-FZ dated 27.07.2010 “On Combatitisuse of Inside
Information and Market Manipulation and on Amendiseio Certain Legislative
Acts of the Russian Federation” establishes, ammhgr things, that in order to
prevent, detect and deter misuse of insider inftomaand market manipulation|a
trade organizer shall exercise control over transag with financial instruments,
foreign currency and (or) products carried outtatls and commodity exchanges.
When exercising such control a trade organized:shal
1) establish rules of prevention, detection an@mlehce of insider trading and (ar)
market manipulation including criteria of transaog (bids) showing the signs pf
insider trading and (or) market manipulation (headier irregular transactions
(bids));
2) examine irregular transactions (bids) to deteemivhether or not they involy
misuse of insider information and (or) market mafagion. A trade organizer i
authorized, subject to agreement with a self-reagrfaorganization that integrates
trading participants, to empower such self-reguiatorganization to examin
irregular transactions (bids) carried out (made) itsy members for revealing
possible insider trading and (or) market manipafati
3) notify the federal financial markets authoritigoat all irregular transactions
(bids) detected during each trading day and onteestitheir examination.
When exercising control a trade organizer or arsgjtilatory organization acting
on its behalf are entitled to:
1) request trading participants and their employeesprovide the required
documents (including those received by a biddemftos customer), informatio
and oral and written explanations;

2) take other actions provider for in the interdatuments of a trade organizer gnd
aimed at prevention, detection and deterrence eddbres of the Federal Law and
associated regulations.
Trading participants who have the grounds to beliaat a transaction carried qut
on their behalf but at customer’'s expense or fail an behalf of a customer
involves insider trading an (or) market manipulatiare obliged to report such
transaction to the federal financial market autlyori
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iecom'\r/rlwgl&dEa\t(i\c;RLof Russia should finally introduce the obligation &port transaction attempts by on
UL time customers.

Report

Measures reporte{ The State Duma is considering the Federal draft 1@w Amendments to th
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as of 23 Septembe
2009 to implemen
the
Recommendation o
the report

Federal Law “On Combating Legalisation (Laundering)Proceeds from Crim
and Financing of Terrorism”, which envisages thghtriof institutions carrying ou
transactions with monetary funds or other propeudydeny the customer’
transaction order in the following cases:

- failure to present documents needed to recor@ dmformation) in case
established by the AML/CFT Law;

- there is information or other circumstances gjvireasons to believe that
transaction is carried out with the purpose of eytaundering or terrorig
financing. Under item 13 of Article 7 of AML/CFTaw, information about

denied transaction must be reported to Rosfinmdngo

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

According to Item 3 of Article 7 of the AML/CFT the employees of an institutid
carrying out transactions with funds or other asdetve got suspicion that a
transactions are performed for the money laundegirtgrrorist financing purpose
such institution is obliged to report these tratieas to the designate authorit

mandatory control and regardless of amount of amtigs to such transactions.
Besides that, pursuant to Items 11 and 13 of Auti¢cl of the AML/CFT Law
institutions engaged in transactions with fundstber assets have the right to rej
a customer’s order to perform a transaction, extptrediting funds transferred {
an natural or legal persons’ account, if no documeequired for recordin
information on such transaction as prescribed lsyRhderal Law are provided.

obliged to document and submit to the designatedosity information on theil
refusal, on the grounds specified in this Artide, enter into a bank (depos
account agreement with a natural or legal persah(ar) to carry out a transactig
not later than one business day following suchsafand in a manner specified
the RF Central Bank in coordination with the RF &mment.

irrespective of whether or not they refer to tratisas that are subject 1o

According to Item 13 of Article 7 of the AML/CFT bkacredit institutions are
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Recommendation o

f Russia should raise the awareness in the non-Glala minimum through an

the  MONEYVAL | enhanced training programme. The training shoultlowdy focus on the legal

Report obligations, but also include the reasons for elishing an AML/CFT system, as
well as examples, typologies and cases.

Measures reporte| “The Provision on the requirements for the trainargl education of personnel f

as of 23 Septembe
2009 to implemen
the

Recommendation o
the report

institutions carrying out transactions with mongtéunds and other property

order to prevent money laundering and terrorisiariting” was adopted b
Rosfinmonitoring’s Order dated 1 November 2008 N&66 (agreed with th
FSFM).

In implementing this provision, Russia has broadetensiderably the coverage
FlI personnel in educational and training programsuding using the resources
the International Training and Methodological Centif Financial Monitoring
established by Rosfinmonitoring.

According to this Provision, the compliance offieeand other employees of t
institution (including managers) must undergo mamgya AML/CFT training.
Training should be conducted in different forms-house training (directly at th
institution) at the stage of recruitment and pedal training necessitated &
changes in laws or internal control procedureslaegat the institution. Trainin
is provided according to the Standard Training PRaog adopted by
Rosfinmonitoring. As a separate subject the Progoéfers lectures on matters
detecting unusual transactions and deals, casiestudoney laundering typologig
and specific ML/TF schemes and methods. In padigcuh six months of 200
Rosfinmonitoring contributed to 88 educational dsethat provided training fg
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over 3,000 employees of institutions; Roscomnadaeld 128 trainings an
provided training for more than 21,600 Post of Raussployees in 2008.
Meanwhile, the International Training and Methodidal Centre of Financig
Monitoring has carried out the following:

- Standard Training Program for employees of tastins carrying out transactions

with monetary funds and other property adopted bgfiRmonitoring on 28 Apri
2009, and Methodological Recommendations on AML/CiF&ining are being
currently implemented;

- a training system for employees of institutiorerging out transactions wit
monetary funds and other property, which covergealéral districts of Russia wit]
unified centralized database is being created;

d

jm gl

- training for DNFBPs has been singled out intcepasate course of educational
and methodological work at the International Tragnend Methodological Centre
of Financial Monitoring.
Measures taken to| In order to inform the concerned employees of fnstins about the AML/CFT
implement ~ the | policy and procedure, Rosfinmonitoring issued Orbex256 dated 01.11.2008,
recommendations | \yhich establishes the requirements for the AML/QFdining and education df
since the adoption| o conne| of institutions involved in transactiomith funds and other assets [in

of the first progress
report

order to prevent money laundering and terroristriiring.

New revision of this Order (Order No0.203 of 03.@3.Q) was put into effect ip

October 2010.
In particular, Order N0.203, apart from the aforatimmed provisions contained
Order no.256, requires that the personnel AML/CEHiication and training progra

Decree N0.967-r and shall include studying of moieyndering and terrorig
financing standard patterns and typologies as waslistudying of criteria an
indicators of unusual transactions.

In compliance with the approved Consolidated Lidt Toaining Events of

n
m
(hereinafter the Training Program) shall be devetbpy institutions pursuant to
t
d

Roscomnadzor (dated February 1, 2010) intendethéprofessional development

of Roscomnadzor employees in 2010, two trainingkaloops were held in May arj
October 2010. The inspectors of the territorialoaff of Roscomnadzor attending

the said workshops received training on the follayisubject: “Specificities of

Supervision over Postal Communication Operationd an AML/CFT Sphere
Requirements, Methodology and Enhancement of Effiy” (160 inspectors wer
trained). The workshops were also attended by peeislists from Roscomnadzd

Rosfinmonitoring and ITMCFM. Similar training everdre scheduled for May and

August 2011.
Since Roscomnadzor has been empowered to handlénisitative offences

covered by paragraphs 1-4 of Article 15.27 of the ®ode on Administrative

Offences a training in form of Video Conference \wasvided to the heads (depu

ty

heads) of Roscomnadzor territorial offices, staspéctors and legal enforcement

specialists in May 2011 (300 persons were traingd)August 2011 a training

workshop was held for the inspectors of the tetidtmffices of Roscomnadzor (7
persons received training).

(Other)
since

changes
the  first
progress report
(e.g. draft laws,
draft regulations or
draft “other
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enforceable means”
and other relevant
initiatives

Recommendation 13 (Suspicious transaction reporting
ll. Regarding DNFBP*°

Recommendation o
the MONEYVAL
Report

f Russia should take steps to ensure that all in&irta covered by the requirement
report STRs are aware of the difference betweesetheports and those relating
mandatory control.

Measures reporte
as of 23 Septembe
2009 to implemen
the
Recommendation o
the report

Detailed recommendations on detecting, recordingl axamining unusug
transactions are provided in the aforesaid new ingrdf the recommendations (¢
developing internal control rules, which replaces tburrent recommendatior
adopted by the Russian Government Decision No. r98@urrently being
considered by supervisory bodies). The new recondat@ns require institutions f
develop as part of their internal control rulespacial program for detecting bo
transactions subject to mandatory control and sims transactions showing sig
of involvement in ML, and offer a number of recormdations on detecting arj
examining unusual transactions. RosfinmonitoringediNo. 103 dated 8 May 20(
adopted the recommended criteria (over 30) anat@tdiis (close to 60) of unusu
transactions, which have been expanded considevétilythe indicators of newly
detected unusual transactions and ML/TF schemes.

A special program for detecting suspicious traneast involves examining th
rationale and purpose of unusual transactions Iy dirsstomer, recording th
findings in writing, and analyzing other transanBoof the customer in order
justify the suspicious.

Besides, the institution must verify customer data information about the
customer’s transaction in order to justify the scigps that the customer
transaction is carried out in ML/TF purposes.

Institution’s executive makes the final decision dlassify the transaction
suspicious and file an STR with Rosfinmonitoringofdover, the institution ma
take a number of the following additional measuresequest the customer
provide explanations; additional information explag the economic rationale
the unusual transaction; pay heightened attenti@tl transactions of this customg
Besides Recommendations No. 983-r, the differendefween reporting
transactions subject to mandatory control and ¢iatgcexamining and reportin
unusual transactions must be explained to repoitisgtutions during standarn
training program (conferences, seminars) provithgdthe most experience
representatives of supervisory bodies and Rosfiitodmg. Such training is
mandatory in accordance with the Rosfinmonitorin@eder dated 1 Novembg
2008 No. 256 approving the Provision on the redqouésts for the training an
education of personnel for institutions carryingt dransactions with monetal
funds and other property in order to prevent mofeyndering and terrorig
financing.

According to this Provision, the officials and athemployees of the institutio
(including managers) must undergo mandatory AML/@fining. Training shoulg
be conducted in different forms — in-house trainfdigectly at the institution) at th
stage of recruitment and periodical training neitat®esl by changes in laws
internal control procedures in place at the in8titu  Training is provideg
according to the Standard Training Program adoptedRosfinmonitoring. As &
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#.e. part of Recommendation 16.
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separate subject the Program offers lectures ortermabf detecting unusual
transactions and deals, case studies, money ldéngdgmpologies and specific
ML/TF schemes and methods.
In particular, in six months of 2009 Rosfinmonitayicontributed to 88 educational
events that provided training for over 3,000 empks/of Fls.

Measures taken to| According to Item 3 of Article 7 of the AML/CFT Maif the employees of a
implement the | institution carrying out transactions with fundsather assets have got suspicion as
recommendations | 5 resylt of implementing the internal control pamgr that any transactions are
since the adoption| o tormed for the money laundering or terrorisafining purposes, such institution
of the first progress per . y _g . g purp ! .
report is obliged, not later than one business day folhgwihe date of detection of such
transactions, report these transactions to theodméd agency, regardless pf
whether they refer to transactions specified inclet6 of the AML/CFT Law o
not.
A transaction is recognized by an institution asspicious one, in a sense that it is
conducted for the money laundering or terroristaficing purposes, based pn
implementation of the internal control programscsfied in item 2 of Article 7 of
the AML/CFT Law.
Decree of the RF Government No0.967-r, dated June 2000, obliges the
institutions to develop and include in their int@reontrol rules a special program
allowing them to identify transactions subject tandatory control and suspicious
transactions showing signs of their relation to Mind provides a series of
recommendations for identifying and examining umlistansactions.
Item 19 of Decree N0.967 requires that the progcdnidentifying transactions
subject to mandatory control shall specify the prhoe of examining by an
institution of background and purposes of all suchnsactions (deals) and
documenting the findings in writing.
Upon detection of signs of unusual transaction [jdea institution shall analyz
other transactions (deals) carried out by a custaimgustify the suspicion of
customer involvement in ML/FT-related transactiofdeals) or series d
transactions (deals). It parallel an institutionlstake the following actions:
a) request a customer to provide necessary explasaincluding additional
information clarifying economic purpose of an uralsuansaction (deal);
b) pay special attention to all transactions (Jeedsried out by such customer |as
prescribed by the recommendations;
c) take other measures subject to compliance with Russian Federatign
legislation.
A respective record is made in the internal tratisaaeport on actions taken by an
institution with respect to a customer followingethdetection of an unusugl
transaction.
The final decision on recognition of a transactema suspicious or unusual one and
reporting it to Rosfinmonitoring is taken by thengeal manager of an institution.
The findings obtained in the course of examinatiblbackground and purposes |of
detected unusual transactions and other documebtgined as a result of
implementation of internal control rules and pragsashall be retained for at least
five years from the date of termination of relatibip with a customer.
The FSFM of Russia has issued and published tloenhaitive Letter “On Measures
to Prevent the Use of Stock-Market Instruments ion®y- Laundering Schemesg”
dated February 10, 2010. In this Letter the FSFébmamends the special executive
officers responsible for observance of the Intet@ahtrol Rules for Combating
Legalization (Laundering) of Proceeds from Crimed dinancing of Terrorism
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(hereinafter the “Rules”), and professional semsitmarket participant to tak
among other things, the following measures asqgfatteir official duties:

and record the findings in the respective repogsented to the manager (whi
may contain information on the grounds for exaniamgtcriteria and signs whic
arouse suspicions, measures taken during the eatiomin the findings, and th
recommendations worked out based on such findings);

- information on the findings obtained as a resdltsuch examination must f

the previous quarter;
- review the Rules from time to time for the pumpad updating the criteria arj
signs of unusual transactions on regular basise¢(bas the findings of the abo
examinations as well).

It is also recommended, based on the current AMI/Ggislation and the Rule
that the Report should include a well-groundedifjaation of the decision of th

describe the verification measures undertaken lafiridings obtained.
The FSFM of Russia also informed the professiomatigipants of the securitig
market about expediency of amending the Rules gakimo account the aboy
recommendations.
Rosfinmonitoring posted on its web-site a numbemmédrmative Letters clarifying
the division of responsibilities related to subridesof STRs and reports d
transactions subject to mandatory control, e.gorinfitive Letter No.15 date
28.06.2011 and Informative Letter No.14 dated 2@051.

Recommendation o
the MONEYVAL
Report

f For lawyers, notaries and accountants, Russia gshaiake steps to improy
understanding of the requirements in this areaegithe current low level @
reporting, and the lack of information available égaluate the effectiveness of |
regime.

Measures reporte
as of 23 Septembe
2009 to implemen
the

Recommendation o
the report

The Russian Ministry of Finance, the supervisorghbim this area, issued a speq
guidance on 31 March 2009 explaining to auditors andit firms the difference|
between transactions subject to mandatory contnol auspicious transactid
reporting. This letter is available on the offlcMinistry of Finance website an

methodological centres which provide professiorelebpment training progran
for auditors, in frames of which 214 auditors weegned in 2008.
Explanations concerning the implementation of tthentifications procedure an
risk assessment of the ML/TF transactions by thstammer are provided i
Rosfinmonitoring’s Informative Letter No. 2 datefl March 2009 the document
also recommended for lawyers, notaries and auditses By Rosfinmonitoring's
Order No. 103 dated 8 May 2009 a new wording obmamendations on the criter
and indicators of unusual transactions that musttdi&en into account upo
implementing internal control procedures by notriewyers, and auditors wi
adopted. The said recommendations contain indisatoat must be used, f
example, to detect fictitious firms, frontmen, etc.

D

- examine (check, analyze) the transactions susgemtt being related to ML/TIF

=0 0

included in the report on the results of implemgataof internal control measures
for combating money laundering and terrorist firagdhereinafter the Report) fo

U UJ

controller or special executive officer responsilolieobservance of Internal Contrpl
Rules on inexpediency of reporting a transactiorthim general manager of the
institution, and of the decision of the general ager of the institution not tp
submit the information/report on such transactitimghe competent authority, and

has been sent to professional audit associatiopariicular to 49 educational and
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participation of supervisory bodies (the Lawyersaf@ber, the Notaries Chambd
the Ministry of Finance) and Rosfinmonitoring reggatatives in order to clarif]
issues of AML/CFT Law implementation.

Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

Pursuant to Item 2 of Article 7.1 of the AML/CFTaW if a lawyer or a notary hg
any grounds to believe that deals or financialgaations are carried out for ML/H
purposes they are obliged to notify the designatetority thereof.

Thus, lawyers and public notaries are specificigsitb legal relationships related
anti-money laundering and combating the financifigtesrorism bound by thg
above mentioned provisions of the AML/CFT Law.

At the same time the supervisory agencies regufadyide the above sectors wi
the methodological assistance. The provisions afiRmonitoring’s Order No.20}

(training for the AML/CFT purposes) and the RF Goweent Decree No. 967

(new recommendations for the internal control rdeselopment) are used by t
SRO for elaboration of the appropriate recommendatfor lawyers, notaries an
accountants.

(Other)
since

changes
the  first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

Special Recommendation Il (Criminalisation of terraist financing)

Rating: Largely compliant

Recommendation 0
the MONEYVAL
Report

f Russia should establish the offence of theft ofeanenaterial and expand the T
offence to include this new offence.

Measures reporte
as of 23 Septembe
2009 to implemen
the
Recommendation o
the report

Russia has developed and submitted for the appodvhle State Duma the Drg
Law “On Amendments to Particular Legislative Aofsthe Russian Federation
the Sphere of Anti Money Laundering and CombathegFinancing of Terrorism’
which would supplement the list of terrorist offes in note 1 to Article 205.1 ¢
the RF Criminal Code with crimes stipulated iniélg 220 of the RF Criming
Code (“lllegal handling of nuclear materials oricattive substances”) and Artic
221 of the RF Criminal Code (“Theft or extortiontkviintent to procure nucleg
materials or radioactive substances”). So now tlke offence criminalises th
financing of all the offences that are listed ie #mnex to the Terrorist Financi
Convention.
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Measures taken to
implement the
recommendations

since the adoption
of the first progress

Pursuant to the Federal Law No. 197-FZ of July 2010 "On Amendments t
Certain Legislative Acts of the Russian Federatiothe AML/CFT Sphere", the
financing of crimes provided for in Art. 220 ("Tfaking in Nuclear Materials o
Radioactive Substances") and Art. 221 ("Theft xtoEion of Nuclear Materials g
Radioactive Substances") is classified as terréiriahcing.

=— 0O

report

Recommendation of Russian authorities should reconsider their positiooncerning the crimina
the  MONEYVAL | |iability of legal persons.

Report

Measures reporte| As for liability of legal persons, analysis of Epean experience relating

as of 23 Septembe

criminal prosecution of legal persons for ML/TFateld offences produced tl

o
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2009 to implemen
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the
Recommendation o
the report

following findings:
1) Russia did not assume international commitmemider which legal persor
involved in ML/TF crimes must be subject specifigab criminal prosecution. Th
relevant provisions of international treaties fatf by Russia envisage crimina
civil or administrative liability with the only cdalition that such sanctions be
effective, proportionate and preventive in nature;
2) Analysis of international criminal laws indicatéhat criminal liability of lega
persons essentially comes down to two measurdgjuidation of the legal perso
with confiscation of its property or disqualificati from a particular type Q
activity; b) a large fine. All these measures atiputated in Russian laws as
sanctions against legal persons engaged in terarisxtremist activities, whic
include terrorist financing, are involved in monkundering, or commit othe
illegal acts.
3) Consequently, currently there is not enoughfjaation for the creation of the
institute of criminal liability of legal persons the Russian legal system, althoygh
this issue should be reconsidered in the future.
At the same time it should be noted that the afdeBraft Law “On Amendments
to Particular Legislative Acts of the Russian ém@tion in the Sphere of Anti
Money Laundering and Combating the Financing ofrd&sm” contains an item
that supplements Article 15.27 of the RF Code ofmidstrative Offences with a
new part (Part 3), which sets forth liability fovilation of AML/CFT laws, which
has resulted in money laundering or terrorist faiag. Liability of legal person
for this offence is considerably strengthened.

(7]
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

The Federal Law No. 176-FZ of July 23, 2010 esthigls severe administrative
liability for organizations executing transactionith monetary funds and other
property for failure to comply with the law on coating money laundering and
terrorist financing resulting in an instance of mpMaundering or terrorist financing
established in accordance with a valid court sextehat applies if such actian
(inaction) does not constitute a criminal offenc&his act is punishable by an
administrative fine ranging from thirty to fifty dusand rubles or disqualification
for a period between one and three years for afficifrom five hundred thousand
to one million rubles fine or administrative susgien of activity for up to ninety
days for legal entities.
This level of liability of legal persons in the Rimn legal system is similar to
criminal liability of legal persons applied in otHegal frameworks.
The possibility of introducing the grounds for ligtly of legal entities to the
Criminal Code of the Russian Federation was digmiss several occasions, with
the participation of the President of the Russieddfation.
As a result of these discussions, the groundsidbility of legal entities in Russia
are included in the Code of Administrative Offeneesl the Civil Code of the
Russian Federation.

There are many enforcement measures, includingidigon, provided by
financial, administrative, arbitration, civil andther laws that exist and are
successfully applied against legal entities in@auntry. Thus, in particular, on the
grounds and in the manner prescribed by the CigilleCof Russia (Article 61)
Civil Procedure Code of Russia (Art. 245), Admirasive Code of Russia, Federa
Laws "On Combating Extremist Activity", "On Combagi Money Laundering and
Terrorist Financing” and "On Countering Terrorisnadhny entity engaged in
perpetration of an illegal activity or in other iaittes provided for in the existing
law may be liquidated by a court decision, its ficial operations may b
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suspended, or it may be subject to an adminis&dine, administrative suspensian
of activities, confiscation of instrument of criroe the object of an administrative
offence.
(Other) changes
since the first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant
initiatives
Special Recommendation IV (Suspicious transactioreporting)
I. Regarding Financial Institutions
Rating: Partially compliant
Recommendation of Russia should issue TF guidance to enhance thetigffeess of the system for filing
the  MONEYVAL | TF STRs.
Report
Measures reporte| The obligations of reporting institutions to féed forward TF STRs are set out|in
as of 23 Septembe the AML/CFT Law (Article 7, items 2, 3, 10). Moreetiled recommendations ¢n
2009 to implemen| yetecting transactions that may be associated WItATF are contained ir
03 : Rosfinmonitoring Order No. 104 dated 11 August 2G@3well as in the following
Recommendation o BOR letters:
the report ' . :
- BoR Letter dated 13 July 2005 No. 99-T “On metiiodical recommendations
for credit institutions developing internal consoldesigned for anti money
laundering and combating the financing of terrofism
- BoR Letter dated 27 April 2007 No. 60-T “On timesifics of customer service by
credit institutions using technologies of remoteess to the customer's bank
account (including Internet banking”);
- BoR Letter dated 28 September 2007 No. 155-T if@alid passports”;
- BoR Letter dated 30 October 2007 No. 170-T “Oa 8pecifics of providing
banking services to non-resident legal personsattgahot Russian taxpayers”;
- BoR Letter dated 2 November 2007 No. 173-T “Oa tecommendations of the
Basel Committee for Banking Supervision”;
- BoR Letter dated 26 November 2007 No. 183-T “@valid passports”;
- BoR Letter dated 18 January 2008 No. 8-T “On dpelication of item 1.3 of
Article 7 of the Federal Law ‘On Anti Money Laundey and Combating the
Financing of Terrorism’ ”;
- BoR Letter dated 13 January 2008 No. 24-T “Orsingi the effectiveness of
preventing suspicious transactions”;
- BoR Letter dated 4 July 2008 No. 80-T “On steppip control over individual
transactions in promissory notes by natural andllpgrsons”;
- BoR Letter dated 3 September 2008 No. 111-T “@irimg the effectiveness of
preventing suspicious transactions by customecsadfit institutions”;
- BoR Letter dated 1 November 2008 No. 137-T “Oising the effectiveness of
preventing suspicious transactions”;
- BoR Letter dated 23 January 2009 No. 8-T “Suppleting BoR Letter dated [L

November 2008 No. 137-T";

- BoR Letter dated 10 February 2009 No. 20-T “Okatiens with financial
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institutions of the USA”;
- BoR Letter dated 27 February 2009 No. 31-T “Oforimation published on thge
Rosfinmonitoring website”.
Additionally, in order to implement recommendatipimeluding the ones listed i
this item, the “Recommendations for developing ecid for detecting an
identifying indications of unusual transactiomsive been developed and adopted
by Rosfinmonitoring order No. 103 dated 8 May 20B@porting entities should
use these recommendations when developing titeimial control rules. Notably
the list of both criteria and indicators is nothamstive, but contains a speq
notion for the institutions to include addition@levant criteria/indicators at the
institution’s discretion.
The presence of criteria and indicators in intem@itrol rules is required by the
AML/CFT Law and the absence of such results in téfisal to approve th
institution’s internal control rules.

Reporting institutions must develop internal cohtnales ( this is a mandatory
AML/CFT Law obligation) on the basis of the proass of this Law, the Know
Your-Customer obligations, and the abovementiomedommendations d
supervisory bodies. The developed internal comtrtels and criteria contained
them serve as the guidance for filing TF STRs Ipprng institutions.

=5

D

=

Measures taken to| The Rosfinmonitoring's Order No. 103 of May 8, 20@®n Approval of the
implement ~ the | Recommendations Concerning the Development of @riteor Detecting ang
recommendations | |qentifying the Indicators of Unusual Transactioisimed at significantly raising
f):‘nt%z ft|rr1§t e:gofgssn effectiveness of the system and, inter alia, costaécommendations for criteria [to
report prog identify transactions related to FT.

In addition, a positive thing in terms of raisinffeetiveness especially in respect|of
the FT-related STR system are the requirementsdfamtification of clients and
beneficiaries developed by the Rosfinmonitoring apgroved by Order No. 59.
With the goal of intensifying efforts aimed at idiéying suspicious, including
connected with FT, customers' transactions, thefifosnitoring released a
information notice No. 17 dated August 2, 2011 rdugy the criteria for
identifying high-risk clients in order to conduchhr@nced monitoring of the
transactions, including a set of criteria aimed nabnitoring and detecting
transactions carried out by individuals possilikdid to terrorist financing.
The Bank of Russia has continued its work on pbbig recommendations fg
credit institutions concerning identification ofatrsactions possibly related [to
terrorist financing and money laundering and ncdifion of the competen
authority (Bank of Russia Letter No. 31-T dated reaby 27, 2009 "On th
Information Posted on Rosfinmonitoring's Websi&ink of Russia Letter No. 83
T dated June 11, 2010, Bank of Russia Letter Mol @lated April 28, 2010 "On
the information Posted on the Official Website bt tAssociation of Russian
Banks", Bank of Russia Letter No. 129-T dated Septr 16, 2010 "On
Strengthening the Control over Individual Transawsi of Legal Entities”, Bank d
Russia Letter No. 19-T dated February 17, 2011 ti@nInformation Posted on
Rosfinmonitoring's Website"), Bank of Russia Leftler. 32-T dated March 9, 201
"On the Information Notice of the Federal Finandiabnitoring Service No. ¢
dated January 26, 201127.
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%" please see all these BoR Letters in Appendix IlI
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(Other)
since

changes
the  first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

S

pecial Recommendation IV (Suspicious transactioreporting)
Il. Regarding DNFBP

Recommendation 0

f Russia should issue TF guidance to enhance thetigéfeess of the system for fili

the MONEYVAL | TF STRs.
Report
Measures  reporte( “Recommendations for developing criteria for détegtand identifying indication

as of 23 Septembe
2009 to implemen
the

Recommendation o
the report

of unusual transactions” have been developed angtad by Rosfinmonitoring
order No. 103 dated 8 May 2009. Reporting entit&sould use thes
recommendations when developing their internal rcbmtiles. Notably, the list o
both criteria and indicators is not exhaustive, tmtains a special notion for tf
institutions to include additional relevant critgidicators at the institution’
discretion.

The presence of criteria and indicators in interc@itrol rules is required by th
AML/CFT Law and the absence of such results in téfisal to approve th
institution’s internal control rules.

Reporting institutions must develop internal cohtrales (this is a mandator
AML/CFT Law obligation) on the basis of the prowss of this Law, the Knowj
Your-Customer obligations, and the abovementiomedommendations d
supervisory bodies. The developed internal comtrlls and criteria contained
them serve as the guidance for filing TF STRsdpprting institutions.
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Measures taken to
implement the
recommendations
since the adoption
of the first progress
report

In addition, a positive thing in terms of raisinffeetiveness especially in respect
the FT-related STR system are the requirementsdfmtification of clients ang
beneficiaries developed by the Rosfinmonitoring apdroved by Order No. 59.
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(Other)
since

changes
the  first
progress report
(e.g. draft laws,
draft regulations or
draft “other
enforceable means”
and other relevant

initiatives
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2.3.

Other Recommendations

In the last report the following FATF recommendatiovere rated as “partially compliant” (PC) or “non
compliant” (NC) (see also Appendix 1). Please, gpdar each one what measures, if any, have bakent
to improve the situation and implement the suggastifor improvements contained in the evaluation

report.

Recommendation 6 (Politically exposed persons)

Rating: Partially compliant

Recommendation of Further guidance should be given as to the requénets for dealing with existing

the  MONEYVAL | customers who are found to be foreign public pess@stablishing the source pf

Report wealth and conducting enhanced ongoing due diligefiso, the measures should
extend to beneficial owners. Russia should alssiden extending the provisions fo
include domestic PEPs.

Measures  reporte{ Russia adopted Federal Law No. 121-FZ dated 3 2008, which establishes the

as of 23 Septembe following additional obligations for institutionsamying out transactions ip

2009 to implemen| monetary funds when serving foreign PEPs:

the 1) take reasonable measures available under thentitances to detect foreign

Recommendation o
the report

PEPs among the existing or potential private custem
2) provide services to foreign PEPs only based owritten decision by the
executive of the institution carrying out transans with monetary funds and oth
property, or the executive’'s deputy, as well asrtaager of the separate unit
the institution carrying out transactions with mtamg funds and other property,
whom the institution’s executive or his deputy autbed the appropriate power;
3) take reasonable measures available under thentitances to determine t
sources of monetary funds or other property ownethé foreign PEPs;

4) regularly update the information at the dispasfathe institution carrying ou
transactions with monetary funds and other propaiiyut foreign PEPs among
customers;

5) pay particular attention to transactions withnetary funds and other propel
carried out by foreign PEPs, their spouses, famignbers (direct family membe
in the upward or downward line (parents and childrgrandparents an
grandchildren), blood siblings and half siblingbliags having a common father
mother), adoptive parents and adopted childremyrobehalf of such persons,
they are customers of the credit institution.

December 2008. The Law establishes the basic pteéxif countering corruptior
legal and organizational fundamentals for preventimd combating corruptiof
minimizing and (or) eliminating consequences ofm@s of corruption. It is
supplemented by the RF Presidential Decree datedViag§ 2009 No. 557

family members income. Therefore, Russia has aledte legal base fg
monitoring incomes of Russian PEPSs.

Russia has analyzed the expedience of extendinguresaof enhanced transacti
monitoring to Russian PEPs, with the analysis tesptesented to the Russi
Government. Such approach is considered to be eqiednd the elaboration

Russia adopted Federal Law No. 273-FZ “On coungegorruption” dated 2%

establishing lists of state employees who are af#ig) to report on their and the

D

er
of
to

he

ts

ty
rs

DI
if

appropriate draft laws is underway.
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A number of organizational measures have beersalspted.
Under the RF Presidential Decree dated 6 Septe@®@8 No. 1316 “On certain
issues of the Ministry of Internal Affairs of theussian Federation” the anti-
organized crime service was reorganized, and dofiesmbating corruption were
assigned to the Russian MIA units counteractingheoac crimes.

Measures taken to| Sub-items 3 and 4 of Item 1 of Article 7.3 of thiIIYCFT Law (as amended b
implement  the | Article 3 of the Federal Law No. 121-FZ) impose organizations executin
recommendations | transactions with monetary funds or other assets réssponsibility to apply
2;”:;; ftlt‘set "’:go‘?gg: reasonable and available in given circumstancessunes necessary to determine
report brog the origin of the monetary funds or other assetaemlby the foreign PEP, as well

as to regularly update the information available dmganizations executing
transaction with monetary funds or other assetthein existing customers who are
foreign public officials.
Federal Law No. 176-FZ dated July 23, 2010 intreduthe term "beneficiary.
Pursuant to the above Federal Law, financial wmstihs, especially cred
institutions, shall receive accurate information the beneficial owners of thejir
clients and apply measures provided by the AML/CEW.
On April 28, 2011, the President of Russia intratlt¢he draft law to the State
Duma "On Amendments to Certain Legislative Actshed Russian Federation |n
Connection with the Raising of Standards of StatveBnance in the Area of
Corruption Combating", which is aimed at solutioh @ number of conceptual
problems. On June 1, 2011, the draft law was adpjethe State Duma in first
reading.
Thus, in order to raise effectiveness of the atitiviaimed at verifying the accuracy
and completeness of data on income, property amgkepty obligations, the Federgal
Laws "On Banks and Banking" and "On State Registmadf Rights to Immovable
Property and Transactions therewith", as well as Tlax Code of the Russian
Federation, are supplemented by a provision, patsoavhich all banks and other
lending institutions, as well as all registeringdaax authorities are obliged under
the anticorruption law to submit to the leadersfofficials) of the federal statp
authorities, the list of which is to be determirtag the President of the Russian
Federation, and to high-ranking officials of sulbjeof the Russian Federation
(heads of higher executive authorities of subjedtshe Russian Federation) the
information on the income, property and propertyligations (including
information on transactions, accounts and deposftgjtizens applying for publi¢
jobs in the Russian Federation, the post of a juggelic jobs in subjects of the
Russian Federation, posts of heads of municipsliti@unicipal jobs that are
occupied on permanent basis, jobs in the fedetaiqservice, state civil service of
subjects of the Russian Federation, municipal servieadership positions in|a
public corporation, a fund or other entity thathsing created by the Russian
Federation in accordance with the federal law,ai®ijobs that are occupied under
an employment contract in organizations, instindi@nd enterprises that are being
created to perform the tasks assigned to fedexadrgment agencies; of individuals
occupying the above jobs; the spouse and minodril of these individuals and
entities.

O <<
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(Other) changes
since  the first
progress report
(e.g. draft laws,
draft regulations or
draft “other
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enforceable means”
and other relevant
initiatives

Recommendation 7 (Correspondent banking)

Rating: Partially com

liant

Recommendation of th
MONEYVAL Report

eAll of the relevant criteria should be set out iawl regulation or othe
enforceable means, particularly the need to undectthe nature of th
respondent bank’s business and to ascertain wheftleerespondent’s AML/CF
system is adequate and effective. The requirensedbtument the respecti
AML/CFT responsibilities of banks should also beered, and Russia shou
consider formalizing its requirements in relatiangayable-through accounts.

oo 1@

Measures reported as
23 September 2009 ft
implement the
Recommendation of th
report

Federal draft law “On Amendments to Article 7 ofetlrederal Law “On
Combating Legalisation (Laundering) of Proceedsfi©rime and Financing g
Terrorism” and Part Two of the Civil Code of thesRian Federation” stipulate
that, while establishing correspondent relationgdit institutions must mak
reasonable measures available under the circunestaombtain — in addition t
the information stipulated in this Article — infoation about the adequacy
AML/CFT measures being undertaken by the crediitirton or non-residen
bank with which they expect to establish correspomdelations.

£S

D

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

prohibited from establishing and maintaining relas with non-resident bank

registered in.

The requirement of Iltem 5.1 of Article 7 of the ANQGFT Law: credit
institutions are obliged to take measures aimguteatenting the establishment
relations with non-resident banks whose accoumt&iaown to be used by ban

registered in.
Pursuant to ltem 3.4 of the Regulations of the kBaf Russia No. 262-P2§

institution shall require the submission of thddwling identification data:

2. Organizational and legal form.
3. Taxpayer Identification Number (for residentaxpayer identification numbe
or a foreign institution code (for non-residenttavailable.
4, State registration details: date, ref. No., nafmegistering authority, place ¢
registration.

5. Street address and postal address.

6. Details of the license to engage in activitiabjsct to licensing: type, Re
No., when and by whom issued; validity, a listiobhsed activities.

7. Bank identification code (for resident credatitutions).

8. Information on the management of a legal eiftityucture and composition
the governing body of a legal entity).

9. Information on the size of the registered and-fa statutory (equity) capitg
or the size of the statutory fund, assets.
10. Information concerning the presence or abseicthe legal entity, itg
permanent governing body, other body or individaathorized to act on behg

Pursuant to Item 5 of Article 7 of the AML/CFT Lawredit institutions are

which do not have permanent governing bodies insdistions they are

which do not have permanent governing bodies insdistions they are

when establishing correspondent relations with a-nesident bank, the credi

1. Full and (if available) abbreviated name, ad aghame in foreign language.

of
ks

1

3,

2 please see Appendix Il
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of such legal entity without power of attorneyila specified place of business.
11. Contact telephone and fax numbers,
as well as details of the measures taken by theresident bank to combat
money laundering and terrorist financing.
The Central Bank of the Russian Federation isshednistruction No. 1317-U28
dated August 7, 2003 "On the Procedure for Estatiént by Authorized Bankis
of Correspondent Relations with Non-Resident BaRkgistered in States and
Territories with Preferential Tax Regimes and (@} Requiring the Disclosure
and Provision of Information on Financial Transactiduring their Execution
(offshore zones). It imposes rather strict condgio for )
correspondent relations with banks of several statel territories.
Additionally, all transactions with residents oktbountries or territories listed |n
the Instruction of the Bank of Russia No. 1317-¢ alassified by paragraph
2.9.2 of the Regulations No. 262-P of the Bank afs$a as high-ris}
transactions.

establishing

(Other) changes since
the first progress
report (e.g. draft laws,

draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

Recommendation 8 (New Technologies and Non-Faceface Business)

Rating: Partially compliant

Recommendation of th
MONEYVAL Report

eRussia should analyze the existing limited requinet® (which mostly relate {

0
remote banking) and implement appropriate measusased on analysi
findings.

2]

Measures reported as
23 September 2009 f{
implement the
Recommendation of th
report

BoR has analysed the possible abuses in this sphdrstarted particular activity
in preparation a number of differentiated measaig®ed at decreasing ML/TF
risks when a client carries out transactions usiamote banking service
technologies and including approaches to the digntification procedures
and carrying our AML internal control. This work liMiesult in adoption of new
wording of BoOR Regulations #262-p dated 19 Augu304 “On the
Identification by Credit Institutions of Clients &Beneficiaries for the Purposes
of Combating Legalization (Laundering) of Proce&dsn Crime and Financing
of Terrorism”.

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

On June 27, 2011 Federal Laws No. 161-FZ and N&-FI6 "On National
Payment System" and "On Amendments to Certain laie Acts of the
Russian Federation in Connection with the Adoptidrthe Federal Law 'On
National Payment System™ were adopted, which addréo a considerable
extend, the issue concerning the regulation of teshnologies used by the
financial institutions.

Also, given the established in the AML/CFT Law amddely applicable
requirements for client identification, it is nadbgsible for non-credit institution
to execute a transaction without personal presesicehe client or hig
representative. No identification is required onMjth least in respect qf

%)

2 please see Appendix IlI
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transactions in the amount not exceeding 15,00@sulvith minimal ML/FT
risks. Moreover, the AML/CFT Law has been suppler@érby the requiremer
to carry out the identification of the client exéng a low-risk transaction if
there is a suspicion of ML/FT. Thus, the relevaguirements have been put
place.

Pursuant to Rosfinmonitoring' Order No. 103 thairapes the recommendations
concerning the criteria and signs of unusual treticas, all client's transactions
executed remotely, as well as the issuance of rtierexecute transactions
requiring no personal contact with an instituticzgnstitute the basis far
submitting a STR to the Rosfinmonitoring.

—

(Other) changes since
the first progress
report (e.g. draft laws,
draft regulations or

draft “other

enforceable  means”
and other relevant

initiatives

Recommendation 11 (Unusual transactions)

Rating: Partially compliant

Recommendation of th
MONEYVAL Report

eRussia should require FIs to examine as far as iplesthe background an

purpose of all unusual transactions and to sethfotie findings of suc
examinations in writing and to keep such findingaikble for competen
authorities and auditors for at least five yearsisBia should additionally mak
sure that Fls are no longer confused about theirdiibn between mandator
threshold reporting (> RUB 600 000) and examinihg background of unusu
transactions. Also, Russia should provide more ajuié to the Fls, especially
make clear that the types of unusual transactigsted in laws and regulation
are neither exhaustive nor closed.

o X< @ -

Measures reported as
23 September 2009 f{
implement the
Recommendation of th
report

Rosfinmonitoring has prepared a new wording of memendations on
developing internal control rules, which replacke turrent recommendations
adopted by RF Government Decision No. 983-r atisg currently considered
by the supervisory bodies. The new wording of Deni®No. 983-r envisages the
development of a program for detecting transactisnbject to mandatory
control and unusual transactions. As part of thisgram the procedure
according to which the institution must examine th&onale and purpose of
unusual transactions and record the findings itivgrishould be developed (item
3.3.3). Moreover, institutions must monitor and tcohcurrent transactions to
assess the risk of ML/TF in the customer’s transastand constantly monitgr
the customer’s transactions in case of heighteis&dr unusual transactions
the customer’s activity. Pursuant to the new waydofi the Recommendation
the internal control rules must include a prografrinformation and records
storage, which obligates the institution to stéw findings of the examination of
the rationale and purposes of unusual transactares least five years from the
date of termination of relations with the custoritam 3.10.1).

Furthermore, the record-keeping program must ensiiaé information ang
records are stored in such a way that would maém thvailable timely to th
competent authority and other state authoritiegdses stipulated in Russi
legislation within their respective terms of refece (3.10.2).

in
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The new wording requires institutions to develogpasg of their internal contrql
rules a special program for detecting both tramsastsubject to mandatory
5

control and unusual transactions showing signs\aflvement in ML, and offer
a number of recommendations on detecting and exagnimusual transactions
The institution is required to establish a procedor detecting transactions wi
specific indicators that may reflect link with MChe institution must develo
these indicators taking into account the specifisk its activity and
Rosfinmonitoring recommendations.

The institution must examine the rationale and pseg of unusual transactio

and record the findings in writing. Besides, thstitation must verify custome
data or information about the customer’s transaciio order to justify the

suspicions that the customer’s transaction isedmwut in ML/TF purposes.

Institution’s executive makes the final decision dassify the transaction as

unusual or suspicious and file an STR with Rosfinitazing.
Moreover, the institution may take a number of tiedowing additional

measures — request the customer to provide exmasatdditional information
explaining the economic rationale of the unusuahgaction; pay heightened

attention to all transactions of this customer.

A distinctive feature of transactions subject tondetory control is that the
must be reported to Rosfinmonitoring by virtue b trequirements of th
AML/CFT Law regardless whether or not the instiats employees an
executive have any suspicions.

Besides Recommendations No. 983-r, the differenbesveen reporting
transactions subject to mandatory control and tiatgeexamining and reportin

)
g
unusual transactions must be explained to repoitisiifutions during standand
d

training program (conferences, seminars) providgdth® most experience
representatives of supervisory bodies and Rosfitoramg. Such training is

mandatory in accordance with the Rosfinmonitorin@isler dated 1 November

2008 No. 256 approving the Provision on the reauénets for the training an

d
education of personnel for institutions carrying tnansactions with monetary
t

funds and other property in order to prevent molandering and terrorig
financing.

The number of STRs filed with Rosfinmonitoring i®@ has doubled that
testifies awareness raising of differences betweandatory control and filing

STRs. Pursuant to the AML/CFT Law and the new wuydof Decision No
983-r, the institution must develop detection cidteand signs of unusu
transactions taking into account specifics of timstifution’s activity and

Rosfinmonitoring recommendations developed joimtith supervisory bodies.

By the Order No. 103 dated 8 May 2009, Rosfinmaiitp approved a ney

v
wording of the recommended criteria and signs afsual transactions, which
h

must be incorporated into internal control rulefanisations. The list of bof

criteria and indicators is not comprehensive, lmuitains a special reference for

the institution to include other criteria/indicagat the institution’s discretion.

Availability of criteria and indicators in internabntrol rules is required by the
AML/CFT Law and the absence of them may resulhim efusal to approve the

institution’s internal control rules.

From 1 January 2007 to the present the BoR issuedmber of regulation
containing recommendations for credit institutiars additional monitoring o
transactions conducted via credit institutions, aihimay be aimed at mong
laundering or terrorist financing to provide adulital methodological support fq
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detection of unusual or suspicious transactionsrbglit institutions.

BoR Letter dated 27 April 2007 No. 60-T “On the cpéfeatures of the servig
by credit organisations of clients with the usetlé technology of distang
access to the bank account of a client (includimgrhet banking”; BoR Lette
dated 28 September 2007 No. 155-T “On invalid pai$sfy BoR Letter dated 3
October 2007 No. 170-T “On the Special featureshef acceptance for bar
servicing of non-resident juridical persons whiale amot Russian taxpayers
BoR Letter dated 2 November 2007 No. 173-T “Onrfmommendations of th
Basel Committee for Banking Supervision”; BoR Lettiated 26 Novembg

8-T “On the application of item 1.3 of Article 7 dhe Federal Law “Or
Combating Legalisation (Laundering) of Proceedsfi@rime and Financing g
Terrorism”; BoR Letter dated 13 January 2008 No:-T240n raising the

r
2007 No. 183-T “On invalid passports”; BoR Lettettetl 18 January 2008 Np.

I

f

effectiveness of preventing suspicious transactjoBsR Letter dated 4 July
2008 No. 80-T “On strengthening control over indival transactions in
promissory notes by natural and legal persons”; BeRer dated 3 Septembgr
2008 No. 111-T “On raising the effectiveness of vprging suspicious
transactions by customers of credit institutiorBYR Letter dated 23 January

2009 No. 8-T “Supplementing BoR Letter dated 1 Nwolier 2008 No. 137-T"
BoR Letter dated 10 February 2009 No. 20-T “On tretes with financial
institutions of the USA”; BoR Letter dated 27 Fedmy 2009 No. 31-T “On

information published on the Rosfinmonitoring websi BoR Letter dated 01

November 2008 No.137-T “On raising the effectivenekpreventing suspicioy
transactions”

Measures
implement

recommendations
since the adoption of

the first
report

taken to
the

progress

The Federal law No. 176-FZ, interprets the ternmtadiformation) recording
as the receipt and recording of the data (inforomation paper and (or) oth
information media for the purpose of enforcinghe AML/CFT Law.

During the evaluation, the experts were informedt,thpursuant to the third

paragraph of item 2, and item 4 of Article 7 of thBIL/CFT, as well as in

accordance with the rules of internal control, #@iktitutions executing

transactions with monetary funds and other as$eth gecord the informatio

obtained as a result of enforcement of the saielsrahd application of interna

control measures and ensure confidentiality of sofdrmation. Furthermore, a
documents containing the information specified irticde 7 of the AML/CFT,
and the information necessary to identify an irdlinél, shall be stored for
period of at least five years. The said period akcdated from the date ¢
termination of the relationship with the client.
Pursuant to Item 3 of Article 7 of the AML/CFT, alid employees of a
institution executing transactions with monetarpds or other assets begin
suspect as a result of implementing internal com@asures that any one of t
transactions in question is linked to money lauimgdeor terrorist financing, suc
institution shall, no later than the business ddipWwing the date of detection ¢
a suspicious transaction, submit the data on swisdction to the compete
authority, regardless whether such transactiorelisted or not related to th
transactions specified in Article 6 of the AML/CE&aw.
A transaction is recognized by the institution asuapicious one, i.e. conduct
for the money laundering or terrorist financing pases, basing o
implementation of the internal control programscifiped in item 2 of Article 7
of the AML/CFT Law.
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The Bank of Russia has continued to issue recomatems$ to credit
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institutions concerning additional monitoring c@nisactions conducted through
credit institutions and possibly linked to moneyrdering and terrorigt
financing (Bank of Russia Letter No. 31-T dated rfeaby 27, 2009 "O
Information Posted on Rosfinmonitoring's Websi®&nk of Russia Letter NQ.
83-T dated June 11, 2010, Bank of Russia Letter@del dated April 28, 201
"On the Information Posted on the Official Websaé the Association o
Russian Banks", Bank of Russia Letter No. 129-Ted&eptember 16, 2010
"On Strengthening the Control over Certain Trarisast Executed by Legal
Persons", Bank of Russia Letter No. 19-T dated d=atyr 17, 2011 "On th
Information Posted on Rosfinmonitoring's Websit83nk of Russia Letter Na.
32-T dated March 9, 2011 "On the Newsletter of thederal Financial
Monitoring Service No. 9 dated January 26, 2011.
Russian Federation Government Decree No. 967-rirexjwrganizations to
develop within the internal control rules a spegmbgram to be used fq
identification of both transactions subject to maody control and transactions
suspected of being linked to ML, and gives a numiierecommendations
related to identification and study of unusual sations.

Furthermore, the Rosfinmonitoring has outlined thhecommendation
concerning the criteria for identification and tigns of unusual transactions|in
the Order No. 103, which is regularly updated.
Also, Item 19 of the Decree No. 967-r requires tmegram used for
identification of transactions subject to mandatooptrol to contain a procedure
for studying by organizations of the grounds andlgdor the execution of a
similar transactions, as well as to record theiobthresults in writing.

Upon detection of any signs of an unusual transactthe organization is
required to analyze all other transactions exechyetthe client in question to see
if their suspicions of ML /FT are validated. At tkame time, the organization|is
required to also take the following steps:
a) ask the client to provide the necessary explamst including additional
information explaining the economic sense of thesual transaction;
b) pay extra attention to all transactions execigdhis client, as required Qy
these recommendations;
c) take other necessary measures permitted by dhes lof the Russianp
Federation.
A relevant record pertaining to the measures tdiketie organization in respect
to the client and in connection with the identifieausual transaction or its signs
must be made in an internal transaction report.
The results of the study of the grounds and goaidstte identified unusual
transaction; other documents resulting from the lémgntation of internal
controls and programs shall be kept for a periodtdéast 5 years from the date
of termination of the relationship with the client.
The organization is required to establish procegjuieveloped with the view ¢f
its activity features and Rosfinmonitoring's recoemuiations, to identify
transactions with characteristics that may linkithe ML/FT.
The organization is required to study the groumi goals of unusual client/s
transactions, as well as to record the obtainadtsei® writing. Additionally, the
organization must verify the information on theeali or his transactions in order
to ascertain if the suspected transaction is linkedL / FT.
The final decision concerning the classificatioradfansaction as suspicious|or
unusual, as well as the decision to submit the rinfdion on it to the
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Rosfinmonitoring shall lie with the executives.
Additionally, the organization may take additiomakasures such as ask 1
client to provide the necessary explanations, tholy additional informatior]

explaining the economic sense of the unusual tcdiosg pay extra attention to

all transactions executed by this client.
In its information notice dated February 10, 2000 "Measures to Prevent t
Markets Service recommends afficiresponsible fo

Federal Financial

enforcement of the Rules of Internal Controls ia #rea of combating monegy
laundering and terrorist financing (hereinafter tHRules") as well a$

professional securities market participants to em@nt, inter alia, the followin
measures:

- examine (study, analyze) the transactions susgemft being linked to money

laundering and terrorist financing and record #sults thereof in an approprid
report to be submitted to the supervisor. The saejubrt may contain suc
information as the grounds for the examinatiorecidt and signs that caused
suspicion, actions taken during the examination,angration results
recommendations;
- include the results of such examinations ineriport on measures of intern
controls taken to combat money laundering and tistrfinancing (hereinafte
the "Report") for the previous quarter;

- regularly, including as a follow up from the saixbminations, revise the Rul
in order to update the criteria for the identifioat and signs of unusu
transactions.

While being guided by the existing law on combatmgney laundering an
terrorist financing and the Rules, it is also reomnded that the supportin
arguments against the submission of a transactport to the organizatio
director by the supervisor or a designated officésiponsible for enforcement
the Rules, as well as its submission to the competathority by the
organization director should be included in the &tgmlong with the descriptio
of the follow-up measures taken and their results

Additionally, the Federal Financial Markets Serviok Russia has informe

he

he
Use of Equity Market Instruments in Money Laundgrifchemes”, the Russian
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professional participants of the securities maddmtut the need to amend and

supplement the Rules with regard to the above retamdations.

(Other) changes since
the first progress
report (e.g. draft laws,

draft regulations or
draft “other
enforceable means”
and other relevant
initiatives
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Recommendation 12 (DNFBP)

Rating: Partially compliant

Recommendation of th
MONEYVAL Report

eRussia should review the AML/CFT regime as it @gpto DNFBPs and ensu
that all of the relevant criteria are addressedr€asinos, real estate agents a
dealers in precious metals and stones, the basiemenendations set out earli
in this report in relation to Recommendations 5arél 8-11 are applicable, &
these entities are subject to the full effect efAML/CFT Law in Russia.

re
nd
oy

S

Measures reported as
23 September 2009 f{
implement the
Recommendation of th
report

Russia has analyzed the application of the AML/CGEdime to all designate
non-financial businesses and professions (DNFBPS).

Russia has established unified AML/CFT requiremeotsboth FIs and the

majority of DNFBPs — for casinos and gambling astlgewellery businesse
real estate agents, and pawnshops.

The relevant measures taken to eliminate the @efdés detected an
implement experts’ recommendations to improve th&d ACFT system in orde
to ensure compliance with Recommendations 5 andiully apply to the
aforesaid types of DNFBPs.

Rosfinmonitoring has elaborated recommendationghi@implementation of th
requirements of the AML/CFT Law to identify persdrging served (customer
and beneficial owners and keep records (Inforreatietter No. 2 dated 1
March 2009), which have been brought to the attentf the institutions
concerned and published on the official Rosfinmaig website.

The said recommendations must mandatory be incatgubroy the institution

into their internal control rules, since the AML/CH.aw and the Russial

Government Decision No. 983-r require that reconthaéinons issued by the Fl
should be taken into account.

Rosfinmonitoring has elaborated draft law whickcisrently being considere
by the State Duma. The draft law contains amendsnentArticle 7.1 of the
AML/CFT Law, which fully extend the requirements Afticle 7 to lawyers,
notaries and auditors (in terms of developing maércontrol rules an
procedures, identifying customers and beneficiaiens, recording the necesss
data, and reporting information to the competeti@tity).
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to
the

Measures taken
implement

recommendations
since the adoption of
the first  progress

report

Russian Governmental Decree No. 967-r dated Jun20ll® approved as set
new Recommendations on Internal Control Rules Dgrekent that instrug
organizations to take into account the provisiohghe AML/CFT Law and
requirements by Rosfinmonitoring when drafting agram for identification o
clients and beneficiaries.

The Rosfinmonitoring has developed and approveilsiecree No. 59 datg
February 17, 2011 a set of client and beneficideptification requirements thg
inter alia, take account of the risk of executignthe client of a transactig
linked to money laundering or terrorist financing.

At the same time, it should be noted that Rusdis isientical requirements g
combating money laundering and terrorist financify both financial
institutions and DNFBPs.

—
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Recommendation of th
MONEYVAL Report

eln relation to lawyers, accountants and notarigsedfic provisions to addres
all of the relevant criteria in Recommendations &,and 8-11 should b
developed. In particular, extending the CDD reqmmants to include their fu
range in the legislation. Russia should also takeps to examine ways
increasing the effectiveness of compliance with AT requirements in thes
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sectors.

Measures reported as
23 September 2009 f{
implement the
Recommendation of th
report

The aforesaid Federal draft law “On Amendments e Federal Law “Or
Combating Legalisation (Laundering) of Proceedsfi©rime and Financing d
Terrorism”, which is being examined by the Statex@auwould extent all CDL
requirements to lawyers, notaries, and personsiginay legal and accountin
services.

Rosfinmonitoring has elaborated recommendationgi®implementation of th
requirements of the AML/CFT Law to identify persdrging served (customer
and beneficial owners and keep records (Informatietter No. 2 dated 1

D

concerned and published on the official Rosfinmaig website.
The said recommendations must mandatory be incatgubroy the institution

Government Decision No. 983-r require that reconthaéinns issued by the Fl
should be taken into account.

Rosfinmonitoring identification and record —keepimgcommendations equal
apply to lawyers, notaries and accountants.

Besides agreements on cooperation in AML/CFT sphdyetween
Rosfinmonitoring and Federal Lawyers and Notariésr@bers, both Chambe|
have published on their websites recommendationgafayers and notaries @
fulfilment of the requirements of AML/CFT legislati in order to increase th
effectiveness on prevention, detection and supioress ML and TF cases an
explain the procedure of information reportingRosfinmonitoring.

March 2009), which have been brought to the attentf the institutions

into their internal control rules, since the AML/CH.aw and the Russian

5

y

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

With the goal of further strengthening the idengfion mechanism, th
Government has passed the Federal Law No. 176-Eti dauly 23, 2010 "Or
Amending the Federal Law 'On Combating Money Lauingeand Terrorist

are provided in the Law:
“Customer — an individual or legal entity servidegan institution carrying ou
with monetary funds and other property”;
“Beneficiary — a person whose benefit the custoawts for, in particular undg
a brokerage, agency, commission and grant agreernadr@n carrying ou
transactions with funds or other assets”;

representatives, and beneficiaries required by A&ML/CFT Law, and
verification of such information using original donents and (or) duly certifie
copies thereof”;

“Data (information) recording - obtaining and colidation of data (information
in hard copy and/or in other forms in order to iempknt the AML/CFT Law”
The Rosfinmonitoring has developed and approveitsilecree No. 59 datg
February 17, 2011 a set of client and beneficideptification requirements thg
inter alia, take account of the risk of executignthe client of a transactig
linked to money laundering or terrorist financing.

Russia sets identical requirements on combatingesmn¢eundering and terroris
financing for both financial institutions and DNF8P

Financing' and the Code of Administrative Offencé@die following new terms

“Identification - a set of measures for obtainimformation on customers, thei

t
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Recommendation of th
MONEYVAL Report

eWith a diverse range of supervisory bodies (Rogdimtoring, the Assay
Chamber, the Federal Notaries Chamber and the Fadeawyers Chamber
Russia should take steps to co-ordinate the ovapgltoach in this area.

Measures reported as
23 September 2009 f{

The AML/CFT legislation designates Rosfinmonitoriag the body responsib

le
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implement
Recommendation of th
report

the

for coordinating of the activity of other bodiesswAML/CFT powers.

In practice, coordination of AML/CFT activity of parvisory bodies takes pla
parting the framework of the AML/CFT Interagency muission (hereafter ;
the Interagency Commission) set up by Ministry @faRce Order dated 2
October 2005 No. 132n. It includes representatofestate authorities and, v
the Consultative Board at the Interagency Commissiconsisting of
representatives of self-regulating organizatiori3@S).

The Interagency Commission is a permanent coolidipditody set up to ensu
coordinated efforts by federal executive bodiesceomed and the Bank ¢
Russia in the sphere of AML/CFT.
The Interagency Commission addresses the topicless of interaction
including information exchange, works out a cooatln position on issues
international cooperation in AML/CFT, discussespgu®ed improvements to tk
AML/CFT system, examines the relevant draft lawd ather interagency acts.
The Interagency Commission has set up special wgrkjroups to prepar
proposals relating to AML/CFT issues. In particulir 2008 — 1half 2009 th
Working Group on Legal Issues, consisting of repnéstives from

Rosfinmonitoring, BoR, FSFM, FISS, Roscomnadzornistry of Finance, the

Assay Chamber, and a number of SROs, elaboratachber of draft laws aime
at improvement of the AML/CFT system. Mentionedftdiavs take into accoury
Recommendations contained in the 3rd round etiatuaeport on the Russid
Federation and then were discussed by the IntecggeBommission
Recommendations on criteria and indicators of ualudvansactions wer
developed jointly with supervisory bodies.

Moreover, Rosfinmonitoring signed cooperation agreets with the relevan
supervisory bodies (including with the Assay Chamliee Federal Notarig
Chamber, the Federal Lawyers Chamber).
Rosfinmonitoring constantly disseminates inform@tielating to the highest-rig
institutions in terms of ML/TF for purposes of irspions, including unplanne
inspections.

to
the

Measures taken
implement

recommendations
since the adoption of
the first  progress

report

The Federal Law No. 176-FZ empowers all supervisarhorities to review
administrative violation cases provided for in At6.27 of the Administrativg
Code. The Rosfinmonitoring coordinates the perforcea by supervisory
authorities of these functions through the mectmani$ the Interdepartment
Committee on Combating Money Laundering and TestoRinancing ang

Advisory Council operating under it (meetings wiépresentatives of the private

sector and the SROSs), providing methodological axaiions and activel
participating in meetings between supervisory aitiee and supervise
institutions and their associations. Additionatlye Rosfinmonitoring regularl
provides data, which is used as the grounds forardzing subsequer
inspections, including unscheduled, in institutidselonging to the high-ris
category in terms of ML/ FT.

Rosfinmonitoring's requirements related to ideadifion of beneficiaries' client
(Order No. 59 dated Feb 17, 2011), applicable tih fioancial institutions an
the DNFBP, are important for coordination of applwes in the area ¢
identification and due diligence of DNFBP's clients

Recommendation of th
MONEYVAL Report

eRussia should also examine the use of cash iretllesstate sector in order to |

sure that there are no important gaps in the AMLTGlystem as it relates to th
sector.

Measures reported as
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In Russia, cash settlement between legal personselsas between a leg
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23 September 2009 f{
implement the
Recommendation of th
report

person and a natural person conducts entrepremgunsthout establishing
legal person (including real estate agents) istbtrregulated in terms of the
possible transaction amount (not to exceeding ROBM0 under each contrgct
between mentioned persons) and use of cash foreeifisppurpose (Bo
Directive dated 20 June 2007 No. 1843-U). A linppkes to cash amount that
may be stored at the cashier desk of a legal persbich is controlled by
credit institution.

Non-cash payments between legal persons via accoydned with credit
institutions is a mandatory procedure. (BoR Pravisio. 2-P).
This procedure considerably reduces the possiliditya real estate agents to Use
cash payments. This is confirmed by the numbeealf éstate transaction reports
submitted by banks within the framework of mandatoontrol. For customers
of institutions performing as real estate agendgnents via credit institutions
are more reliable and minimize the risk of fraudtilschemes (payment using
counterfeit money, customer’s deceit ).

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

The number of STRs received from real estate tctioga intermediaries is
falling, which, as was noted before, is the resfithe financial crisis. This trend
is developing against the background of rising esshte transaction numbers,
evidenced by statistics on mandatory supervision.

This could be due to the stabilization of the ecoito situation and the
rebounding of public's demand for the real estat®n as one of the maqst
attractive investment sectors.

In this case, a fall in the number of reports getest by real estate brokers
part of the internal controls is due to enhancedlLAMCFT-related interna|
control measures applied by them in response tattieagthening of control by
Rosfinmonitoring. This results in lower number afbibus transactions at the
time when the property market is not active.

(Other) changes since
the first progress
report (e.g. draft laws,

draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

Recommendation 14 (Protection & no tipping-off)

Rating: Partially compliant

Recommendation of th
MONEYVAL Report

eRussia should extend the safe harbour provisiontaedipping off prohibition

to the FIs and their directors.

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

Article 4 of the AML/CFT Law classifies a prohiliti on tipping off customers
and other persons about AML/CFT measures beingitakeone of the measures
aimed at AML/CFT.

Under item 6 of Article 7 of the AML/CFT Law, emplees of institutiong
reporting the relevant information to the competarthority are prohibited from
tipping off customers and other persons.

The Federal Bill “On Amendments to the Federal L&n Combating
Legalisation (Laundering) of Proceeds from Crimd &mancing of Terrorism
states that not only employees of the institutiatisclosing the relevan
information to the competent authority, but alsonagers of such institutior

—
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shall not tip off customers of such institutionsdaother persons about tf

AML/CFT measures being taken.

ne

to
the

Measures taken
implement

recommendations
since the adoption of
the first  progress

report

For a more precise implementation of this requimretnthe Federal Law Na.
176-FZ dated July 23, 2010, which amends the AMOUQRAw, stipulates that

"no organization submitting the relevant informatio the competent authori
nor any manager or employee of organizations thdim#& the relevan
information to the competent authority is allowediriform the clients of thes|
organizations or other individuals of such subnoiss.

y
t
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(Other) changes since
the first  progress
report (e.g. draft laws,

draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

Recommendation 15 (Internal control rules, compliane & audit)

Rating: Partially compliant

Recommendation of th
MONEYVAL Report

eThe Russian authorities should ensure that all Bftablish and maintai
internal procedures, policies and controls to mamagoth AML/CFT ang
prudential risks, and to ensure that these policesd procedures ar
comprehensively communicated to all relevant enggleyFinancial institution
and supervisory bodies should also ensure thatnitmgi programmes
incorporate case studies and other practical dertratisns of both mone
laundering and terrorism financing so employees lagtter able to detect sign
of ML and FT when they occur. With respect to tesra financing, Fls and
supervisory bodies should amend internal contralgpamme requirements 1
incorporate a more comprehensive approach to CFVobd the curren
practice of simply checking the list of designatatlties.

Measures reported as
23 September 2009 f{
implement the
Recommendation of th
report

Iltem 2 of Article 7 of the AML/CFT Law stipulatefat in order to prever
ML/TF the institutions carrying out transactiongiwimonetary funds and oth
property must develop internal control rules andogpams of theit
implementation, appoint special officers in chaafeenforcing such interng
control rules and implementing such programs, ab agetake other internd
organizational measures for these purposes.

Internal control rules of an institution carryingtdransactions with moneta
funds and other property must include a procedume documenting the
necessary information, a procedure for ensurindidentiality of information,
qualification requirements for personnel trainingdaeducation, as well 3
detection criteria and indicators of unusual tratisas taking into account th
specifics of this institution’s activity.

Internal control rules must be developed takingoinaccount the
recommendations approved by the RF Governmentfanctedit institutions
by the BoR with coordination with Rosfinmonitorireyd adopted in accordan
with the procedure set out by the Russian Govertimen

The new edition of recommendations for developinternal control rules
which replaces the current recommendations addpyeRussian Governmet
Decision No. 983-r (and is being currently reccedtilwith the supervisor
bodies), requires incorporating into the internahtcol rules a program whic

nt
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enables the institution to assess the degree )levelisk of the transaction
carrying out by the customer for the ML/TF purpo§eareafter the risk) (iten
3.2 of the draft Decision).

Depending on the specifics of its activity and #pecifics of the customer
activity the institution must develop criteria fassessing the degree of risk to
in line with the requirements established by Raeabnitoring (3.2.1)., In orde
to assess the degree (level) of risk and trackilplesshanges in the risk leve
the institution must conduct constant monitoringhe customer’s transactio
(8.2.2). The institution must pay particular attemt to transactions witl
monetary funds and other property, which are careit by a high-risk
customer.

To inform on policy and procedures of all instituti employees concerne
Rosfinmonitoring issued Order dated 1 November 2R08 256, establishin
requirements for the training and education of @emel of institutions carrying
out transactions with monetary funds and other @mypfor the AML/CFT
purposes.

The said order sets out the list of positions thast pass through AML/CF]
training (in particular, director of the institutio(institution’s branch); deput
director of the institution (branch); special officof the institution (branch) i
charge of enforcing internal control rules and riné¢ control implementatio
programs; chief accountant (accountant) of thatuiigin (branch); employee|
of the legal department of the institution (brandayvyer, if any; employees
the internal control service of the institutiondbch), if any; other employees
the institution (branch), taking into account thmedfics of the institution’s
activity and its customers.

Training requirements obligate institutions to cectotraining upon recruitmen
annual scheduled training, unscheduled trainingraégponse to changes

AML/CFT legislation and associated regulationsyedl as targeted training

participation in conferences, seminars.

Institutions must conduct training based on a @oygthat must include:

a) studying normative legal acts in AML/CFT sphere;

b) studying the institution’s AML/CFT internal caat rules and internal contrg
implementation programs in the course of perforreaat job duties by th¢
employee, as well as measures of liability that rbay applied against 4
employee for non-performance of AML/CFT legislatiomnd other

organizational and administrative documents of th&titution adopted for

internal control purposes;

d) practical classes in the implementation of im&control rules and intern
control programs;

d) procedure, forms and periodicity of testing AIET knowledge and skill
of employees;

e) participation of special officials in confereecseminars and similar evern
devoted to AML/CFT issues;

f) review of measures to be taken pursuant to RasSML/CFT legislation.
Supervisory bodies and professional communitieddmpnt the relevant effort
in their respective sectors of the financial market

For example, the Association of Russian Banks l@hgest organization of th
Russian banking community) has prepared a conagpthe development g
standard programs and methodological recommendation education an
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advanced training of special officers of credittitogsions, which containg
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approaches to ensuring quality professional trgirand retraining of specis
officers of credit institutions. The concept hasibsupported by the BoR.

The FSFM has elaborated the Federal draft law “@reAdments to the Feder
Law “On the Securities Market” and other legislatiacts of the Russidg
Federation” (in terms of prudential supervision ropeofessional participants ¢
the securities market and procedure of paying cosgtén to natural persons
the securities market), which includes issues géoizing the risk manageme
system for a professional participants of the sBear market or an ass
management company.

Measures taken to
implement the
recommendations since
the adoption of the
first progress report

Governmental Decree No. 967-r dated June 10, 20p@Proged the
aforementioned Recommendations Concerning the Dprant of Interna
Control Rules for AML/CFT, which regulate in detdhe organization an
implementation of internal controls for AML/CFT @mganizations.

The new recommendations also require organizatmisaft a special prograr
that provides for the application of certain prages$ upon detection (¢
transactions involving listed individuals.

Additionally, Rosfinmonitoring’s Decree No. 59 ddtdebruary 17, 201
approved the client and beneficiary identificatimguirements based on ML
FT risk assessment. With the goal of intensifyiffiilprés aimed at identifying
suspicious, including connected with FT, customersansactions
Rosfinmonitoring released an information notice M@.dated August 2, 201
regarding the criteria for identifying high-riskiemts in order to condug
enhanced monitoring of their transactions, inclgdinset of criteria aimed
monitoring and detecting transactions carried guinkividuals possibly linkeg
to terrorist financing.

In particular, among the criteria by which the otishould be classified as hig
risk, information letter No. 17 dated August 2, 20firescribes to list th
following:

- The client and / or his contractor, client's egantative, beneficiary or client'

founder is a person included in the List of Engitand Individuals Believed t
be Involved in Extremist Activities

- Home (business) address of the client, cliemfsasentative, beneficiary
founder matches the home (business) address asarpmcluded in the List g
Entities and Individuals Believed to be Involveddrtremist Activities.

- The client is a close relative of the personudeld in the List of Entities an
Individuals Believed to be Involved in ExtremistTagrrorist Activities.

- Activities of public and religious organizatiofessociations), charities, foreig
non-profit non-governmental organizations and thepresentative offices an
branches operating in Russia.
- The client is a director or founder of a public @ligious organization
(association), charity, foreign non-profit non-gowaental organization, it
branch or representative office operating in Russia

- The client and / or his contractor, client's eggntative, beneficiary or found
is registered in the state or territory with a higirorist or extremist activity.
The organization is required to pay particular rdatteen to all transactions wit
monetary funds or other assets executed by high-dsents (ongoing
monitoring) in order to identify suspicious trantaics that may be reported
the Rosfinmonitoring.

As it was mentioned earlier, with the goal of imfiing the relevant organizatiq
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establishes requirements concerning the organizafiéML / CFT training for
employees of organizations executing transactidtts monetary funds or othe
assets.

In October 2010 a new wording of the Order No. 268der No. 203 date
August 3, 2010) was adopted, which, besides theciafentioned provision
contained in the Order 256, requires organizataeeloping AML/CFT-relateq

signs of unusual transactions.
Pursuant to the amendments made by the Federal Newl76-FZ to the
AML/CFT Law (subitem 5.5 Item 5 of Article 7), irttions executing

attention to any transactions with monetary fundother assets executed
individuals or entities referred to in subparagr&pbf paragraph 1 of Article
of the AML/CFT Law, with their participation, on afr behalf, or for theil

2 of paragraph 1 of Article 6 of the AML/CFT Lawufstem 2 of Item 1 of Art
6 of the AML/CFT Law states: any transaction inwoty crediting or
transferring of funds to an account, granting areréing a loan, as well 4
transactions in securities, if at least one of jaeties is an individual or legi
entity registered or residing in a state (terrijampich does not comply with th
recommendations of the Financial Action Task Fof€eATF), or if the said
transaction is carried out using a bank accounstegd in such state (territory
The list of such states (territories) is determiimedccordance with a procedd
approved by the Government of the Russian Fedaratid with account for th
documents issued by the Financial Action Task Fqf€ATF), and to be
published).

Recommendation of th
MONEYVAL Report

EThe Russian authorities should enhance existingigians regarding employs
screening procedures to ensure that all employdeBl® can be sufficiently
screened. Screening procedures should take crimmg@rds into account, by
should also assess the vulnerability to corruptibreach employee or group
employees.

Measures reported as
23 September 2009 f{
implement the
Recommendation of th
report

Professional skills of FI employees are tested btaldishing qualification

observance (Government Order dated 5 Decemberl260%315), which include
a higher education in the relevant specialty oriaimum of 2 years of work
experience in AML/CFT as well as completion of AMIET training.
Rosfinmonitoring Order No. 256 establishes mangatequirements to underg
systematic AML/CFT training for other FI employees.

Pursuant to BoR Letter dated 30 June 2005 No. SHT the organization o
legal risk and reputation risk management at crewititutions and bankin
groups”, banks are recommended to focus approataation on implementin
the Know-Your-Employee principle, which puts in gaspecific verification
standards upon employee recruitment as well agalomter the selection an
allocation of personnel, specific criteria for dfiehtion and persond
characteristics of employees consistent with thearkload and degree ¢
responsibility.

The BoR takes into account the status of the banksk management syster

7C

Rosfinmonitoring issued the Order No. 256 dated évalver 1, 2008 that

training programs for employee to include into spehgrams training sessions
dedicated to the study of typologies, typical pakeand methods of money
laundering and terrorist financing, as well as ¢higeria for identification and

transactions with monetary funds and other assetseguired to pay enhanced

benefit, as well as through the use of a bank attomderred to in subparagraph

requirements for special officers responsible faterinal control rules
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including reputation and legal risks, when evahmtihe credit institution’s
economic status pursuant to the BoR Directive dateépril 2008 No. 2005-U
«On assessment of economic status of banks» (itenand 4.1 of Appendi
No. 6).

Measures taken to
implement the
recommendations since
the adoption of the

first progress report

Russian Federal Financial Markets Service Order M84/pz-n dated Janua
28, 2010 approved Regulations on Financial Marksctlists (hereinafter th
"Regulations™), which, inter alia, establish quaftion requirements fqg
employees of institutions operating in the finahaiaarket, as well as th
grounds and procedure for the cancellation of figaites of competence.
Availability of a certificate of competence is aeprquisite for working in
institutions operating in the financial market. Angdividual holding a|
management or supervisory position in such ingitig; or a position of

execution or signing outbound documents relatedh® execution of suc
transactions is required to possess a certifidaterapetence.

The certification procedure for a financial markpecialist involves the testin
of applicants' knowledge in respect of professi@®lurities market activitie
operations of management companies and speciaigakitories, and issuan
to them of certificates of competence of a finahciarket specialist. Th
certification is carried out by organizations deet by the Federal Financi
Markets Service of Russia. Applicants wishing tddseied with a certificate al
required to pass two exams in any one of the a@tibrganizations: first o
fundamentals and then on specialty. All exams amdocted subject to th
programs approved by the Federal Financial Margetvice of Russia, and

the manner to be determined by each certified dzgdon based on th
recommendations issued by the FFMS of Russia.

The Federal Financial Markets Service of Russia meaglidate any certificat
of financial market specialists issued by the RamssFederal Securitig
Commission, Federal Financial Markets Service ofdfuor any organizatio
certified by the Federal Financial Markets Serng€®ussia to a certified persq
in case of repeated or gross violations by suctifieelrperson of the laws of th
Russian Federation on securities, on investmentsfon on state pension fund

Recommendation of th
MONEYVAL Report

eRoscomnadzor and Post of Russia should take pxeaethd comprehensiy
steps to ensure that all employees at all branafeBost of Russia across tf
country have a good understanding of the Post'erirgl control programme
with respect to AML/CFT requirements of the ICPd dhat compliance unit
are sufficiently trained and fully implementing dikgal and regulatory
requirements related to AML/CFT. The Russian adutitesrshould work closel
with Post of Russia to ensure that the independedit programme is bein
carried out effectively and comprehensively atadinches to verify compliang
with internal control requirements across the count

specialist responsible for executing transactionsedcurities, authorizing thei
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Measures reported as
23 September 2009 f{
implement the
Recommendation of th
report

To improve AML/CFT work, Post of Russia has reoigad its internal contrg
system.

Responsibility for organizing and implementing imie control procedures fg
purposes of AML/CFT at Post of Russia is assignedht Federal Postq
Service Directorate. The Directorate’s function€lunle monitoring postd
money transfers, reporting transactions subjectntandatory control tq
Rosfinmonitoring, conducting internal audits of eudinated divisions — post;
offices. Post of Russia has 82 Federal Postal &erfdirectorates in al

constituent entities of the Russian Federation. FRISDs were inspected |
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Roscomnadzor in the framework of the general sugiervand Post of Russia

the course of internal audit procedures during 20008. Based on the audit
findings, the management of divisions receivecetstbout detected violations

and correctional measures needed.

All 918 head postal offices have Internal Contralld® on postal mone
transfers adopted by Post of Russia Order dateS8ep®ember 2007 No. 459
and coordinated with Rossvyazokhrankultura (regmiutiated 18 Septemb
2007 No. 33/4458). These Rules are the main docuragnlating the actions @
personnel and officers carrying out AML/CFT control

To ensure full compliance with Russian AML/CFT kgtion, a new wording g
Post of Russia Internal Control Rules is being entfy reviewed ang
coordinated with Roscomnadzor.

All postal offices have guidelines which contaigugements to identify naturg
persons while carrying out transfers equal to @eerling the threshold amou
set by the AML/CFT Law.

In order to unify forms and pursuant to the Intéi@antrol Rules on custome

identification requirements, Post of Russia iss@rder No. 81-p dated 1
March 2007 approving new postal money transfer fowith the field where th
transfer originator must fill in with his or her gsport details. They are used
the postal office network upon accepting (payind) ouoney transfers at g
postal services and make it possible to identié/ tdansfer originator as well g
record originator details upon suspicious transasti

The replacement from old postal money transfer fonm new ones wa
completed by April 2008.

All postal offices are supplied with regularly upeld Terrorist List compiled b
Rosfinmonitoring. Notably, at computerized postéices (55% of all POs) with
data protection means this List is available irctetmic form.

Workplaces of employees of all 82 FPSDs — branoh@ost of Russia, who a
responsible for organizing AML/CFT control undee timternal Control Ruleg
are automated; they have special software with piaitection means, which

used to report to Rosfinmonitoring any money trarsfsubject to mandato
control or suspicious transfers.

During annual seminars for Post of Russia branchéfszers of branche
undergo additional training in AML/CFT and interreantrol rules, provided b
Rosfinmonitoring and Roscomnadzor representatisgsag of training events.
Employees engaged in implementing the Internal @bRules undergo annu
training on AML/CFT issues.

A total of 128 training events took place in 20D8ring this period training wal
provided for:

postal service operators - 10 515;

postal office directors - 7 567,

postal office deputy directors - 2 568;

head postal office workers - 422;

branch administration employees - 532;

TOTAL: - 21 604.

In the first half of 2009 the central headquariei$ost of Russia set up a

person financial monitoring sector at the Departmfar Organization of
Regional Work and Cooperation with Law Enforcemehthe Postal Securit
Directorate. The unit is presently fully stuffed.
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At the same time, it is necessary to take into actthe fact that the aforesa
training requirements set out in Rosfinmonitoringd€ No. 256 also apply t
organizations of federal postal service.

Measures taken to
implement the
recommendations since
the adoption of the
first progress report

As noted earlier, with the goal of informing thderant organization employees
of the internal policies and AML / CFT-related pedares, the
Rosfinmonitoring issued Order No. 256 dated Novanih@008 that establishes

the requirement concerning the organization of AMICFT training for

employees of institutions executing transactionth wionetary funds or othe

assets.

In October 2010 a new wording of the Order No. 268der No. 203 dated

August 3, 2010) was adopted, which is aimed at avipg the level of
employee training in the area of AML / CFT.

With the goal of improving its work in the areaA¥IL / CFT, the Federal Stat
Unitary Enterprise "Russian Post" has restructuited system of interna
controls, introducing new Internal Control Rulestthiake into account th
changes to the legislation and Rosfinmonitoringggilations. The responsibilit
for organizing and implementing internal contrads AML / CFT in the FSUE
Russian Post has been assigned to the Federal Bestice Directorate, whos
functions include monitoring of postal money ordetgbmission of informatio
on transactions subject to supervision to the Roshitoring, internal auditin
of subordinate departments (post offices). Alsospant to the Order No. 461-
designated officials responsible for monitoring @liance with internal contrg
rules and programs to implement them have beenirggoin its branches an
post offices.

All post offices are provided with the regularlydgted List of Organization
and Individuals Believed to be Involved in Extretistivities.

Currently, in line with Roskomnadzor's recommermatj FSUE Russian Post
in the process of revising the Rules of Internaht@al (the Rules) to reflect th
amendments introduced by the Federal Law No. 17@&f~Zuly 23, 2010 "On
Amending the Federal Law 'On Combating Money Lauimgeand Terrorist
Financing' and the Russian Federation Code of Adinitiive Violations", ang
Federal Laws No. 161-FZ of June 26, 2011 "On Natid®tayment System" an
No. 162-FZ of June 26, 2011 "On Amendments to @Gettagislative Acts of
the Russian Federation in Connection with the Aidopof the Federal Law 'O
National Payment System' and Recommendations fer Dbvelopment by
Institutions Executing Transactions with MonetaynBs or other Assets of tk
Rules of Internal Control for Combating Money Laaridg and Terroris
Financing" approved by Russian Federal Governmexté® No. 967-r of Jun
10, 2010.
STR statistics show a rise in the effectivenesthefimplemented by Russia
Post internal control programs to identify unusuahsactions: there was a 5(
increase in the number of STRs in 2010 comparehl 2007.
A total of 2,596 training programs were conducted2010. Additionalily,
pursuant to the "Regulations on the Requirementic€aing the Provision d
Training to Employees of Institutions Executing fisactions with Monetar
Funds or other Assets to Combat Money Launderirdy Egrrorist Financing'
approved by Rosfinmonitoring Order No. 203, speciggeted training session
conducted by organizations authorized by the Rosdimtoring, are organize
for designated officials and other employees of ESRUssian Post requirin
AML / CFT-related training. 1800 people attended #aid training sessions
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2010 organized by Rosfinmonitoring-certified orgaations.

(Other) changes since

the  first  progress
report (e.g. draft laws,

draft regulations or
draft “other
enforceable means’
and other relevant
initiatives

Recommendation 16 (Suspicious transaction reporting

Rating: Partially com

liant

Recommendation of th
MONEYVAL Report

eThe authorities should continue working with lavg/arotaries and accountan
to ensure full compliance with the requirementstiah to internal control rules

ts

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

The Draft law “On Amendments to the Federal Law “@ombating
Legalisation (Laundering) of Proceeds from Crimd &mancing of Terrorism”
which proposes amendments to Article 7.1 of the AMET Law was drafte(
and submitted to the State Duma in order to enawrgers, notaries and auditg
to comply with the requirements relating to intéro@ntrol rules. The draft lav
fully extends the requirements of Article 7 to lasgy, notaries and auditors
terms of developing internal control rules and pohres, identifying custome
and beneficial owners, recording the requisite ilgtand reporting informatio
to the competent authority).

)
rs

in
rs

—

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

Pursuant to Item 2 of Article 7.1 of the AML/CFT waf a lawyer or notary
public has any reason to suspect that any of thes#ctions that are beir
executed is linked to money laundering or terrdiigncing, he must notify th
competent authority.

Thus, lawyers and notaries constitute special st legal relations related
combating money laundering and terrorist finanairg are subject to the abo
provisions of the Law.

"9
e

(0]
Ve

Recommendation of th
MONEYVAL Report

eRussia should take further steps to ensure thagreovinstitutions are aware (
the need to pay special attention to customers famuntries that do no
sufficiently apply the FATF Recommendations.

=h

t

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

The draft law “On Amendments to the Federal Law ‘@Qymbating Legalisatio

(Laundering) of Proceeds from Crime and Financifh@errorism” and the RF

Code of Administrative Offences” proposes amendsénmtsubparagraph 2
item 1 of Article 6 of the AML/CFT Law, which spifies the requirements fg
mandatory control of transactions with monetaryd&irand other property
they essentially constitute a crediting or transfemonetary funds to an accou
provision or receipt of credit (loan), or transans in securities, where at leg
one of the parties is a natural or legal persoistegd, residing or located in
country (on a territory) that does not apply oruffisiently applies FATF
recommendations, or where the said transactionsaréd out via an accou
with a bank registered in the said country (ondhiel territory). The list of suc
countries (territories) is determined in accordawith the procedure set out
the Russian Government, taking into account FAEfestents. The said list
subject to publication.

The official Rosfinmonitoring website publishes HAStatements urging to pa
particular attention to transactions with persoramf the said countries arf

territories to be used by institutions while impkmting internal contro
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procedures.
The same practice applies to statements issue&RBBE.

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

The Federal Law No. 176-FZ of July 23, 2010, whichends the AML/CFT
Law, provides for amendments to subitem 2 item Ambitle 6, specifying the

monetary transactions subject to mandatory conti@, any transactio
involving crediting or transferring of funds to ancount, granting or receiving
loan, as well as transactions in securities, ifease one of the parties is

individual or legal entity registered or residinga state (territory) which does

not comply, or insufficiently complies, with the caammendations of th

Financial Action Task Force (FATF), or if the sdrmnsaction is carried out

using a bank account registered in such statat@eir The list of such statg
(territories) is determined in accordance with acpdure approved by th
Government of the Russian Federation and with adcéor the document
issued by the Financial Action Task Force (FATRY & be published).
Additionally, pursuant to subitem 5.5 Item of ARic7, institutions executin
transactions with monetary funds and other assetseguired to pay particulg
attention to any transactions with monetary fundther assets executed
individuals or entities referred to in subparagrapsf paragraph 1 of Article 6 ¢
this Federal Law, with their participation, onithieehalf, or for their benefit, a
well as through the use of a bank account refexred subpitem 2 of item 1 @
Article 6 of this Federal Law.

As a result of the introduced amendments, RussiarefBment Resolution No.

173 of March 26, 2003 (as amended December 31,)2QiMthe Procedure fg
Determining and Publishing the List of Statesriti@ries) which do not Comply
with Financial Action Task Force ( FATF) Recommetimizs has also bee
amended. In pursuance of the said Russian GovetnimResolution, the
Rosfinmonitoring has issued a relevant order, whitmecessary, is updatg
after each FATF Plenary Meeting of FATF and puldish

For further development of the said requirementsflRmonitoring's letter No|

17 dated August 2, 201130 stipulates that if thentland / or his contracto
client's representative, beneficiary or founderegistered or residing in a stg
(territory) which does not comply with Financiactfon Task Force (FATF
recommendation, or if the said transaction is edrout using a bank accou
registered in such state (territory), such clidmlisbe assigned to the high-ri
category in terms of ML / FT. Accordingly, suchetit and his transaction
should be subject to enhanced customer due diligenc

(Other) changes since
the first progress
report (e.g. draft laws,

draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

Recommendation 17 (Sanctions)

Rating: Partially com

pliant

Recommendation of th

eRussia should amend article 15.27 Code of Admatise Offences to ensu

%0 please see Appendix IlI
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MONEYVAL Report

that the main violations of the AML/CFT Law are emd, especially regardin
non compliance with the requirement to identify tistomer and the beneficia
owner and to elevate the maximum amount for filgegnat officials of financial
institutions.

(@)

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

Jointly with the ministries and agencies concerm®akfinmonitoring elaborated
the Federal draft law “On Amendments to Individuabislative Enactments of
the Russian Federation in the Sphere of Anti Mdreayndering and Combating
the Financing of Terrorism”, which is currently bgiconsidered by the State
Duma. The draft law will introduce administratilrability for non-compliance
with the AML/CFT legislation by the institution eging out transactions with
monetary funds or other property, which would resil a warning orn
administrative fine for officials amounting to framventy to fifty thousand rubles
or disqualification for a period of up to one yefar, legal persons - fifty to five
hundred thousand rubles and administrative suspesioperations for up to 9
days. Therefore, this elevates the administrati@bility of officials who face
disqualification in addition to higher fines.

At the same time, the said draft law would supplen#aticle 15.27 of the Cod
of Administrative Offences with new Part 3, whichtablishes administrativi
liability for non-compliance with AML/CFT legislain by institutions carrying
out transactions with monetary funds and other gntyp lawyers, notaries arj
persons providing commercial legal or accountingvises, if such nont
compliance has resulted in money laundering ootistrfinancing.
These changes make it possible to cover all passipes of the AML/CFT Law
violations, both in terms of organization and imms of implementing AML/CFT|
internal control rules, including fulfilment of etnal control programs arld
procedures, customer and beneficial owner ideatifim requirements,
documentation and reporting of information to thg,Fecord-keeping and staff
training and education.

o

oS oo

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

The Federal Law 176-FZ of June 23, 2010 amendeidlearl5.27 of the
Administrative Code, under which all supervisorydles have been given the
authority to impose administrative fines for AMLCFT-related violations. Th
maximum fine has been significantly increased: aplt million rubles for
organizations and up to 50,000 rubles for officidldditionally, AML / CFT-
related violations may result in disqualificatiohafficials for up to three years,
and in administrative suspension of activity for tg ninety days for legg
entities.

Article 15.27 of the Code on Administrative Offeacas amended by Fede
Law No0.176-FZ now reads as follows:

“Article 15.27. “Failure to Fulfill the AML/CFT Leiglation Requirements”

1. Violation of the terms for filing applicationfeegistration with the authorized
agency and (or) violation of the terms for filingtérnal control rules with the
authorized (supervisory) agency for approval -
shall entail warning or imposition of administraifine on executive officers in
amount of from ten thousand to fifteen thousandesibon legal entities in
amount of from twenty thousand to fifty thousantles.

2. Failure to fulfill the legislation in terms ofranging for and (or) implementin
internal control, except for the cases specifieBant 3 of this Article -

shall entail warning or imposition of administraifine on executive officers i
amount of from ten thousand to twenty thousandesibbn legal entities i
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amount of from fifty thousand to one hundred thawsaubles.

3. Actions (inactions) specified in Part 2 of tiigicle which have resulted i
failure to file, within the established time perjodith the authorized ageng
information on transactions subject to mandatorptrd or information on
transactions that raise suspicions of being comdiittr the ML/FT purposes -
shall entail imposition of administrative fine oregutive officers in amount d
from twenty thousand to fifty thousand rubles asadialification for a period g
up to 1 year; on legal entities in amount of frone dwundred thousand to thr
hundred thousand rubles or administrative suspersi@activity for a period o
up to sixty days.

4. Failure to file information of transactions sedijto mandatory control with th
authorized agency -
shall entail imposition of administrative fine omeeutive officers in amouri
from forty thousand to fifty thousand rubles orglialification for a period of uj
to one year; on legal entities in amount from twmdred thousand to fol
hundred thousand rubles or administrative susperai@ctivity for a period o
up to sixty days.

5. Non-compliance by an institution carrying ouansactions with monetalr
funds or other property with the AML/CFT legislatiavhich has resulted i
laundering of criminal proceeds or financing ofréeism ascertained by vali
court decision, unless such actions (inactionsyasdified as criminal offence -
shall entail imposition of administrative fine omeeutive officers in amouri
from thirty thousand to fifty thousand rubles osdflialification for a period g
from one to three years; on legal entities in amdrom five hundred thousan
to one million thousand rubles or administrativesgnsion of activity for &
period of up to ninety days.
Thus the Federal Law No. 176-FZ empowers all supery authorities ta
consider administrative violation cases provided fo Art. 15.27 of the
Administrative Code.

(Other) changes since
the first progress
report (e.g. draft laws,

draft regulations or
draft “other
enforceable  means”
and other relevant
initiatives
Recommendation 21 (Special attention for higher ris countries)

Rating: Partially com

pliant

Recommendation of th
MONEYVAL Report

eRussia should require Fls to give special attentioibusiness relationships ar
transactions with persons from or in countries vihiio not or insufficiently
apply the FATF Recommendations. Fls should alsonme as far as possibl
the background and purpose of business relatiosshipd transactions wit
persons from or in those countries, to set forthfindings of such examinatio
in writing and to keep these findings available tmmpetent authorities an
auditors for at least five years.

i

—
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Measures reported as
23 September 2009 t
implement the
Recommendation of th

The draft law “On Amendments to the Federal Law ‘©ombating Legalisatio

Code of Administrative Offences” proposes amendsi¢éatsubparagraph 2

(Laundering) of Proceeds from Crime and Financihgerrorism” and the RF
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report

item 1 of Article 6 of the AML/CFT Law, which spifies the requirements far
mandatory control of transactions with monetaryd&iand other property if they
essentially constitute a crediting or transfer afnetary funds to an account,
provision or receipt of credit (loan), or transans in securities, where at least
one of the parties is a natural or legal persorstegd, residing or located inja
country (on a territory) that does not apply oruifisiently applies FATF
recommendations, or where the said transactionsareed out via an account
with a bank registered in the said country (onghigl territory). The list of suc
countries (territories) is determined in accordawith the procedure set out by
the Russian Government, taking into account FAEfestents. The said list |s
subject to publication.

=

Measures
implement
recommendations

since the adoption of

the
report

first

taken to
the

progress

The Federal Law No. 176-FZ of July 23, 2010, whazthends the AML/CFT
Law, provides for amendments to subitem 2 of iteaf Article 6, specifying the
monetary transactions subject to mandatory contr@, any transaction
involving crediting or transferring of funds to ancount, granting or receiving|a
loan, as well as transactions in securities, ifealse one of the parties is an
individual or legal entity registered or residinga state (territory) which does
not comply, or insufficiently complies, with the cammendations of the
Financial Action Task Force (FATF), or if the saidnsaction is carried out
using a bank account registered in such statated:. The list of such statgs
(territories) is determined in accordance with acpdure approved by the
Government of the Russian Federation and with adcéor the documents
issued by the Financial Action Task Force (FATRY & be published).

Additionally, pursuant to subitem 5.5 item 5 oftidle 7 of the AML/CFT Law,
institutions executing transactions with monetampds and other assets are
required to pay increased attention to any traimactwith monetary funds ar
other assets executed by individuals or entitiésrmed to in subparagraph 2 pf
paragraph 1 of Article 6 of this Federal Law, wilteir participation, on their
behalf, or for their benefit, as well as through ttse of the bank account referred
to in subparagraph 2 of paragraph 1 of Article éhif Federal Law.
Russian Governmental Decree No. 967-r of June 11,0 2approved ney
Recommendations Concerning the Development of nate€ontrol Rules for
AML / CFT to replace Government Decree No. 983-hjiolv contains all the
specified requirements.
Item 19 of the Decree No. 967-r directly requiree program that is used for
identification of transactions subject to mandatooptrol to contain a procedure
for studying by organizations of the grounds andlgidor the execution of a
similar transactions, as well as to record theiobthresults in writing.
Upon detection of any signs of an unusual trangactthe organization is
required to analyze all other transactions exechetthe client in question to see
if their suspicions of ML /FT are validated. At tekame time, the organization|is
required to also take the following steps:
a) ask the client to provide the necessary explamst including additional
information explaining the economic sense of thesuial transaction;
b) pay extra attention to all transactions execugdhis client, as required by
these recommendations;
c) take other necessary measures permitted by dhes lof the Russian
Federation.
A relevant record pertaining to the measures télketihe organization in respect
to the client and in connection with the identifigadusual transaction or its signs

<
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must be made in an internal transaction report.

The results of the study of the grounds for angbpse of the identifying unusu
transactions;

other documents resulting from the implementatidnindernal controls ang
programs shall be kept for a period of at leasteary from the date ¢
termination of the relationship with the client.

The information and documents must be stored i suway as to allow the
speedy retrieval at the request of the Federali@efor Financial Monitoring, a
well as other public authorities within their scopktheir competence and
cases stipulated by the law of the Russian Federati

Information letter No. 17 stipulates that the diew his contractor who i
registered or residing in a state (territory) whides not comply with Financis
Action Task Force (FATF) recommendations shall bsigmed to the high-ris
category in terms of ML / FT; as well as if theedli's contractor, founder ¢
transaction beneficiary has ties to such terrigra if transactions are execut
using a bank account registered in such statet¢esy.

With regard to high-risk clients, the Order No. &% Information letter No. 1
require the application of enhanced supervisoryranditoring measures agair
such clients and their transactions with the géalentifying transactions linke
to ML / FT and submitting STR to the Rosfinmonitayi

Recommendation of th
MONEYVAL Report

eSince Russia reported that it has a legal struciar¢he form of a new Law g
Special Economic Measures, it should use this tftrac to implemen
countermeasures stipulated in Recommendation 21.

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

The legal mechanism for implementing the Federak ldated 30 Decembg
2006 No. 281-FZ “On Special Economic Measures” &l vetructured ang
consistent. In case of a threat to the nation&ré@st of the Russian Federati
and basing on decisions of the Russian Securityn€lband (or) Chambers ¢
the Federal Assembly, the Russian President dedidesnplement specig
measures. The Russian Government and Central Bab&rate the President
decision with their regulatory acts, while compétaunthorities ensure effectiy
implementation of these acts within their compe¢efithe important elements
this mechanism are publicity and strict parliamgntantrol.

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

The legal framework contained in the Federal Law R&il-FZ of December 3(
200631 is widely used in practice. Thus, on thdsbakthis mechanism and
pursuance of the Presidential Decrees, measures adgopted to ensure tf
implementation of UN Security Council Resolutior29%f June 9, 2010 and U
Security Council Resolution 1874 of June 12, 2009 "

Recommendation of th
MONEYVAL Report

eAs an urgent measure, Russia should establish af ®etuntermeasures that m
be made obligatory for financial institutions ofetlcountry continues to ignof
FATF Recommendations.

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

Under Article 3 of the Federal Law “On Special Eooric Measures”, specis
economic measures include a prohibition of actisitis respect to a foreign sta
and (or) foreign institutions and citizens, as vl persons without citizensh
who permanently reside in a foreign state, and ffg) obligation to carry oy
such actions, as well as other restrictions. Amotigrs such measures may
aimed at:

Al
te
ip
t
be

- prohibiting or restricting financial transactions

31 Please see Appendix Il
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- prohibiting or restricting foreign economic trantions;

- terminating or suspending international tradeeagrents and other internatiorn
treaties of the Russian Federation in the sphefereign economic relations.
The grounds for applying the said economic measumdsr part 2 of Article 1 o
the Federal Law “On Special Economic Measures” areombination of
circumstances that require an urgent response totamational unlawful dee
or an unfriendly act by a foreign state or its ages and officials, which posg
threat to the interests and security of the Rudsederation and (or) infringes ¢
the rights and freedoms of its citizens, as wellpassuant to UN Securit
Council Resolutions.

al

f

2S
n

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

The legal framework contained in the Federal Law RRil-FZ of December 3(
2006 is widely used in practice. Thus, on the bas$ithis mechanism and i
pursuance of the Presidential Decrees, measures adgopted to ensure tf
implementation of UN Security Council Resolutior29%f June 9, 2010 and U
Security Council Resolution 1874 of June 12, 2009".
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(Other) changes since
the first progress
report (e.g. draft laws,
draft regulations or

draft “other

enforceable  means”
and other relevant

initiatives

Recommendation 22 (Foreign branches & subsidiaries)

Rating: Non compliant

Recommendation of th
MONEYVAL Report

eThe Russian authorities should consider harmonizimg existing legal an

regulatory framework to ensure that all foreign ogtéons — both branches an
subsidiaries — of Russian Fls observe Russian AML/€@quirements. Existin
guidance for credit institutions on managing thekriassociated with foreig
operations should be expanded to address ML andsks as well as prudentia
risks. Russian regulators should consider issuipgc#ic guidance to Russid
credit institutions regarding the need for incredseigilance over foreigr

operations in jurisdictions that do not (or insuaféintly) apply the FATF

recommendations. Fls should be required to infohmirt Russian supervisa
when a foreign operation is unable to observe appate AML/CFT measure
because of local conditions.
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Measures reported as
23 September 2009 f
implement the
Recommendation of th
report

The draft law “On Amendments to Article the Fedekalw On Combating
Legalisation (Laundering) of Proceeds from Crimd &mancing of Terrorism’
proposes the necessary amendments to the AML/CgiBlddon that would
expand the Law's effect in space. Once the laweimé force, the AML/CFT]
requirements will be mandatory for branches andsigiidries of institutions
carrying out transactions with monetary funds ariceo property, which ar
located outside the Russian Federation.

The Federal draft law “On Amendments to Article f7tloe Federal Law “Orj
Combating Legalisation (Laundering) of Proceedsfi©rime and Financing g
Terrorism” and Part Two of the Civil Code of thesRian Federation” propost

supplementing Article 7 of this Law with a new iten3, which obligates

11

institutions carrying out transactions with mongthmds and other property {
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inform the competent as well as supervisory authdhiat their branches and
subsidiaries located in a foreign country (or deraitory) are partially or totally
unable to observe AML/CFT legislation or its camtprovisions.

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

The Federal Law No. 176-FZ of July 23, 2010 broadéme scope of the
AML/CFT Law. Thus, the AML / CFT-related requiremermust be complied
with by subsidiaries and affiliated of institutiomxecuting transactions with
monetary funds and other assets located outsidsid& wsiless it runs contrary to
the law of a foreign state.
Additionally, the said law establishes a requiretem institutions executing
transactions with monetary funds and other assetsctify the competen
authority as well as supervisory authority of itgigdiction of the inability
(partial ability) of its overseas branches and Elilmes located in the state
(territory) that impedes the fulfillment of the lamm combating money laundering
and terrorist financing or its individual provis®to fulfill the said law.
With the goal of clarifying the issues related e &application of paragraph 5.3
of Article 7 of the AML/CFT Law Rosfinmonitoring Baissued an informatiop
letter No. 9 dated January 26, 2011, while the BafnfRussia has issued a let
No. 32-T dated March 9, 2011 "On the Informationeleof the Federal Servide
for Financial Monitoring No. 9 dated January 261 2(2.

—

(Other) changes since
the first progress
report (e.g. draft laws,
draft regulations or
draft “other
enforceable  means”
and other relevant
initiatives

Recommendation 23 (Regulation, supervision and mawoiring)

Rating: Partially com

pliant

Recommendation of th
MONEYVAL Report

eRussia should — as a matter of urgency — strengthenregime to prever

Q ~+

criminals from becoming major shareholders in ab@l amending the Bankin
Law to lower the threshold from 20% to 10%, by eimguthat every person wh
directly or indirectly, holds more than 10% of thleares or the votes of a cre
institution, is checked as a major shareholder agcensuring that the BoR can
refuse an acquisition if the concerned person wasvicted for having
committed a financial crime.

| ———
—

Measures reported as
23 September 2009 t
implement the|
Recommendation of th
report

The BoR has prepared a draft Strategy for the dewe¢nt of the Russia
banking sector till 2012, which is expected to demed in the near future in
joint statement by the Russian Government and B®Re said draft invisage
provisions aimed at improvement of the procedureiri@estment in banking
capital and the BoR functions to control major bmie owners of shares
(interest) in credit institutions. The said measwaee stipulated simultaneously|in
item 24 of the draft action plan for the impleméiota of the abovementioned
Strategy in the years 2008-2012. It introduceddhewing norms:

- establishment of a requirement for the finanaiaindition and busineg
reputation of founders of credit institutions arehéficial owners of over 10% 0
shares (interest);

il
a
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%2 please see all these letters in Appendix |11
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- the BoR is granted powers to assess the busiegggation and financig
condition of the said persons in accordance witliR Bstablished criteria on |a
permanent basis;

- development of a mechanism whereby the BoR camove owners of 10% @
shares (interest) from managing credit institutiohsheir financial condition o
business reputation no longer meets the requirenset

- the BOR is granted powers to collect informatiompersons whose activity has
resulted in damage to the financial condition @i institutions or violation of
the law, or has led to situations threatening tiverésts of creditors or stability of
the Russian banking system.
The BoR participates in amending the Federal Law ti@& Central Bank of the
Russian Federation (Bank of Russia)", under whitthBoR will be entitled tq
establish requirements for the business reputatidaunders (members) owning
over 20 percent of shares (interest) in a credititition, as well as the right to
refuse to approve the acquisition of more than @@gnt of shares (interest) i a
credit institution if the business reputation af @icquiring persons is found to be
unsatisfactory.

At the same time, it is planed to amend the Fédena “On Banks and Banking
Activity” (hereafter the Banking Law), which woulektablish requirements for
the business reputation of credit institution foersdor persons acquiring over 20
percent of shares (interest) in a credit institutiovhich could be used to
recognise that business reputation of the saidpsris unsatisfactory:
previous convictions for deliberate economic criragswell as other deliberate
crimes (except minor offences);
violation of antimonopoly rules;
effective court rulings that have found the owneiltg of illegal actions during
bankruptcy proceedings, premeditated and (or}ificts bankruptcy;
failure to take financial rehabilitation measureésceedit institutions where the
said persons owned, including as part of groupsedaim Article 11 of theg
Banking Law, over 20 percent of shares (interesty in relation to which ap
arbitration court passed a ruling declaring a ¢riegtitution insolvent (bankrupﬂz]
or which has been liquidated at the BoR initiativithin 10 years preceding fro
the date of the relevant approval request subnitt¢ide BoR;
a court has found the said person guilty of causlaghage to any credit
institution while serving as a member of the BoafdDirectors (Supervisory
Board) of the credit institution, a sole executivedy, his deputy and (of
member of a collegial executive body.
It is proposed to consider unsatisfactory busimepstation of the founders of|a
credit institution as a ground to refuse statestegfion of the credit institution
and issuance of a banking license.

As regards the introduction of a prohibition for pgrson convicted of a
economic crime to manage a financial institutiolgape be informed that thjs
recommendation has been incorporated into the Bgrikaw. Article 11.1 of the
Banking Law stipulates that the BoR is entitledréfuse the appointment of|a
person to the position of the director of a cradgtitution (branch) on th
grounds stipulated in Article 16 of the said Laweaf which is a conviction fg
an economic crime.
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Measures taken
implement
recommendations

to
the

In the Banking Sector Development Strategy of thusditan Federation for the
period till 2015, adopted by the Russian Governnaent the Bank of Russia [n
December 2010, there have been recorded the pyosigimed at improving
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since the adoption of
the first progress
report

both the procedures for admission of capital toltheking services market af
supervisory functions of the Bank of Russia fordireorganizations majo
acquisitions (more than 10 %) of shares (stakewlichted measures al
simultaneously provided by a plan of action on iempéntation the Bankin
Sector Development Strategy in the Russian Federdtir the period till 2015
and focused on:

- specification of requirements (including thospedified for professiong
reputation) for heads and founders (participants)aocredit organization
conferring to the Bank of Russia authority to monitompliance of suc
participants with the established requirements, céory out collection of
information on their professional reputation, toimin relevant databases
process and keep personal data;

- introduction of changes in legislation in retatito simplification of credi
organizations securities issuing procedure, as a&lproviding control on th
part of the Bank of Russia on credit organizatiomjan shares (stake
purchasers;

- establishing of legal provisions that oblige noe@ holders to provide cred
organization with all details about owners of ct@&dganization shares and abg
joint-stock companies share owners that indireftthyough third parties) havj
significant influence on decisions taken by businadministration of a cred

on the decisions taken by business administratioa eredit organization i
exerting indirectly.

Recommendation of th
MONEYVAL Report

eRussia should as a matter of urgency — and as dyre@commended in th
Second Round Evaluation Report by MONEYVAL — iJeément provisions tq
prevent criminals from becoming major shareholdara non-Cl Fl, ii) raise theg
awareness of the staff of the FSFM, the FISS arstddonadzor and increag
their number of staff substantially to ensure tea¢ry FI undergoes at least o
on-site inspection every three years and that a oisk basis - more targeted i
depth thematic reviews are carried out, and iiinsolidate and strengthen th
system to register and supervise organizations ighoy MVT serviceg
according to article 13.1 Banking Law, includingetimplementation of fit an
proper tests.

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

The FSFM has elaborated the Federal draft law “@reAdments to the Feder
Law ‘On the Securities Market’ and other legislatiacts of the Russig
Federation” (in terms of prudential supervisiorpafifessional participants in th
securities market and procedure of paying compi&mséd natural persons in th
securities market), which includes provisions omventing criminals fron
becoming major shareholders in professional paditis of the securitig
market, namely:
a person convicted for the deliberate crimes mayomm 5 or more percent ¢
common shares (interest) in a professional pasditip the securities market.

This draft law also stipulates that a person cdediof the deliberate crimes m
not be a member of the Board of Directors (Superyi8oard), a member of th
collegial executive body of a professional participin the securities market,
person acting as the sole executive body, or actdireof a branch of ¢
professional operator in the securities marketomtroller (head of the interng
control service), risk manager, or director of &dir institution's structurg
division established to act as a professional gipgtint in the securities market,

organization, including third parties, by the agentwhich significant influence
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securities market.

Furthermore, the draft law empowers of the FSFMetuest information about

business reputation, including information abouwy @nior convictions of thei

founders from the authorities and professional igigeints in the securities

market.

In respect of the in-depth thematic reviews carrmat on a risk basis|

Rosfinmonitoring provides the FSFM, FISS, and Raostadzor with the
information concerning institutions that pose tlighbst risk in terms of ML/TH
in regular basis.

Basing on Rosfinmonitoring information, supervisdrgdies conduct not only

unplanned inspections , but also revoke licensasarket participants (in 2004
the FSFM revoked 19 licenses, 6 times as many 2806).

In the sector of postal money transfers, Rosfintaoimg in cooperation with
Roscomnadzor detected a typological cash convessibeme. The rising ban
fees and the availability of postal money transgmrvices have create
preconditions for cash conversion schemes shifthéo postal money transfe

sector. A humber of unplanned inspections caroigidby Roscomnadzor with

the participation of Rosfinmonitoring in respectaohumber of Post of Russ
branches made it possible to detect and deter ghead of this scheme. Th

relevant materials have been submitted to the lafloreement bodies. Post of

Russia incorporated the cash conversion schemeaiads into its procedure
relating to internal control rules.

To supply AML/CFT supervisory bodies with qualifieduman resources

Rosfinmonitoring and the International Training adéthodological Centre @
Financial Monitoring established by Rosfinmonitgyiare working to organize
training and professional development system foeciists of supervisor
bodies.

The International Training and Methodological Centf Financial Monitoring
has developed Standard Training Program for empboydé supervisory bodig
and Methodological Recommendations on AML/CFT Tirgn It is also
implementing a program called “Supervision in thield- of AML/CFT” for
employees of supervisory bodies in AML/CFT sphere.

Additionally, Rosfinmonitoring and other supervigorbodies (FSFM,

Roscomnadzor and FISS) have analyzed their needslidtitional staff in charge

of the AML/CFT issues and submitted proposals éoRlussian Government.
By the Russian Government Resolution dated 5 Deeer2B08 No. 914 “On
amendments to Russian Government resolutions @afgatil 2004 N. 203 ang
30 June 2004 No. 330", the maximum number of engasyof the FISY
territorial bodies has been increased from 1196 (effective since 1 Januat
20009).

Special laws that will govern the activity of bdbank and non-bank payme
agents to be controlled by supervisory bodies detexd by the Russial
Government (Article 7 of Federal Law No. 103-FZ) wsll as the BoR (ir]
relation to bank payment agents) will come intacéoon 1 January 2010 .
The FISS has submitted proposals to amend Federaldated 27 Novembe
1992 No. 4015-1 "On the organization of insurancsiress in the Russig
Federation" to the Financial Markets and Money @ation Committee at th
Council of Federation of the Federal Assembly. Tpeposals concer
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establishing a prohibition for a person convicted dn economic crime to ow
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and manage financial insurance institution.

Measures
implement

taken to
the

recommendations
since the adoption of

the first
report

progress

Law of the Russian Federation as of 27.11.19924945-1 on Organization @
Insurance in the Russian Federation provides filusakprocedures in issuing th
license to person (an applicant for a licensethef Head (including the one of
sole executive body) or Chief accountant of therge applicant has no
expunged previous convictions.

In February 8, 2011 State Duma of the Russian R#der in first reading
adopted a draft law on Amending the Federal Lavbeaurities Market, as we|
as other legislative acts of the Russian Federdtiorthe part of creation th
system of prudential supervision for securities kaauprofessional participan
risks), that includes provisions on preventiondhieninals from becoming majg
shareholders of securities market professionalgi@ants, namely:

a person cannot own (exercise management) 5 or meneent of securitie
market professional participant ordinary shareakést) if such person has be
convicted the crimes in the sphere of economicviggtor crimes against stat
authority.
Moreover, this draft law provides that a person wias been convicted fq
crimes in the sphere of economic activity or criragainst state authority can r
be a member of the board of directors (supervisoogrd), a member d
securities market professional participant collegeecutive body, as well 4
such person is not able to perform functions obla executive body and to |
the head of a branch of a securities market priofieak participant (except fqg
credit organizations exercising activity of a séoes market professiong
participant), or a supervisor (the Head of therimdé control service), or a risk
manager, or the head of a credit organization s&trat unit established fg
exercising the activity of a securities market pesional participant, or the he
of securities market professional participant safgastructural unit in case

holding by the specified professional participdre professional activities in th
securities market.

The Federal Law 161-FZ on National Payment Systghtens the requiremen
for organizations engaged in transfers of moneyahges.

Changes, established by the Federal Law No. 12ioFatt. 13.1 of the Feder
Law on Banks and Banking Activity, inter alia, pide that a credit organizatig
with which a bank payment agent has an agreemeamixertising the activitie
on reception of payments from individuals, is obtigo monitor a bank payme
agent’s compliance with the order of exercising #uivities on reception d

payments from individuals, in accordance with thées of settlement in the

Russian Federation established by the Bank of Ruasiwell as requirements
Article 13.1 of the mentioned Law and the legiglaton CML/ FT.

Failure to comply with these requirements by a bpakment agent is a grout
for termination of an agreement on exercising #@ on reception th
payments from individuals, concluded between aitm@djanization and suc
bank payment agent.

A credit organization is obliged to maintain a ligtbank payment agents wi
which this credit organization has concluded agexem on exercising th
activities on reception of payments from individual

Since October 2009, the Federal Financial Marketsvi€e of Russia wa
informed by Rosfinmonitoring and the Bank of Russieout 134 organization

supervised by the FFMS, which have in its activity increased risk df
operations aimed at legalization (laundering) afomes received by criminal
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means, or participation in transactions with théimate goal of transferring th
non-cash funds into cash money or transactionseckl® transfer of funds t
non-residents under the guise of buying securiiiésm these organizations,

the time of the first half-year, 44 has been redo&é licenses for profession
activities in the securities market (including iesult of site inspections - 4
organizations; in result of monitoring of activitie 24 organizations), to

organizations the orders have been sent to elimibataches, as regards
organizations verification activities are condugtinin order to avoid th¢
possibility of financial markets operations in b@ith, 38 organizations in th
course of inspection their activities were directeith orders to ban th
execution all or part of their operations.

Recommendation of th
MONEYVAL Report

e Russia should implement fit and proper tests fasillg companies and ame
the Insurance Law to ensure that members of thedboé a life insurance
company or an insurance broker are fit and proper.

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

Fit and proper tests for leasing companies areducied by establishin
gualification requirements for special officials @large of enforcing interng
control rules (Government resolution dated 5 De@m#905 No. 715), whic
include a higher education in specific areas or iaimum of 2 years o
AML/CFT experience as well as completed AML/CFTintnag.

For other employees of leasing companies, Rosfiiiming’s Order No. 256
establishes mandatory requirements to undergorsgsite AML/CFT training.
The FISS has submitted proposals to amend FeHavaldated 27 Novembe
1992 No. 4015-1 "On the organization of insurancsiress in the Russig
Federation" to the Financial Markets and Money @atton Committee at th
Council of Federation of the Federal Assembly. Theposals concer
establishing a prohibition for a person convictedgn economic crime to own
manage of a financial institution.

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

Please, refer to the information provided abg
As regard to requirement for conducting of trainiagtivities, the Russia
Finance Monitoring Agency has issued an Order a83d98.2010 No. 203 o
Approval the Regulations on Requirements to Exerdisaining the Staff o

Purpose to Counteract Both Legalization (laund¢rifgincomes Received b
Criminal Means and Financing of Terrorism.

it requires during elaboration by an organizatioh t@ining program for
employees in CML/FT sphere, provided by Order N&xZ-§, to include in sucl
program the study of typologies, typical schemes amethods of mone
laundering and financing of terrorism, as well aiseda for identification and
indicators of unusual transactions.

Organizations Performing Transactions of Money dhed Property with the

In particular, besides the previously mentionedvigions of the Order No. 256
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Recommendation of th
MONEYVAL Report

eRussia should amend the Law on Communicationsgorerthat all conceivabl
money and value transfer service providers arenkesl or registered an
supervised.

O D

Measures reported as
23 September 2009 t
implement the|
Recommendation of th
report

Pursuant to Article 16 of the Federal Law datedJ@lyy 1999 No. 176-FZ “Of
Postal Service”, postal services, which includetglosnoney transfers, af
provided by postal service operators.
Pursuant to Article 29 of Federal Law dated 7 J2003 No. 126-FZ “Or
Communication”, legal persons and individual enteepurs provide
communication services on the remuneration basily under a communicatio

N
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services license. Postal services are listed artfentypes of communication ar
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thus are subject of licensing — the list of sesi@pproved by the Russi
Government Resolution dated 18 February 2005 No. 87

Pursuant to paragraph 5 of item 4 of Article 6 loé tAML/CFT Law posta
money transfers of amounts exceeding RUB 600,000edaout by non-credi
institutions at a customer’s request are subjeatdodatory control. Pursuant
subparagraph 5.1.1.2.5 of item 5.1 of the Russiave@ment Resolution date
16 March 2009 No. 228 “On the Federal Service farpedvision of
Telecommunications, Information Technologies ang$/@ommunications”, th
Federal Service for Supervision of Telecommunicetjo Information
Technologies and Mass Communications performs stat&rol and supervisio
of postal services to ensure their compliance Withinternal control procedur
and procedure for recording, storing and providirffgrmation on postal mone
transfers with the FIU.

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

The Federal Law as of 27.06.2011 No. 161-FZ onadwali Payment Systen
which will enter into force in 29.09.2011, estabéis legal and organization
framework for national payment system, regulateth Ippocedure for providin
payment services, including transfer of funds aed aof electronic means
payment, and activity of national payment systemtigs as well as defines tf
requirements for organization and operation of payrsystems and order
supervision and monitoring in national paymentesyst

In accordance with Article 15 of the Federal Law. N61-FZ, an organization
entitled to become an operator of payment systder #ie day of receiving
registration certificate issued by the Bank of Raiss

The Bank of Russia supervises activities of paynsgatem operators, as well
it has the right to make decisions on exclusionirdbrmation about an
organization from the registry of payment systeimsrators.

(Other) changes since
the first progress
report (e.g. draft laws,
draft regulations or
draft “other
enforceable  means”
and other relevant
initiatives

Recommendation 24 (Regulation, supervision and mawoiring)

Rating: Partially com

liant

Recommendation of th
MONEYVAL Report

eRussia should improve the data available to analyme effectiveness of tl
measures it is taking. Rosfinmonitoring should @ersintroducing a greate
element of risk-based supervision in relation te tbategories of firms i
supervises. In particular, the risks identified Rgsfinmonitoring in relation tq
casinos should be subject to greater supervisdgnsbn.

Measures reported as
23 September 2009 ft
implement the
Recommendation of th
report

A new form of statistical reporting (in relation ¢asinos, gambling outlets, a
real estate agents) has been introduced in ordenpoove statistics used fq
supervision effectiveness evaluation.
The new form involves recording the results of etons in terms of types ¢
violations and sanctions. For example, this allokeeping statistics o
identification violations detected.

Russia has also introduced a new form of statigtissipervision of the sector
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Rosfinmonitoring performs current monitoring of ogfing institutions using
risk-based approaches that allow using specialrithgas to select institution
with heightened ML risks - institutions with an emse cash turnover ar
institutions transferring capital into offshore aoats, such as casinos.

The number of casinos has decreased consideraklytadthe introduction o
strict limitations on casino operations effectiiece 2007 (pursuant to Fede
Law No. 224-FZ). As of 1 January 2009, Russia lades122 active casinos, &
of which were inspected by Rosfinmonitoring in 2€008. It resulted in 7]
sanctions against officials and legal persons,uitioly 27 violations of the
organization of internal control rules (including® lsanctions for imprope
identification) and 42 sanctions for failing to oep information to
Rosfinmonitoring.

Due to the prohibition on casino activity outsigesial gambling zones and d
to the financial crisis, many institutions have rgad the nature of their busing
and no longer conduct casino activities. Russigiisessing an active exodus
the gambling business, in particular casinos, dattie Russian Federation.
As to 1.07.09 (the date when four gambling zonasged their functioning) n¢
permission to carry out gambling activity has bessaned.
Rosfinmonitoring has analyzed risks in the casiectay. Based on the analys
findings, the agencies concerned (Ministry of FoerFederal Tax Service, |g
enforcement bodies) consider proposals to introduweehanisms that woul
prevent illegal activities in the gambling business
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to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

For January 1, 2011 on the territory of RussiareFatibn two casinos have be
operating, that have become registered in Rosfitmamg the inspection will be
planned in the near future.

In accordance with the Federal Law of 22.04.28464-FZ on Amendments t
Article 6 of the Federal Law on State Regulation Axtivities Related tg
Organization of Gambling and on Amendments to Sbegislative Acts of the
Russian Federation33, financial requirements fookbwking offices ang
totalizators were strengthen, that is aimed ateimsing their liability toward
clients and at exclusion of the possibility to gaout activities in the sector ¢
dubious organizations.
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Recommendation of th
MONEYVAL Report

eThe role of real estate agents should be examinethsure that no gaps exist
the AML/CFT system. In particular, the contentibattmost flows of funds i
real estate transactions are routed through thekiag sector should be verifie
and the level of risk relative to the supervisonfivaty of Rosfinmonitoring ir
this area should be considered.

in
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Measures reported as
23 September 2009 ft
implement the
Recommendation of th
report

The Russian real estate assume state control gistragion of all deals. Th
activity of real estate agents involves selectifiers, consulting and mediatig
in the process of deal execution and state retimtraPayments between parti
take place via non-cash transfers. Mortgage lendign institute is provided &
the credit institutions.

In Russia, cash settlement between legal persongelisas between a leg
person and a natural person conducts entrepremguséthout establishing i
legal person (including real estate agents) istStrregulated in terms of th
possible transaction amount (not to exceeding ROBA0O0 under each contrd

between mentioned persons) and use of cash foreaifisppurpose (BoR

¥ Please see Appendix Il
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Directive dated 20 June 2007 No. 1843-U). A linppkes to cash amount that

may be stored at the cashier desk of a legal pemsbith is controlled by
credit institution.

Non-cash payments between legal persons via asaygned with cred
institutions is a mandatory procedure. (BoR Pravisilo. 2-P).

This procedure considerably reduces the possilidity real estate agents to
cash payments. This is confirmed by the numbeealf estate transaction repo
submitted by banks within the framework of mandatmntrol. For customers ¢
institutions performing as real estate agents, gaysvia credit institutions af
more reliable and minimize the risk of fraudulemhemes (payment usin
counterfeit money, customer’s deceit).

—

D

Its

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

Please, refer to the information provided above.

In 2010, Rosfinmonitoring has kept fairly high l&vef supervising activitie
with respect to real estate agents. Thus, for éneg of 2007 - 1st half of 2011
were revealed 3273 of such agents, consequentyy,l€fal entities and 116
officials were punished by fines. For four of tmest unfair participants of th
sector Rosfinmonitoring made a decision on apptioastricter measures (
administrative punishment - administrative suspemsif activity.

Recommendation of th
MONEYVAL Report

eThe system for supervising the compliance of lasvyard notaries with th
AML/CFT Law should be strengthened considerably.

11°]

Measures reported as
23 September 2009 ft
implement the
Recommendation of th
report

As part of their control and supervision measuthe, Lawyers and Notarig
Chambers took into consideration AML/CFT issues mtenducting thei
inspections. The Lawyers Chambers conducted 4 isfiections in 2007 and
432 inspections in 2008; the Notaries Chambersuxed 2 161 inspections
2007 and 3 763 inspections in 2008.

The Presidential Decree dated 14 July 2008 No. I@f@amendments to th
Decree of the Russian Presidential Dated 13 Oct2b@4 No. 1313 “Issues (¢
the Russian Ministry of Justice, to the provisiaopted by this Decree and
the invalidation of several acts by the Presidehthe Russian Federatiorn
specifies the powers of Ministry of Justice conaegncontrol and supervisio
over advocates and notaries as well as performafrtbeir professional duties.
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to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

Chambers of Lawyers and Notaries in conductingdntpns take into accoul
issues related to AML /CFT. The Lawyers Chamberslooted 2813 inspection
of advocates in 2009. From 2010 an approach tonargtion of inspection ha
been changed - now not individual lawyers, but rattgs' associations a
inspected as structures responsible for compliariitethe laws by lawyers wh
are the members of such association. Thus, 80naiisr associations wer
inspected in 2010. 1989 inspections were conduuayeitie Chamber of Notarieg
in 2009 and 2154 in 2010

nt
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Recommendation of th
MONEYVAL Report

eThe current regime for licensing casinos will nbange until 30 June 2009 (s
section 1). In the meantime Russia should condider it will implement this
change and develop plans to deal with unlicensedldiag. The current an
future regime contains no specific provision to verg criminals or their
associates from holding an interest in a casinas Bhould be addressed.

1%

)

Measures reported as
23 September 2009 f{
implement the
Recommendation of th
report

Concentration of casinos in special gambling zasemainly necessitated b
tougher state control over their activity by alpstwisory and controlling bodie
tax authorities, Rosfinmonitoring, law enforcemdatdies, and newly creatg
bodies that administer gaming zones and perforrendimg and controlling
functions.
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The matter of supervision over the casinos takintp iaccount ML risk
assessment after 1 July 2009 (the effective daspe€ial requirements for thjs
business under Federal Law No. 294-FZ) along witipecific action plan was
examined by the Rosfinmonitoring board devotedit&-based approaches |in
conducting supervision.
Agreements with the Russian authorities of the fgambling zones will be
signed in the near future.

In the remaining constituent entities of the Rusdt@deration, the business
organizing and conducting gambling (including opieraof casinos) have bee
prohibited.

of

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

For January 1, 2011 in the territory of Russia tasinos have been operating,
that have become registered in Rosfinmonitoringinapection is planned in the
near future.
Item 2 of Article 6 of the Federal Law as of 29206 No. 244-FZ on State
Regulation of Activities Related to Organization @ambling and orn
Amendments to Some Legislative Acts34 of theratspecifies that in the
capacity of gambling activities organizers can bet the legal entities, the
founders (participants) which are the Russian Faiber, subjects to the Russian
Federation or local authorities, as well as indiald which have a non-expunggd
previous conviction for economic crimes or for mtienal crimes of medium
gravity, grave crimes or especially grave crimes.

Recommendation of th
MONEYVAL Report

eThe Assay Chamber should have more specialist AML/&aff in order to

better perform its functions.

Measures reported as
23 September 2009 ft
implement the
Recommendation of th
report

There are ready amendments to the AML/CFT Law, Wisipecifies the list of
jewellery and precious metals business operatoligenbto take AML/CFT
measures. The range of operators subject to theviidivbe limited to trading
businesses dealing in precious metals and stongses, dentistry clinics, and
the like will be excluded from the range of orgatiens subject to th
AML/CFT Law.

This will give the Assay Chamber more opportunitiesise its human resources
more effectively.

11

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

The Federal Law as of 23.07.2010 No. 176-FZ empswtre Russian Assdy
Chamber to consider cases on administrative ofientéegislation in the sphete
of CML/ FT.
Thus, since January 2011 the Assay Chamber hasisenffauthority to bring
legal influence.
Moreover, at the present time the Russian Finanicesivy has prepared Draft
Decree of the President of the Russian FederatioRomndation of the Federal
Service for Control of the Circulation of PrecioMgtals and Stones, and Draft
Resolution of the Government of the Russian Feiterain the Federal Servige
for Control of the Circulation of precious metafslastones.
These measures are aimed at improvement of stattot in the indicated
sector. Draft Regulation on the specified serviearty establishes the powers
the supervisory authority for supervision over ageduring transactions of
precious metals and stones, in compliance with ANIIET.

Recommendation of th

eRussian should consider the proposal by the AsseyrDer to give superviso

MONEYVAL Report

bodies greater access to the contents of STRsatdeethem to guide supervisory

3 Please see Appendix IlI
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actions better.

Measures reported as
23 September 2009 f{
implement the
Recommendation of th
report

Upon accepting and analyzing STRs, Rosfinmonitoriingecessary, informs the
Russian Assay Chamber about the need to inspéittifitss named in the STRs
or institutions engaged in high-risk transactions.

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

Please, refer to the information provided above.

Rosfinmonitoring examined the proposal of the As&hamber that asks fq
"supervisors to be given greater access to theenbmf STR to better direq
supervisory activities." However, the AML/CFT Lawortains a direct
prohibition concerning disclosure of information émyployees of the authorized
body in the execution of the relevant law that ontained in the STRs.
Information based on the STRs may be transferrdd tmlaw enforcement
agencies when there is sufficient grounds to belitivat an operation ¢
transaction is connected ML/FT.
In this connection, in order to coordinate theaigtiof the supervisory agencies,
Rosfinmonitoring, on permanent basis sends infdonain respect of the
supervised organizations which have shortcomingatarnal control system ¢
avoid fulfilling the AML / CFT legislation or carigg out suspicious transactions
which may be conducted for the ML / FT purposes.
In addition, stats on compliance with the AML / CI€Bislation, both as a whole
and in the context of each supervised organizataye, sent to supervisory
authorities on a regular basis.
Information from Rosfinmonitoring on trends andkssidentified in varioug
sectors during monitoring of information from dadab is an additional
informational source for coordination of supervisio
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Recommendation of th
MONEYVAL Report

eRussia should take further steps to strengtherAtle/CFT supervisory regime

for accountants.

Measures reported as
23 September 2009 ft
implement the
Recommendation of th
report

In order to strengthen the AML/CFT supervisory negifor accountants and
audit firms the following measures have been taken:
1) On 11 February 2009 the Russian Ministry of Roeadopted a Standard
Program for checking AML/CFT compliance by an aufiitn (individual
auditor). The Standard Program is published oroffieial Ministry of Finance
website and submitted to professional audit assonmfor implementation;

2) Professional audit associations that conduareat control of the quality g
work of audit firms and auditors received a leftem the Ministry of Finance’s
Department for the Regulation of State Financialnt@m, Audit Practice
Accounting and Reporting dated 31 March 2009, whinderlines the need to
take the appropriate AML/CFT measures;
3) Changes have been made to the form of the arextality reports of
professional audit associationshich aimed at collection and summarising
information on control measures in AML/CFT taken $ych institutions and
measures taken by them based on the findings afcudrol;
4) A specialized training centre accredited withsftomonitoring conducted
professional training for Ministry of Finance spdists who supervise auditor
in matters of AML/CFT control.

—

12

to
the

Measures taken
implement
recommendations

since the adoption of

With the purpose of clarification of issues on iempkntation of the AML/CFT
legislation, training activities for notaries andd#ors, with participation of
representatives of supervisory authorities (MoRJ #re Rosfinmonitoring, arg
conducted on a regular basis.
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the
report

first  progress

In addition, the Russian Ministry of Finance witlhet participation of
Rosfinmonitoring elaborated a Draft of the Feddralv on Amendments t
Some Legislative Acts of the Russian Federatioredimt strengthening of th
AML/CFT system in the indicated sector. Respongibd of auditors in
accordance with the AML/CFT Law are clarifying thvatl allow improving the
efficiency of their work in general.

(Other) changes since

the first progress
report (e.g. draft laws,
draft regulations or
draft “other
enforceable  means”
and other relevant
initiatives

Recommendation 25 (Guidelines & feedback)

Rating: Partially com

liant

Recommendation of th
MONEYVAL Report

eRussia should implement the requirement to issudgaguoe to Fls, beyond th
explanation of the law.

Measures reported as
23 September 2009 f
implement the
Recommendation of th
report

In order to comply with the requirement to issuédgnce, besides explanatio
of the law the Ministry of Finance have taken tbofving measures

1) issued an information letter of Ministry of Fim@ Department for th
Regulation of State Financial Control, Audit PreetiAccounting and Reportir
dated 13 April 2009 on organization by audit firensd individual auditors o
work to comply with the requirements of the Feddralv “On Combating
Legalisation (Laundering) of Proceeds from Crimd &mancing of Terrorism”
This letter has been published on the Ministry iofaRce official website, in th
official press publication of the Ministry of Finea - the Financial Gazette,

well as submitted to professional audit association

2) The Audit Practice Council at the Ministry of nBhce has approve
methodological recommendations on checking compdiamith AML/CFT laws
and regulations;

3) Professional audit associations received arléiben the Department for th
Regulation of State Financial Control, Audit PreetiAccounting and Reportir
dated 31 March 2009, which pays attention to thedn® place the releva
information on official websites and update sudbrimation;

4) With its 10 March 2009 Order the Ministry of Birte approved a professior
development program for auditors entitled “Combatiorruption in the cours
of audit practice”.

Besides, FSFM Order dated 3 June 2002 No. 613/r tfethodologica
recommendations for professional participants ire teecurities marke
implementing the requirements of AML/CFT Law the AWM is currently
developing methodological materials on AML/CFT.

The BOR is implementing measures on the permanasis o improve AML
internal control rules programs at credit instdo8 and their practica
implementation. Since September 2007 the BoR issuetumber of letter
addressed to credit institutions, containing recemdations to contrg

or terrorist financing.

BoR Letter dated 27 April 2007 No. 60-T “On the cpkfeatures of the serviq

transactions via credit institutions with the paigpurpose of laundering mone
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by credit organisations of clients with the usetlé technology of distang
access to the bank account of a client (includimtgrhet banking”; BoR Lette
dated 28 September 2007 No. 155-T “On invalid paxssh) BoR Letter dated 3
October 2007 No. 170-T “On the Specifics of pronglbanking services to non-
resident legal persons that are not Russian targayBoR Letter dated 2
November 2007 No. 173-T “On the recommendatiorth@Basel Committee fg
Banking Supervision”; BoR Letter dated 26 NovemB&07 No. 183-T “On
invalid passports”; BoR Letter dated 18 January 82000. 8-T “On the
application of item 1.3 of Article 7 of the Federehw “On Combating
Legalisation (Laundering) of Proceeds from Crimd &mancing of Terrorism”
BoR Letter dated 13 January 2008 No. 24-T “On mgighe effectiveness (¢
preventing suspicious transactions”; BoR Letteedat July 2008 No. 80-T “O
strengthening control over individual transactiompromissory notes by naturp
and legal persons”; BoR Letter dated 3 Septemb@8 200. 111-T “On raising
the effectiveness of preventing suspicious tramsastby customers of credit
institutions”; BoR Letter dated 23 January 2009 Bel “Supplementing BoR
Letter dated 1 November 2008 No. 137-T"; BoR Lettated 10 February 200
No. 20-T “On relations with financial institutiorss the USA”; BoR Letter date
27 February 2009 No. 31-T “On information publist@dthe Rosfinmonitoring
website”; BoR Letter dated 01 November 2008 No.I37©n raising the
effectiveness of preventing suspicious transactions

Rosfinmonitoring prepared the aforementioned Infaion Letter No. 2 and
Order No. 103 dated 8 May 2009.

O = 0
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Measures
implement

taken to
the

recommendations
since the adoption of

the first
report

progress

Feedback from organizations is carried out by sdveneans, including
improvement of the regulatory framework in sphef€bIL / FT (Government
Order as of 10.06.2010 No. 967-p includes recomiagpas on elaboration @
the rules related to internal control, the OrdeRo&finmonitoring as of Octobe
5, 2009 No. 245 approves an instruction on subomissif the information
envisaged by the AML/CFT Law to the RosfinmonitgyirOrder of 03.08.201
No. 203 establishes requirements for preparatiah teaining of organizatior
staff for the AML/CFT purposes, Order of 11 Aug2&10 No. 213 provide
guidance on the information included in report mdgean officer about a
operation (transaction), which is subject to maoatcontrol, or unusug
operation (transaction), Order as of May 8, 20091R8 provides guidance for
organizations on development of unusual transastindicators identification
and determination criteria, the Order as of 170202 No. 59 establishes
requirements for identification of clients and bisiaries with taking into
account the risk of ML / FT).

At the same time, Rosfinmonitoring issued inforwatietters explaining th
AML/CFT requirements (No. 1 as of 08.08.2008, Nas2of 18.03.2009, No.
as of 11.08.2009, No. 7 as of 21.09.2010, w/n of02&€010, No. 8 of
13.01.2011, No. 9 of 26.01.2011).
In addition, Roscomnadzor sent to all territorighriches the “Guidelines gn
Qualification of actions (or inaction) in accordenwith the relevant parts of
Article 15.27 of the Administrative Offences Codetbe Russian Federatign
(Part 1 - 4), on imposition of an administrativangky, as well as enforcement pf
provisions of Article 1.7 of the Administrative @fices Code" (letter of
11.03.2011 No. KA-04457).
The FSFM has issued and published for professimandicipants of the securitigs
market participants a newsletter as of 10.02.2000 theasures to prevent the
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use of capital market instruments in money laumgdeschemes."

The Bank of Russia continued on a permanent basiarty out actions aimed
improving of internal “AML” control programs of cd#t organizations an
practices for their implementation through issue kbtters addressed to cre
organizations with recommendations for the contfothe operations which al
conducted through credit organizations, probabhwie purpose of legalizatig
(laundering) of funds obtained by criminal meand #arrorist financing (a lettg
from the Bank of Russia of 27.02.2009 No. 31-T "Ba information posted o
the website of Rosfinmonitoring”, letter by the Baof Russia of 11.06.2010 N

posted on the official website of the AssociatidrRaossian Banks," a letter
the Bank of Russia of 16.09.2010 No. 129-T "On feetement of monitoring
activities for certain transactions of legal egttl' a letter by the Bank of Russ
of 17.02.2011 No. 19-T "On the information posted the website o
Rosfinmonitoring™), a letter by the Bank of Russfa 09.03.2011 No. 32-"On
informative letter of Rosfinmonitoring of 26.01.20No. 9 "and a letter by th
Bank of Russia as of 12.05.2011 No. 70-T.

The Federal Law as of 27.06.2011 No. 162-FZ on Adnents to Certaif
Legislative Acts of the Russian Federation in Catine with the Adoption of
the Federal Law On the National Payment System,chlwhi introduceg
amendments to the AML/CFT Law @mwill enter into force in 29.09.2011,
entitled the Russian Government and the Bank ofsiusvith additional
authority to establish requirements on elaboratbrinternal control rules by
organizations carrying out operations with monefangds or other property.

(Other) changes since
the first progress
report (e.g. draft laws,
draft regulations or
draft “other
enforceable  means”
and other relevant
initiatives

Recommendation 29 (Supervisors)

Rating: Partially com

pliant

Recommendation of th
MONEYVAL Report

eRussia should amend the BoR Law to elevate themmaxiamount for fine

against credit institutions substantively and toswme that the BoR has th
competence to impose adequate fines on directadssanior management
banks for violation of AML/CFT requirements.

Measures reported as

23 September 2009 t
the|

implement
Recommendation of th
report

The possibility of practical implementation of thiequirement is currently bein
examined as part of work on the Federal draft l&@n “Amendments t¢
Individual Legislative Acts of the Russian Fedematiin the Sphere of Ant
Money Laundering and Combating the Financing ofdrsm”.

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

Federal Law of 23.07.2010 No. 176-FZ strengthene #dministrative
responsibility for non-fulfillment by an organizati, carrying out operations wit
monetary funds or other property, laws on countamacfor legalization
(laundering) of funds obtained from criminal adii&$ and terrorist financing th
implies a warning or an administrative fine on gtils of ten thousand to fift

83-T, a letter by the Bank of Russia of 28.04.280 61-T "On the information
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thousand rubles or disqualification for up to thyears; and on legal entitieg
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from fifty thousand to one million rubles or adnsimative suspension of activity
for up to ninety days. It means that an administeatesponsibility for official
becomes tougher, not only the sum of fine is irgedain respect of them, but
also a disqualification is introduced.

At the same time this Law provides an addition Adicle 15.27 of th
Administrative Offences Code; this is a new prauisithat establishes
administrative liability for non-fulfillment by arorganization, carrying out
operations with monetary funds or other propertywyd on counteraction
legalization (laundering) of funds obtained fronmgnal activities and terroris
financing, if such non-fulfillment entailed legaditon (laundering) of fund
obtained from criminal activities and terrorist dircing established by a val
court sentence.

These changes cover all possible types of the AMIL/@gislation violations
both in terms related to organization and realwatof internal control fo
AML/CFT purposes, including realization of internabntrol programs and
procedures, identification requirements for persamsservice, beneficiaries,
documentary record and providing information tcaathorized body, keeping of
documents and information, as well as trainingepnnel.
In accordance with the Federal Law No. 176-FZ @lesvisory bodies, including
the Bank of Russia, are authorized to considerscaseadministrative offences
under Part 1-4 art.15.27 of the Administrative Cadd to impose administratiye
sanctions for violations.

o v —~ 0

Recommendation of th
MONEYVAL Report

eRussia should amend the BoR Law to ensure thatemde of a Cl can bge
revoked when the owners are convicted of a releeaminal or economid
offence and to ensure that a licence of a Cl cao dle revoked for not filin
STRs with the FIU. Russia should also ensure thatlitence of a Cl can b
revoked not only if repeated violations occur dgrione year and thus, amend
the BoR Law accordingly.

D «Q

Measures reported as
23 September 2009 t
implement the|
Recommendation of th
report

Implementing this recommendation in the proposeatexd seems to be
inexpedient. Revoking a license in cases when tak lowners have been
convicted of criminal or economic offences does mie a direct relation to |a
credit institution's activity in the banking sermic market. If such changes are
adopted, this may lead to situation when even magoiks may face revocation
of their licenses. License revocation as a sanési@pplied to a credit institution
as a legal person. At the same time credit ingtituinay not be responsible for
criminal or economic offences committed by the fibens, since the requirements
for their business reputation are not establisheld.
Please note that in relation to this recommendatti@n Russian delegation to
FATF, MONEYVAL and EAG Plenaries recorded a positaccording to which
this recommendation may not be accepted for imphtatien, since it is not
based on the FATF evaluation methodology and ifdémentation could cause
adverse social consequences.
Concerning the BoR efforts on prevention of cringn@ management of credit
institutions, see comments to Recommendation 23.

Measures taken to
implement the
recommendations
since the adoption of
the first progress
report

Please, refer to the information provided above.
The Bank of Russia, in accordance with Article #tle Federal Law of
10.07.2002 No. 86-FZ on the Central Bank of thesiusFederation (the Bank
of Russia), is entitled to withdraw a license targaout banking transactions
from a credit organization on the grounds providgdhe Federal Law on Banks

and Banking.
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The list of such grounds specified in Article 20tloé Federal Law on Banks and
Banking, which does not limit the possibility tovoke a license only fo
repeated violation of the AML/CFT Law within oneaye The Bank of Russi
also has the right to revoke a license, in pariGuh case of finding the fac
related to substantial misreporting of data, delaysreporting and non
compliance with other Federal Laws, not only wite AML/CFT Law (in total,
approximately two dozen grounds).

6o

Recommendation of th
MONEYVAL Report

eRussia should abolish the limitation of the BoRdaduct on-site inspections In
article 73 item 5 BoR Law, as already recommendeithé MONEYVAL Second
Round Report.

Measures reported as
23 September 2009 ft
implement the|
Recommendation of th
report

Federal Law dated 28 April 2009 No. 60-FZ amendeticke 1 of the Federal
Law dated 26 December 2008 No. 294-FZ “On the ptimte of rights of lega
entities and individual entrepreneurs during statatrol (supervision) ang
municipal control”, which eliminated limitations ahe frequency and procedure
for organizing and conducting inspections as pdrtm®asures to contrgl
compliance with AML/CFT legislation. This norm @r¢ all AML/CFT
supervisory bodies.

Measures taken to
implement the
recommendations
since the adoption of
the first progress
report

Please, refer to the information provided above.

Recommendation of th
MONEYVAL Report

eRussia should in addition amend the relevant lamenisure that a licence can b
revoked for violation of AML/CFT requirements alsothe non-banking and
non-securities sectors, and when the owners argictau of a relevant criminal
or economic offence (concerns the FSFM, the FIS&cdnnadzor and
Rosfinmonitoring).

Measures reported as
23 September 2009 ft
implement the|
Recommendation of th
report

The FSFM has elaborated the Federal draft law “@reAdments to the Federal
Law ‘On the Securities Market’ and other legislatiacts of the Russian
Federation” (in terms of prudential supervisiomodfessional participants in the
securities market and procedure of paying compimstd natural persons in the
securities market), which includes provisions omventing criminals from
becoming major shareholders in professional paditis of the securitigs
market.
If such provisions are violated, the FSFM will batiteed to revoke the relevant
license.
Articles 32.3, 32.4, 32.6, 32.8 of the RF Law d&2&dNovember 1992 No. 4015-
1 "On the organization of insurance business irRhssian Federation" and item
5.2 of the Provision on the Federal Insurance Sigien Service adopted by
Russian Government Decree dated 30 June 2004 MpeB®owers the FISS to
impose sanctions on insurance market operatorste upvoking their licenseg,
including the violations of Russian AML/CFT legistan.
The FISS has submitted proposals to amend Fedexaldated 27 Novembe
1992 No. 4015-1 "On the organization of insurancsiress in the Russian
Federation" to the Financial Markets and Money @ation Committee at th
Council of Federation of the Federal Assembly. T®posals concer
establishing a prohibition for a person convicted dn economic crime to ow
and manage financial insurance institution.

=
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Measures taken to

On 08.02.2011 State Duma of the Russian Federitis first reading passed|a

implement the
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recommendations
since the adoption of
the first progress
report

draft law on Amending the Federal Law on Securitésrket, as well as othg
legislative acts of the Russian Federation (regardireation a system fq
prudential supervision of risks on securities manefessional participants
that includes provisions on prevention of criminfdsm becoming securitie
market professional participants major shareholdemnely:

a person cannot own (exercise management) 5 or peocent of ordinary sharg
(stakes) of a securities market professional ppetit if such person has be
convicted for crimes in the sphere of economicvégtior crimes against stat
authority.

Moreover, this draft law provides that a person Wwhe been convicted in crim
related to economic activity or crimes againstestatthority can not be the bod
of directors member (supervisory board member), eanber of the securitig
market professional participant collegial executaely, as well as such pers

securities market professional participant brarecttépt for credit organizatior
exercising activity of a securities market profesal participant), or a supervis
(the head of the internal control service), orskgimanager, or the head of cre
organization structural unit established for ex@ng activity of a securitie
market professional participant, or the head oteusties market profession
participant separate structural unit in case ofdingl by the specifie(
professional participant of professional activitieshe securities market.

In case of violations of these provisions the FSKilll be entitled to revoke th
relevant license.

In accordance with Article 2 of the Federal Lawo47.07.1999 No. 176-FZ3
on Postal Service, organizations of the federalgbeervice are the organizatiq
of postal services, which are state unitary entegpr and state institution
established on the basis of property in federal evalmip (i.e. Federal Sta
Unitary Enterprise "Russian Post" is state-owned).

Recommendation of th
MONEYVAL Report

eRussia should — as a matter of urgency (i) ameaddlevant laws to ensure th
the FSFM, the FISS and ROSCOMNADZOR have the powatpose fines o
their Fls and on directors and senior managementhefr Fls for violation of
AML/CFT requirements and to replace directors aadisr management of the|
Fls for violation of AML/CFT requirements, (ii) alish the limitation of the FIS
to compel and obtain access to banking secrecynation and (iii) increase th¢
staff for the FSFM, the FISS and ROSCOMNADZOR surenthat the systel
for sanctioning financial institutions works effieety.

Measures reported as
23 September 2009 ft
implement the|
Recommendation of th
report

1. The Federal draft law has been elaborated, wécphowers the FSFM,FISS
Roscomnadzor to examine administrative offence scadipulated in Articlg
15.27 of the RF Code of Administrative Offencesillia to fulfil the AML/CFT
legislation requirements”.

2.The FSFM has elaborated the Federal draft law Abmendments to th
Federal Law ‘On the Securities Market’ and othegjiditive acts of the Russid
Federation” (in terms of prudential supervisiomodfessional participants in th
securities market and procedure of paying compi&mstd natural persons in t
securities market), which empowers the FSFM to dmmarofessiona
participant of the securities market replace ithaggment, namely:

“The federal executive authority for the securitiearket may — upon the mark
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— demand replacement of the sole executive bodlieoprofessional participamnt
of the securities market (with the exception ofdarstitutions), the director g
the branch of a professional participant of theusées market, the director ¢
the relevant structural division in an instituticacting as a professiona
participant of the securities market”.
The same draft law directly stipulates the FSFNghtrto request from the state
authorities and professional participants of theudgges market the informatio
on the business reputation, including informatiom the absence of prig
convictions of its founders, request credit insititns with which professiona
participants of the securities market have opermduats, and information o
transactions made via the said accounts.

3.Rosfinmonitoring and other supervisory bodies HAS Roscomnadzor and
FISS) have analyzed their needs for additionaf sta€harge of the AML/CFT|
issues and submitted proposals to the Russian Gmest.

By the Russian Government Resolution dated 5 Dbeer2008 No. 914 “On
amendments to Russian Government resolutions @fgatil 2004 N. 203 and
30 June 2004 No. 330", the maximum number of engasyof the FIS$
territorial bodies has been increased from 1196 (effective since 1 January
20009).

— —h
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Measures
implement

taken to
the

recommendations
since the adoption of

the first
report

progress

On 08.02.2011 State Duma of the Russian Federatiis first reading passed|a
draft law on Amending the Federal Law on Securiltgrket, as well as other
legislative acts of the Russian Federation (regardireation a system of
prudential supervision on securities market prodesd participants risks), that
includes provisions on prevention the criminals nfrobecoming major
shareholders of securities market professionaigi@ents, namely:
a person cannot own (exercise management) 5 or penmeent of securities
market professional participant ordinary shareakést) if such person has begen
convicted for crimes in the sphere of economicvégtior crimes against state
authority.
Moreover, this draft law provides that a person wias been convicted for
crimes in the sphere of economic activity or criragainst state authority can rjot
be a member of the board of directors (supervidoogrd), a member of
securities market professional participant collegieecutive body, as well gs
such person is not able to perform functions obla executive body and to be
the head of securities market professional pagitigoranch (except for credit
organizations exercising activity of a securitiearket professional participant),
or a supervisor (the head of the internal conteolise), or a risks manager, pr
the head of credit organization structural uniabkshed for exercising activity
of a securities market professional participantther head of securities market
professional participant separate structural unitcese of holding by th
specified professional participant of professiomativities in the securities
market.

In case of violations of these provisions the FSFilll be entitled to cancel th
relevant license.

The Federal Law as of 23.07.2010 No. 176-FZ strermgt administrative
responsibility for non-fulfillment by an organizati, carrying out operations with
monetary funds or other property, of laws on corattgon to legalization
(laundering) of funds obtained from criminal adie$ and terrorist financing,
that implies a warning or an administrative fine afficials of ten thousand tp
fifty thousand rubles or disqualification for upttoee years; and on legal entities
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- from fifty thousand to one million rubles or adnstrative suspension (¢

officials becomes tougher, not only the sum of fisancreased in respect

them, but also a disqualification is introduced.

Together with this, the indicated Act provides &or addition to Art. 15.27 of th
Administrative Offences Code; this is a new prauisithat establishe
administrative liability for non-fulfillment by arorganization, carrying ou
operations with monetary funds or other properfylas on counteraction t
legalization (laundering) of funds obtained fronmgnal activities and terroris
financing, if such non-fulfillment entailed legaditon (laundering) of fund
obtained from criminal activities and terrorist dircing established by a val
court sentence.

These changes cover all possible types of le@slatiolations for AML/CFT -
both in terms of internal control organization amglization for AML /CFT
purposes, including realization of internal contmbgrams and procedurs

record and giving of information to an authorizeats, storage of documen
and information, as well as training of personnel.

In accordance with the Federal Law No. 176-FZ saipervisory bodies ar
authorized to consider cases on administrativenoffe under Part 1-4 Atrticl
15.27 of the Administrative Offences Code.

By the Presidential Decree as of 04.03.2011 N63@7®n Measures to Improy
Government Regulation in the Sphere of the findngiarket of the Russia
Federation the Federal Insurance Supervision Sewis annexed to the Fedg
Financial Markets Service, the maximum number @€efs is increased.

In 2009 the Federal Financial Markets Service adtairevoked 23 licenses,
2010 - 41 licenses, for the first half-year of 20141 licenses, for 2009 - 2011 {
qualification certificates for officials are caned) from January 2011 penalti
are applicable (21 for professional participangfat insurers).

Recommendation of th
MONEYVAL Report

eRussia should amend the Law on Private Pension $tm@&nable the FSFM t
demand and obtain access to all the requisite dama amend the Law on tf
Securities Market to ensure that a licence of aregponding FI can also b
revoked for not filing STRs with the FIU and ablolie precondition of repeats
violations during one year to revoke a licence.

activity for up to ninety days. It means that amadstrative responsibility for

identification requirements for persons in servibeneficiaries, documentar
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Measures reported as
23 September 2009 t
implement the|
Recommendation of th
report

The FSFM has elaborated the Federal draft law “@reAdments to the Feder
Law “On the Securities Market” and other legislatiacts of the Russig
Federation” (in terms of prudential supervision ogeofessional participants (
the securities market and procedure of paying cosgt@n to natural persons
the securities market), which envisages amendnteritee Federal Law “On th
Securities Market”, the Federal Law “On Investménnds”, the Federal La

request information from credit institutions, witlhich professional participan
of the securities market, asset management congyaamid private pension fung
have accounts, information about transactions wié ccounts.

“On Private Pension Funds”, including in terms tdrging the FSFM powers o

al
n
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s

to
the

Measures taken
implement

recommendations

The draft law was elaborated which provides foraddition to Article 5 of the
AML/CFT Law of such kind of organizations as ndate pension funds, th
have a license to carry out activities related tovigion of pensions an

since the adoption of

% please see Appendix Il
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the first progress
report

retirement insurance.
In accordance with Art. 34 of Federal Law of 07188 No. 75-FZ on Non-
state Pension Funds37, the Russian Federal Fihdvieikets Service, while
exercising supervision, has the right of unimpededess to the premises |of
funds, as well as the right of access to documamdsinformation (including the
information in respect of which there is a requiesinto ensure confidentiality)
which are necessary for exercising of the contslyvell as the right of access|to
software and hardware which ensure fixation, preiogsand storage of the
indicated information

Recommendation of th
MONEYVAL Report

eRussia should clearly determine the competenceostdtnnadzor to conduct
onsite inspections of compliance with the full raraf AML/CFT requirements,
request and receive data.

Measures reported as
23 September 2009 t
implement the|
Recommendation of th
report

Federal Law dated 28 April 2009 No. 60-FZ amendetickk 1 of the Federal
Law dated 26 December 2008 No. 294-FZ “On the ptimte of rights of lega
entities and individual entrepreneurs during statatrol (supervision) ang
municipal control”, which eliminated limitations ahe frequency and procedure
for organizing and conducting inspections as pdrtm®asures to contrgl
compliance with AML/CFT legislation. This norm ¢ all AML/CFT
supervisory bodies.

Mincomsvyaz is considering the possibility of edigiting a separate type of
checks into the observance by the federal postaices of the procedure fq
recording, storing and disclosing information amgjamizing internal contral
rules. It is also considering the issue on theptdo of the Administrative
Regulations of the Federal Service for Telecommatioa, Information
Technologies, and Mass Communications on the wvasee by the federal
postal services of the procedure for recordingjrggoand disclosing informatio
and organizing internal control rules.

=

=

Measures taken to
implement the
recommendations
since the adoption of
the first progress
report

Please, refer to the information provided above.
Some amendments were made to article 1 of the &leldaw of 26.12.2008 Na.
294-FZ on Protection of the Rights of Legal Ensitiend Individual
Entrepreneurs in the exercise of state control gstgion), and municipal
control; these amendments, introduced by the Fedavaof 28.04.2009 No. 60
FZ, establish that there are no restrictions imgof frequency, as well as the
procedure for organizing and performing of inspatdi while monitoring
compliance with legislation in the sphere of AMLFT This rule applies to a
supervisory bodies in the field of AML /CFT, incind the Federal Agency o
Monitoring in the Sphere of Communications, Infotimaal Technologies an
Mass Communications.

As well, in accordance with the Federal Law No.-EZball supervisory bodie
are empowered to consider cases on administraffiero@s under Part 1-4 of ar
15.27 of the Administrative Offences Code.

O 5 —

!—Q-U)

(Other) changes since
the first progress
report (e.g. draft laws,
draft regulations or
draft “other
enforceable  means”

and other relevant

3" Please see Appendix IlI
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initiatives \

Recommendation 30 (Resources, integrity and train)

Rating: Partially compliant

Recommendation of th
MONEYVAL Report

eThe number of Rosfinmonitoring vacancies is somebhiga, and all vacancie

should be filled as a priority task.

[72)

Measures reported as
23 September 2009
implement the
Recommendation of th
report

Total staff of Rosfinmonitoring and its InterreggdnDepartments is 64
employees. In 2008 it had 102 vacancies, as to #tL@@09 it has 60 vacancie
The most of vacancies have been announced.

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

Total number of vacancies in Rosfinmonitoring artd Inter- Regiona
Departments is

in December 2010 - 59,

as of June 30, 2011 - 27.

Thus, as a result of deliberate personnel polibg, iumber of vacancies h
decreased 3.7 times, in comparison with 2008. Hsé of vacancies has be
announced

Recommendation of th
MONEYVAL Report

eAll law enforcement agencies should continue stigmgng the existing

interagency AML/CFT training programs in order tave specialized financig
investigators and experts at their disposal.

Measures reported as
23 September 2009 ft
implement the
Recommendation of th
report

The Economic Security Department of the Russianditiynof Internal Affairs is
staffed by 1 046 employees. RF Presidential Dedeted 6 September 20(
established a structural division-Operative andebt@te Bureau No. 10 of th
MIA, where the 2nd and 3rd units with a total staff34 officers are impose
AML/CFT duties. Previously these functions wererieal out by the 2ng
department of Operative and Detective Bureau Nof the MIA (with a total
staff of 14 officers).

The MIA and the International Training and Methalpital Centre of Financis
Monitoring elaborated a new standard training paogrfor Russian lav
enforcement officers carrying out the activity itMA/CFT sphere. The draf
program is currently being reconciled. It is exgéelcto be included into a
educational disciplines of legal specialties in heig professional educatig
system of the Russian MIA aimed at detailed stud$he forms and methods ¢
law enforcement activity in the financial sphere.

In the educational system of the Federal Securigyvi€e of Russia, th
AML/CFT issues are included into educational planscombating crimes tha
pose threats to economic security of the Russiaeradon. They are studied
13 courses of professional retraining and profesdidevelopment for operatiy
and administrative staff of the Federal Securityvige (18 groups 25 - 3
persons each attend for these 13 courses througfeyear). AML/CFT issue
are also included in educational plans of the neshablished economic secur
department at the Russian Federal Security SeAdademy.

To examine and expand the positive experiencePd8 2he FSS conducted :
overview of the practice of detecting and invedtiga crimes stipulated it
Articles 174 and 174.1 of the Criminal Code of tRessian Federation b
Federal Security Service agencies. As a resutadelogical recommendatior]
on raising the effectiveness of dealing with suabes have been elaborated i
disseminated to territorial FSS bodies. The findiraf this overview with
recommendations have been also published in thietBubf the FSS Economi

1
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Security Service.

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

As for the Federal Drug Control Service (FSKN),aocordance with currer
legislation, the number of employees of territotiaidies of the Federal Dry
Control Service of Russia, which are working in #nea related to counteracti
to legalization (laundering) of funds, obtainednfrdrug trafficking, depends g
the drug situation in the region.

Special seminars on training of employees of opmrat and investigative unit
of the FSKN of Russia, which specialize in identfion, prevention an
investigation of crimes related to legalizatioru@idering) of drug revenues, 4
permanently carried out with support of the Int¢éioraal Training and
Methodological Center of Financial Monitoring (hiefter — the ITMCFM).

In 2010, on the basis of the ITMCFM, approximat@lyemployees of the FSK
of Russia, which are working in the field of couaidion to money launderin
and terrorist financing, were trained.

In addition, in March and June of 2011 on the bakithe ITMCFM, more thar
70 employees of the FSKN of Russia, which are waykin the field of
counteraction to money laundering and terrorisiriting, were trained.

The Government of the Russian Federation contifyqas/s particular attentio
to improvement of functioning of the AML/CFT systeand operation of the la
enforcement and supervisory agencies involved frecil attention is focuse
on elimination of deficiencies revealed by the FA&kperts/assessors in t
course of mutual evaluation. To further enhancedhefforts across the enti
territory of the Russian Federation the Governnmadnthe Russian Federatig
and the Administration of the President of the RarssFederation taske
Rosfinmonitoring with arranging for and holding rtings with the governmerj
agencies operating within the AML/CFT system frarndwin all Federa
Districts. Such meetings were held in March — ARAIL1 in a number of citig
including those visited by the FATF, MONEYVAL andAE experts/assesso
(Moscow, St. Petersburg, Rostov-on-Don, Nizhny MNoed, Yekaterinburg
Novosibirsk and Khabarovsk). The meetings weretlpichaired by the Head g
Risfinmonitoring and the Plenipotentiary Represtvea of the RF President
respective Federal Districts. Officials and offieen-field from almost all law
enforcement, supervisory bodies, prosecutor’'s edfiand the Central Ban
participated in these meetings. The round tableearranged at the meetin
for field personnel to share the best practicess éixpected that such meetin
will be held in future since they help to optimiztee AML/CFT system
functioning.
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Recommendation of th
MONEYVAL Report

eRussia should intensify international training prams on ML and TF
especially for law enforcement officers in the &storder) regions.

Measures reported as
23 September 2009 t
implement the|
Recommendation of th
report

Seminars for law enforcement officials have beeampéd at the Internation
Training and Methodological Centre of Financial Moring and as part of th
MOLI-RU 2 project developed jointly with the Couhcf Europe and bein
implemented in Russia.

Seminars in Vladivostok and Murmansk have been dddkd for October
November 2009 as part of the MOLI-RU 2 project.

[CERA

to
the

Measures taken
implement

recommendations
since the adoption of

the first progress

Please, refer to the information provided above.
In addition to the mentioned measures on ensuringnoadequate level ¢
training for specialists (operational officers aimbestigators), questions g
AML/CFT are introduced by the Department of EcononSiecurity of the

=h

Russian FSB Academy into educational programs itaation of the Federg
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report

Security Service in ensuring of economic secuitnteraction to corruptio
and organized crime " — for groups of professidnaihing and retraining,

well as for groups of training - into an integratedurse of specializatio
Participation of the Federal Security Service isugimg of economical securi
in the financial sector." Within the framework dfet mentioned programs a
courses, issues of international cooperation inbading financing of terroris
and money laundering are also discussed.

A HR-department of the Russian Federal Securitywi6ermade a decision
organize a specialized group for advanced traimhgperational staff of th
Federal Security Service in the field of countdémacto legalization (laundering
of revenues obtained by criminal means and tetréiriancing. This group wil

be set up in 2012 at the Institute of the Russi&$.FAt the present time

employees of the Institute, in collaboration wille tEconomic Security Servig

of the Russian FSS, are developing training ordeuchentation and the relevant

training and educational materials.
In April 2011 in Moscow, at the invitation of tHe.S. DEA representative i
Russia, training activities were organized for 26ployees of the FDCS ¢

Russia, specializing in detection and preventionfaafts of legalization of
revenues from illicit traffic of drugs. These triamig activities also were attended

by employees of Rosfinmonitring.

Recommendation of th
MONEYVAL Report

eRussia should analyze the small number of convistio ML cases compared
the number of ML crimes detected and consider gresgiecialization within the

General Prosecutor's Office and judicial bodies,climing creation of

specialized units at the GPO and specialized ML BRctourts in order to raise

the effectiveness of the system.

Measures reported as
23 September 2009 t
implement the|
Recommendation of th
report

On 30 June 2009, an interagency meeting of the sheddaw enforcemen

agencies and Rosfinmonitoring under the chairmansbf the Russian

Presidential assistant O.A. Markov was held. Basethe results of this meetir]
the GPO was instructed to analyze the effectiverndsthe law enforcemer
efforts in the AML/CFT sphere. Once this analysiscompleted, the issue
setting up specialized ML and TF units will be ddesed.

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

Prosecutor General of the Russian Federation,derdio improve supervision,

has issued an Order as of 19.01.2010 No. 11 "Canizgtion of the prosecutor
supervision over implementation of the AML/CFT kgtion"

In particular, according to this Order, public pFostor’s offices are focused on
prevention of illegal and unjustified institutiof @n action for crimes under Art.

174 and 174.1 of the Criminal Code. They also htweeact on facts o
premature institution of an action in the abserfceaxes of a crime, as a res
of which criminal revenues were obtained.

Moreover, at least once in six months they alscehtavmake a case study
operational records for completeness and legalityeasures undertaking by t

bodies carrying out operative and investigativavéids; to analyze statistical

data on the results of operative and investigadiotivities aimed at detectio
suppression, disclosure and prevention of crimelste@ to legalization
(laundering) of funds, obtained by criminal meaarsg] terrorist financing.

As well, this Order prescribes:

to provide

-participation in courts during hearing of criminedses on crimes related
legalization (laundering) of funds, obtained byndrial means, and terrori
financing,
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- the most competent public prosecutors,

- timely cassation appeal of each unlawful, unreabte and unjust sentence g
other court decision;

to pay a particular attention to compliance of tgpe and measure of th
imposed punishment with a degree of community dangfe the crime;
to consider at coordinating and interagency mestirtge most urgen
organizational problems related to counteractiotetlization (laundering) g
funds obtained by criminal means, and terrorist ariting;
to continue improving of the skills of subordinamployees, including by th
invitation to training activities of representativeof the Federal Finang
Monitoring Agency and other government agencies ceored,;
to send prosecutors for participation in interagemeeetings and scientifi
workshops on countering legalization (launderingfuads obtained by criming
means, and terrorist financing.
Furthermore, the prosecutors of the Russian Federatqual to the military
prosecutors and prosecutors of other specializéfigoprosecutor’s offices ar
obliged to review annually the status of law andcfice of public prosecutor’
supervision over implementation of the legislatimm counteraction tg
legalization (laundering) of funds obtained by drial means, and terrori
financing.

Recommendation of th
MONEYVAL Report

eStaffing levels of the FCS should be increasedepkup with the growin
workload.

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

To ensure effective implementation of AML/CFT fuioct by the custom
authorities while physical cross-border movementagh or bearer negotial
instruments take place, a proposal has been seohtittthe Russian Governme
to increase the total staff of the relevant unitsustoms authorities.

The number of customs officers involved in AML/CFafforts has bee
increased by reallocating personnel and amendirgy giovisions on law
enforcement units and job descriptions of operatinloyees in field. As g
August 2009, the total number of staff members4i©Q0, including 361 at th
Central Headquarters of the Federal Customs Service
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Measures taken to| According to the Order of the FCS of Russia No.-fi4@mployees responsib
implement the | for the line work on AML/CFT are designated by @l units of custom
recommendations bodies. Meetings with representatives of departmefifinancial investigation
;:réce ;ir:gt adgfégr'ésgf are held by regional units of customs bodies, a6 agtraining seminars o
report issues related to AML/CFT.

le
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Recommendation of th
MONEYVAL Report

eAt the majority of regional departments and mostv l@nforcement an

issues is low and difficult to evaluate.

supervisory bodies the number of employees spabifiasked with AML/CFT

Measures reported as
23 September 2009 t
implement the|
Recommendation of th
report

The Economic Security Department of the Russiandttinof Internal Affairs is
staffed by 1 046 employees. RF Presidential Dedeted 6 September 20(
established a structural division-Operative andebt@te Bureau No. 10 of th
MIA, where the 2nd and 3rd units with a total staff34 officers are impose
AML/CFT duties. Previously these functions wereriesl out by the 2ng
department of Operative and Detective Bureau Nof the MIA (with a total
staff of 14 officers).

The MIA and the International Training and Methamipital Centre of Financia
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Monitoring elaborated a new standard training paogrfor Russian lav
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enforcement officers carrying out the activity ilMB/CFT sphere. The draft
program is currently being reconciled. It is exgelcto be included into all
educational disciplines of legal specialties in heig professional educatign
system of the Russian MIA aimed at detailed stud$he forms and methods of
law enforcement activity in the financial sphere.
In 2009, the Ministry of Finance allocated extraspanel (15 employees) for the
Assay Chamber to increase the controlling and sigmey staff of federal assgy
authorities that supervise compliance with AML/CFEquirements by
institutions buying, buying and reselling preciousetals and stones and
jewellery items made from them as well as jewelksrap.
In the educational system of the Federal Securigyvi€e of Russia, the
AML/CFT issues are included into educational planscombating crimes that
pose threats to economic security of the Russiaeradon. They are studied @at
13 courses of professional retraining and profesdidevelopment for operative
and administrative staff of the Federal Securityvige (18 groups 25 - 3D
persons each attend for these 13 courses througimyear). AML/CFT issues
are also included in educational plans of the neshablished economic securjty
department at the Russian Federal Security SeAdademy.

Rosfinmonitoring and other supervisory bodies (Rostadzor and FISS) hay
analyzed their needs for additional staff in chasfiche AML/CFT issues ang
submitted proposals to the Russian Government.

The total staff of the FISS and its territoriabdies is 310 persons.

By the Russian Government Resolution dated 5 Deeer2®08 No. 914 “On
amendments to Russian Government resolutions @afgatil 2004 N. 203 and
30 June 2004 No. 330", the maximum number of engasyof the FISS
territorial bodies has been increased from 1196 (effective since 1 January
20009).

As already pointed out in Recommendation 23, oleoto provide AML/CFT]
supervisory bodies with qualified human resourd¢ssfinmonitoring and the
International Training and Methodological CentreFafancial Monitoring are
working to organize a training and professional edlepment system for
specialists of supervisory bodies.
In the first half of 2009 the central headquartefrs$?ost of Russia set up a [6-
person financial monitoring sector at the Departméar Organization of
Regional Work and Cooperation with Law Enforcemehthe Postal Security
Directorate. The unit is presently fully staffed.
On 3 March 2009, Head of Roscomnadzor approvedctimsolidated list of
training activities aimed at raising qualificatiooSRoscomnadzor employees|in
2009, which has been disseminated among all teaftobodies of
Roscomnadzor.

=

Measures taken to| As for the Federal Drug Control Service (FSKN),aocordance with curremt
implement ~ the | |egislation, the number of employees of territofialdies of the Federal Drug
recommendations Control Service of Russia, which are working in #mea of counteraction to
;:'gce ;ir:gt adgfégrrésgf legalization (laundering) of funds, obtained fromugl trafficking, is dependent
report on the drug situation in the region.

Special seminars on training the employees of djp@a and investigative unit
of the FSKN of Russia, which specialize in identfion, prevention an
investigation of crimes related to legalizatioru@idering) of drug revenues, are
permanently carried out with support of the Intéioveal Training and
Methodological Center of Financial Monitoring (hieisfter — the ITMCFM).
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In accordance with the approved Consolidated Lfstraining events of th
Federal Agency on Monitoring in the Sphere of Cominations, Informational
Technologies and Mass Communication, which are diateupgrade of staff's
skills in 2010, two training workshops were heldMiay and in October 2010.
These training workshops were held with the paoéiton of the inspectors ¢
regional bodies on the topic of "State supervisioar activities in the field of
postal services and in the sphere of counterattidagalization (laundering) of
funds obtained by criminal means, and terroristaricing (AML/CFT):
requirements, methodology and enhancement of tHectieness" (16(
inspectors are trained). The workshops were attbbgiehe specialists from the
Federal Agency on Monitoring in the Sphere of Cominations, Informational
Technologies and Mass Communication, the RussiaranEe Monitoring
Agency, and ANO “ITMCFM."
In view of vesting to the Federal Agency on Moriitgr in the Sphere @
Communications, Informational Technologies and MaSsmmunication
(hereinafter — the Federal Agency) of the righta@asider cases of administrative
offenses under paragraphs 1-4 of article 15.2hef&dministrative Code of the
Russian Federation, a training in the form of V@ foe heads of territoridl
bodies of the Federal Agency (or their deputigstesinspectors and specialis
who provide legal support, was held in May 20110(@rsons were trained).
August 2011 a training seminar with government @esprs of territorial bodie
of the Federal Agency was held (75 persons weigeiiiq

As well, in conjunction with the ITMCFM an exchangé experience in lav
enforcement practice on "Supervision in the spleérAML/CFT" was held in
the form of training workshops between Rosfinmatiiig and Rosstrakhnadzon.
The Government of the Russian Federation contifyqas/s particular attentio
to improvement of functioning of the AML/CFT systeand operation of the la
enforcement and supervisory agencies involved jiecil attention is focuse
on elimination of deficiencies revealed by the FA&kperts/assessors in the
course of mutual evaluation. To further enhancedhefforts across the entire
territory of the Russian Federation the Governnmadnthe Russian Federatig
and the Administration of the President of the RarmssFederation taske
Rosfinmonitoring with arranging for and holding rtiegs with the governmerj
agencies operating within the AML/CFT system frammdwin all Federa
Districts. Such meetings were held in March — AglL1 in a number of cities
including those visited by the FATF, MONEYVAL andAE experts/assessors
(Moscow, St. Petersburg, Rostov-on-Don, Nizhny MNoed, Yekaterinburg
Novosibirsk and Khabarovsk). The meetings weretlpichaired by the Head g
Risfinmonitoring and the Plenipotentiary Represtvea of the RF President
respective Federal Districts. Officials and offieen-field from almost all law
enforcement, supervisory bodies, prosecutor’'s edfiand the Central Bank
participated in these meetings. The round table arranged at the meetings
for field personnel to share the best practicess #ixpected that such meetings
will be held in future since they help to optimizee AML/CFT system
functioning.
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(Other) changes since
the first progress
report (e.g. draft laws,
draft regulations or
draft “other

enforceable means”
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and other relevant

initiatives

Recommendation 33 (Legal persons — beneficial owrsgr

Rating: Partially com

pliant

Recommendation of th
MONEYVAL Report

eThe Russian authorities should implement a systesh tequires adequat
transparency regarding the beneficial ownership andtrol of legal persons.

Measures reported as

23 September 2009 f
the

implement
Recommendation of th
report

The draft law amending the AML/CFT Law introducese tdefinition of
"beneficial owner". According to the proposed ammeadts, FIls and primaril
credit institutions must obtain credible information beneficial ownership of th
customers. Since under the requirements of Rutsiesmeach legal person mu
have an account with a credit institution, all imfiation on beneficial ownersh

According to the established procedure, FIU and éamforcement bodies ca
access to such information.
Furthermore, pursuant to Item 12 of the Russiamrial Market Developmer
Strategy up to 2020, adopted by Russian GovernBecision dated 1 Decemb
2008 No. 2043-r, the FSFM elaborated the Fedegdt thw “On amendments t
the Federal Law “On the Securities Market” (whigguires the disclose
information on beneficial owners (ultimate benefi@s) of Russian joint-stog
companies)”.

of legal persons in the Russian Federation willkbpt by credit institutions.
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to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

The Federal Law on 23.07.2010 No. 176-FZ, whichradeehe AML/CFT Law,
provides a definition of a "beneficiary". In acdance with the Federal la
beneficiary is a person whose benefit the custamots for, in particular under
brokerage, agency, commission and grant agreemghg&n carrying ou
transactions with funds or other assets.

But even before the issues of transparency the fioEleownership werg
regulated by law. Thus, the method of estimating transparency of th
ownership is established by the Bank of RussighénDirection on 30.04.200
No. 2005-U "On assessing the economic positionaokb.38" This technique
based on the approaches used to assess the teamgpaf the ownershi
structure from banks included in the deposit insceasystem set forth in th
Direction of the Bank of Russia on 16.01.2004 N879:-U "On assessing tl
financial sustainability of a bank in order to domf its ability to participate irj
the deposit insurance system ". In accordance lmilruction No.2005-U th¢
evaluation of the economic position of banks isriedr out, including the
evaluations of the transparency of the ownershipcsire of the bank. If th
ownership structure of a bank is found by the Baok Russia as
"nontransparent"”, such banks are classified irgtbep 3, and are the subject 1
the special control by the Bank of Russia.
Since December 2009, there has been a norm whiifestbanks included in th
deposit insurance system to open to disclose tloeniation on the individual
that have a significant (direct or indirect) infhee on the decisions taken by
management in accordance with the Bank of Russibpésagraph "b" of th
paragraph 21 of Article 1 of the Federal Law on122008 No. 270-FZ" Of
amending the Federal Law "On the insurance of theséhold deposits in  th

banks of the Russian Federation"39).

% please see Appendix IlI

% Please see Appendix IlI
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In the Direction of the Bank of Russia on 27.1020. 2312-U "On amending
the Direction of the Bank of Russia on January 2604 No. 1379-U "Or
assessing the financial sustainability of a bankriaier to confirm its ability tq
participate in the deposit insurance system"40rdugiirement was established.
According to it, a bank is acknowledged as prowdithe access to the
information about the individuals that have a digant (direct or indirect
influence on the decisions taken by its managenteptiblic , if the information
about them is available on the Internet - at the sf a bank or in the official
branch of the Bank of Russia in the Internet inrtfenner prescribed by the Bank
of Russia on 27.10.2009 No. 345-P "On the discosirofficial representation
of the Bank of Russia in the Internet of the infation about people that have a
significant (direct or indirect) influence on thedisions taken by management| of
banks - participants of the compulsory insurancesy of individual deposits in
Russian banks. 41"
This statement admits that a bank is ensuring ¢hess to the information by the
public about people that have a significant directindirect influence on the
decisions taken by its governing bodies, if theoinfation in the Internet
mentions a name, first name, nationality, placeesidence (name of city, town)
of a natural person - beneficiary and a full narfeaf abbreviated name),
location (postal address), a main state registratiomber and a date of state
registration of the legal entity through which theneficiary has a significant
impact.
In case of changing a person in a group of persdts have direct or indiregt
significant influence on the decisions taken by Hamk's administration, the
information on such changes shall be posted oB#mk's website in the Interngt
no later than in 10 working days after such change.
In case if the requirements above of the Bank adsRuaren’t followed and @
bank gets an "unsatisfactory" assignment for tlu@esecutive months (Article
48 of the Federal Law "On the insurance of the Bbakl deposits in Banks of
the Russian Federation"), a bank included in thekbagister is found to bge
inconsistent with the requirements for the paptition in the deposit insurance
system, that will review its license to draw depo$iom the individuals and ja
ban on opening and maintaining bank accounts ofitigiduals.
Thus, the Bank of Russia within the authority dgeanby the federal law
develops and applies the system for monitoring ¢hanges of the banks
beneficiary.
Order by the Federal Financial Markets Service agg$fa on 06.03.2007 No. Of/-
21/pz-n expired because of the issuance of OrdethbyFederal Financial
Markets Service Russia on 20.07.2010 No. 10-49/fim the approval of the
licensing requirements and the conditions of thefgesional activity in the
market securities "(hereinafter - Regulations)adcordance with the Regulations
the complete information on the ownership structaerording to the Federal
Financial Markets Service of Russia, should be idensd as the disclosure|a
person or a group of people who directly or indiseown five percent or mor
of the authorized (share) capital licensee. Thss,information about a specific

1%

0 Please see Appendix IlI
“1 Please see Appendix Il

2 Please see Appendix IlI
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person or a group of people considered to be disdloif such person (or
person from a group of people) is the Russian Ftider, the subject of th
Russian Federation, the municipality, an individ@alegal entity, disclosing th
information in accordance with the Article 30 oétRederal Law on 22.04.19¢
No. 39-FZ "On the securities market" or a non-grofiganization (except for
non-commercial partnership), as well as a foreigrasing the similar status.
Full details on the licensee's ownership struchieuld be presented in tk
Federal Financial Markets Service of Russia on reigrcarrier and in the pap
form no later than in 15 working days following tleporting quarter.

In the present in order to impart the transpardicthe public companies th
Federal Law on 27.07.2010 No. 208-FZ "On the Cddat#d Financia

Statements"42 provides that in accordance with Ititernational Financial

Reporting Standards the public companies while sttibign the reports shoul
specify not only the affiliates, but also the asstas.

[}
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(Other) changes since
the first progress
report (e.g. draft laws,
draft regulations or
draft “other
enforceable  means”
and other relevant
initiatives

Speci

al Recommendation Il (Freeze and confiscatefrorist assets)

Rating: Partially com

liant

Recommendation of th
MONEYVAL Report

eRussia should implement the elements of SR.lligbdieyond the requiremer;
of the UNSCRs.

ts

Measures reported as
23 September 2009 f{
implement the
Recommendation of th
report

Federal Law dated 30 December 2006 No. 281-FZ “@ecial economig

terrorist financing when there are no Security Guluresolutions on freezin
assets of specific terrorists or terrorist orgatiiwes. Such terrorists or terrori
organizations may be considered under part 2 ti€larl of this Law as a thre:
to the interests and security of Russia, rights fieddoms of its citizens, i
which connection that necessitates urgent coumtsares. In terms of TF su
countermeasures under item 1 of part 2 of Articlef3he said Law involve
prohibiting financial transactions or imposing frewy of financial assets.
The mechanism of implementing such measures i®wgein Article 4 of the
Law. It involves issuance by the Russian Presidevith the Parliament'
approval, of an order containing specific instroic for the authorities
including Rosfinmonitoring, as well as financiakiitutions, organizations ar|
natural persons.

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

Please refer to the information provided above.

In accordance with the Federal law No. 162-FZ of082011 the assets
individuals suspected of FT are freezed for indefiperiod of time according t
court decision, made in the course of civil legabgeedings initiated by th
application of the Federal Financial Monitoring Bee.

Recommendation of th
MONEYVAL Report

eRussia should rely less on the criminal justicetesysto be able to effective
implement SR.III.

Measures reported as

Even though criminal procedure guarantees miniigmabf the threat of hum

23 September 2009 f{

rights violations in the course of combating TF,sBa can effectively us
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implement the
Recommendation of th
report

economic measures” for freezing terrorist asseigarticular, this mechanis
is implemented in Russian Presidential Orders N@. dated 5 May 2008 (wit
respect to Iran, its organizations and individuals) No. 665 dated 27 May 20
(with respect to the Korean People’s DemocraticuRép, its organizations an
individuals). Although these measures involve cering the spread of WMD)
not TF, they still illustrate a mechanism suitalolecombating TF.

besides criminal procedure mechanism, the mechaofsime Law “On specid|

m
n
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to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

The Federal Law as of 27.06.2011 No. 162-FZ "Onaimendments to certa
legislative acts of the Russian Federation in cotioe with the adoption of th
Federal Law" On the national payment system" presiithe following:

"According to court decision made on the appiicaof the authorized body
bank accounts (deposits) operations, as well s dthnsactions with moneta
funds or other assets of organizations or personglation to whom there
evidence ofheir involvement in the extremist activities orrtgism obtained
using the procedures established in accordance thitH-ederal Law, or legq
entities, directly or indirectly owned or contralleoy such organizations ¢
persons, or persons or entities acting on behabrodit the direction of suc
organizations or persons, are suspended untiletlation of such decision i
accordance with the laws of the Russian Federation.

Therefore Russia no longer relies on a criminatigassystem to freeze asse
According to the new law assets are frozen thraamgladministrative procedu
by a court order upon request of Rosfinmonitorifige freeze is effective an
indefinite until a delisting occurs and the couder is suspended.

1]

Recommendation of th
MONEYVAL Report

eRussia needs to implement a national mechanismamiae and give effect {
actions initiated under the freezing mechanisnttoér jurisdictions.

Measures reported as
23 September 2009 f{
implement the
Recommendation of th
report

Application of the mechanism stipulated in the Fatldaw “On Specia
Economic Measures” for these purposes is possibRussia has sufficier
grounds to believe that actions, which have netassi freezing procedures |
other jurisdictions, threaten its interests or &osits citizens.

Py

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

The Federal Law as of May 4, 2011 No. 97-FZ “On Adrments to the Criming
Code of the Russian Federation and to the Codedmiistrative Offences o
the Russian Federation for Improvement of GoverrimBegulation on
Combating Corruption”43 completed the Administrati@ffences Code of th
Russian Federation with the chapter 1.29 “Legakigtance in Case
Administrative Offences”. Article 291.5 of the Codegulates the issues relat
to the execution by the Russian Federation of @gall assistance reque
submitted by the relevant competent authoritiesparidic officials of the foreigr
countries in accordance with the internationaltiestagreements signed by t
Russian Federation or on a reciprocal/bilateralsbd&ursuant to Item 2 of th
Article the provisions of the RF Code on Adminititra Offences shall be usg
for execution of a request. If the received requesttains a request to apgd
procedural rules of a foreign country, an officidlo executes such request u
the legislation of such foreign country if such kgagion is not contrary to th
RF legislation and is practically possible.

Moreover, if the freeze in the other country wasvited in the framework of th
criminal proceedings, in Russia the freezing of #ssets will be carried o
using the procedure of the legal assistance inicalhmatters.
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Recommendation of th
MONEYVAL Report

eRussia should establish an effective and publidgwn procedure for dealin
with de-listing requests and for dealing with resfiseto unfreeze in a time
manner the funds or other assets of entities thaetbeen inadvertently affect
by a freezing action.

Measures reported as
23 September 2009 f{
implement the
Recommendation of th
report

The aforementioned Draft Law “On Amendments to iPaldr Legislative Actg
of the Russian Federation in the Sphere of Anti &forLaundering ang
Combating the Financing of Terrorism”, which isrzpiconsidered by the Sta
Duma, contains de-listing provisions and groundsdi-listing. The procedur|
for excluding from the Terrorist List will be deteined by the Russial
Government following the adoption of the Law.

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

Federal Law N0.197-FZ dated 27.07.2010 that ametldedAML/CAFT Law
includes provisions that set forth the groundsréanoval of the individuals an
organizations from the List of the Institutions dPersons Known to be Relat
to Extremist Activities or Terrorism maintained bRosfinmonitoring in
accordance with Article 6 of the AML/CFT Law.

Pursuant to sub-item 2.2 of Item 2 of Article &lod AML/CFT Law the ground
for de-listing include:

1) cancellation of a valid RF court decree on ligtion or prohibition of
activities of an organization due to its assocratwith extremist activities o
terrorism and discontinuance of the proceedings;

2) cancellation of a valid RF court decision dealgran individual guilty in
committing at least one of the crimes covered hychss 205,205.1, 205.2 206,

Code of the Russian Federation, and terminatighetriminal proceedings wit
regard of such individual on the grounds which gigéat for legal rehabilitation;
3) cancellation of a decision made by the RF PrgsecGeneral, by 3
subordinated prosecutor or by the federal execudiyency in charge of sta
registration (or its local department/office) onsgension of activities of a
organization due to instituting proceedings agdirfst extremist activities;

4) termination of a criminal case or criminal prosgon of an individua
suspected or charged with commission of at leastadrthe crimes covered H
Articles 205, 205.1, 205.2, 206, 208, 211, 220,,2217, 278, 279, 280, 28
282.1, 282.2 and 360 of the Criminal Code of thedfan Federation;

5) removal of an organization or an individual freime lists of organizations ar
individuals associated with terrorist organizations terrorists which arg
compiled by international anti-terrorist organipas or agencies authorized

them and recognized by the Russian Federation;

6) cancellation of convictions or court decisior atecisions of other compete
authorities of foreign countries with regard to amgations or individuals
involved in terrorist activities which are recogeizby the Russian Federati
under international treaties/agreements signetidRrussian Federation;

7) documentary information on death of an individireluded in the list of

8) documentary information on cancellation of catien or expunging of recor
of conviction of an individual convicted for comtivig at least one of the crimg
covered by Articles 205, 205.1, 205.2, 206, 208, 20, 221, 277, 278, 27
280, 282, 282.1, 282.2 and 360 of the Criminal Cafdhe Russian Federation.
Also, on making a decision on the de-listing theislen on unfreezing of th
person’s assets takes place, unless applicablpriawides other.

organizations and persons known to be relatedttemist activities or terrorism;
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the first progress
report (e.g. draft laws,
draft regulations or
draft “other
enforceable  means”
and other relevant
initiatives

Special Recommendation VI (Money/value transfer seices)

Rating: Non compliant

Recommendation of th
MONEYVAL Report

eRussia should consider implementing laws and reguia to ensure that post
operations are better aware of and in compliancethwthe AML/CFT|
requirements. Suggested improvements would incl(fjeincreased technicd
interface between postal branches to better detaspicious transactions, (4
rules governing the volume and frequency of remitts permitted and (3
improved training of postal operators on AML/CFTivéh the size of the post
sector, Russia should also consider either incregashe capacity and quality ¢
ROSCOM'’s compliance function or transferring sujmory and regulatory
powers to another federal authority that is beteuipped and trained to asseg
AML/CFT compliance.

Measures reported as
23 September 2009 f
implement the
Recommendation of th
report

To improve AML/CFT work, Post of Russia has reotigad its internal contro
system.
Responsibility for organizing and implementing i@ control procedures fq
purposes of AML/CFT at Post of Russia is assigoeth¢ Federal Postal Servi
Directorate. The Directorate’s functions include nitoring postal money
transfers, reporting transactions subject to mamgat control to
Rosfinmonitoring, conducting internal audits of stdinated divisions — posts
offices. Post of Russia has 82 Federal Postal Gerbirectorates in a
constituent entities of the Russian Federation. FASDs were inspected |
Roscomnadzor in the framework of the general sugiervand Post of Russia
the course of internal audit procedures during 22008. Based on the aug
findings, the management of divisions receivecetstiabout detected violatiol
and correctional measures needed.
All 918 head postal offices have Internal Contrald® on postal money transfe
adopted by Post of Russia Order dated 19 Septe2®@r No. 459-p an
coordinated with Rossvyazokhrankultura (resolutitzzied 18 September 20
No. 33/4458). The Rules are the main document atiggl the responsibilities d
personnel and officers for carrying out AML/CFT tah
To ensure full compliance with Russian AML/CFT lawsnew edition of Post g
Russia Internal Control Rules is being currentljieed by and considered I
ROSCOM.AIl postal offices have information matesiabout the requirement
identify natural persons upon accepting transfargakto or exceeding th
threshold amount set by the Law.
In order to unify forms and pursuant to the IntérGantrol Rules custome
identification requirements, Post of Russia issDedier No. 81-p dated 13 Marg

originator must enter his or her passport detdilse forms are used in the pos
office network upon acgeing (paying out) money transfers at all postdicet
and make it possible to identify the transfer avdgor as well as to recol
originator details in case of suspicious transadti

2007 approving new postal money transfer forms wiehfield where the transfe
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completed by April 2008.
All postal offices are supplied with a regularlydaped Terrorist List compiled by
Rosfinmonitoring . Notably, at computerized posiéfices (55 % of all POs
with data protection means this List is availableliectronic form.

Workplaces of employees of all 82 FPSDs — branoh&ost of Russia, who are
responsible for organizing AML/CFT control undeetmternal Control Rules,
are duly computerised ; they have special softwéte data protection means
which is used to report to Rosfinmonitoring any mriransfers subject to
mandatory control or suspicious transfers.
During annual seminars for Post of Russia branaifésers of branches undergo
additional training in AML/CFT and internal contralules, provided by
Rosfinmonitoring and Roscomnadzor representatisgsé of training events.
Employees engaged in implementing the Internal @biRules undergo annua
training in matters of AML/CFT.

A total of 128 training events took place in 20D8wing this period training wa
provided for:

)

postal service operators - 10515;
postal office directors - 7,567;
postal office deputy directors - 2,568;
head postal office workers - 422;
branch administration employees - 532;
TOTAL: - 21604.

In the first half of 2009 the central headquartefsPost of Russia set up a [6-
person financial monitoring sector at the Departmér Organization of
Regional Work and Cooperation with Law Enforcemehthe Postal Security
Directorate. The unit is presently fully manned.
At the same time, it is necessary to take into aetthe fact that the aforesaid
training requirements set out in Rosfinmonitoringd€ No. 256 also apply t
organizations of federal postal service.

(@)

Measures taken to| In order to improve AML / CFT the Federal State tdny Enterprise "Russian
implement the | post" reorganized the system of internal contratee-new Rules were approve
recommendations taking into account the changes in the legislatiand regulations o
tsr:réce g:st adoFgorrésc;f Rosfinmonitoring. The responsibility for organigirand implementing th
report prog internal controls for AML / FT in the Federal Stdfaitary Enterprise "Russia
Post" is delegated to the AFPS, whose functionkidec monitoring of postal
money orders, directing the information on the oafed transactions in thge
Federal Financial Monitoring Service, holding theernal audit subordinate
departments - post offices. Thus, in accordanch thié Statemenie 461-p in
branches and post offices the specific officialspomsible for the compliange
with the internal control rules and programs toliengent them are appointed.
All post offices are provided with a regularly upeldh list of organizations and
individuals against whom there is an evidence dirthnvolvement in the
extremist activities.
Currently, in accordance with the Roskomnadzor meuendations on
10.08.201QNe SC-13 775 the Federal State Unitary EnterprisesSiRun Post" ig
revising the Internal Control Rules (the Ruleskjrtg into account the changes
made to the Federal Law on 23.07.200QL76-FZ "On the amendments into the
Federal Law "On combating the legalization (laumt®r of the incomes from
crime and financing any terrorism," and to the Rarsg-ederation Code of
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administrative offences "and "The recommendatiamstie development th
internal control rules of by the organizationsfpening operations with th
monetary funds or other property to counteractléigalization (laundering) g
incomes from crime and financing any terrorism"prawed by the Feders
Government on 10.06.2010 967-p.

Roskomnadzor examined a new draft of the Interait@®l Rules of the Feder
State Unitary Enterprise "Russian Post" taking edoount the recent changesg
the legislation in the sphere of AML / CFT. By dtée dated 27.05.201% 11
047 SC Roskomnadzor sent to the Federal State iyritaterprise "Russia
Post" the comments and the suggestions to brincgRthies into line with thg
legislation in the sphere of AML / FT.

In 2010-2011 Roskomnadzor took the series of measiar prevent systemat]
violations by the Federal State Unitary EnterptRRassian Post" requirements
the AML/CFT Law, as well as to increase the degrkeesponsibility, one o
which may include a routine inspection of all 84rrrhes of the Federal Std
Unitary Enterprise "Russian Post" held by Roskorapnadn June - July 201(
Rosfinmonitoring in the Central Federal District. 022010 issued a ruling d
administrative punishment for the Federal Statetddwi Enterprise "Russial
Post".

In total in 2010 2596 training events were held.rébwer, in accordance with th
"Regulations on the requirements to prepare arnd staff of the organization
performing the operations with monetary funds ohneotassets in order 1
counteract the legalization (laundering) of incorftem crime and financing an
terrorism," approved by order of the Federal Fiierdonitoring ServiceNe203.
The Federal State Unitary Enterprise "Russian Radt!s the special training fq
public officers and other employees to be educetdde AML /CFT in the form
of the targeted briefings conducted by the orgditma authorized by
Rosfinmonitoring. In 2010, in such training pamiaied around 1800 employe
participated in such training.

During 2010 the territorial authorities of Roskordmar issued 97 orders
eliminate the identified violations.

In the 1st semester of 2011 Roskomnadzor inspet&iB units of the Russig
Post.
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Recommendation of th
MONEYVAL Report

eRussia should find ways to ensure that Roscomnauersufficient powers t
correct deficiencies found in Post of Russia’s AMET compliance.

Measures reported as
23 September 2009 f
implement the
Recommendation of th
report

As pointed out previously, the State Duma is caerdid) Amendments i
Administrative Code that would grant Roscomnadzomegrs to prosecut
administratively the reporting institutions in bcéeof AML/CFT laws.
Additionally, the Federal Service for Telecommutima Information
Technologies, and Mass Communications is consigethre possibility of
establishing a separate type of checks of fedposttal services for th
procedure for recording, storing and disclosingoinfation and organizin
internal controls. It is also considering the @itt;m of the Administrative
Regulations on the implementation of the statection to perform statg
supervision and control over compliance of fetlp@stal services with th
procedure for recording, storing and disclosingoinfation and organizin
internal controls.

The relevant enactments are expected to be pafisedh& adoption of the sa
Law.
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Measures taken to

According to the Federal Law No. 176-FZ on 23.0I(@Roskomnadzor i
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implement the
recommendations

since the adoption of
the first progress

report

empowered to impose administrative charges in decme with Art. 15.27 o
the AC on organizations-violators of the legislataf AML / FT and its officials.
On January 24, 2011, it began to exercise its ppwe

Roskomnadzor have sent to all its territorial atithes the "Guidelines for th
qualification of actions (or inaction) according ttee relevant parts of Articl
15.27 of the Administrative Code (Part 1 - 4) ore ttmposition of ar
administrative penalty, as well as applying Artider of the Administrative
Code" (letter on 11.03.2011 No. KA-04457).

[P

Recommendation of th
MONEYVAL Report

eRussian law enforcement bodies should place a higherity on investigating
the existence of alternative remittance systemsetter assess the size and
nature of ML/TF threat posed by illegal MVT occugiwithin and through
Russia.

the

Measures reported as
23 September 2009 f{
implement the
Recommendation of th
report

The work of upgrading the practice of identifyingyestigating and terminatin
the activities of illegal alternative remittancesms was continued. In carryir
out this task Russia used positive experience énfigld contained in mutua
evaluation reports of FATF member states.

To achieve the goal of combating illegal altermatiremittance systems tf
mechanism and functions of the AML/CFT Interage@@mmission were put t
more effective use.

The new AML/CFT Interagency Commission formgig@ved in May 2009
has been expanded to include representativebddével of directors or deput
directors of structural units) of the MIA , MFA uBsian Ministry for Telecon
Information Technologies and Mass Communication®FM MoJ , Foreigr
Intelligence Service, Federal Security Service, dfaldDrug Control Service
Rosfinmonitoring, Federal Tax Service, Federal Gust Service, FSFM, Feder
Penitentiary Service, FISS, Rosstrakhnadzor, Rosadaor, and BoR .
Authorized representatives of the following bodiegmy take part in the
Interagency Commission with advisory vote :

State Duma Security Committee and Financial Ma@l@hmittee;
Administrative Department of the Russian Governmantl Economics an
Finance Department of the Russian Government;

Russian Security Council Management ;

Russian State Assay Chamber at the Russian Fihdincsry.

Commission meetings are open for participatiorhef Prosecutor General of t
Russian Federation, his deputies and other prasecatt secondment .

All the AML/CFT Interagency Commission’s decisioage officially recordeg
and are binding.

In accordance with Commission’s decisions the laforcement bodies on

activities of “havala” type alternative remittaregstems.
In the time elapsed from adoption of the Russigmontequite a number g
experience-sharing events took place on the Cornonissregular meetings:
cases were presented by MIA and 1 by Federal Domdr@l Service.

To better assess the size and the nature of MLAFEat posed by illegs
alternative remittance systems taking into accailmaet size of the Russig
territory, similar work was organised in all 7 FealeDistricts. This work ig

law enforcement bodies.

regular basis share practice and experience otifgieg and terminating the

carried out jointly by Interregional Departments Rdsfinmonitoring and loca

Another approach taken in the field of combatidggil alternative remittand
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systems is giving constant attention to the devekq of legal MVT sectof
represented by Russian and international providersoss-border wire transfer
services.

The volume of cross-border wire transfers condudigdegal MVT services
increases every year. As the result of this tengdhe share of “unofficial
channels” of money transfers shrinks and the custsrventually chose official
systems of money transfers.
To attract customers legal MVT services focus am fthllowing three aspects:
they reduce their commission fees, extend thetdeial coverage and make
transfers faster and more reliable.
The rate of commission fees is one of the most mapo criteria for customers
when they make their choice. Presently, the coniarigee is about 4-5% of the
amount to be transferred, herewith the larger ésamount of transfer the lesser
is the fee. During the last three years, the poéetransfers was reduced
practically in the whole price spectrum of amouwsftransfers.

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

The Interagency Commission has organized the stfidiie causes and factors
contributing to emergence of illegal alternativermap remittance systems (such
as "hawala") within the framework of the WorkingdBp "Issues Concerning
Cooperation, Including Information-related, betwethre Federal Executive
Authorities and the Bank of Russia in the SphereCafimbating Money
Laundering and Terrorist Financing." Currently,esent data is being gathered
for further analysis in the future.

(Other) changes since
the first progress
report (e.g. draft laws,
draft regulations or
draft “other

enforceable means”
and other relevant

initiatives

FSB of Russia with the Prosecutor General's Offiod the Russian Interig
Ministry, pursuing the paragraph 5 of the Plan bé tkey actions for th
improvement of the national AML / CFT system reviglwthe CTF law
enforcement practice , including the use of theralitive remittance systems.
The review will be scheduled for publication in tiBalletin of Economic
Security Service of the Federal Security ServicRugsia.
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Special Recommendation VII (Wire transfer rules)

Rating: Partially compliant

Recommendation of th
MONEYVAL Report

eRussia should amend the current AML/CFT regime ddress the following
deficiencies i) the definition of originator infoation may well be sufficient i
the context of the Russian payment system framewarrlt does not fully cove
all requirements set by the FATF, ii) incoming ad®rder wire transfers ar
not covered by a requirement to adopt effectivi& timsed procedures fg
incomplete originator information, and this vulnbitity is not mitigated by thg
argument (as provided by the authorities) that niesbming cross-border wir
transfers originate in countries that are largelyorapliant with FATF
recommendations, iii) the BoR should provide spedjuidance to credi
institutions regarding the application of wire trsfier regulations to batc
transfers, iv) Russia should develop rules reggifinancial institutions to apply
a risk-based procedure for wire transfers that Idak originator information,
and v) as a matter of effective implementatioRufsia amends the current |4
to include incoming cross-border wire transfers sBian authorities will need t
reconsider the current blanket requirement to simmfuse all transaction
without full originator information as this couldhéoretically result in g
complete halt to all incoming cross-border wirertsactions.
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Measures reported as
23 September 2009 f{
implement the
Recommendation of th
report

On June 3, 2009 Federal Law No. 121-FZ was adopgieakiding that full
originator information accompany money wire transfdringing the issue int
compliance with FATF Standards.

At the same time, pursuant to the requirementstém 3.1 of Article 7 of the
AML/CFT Law, the BoR issued Directive dated 22 Jayu2008 No. 1964 “Of
amendments to the BoR Provision dated 3 Octobe? 2080 2-P ‘On non-cas
payments in the Russian Federation' " and BoR Bweclated 22 January 20(
No. 1965 “On amendments to the BoR Provision datégril 2003 No. 222-H
‘On the procedures of non-cash payments by napgedons in the Russia
Federation' ", which provide for practical implemetion of the existing
legislative requirements to accompany wire tramssfeith the full originator
information .
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to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

As it follows from Article 7.2 of the AML/CFT Lawhe requirement that a wif
transfer must be accompanied by the relevantrimdton on the payer als
applies to the "incoming" transfers. In the abseoté¢he information on thg
payer the credit institution shall refuse to compligh the instructions of th
payer.

In the absence of the information on the payer liacgived wire transfer , if th

suspect that this operation is for the purposeheflégalization (laundering) ¢
incomes of crime or financing any terrorism, a @recganization shall send th
information to the designated authority on therapen no later than in on
business day following the date of the establishnteat the transaction
suspicious.

Pursuant to provisions of Art. 7.2. of the AML/CHRw, in the absence ¢
information on the payer in the settlement or otdbecument or in a post;
communication containing the payer's order, or remeipt of such informatio
by any other means, the credit institution or orgmtion of the federal posts
service is required to refrain from executing thgey's order.

The requirement of the Federal LaM¢ 121-FZ on money transfers to

employees of a credit institution, in which a batcount of recipient is opene

accompanied by the information on the payer in atamce with the FATH




standards is implemented in the Bank of Russia20512011Ne 2634-U "On
making the amendments to the Annex 4 of the Stateofethe Bank of Russi
on 03.10. 2002« 2-P "On the non-cash transactions in the Russéalefation"”
and the ruling of the Bank of Russia on 26.08.28892281-U "On the amendin

the Statute of the Bank of Russia on April 1, 200222-P "On the regulation 0

non-cash payments by individuals in the Russiarefetitin.44"

(Other) changes since
the first  progress
report (e.g. draft laws,

draft regulations or
draft “other
enforceable means”
and other relevant
initiatives

Recommendation VIl (Non-profit organizations)

Rating: Non compliant

Recommendation of th
MONEYVAL Report

eRussia should undertake a comprehensive reviehedliPO system, as forese

by Special Recommendation VIII.

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

Pursuant to Russian Presidential Order dated 1% 2008 No. 1079, the

functions of state control of NPO activity have hegéransferred fron
Rosregistration, which was liquidated, directly ttee Ministry of Justice
Besides these state control functions, the MinigifyJustice also exercise
powers in the sphere of legal regulation of the N&%@tor and developin
government policy in this sphere. Between July 2@d& March 2009, th
Ministry of Justice established the Department oRON Affairs, with the
territorial branches established in all constituemtities of the Russial
Federation.

The newly established system has just startedeaoperation.

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

The Russian Ministry of Justice and its territoralithorities monitor the

compliance of the activities of non-commercial avigations, including the

branches of international organizations and fareigon-governmentg
organizations, public associations, political gatand religious organizatiorn
branches and representative offices of internaltionganizations, foreign norj
governmental organizations with their statutorylgand objectives as well g
their compliance with legislation of the Russianl&mtion
As on 01.04.2011 there were 220 986 non-profiapizations registered in th
Russian Federation:

- 111 540 (50.4%) are public associations;

- 24 180 (10.9%) religious organizations, and Sesentative offices of foreig
religious organizations that were opened in
- 84 660 (38.3%) non-profit organizations of otharganizational forms
7 political parties with 562 regional and 20 Ibceffices (0.2%);
- 17 branches of international and foreign orgaions.

The register of branches and representativeastiof international organizatior
and foreign non-governmental organizations providrmation about 243

the skRwns Federation|
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divisions, including about 188 offices and 55 bts®of such organizations.

* Please see Appendix
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In the first semester of 2011 the Ministry of Jostdf Russia and its territori
offices was holding:

- 1459 activity inspection of public associatio2810 - 3385));

- 730 inspections of religious organizations (201967);

- 1189 audits of nonprofit organizations.

According to the results of the nonprofit organi@as audits, as well as th
results of the systematic monitoring of the commim with the non-profi
organizations requirements established by law @hdranandatory in the firg
semester of 2011 the Ministry of Justice of Ruasid its territorial bodies:

1) to the governing bodies of public associations werade 13 15(
written warnings and representations (in 2010 829)

2) to the governing bodies of religious organizasi were made 2242 writtg
warnings (in 2010 - 4012 warnings

3) to the address of the governing bodies of nonpoofianizations wers
sent 10 345 warnings (in 2010 - 22 812 warnings)

in connection with the identified violations ofetttaw (primarily related to th
failure of providing a statutory quarterly repogjnthe heads of branchg
(offices) of foreign non-governmental organizatigged 16 written warnings (il
2010 - 22).

Recommendation of th
MONEYVAL Report

eRussia should reach out to and engage with the Ne€or, to learn from th
sector, to promote values and the like.

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

Implementation of this recommendation should bdifated by the new Feder:
Law dated 17 July 2009 No. 170-FZ “On Amendmenttht Federal Law ‘Or
Non-profit Organizations”, effective since 1 Aug@§09.

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

To implement these provisions there is a work taldish a regular contact ar
feedback with the NPOs , provide a regular outretacthe sector aimed
preventing the misuse of NPOs NGOs for TF goals .

In this regard:

- the possibilities of the Russian Ministry of tics are used to work with NGQ
during the recording, scheduled and unscheduled pett®ns;
- the materials on FATF and EAG on the NPO seaterregularly posted on th
sites of the Ministry of Justice and the FederadaRtcial Monitoring Servicg
Russian;

-the educational activities are regularly conduetitti the participation of NGO
on the basis of the ITMCFM. ;

-the intensive work with NGOs is made in the Fed&iaancial Monitoring
Service's responsibility area, in cooperation witle regional offices of th
Ministry of Justice in Russia;

- the publication of the relevant materials is bls&ed in a number of Russig
editions intended for NGOs, namely, the jourrdbriprofit organizations in
Russia," and other editions.

Al

[

—

£S
)

11%

1
N

nd
at

S

e

)

172}

11

AN
N

Recommendation of th
MONEYVAL Report

eThe Russian authorities should set up a more fammdland efficient system th
focuses on potential vulnerabilities and to shaafeimation to target abuse.

at

Measures reported as
23 September 2009 t
implement the
Recommendation of th

A substantial measure within the context of corgthwork to create a mol
formalized and efficient system for detecting ptisdrvulnerabilities of NPOs i
terms of their possible abuse for TF are the cter@isimprovements to th
structure and functions of the AML/CFT Interage@ymmission.

I
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It is noteworthy that creation and operation ofeiagency commissions

“‘interagency outreach” - is viewed in FATF Intefioatl Best Practice
“Combating the Abuse of NPOs” (para 20) as onénefrhost effective tools fqg
resolving the NPO TF related problems. It thisramtion it is important to poir
out that the new AML/CFT Interagency Commissiomfat (approved in May
2009) has been expanded to include representdtvele level of directors d
deputy directors of structural units) of the MIAVIFA , Russian Ministry fon
Telecom, Information Technologies and Mass Comnatitns, MoF , MoJ

Foreign Intelligence Service, Federal Security ®ervFederal Drug Contrg

Service, Rosfinmonitoring, Federal Tax Service, dfall Customs Service

FSFM, Federal Penitentiary Service, FISS, Rosstratthor, Roscomnadzor, al
BoR .

Authorized representatives of the following bodiegy take part in thg
Interagency Commission with advisory vote :

State Duma Security Committee and Financial Ma@l@hmittee;
Administrative Department of the Russian Governmantl Economics an
Finance Department of the Russian Government;

Russian Security Council Management ;

Russian State Assay Chamber at the MoF.

Commission meetings are open for participatiorhef Prosecutor General of t
Russian Federation, his deputies and other prasescat secondment .

In the course of performing AML/CFT functions, ttmeeragency Commission:
a) makes decisions needed to organize coordinatioth improvement o
cooperation of federal executive authorities & AML/CFT sphere;

b) creates, if necessary, working groups for timgtgparation of AML/CFT|
proposals and determines the list of participgats advised by federal executi
bodies concerned, the BoR and other institutioas),well as objectives arj
working procedure of such groups;

C) organises cooperation with federal executivdarities concerned, executi
bodies of constituent entities of the Russian Fedd®r, local self-governmer
bodies, public associations and other organizationsmatters within the
competence of the Interagency Commission.

To achieve these goals the Commission may rédwes abovementione
bodies information on issues falling within then@uission’s competence ar
invite representatives of such bodies, associstamd organizations (with th
approval of their managers) for participation ie tommission’s work.
d) organizes preparation of informational, anabjiticand methodologicg
materials and forecasts for purposes of currentitoramy of effective AML/CFT
efforts;

e) conducts, if necessary, large scale meetingh wie participation o
representatives of the concerned executive auigmrnd institutions, who al
not Commission members, and organizes special aigdecy seminars ar
conferences in order to share experience and rgl@varmation;
f) duly submits proposals to the Russian Governmelating to matters withir
the Commission's competence, which require decisibn the Russiar
Government;
g) monitors implementation of the Commission’s dewis  within the
competence and objectives of the Commission.
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Measures taken
implement
recommendations

to
the

In the implementation by the Russian Federationisitin of Justice a specig
procedure of the state registration of nonprofijamizations, providing for

LA

legal review of the foundation documents, spect&ngion is held with the
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since the adoption of
the first progress
report

statutory limitations for certain categories of pleo(organizations), the founde
of nonprofit organizations. Thus, according to teguirements of paragraph 2
Article 15 of the Federal Law as of 12.01.1996 NBZ "On noncommercig
organizations"45 a person cannot be a founder efntnprofit entity if he ig
included in the national terrorist list in accordarwith paragraph 2 of Article
of the Federal Law as of 07.08.2001 No.115-FZ "©Omlgating the legalizatio
(laundering) of incomes from crime and financing aarrorism." All regional
offices of the Ministry of Justice of Russia haweaccess to the posted on {
official website of Rosfinmonitoring list of orgadtions and individuals again
whom there is the information about their involvernia the extremist activity.

In 2010, using data from the list, as well as other enforcement data, 23 no
commercial organizations were denied state registr.

The Federal Law as of 17.07.2009 No. 170-FZ "Onaheending the Feder
Law" On noncommercial organizations" introducednges in the Federal La
as of 12.01.1996% 7-FZ" On noncommercial organizations "(hereinaft¢he
Law No. 170-FZ Law No. 7-FZ). Those changes redinee potential risks o
NPOs being used for the TF purposes in the Rusbiederation, an
simultaneously liberalize the legislation of thesRian Federation in the field

- O

f

of

nonprofit organizations, increase the level ofropss and transparency in the

registration and control of non-profit organizatan
In order to fulfill tem 3.2 of Article 32 of Fedal Law No. 7-FZ, Order of the
Ministry of Justice of Russia No. 252 of October2@10 "On the Procedure fq
Posting in the Internet of Reports on ActivitieglaContinuation of Activities o
Non-Profit Organizations" (entered into force Novwmmn 2, 2010) approved th
procedure for posting in the Internet of repomsagtivities and continuation
activities of non-profit organizations.
Order of the Ministry of Justice of Russia No. 72 March 29, 2010 "Or
Approval of the Reporting Forms for Non-Profit Onggations"46 simplified ang
streamlined reporting forms for non-profit orgatiaas. Based on the 200
reporting data, the number of non-profit organiaagi submitting reports on tim
increased by 20 percent compared with 2008 andl stocaverage for Russia
53 percent, with some regions showing more thanp&@ent of non-profit
organizations submitting reports on continuatioactfvities.
The Russian Ministry of Justice regularly cooperatwith national publig
organization Association of Lawyers of Russia amel Public Chamber of th
Russian Federation. Representatives of the Departme Non-Profit
Organizations Affairs have participated in meetigel conferences held wi
the Committee of the Public Chamber of the RusBedteration for Promotion @
Charitable Activities and Improving the Legislation NPOs dedicated to issu
of interaction between the state and civil societthe field of charitable activity

The territorial bodies of the Russian Ministry afstice devote much of theji

attention to interaction with non-profit organizats. Since the establishment
territorial bodies of the Russian Ministry of Jasti they have participated
more than 300 such events, a significant numbevha¢h was organized on th
initiative of the Ministry of Justice.
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The holding of thematic workshops dedicated to @axalion of the procedure af

> Please see Appendix IlI
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deadlines for reporting by non-profit organizatiohas become traditional.
Moreover, to encourage greater participation of-pafit organizations, such
forms as a contest for the best report filed by profit organization are used.
As a rule, among the participants of such workshapd conferences ar
representatives of the tax, local and other releaathorities, whose involvement
only enhances their effectiveness.
In order to create a more formalized and effectiygtem for detecting potential
vulnerabilities in NPOs in terms of their possibiee for TF purposes, regular
improvements are made to the structure and furgtioh the Interagency
Committee for combating money laundering and t&stdinancing (IC).

For example, anew provision on the IC was approved by Rosfinrmrimg's
Order No. 336 of Dec 8, 200947 and federal mirssteeads of federal services,
which has increased the credibility of the IC armahtdbutes to more rapigd
implementation of decisions.

Recommendation of th
MONEYVAL Report

eExisting rules should be fully implemented.

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

The relevant changes to the procedure for submittimual financial reports hy
NPOs and conducting inspections of NPOs are reftet the new Federal Law
No 170-FZ dated 17 July 2009 “On Amendments toRéderal Law ‘On Non
profit Organizations’ ” (in force since 1 AugustC4).

to
the

Measures taken
implement

recommendations
since the adoption of
the first progress

report

The Federal Law as of 17.07.2009 No. 170-FZ "Onahending the Federal
Law" On noncommercial organizations" amended thensoand procedures of
reporting for non-profit organizations according tte founders, property and
funds and their source of income received by nafifporganization.
As of 01.01.2011, the Russian Federation registel8@ 346 non-profif
organizations that have the obligation to repothtoRussian Ministry of Justige
and its territorial bodies.
50 819 nonprofit organizations have submitted thejrorts in accordance with
paragraph 3 of Article 32 of the Federal Law "Omemmmercial organizations'.
69 947 nonprofit organizations have submitted threports in the manner
prescribed by paragraph 3.1 of Article 32 of thddfal Law "On noncommercial
organizations".
The total number of submissions was 120 766 (6606%he total number of
registered non-profit organizations which are ctkgl to report to the Ministry
of Justice and its territorial bodies).

told about
submitted continuation of the
activity

total 50 819 69 947
associations 25091 39 475
non-commercial
organizations 18916 16 562
religious organizations 6 812 13910

The same law introduced a duty for non-profit ofgations to place thei
financial statements in the Internet, or providetf@ publication in mass medid.

=
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In accordance with paragraph 3.2 of Article 32 oédéral Law "On
noncommercial organizations" non-profit organizasioare required to plage
annually the information in the Internet or praid to the media for publishin
a report on its activity that was submitted to gughority or its territorial bod
(for non-profit organizations referred to in parggn 3 Article 32) or a report gn
the continuation of its activity (for non-profit ganizations referred to i
paragraph 3.1 of Article 32).

The procedure and terms of a placement of theseteepnd messages is defined
by the Ministry of Justice of Russia. In order napiement the above mentioned
provisions of the Federal Law "On noncommercialapigations" the Order
the Ministry of Justice of Russia as of 07.10.20MQ. 25248 approved the
procedure for the web reports about activity arubres on the continuation of
non-profit organizations. To place such reports Russian Ministry of Justic
created a special information resource, which @aadzessed through the sites of
the Russian Ministry of Justice and its territobaHies.

By the Order of the Russian Ministry of Justice afs17.03.2011 No. 8
guidelines for completing and providing to the Miny of Justice and it
territorial bodies of forms of documents containegorts on the activities of
nonprofit organizations are approved. Accordingthe order of placing o
reports of non-profit organizations to the sitedgial to its presentation on paper
(in case of placement of the report or reports althe continuation to we
additional presentation of a report or reportsimdontinuation to the Ministr
of Justice of Russia or its regional office in pafeem is not required).
Currently, the web site contains 44 177 reports§28) and messages (23 365)
for 2009 and 2010. Among them: total for 2009 - U4@ports 2048, messageg
- 2443, total for 2010- 39 686 reports - 18 76d4ssages - 20 922.

<K O

(Other) changes since

the first progress
report (e.g. draft laws,
draft regulations or
draft “other
enforceable  means”
and other relevant
initiatives

Special Recommendation IX (Cross border declaratiomand disclosure)

Rating: Non compliant

Recommendation of th
MONEYVAL Report

e Russia should implement all elements of an effesiygtem to deter illegal cross

border movements of currency.

Measures reported 4
of 23 September 200
to implement the
Recommendation of th
report

In order to eliminate the deficiencies detected-By'F, MONEYVAL and EAG
experts during the Third Round Evaluation of thes§an AML/CFT system for
compliance with FATF recommendations, the Fedemdt@ns Service (FCS
conducted work to incorporate FATF Special Recondadon IX into
legislation governing customs legal relations.

Taking into account FATF requirements, nationaleiests, needs and
capabilities of the Russian Federation, in Marc@@the FCS sent a report to the
Russian Government proposing changes designed poowm the system qf
controlling the flow of cash and bearer negotiab&ruments across the Russ

~—
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border, and drafted a federal bill proposing corhpresive regulation in variou
sectors of Russian law.

The bill was drafted taking into account FATF, MOXMAL and EAG

comments, FATF methodological materials, the WdElastoms Organizatio
AML/CFT guidelines for law enforcement units of twrms services, an
experience of FATF member states.

The bill proposes changes and additions to 6 Fetaves:

1. The Customs Code of the Russian Federation:

- particularizing the notions and formulations @g$h” and “bearer negotiah
instruments” for customs purposes;

- regulating issues of customs post-clearance andiespect of foreign-mad
goods circulated in Russia, which involves creatoanditions under whicl
dealing in contraband or counterfeit goods will dree economically irrational
as well as substantially limiting opportunities flegalizing such goods in th
domestic market and proceeds from their sale;

- granting the customs authorities legislativeipdated function of combatin
money laundering and terrorist financing;

- granting the customs authorities legislativelypudated powers to detai
persons who move cash or bearer negotiable insisrecross the custon
border, if there are reasons to suspect money éaingdor terrorist financing.

2. Federal Law “On Foreign Exchange Regulation@aditrol”:

- particularizing the notions and wordings applieato cross-border moveme
of cash and bearer negotiable instruments;

- governing the procedure for importing and expgrttash and bearer negotia
instruments by both natural and legal persons;iquéatrizing the declaratio
procedure depending on the person, amount, andtpbje

- expanding the list of details reported in thetoos declaration to includ
information about the origin, owner, and intended of funds;

- particularizing liability for non-declaration dalse declaration of cash af
bearer negotiable instruments, applicable to thevgaich exceeds the minimu
limit set for compulsory written declaration;

The purpose of amendments and additions to ther&dedaw “On Foreign
Exchange Regulation and Control” is to create:

- a transparent and understandable procedure foarde cash and bear
negotiable instruments;

- a mechanism for detecting suspicious cross-bordevement of cash an
bearer negotiable instruments (in combination veithendments to AML/CF]
laws).

3. Federal Law “On Anti Money Laundering and Conmmatthe Financing o
Terrorism”:

- including provisions on application of the Law d¢ooss-border movement

cash and bearer negotiable instruments;

- making the offence of evading customs dutiestarels ML-predicate offence;
- adding provisions that regulate the procedure dontrolling cross-borde
movement of cash and securities with the aim tol@inrmoney laundering arn
terrorist financing;

- obligating the customs authorities to identifyrqmns who declare cash

bearer negotiable instruments, require them tolatiecthe origin, owners arn
intended use of funds, as well as to detain funplenudetecting criteria Q
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suspicious transactions;

- obligating the customs authorities to alert ficiahintelligence unit regardin
cases of detention of suspicious cash or bearetiabe instruments;

- determining the criteria of “suspicious” in terma$ money laundering an
terrorist financing — presence of the travellertioe owner of cash or bear
negotiable instruments in the FIU list of terrasjstefusal to disclose the orig

of funds, its owner or intended use, or delibethstortion of such information;

an offence or crime of non-declaration or makinfalse declaration; an ale
from the law enforcement agencies or Rosfinmomitgri

- determining the period of time the customs autiesrcan detain cash or bea
negotiable instruments on suspicions of money lating or terrorist financing
as well as the procedure for returning them whepisions prove unconfirmed;
- determining the procedure for Rosfinmonitoringrim a check of suspicioy
cross-border movement detected by the customs ritigko

4. Criminal Code of the Russian Federation:

Criminalizing acquisition, storage, transportatisith the intent to sell, and sa
of goods that had been knowingly imported via sntingg(in order to put in
place a mechanism to rule out the possibility &galizing goods imported vi
smuggling on the domestic market or proceeds flueir sale).

5. The RF Code of Administrative Offences:

- strengthening sanctions for non-declaration dsefadeclaration of cash ¢
bearer negotiable instruments by natural persayemtiing on the circumstanc
of the offence; introducing proportionate sanctjonsluding confiscation;

- instituting liability for selling foreign-made gds in Russia without documery
confirming legitimate importation;

- instituting liability for non-presentation to theustoms authorities of th
documents confirming legitimate importation of figre goods, which arg
circulated in Russia.

6. Criminal Procedures Code of the Russian Federati

Granting the customs officers legislatively stigathpowers to launch crimin
cases:

- for facts of money laundering during cross-bordevement;

- in case of detection of commercial transactionghendomestic marke
with goods imported via smuggling.

In support of the legislative amendments, the Rus&overnment received
report on the need to adopt a new form of a passeogstoms declaratio
unified with a declaration form used in EU courgrie

Following the adoption of legislative initiativean automated system will &
developed to enable automatic keeping of an eleictrdatabase of informatio
from passenger customs declaration forms and dRugsian cross-border poin
with devices for scanning information in the cussoteclaration forms.

The automated system will enable automatic detectid persons in thg
Rosfinmonitoring list of terrorists and suspiciqeysons.
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Measures
implement

taken to
the

recommendations
since the adoption of

the first
report

progress

Under Federal Law No. 311-FZ of November 27, 2006 Customs Regulatio
in the Russian Federation" the customs authouti¢lse Russian Federation ha
the right to implement in accordance with the in&ional agreement betwe
the states members of the Customs Union measuresiat combating moneg
laundering and terrorist financing when monitoritigg movement across tf
customs border of the Customs Union of currencigle countries members
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the Customs Union, securities, and (or) currenayteawveler's checks.
The Agreement on the Procedure for the Transfédditural Persons of Cash and
(or) Monetary Instruments across the Customs Boddethe Customs Union
(hereinafter the "Agreement)" has been preparedadongted by Decision of the
Interstate Council of the Eurasian Economic Comityudo. 51 of July 5, 2010.
Pursuant to Article 6 of the Agreement, for thepgmse of combating mongy
laundering and terrorist financing during trandbgr natural persons across the
customs border of the Customs Union of cash andrfmmetary instruments
subject to mandatory declaration in writing, thesggnger customs declaratipn
shall contain information on the following: the matl person transferring cash
and monetary instruments; monetary instrumentsritien; the origin of cash
and / or monetary instruments, their owners anit thiended use; the route and
mode of transportation of cash and (or) monetagiriments.
As part of the formation of the Customs Union, @@mmittee of the Customs
Union approved, in its decision No. 287 dated J1#e2010, the format of th
passenger customs declaration form and proceduitsfoompletion. According
to the said regulatory act, all amounts that arimgbéransported across tf
boarder of the Customs Union and exceeding thevatgnt of $10,000 U.S. i
cash and traveler's checks shall be declared wmingdditional form of thg
passenger customs declaration (Cash (or) Monetastruments Declaration
containing, as stipulated in the requirements dfcher 6 of the Agreement, th
specified additional information.
The new form of the passenger customs declaratisrblen in use since July|1,
2010.
1. A joint order dated August 5, 2010 approving lingruction for Organization
of Information Exchange in the Area of Combating idg Laundering and
Terrorist Financing has been issued jointly by fRaessian Office of the
Prosecutor General, Ministry of Interior, Federat&ity Service, Federal Drug

e
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Control Service, Federal Customs Service, InvestigaCommittee under th
Prosecutor General's Office and RosfinmonitoringThe said Instruction
establishes a uniform procedure for conductingrinfdion exchange between
law enforcement agencies and the Rosfinmonitorimdyia aimed at prevention,
detection and investigation of crimes related tgaleation (laundering) of
monetary and other assets, as well as predicateaa$, i.e. crimes committed
prior to legalization of monetary and other assets.
2. Federal Law No. 311-FZ as of November 27, 2010n the customs
regulation in the Russian Federation", empowetag cistoms authorities of the
Russian Federation to ensure the measures, indaru® with the international
agreement of the Member States of the Customs Umibrounteracting the
legalization (laundering) of incomes received tlyloucrime and terrorist
financing, within controlling of transportation ass the customs border of the
Customs Union of currency of the Member States hef €Customs Union,
securities, and (or) currency values, travelerecks.
3. In the framework of statistical reporting cotlea of data is being provided agn
the movement of cash and monetary instruments.
Pursuant to the Agreement on Information Exchangewvdéen the Russian
Federal Customs Service and Rosfinmonitoring, tB8& Bubmits to Financial
Intelligence Unit information on individuals traesfing large amounts of cash
and monetary instruments.
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Recommendation of th
MONEYVAL Report

eStaffing levels of the FCS should be increasedepkup with the growin
workload.

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

To ensure effective implementation of the customshearities’ AML/CFT
function during physical cross-border movement as$tc or bearer negotiab

increase the total manpower of the relevant uritsustoms authorities after th
legislation has been amended to give the custorttsomties the AML/CFT
powers.

The number of customs officers involved in AML/CFafforts has bee
increased by reallocating personnel and amendiry ffovisions on lawy
enforcement units and job descriptions of fieldicgffs onsite. As of Augug

Headquarters of the Federal Customs Service.

Measures taken to
implement the
recommendations
since the adoption of
the first progress
report

According to the order No. 149-r of the FCS of lasunits of regional custon
authorities have designated employees responsilethie line of work on

representatives of the DF departments. Trainingirsss on issues related
AML/CFT were conducted.

Recommendation of th
MONEYVAL Report

e The FCS should be encouraged to continue fightimguption.

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

In the report on the Russian Federation, FATF etado experts pointed out th
the Russian customs authorities are prone to albigh of corruption, howeve

of employees, training, special anti-corruption greons and procedures
internal control. Additionally, the risk of corriph has been reduced by
considerable increase in budget spending per optogee.

Since the FATF evaluation, the authorities contirtaetake anti-corruption
measures.

On 31 July 2008, the Russian President approveatianal anti-corruption pla
under which the customs authorities are organigiark to fight corruption.

At the Federal Customs Service, the powers to fagintupt phenomena in th
customs service are vested in internal securityadeyents. The stai
departments are tasked with organizing educatiamal preventive activitie
among employees.

Corruption is being fought in close cooperationfmather units of the custom
authorities, mainly, the law enforcement divisions.

Pursuant to the Federal Law dated 25 December 2008 273-FZ “On
Countering Corruption”, the FCS has passed enad¢tmdasigned to figh
corruption and official malfeasance in the cust@®wice, as well as to impro
deterrent and preventive education efforts in tightfagainst corruption
Russian customs authorities. These enactmentsoanpuisory for all custom
bodies, including territorial divisions.

Pursuant to the Presidential Order dated 3 Mar€i7 2. 269 “On commission
tasked with enforcing requirements for official dot of public officers in the
Russian Federation and resolving conflicts of ed€y all regional custom
authorities have set up commissions that enforepiimements for official
conduct and resolution of conflicts of interest.th¢ FCS Headquarters, the s
commission has been established by FCS Order datddly 2007 No. 848.
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Uy —h

at

[72)

%)

Al

le
instruments, a proposal has been submitted to thesi&n Government to
e

at
r
the authorities have taken steps to prevent caompsuch as periodic rotations
of

a

d



The law enforcement and state authorities of thesRm Federation have begen
informed about the fact that such commissions Hamen established at the

customs authorities and have been advised to répastich commissions ar
facts of dishonourable conduct by customs officials

Since March 2005, the Internal Security Directotéhe FCS has a specialized
unit tasked with examining and analyzing draft $gfion that governs customs
clearance and customs control procedures, detegtdiscrepancies with the law
and potential to generate corruption. The purpdgtis work is to rule out the

possibility of legislative provisions that would roplicate the manageme
process and create conditions favouring extortimibery, and other forms @
corruption.

On 3 July 2007, the Internal Security Directorataswnstructed by the FC
board to organize an anti-corruption review of thestoms Code in order {
eliminate ambiguous interpretations of individuedyisions. The results of th
work have translated into a federal bill on thevaiht amendments and additig
to the Customs Code.
The FCS is currently drafting a Long-term Anti-agation Plan for the Custon]
Authorities for 2010-2012. The decision to devetbfs Plan was made on
April 2009 by the administrative reform commissifrthe Government.

As of August 2009, the total manpower of interredwgity units (ISUs) is 94
persons.

In 2008, ISUs of customs authorities instituted édfinal cases, including 49
corruption-related cases associated with abusdfioE@and bribe taking again
215 customs officials and 46 bribe givers.

In the first half of 2009, ISUs of customs authiestinstituted 367 criming
cases, including 267 corruption-related cases,nagdi40 customs officials arj
22 bribe givers.
Over 90% of all crimes of corruption at customshauties are detected by ISU
This indicator was 91% in 2008 and 95% in the fiaif of 2009.
The FCS is taking measures to raise the prestigeshape the image of th
customs service; the public is being updated vea tfass media about an
corruption efforts, the downward trend in the olldevel of corruption and cas|
studies.

Measures
implement

taken to
the

recommendations
since the adoption of

the first
report

progress

In accordance with the Decision of the Governmemm@ission for
Administrative Reform as of April 8, 2009, the F@B Russia developed
Perspective plan of combating corruption in the@ws bodies for 2010-2012.
In 2010, units of internal security instituted 4difiminal cases, including 26
criminal cases on crimes of corruption concernif ¢ustoms officials.

In the first half of 2011 units of internal secwrihitiated 284 criminal cases,
which 152 criminal cases are involving crimes ofraption concerning 8
customs officials.

Based on materials from other law enforcement dgen® criminal case
against customs officers for crimes of corruptigheye. 34 customs officia
were found guilty .

Furthermore, measures are carried out on protectiorustoms officials from
trying to engage them into illegal activities. Asesult of these measures, ba
on materials of units of internal security, 26 dried cases against bribe-give
were opened, prosecuting 23 bribe-givers.
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Over the last 5 years more than 90% of all coranptiriented crimes in custon
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revealed by the customs authorities’ units of mékrsecurity . This figure if
2008 was 91%, and 95% in 2009.

In the FCS of Russia, a commission for anti-cotinrpexpertise of legal acts

created. Legal acts being issued by the FCS ofiRass analysed by its units
internal security . In addition, a working group svereated to conduct an
corruption expertise of the provisions of the CowoCode of the Russig
Federation.

Recommendation of th
MONEYVAL Report

eAuthorities should as a priority commence an awassnraising campaign, fa
all levels of staff in all regions.

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

The customs authorities are focused on steppingAMp/CFT efforts. In
February 2008, a relevant letter was sent out tiomal heads of the la
enforcement units of the customs authorities.

In August 2009, the FCS issued a directive “On mess to eliminate
deficiencies detected by FATF expects, and on #récpation of the Russia
FCS in the work of the Interagency Commission oti-Money Laundering anc
Combating the Financing of Terrorism”.

In July 2009, regional units of the customs autiesireceived recommendatio
of the World Customs Organization on increasing ttwde of customsg
administrations in the fight against money launugrand terrorist financing. |
September of 2009, the WCO Customs EnforcementeBnés on counterin
money laundering and terrorist financing (WCO d&€0212 Annex), translate
into Russian language, were sent to regional eefoent divisions to be used
their work.

The Central Anti-Smuggling Directorate and the CarDirectorate for Custom
Investigations and Inquiries regularly send theevaht methodologicg
recommendations and reviews to the territorialgirs.

Law enforcement units of the customs authoritiepilaly attend coordinatio
meetings with the law enforcement bodies and attade authorities.

Seminars for customs officials have been planneithetinternational Training
and Methodological Centre of Financial Monitoringdaas part of the MOLI-RU
2 project developed jointly with the Council of Bpe and being implemented
Russia.
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Measures taken
implement

recommendations
since the adoption of
the first  progress

report

Please refer to the information provided above.

Customs authorities are focused on strengtheniagvtitk of combating mone
laundering and terrorist financing.

Regional law enforcement departments of customboaities were provide(
with the recommendations of the World Customs Orgdion on enhancing th
role of customs administrations in fighting agaimstney laundering and terrori
financing.

In the first half of 2011 the customs authoritidstee Russian Federation filg
155 criminal cases, the object of the crime in Wwhieas the currency, and 11
criminal cases of them were initiated as a restlintelligence information
realization. Moreover, during this period as a ltesiithe operational activity 3
cases of administrative offenses were initiated.

The question is being negotiated of inclusion ofligohal section "The
implementation of foreign exchange control by thestoms authorities of th
Russian Federation" into the study program of thstitute for additiona
training, retraining and upgrading of the Russiarstéms Academy, and of th

NJ
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corresponding program for students of the Russiamstdns Academy




"Compliance with the IX FATF Special RecommendafRerjuirements”.

Recommendation of th
MONEYVAL Report

eThe authorities should ensure that customs anddafercement co-operate
all regions and are aware of each others’ casepeeially relating to the figh
against alternative remittance systems.

t

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

The FCS has sent proposals to the Russian Govetnimeémprove existing
interagency agreements and, if necessary, sigragesements between custo
and law enforcement bodies and other state autsoribcorporated into th
AML/CFT system.

Electronic data exchange has been put in place With countries, which
involves advance reporting of goods, making it pjaesto raise the level g
reliability of information provided upon the ded#ion of goods, including
monetary instruments.

The FCS hosts the WCO Regional Intelligence LiaisDffice for the
Commonwealth of Independent States "RILO-MoscowHhjcv is connected t
the international customs enforcement network “CEMN"enables sharing of la
enforcement and methodological information and loktas with custom
administrations — members of the World Customs flimgdion. RILO-Moscow|
also participates in international projects andrafens of the WCO aimed ¢
detecting illegal channels of cash and other coatré.

In 2008 — 1 half of 2009, the FCS signed 14 agreésneith customs and polig
bodies in European countries and joint plans talkcidown on trans-nationa
criminal organizations.

Russia signed similar agreements with law enforcgmrits of the CIS custom
services. In total 7 agreements were signed in -2008.

Currently, under these agreements the partieshaming preventive intelligence

including that in the field of AML/CFT.

In 2008-2009, the customs authorities conducted @@ejoint operations with
other law enforcement bodies, which involved AMLICEfforts.

Measures have been taken to strengthen coopelstiaeen the FSS and FCS
- a working meeting was held to improve cooperationombating ML and TF
a set of measures has been put in place to detdcttam channels of terrori
financing;

- exporters and importers that previously attracteention of the FSS are bei
monitored; new companies engaged in suspiciousdrdions are being detecte
They are being investigated for involvement indgst financing;

- work has been organized to detect illegal crassldr channels of cash a
bearer negotiable instruments.

- FSS and Rosfinmonitoring are alerted about alksaf importation of cash ar
bearer negotiable instruments; if necessary, tHe taes steps to determine 1
nature and purpose of such funds.

At present the FCS participates jointly with otktate authorities in design of tf
Interagency Order "On the adoption of the guidealife organizing informatior
exchange in the field of legalization (launderiraf)cash and other procee
obtained illicitly”.
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Measures taken
implement

recommendations
since the adoption of

the first progress

A joint order dated August 5, 2010 approving thetriuction for Organization g
Information Exchange in the Area of Combating Monkegundering ang

Terrorist Financing has been issued jointly by tfRassian Office of the

Prosecutor General, Ministry of Interior, Federab&ity Service, Federal Dry
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Control Service, Federal Customs Service, InvestigaCommittee under th
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Prosecutor General's Office and RosfinmonitoringThe said Instruction
establishes a uniform procedure for conductingrinfdion exchange betweg
law enforcement agencies and the Rosfinmonitorimdyia aimed at preventiol
detection and investigation of crimes related tgalation (laundering) o
monetary and other assets, as well as predicataaa$, i.e. crimes committs
prior to legalization of monetary and other assets.
Pursuant to the Agreement on Information Exchabgeveen the Russig
Federal Customs Service and Rosfinmonitoring, tB8& Bubmits to Financia
Intelligence Unit information on individuals traesfing large amounts of cas
and monetary instruments.
Additionally, the information on individuals tramsfing large amounts of cas
and monetary instruments is regularly submittethtoRussian Federal Secur
Service, Ministry of Interior and Federal Drug QmhiService.

Concrete results have been achieved in the fighinagillegal movement acro
the customs border of the CU of monetary instrusidnyt cash couriers. F¢
example, on December 16, 2010, an attempt by thegfo citizens to smuggl|
monetary funds was detected in the course of dpé@viastigation activities
carried out in the area of responsibility of theuavo airport customs. The tot
amount of the smuggled currency is valued at $alllion and 4.1 million Euro.
FCS of Russia signed 14 agreements with customspalide structures o

criminal networks.

Similar documents have been signed with the lavereement departments
customs services of CIS countries.

Currently, within the framework of these agreemetite exchange of proactiy
operational information is carried out, includingadrmation concerning fightin
against money laundering and terrorist financing.

In the first half of 2011 the customs authorities@ucted six joint operation
with other law enforcement agencies, during whidagures were taken agaif
money laundering and terrorist financing.

In addition, in order to ensure coordination andparation of public authoritie
in the field of counteracting legalization of preds from drug trafficking, a
Interdepartmental Expert-Analytical Group on Counig the Legalization
(Laundering) of Proceeds from Drug Trafficking (theler of RFDCS No. 39-
of 25 March 2011) was formed, consisting of repnéstives of the Prosecut
General of the Russian Federation, the FederahEialMonitoring Service, th¢
Russian Interior Ministry and Federal Customs Seraf Russia

Recommendation of th
MONEYVAL Report

should be simplified in one law, and reporting fershould be brought in lin
with the law in all languages.

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

The measures to improve the legislative framewarldl aring the passeng
customs declaration form into line with the law described above.

With its 19 September 2008 Order No. 1150 “On thdoption of the
Administrative Regulations of the Federal Custoresvise on performing th
state functions of accepting a passenger custorolarddon submitted by

natural person”, the FCS introduced a new procefitureompleting the custom
declaration, which eliminates the deficiencies clete by the team of evaluatig
experts.

to
the

Measures taken

implement

As part of the formation of the Customs Union, @@mmittee of the Custom

European countries, and a joint plan of curbing &leévity of transnational

eThe legal framework for reporting cash and bearexgotiable instruments
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Union approved, in its decision No. 287 dated Ju®e2010, the format of th

131



recommendations
since the adoption of
the first  progress
report

passenger customs declaration form and proceduiesfoompletion. According
to the said regulatory act, all amounts that arimgbéransported across tff
boarder of the Customs Union and exceeding thevalguit of $10,000 U.S. i
cash and traveler's checks shall be declared wmingdditional form of th¢
passenger customs declaration (Cash (or) Monetatruments Declaration
containing, as stipulated in the requirements dfchr 6 of the Agreement, th
specified additional information.

The new form of the passenger customs declaratisrbben in use since July
2010.
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Recommendation of th
MONEYVAL Report

eRussia should ensure that sending cash or beamgotrable instruments throug

=

containerized cargo is covered in law and practice.

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

Any physical movement of cash or bearer negotiab#ruments across the
border is currently covered by the RF Customs Cadé the RF Law “On
Foreign Exchange Regulation and Foreign Exchangatr@t which also
includes containerized cargo.

The provisions of customs legislation obligate pass moving cash with
containerized cargo to declare such cash in thrisscargo declaration.
The following measures are used to detect illegavement of cash and bearer
negotiable instruments concealed in cargo contsiner
- a risk management system that makes it possibteriduct a full inspection d
goods and vehicles in the presence of certairnriajte

- inspection facilities;

- intelligence supplied by law enforcement unitea$toms authorities.

=

to
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Measures taken
implement

recommendations
since the adoption of
the first progress

report

Please refer to the information provided above
Any physical movement of cash and negotiable insénts across borders agre
now covered by the Customs Code of the Customsriimad the Treaty on th
order of movement of natural persons of cash amyl fipancial instruments
across the customs border of the Customs Uniorrpaeg by the Decision Na.
51 of the Interstate Council of Eurasian Economizm@unity as of July 5,
2010, including containerized cargo.

D

Recommendation of th
MONEYVAL Report

eThe FCS should have the legal authority to restraimrency in case of

suspicions of ML if the money is declared. The F&®uld take intd
consideration a system to use reports on currercyagiation in order to identify
and target money launderers and terrorists.

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

o

Measures taken to implement this recommendatioth@fReport are reflecte
above.

The automated system that is now being developke@mable automatic entry g
information into an electronic database.

Upon data entry into the electronic database, in&tion will be checked for any
suspicious criteria. Detection of such criterial wilnstitute grounds for detainirjg
funds.
A functionality will be developed to analyze infaation in the electronic
database to detect and track persons involved imesntaundering or terrorig
financing.
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Measures taken
implement
recommendations

since the adoption of

A draft agreement was prepared on countering thalil&tion (laundering) o
proceeds from crime and terrorist financing in to@rse of importation into th
single customs territory of a Customs Union andoetgtion from the singl
customs territory of cash and (or) financial instants, which provides statutofy




the first progress
report

power to customs authorities to suspend the movernércash and financidl
instruments in the presence of suspected moneydaing or terrorist financing,
The draft Treaty has passed the procedure of aglpabthe national level

Recommendation of th
MONEYVAL Report

eThe administrative penalties for false or non desfi@ans should be raised

considerably.

Measures reported as
23 September 2009 t
implement the
Recommendation of th
report

The bill envisages the introduction of proporti@and restricting sanctions for
any false declaration or failure to declare caslbearer negotiable instruments
and particularization of liability for non-declai@ or false declaration.
International experience of FATF member states #&mel WCO Customs
Enforcement Guidelines on countering money laumdeaind terrorist financing
(WCO doc. EC0212 Annex) are used to determine atsa@frfines.

(Other) changes sing
the last evaluation

- since October 2008, the FCS has fully adopted YMerld Customg
Organization Recommendation on the need to dewsidpstrengthen the role of
customs administration in combating money laundgritated 25 June 2005. The
WCO points out that Russia's accession to thismeoendation will serve as |a
good example for customs administrations of oth€Q\member states;
- there has been an increase in the intensity fofrimation exchange between
customs authorities and financial intelligence ;unit
- the FCS participated in the drafting of the hilh the ratification of the
Agreement of Member States of the Commonwealthndependent States on
Anti Money Laundering and Combating the Financirigrerrorism, signed in
Dushanbe (Tajikistan) on 5 October 2007.

Measures taken to
implement the
recommendations
since the adoption of
the first progress
report

The Draft Law prepared by the Federal Customs 8ervyprovides for
introduction of amendments to Article 16.4 of theusBian Code of
Administrative Offences establishing proportionieility in the form of higher
fines (2500 to 5000 rubles instead of 1000 to 2&0fes currently in use) fg
failure to declare or false declaration of monetsygets by individuals.

International experience of the FATF Member-Stas well as guidelines of
the World Customs Organization were used to detegrtiie size of such fines.
The FCS of Russia jointly with Russian Ministrytbé Interior and the Office @
the Prosecutor General of Russia are currentlyddegion the desirability o
granting the powers to conduct investigations imitral cases involving crime
provided for in Articles 174 and 174.1 of the Cm@i Code of the Russig
Federation to the customs authorities. A decisionthis issue is due to be tak
by the Interdepartmental Committee on Public Sadétthe Security Council g
the Russian Federation.
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(Other) changes since
the first progress
report (e.g. draft laws,
draft regulations or
draft “other
enforceable  means”
and other relevant
initiatives

- since October 2008 FCS of Russia fully joined theommendation of the
World Customs Organization, "The need to develog stnengthen the role o
customs administrations in the fight against mdaemdering and the laundering
of proceeds of crime" as of 25.06.2005. The WontGms Organization noted
that Russia's accession to the recommendation vwemulgtitute a good example
for the customs administrations of other MembeteStaf the World Customs
Organization;
- the intensity of information exchange betweernt@us authorities and financia
intelligence units has increased;

- FCS of Russia took part in drafting the bill dre tratification of the Treaty g
the Commonwealth of Independent States on cougtetire legalizatior]
(laundering) of criminal incomes and financing efrbrism, signed in Dushanbe
(Tajikistan) on 10/05/2007.
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2.4. Specific Questions

Answers from the first progress report

1. Have any measures been taken to minimize coorugtt law enforcement, prosecution and ot
competent authorities since the evaluation mission?

ner

Federal Security Service (FSS)

Following the FATF evaluation mission, the FSS toloé following measures to minimize corruption
FSS bodies.

Pursuant to the National Anti-Corruption Plan agdpby the Russian President on 31 July 2008, the
of Measures to Prevent Corrupt Manifestations atRaderal Security Service has been developedsg
being implemented timely. As part of this plan F&S:

- initiated amendments to the Federal Law “On tleeldfal Security Service” designed to imprg
recruitment for the FSS, step up internal securigasures, and protect personal data of service
public officials at federal governmental bodiesd aersonnel of security agencies (adopted with iR
Laws dated 25 December 2008 No. 280-FZ, No. 274-FZ)

- made changes to the procedure for screening datedi for FSS service aimed at prevention cor
manifestations;

- revised methods used in professional screening-&S service, study at FSS educational institsti
and for appointments to executive positions in ptdedetect any lucrative impulse or inclination
crimes of corruption among candidates;

- revised the FSS regulations that address thessefieducational work, maintaining and reinforc
military (labor) discipline, and psychological wonkth staff;

- elevated the importance of attestation, analyaed corrected job duties of employees in sedq
exposed to risks of corruption;

- stepped up efforts of obtaining forewarnings daboorrupt manifestations among FSS person
Adjustments have been made to the organizatiommtircued efforts along these lines in order to em
timely collection of additional information, docuntation and procedural formalization of any illeg
acts detected;

- organized inspector, thematic and other checkheofSS bodies in order to evaluate their perfaoag
in preventing corrupt manifestations among thefspenel;

- started the apropriate work at the local levéle Tssues of preventing corrupt manifestations teen
discussed at meetings of heads of FSS bodies émdedistricts, at boards and meetings of admatist
personnel.

Additionally, as part of the National Anti-Corrupti Plan the FSS and other federal executive atit®
participate in working out the draft laws that wabensure the following:

- implementation of restrictions, prohibitions aolligations relating to public service (includintyit;
law enforcement and military service), and obsereaaf the general principles of service conduct
public officers;

- measures to prevent conflict of interest.

Ministry of Internal Affairs (MIA)

The Russian Ministry of Internal Affairs has dey@d and is implementing a complex of measure
minimize corruption in law enforcement bodies.

Among other things, these efforts are organizedaasof the National Anti-Corruption Plan adopted
the Russian President on 31 July 2008 as wellsmsutions by the Coordinating Council of headsan¥
enforcement bodies, interagency plans and otheméstnative documents.

Within this context, the MIA has developed andnpliementing an anti-corruption plan for the peridd
2008-2010, which envisages anti-corruption measuarksv enforcement.
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Additionally, the MIA is continuing the implemenian of the first stage of the Internal Security Cept
for Law Enforcement Bodies and the Federal Migra@rvice for the period of 2007-2012.
The results of these efforts were discussed orbéugey 2009 at an extended meeting of the MIA bo

which decided to adopt a complex of additional mess aimed at raising the effectiveness of mireter

control over the operative, detective and procddagtivities, and elevating the personal respofigjtnf
administrative personnel for the legitimacy of sactivities.

At the same time, the MIA is taking measures torioup the ministerial base of laws that govern
matters of supporting the fight against corrupt ifestations.

The MIA issued the following orders to counter cmtion within the MIA system:

ard

the

- dated 5 December 2008 No. 1065 “On measures pioove the public security police efforts aimed at
protecting the economic rights of citizens”, whiséts out the measures to elevate the legitimagy of

public security police work aimed at detecting emit crimes and preventing corrupt manifestation

S i

this work. The order establishes requirements desigo rule out inspections of businesses by police

units in matters outside of the police purview,luiing in matters of observance of license requineis
for businesses;

- dated 9 December 2008 No. 1076 and 1077, whitkbksh the Commission on the Enforcement of

Requirements for Official Conduct of Federal Gowveemt Public Officers at the Headquarters of
Russian Ministry of the Interior and the Commis&amorking procedure;

- dated 24 December 2008 No. 1138 “On the adoptfdhe Professional Ethics Code for employee
Russian bodies of the interior”;

- dated 24 December 2008 No. 1140 “On the adomifahe Guidelines for the procedure of organiz
and conducting official inspections at bodies, slMis and establishments within the system of
Russian Ministry of the Interior”;

- dated 22 April 2009 No. 312 “On improvementshe tecruitment for service at the headquarterbe
MIA of Russia and divisions directly subordinatedhiie MIA of Russia”.

The MIA prepared the Administrative Regulationstioé MIA of Russia for the performance of t
government function of registering motor vehiclesd atrailers, adopted by MIA Order dated
November 2008 No. 1001.

Since the effective date of the order (27 Janu@fg} its requirements are mandatory for all regi&in
units of territorial administrative bodies of th&ate Traffic Safety Inspectorate, the Main Direaterof
the Interior, and Directorates of the Interior imnstituent entities of the Russian Federation. clieck

actual fulfillment of the Regulations, MIA represatives visited 11 constituent entities of the Rarss

Federation. The inspection findings were discusgedmeeting attended by heads of State Traffiet$
Inspectorate units from 30 constituent entitiethefRussian Federation.

The MIA is also taking additional measures thablae special background checks upon recruitment
in other cases stipulated by the law. The recruitn@md career advancement mechanism is curr
being improved.

An important instrument of protecting the interestgublic service are special inspection meastoes
examine the candidate’s personality and backgrodeigct facts precluding the candidate from serwide

occupying a higher position, and access informatiah constitutes a state secret.
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The MIA regularly analyzes information concernimglividuals subjected to special inspections, retgyes
pertinent information at the individual's place mdsidence, from prior employers and educational
institutions. The MIA has organized constant datehange with the FSS and Federal Drug Control

Service.

The MIA Main Information Analysis Center keeps ajister of disqualified persons who have bg
denied recruitment by MIA bodies or enroliment atAMeducational institutions over negative episo
in their background. Information accumulated irstragister is used to additionally check all caatid

ben
Jes

recruited by MIA bodies, which includes a checkingadata in personnel registers of the MIA Human

Resources Department.
At the same time, the Ministry is implementing meas to raise the moral and psychological qualife
employees and public officers, including as parttrafning, retraining and professional developm
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programs. a‘
For instance, the MIA developed a special courséeweloping anti-corruption behaviour skills

abilities among the personnel and public officersAMbodies based on the MIA Academy of

Administration, taking into account suggestionsrrIA divisions. The materials are currently pergl
approval by the MIA Human Resources Department.eCapproved, the program will be forwarded
the Russian General Prosecutor Office Academy.

The MIA sent proposals to the Russian Ministry adfalth and Social Development to develop al
corruption educational and methodological materésdspart of the government order for professiq
retraining, professional development and internéhigoublic officials for the year 2009.

To raise the effectiveness of anti-corruption measiat law enforcement bodies, the MIA is tak
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measures to step up collaboration with the FSSefaédCustoms Service, and other federal executive

bodies concerned.
In March 2009, MIA representatives held an offiagizeting with representatives of the Internal Siecl
Service of the Russian Federal Customs Servicéstusk issues of cooperation and sharing of oper
information relating to instances of corruption c¢nitted by FCS officials, including the criminal bty
of contrabandists of drugs and psychotropic substgand officials of law enforcement and contrgll
bodies that aid them.

In the course of such measures, in the 1st half06® the MIA detected 44 033 violations by M
personnel, federal public officials and employeeithiw the MIA system (hereafter “employees
including 41 517 disciplinary offences involvingglaches of the law and 2,516 crimes, of which 87i&\
offences of general criminal nature and 1 635 w@fficrimes and crimes against justice.

A number of corrupt officials were exposed in jadperations with other law enforcement bodies.
Measures to minimize corruption in law enforcememetin process.

Federal Drug Control Service (FSKN)

In the annual President's message to the Feders¢émilsly of the Russian Federation, counte
corruption is one of the priority lines in the gomment’s domestic policy.

In July 2008, a National Anti-Corruption Plan oftfRussian Federation was adopted (hereafter
National Anti-Corruption Plan”). The Federal Drugr@rol Service is the authority tasked with dir
implementation of the measures stipulated in thigoNal Anti-Corruption Plan within its purview.

On 25 December 2008, the Russian President sigeelr&l Laws No. 273-FZ “On Counteril
Corruption” and No. 280-FZ “On Amendments to Indival Legislative Enactments of the Russ|
Federation in connection with the ratification loétUnited Nations Convention Against Corruptioneds
31 October 2003 and the Criminal Law ConventiorCamruption dated 27 January 1999 and adoptio
the Federal Law ‘On Countering Corruption’.”

Pursuant to item 5 of Section IV of the Nationalti®@orruption Plan, adopted by the Russian Presi
on 31 July 2008, the FSKN Director prepared and@ma the Plan for Countering Corruption at
FSKN for the years 2008-2009, which was announnetieé FSKN order dated 29 September 2008
318/dsp.

In the course of parliamentary hearings “On théslatjve support of the National Anti-CorruptioraR,
the FSKN made specific proposals to improve letiisdameasures in support of the National Af
Corruption Plan.
One of the main tasks faced by the FSKN at thélrstage of organizing anti-corruption efforts wag
amend the laws that govern the implementation tfcamruption measures.

In order to elaborate the mechanism of controltimg performance of the FSKN'’s public functions,
FSKN issued the following orders:

- dated 8 December 2008 No. 450 “On the adoptiothefadministrative regulations of the FSKN
performing the public function of issuing statenseabout the absence of current or prior uncle
convictions of individuals who will have direct @ffal access to drugs or psychotropic substance
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crimes of average severity, grave or especiallygmimes involving trafficking in drugs or psychapic
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substances, including crimes committed outsideRiligsian Federation, as well as statements to thet ef

that such individuals do not face charges in commeavith crimes involving trafficking in drugs g
psychotropic substances”;

- dated 8 December 2008 No. 451 “On the adoptiothefadministrative regulations of the FSKN
performing the public function of issuing a statemnen the compliance of facilities and rooms wh
anti-drug trafficking work is performed”.

These FSKN orders passed state registration iRtissian Justice Ministry.

=

for
ere

Besides making the requisite changes to interrlla¢ions, the FSKN is working out measures needed

to improve Russian anti-corruption policy laws.

The FSKN has worked out proposals for the critefiassessing the effectiveness of drug controldsydi

in preventing, detecting and investigating crimésarruption, and made appropriate additions to
system for evaluating the performance of FSKN tiaidl bodies.

To ensure effective implementation of the provisiafi the state anti-corruption policy, in AugusD2(Q
the FSKN established its own Internal Security D&pant. Its main task, besides ensuring the sgoofi

the

t

FSKN operations, is organizing efforts to preveatrgpt manifestations among employees of FSKN

bodies.

The FSKN Internal Security Department is the mainsdbn in the FSKN’s anti-corruption system a
organizes work along these lines at the FSKN teialt bodies where anti-corruption efforts are
responsibility of internal security unites (hereafiSUs).

nd
the

In addition to the Internal Security Departmentest FSKN departments contribute to anti-corruption

efforts.
An important aspect of anti-corruption work has rbéee participation of FSKN representatives in

the

work of the interagency work group tasked with mépg reports to the Anti-Corruption Council under
the Russian President “On the results of law eefoent bodies’ fight against crimes of corruption”
(hereafter the “Council”). Information about thesuéis of anti-corruption efforts at the FSKN was

consolidated and presented to the Council.
Also, under the Plan of FSKN board meetings for@mh 27 May 2009 the FSKN board held a mee
dominated by the following issue: “Organizing acdirruption efforts in the light of the FSKN

ting
s

implementation of the National Anti-Corruption Pland the Concept of the Administrative Reform in

the Russian Federation for 2006-2010".

Another important aspect of organizing anti-corimptefforts is training specialists in detectingdan

documenting crimes of corruption, as well as imprg\professional training in this sphere for offe®f
operative and detective units of the FSKN bodies.

FSKN educational institutions have made the apjmgprchanges to their educational processes irst
of advanced study of anti-corruption issues.

Besides the general organizational measures ttegiesthe long-term anti-corruption strategy at

the

FSKN, the basis of anti-corruption efforts is fouey daily preventive work of the Internal Security

Department in close cooperation with human rescudepartments.

Raising the level of cooperation with other law anément bodies that are fighting corript

manifestations is a good reserve for improvemeahiitcorruption work.

Federal Customs Service (FCS)

In the report on the Russian Federation, FATF etaln experts pointed out that the Russian customs

authorities are prone to a high level of corruptidonetheless, the authorities have taken stepeei@nt
corruption, such as periodic rotations of employeesining, special anti-corruption programs 4
procedures of internal control. Additionally, thiskr of corruption has been reduced by a consider
increase in budget spending per one employee.

Since the FATF evaluation, the customs authord@#inue to take anti-corruption measures.
Presently, these efforts are implemented by théomss authorities pursuant to the National At
Corruption Plan adopted by the Russian Presideftlaiuly 2008.
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The powers to combat corruption are vested in matesecurity units as well as HR departments tasked

with educational and preventive measures.
Corrupt manifestations are fought in close coopanawith other units of the customs authoritiesjntya
the law enforcement unit.

Pursuant to the Federal Law dated 25 December Ro0273-FZ “On Countering Corruption”, the FCS

has passed enactments designed to fight corrupifestations and official malfeasance in the customs

service, as well as to improve deterrent and prixeeducation efforts in the fight against corraptat
Russian customs authorities, which have been btdaghe attention of all territorial customs bazlie
Pursuant to the Presidential Order dated 3 Mar€lY 200. 269 “On commissions tasked with enforci
requirements for official conduct of public offisein the Russian Federation and resolving conftifts
interest”, all regional customs directorates arfice$ have set up commissions to enforce requirénm
for official conduct and resolution of conflicts ioiterest. At the FCS Headquarters, the said cosiams
has been established by FCS Order dated 12 Julk/I260848.

The law enforcement and government authoritiehefRussian Federation have been informed ab
the fact that such commissions have been estalllshthe customs authorities and have been advi
to report to such commissions any facts of dishallerconduct by customs officials.

In order to rule out the possibility of FCS-spexifinactments being passed with provisions that dvoul

complicate the administrative process or creatalitions favoring extortion, graft and other formfs

corruption, since March 2005 the Internal Secubliyectorate has a unit tasked with analyzing dr
enactments for compliance with the laws in force potential to generate corruption.

In 2008, a team of the most qualified officialsFEES divisions concerned was formed to conduct

out
sed

an

anti-corruption examination of the RF Customs Cioderder to eliminate any ambiguous interpretatigns

of individual provisions.

The FCS is currently drafting a bill that would reatke relevant amendments and additions to the
Customs Code.

Additionally, the FCS is currently reviewing a Loeteyrm Anti-Corruption Plan for the Custon
Authorities for 2010-2012.

As of August 2009, the total manpower of interredwgity units (ISUs) is 948 persons.

In 2008, ISUs of customs authorities instituted ¢dfinal cases, including 492 corruption-relatedes
associated with abuse of office and bribe takirgjres 215 customs officials and 46 bribe givers.

In the first half of 2009, ISUs of customs authiest instituted 367 criminal cases, including 2
corruption-related cases, against 140 customsaiffiand 22 bribe givers.

Over 90% of all crimes of corruption at customshatities are detected by ISUs. This indicator wi%o4
in 2008 and 95% in the first half of 2009.

The FCS is taking measures to raise the prestideslaape the image of the customs service; theqish
being updated via the mass media about anti-caorupfforts, the downward trend in the overall levke
corruption, and graphic case studies.

Rosfinmonitoring

Rosfinmonitoring has taken the following measueminimize corruption:
= Developed and adopted the 29 September 2008 Amtizpion Plan of the Federal Financ
Monitoring Service.
= By Rosfinmonitoring order dated 29 December 2008 3lk®, the Human Resources Department
tasked with fighting (preventing) corruption;

Rosfinmonitoring drafted an Order “On the list efiéral public service positions at the Federal iz
Monitoring Service that require public officerslifig such positions to disclose information abdditt
incomes, property and financial liabilities, as Mad information about incomes, property and firaln
liabilities of their spouses and underage childyeviiich is currently under approval.

2. Has the approach towards ML risk assessmentarnRussian Federation been reconsidered since
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evaluation mission?

Bank of Russia (BoB

The BoR is constantly implementing measures to avprthe Russian AML/CFT system, including|i

terms of assessing the risk of money launderingéed risk-oriented approach).

Since the third-round mutual evaluation of the RarssAML/CFT system for compliance wi
international standards the BoR issued a numbeenafctments that contain signs of suspici
transactions, along with recommendations for credititutions on additional monitoring of suspics
transactions. Credit institutions take these BoRb iaccount when implementing internal con
procedures to determine the risk of ML or TF tratisas by the customer.

Additionally, Federal Law No. 121-FZ was adopted 2dune 2009, amending Law No. 115-FZ g
establishing, among other things, additional detéo be used by institutions carrying out moneg
value transactions to assess the risk of ML andiféh detecting money transfers without the detil
the payment originator.

Rosfinmonitoring

The approach based on the assessment of the riSK/Gf transactions is the core approach in &
money laundering procedures.

In particular, a number of transactions that do rae suspicions may be carried out with vi
simplified customer identification procedure.

Transactions showing a heightened degree (leveliskfof involvement in ML or TF require an ext
measure of control from credit institutions.

A new edition of recommendations on developingrimécontrol rules has been prepared for non-cf
institutions (which replaces existing recommendatiadopted by the RF Government Decision No. ¢
r and is currently under approval by supervisorgdies), which requires institution to develop intdr
control procedures for purposes of AML/CFT, takintp account the risk of ML/TF.

In particular, institutions are required to deveinpheir internal control rules a program for asseg the
risk of ML/TF transactions by the customer (iterf 8f the draft resolution).

Additionally, Rosfinmonitoring published its Infoative Letter dated 18 March 2009 No. 2, contain
the fundamental principles and approaches to tketification procedure by institutions. This let
requires that, upon establishing business relatwitis the customer, the institution should asséss
customer’s ML/TF risk level and subsequently comgamonitor the customer’s transactions in orae
take into account changes in the degree of risk.

Institutions must monitor and control current t@ct®ns, taking into account ML/TF risk assessn
results, and constantly monitor the customer’ss@ations in the event of heightened risk or susp&
transactions in the customer’s activity.

The institution, regardless of the specifics ofaitsivity and the specifics of the activity of tastomers
must develop criteria for assessing the degredaskfin keeping with the requirements established

Rosfinmonitoring (item 3.2.1 of the new edition thie Recommendations). Information Letter No|

contains the recommended list of signs of trangastitypes and conditions of activity that show
heightened risk of ML/TF transactions by customestsich include:

- travel and tourist business and other activitieslving the organization of travel (travel busisg

- transactions and other deals using Internet tdolgies and other remote access systems or othe
without face-to-face contact;

- the customer or the customer’s founder (benéfioianer) or transaction (deal) counterparty
registered or is doing business in a country ondaerritory that offers preferential tax regimesl gar)
does not require disclosure of information duriimgficial transactions (offshore zone).

In order to assess the degree (level) of risk amcktpossible changes in the risk level, the tstih
must conduct constant monitoring of the customémmsactions (3.2.2). The institution must
heightened attention to money and value transférgh are carried out by a high-risk customer.
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Informative Letter No. 2 states that the institntimust complete a thorough customer due diligeface i
- a customer, beneficial owner or transaction mmsespicions of involvement in money laundering or
terrorist financing;
- the transaction is complex or unusual in its retand has no obvious economic rationale or obvjous
legitimate purpose, and/or there are reasons teMeelthat the transaction is carried out to evade
mandatory control procedures stipulated in the Fdeaw;
- the degree (level) of risk has been assesse€igisténed.
Additionally, Rosfinmonitoring elaborated the dr&ftv “On amendments to the Federal Law “On Anti
Money Laundering and Combating the Financing ofrdrism”, which establishes the obligation |of
institutions to pay heightened attention to anyngextions carried out by persons (or with fthe
participation of persons) registered, residingamated in a state (on a territory) that does nptyapr
insufficiency applies FATF recommendations, or vehsuch transactions are carried out via an acgount
of a bank registered in the said state (on thetsaitiory).
Simultaneously, the draft law lists among the ta@tisns subject to mandatory control and reporting
Rosfinmonitoring the transactions of crediting rmansferring money to an account, extending or véogi
credit (loan), transactions in securities, wherdeast one of the parties is a natural or legakqer
registered, residing or located in a country (oteraitory) that does not apply or insufficientlymies
FATF recommendations, or where the said transastame carried out via an account with a bank
registered in the said country (on the said teyjtdrhe list of such countries (territories) igetenined in
accordance with the procedure set out by the Rus&avernment, taking into account FATF
publications. The said list will be published oiffilty.

3. Was further consideration given to the issuswgiplementing the provisions of the Criminal Code
relating to criminalization of all lucrative crim&s

Rosfinmonitoring

The Federal Service for Financial Markets drafteel Federal Bill “On Amendments to the Criminal
Code of the Russian Federation and the Criminalcdttare Code of the Russian Federatipn”
(establishing punishment for offences causing cmrable damage to rights and interests of natmal a
legal persons in the securities market), which sages criminal liability for price manipulations time
securities market, was passed by the State Durthe ¢tussian Federal Assembly in the first readm@ p
May 2008.

4. Have any measures been taken to introduce cairiability for legal persons?

Rosfinmonitoring

Concerning the introduction of criminal liabilitgif legal persons, please be informed as followsskn
criminal law does not recognize legal persons agests of a crime, as directly stated in Articledf9he
RF Criminal Code, under which only a criminally eamatural person that attained the appropriate| age
can be criminally prosecuted. This provision refleone of the fundamental principles of Russian
criminal law — the principle of personal and culigaliability of a person.
At the same time, Russian legislation establisieotiffe sanctions against legal persons for crimes
associated with money laundering or terrorist fgiag.

In particular, Article 15.27 of the RF Code of Adhisitrative Offences stipulates an administrative ff
50,000 to 500,000 rubles or administrative suspensif activity for a period of up to 90 days for
violations of AML/CFT laws by legal persons.
Under Article 13 of the AML/CFT Law, institutiongerating under a license, which are in breachisf|th
law, are subject to a sanction of revocation (dima)l of the license.
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Liquidation of institutions implicated in terrorisictivities, including terrorist financing, is esgged in
the Federal Law dated 6 March 2006 No. 35-FZ “Onr@ering Terrorism”.

The possibility of court-ordered liquidation of aulgic or religious association or other institution

engaged in extremist activity is envisaged in Aetig of the Federal Law dated 25 July 2002 No. EZ4
“On Countering Extremist Activity”.

Finally, Article 16 of the RF Civil Code stipulatésat a legal person may be liquidated by courtsitat
if it engages in activities prohibited under lawiwiolation of the RF Constitution, or commitpeated
or grave violations of the law.

5. During the evaluation mission, many law enforeetrofficers in the regions complained they n¢g
participated in international training events. Whaeasures have been taken by the Russian autkg
to improve training programs for law enforcemerficafrs in the regions, in particular the Far Easte
District?

ver
ritie
r

In the 1st half of 2009, the International Trainiagd Methodological Center of Financial Monitoring
developed a Standard Training and Professional IDprent Program for Russian Law Enforcement
Officers engaged in AML/CFT efforts and Methodokaji Recommendations on the Training and

Professional Development of Professionals for #iténal AML/CFT system.

This program with the methodological recommendatiomere coordinated with the Nizhniy Novgorpd
Academy of the MIA, the Economic Security Acadenfytioe MIA, and the FSS Academy, apd

forwarded to the MIA, FSS, FSKN and the GPO to $eduby their respective educational institutions

In 2009, the International Training and MethodotadiCenter of Financial Monitoring also developed a

program of short-term seminars of Russian law-@eiment officers engaged in AML/CFT effor
Under this program, the International Training anethodological Center of Financial Monitoring he
one-day training seminars throughout 2009, attéfiyerepresentatives of the headquarters andaatit
bodies (including from the Far Eastern Federalri2igtof the MIA, FSKN, and FSS.

6. How many new FIU employees were recruited dineenutual evaluation?

Total staff of Rosfinmonitoring and its InterregadrDepartments is 645 employees. In 2008 it had
vacancies, as to August 2009 it has 60 vacanchesniost of vacancies have been announced.
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Additional questions since the first progress repdr

1. What additional measures have been taken tam@eicorruption at law enforcement, prosecution and

other competent authorities since the adoptiomeffirst progress report?

In order to improve the mechanism for fighting cgtion in 2010, a number of fundamental laws and

regulations was adopted:
The Presidential Decree No. 460 as of 13.04.20boapd the National Anti-Corruption Strategy a

nd

National Anti-Corruption Plan for 2010 - 2011, whidetermined the main directions and measures

aimed at corruption restriction;
The Presidential Decree as of 01.07.20@®21 approved the new Regulations on the commissior

compliance with the requirements for official contlwf federal government employees and resolve

conflicts of interest;

The Decree of the Russian Federation GovernmerfiéNas of 26.02.2010 approved a new method of

conducting anti-corruption expertise of legal atsl draft laws and regulations, as well as thequtoe
for its implementation.
In addition, in 2010, certain changes were madéemumber of previous acts. For example, on Jgn

uar

12, 2010 the following Presidential Decrees wereermted: No. 1065 as of 21.09.2009 "On the

verification of correctness and completeness ofitf@mation submitted by citizens, aspiring td file
positions of the federal public service, and fedg@ernment officials, and of compliance of fede
civil servants with the requirements for officiarduct"”, No. 1066 as of 21.09.2009 "On the verifara
of correctness and completeness of the informatidmmitted by citizens, aspiring to fill public ptgns
of the Russian Federation, and persons who holdicppbsitions of the Russian Federation, and

of

compliance with the restrictions for persons hajdpublic positions of the Russian Federation", and

No0.559 as of 18.05.2009 "On the providing by citgeaspiring for positions of the federal pul
service, and federal government officials, of infation about incomes, property and liabilities
material nature." On July 1st, 2010 the Presidebtécree No. 815 as of 19.05.2008 "On the meas
for combating corruption" was amended in the pagarding the order of work and the persq
composition of the Presidential Council of the Rais$-ederation for combating corruption.

The Joint Order of the Prosecutor General’'s Offitthe Russian Federation and the Ministry of Im&

lic
of

ures
nal

Affairs of the Russian Federation No. 450/85/3 &28.12.2010 No. 187/86/2 of 30.04.2010 «On

enactment of Articles of the Criminal Code of thesRan Federation used for formation of statist
reporting" has identified a list of corruption-dited crimes.

Prosecutor General of the Russian Federation hsdeds orders No. 209 as of 15.05.2010
strengthening the prosecutor's supervision initite bf the National Anti-Corruption Strategy" ahib.

208 of 15.05.2010 "On organization of implementatas the National Anti-Corruption Plan for 2010-

2011," which approved a comprehensive action piginat corruption for 2010 - 2012 years.

ical

On

In the first half of 2011 improvement of the redatg and legal framework of corruption counterwork

continued to improve.

Thus, the Federal Law No. 97-FZ "On Amendmenth&Qriminal Code of the Russian Federation and
the Russian Federation Code of Administrative Qfésnin connection with the improvement of public

administration in fighting corruption" of 04.05.2Dbrought a number of significant changes into
criminal and administrative legislation of Russia.

the

In particular, the Criminal Code of the Russian dfation provides for crimes such as commergial

bribery, giving and accepting bribes, along witktrietion of liberty and imprisonment, an additign

a

new type of criminal punishment in the form of niplk fine of up to one hundred times the amount of

commercial bribery or bribe (from 25 thousand rebig to 500 million rubles). Criminal liability is

differentiated depending on the size of a bribethie simple rate, a substantial scale, large apdaally
large scale.

Criminal liability was introduced for mediation bribery, i.e. for direct transmission of a bribe lwghalf
of the giver or taker, or otherwise facilitatingeth to achieve or implement the agreement on theipi

(@)



of a bribe of a significant (large, especially &rgcale, promise or offer mediation in bribery.

A provision was excluded from the Criminal Codegading to which foreign officials and officials

public international organizations who have comaxittrimes against the government, civil service
service in local government, shall be criminallgblie in cases specified by international agreemain
Russia. It is envisaged that such foreign officiafsl officials of public international organizatsare
criminally liable for giving, receiving bribes amdediation in bribery at common grounds.

Df
and
ts

The abovementioned Federal law in the Code of Adstmative Offences of the Russian Federation

increased the statute of limitations for admintsteprosecution for violation of Russian legistation
combating corruption - from 1 to 6 years from tlagedof an administrative offense, as well as eistadadi
administrative responsibility not only for the i@l transfer, but for the illegal offer or promige behalf
of or for the benefit of a legal entity of officimhoney, securities or other property, provisionthus
property-related services, provision of properghts for committing actions (inaction) connectedhw
the occupied position. In addition, the procedurelégal assistance in cases of administrativeatimhs
was specified.

The Presidential Decree No. 233 "On some issuamgznization of the Presidium of the Presidential

Council of Combating Corruption" as of 25.02.20pprmved the "Regulations on order of considera

by the Presidential Council of Combating Corruptadrissues relating to compliance to the occupation
(official) conduct of persons holding public offipesitions in the Russian Federation and someiposit

of the federal public service, and on settling fed tonflict of interest, as well as some applicatiof
citizens."

tion

The Presidential Decree No. 657 "On the monitoahigw enforcement in the Russian Federation"fas o
20.05.2011 aims, among other matters, on combatngiption. This Decree approved the "Regulation

on the monitoring of law enforcement in the Rusdi@deration”, which determined that based on
monitoring of law enforcement in the Russian Fetil@naesponsible authorities, among other issues
developing proposals for measures of enhancingffeetiveness of combating corruption (paragragh
p. 14)

The Order of the President of the Russian Federtm 370-rp "On the organization in 2011 of tram
of federal public officers, whose duties includetig#gpation in combating corruption" as of 07.06120
defined the procedure of training up to 1,000 fatipublic officers whose duties include participatin

the
L a
g

combating corruption, according to the educatigmagram "Functions of human services subunits ®f th

federal government bodies for preventing corrupéind other offenses" of up to 36 hours.

Changes in the organization of combating corruptb the federal, regional and local levels in 2010

2011 were determined by the need of implementatibithe National Anti-Corruption Strategy and

National Anti-Corruption Plan for 2010-2011, appedv by Presidential Decree No. 460 as
13.04.2010.
Thus, in accordance with the Decree of the Presidérthe Russian Federation No. 559 "On

of

the

providing by citizens, aspiring for positions ofetfederal public service, and federal government

officials, of information about incomes, propertyddiabilities of material nature " as of 18.05.20¢he
Ministry of Interior Affairs issued an Order No0Z "On the order of presentation of information
incomes, property and property obligations by eitiz, aspiring for posts in the Ministry of Inter
Affairs of Russia, and the officers of internalaf§, internal troops, and federal government icimi
employees of the Ministry of Interior Affairs " @619.03.2010. The same order defined the proeediy
checking of correctness and completeness of infoomaubmitted by citizens applying for a positiain
the Ministry of Interior Affairs of Russia, data arcome and property obligations.

Due to the large number of requests coming fromuhiés of the FCS of Russia, a newsletter
prepared as of 01.06.2010 "On the procedure ohicapiph of Decree of President of the Russ
Federation No. 1065 of September 21st, 2009 inctieoms authorities of the Russian Federati
which explained the procedure for verification aformation submitted by citizens claiming to hg
positions of the federal public service.

The Prosecutor General's Office of the Russian Fegiten issued a decree No.126 "On approval of
Order on presentation information about incomeperty and liabilities of material nature in bodigfs
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public prosecution and institutions of the Rusdtauleration " as of 25.03.2011. A newsletter was pls

prepared No. 86/1-148-2010 «On the practice ofipyisbsecution of compliance with current legisiat
on preventing and resolving conflicts of interespublic and municipal service" as of 25.06.2010.

For the corruption prevention and decrease purptigegreat attention in law enforcement bodies was

paid to the organization of anticorruption examioratcarrying out. The information letter of the @Geal
Prosecutor’'s Office of the Russian Federation N&/1216-2010 «On the practice of anticorrupt
examination carrying out of regulatory legal acysbodies of General Prosecutor’s Office» dated J
21, 2010 is devoted to given issue.

In the Ministry of Internal Affairs of Russia theder Nel5 «On the organization of carrying out
corruptibility examination of regulatory legal aqgtsojects and other documents in the system of

on
une

of
the

Ministry of Internal Affairs of Russia» dated Janud5, 2010 have been issued. The procedurge of

anticorruption examination of regulatory legal agptejects of the Federal Customs Service of Russ

a

the Federal Customs Service of Russia had beemaapby the order No. 533 of the Federal Custpms

Service of Russia, as of March 22, 2010.

Because of an approval of a new procedure of antippon examination of regulatory legal acts and

regulatory legal acts projects by the GovernmernhefRussian Federation in 2010, the Federal Sga
Service of Russia has made appropriate amendntetite tnstruction on the procedure of anticorrupt
examination of regulatory legal acts projects @& federal Security Service of Russia and regulg
legal acts of the Federal Security Service of Russthe bodies of the Federal Security Service.

The important preventive factor in the sphere afiteraction against corruption in the public auties
is an obligation of state and municipal employe=sablished by the Federal law No0.273-FZ «On
counteraction against corruption», as of DecembeRR08, to notify the representative of the emeid
(hirer), public prosecution bodies or other puldlithorities of all requests to them of any perdonshe
purpose of incitement to commit corruption offences

In pursuance of the given item the Order of theefadCustoms Service of Russia No. 57 «On

approval of the procedure of notification by cussoauthorities public officers of customs authositie

heads of the requests for the purpose of incitenoeodmmit corruption offences and of the orgariara
of received notifications check», as of January 2810, and the Order of the Federal Drug Cor
Service of Russia No. 90 «About the approval ofgtaxedure of notification of the representativehaf
employer of the requests for the purpose of incitenof employees, federal state civil officers ofltes
on narcotic drugs and psychotropic substances nomibcorruption offences », as of March 13, 20
have been issued.

For the purpose of optimization of preparationtwd statistical reporting in the sphere of countérag
against corruption the amendments has been matlee thist of articles of the Criminal code of t
Russian Federation, used when forming the statlstiporting, by the joint Directive No.187/862tbe
General Prosecutor’s Office of the Russian Fedaratnd the Ministry of Internal Affairs of the Riess
Federation, as of April 30, 2010. A new sectionchkihtias fixed the list of articles of the Criminabe of

uri
io
tory

the
y

the

trol

10,

ne

the Russian Federation, concerning corruption cffenhad been introduced by the given Directive.

Owing to it the unified mechanism of forming of thmtistical reporting concerning corruption offes
has been made.

The given list has been modified by the Directive. ¥50/85/3 of the Public Prosecutor’'s Office af
Russian Federation and the Ministry of Internalafx of Russia «On the enactment of Lists of asiaf
the Criminal code of the Russian Federation, uségnwforming the statistical reporting», as
December 28, 2010.

On the regional and municipal level the aim of demin the system of organization of counterac
against corruption was a correction of regional amphicipal regulatory legal acts or an adoptiomefv
acts according to the National anti-corruption tsggg and the National anti-corruption plan for 20
2011.

For the purpose of strengthening of counteractgairest corruption in public authorities the Decode
the President of the Russian Federation No.821 th@rcommissions on observance of requiremen
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regard to official behavior of federal state emgley and on settlement of the conflict of interess»of
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July 1, 2010, pursuant to which The regulationsttem commissions on observance of requiremen
regard to official behavior of federal state empley and on settlement of the conflict of interbstee
been approved, has been adopted.

The goals of the given commissions are to guaratiteeobservance of restrictions and prohibitig
requirements in regard to the prevention or sesl#@nof the conflict of interests by federal st
employees and to take corruption prevention measuwehe public authority. The establishment ¢
activity of such commissions can essentially redacguantity of corruption offences in the spec
federal authority. It is necessary to notice thatdgiven commissions perform the activity only éspect
of the state civil officers, and the appropriatefpssional licensing commissions have been vesigd
authorities in respect of other state employeawitmmen, employees of law-enforcement bodies,ipy
prosecutor's employees, etc.).

The formation of system of the organization of deuaction against corruption has been proceedin
various levels in the first half of 2011.

The laws analysis has shown that in the federaligikes authorities the general attention has besah to
the procedure of notification of the representat¥¢he employer (hirer) of the requests for theppse
of incitement of federal state civil employees tonmit corruption offences, there have been apprg
about 20 such documents.
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For example, the procedure of notification by emgpls and federal state civil officers of the

Investigative Committee of the Russian Federatibthe representative of the employer (hirer) of
requests to them of any persons for the purposacittment to commit corruption offenses has b
approved by the Orde¥11 of the Investigative Committee of the Russiadefation, dated January 1
2011.

Also a number of the legal acts, regulating agtieit the commissions on observance of requiremian
regard to official behavior of federal state empley and on settlement of the conflict of interestsyell
as a procedure of representation of the informatibout income, property and estate liabilities
employees, have been adopted.

The Code of ethics and official behavior of theefied state civil officers of the Public Prosecutimdies
of the Russian Federation had been approved b@ttier No.79 of the General Prosecutor of the Rng
Federation, as of March 25, 2011.

The Code includes main principles and rules ofcidfi behavior of the civil officers of the Publ
Prosecution bodies; ethical standards of officethdvior of the civil officers of the Public Proséon

bodies; responsibility of the federal state ciflaers for infringement of the Code.

The procedure of representation by the citizenspading for vacant posts of federal public seniite

customs authorities of the Russian Federation,gnthe federal state employees, filling the podts
federal public service in customs authorities af fussian Federation, of the information aboutrt
income, property and estate liabilities, as weltlakils of income, property and estate liabilitésheir
spouses and minor children, have been approvetiebptder No.14 of the Federal Customs Servic
Russia, as of January 12, 2011.

The procedure of reliability and completeness \adi@h of the information represented by citize
competing for vacant posts of federal public serviand federal state employees and observan
requirements in regard to official behavior by fedestate employees have been approved by QO&Fér
of the Investigative Committee of Russia, as of Mag011.

The procedure of forming and activity of the comsioa of local body of the Federal Drug Cont
Service of Russia on observance of requirementegard to official behavior by federal state ci
employees and on settlement of the conflict ofregts have been approved by the Odddrl7 of The
Federal Drug Control Service of the Russian Feteratlated April 7. 2011.
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2.Have any assets been frozen in accordance witB@R1373 in Russia since the adoption of the
progress report (both according to the domesticdisupon a request of foreign authorities)?

first
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Please see Table 6 in Annex I.

3. How many new FIU employees were recruited simeedoption of the first progress report?

Total number of vacancies in Rosfinmonitoring aisdnter- Regional Departments is

in December 2010 - 59,

as of June 30, 2011 - 27.

Thus, as a result of deliberate personnel poltoy,number of vacancies has decreased 3.7 timg
comparison with 2008. The rest of vacancies haea a@nounced

BS, in

4. In the third round MER, the evaluators regardddde Russian authorities’ position concerning
criminal liability in Russian legal system as nongincing. Has any further consideration been gitee
introduce criminal liability for legal persons siache adoption of the first progress report? Havey
measures been taken to increase the monetary pnaltailable for legal persons for ML and 7
offences?

he

'F

The Federal Law No. 176-FZ of July 23, 2010 esshiels severe administrative liability for organiaas
executing transactions with monetary funds and rogieperty for failure to comply with the law d
combating money laundering and terrorist finanaiegulting in an instance of money laundering
terrorist financing established in accordance vathlvalid court sentence. That applies if such ac
(inaction) does not constitute a criminal offendéis act is punishable by an administrative fiarging
from thirty to fifty thousand rubles or disqualditon for a period between one and three years
officials; from five hundred thousand to one miflioubles fine or administrative suspension of dsti
for up to ninety days for legal entities.

This level of liability of legal persons in the Rien legal system is similar to criminal liabilib§ legal
persons applied in other legal frameworks.

The possibility of introducing the grounds for ligtly of legal entities to the Criminal Code of tk
Russian Federation was discussed on several onsasidth the participation of the President of
Russian Federation.

As a result of these discussions, the groundsidibility of legal entities in Russia are includadthe
Code of Administrative Offences and the Civil Cad¢he Russian Federation.

There are many enforcement measures, includingdigjon, provided by financial, administrativ
arbitration, civil and other laws that exist and auccessfully applied against legal entities incowntry.
Thus, in particular, on the grounds and in the reapmescribed by the Civil Code of Russia (ArtiGlB,

Civil Procedure Code of Russia (Art. 245), Admirasive Code of Russia, Federal Laws "On Combati

Extremist Activity”, "On Combating Money Launderiramd Terrorist Financing” and "On Counteri
Terrorism", any entity engaged in perpetration mofilegal activity or in other activities providddr in
the existing law may be liquidated by a court deaisits financial operations may be suspendedt
may be subject to an administrative fine, admiatste suspension of activities, confiscation
instrument of crime or the object of an administabffence.
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5. Have the draft amendments to the AML/CFT Lawuireng FIs to obtain credible information o
beneficial ownership of the customer been enaclies@, what other measures have been taken or
in Russian law to ensure the accuracy, adequacycamancy of information on beneficial ownershi
Have similar requirements for Fls been introducedthe information on the control of legal persons?

exist
p?

For the purpose of further identification mechanisonsolidation there was adopted Federal Law d
23.07.2010 No. 176-FZ “On amending in Federal Law“the Counteraction of the Legitimizatig
(Laundering) of the Proceeds of Crime and the Kimanof Terrorism” and Administrative Offencg
Code of the Russian Federation.

The beneficial owner’s identification requiremehtsve been expanded. In particular, Federal Law
176-FZ directly establishes obligation to identifgneficiary. Government Order as of 10.06.2010

ated
n
bS

No.
No.

967 requires to pay attention on the following whidgal units identification:
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a) legal unit founding members (participants);

b) legal unit regulatory agencies structure and fiawver;

¢) the amount of registered and paid nominal (§haapital or the amount of stock, value of legait |
property.

Requirements for identification have been approwsd Rosfinmonitoring in the development

provisions of the AML/CFT Law with regard to idditation (order as of 17.02.2011 No. 59).

In particular, paragraph 1.7 of the order requfrem entities to use information, contained in figul

state legal units register, foreign countries repngative offices accredited on the Russian Fdder
territory public register, as well as informatiolmoat lost, bad passports, dead individuals passplost
blank passports obtained in accordance with théicayle procedure from relevant federal execu
authorities according to Paragraph 5 of Federal laicle 9, while client, client representatiyi
beneficiary identification.

Thus, entities are obliged and have possibilitgkitain reliable information on beneficiary owners.

In addition to Order N0.59 Paragraph 2.7 requiregmémthe documents have been stated, under W
identification can be implemented, in particulag|diul while beneficiary identification documentave
to be valid at the moment of filing.

at
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6. Have additional trainings been provided for lawforcement officers in the regions, particulang
far Eastern district?

t

The training of the public law enforcement offisiais carried out on an ongoing basis
Rosfinmonitoring Inter-regional Departments.

So in January — July 2011 10 trainings have beeariedaout by Rosfinmonitoring Inter region
Departments on the Far Eastern Federal Distriatinguhe trainings the following issues were disats
- fight against corruption;

- non-profit organizations activity, specificallgpoperation in the region of counteraction of noofip
organizations extremist activity;

- set-up of interdepartmental interaction in thgisa of counteraction of the legitimization of t
proceeds of crime, including drug crimes, andrfiiag of terrorism;

- efficiency of law enforcement agencies and stite investigative and operational subdivisions| i

detection and investigation of crimes in the spluéneational projects implementation;
- effectiveness of implementation of the AML/CFTjurements by legal entities and individuals.

in

7. Please describe how many investigations andictors for money laundering since the first progg
report relate to autonomous money laundering (idisig on behalf of organised crime) and how m
relate to self-laundering. What are the major ungiag predicate offences involved?Please provide
indication of the range of sentences imposed stmedirst progress report for autonomous ML.

According to Ministry of the Interior Main Informian Analysis Center, the public law enforcem
officials in 2010:

according to Article 174-1 of the Russian FederatiZriminal Code there were 1 652 acts of cri
qualified, (in the first half of the 2011 year —278

110 acts of crime were qualified according to Aetit74 of the Russian Federation Criminal CodeH@
first half of the 2011 year —149).

In 2010 the courts passed 63 sentences underestidi4 and 1741 of the Russian Federation Crin
Code, 124 accused had been convicted according fntisles. Amount of laundered income amoun
to 2 416 630 thousand of rubles under these sexgenc

The predicate offences which were detected mondagdy are:

- fraud (Article 159 of the Criminal Code) shareang other predicate offences amounts to 61%;

- unlawful entrepreneurship (Article 170), shangpto 11.4 %;

- misappropriation or embezzlement (Article 16Gare — up to 6%;

- smuggling (Article 188), share - 3.8 %;

- illegal banking activity (Article 172) — 3.2 %;

me
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- misuse of official powers (Article 285) — 2.4%
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- and others
Money laundering
which amounts up

be used as an additional or separate punishmehetonprisonment. The proceeds laundered subje

confiscation.

(Article 174 of the Criminal Cods) a separate criminal offence is punishablersy
to 1 million rubles or imprisonmfar a term up to 10 years. Moreover, the fine

2.5. Questions

related to the Third Directive (2005/60/EC) and the Implementation

Directive (2006/70/EC)*°

Implementation

/ Application of the provisions in the Third Directive and the Implementation
Directive

indicatg
the Third
the

Please
whether
Directive and
Implementation
Directive have beer
fully implemented /
or are fully applied
and since when.

Even though the Russian Federation is not an EU lmeemind is not contemplatin
EU membership, we strive to maximum possible agpic (with provisions for thg
specifics of the national legal system) of the mions of these EU Directive

considering them to be an expert guidance for Ruggneralizing the bes

AML/CFT practices of European states.

Please indicat
whether the Thir
Directive and th
Implementation

Directive have bee
fully implemented /
or are fully applied
and since when.

Beneficial Owner

Please indicate
whether your lega
definition of
beneficial owner
corresponds to th
definition of
beneficial owner in
the 3° Directive®
(please also provid
the legal text with

your reply)

Rosfinmonitoring and the ministries and agenciescemed have drafted the o
mentioned Federal Bill “On Amendments to the Feldémawv ‘On Combating
Legalisation (Laundering) of Proceeds from Crimd &mancing of Terrorism’ ”
which broadens the scope of notions of the AML/QEIv by defining the notior
of “beneficial owner”. Beneficial owner means apragiver, grantor, principal
owner or other person on whose behalf and (or)hos& interests and (or) at whg
expense the customer (customer’'s representativeesaut a money and valy
transfer.

We believe that this definition corresponds to3fidirective.

Please
whether your lega
definition of
beneficial owne
corresponds to th
definition of

indicate The Federal law fron23.07.2010Ne 17¢-FZ, amended theAML/CFT Law,

introduced definition of concept "beneficiary”, aatbo specified the data volun
subject to an establishment concerning the bengfici
Therewith Iltem 1 of Article 7 of the AML/CFT Law @vide identification of]
" beneficiaries.

Decree of the RF Government No0.967-r (item l1lreguithat in the course

9 For relevant legal texts from the EU standardsAggeendix I1.

50 See Please see A

rticle 3(6) of the Third Directeroduced in Annex Il.
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beneficial owner in
the 3% Directive
(please also provid
the legal text with

your reply)

identification of legal entities to pay speciakation on the following issues:
a) the list of the legal entity’s founders (shatdbos);
Eb) the structure of the legal entity’s managemeulids and their powers;
c) the size of registered and paid-up authorizdthréy capital or the size
authorized fund and the value of assets of a kel .
Besides, according to Item 1.2 of Bank of RusdiégulationNe 262-P credit
institutions determine and identify the beneficjarg. the person for benefit
which the client acts, in particular on the bagdithe agency agreement, contractg
agency, the commission, while performing bank ahémtransactions.
The Order of FFMS of the RF as of 20.07.2010 Ne49pz-n approved Provisio
on approval of requirements for licensing and cton$ for rendering profession
activity on securities markets (further - Provigiotunder this Provision ful
information on ownership structure should be remtha information disclosing o
the person or a group of persons which directlyndirectly own five and morg
percent of charter (joint stock) capital of theelisee. Therewith the information
the specified person or a group of persons is densil to be disclosed, if su
person (the persons entering into a group of psjsianthe Russian Federatiq
constituent of the Russian Federation, municipat, uhe individual person, th
juridical person disclosing the information in teriwf Article 30 of the Federal la
from 4/22/1996 No0.39-FZ «On the securities marlatis non-profit organizatiol
(except for noncommercial partnership), and alseifm persons having the simil
status.
The full information on ownership structure of tieensee should be provided
FFMS of Russian Federation on the magnetic mediairam paper form not late
than 15 working days following after accounting qea
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Risk-Based Approach

Please indicate th
extent to which
financial institutions
have been permitte
to use a risk-base

approach to
discharging certair
of their AML/CFT
obligations

The approach based on the assessment of the idk/@F transactions is the col
approach in anti money laundering procedures.

Transactions showing a heightened degree (leveliskfof involvement in ML o
TF require an extra measure of control from cridititutions. Pursuant to item 2
of the BoR Policy dated 19 August 2004 No. 262-m “@e identification of
customers and beneficial owners by credit instingi with a view to combatin
money laundering and terrorist financing”, the sations of heightened degr,
(level) of risk include:

- transactions by a non-Cl legal person (its steom#abusiness unit) or individu
entrepreneur involving withdrawal of cash from anlbaccount (deposit accour
(with the exception of withdrawal of cash repreBensalaries and compensatia
under Russian labour laws, pensions, stipends fiteaad other mandatory soci
payments under Russian laws, as well as paymentstfmtionery and othe
household expenses, except the purchase of fuelmitants and agricultura
products);

- transactions with residents of countries or teriés named in items 2, 3
Appendix 1 to the BoR Directive dated 7 August 2008. 1317-U “On theg
procedure for the establishment by authorised bahksrrespondent relations wi
non-resident banks registered in states and oitotégs granting a privileged ta

regime and/or not stipulating the disclose and ifning of information in the
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5! please see Article

3(6) of th& Birective reproduced in Appendix II.



conduct of financial operations (in offshore zoihesggistered by the Russian
Ministry of Justice on 10 September 2003 under3058;

- the business of organizing and maintaining swdges and gambling outlets
(casinos, bookmaker’s, etc.), organizing lottergegeepstakes (mutual betting), and
other gambling games, including in electronic foras well as operation of
pawnshops;
- operations involving sales, including on commassiof antiques, furniture, and
passenger cars;
- transactions in precious metals and stones, femwyetontaining precious metals
and stores, and jewellery scrap;
- transactions in real estate and real estate ggemwices in transactions in regal
estate;
- transactions with a legal person whose permag®rdrnance bodies, other bod|es
or persons authorized to act on behalf of thisgrersithout power of attorney, are
absent at the location address of this legal person
- presence of suspicious transactions in the cueteractivity, which are reported
to the competent authority (this subparagraph neagibregarded if no suspicious
transactions subject to reporting to the compedatttority were not detected during
a period established under this Provision for updainformation obtained upo
customer identification and beneficial owner defeation and identification);

- recurring transactions whose nature gives readonselieve that they ar
conducted with the objective of evading the mamgatontrol procedure stipulatg
in the Federal Law “On Combating Legalisation (Ldering) of Proceeds fror
Crime and Financing of Terrorism";
- money transfers by legal persons to bank accaegosit accounts) of natura
persons (except salaries and compensations undssidRulabour laws, pension
stipends, benefits and other mandatory social paisnender Russian laws) wi
subsequent withdrawal by said natural persons @i swoney in cash or its transfer
to bank accounts (deposit accounts) of other psrson

- banking transactions and other deals carriedisiag Internet technologies;
- transactions with residents of countries or teries which, according tp
international sources, do not comply with the geleraccepted AML/CFT
standards or are countries or territories with héyels of corruption;
- transactions with residents of countries or teries which, according tp
international sources, are illegally producing pruggling narcotic substances, |as
well as countries and territories permitting uncolted circulation of drugs (except
countries or territories using narcotic substaneslusively for medicina
purposes).

A credit institution may also use additional typésigh-risk transactions.

=)

oD o

So0n 2

Please indicate the
extent to which
financial institutions
have been permitte
to use a risk-based
approach tq
discharging certair|
of their AML/CFT
obligations.
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Politically Exposed Persons

Please indicate
whether criteria fof
identifying PEPs in
accordance with thg
provisions in the
Third Directive and
the Implementatior]
Directive’ are
provided for in your,
domestic legislation]
(please also provid
the legal text with

your reply).

Russia adopted Federal Law No. -FZ dated 3 June 2009, which establishes

following additional obligations for institutionsarying out transactions in money

when serving foreign PEPs:

1) Take justified measures available under theuniistances to detect foreign PE
among the existing or potential private customers;

2) Provide services to foreign PEPs only based writgen decision by the manag
of the institution carrying out transactions witltometary funds and other proper
or the manager’s deputy, as well as the managtreo$tandalone business unit
the institution carrying out transactions with mtamg funds and other property,
whom the institution’s manager or deputy manageegéted the appropriat
authority;

3) Take justified measures available under theunistances to determine t
sources of money or other value belonging to for&gPs;

4) Regularly update the information at the dispadalhe institution carrying ou
transactions with monetary funds and other propaiigut foreign PEPs among
customers;

5) Focus heightened attention on transactions withnetary funds and other

property carried out by foreign PEPSs, their spoufsesily members (direct famil

members in the upward or downward line (parentscmidiren, grandparents and

grandchildren), blood siblings and half siblingbliags having a common father
mother), adoptive parents and adopted childremyrobehalf of such persons,
they are customers of the credit institution.

These requirements are not applied by credittinigins for transactions belo
RUB 15,000 or a foreign currency amount equivalentRUB 15,000, which
involve purchase or sale of foreign currency inhcésm by natural persons
making money transfers at the request of naturedgms without opening a bar,
account, except where employees of the institutamying out money or valu
transfers have reasons to suspect that such tteomsaare carried out for ML or T
purposes.

Additionally, Russia adopted Federal Law dated Z&Eddnber 2008 No. 273-H
“On countering corruption”. The Law establishes li@sic principles of counterin
corruption, legal and organizational fundamentals greventing and combatir
corruption, minimizing and (or) eliminating conseqaes of crimes of corruptio
It is supplemented by the RF Presidential Decreaeddd8 May 2009 No. 557

establishing lists of state employees who are atdig) to report their income and

that of their family members. Therefore, Russia tr@ated the legal groundwo
for monitoring incomes of Russian PEPs.

Russia has analyzed the expedience of extendingnteasures of enhancg
transaction monitoring to Russian PEPs, with thalyeis results presented to t
Russian Government. This approach has been deexpedient, and the releva
federal bills are now being drafted.

In determining whether or not a foreign nationahi$EP, Rosfinmonitoring ar
other supervisory bodies proceed from the definipoovided in item “c” of Article
2 of the UN Convention Against Corruption. This jtios has been brought to t
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attention of FIs through relevant information pogd on the officia

52 See Article 3(8) of the"Directive and Article 2 of Commission Directive@J70/EC reproduced in Appendix

151



Rosfinmonitoring website.

The BoR Letter dated 18 January 2008 No. 8-T “Gnapplication of item 1.3 g
Article 7 of the Federal Law ‘On Combating Legalisa (Laundering) of Proceed
from Crime and Financing of Terrorism” brought tret of definitions of “publicly
exposed persons” contained in documents publisgddtbrnational organization
to the attention of credit institutions.

m—h

(7]

Please indicate
whether criteria for
identifying PEPs in
accordance with th
provisions in the
Third Directive and
the Implementation
Directive’ are
provided for in your,
domestic legislatior
(please also provid
the legal text with

your reply).

> Subsections 3 and 4 of Item 1 of Article 7.3 of &kdL/CFT Law (in edition of
Article 3 of the Federal law No. 121-FZ) bind orgaations, performing operatiot
involving monetary resources or other assets, ke the measures reasonable
P accessible under present circumstances for detatiminof source of funds or oth
assets of foreign public officials, and also onutag basis to renew measur
available for organization that performs operatimw®lving monetary resources
other assets, information on foreign public offisiserviced by this organization.
The Federal law as 0f23.07.2010 No. 176-FZ intredudhe concept 0
"beneficiary". In accordance with specified Feddmal financial organizations, arj
e primarily credit organizations, should receive aate information on the benefici
ownership of their clients and take action underAML/CFT Law. Federal Law a
of 23.07.2010 No.176-FZ introduces the term "beamafy". In accordance wit
specified Federal law financial institutions, andnmarily credit ones, will bg
receiving accurate information about the benefioi@hership of their clients an
take action under the the AML/CFT Law.
04/28/2011 President of Russian Federation hasdunted to the State Dun
legislation "On Amendments to Certain Legislativetof the Russian Federati
relative to the improvement of state administratiora field of anti-corruption”
directed to solve a number of conceptual problems.
Thus, in order to improve the efficiency of the ifieation and completeness
information on income, property and estate liab#itFederal laws "On Banks a
Banking Activity" and "On state registration of Imrable Property Rights an
transactions therewith" and Tax Code of the RusBidteration are complement
with the provision under which banks and other itr@djanizations, the registratig
and tax authorities are obliged under the law dirc@mruption to provide to leade
(officials) of the Federal state authorities, 6§twhich is defined by the President
the Russian Federation, and the top officials ef Russian Federation (heads
higher executive authorities of constituent ergitad the Russian Federation) t
data on income, property and estate liabilitiescl(iding information on
transactions, accounts and deposits) of citizemmahg to fill the Russian
Federation public posts, as a judge, public pasitioof the Russian Federati
constituent entities, heads of municipalities andblis offices, replaced on &4
ongoing basis, federal public service positiong Btate Civil Service of th
Russian Federation constituent entities, municgeaiice, leadership positions
the public corporation, fund or other entity createy the Russian Federation
accordance with federal law, individual posts, aepdd under an employme
agreement, in organizations, institutions and eniggs that are created to perfo
the tasks assigned to federal government agermeesons holding listed position
spouse (spouses) and minor children of these peeswhentities.
Please specify, whether the ban is limited to iatifon of the operation or th
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ongoing investigation also covers ML and FT.

%3 Please see Article 3(8) of th& ®irective and Article 2 of Commission Directive @8J70/EC reproduced in

Appendix II.



“Tipping off”

Please indicate
whether the
prohibition is limited
to the transactior
report or also cover
ongoing ML or TF

Article 4 of the AML/CFT Law classifies a prohiloti on tipping off customers arj
other persons about AML/CFT measures being takemmasf the measures aim
at AML/CFT.

Under item 6 of Article 7 of the AML/CFT Law, emplees of institutions reportin

the relevant information to the competent authaoaity prohibited from tipping off

customers and other persons.

d
ed

g

N
t

nvestigations The Federal Bill “On Amendments to the Federal L@n Combating Legalisatio
(Laundering) of Proceeds from Crime and Financihderrorism’ states that ng
only employees of the institutions disclosing theevant information to th
competent authority, but also managers of suchitutisns shall not tip off
customers of such institutions and other persomtathe AML/CFT measure
being taken.

Please indicate

whether the

prohibition is limited
to the transactior
report or also cover
ongoing ML or TF
investigations.

With respect to the
prohibition of
“tipping off” please
indicate whethe
there are
circumstances wher|
the prohibition is
lifted and, if so, the
details of  such
circumstances.

> With regard to the prohibition on "warning", pleaspecify whether there a

circumstances in which the ban is lifted and, ifsiso, specify the details of su¢c

circumstances. In legislation definition and lawfoeoement practice of th
Russian Federation under employees also understbed managers of th
organization and proceeds from the assumption ttiatban on information fo
employees means a ban on information for the orgéinh because of absence
physical nature, the organization can not act eftserthan as through the actions
its employees.

However, to comply with demand better, the Fedeaal as of 23.07.2010 No.17¢
FZ amending AML/CFT Law provides that "the orgatizas representing th
relevant information to the authority, as well asrmagers and employees
organizations representing the appropriate infaonato the authority is ng
entitled to inform the clients of these organizasi@r individuals".

e

“Corporate liability”

Please indicati

whether corporat

liability can be applied
where an infringemen
is committed for the
benefit of that legal
person by a perso
who occupies a leadin
position within that
legal person.

—

© =

Can corporate liability
be applied where th
infringement is
committed for the

(1%}

benefit of that legal
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person as a result ¢

lack of supervision o
control by persons wh

=+

\=J

occupy a
position  within
legal person.

leading
that

DNFEBPs

Please specify
whether the
obligations apply to
all natural and lega
persons trading in a
goods where
payments are mad
in cash in an amour
of € 15 000 or over.

The State Duma has passed in the first readindl artder which the AML/CFT]|
regime would be applied to all transactions in amiewequal to or exceeding RU
600,000 in cash, in which case such transactianswject to mandatory control.
Rosfinmonitoring and other authorities have analyfiee possibility to establis
control over all such transactions involving acdigie of high-value items an
luxury possessions, and have found this decisiobetcexpedient. The releva
proposals have been submitted to the Russian Goeertn

B

=

Please specify
whether the
obligations apply to
all natural and lega
persons trading in a
goods where
payments are mad
in cash in an amour
of € 15 000 or over.

Russian Federation has analyzed the applicatidheofegulations for AML / CFT

for all DNFBPs.

In the Russian Federation uniform requirements emtblished for anti-mone
laundering and financing of terrorism as for finahdnstitutions, and for the mo
DNFBP - for casinos and other gambling establishtmearganizations jewelr
csector, for organizations handling brokering restiate transactions, as well

tPawnshops, lawyers, notaries, accountants andoasidit

5t

as

2.6. Statistics

Money laundering and financing of terrorism cases

Statistics provided

for the second progress report

Table 1
Money laundering: investigations / prosecutions / ¢ onvictions

(2007 — 2011)

Year Money Self- Total

laundering laundering

2007 365 8670 9035

2008 319 8064 8383

2009 374 8417 8791

Number of ML crimes investigated 2010 110 1652 1762

1-st half 149 278 427
of 2011

Total 1317 27 081 28 398
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2007 154 2306 2460
2008 166 2633 2799
Number of persons investigated for money launderin g 2009 121 2498 2619
2010 90 829 919
1-st half 89 113 202
of 2011
Total 620 8379 8999
2007 295 8258 8553
2008 220 7366 7586
2009 281 7825 8106
Number of completed money laundering investigation S 2010 97 1693 1790
1-st half 129 154 283
of 2011
Total 1022 25296 26 318
2007 242 7021 7263
2008 119 6241 6360
2009 208 6587 6795
Number of money laundering cases sent to court 2010 52 1450 1502
1-st half 57 129 186
of 2011
Total 678 21428 22 106
2007 111 2009 2120
2008 82 2055 2137
2009 55 1764 1819
Number of persons charged with money laundering 2010 54 612 666
1-st half 48 93 141
of 2011
Total 350 6 533 6 883
2007 110 416 526
2008 84 755 839
Number of convictions related to money laundering 2009 110 698 808
(includes convictions for more or other serious crimes for which
money laundering or self -laundering was only considered an 2010 82 720 802
aggravating crime). 1-st half 24 89 113
of 2011
Total 410 2678 3088
Table 2
Stand alone convictions (2007-2011)
Money laundering
2010 1-st half
Year 2007 2008 2009 of 2011 Total
Imprisonment 25 2 9 3 0 39
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Conditional imprisonment 14 12 6 3 2
Fine 10 3 5 3 5 26
Total Sanctions 49 17 20 9 7 102
Self-laundering
Imprisonment 20 38 26 37 5 126
Conditional imprisonment 43 64 54 17 2 180
Fine 22 17 20 8 0 67
Total Sanctions 85 119 100 62 7 373
Table 3
Terrorist financing: investigations/ prosecutions/ convictions
(2007 - 2011)
Year Number
2007 7
2008 10
Number of TF crimes investigated 2009 15
2010 22
1-st half of 2011 9
Total 63
2007 3
2008 12
Number of persons investigated for TF 2009 9
2010 11
1-st half of 2011 10
Total 45
2007 3
2008 8
Number of completed TF investigations 2009 10
2010 12
1-st half of 2011 3
Total 36
2007 -
2008 6
Number of TF cases sent to court 2009 5
2010 5
1-st half of 2011 3
Total 19
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2007

2008

Number of persons convicted of TF 2009

2010

1-st half of 2011

NN IB”~ P -

Total

Table 4

Statistics on criminal cases containing FIU materie
(2007 — 2011)

Year Number
2007 3065
2008 3807
Number of ML investigations (law enforcement 2009 5593
/ prosecution) containing FIU material 2010 1762
1-st half of 2011 854
Total 15081
2007 12
2008 19
Number TF investigations (law enforcement / 2009 15
prosecution) containing FIU material 2010 22
1-st half of 2011 3
Total 39
2007 71
2008 73
Number of ML cases containing FIU material 2009 115
transferred to court 2010 265
1-st half of 2011 138
Total 662
2007 46
2008 58
Number of convictions for ML in cases 2009 85
containing FIU material 2010 114
1-st half of 2011 58
Total 361




Table 5

Statistics for confiscation and freezing (2007 —20  11)

Money laundering only

Year Total Article 174 Article 174.1
CcC CcC
2007 261 24 237
2008 282 18 264
. . 2009 269 22 247
Number of cases of freezing or seizure of property
2010 94 9 85
1-st half of 37 0 37
2011
Total 943 73 870
2007 829 879 598 310 231 569
2008 155 587 3135 152 452
Amounts frozen or seized (x 1000 RUB) 2009 297 420 15 710 281710
2010 620 762 4948 615814
1-st half of 309 883 115 309 768
2011
Total 2 213531 622 218 1591 313
2007 897 141 11 682 885 459
2008 232 653 36 003 196 650
Amounts confiscated (x 1000 RUB) 2009 101 189 28 824 72 365
2010 49 429 2921 46 508
1-st half of 35 869 7799 28 070
2011
Total 1316281 87 229 1229 052
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Table 6

Suspended transactions and amounts frozen

(2007 - 2011)

Year Number
2007 22
2008 11
Number of suspended transactions 2009 6
(national terrorist list only)) 2010 2
1-st half of 2011 3
Total 44
2007 69 284,08
2008 39 395,70
Amounts frozen (USD) 2009 21 847,48
(national terrorist list only)
2010 5 832,96
1-st half of 2011 5579,80
Total 141940,02
Table 7
MLA requests related to ML
(2007 - 2011)
Year Number
2007 21
MLA requests - received 2008 49
2009 74
2010 121
1-st half of 2011 66
Total 331
2007 21
MLA requests - answered 2008 49
2009 67
2010 128
1-st half of 2011 65
Total 330




Table 8

Statistics on reports received by the FIU

(2007 — 2011)

Year Number
2007 5504 559
2008 5416 341
2009 3848 675

Number of STRs received by the FIU
2010 4508 701
1-st half of 2011 2508 718
Total 21 786 994
2007 8548 641
2008 8 597 386
) ) 2009 6 258 975
All reports received by the FIU (incl. STRs)

2010 7232274
1-st half of 2011 3954 048
Total 35 100 042

2007 30 060

2008 55121

2009 54 409

Number of STRs transferred to law enforcement

2010 46 321

1-st half of 2011 21218

Total 207 129

Table 9

Reports by Credit institutions

Year 2007 2008 2009 2010 1-st half of 2011
Mandatory reports 2797911 2869 557 2173183 2396 004 1242 459
STRs 5489213 5368 717 3830132 4441 210 2 494 564
All reports 8287 124 8238274 6 003 315 6 837 214 3737023
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Table 10

Reports by non-ClI FI

(2007 - 2011)

Year 1-st half
2007 2008 2009 2010 of 2011
Mandatory 7637 6 859 5876 5271 2228
Securities markets reports
STRs 3686 4070 3281 52 175 6 153
Mandatory 2100 2909 4438 5621 3522
Investment and pension funds reports
STRs 510 1382 601 645 293
Mandatory 5530 16 364 5108 10 370 246
Post of Russia reports
STRs 5645 33 865 9 585 8484 3779
Mandatory 10 182 12 577 15716 18 109 9063
Insurance sector reports
STRs 1345 515 847 1634 356
Mandatory 163 151 160 197 71951 82 937 54 023
Leasing companies reports
STRs 2127 3137 2 537 2185 724
Total 201913 | 241875 119 940 187 431 80 387
Table 11
Reports from non-credit non-financial institutions
(2007 - 2011)
Year 1-st half
2007 2008 2009 2010 of 2011
- - - Mandatory 43 267 90 185 110486 | 176448 113400
Dealers in precious metals and precious reports
stones
STRs 874 2 896 1894 396 144
Mandatory 2879 3723 2026 - -
Casinos reports
STRs 229 569 343 - -
Mandatory |, 455 18 694 13173 | 18710 12558
Real estate agents reports
STRs 599 871 409 152 52
Mandatory
Lawyers, notaries and persons providing reports - - - - -
legal or accounting services
STRs 331 319 128 71 47
Total 59 604 117 257 128 459 196 225 126 020
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Table 12

Breakdown per reporting entity (FIs only)

Number of reports related to TF

(2007 - 2011)

Financial institution Type of report 2007 2008 2009 2010 1-st half
of 2011
Mandatory 899 1183 1469 1782 773
Credit institutions reports
STRs 26 601 20 938 14 494 1739 1598
Mandatory 0 0 3 0 .
Securities markets reports
STRs 24 19 9 9 51
Mandatory 0
Investment and pension reports 0 0 0 3
funds
STRs 2 6 2 0 5
Mandatory 2 0 6 12 5
Post of Russia reports
STRs 12 18 12 215 34
Mandatory 29 14 19 22 »s
Insurance sector reports
STRs 2 1 7 1 0
Mandatory 0 1 0 0 .
Leasing companies reports
STRs 0 0 0 6 5
Total 27 564 22 180 16 021 3786 2 501




Table 13

Number of on-site visits
(2007 - 2011)

Financial Institutions Year Number of visits
2007 1351
2008 1162
Credit institutions 2009 o011
2010 907
1-st half of 2011 371
2007 259
2008 238
Securities market (including investment and pension funds) 2009 359
2010 311
1-st half of 2011 137
2007 263
2008 665
Insurance sector 2009 749
2010 186
1-st half of 2011 58
2007 594
2008 1257
Post of Russia 2009 3095
2010 6 056
1-st half of 2011 1618
2007 520
2008 495
Leasing companies 2009 502
2010 345
1-st half of 2011 134
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Table 13.1

Number of on-site visits

(2007 - 2011)

Non-financial Institutions Year Number of visits
2007 583
2008 608
Dealers in precious metals and precious stones 2009 515
2010 884
1-st half of 2011 304
2007 73
Casinos 2008 75
2009 53
2007 811
2008 961
Real estate agents 2009 567
2010 621
1-st half of 2011 313
2007 4672
2008 9432
Lawyers
2009 2813
1-st half of 2011 no data
2010 80
Lawyer s' associations
1-st half of 2011 no data
2007 2161
2008 3763
Notaries 2009 1989
2010 2154
1-st half of 2011 no data
2007 577
2008 380
Auditors 2009 400
2010 1226
1-st half of 2011 no data
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Table 14

Measures and sanctions applied by BoR (all figures)

(2007 — 2011)

Year Number
2007 392
2008 339
Summary of deficiencies and breaches presentedtot  he
s 2009 287
management of the institution

2010 302

1-st half of 2011 110
2007 344
2008 229

Instructions to eliminate identified breaches, iden tified during an
L ) 2009 196
on-site visit within a fixed term

2010 151

1-st half of 2011 34
2007 327
2008 252
Limit certain operations and restrict opening of ne w branches 2009 162
2010 87

1-st half of 2011 31
2007 252
2008 170

Penalties applied by BoR (only applied to legal per  sons

pp y (only app gal p ) 2009 122
2010 104

1-st half of 2011 6

2007 44

2008 7

Licenses revoked 2009 10

2010 3

1-st half of 2011 2
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Table 15

Measures and sanctions applied by FSFM

(2007 - 2011)

Year Securities, investment and pension funds
2007 71
2008 70
Number of orders for breaches of the AML/CFT 2009 64
legislation sent to Rosfinmonitoring
2010 76
1-st half of 2011 -
2007 4
Number of orders on annulment of the license for 2008 19
breaches of the AML/CFT legislation 2009 23
2010 41
1-st half of 2011 44
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Table 16

Number of sanctions applied by Rosfinmonitoring
(2007 - 2011)

Numb_er of Officials Legal persons
sanctions
2007 4 no data no data
2008 6 5 1
Credit institutions 2009 4 1 3
2010 10 5 5
1-st half of 2011 10 5 5
2007 5 2 3
" 2008 15 5 10
Securities markets
(including investment and 2009 64 28 36
ension funds
P 2010 38 14 24
1-st half of 2011 21 9 12
2007 5 2 3
2008 11 4 7
Insurance sector 2009 41 12 29
g 2010 84 29 55
- 1-st half of 2011 43 16 27
z
= 2007 8 7 1
.©
g 2008 11 11 0
£
L Post of Russia 2009 8 7 1
2010 37 34 3
1-st half of 2011 0 0 0
2007 295 118 177
2008 265 86 179
Leasing companies 2009 321 113 208
2010 362 171 191
1-st half of 2011 274 137 137
Non-credit institutions, 2007 3 1 2
carrying out reception from 25 16
individuals in cash in the 2008 9
cases stipulated by the 2009 31 15 16
legislation on banks and
banking 2010 45 26 19
1-st half of 2011 25 9 16




Non-financial Institutions

2007 50 23 27

Casinos 2008 22 9 13

2009 43 26 17

2007 400 190 210
2008 529 315 214

Real estate agents

2009 307 168 139

2010 533 312 221

1-st half of 2011 334 183 151

2007 206 101 105

2008 283 141 142

Dealers in precious metals

and precious stones 2009 810 167 143
2010 554 346 208

1-st half of 2011 464 238 226
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3.

3.1.

Appendices

APPENDIX I - Recommended Action Plan to Improve the AML / CFT System

Recommended Actio

n

Section 2. Legal System and Related Institutional Easures

2.1 Criminalisation
of ML (R.1 & 2)

Russia should establish offences of insider tradamg stock marke
manipulation.

Russian authorities should reconsider their pasitoncerning the crimina

liability of legal persons.

2.2  Criminalisation

Russia should establish the offence of theft olearomaterial and expand the

of TF (SR.I) TF offence to include this new offence.
* Russian authorities should reconsider their pasitioncerning the crimina
liability of legal persons.
2.3 Confiscation] « Russia should consider expanding the confiscatiomigions in its Crimina

freezing and seizin
of proceeds of crimg
(R.3)

Code article 104.1 to include at the very leasttiomey laundering offence.

2.4 Freezing of fund
used for terroris
financing (SR.1II)

Russia should implement the elements f SR.II tlgat beyond the
requirements of the UNSCRs.

Russia should rely less on the criminal justicdesysto be able to effectivel
implement SR.III.

Russia needs to implement a national mechanismamiee and give effeg
to actions initiated under the freezing mechanisfrigher jurisdictions.

Russia should establish an effective and publiolgvkn procedure for dealin
with de-listing requests and for dealing with resfseto unfreeze in a time
manner the funds or other assets of entities thae tbeen inadvertent
affected by a freezing action.

2.5 The Financig
Intelligence Unit and
its functions (R.26)

The number of personel vacancies at Rosfinmoniasrsomewhat high an
all vacancies should be filled as a priority matter

2.6
enforcement,
prosecution and othe
competent authoritie
(R.27 & 28)

Law

b

The initiation of a general discussion on how tdirde and determine th
competences of law enforcement agencies and tlpeiciadised units i
ML/TF cases would be beneficial.

The Prosecution Authority should implement moremgis supervision to 3
least to be able to be aware of all cases pursyéalbenforcement bodies.

Efforts to eliminate corruption should continue ategpen.

All law enforcement authorities should continuestoengthen the existin
inter agency AML/CFT training programmes in order have specialise
financial investigators and experts at their digthos

International training programmes on ML and FT é&ssuespecially for lay
enforcement staff in the (border) regions, sho@abhanced.

The low number of ML convictions in comparison withe number of

—

o

[}

[oN(e]

detected ML crimes should be addressed and coasinieishould be given t

O
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Recommended Actio

n

a greater specialisation within the Prosecutionhérity and the judiciary
including establishing specialised units within $&eution Authority and
specialised courts for ML and FT, in order to irage the effectiveness of the
system.

2.7 Cross Bordere Russia should implement all elements of an effectiystem to deter illegal

Declaration &
Disclosure

cross border movements of currency.

« Staffing levels of the FCS should be increasedempkup with the growing
workload.

* The FCS should be enoucraged to continue fightimguption.

« Authorities should as a priority commence an awessmaising campaign, for
all levels of staff in all regions.

» The authorities should ensure that customs anetdarcement co-operate |n
all regions and are aware of each others’ caspscidly relating to the fight
against alternative remittance systems.

* The legal framework for reporting cash and beamgotiable instruments
should be simplified in one law, and reporting fersmould be brought in line
with the law in all languages.

* Russia should ensure that sending cash or beagmti@igle instruments
through containerised cargo is covered in law aadtjce.

e The FCS should have the legal authority to rest@irrency in case af
suspicions of ML if the money is declared. The F&®uld take intg
consideration a system to use reports on curreecyadhtion in order to
identify and target money launderers and terrorist.

« The administrative penalties for false or non detlans should be raised
considerably.

Section 3. Preventive Measures — Financial Institidns

3.1 Risk of money
laundering of
terrorist financing

*« No recommendations.

3.2 Customer du
diligence, including
enhanced or reduce
measures (R.5 to 8)

p Recommendation 5

* Russia should ensure that the following issues areered by law o

d regulation: (i) a specific prohibition on maintaigi existing accounts under
fictitious names, (i) a requirement to carry oubDIX where there is a
suspicion of money laundering, regardless of anyengptions, (iii)
performance of CDD where there are doubts abouvéhecity of previously
obtained customer identification data, (iv) a reguient to identify beneficia
owners and in particular to establish the ultimatural owner/controller an
(v) requirements for conducting ongoing due diligen

* The following matters should be set out in law, ulagon or other
enforceable means: (i) requirement for non-Clsrideustand the ownershjp
or control structure of a legal person, (i) reqgaient to ascertain the purpgse
and intended nature of the business relationstiip,réquirements for the
timing of verification of identification, and (ivyonsequences of a failure to
conduct CDD.

o —
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Recommended Action

Requirements relating to enhanced and simplified diligence should b
clarified, in particular the exemptions from conting CDD in situations
relating to occasional transactions. Further guidaio Fls on dealing wit
legal arrangements from overseas would be helpful.

A stronger link in the AML/CFT Law should be estiabked between the nee
to ascertain whether a customer is acting on befiahother person and tk
requirement to collect identification data. Furthelarification in the
AML/CFT Law on the meaning of the term “beneficiagnd the measure
which financial institutions should take to compijth the measures woul
be helpful.

Further guidance to FlIs should be developed torertbat legal arrangemen
are appropriately identified as the financial se¢imws and becomes mo
international.

Recommendation 6

Further guidance should be given as to the reqeintsnfor dealing with
existing customers who are found to be foreign ipubérsons, establishin
the source of wealth and conducting enhanced oggiire diligence. Also
the measures should extend to beneficial ownerssiRshould also consid
extending the provisions to include domestic PEPs.

Recommendation 7

All of the relevant criteria should be set out Bw] regulation or othe
enforceable means, particularly the need to uraledsthe nature of th
respondent bank’s business and to ascertain whetierrespondent’
AML/CFT system is adequate and effective. The negpient to document th
respective AML/CFT responsibilities of banks shoaldo be covered, an
Russia should consider formalising its requirementselation to payable
through accounts.

Recommendation 8

Russia should review the existing limited requiratagwhich relate largel
to remote banking) and to provide appropriate measan the basis of th
review.
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3.3 Third parties and

Russia should amend the AML/CFT Law to state cjedhlat financial

introduced business institutions are not permitted to rely on thirdtyarerification of identity.
(R.9)

3.4 Financial « Russia should address the uncertainty regardinglefirition of “authorised
institution secrecy of body” in the AML/CFT Law to ensure that all supeiis are covered.
confidentiality (R.4)

3.5 Record keepingRecommendation 10

ar:d ereR lgans‘z’ « Russia should address the gaps in the legal refginmecord keeping.

rules : . ,

SUR ViI) ( * Russia should updates the AML/CFT Law to includengicessary recor

keeping requirements, even if this duplicates meguénts set out in othe
laws.

Special Recommendation VII

o

2r

Russia should amend the current AML/CFT regimeddress the following

171



Recommended Action

deficiencied) The definition of originator information may wdle sufficient
in the context of the Russian payment system framnlevbut it does not fully
cover all requirements set by the FATIH, ilncoming cross-border wir
transfers are not covered by a requirement to aeffective risk base
procedures for incomplete originator informationddhis vulnerability is no
mitigated by the argument (as provided by the aitths) that most incomin
cross-border wire transfers originate in counttieet are largely complian
with FATF recommendationsij) the BoR should provide specific guidan

to credit institutions regarding the applicationvafe transfer regulations to

batch transfersdy) Russia should develop rules requiring financiatiintions
to apply a risk-based procedure for wire transtlegt lack full originator
information, andv) as a matter of effective implementation, if Russizends
the current law to include incoming cross-borderewiransfers, Russia
authorities will need to reconsider the currennké requirement to simpl
refuse all transactions without full originator dnfnation as this coul
theoretically result in a complete halt to all indag cross-border wir
transactions.

3.6 Monitoring of
transactions an
relationships (R.11 &
21)

Recommendation 11
0,

Recommendation 21

Russia should require FIs to examine as far asilpesthe background an
purpose of all unusual transactions and to seh fare findings of suc
examinations in writing and to keep such findingsikble for competen
authorities and auditors for at least five yearss$fa should additionall
make sure that Fls are no longer confused aboutdigtenction betweer
mandatory threshold reporting (> RUB 600 000) andr@ning the
background of unusual transactions. Also, Russiaulsh provide more

guidance to the Fls, especially to make clear that types of unusual

transactions listed in laws and regulations ishegiexhaustive nor closed.

Russia should require Fls to give special attentmibusiness relationshif
and transactions with persons from or in countnesich do not or

insufficiently apply the FATF Recommendations. Siteuld also examine as

far as possible the background and purpose of éssimelationships an
transactions with persons from or in those cousitiie set forth the finding
of such examinations in writing and to keep theselifigs available fo
competent authorities and auditors for at leastsyea

Since Russia indicates it has the legal framewbr&ugh the new Law o
Special Economic Measures, it should use this freorle to apply
countermeasures, as envisaged by Recommendation 21.

As a matter of urgency, Russia should establisét afscountermeasures th
it can require the Fls to take in case a countmtinages to disregard th
FATF Recommendations.

— &2 LD

o< 5

- —~ = O

S

[

at

3.7 Suspicioud
transaction  reports
and other reporting
(R.13-14, 19, 25 &
SR.IV)

Recommendation 13 and Special Recommendation IV

Russia should criminalise insider trading and miarkanipulation, so as t
enable FlIs to report STRs based on the suspicianahransaction migh
involve funds generated by the required rangeiofioal offences.

—

Russia should finally introduce a reporting obligat for attempted




Recommended Action

* Russia should issue TF guidance to enhance thetigéieess of the system

* Russia should raise the awareness in the non-CaF&gminimum through a

* Russia should extend the safe harbour provision #r tipping off

* Russia should extend the case by case feedbackddéye acknowledgement

transactions by occasional customers.

for filing TF STRs

=i

enhanced training programme. The training shoutdnty focus on the legal
obligations, but also include the reasons for distibg an AML/CFT
system, as well as examples, typologies and cases.

Recommendation 14

prohibition to the FIs and their directors.
Recommendation 25

of the receipt of the STR. It should also urgewtiynsider other examples pf
case-by-case feedback, as those examples listdte iRATF Best Practice
Paper for feedback by FIUs.

3.8 Internal controls|
compliance, audit
and foreign branches
(R.15 & 22)

Recommendation 15

e The Russian authorities should ensure that all dsisblish and maintain
internal procedures, policies and controls to manbgth AML/CFT and
prudential risks, and to ensure that these polides procedures ate
comprehensively communicated to all relevant engdsy Financia
institutions and supervisory bodies should also uensthat training
programmes incorporate case studies and otherigalademonstrations of
both money laundering and terrorism finance so epgels are better able to
detect signs of ML and FT when they occur. Withpess to terrorism
finance, Fls and supervisory bodies should ametednial control programm
requirements to incorporate a more comprehensipeoaph to CFT beyon
the current practice of simply checking the listekignated entities.

« The Russian authorities should enhance existingvigioms regarding
employee screening procedures to ensure that glogmes of Fls can b
sufficiently screened. Screening procedures shtaldd criminal records int
account, but should also assess the vulnerabititycdrruption of each
employee or group of employees.

« ROSCOM and the Russia Post should take proactideamprehensive steps
to ensure that all employees at all branches ofRhssia Post across the
country have a good understanding of the Post&snial control programmes
with respect to AML/CFT requirements of the ICPddhat compliance units
are sufficiently trained and fully implementing ditgal and regulatory
requirements related to AML/CFT. The Russian auitiesr should work
closely with the Russia Post to ensure that thepaddent audit programme
is being carried out effectively and comprehensiwal all branches to verify
compliance with internal control requirements asrb& country.

Recommendation 22

« The Russian authorities should consider harmonitliegexisting legal an
regulatory framework to ensure that all foreign rapiens — both branches
and subsidiaries — of Russian Fls observe RussMh/@&FT requirements
Existing guidance for credit institutions on mamapthe risk associated with

|30
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Recommended Action

foreign operations should be expanded to addresaMdLTF risks as well ds
prudential risks. Russian regulators should comsi&iing specific guidanc
to Russian credit institutions regarding the nemdiricreased vigilance over
foreign operations in jurisdictions that do not {osufficiently) apply the
FATF recommendations. Fls should be required terinfits Russian
supervisor when a foreign operation is unable tseol® appropriat
AML/CFT measures because of local conditions.

D

D

3.9 Shell
(R.18)

banks No recommendations.

3.10 The supervisoryRecommendation 23 / banking sector

and oversight system

- competent
authorities and SROs.
Role, functions,

duties and powerg
(including sanctions
(R.23, 29, 17 & 25)

Recommendation 23 / other sectors

Recommendation 29 / banking sector

Russia should — as a matter of urgency — strengtiemegime to prevent
criminals from becoming major shareholders in a byl amending the
Banking Law to lower the threshold from 20% to 10%p.ensuring that every
person who, directly or indirectly, holds more tHE0?6 of the shares or the
votes of a credit institution, is checked as a msgimreholder and by ensuring
that the BoR can refuse an acquisition if the comee person was convicted
for having committed a financial crime.

D

Russia should as a matter of urgency — and asdglmregommended in th
Second Round Evaluation Report by Moneyva) implement provisions t
prevent criminals from becoming major shareholdera non-Cl Fl,ii) raise
the awareness of the staff of the FSFM, the FISBRIDSCOM and increase
their number of staff substantially to ensure tadry FI undergoes at legst
one on-site inspection once every three yearslatd-ton a risk basis - more
targeted in-depth thematic reviews are carried andiii) consolidate and
strengthen the system to register and supervisn@a@tions providing MVT
services according to article 13.1 Banking Law|uding the implementatio
of fit and proper tests.

Russia should implement fit and proper tests fasileg companies and
amend the Insurance Law to ensure that membersieotbbbard of a life
insurance company or an insurance broker are ditpgpoper.

Russia should amend the Law on Communications tsurenthat all
conceivable money value transfer service providegeslicensed or registered
and supervised.

15

—

Russia should amend the BoR Law to elevate thermari amount for fines
against credit institutions substantively and tsuza that the BoR has the
competence to impose adequate fines on directarsamor management of
banks for violation of AML/CFT requirements.

Russia should amend the BoR Law to ensure thateade of a Cl can b
revoked when the founders are convicted for crimimaeconomic offence
and to ensure that a licence of a Cl can also wekesl for not filing STRS
with the FIU. Russia should also ensure that teenke of a Cl can be
revoked not only if repeated violations occur dgrome year and thus, amend
the BoR Law accordingly.

Russia should abolish the limitation of the BoReémduct on-site inspections

D
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Recommended Action

Recommendation 29 / other sectors

Recommendation 17

Recommendation 25

in article 73 item 5 BoR Law, as already recommende the Moneyva
Second Round Report.

Russia should — as a matter of urgency (i) ameaddlevant laws to ensu
that the FSFM, the FISS and ROSCOM have the powémpose fines or
their Fls and on directors and senior managemettieif FIs for violation of
AML/CFT requirements and to replace directors aadicr management
their Fls for violation of AML/CFT requirementsj)(abolish the limitation of
the FISS to compel and obtain access to bankingsgmformation and (iii
increase the staff for the FSFM, the FISS and RO8QO ensure that th
system for sanctioning financial institutions woekfectively.

Russia should stipulate explicity ROSCOM'’s competeto carry out on-sit
inspections with respect to the full set of AML/CKF&quirements and t
compel production of records.

Russia should in addition amend the relevant lanensure that a licence ¢
be revoked for violation of AML/CFT requirementsalin the non-bankin
and non-securities sectors, and when the foundersamvicted for crimina
or economic offences (concerns the FSFM, the FIR®SCOM and
Rosfinmonitoring).

Russia should amend the Law on Non-state PensiomdsRo ensure that th
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FSFM is able to compel and obtain access to abtssary records and amend

the Law on the Securities Market to ensure thatemte of a correspondin
FI can also be revoked for not filing STRs with thlJ and abolish the
precondition of repeated violations during one yteaevoke a licence.

Russia should amend article 15.27 Code of Admatise Offences to ensult
that the main violations of the AML/CFT Law are eo®d, especially
regarding non compliance with the requirement tnidy the customer an
the beneficial owner and to elevate the maximum wrhdor fines agains
officials of financial institutions.

Russia should implement the requirement to issigagae to Fls, beyond th
explanation of the law.

3.11 Money valug
transfer services
(SR.VI)

Russia should consider implementing laws and réignls to ensure that

postal operations are better aware of and in cempd with the AML/CFT

requirements. Suggested improvements would incl{ijencreased technical
interface between postal branches to better dstegticious transactions, (R)
rules governing the volume and frequency of remdts permitted and (3)
improved training of postal operators on AML/CFTivéh the size of the
postal sector, Russia should also consider eiti@easing the capacity and
quality of ROSCOM'’s compliance function or transfieg supervisory and

regulatory powers to another federal authority tisabetter equipped an
trained to assess AML/CFT compliance.

Russia should find ways to ensure that ROSCOM hé#ficient powers to
correct deficiencies found in Russia Post’'s AML/Géémpliance.

—~ 0O
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Recommended Action

Russian law enforcement bodies should place a higtwority on
investigating the existence of alternative remiteasystems to better asse
the size and the nature of ML/TF threat posed kgdl MVT occurring
within and through Russia.

Section 4. Preventive Measures — Non-Financial Busisses and Professions

4.1 Customer
diligence and record
keeping (R.12)

duee

Russia should review the AML/CFT regime as it agplto DNFBPs an
ensure that all of the relevant criteria are adstrdsFor casinos, real estg
agents and dealers in precious metals and stdresasic recommendatio
set out earlier in this report in relation to Reooemdations 5, 6 and 8-11 3
applicable, as these entities are subject to theffect of the AML/CFT Law
in Russia.

In relation to lawyers, accountants and notarigscific provisions to addres
all of the relevant criteria in Recommendations65and 8-11 should b
developed. In particular, extending the CDD requiats to include their ful
range in the legislation. Russia should also tdkpssto examine ways ¢
increasing the effectiveness of compliance with ARIET requirements if
these sectors.

With a diverse range of supervisory bodies (Rosfinitoring, the Assay
Chamber, the Federal Notaries Chamber and the &ddmwyers Chamber
Russia should take steps to co-ordinate the ovagpplioach in this area.

Russia should also examine the use of cash iretileestate sector in order
be sure that there are no important gaps in the /AN system as it relate
to this sector.

2SS

4.2
transaction reporting
(R.16)

Suspicious e

Russia should take steps to ensure that all itistisl covered by th
requirement to report STRs are aware of the diffegebetween these repo
and those relating to mandatory control.

For lawyers, notaries and accountants, Russia dhakk steps to improv
understanding of the requirements in this areargthe current low level @
reporting, and the lack of information availableetaluate the effectivene
of the regime.

The authorities should continue working with lawgjernotaries an
accountants to ensure full compliance with the irequents relating td
internal controls.

Russia should take further steps to ensure tharedvinstitutions are awa
of the need to pay special attention to custonrems fcountries that do nc
sufficiently apply the FATF Recommendations.

[€
t

4.3
supervision and
monitoring (R.24-25)

Regulation| «

Russia should improve the data available to andlyseeffectiveness of th
measures it is taking. Rosfinmonitoring should @deisintroducing a greate
element of risk-based supervision in relation te ttrategories of firms
supervises. In particular, the risks identified Rgsfinmonitoring in relatior
to casinos should be subject to greater supervisttention.

The role of real estate agents should be exammedgure that no gaps ex

=

st

in the AML/CFT system. In particular, the contentithat most flows o

funds in real estate transactions are routed thirdlig banking sector shou*ld

be verified, and the level of risk relative to teapervisory activity o
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Recommended Action

Rosfinmonitoring in this area should be considered.

The system for supervising lawyers’ and notariesimpliance with the
AML/CFT Law should be enhanced considerably.

The current regime for licensing casinos will nbaoge until 30 June 2009
(see section 1). In the meantime Russia shouldademnisow it will implement
this change and develop plans to deal with unlieérmmambling. The curren
and future regime contains no specific provisioptevent criminals or their
associates from holding an interest in a casiné 3tould be addressed.

The Assay Chamber should have more specialist AMIL/Gtaff in order tg
better perform its functions.

Consideration should also be given to the Assayntble®'s suggestion tha
supervisors be given greater access to the coofe®TRs in order to bette
target supervisory action.

Russia should take further steps to strengthenAtki&/CFT supervisory
regime for accountants.

—

= —

4.4 Other nons e
financial businesses
and professions

(R.20)

Russia should consider the ML risk posed by thdifpration of high value
and luxury goods providers in Moscow and other majban centres that has
accompanied Russia’s recent oil boom.

Russia should seek to continue reducing its rediame cash and introduce
more efficient payment systems that have also ba#rnduced in other
countries around the world. Adopting more moderiynpent technique
should also reduce the need for high denominatimk Inotes.

1°2)

Section 5. Legal Persons and Arrangements & Non-Pfib Organisations

5.1 Legal Persons |-

Access to beneficial

The Russian authorities should implement a systeaih tequires adequate
transparency regarding the beneficial ownershipcamdrol of legal persons.

ownership and

control information

(R.33)

5.2 Legal| = No recommendations.

Arrangements —+

Access to beneficial

ownership and

control information

(R.34)

5.3 Non-profit| « Russia should undertake a comprehensive reviewvh®@fNPO system, as

organisations
(SR.VIIN)

foreseen by Special Recommendation VIII.

Russia should reach out to and engage with the sde@r, to learn from the
sector, to promote values and the like.

The Russian authorities should set up a more fasetaland efficient syster
that focuses on potential vulnerabilities and tarshinformation to targe
abuse.

—~ 3

Existing rules should be fully implemented.

Section 6. National and International Co-operation




Recommended Action

6.1 National co- e
operation and cor
ordination (R.31)

Russia should implement the outcome of policy eagi are implemente
especially in areas that are not the responsilififRosfinmonitoring.

Russia should make an extra effort to enhance tipesadlevel co-operatior
among law enforcement agencies, and between lawraament ang
supervisory authorities to sharpen Russia’s focuthe possible existence
illegal alternative remittance systems within Ras3ihis effort should aim t
develop a sense of the threat as well as a préscrifor addressing th
problem.

6.2 The Convention
and UN Specia
Resolutions (R.35 &
SR.1)

["2)
L[]

Russia should correct the deficiencies noted iatia to the implementatio
of the relevant international conventions and UNSGR soon as possib
Russia should also institute criminal liability flegal persons.

Russia should implement the provisions of UNSCR$7121373 anc
successor resolutions.

6.3 Mutual Legal
Assistance (R.36-38
& SR.V)

Russian authoritiesm should continue to institutpre-active approach t
monitoring progress on execution of requests atighensuring a timely an
effective response.

The General Prosecutor's Office should ensure thiar lines of
communication exist with established points of eshbetween itself and th
law enforcement officer responsible for executidrthe request, as well &
between itself and the requesting country.

The authorities should maintain statistics on therandetailed aspects
MLA including details on the nature and resultd/fA requests.

The Russian authorities are encouraged to contineie monitoring of the
process of providing MLA among special MLA workiggoups establishe
with a number of countries.

[oNNe)

e
AS

6.4 Extradition (R.39]
37 & SR.V)

Russia should further enhance the existing systeneviews in relation tg
extradition according to Instruction No. 32/35 amdintain comprehensiv
statistics in relation to ML/TF covering all detadf the extradition process.

Russia should also raise the effectiveness okitadition practice in relatiof
to non-CIS countries and make the figures for G aon-CIS countrie
better comparable. Russia is however to be comntefutethe high numbe
of requests to and from CIS countries.

Russia should address the missing elements of itsaMl TF offences ¢
ensure that dual criminality requirements do ngiresent an obstacle f
extradition in such matters (see also sectiongadl2.2 for discussion of th
missing elements of the ML and TF offences).

[97]

= =2

e

6.5 Other Forms of «
Co-operation (R.4(
& SR.V)

No recommendations.

Section 7. Other Issues
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Recommended Action

7.1 Resources and See recommendations relating to other recommematio

statistics (R. 30 &
32)

7.2 Other relevante

AML/CFT measures
or issues

No recommendations.

7.3 Genera
framework -
structural issues

No recommendations.




3.2. APPENDIX II - Relevent EU texts

Excerpt from Directive 2005/60/EC of the European Brliament and of the Council, formally
adopted 20 September 2005, on the prevention of thise of the financial system for the purpose of
money laundering and terrorist financing

Article 3 (6) of EU AML/CFT Directive 2005/60/EC @ Directive):

(6) "beneficial owner" means the natural persom{sy ultimately owns or controls the customer and/or
the natural person on whose behalf a transacti@actority is being conducted. The beneficial owsleall
at least include:

(a) in the case of corporate entities:

(i) the natural person(s) who ultimately owns omtcols a legal entity through direct or indirect
ownership or control over a sufficient percentadgeth® shares or voting rights in that legal entity,
including through bearer share holdings, other thaompany listed on a regulated market that igestib
to disclosure requirements consistent with Commuleigjislation or subject to equivalent internationa
standards; a percentage of 25 % plus one shalebshd¢éemed sufficient to meet this criterion;

(i) the natural person(s) who otherwise exercis@drol over the management of a legal entity:

(b) in the case of legal entities, such as fouwdati and legal arrangements, such as trusts, which
administer and distribute funds:

(i) where the future beneficiaries have alreadynbeéetermined, the natural person(s) who is the
beneficiary of 25 % or more of the property of gdearrangement or entity;

(ii) where the individuals that benefit from theydd arrangement or entity have yet to be determitred
class of persons in whose main interest the legahgement or entity is set up or operates;

(iii) the natural person(s) who exercises contr@ra25 % or more of the property of a legal arranget

or entity;

Article 3 (8) of the EU AML/CFT Directive 2005/60EC(3“ Directive):

(8) "politically exposed persons" means naturabpes who are or have been entrusted with prominent
public functions and immediate family members, erspns known to be close associates, of such
persons;

Excerpt from Commission directive 2006/70/EC of Gghist 2006 laying down implementing measures
for Directive 2005/60/EC of the European Parliamantl of the Council as regards the definition of
‘politically exposed person’ and the technical emita for simplified customer due diligence procexur
and for exemption on grounds of a financial acfigibnducted on an occasional or very limited basis.
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Article 2 of Commission Directive 2006/70/EC (Implmentation Directive):

Article 2
Politically exposed persons

1. For the purposes of Article 3(8) of DirectiveOB060/EC, "natural persons who are or have been
entrusted with prominent public functions" shattlude the following:

(a) heads of State, heads of government, miniatetsleputy or assistant ministers;

(b) members of parliaments;

(c) members of supreme courts, of constitutionalrtsoor of other high-level judicial bodies whose
decisions are not subject to further appeal, excegtceptional circumstances;

(d) members of courts of auditors or of the boafdsentral banks;

(e) ambassadors, chargés d'affaires and high-rguaiiicers in the armed forces;

() members of the administrative, management pestsory bodies of State-owned enterprises.

None of the categories set out in points (a) t@{fhe first subparagraph shall be understoocasring
middle ranking or more junior officials.

The categories set out in points (a) to (e) of fine subparagraph shall, where applicable, include
positions at Community and international level.

2. For the purposes of Article 3(8) of DirectiveOB060/EC, "immediate family members" shall include
the following:

(a) the spouse;

(b) any partner considered by national law as eteit to the spouse;

(c) the children and their spouses or partners;

(d) the parents.

3. For the purposes of Article 3(8) of DirectiveOBI60/EC, "persons known to be close associatedl' sh
include the following:

(a) any natural person who is known to have joiahddicial ownership of legal entities or legal
arrangements, or any other close business relatiotisa person referred to in paragraph 1;

(b) any natural person who has sole beneficial oship of a legal entity or legal arrangement which
known to have been set up for the benefit de fattbe person referred to in paragraph 1.

4. Without prejudice to the application, on a r&gasitive basis, of enhanced customer due diligence
measures, where a person has ceased to be entnitstedprominent public function within the meagin

of paragraph 1 of this Article for a period of aa$t one year, institutions and persons referred to
Article 2(1) of Directive 2005/60/EC shall not bbliged to consider such a person as politicallyosegl.
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