COUNCIL  CONSEIL
OF EUROPE  DE LEUROPE

COMMITTEE OF EXPERTS ON THE
EVALUATION OF ANTI-MONEY
LAUNDERING MEASURES AND THE
FINANCING OF TERRORISM
(MONEYVAL)

MONEYVAL (2009)30

Russian Federation

Progress report!

23 September 2009

1 First 3rd Round Written Progress Report Submitted to MONEYVAL




Russian Federation is a member of MONEYVAL. This progress report was adopted at MONEYVAL's
30t Plenary meeting (Strasbourg, 21-24 September 2009). For further information on the
examinafion and adoption of this report, please refer to the Meeting Report (ref.
MONEYVAL(2009)36) at hitp://www.coe.int/moneyval

© [2009] European Committee on Crime Problems (CDPC)/ Committee of experts on the evaluation of anfi-
money laundering measures and the financing of terrorism (MONEYVAL)

All rights reserved. Reproduction is authorised, provided the source is acknowledged, save where otherwise
stated. For any use for commercial purposes, no part of this publication may be translated, reproduced or
fransmitted, in any form or by any means, electronic (CD-Rom, Internet, etc) or mechanical, including
photocopying, recording or any information storage or retrieval system without prior permission in writing
from the MONEYVAL Secretariat, Directorate General of Human Rights and Legal Affairs, Council of Europe
(F-67075 Strasbourg or dghl.moneyval@coe.int)




1. General overview of the current situation and the developments
since the last evaluation relevant in the AML/CFT field

Following the Third Round Evaluation of the RussfML/CFT system completed in July 2008,
FATF/MONEYVAL/EAG experts offered a number of recorandations to improve the existing
laws and enforcement measures. Under FATF Regnfgtitie Russian Federation must take
specific measures to ensure continued developnighesystem and present a progress report at
the MONEYVAL Plenary in 2009, EAG Plenary in 2008daFATF Plenary in 2010.

Implementing such measures Russia expects to @&cmeaximum compliance of its national
AML/CFT system with FATF 40 + 9 RecommendationsisTinvolves ongoing efforts that take
into account the system performance, the needsriorovement detected in the course of law
enforcement practice, as well as comments and n@emdations made by FATF, MONEYVAL
and EAG experts.

Immediately following the Third Round Evaluatiom July 2008 Rosfinmonitoring and other
competent Russian authorities started developingAation Plan to improve the Russian
AML/CFT system taking into account recommendaticnstained in the FATF Report on the
Russian Federation.

The prepared Action Plan was coordinated with theur€il of Europe experts during
consultations as part of the AML/CFT Interagencynfdassion meetings (St. Petersburg, 4-5
September 2008). After final revision, the Acti®lan was endorsed by the Prime Minister of the
Russian Federation (order of the Russian Governmigigd 10 November 2008, No. VP-P13-
6722). The Russian Government took the implememntatif the Action Plan under its special
control.

The Action Plan spanned six months — from 1 Jang@6® to 30 June 2009. The measures were
implemented with the participation of all Russianharities involved in the AML/CFT system,
including the Federal Financial Monitoring Servig&sfinmonitoring), Bank of Russia (BoR),
General Prosecutor’s Office (GPO), Ministry of imtal Affaires (MIA), Federal Security Service
(FSS), Ministry of Finance (MoF), Ministry of Justi (MoJ), Federal Customs Service (FCS),
Federal Service for Financial Markets (FSFM), anithers. Representatives of financial
institutions (FIs), professional communities, narahcial professions, and research institutions
were engaged in the implementation of the ActianPlI

The Action Plan covered all aspects of the AML/C8&fBtem and it included taking specific
measures to:

1) improve legislation;

2) improve the activity of law enforcement agenaed FIU;

3) improve supervision over the sectors of Fls,-fieancial professions, and non-profit
organizations;

4) develop the system of personnel education adinig for purposes of the AML/CFT
purposes.

Furthermore, the Action Plan prescribed the autiesrito analyze a number of the most topical
AML/CFT issues and submit proposals for their dolutto the Russian Government.



As of 30 June 2009, the Action Plan was implementedpletely.

In our opinion we managed to achieve a number gdomant results that contribute to the
effectiveness and performance of the overall AMLTC$§ystem as well as raise the level of
compliance of its certain elements with the FATE&emendations.

The results are presented in this progress report.
It is noteworthy that implementation of this Acti®tan was one of the main, but far from only,

measures taken by the Russian Federation to implethe recommendations of evaluators
team.. The results of other measures are als@redlén the progress report.

2. Key recommendations

Please indicate improvements which have been maderegpect of the FATF Key
Recommendations (Recommendations 1, 5, 10, 13;j&@pgeecommendations Il and 1V) and the
Recommended Action Plan (Appendix 1).

Recommendation 1 (money laundering offence)

Rating: Largely compliant

—

Recommendation qfRussia should establish offences of insider tradamgl stock marke
the MONEYVAL manipulation.

Report
_l\/leasures taken tp1. Federal draft law “On Amendments to the Crimi@able of the Russian
implement thel Federation and the Criminal Procedure Code of thesRn Federation’

Recommendation  of (establishing punishment for offences causing ctemable damage to
the Report rights and interests of natural and legal persanhé securities market
which envisages criminal liability for price manlgtions in the securitie
market; passed by the State Duma of the Russiaer&defissembly in the
first reading on 8 May 2009;

2. Federal draft law “On Countering lllegitimate dJsof Insider
Information and Market Manipulations”, which esfabks basic
definitions and countering mechanism; passed byStiaée Duma of th¢
Russian Federal Assembly in the first reading oipiil 2009;

3. Article 15.30 “Price manipulations in the setigd market” has been
introduced into the Code of Administrative Offenggth Federal Law No
9-FZ dated 9 February 2009. The Article establiska@sninistrative
liability for price manipulations in the securitiesarket in the form o
administrative fine in amount of RUB 3,000 to 5,000 natural persons;
RUB 30,000 to 50,000 fine or disqualification fopariod of one to twq
years for officials; RUB 700,000 to 1,000,000 ffoe legal persons.

[
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(Other) changes sinc
the last evaluation
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Recommendation 5 (Customer due diligence)
I. Regarding financial institutions

Rating: Partially compliant

Recommendation of Russia should ensure that the following issues @reered by law o
the  MONEYVAL | regulation: (i) a specific prohibition on maintaing existing account

[72)
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Report

under fictitious names, (ii) a requirement to caoyt CDD where there i
a suspicion of money laundering, regardless of amgmptions, (iii
performance of CDD where there are doubts about tReacity of
previously obtained customer identification data;) (@ requirement tg
identify beneficial owners and in particular to &slish the ultimate
natural owner/controller and (v) requirements famducting ongoing du
diligence.

192}
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Measures taken
implement
Recommendation
the Report

t
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As it has been already explained to the experthencourse of the
Third Round of Evaluation, Russia has sufficiergaleprovisions thal
prohibit opening or maintaining existing accounts fictitious names
Under Item 5 of Article 7 of Federal Law No. 115;FZedit institutions
are prohibited from opening, and thus maintainiaggounts (deposits)
registered in the name of anonymous holders, iithowt the requisite
identification documents presented by the naturalegal person that
opens the account (makes a deposit).

According to Item 1 of Article 7 of Federal Law Nbl5-FZ, institutions

that carry out transactions with monetary funds @hér property must:
1) identify the person being serviced by the infith carrying out

transactions with monetary funds and other propafrthe customer:

- in respect of natural persons — last name, fiashe and patronymi
(unless the law or national custom requires otrsayyicitizenship, detalil
of the ID document, migration card, residence peaha foreign national
or person without citizenship, address of reside(registration), and
taxpayer identification number (if any);

in respect of legal persons — name, taxpayer ifileation number of
code of foreign organization, state registratiormhar, place of stat
registration and location address;

2) take justified measures that are available utigeicircumstances
in order to determine and identify beneficial ovaer

3) regularly update information about customers domheficial
owners.

In accordance with Item 2.5 of BoR Regulation N62-P, datd
provided in the customer’'s questionnaire (dossiesy be recorded an
stored by the credit institution in an electronatabase to which credj
institution employees conducting identification ahe customer
determination and identification of the benefi@alner can have real-time
and permanent access for purposes of verifyingooust or beneficia
owner data.

(28N @]
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The recommendations on organizing legal risk argbk lof business
reputation risk management at credit institutiomsl danking groups
adopted in BoR Letter No. 92-T.

The recommendations on identifying persons who Hzaen or will be
granted the authority to manage a bank accounk(deposit), including
the authority to manage the bank account (bank gi§poesing remote
banking service technologies (including Internenkiag) have beer
adopted in Letter No. 115-T.

Pursuant to the BoR Letter dated 20 January 2003 ™ND “On the
Implementation of the Federal Law “On Combating a&lesation
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(Laundering) of Proceeds from Crime and Financih@esrorism”, credit
institutions received information on mandatory alaace of the
requirements set out in Federal Law No. 115-FZ deniify persons
opening accounts and conducting transactions dawsxts of all types.

Federal Law dated 3 June 2009 No. 121-FZ was adpptat 2 of Article
3 of this Law amends item 1.1 of Article 7 of thederal Law “On
Combating Legalisation (Laundering) of Proceedsmfr€Crime and
Financing of Terrorism” (hereafter the AML/CFT Lawjhe amende
AML/CFT Law states that “institutions carrying ottansactions with
monetary funds and other property are not requioeientify a private
customer, determine and identify the beneficial exwmhen the amount ¢
such transactions does not exceed RUB 15,000 areigh currency
amount equivalent to RUB 15,000 (except where eygas of institutions
carrying out transactions with monetary funds atitkeo property have
suspicions that this transaction is being carriet with the intent of
money laundering or terrorist financing)”. The amierent has thereb
introduced the requirement to perform CDD whenehae suspicions ¢

money laundering or terrorist financing regardl@$sany exceptions|

additionally, the threshold amount of a transactiwet requires no CDL
for transactions that pose no ML/TF threat andesaiso suspicions d
involvement in ML/TF has been decreased from RUBJG0 to RUB
15,000.

The Federal draft law “On Amendments to the Feddraw "On
Combating Legalisation (Laundering) of Proceedsmfr€Crime and
Financing of Terrorism”, which has been submitedhte State Duma an
is expected to be passed in September 2009, itesdhe following new
definitions:

“beneficial owner” — proxy giver, grantor, princlpawner or other
person on whose behalf and (or) in whose interasts (or) at whose
expense the customer (customer’s representativageaut transaction
with monetary funds and other property;

“identification” — a set of measures designed tedrine the details
of customers, their representatives and benefmialers as required b
AML/CFT Law, verify such details using originals dbcuments and (or
duly certified photocopies, and make sure that mmeatd documents (Q
their duly certified photocopies) legitimately betpto the persons wh
presented them.

Rosfinmonitoring has developed recommendations the
implementation of the requirements of the AML/CF&AW to identify
persons being served (customers) and beneficialeswviiinformative
Letter No. 2 dated 18 March 2009), which have bbswught to the
attention of the institutions concerned and publishon the official
Rosfinmonitoring website.

The above mentioned recommendations must be obfigatcorporated

by the institutions into their internal control egl since the AML/CFT

Law and Russian Government Decision No. 983-r requihat
recommendations issued by the FIU to be incorpdrat¢o internal
control rules. The institutions concerned are ailyecompleting the
procedure of repeated reconciliation of internahtod rules with the
respective supervisory bodies.

=h
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Rosfinmonitoring Informative Letter No. 2 requirgbe institution
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mandatory completion a questionnaire (dossier) tbe custome
(beneficial owner) if the transaction raises suspi that it is related tp
ML/TF or if the transaction is complex or unusualits nature and has no
obvious economic rationale or obvious legitimateppse, and (or) if the
transaction is carried out to evade mandatory obptocedures stipulate
in the AML/CFT Law. The dossier must contain doeumts obtained
during CDD (including information about foundersring 5% of share
(interest) or more, as well as the ML/TF risk assent of the
customer/beneficial owner).
Moreover, the institution must update the detailstte customer or
beneficial owner if the customer, beneficial owrar transaction hav
raised suspicion of their involvement in ML/TF oputbts about thg
veracity of data obtained previously.
This requirement must be fulfiled in all cases amtless of any
exceptions.

o P
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Government Decision No. 983-r (item 10) requiresyimg special
attention to the following when performing iderddtion:

a) list of founders of (partners in) a legal petson

b) structure of governing bodies of the legal persamd their
powers;

c) the size of registered and paid-in authorizéar) capital or siz
of the authorized fund and value of assets.

Rosfinmonitoring Informative Letter No. 2 specifieshis
requirement obligating institutions to record tlodldwing details, among
others, in the customer’s dossier:

- on the governing bodies of the legal person ¢sine and
membership of the legal person’s governing bodies);

- on the identities of founders (members) of a llggason — to be
submitted for founders (members) owning five or enpercent of shargs
(interest) in a legal person;

The information on the identities of founders (mend) of a lega
person includes:

- in respect of natural persons: last name, fiesh@, patronymig
(unless the law or national custom requires othsmyyias well as series (if
any) and number of the ID document, and the taxpajentification
number (if any);

- in respect of legal persons: name, taxpayer ifieation number
or foreign organization code.

Rosfinmonitoring Informative Letter No. 2 requirepdating the
details of the customer or beneficial owner if thestomer, beneficial
owner or transaction have raised suspicion of tinewlvement in ML/TF
or doubts about the veracity of data obtained presiliy.

Establishing business relations with the custontiee, institution
must assess the customer’s ML/TF risk level angegibently constantl
monitor the customer’s transactions in order te@teo account changes
in the level of risk.

The institution must pay special attention to tesnti®ns carried out
by a customer that has been assigned an increesetevel, including
constant monitoring of this customer’s transactions

The institution must update information obtainedimy CDD at
least once every six months for customers in thghitened risk group and

D
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at least once a year for other customers, as walpdse the risk level gs
this information changes or in the following cases:

- a customer, beneficial owner or transaction gisespicions of
involvement in ML/TF;

- the transaction is complex or unusual in its reatand has n
obvious economic rationale or obvious legitimateppge, of there ar
reasons to believe that the transaction is cawigdto evade mandatol
control procedures stipulated in the AML/CFT Latein 3.5).

Thus, Rosfinmonitoring has established requireméotsll Fls to
conduct CDD when there are suspicions of customgolvement in
ML/TF or doubts about previously obtained inforroati as well as
requirements to constantly carry out due diligence.

< D

Recommendation of The following matters should be set out in law,utaion or other
the  MONEYVAL | enforceable means: (i) requirement for non-Cls toderstand the
Report ownership or control structure of a legal persoii) ¢equirement to
ascertain the purpose and intended nature of th&iness relationship,
(iii) requirements for the timing of verificatiorf aentification, and (iv
consequences of a failure to conduct CDD.

Measures taken tp Government Decision No. 983-r (item 10) requiregipg special

implement  the| attention to the following when performing identgtion:
Recommendation  of a) list of founders of (partners in) a legal person
the Report

b) structure of governing bodies of the legal perand their powers;

c) the size of registered and paid-in authorizédn@) capital or siz
of the authorized fund and value of assets.

Rosfinmonitoring Informative Letter No. 2 specifitgs requirement
obligating institutions to record the following d#s, among others, in the
customer’s dossier:

- on the governing bodies of the legal person ¢tine and
membership of the legal person’s governing bodies);

- on the identities of founders (members) of a llggason — to be
submitted for founders (members) owning five or enpercent of shargs
(interest) in a legal person;

The information on the identities of founders (mens) of a lega
person includes:

- in respect of natural persons: last name, fiahe, patronymig
(unless the law or national custom requires otrssyyias well as series (if
any) and number of the ID document, and the taxpajentification
number (if any);

- in respect of legal persons: name, taxpayer ifilgation number o
foreign organization code.

Rosfinmonitoring Informative Letter No. 2 requirés complete
customer identification, determine and identify Hemeficial owner within
7 working days from the day of the transaction eald if upon the
establishment of long-term relations the naturdrafisactions and deals
makes it impossible to perform CDD before their ptetion (taking into
account measures available under the circumstancés® scope required
by Annexes 1-3 to Rosfinmonitoring Informative legtiNo. 2.

Moreover, the State Duma is considering the Fedinaft law “On
Amendments to Article 7 of the Federal Law “On Catihg Legalisation
(Laundering) of Proceeds from Crime and Financihd@erorism” and
Part Two of the Civil Code of the Russian Federdtidt envisages the
right for a credit institution to refuse to perfoambank account (deposit)

D
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contract with the customer in the following cases:

presented false or invalid documents upon openiveg llank accoun
(making the deposit);

is involved in terrorist activities, where such dnhation has bee
obtained in accordance with AML/CFT Law;

- information is obtained in the process of docutimgn details
(information) as required by internal control rules internal contro
programs, which indicates a complex or unusualreatéi the transaction
which has no obvious economic rationale or obvieggimate purpose, d
is not consistent with the types of the customéudsiness, or repeate

purpose is to evade the mandatory control procecasewell as othe
circumstances giving reason to believe that tramss are carried ou
with the objective of money laundering of proce&ds crime or terrorist
financing;

- repeated failure to present documents requesyedhé credit
institution or repeated submission of false or liv@ocuments by the
customer or customer’s representative within orag.ye

Thereby, the Federal draft law “On Amendments ® Federal Law
‘On Combating Legalisation (Laundering) of Procedédsn Crime and
Financing of Terrorism”, expands conceptual framéwihe AML/CFT
Law by defining such terms as “organizing intern@ntrol” and
“implementing internal control”, and specifies 8®D requirements an
requirement to identify beneficial owners. At teame time, the Feder

Federation Regarding Counteracting Legalization rit{oLaundering) of

liability for both natural and legal persons foiildee to organize anc
implement the internal control.

- there is information that the customer or custosnepresentative

- there is information that the customer or custosnepresentative

transactions or deals the nature of which givesaesito believe that thej

draft law “On Amendments to Certain Legislative @\aif the Russian

Proceeds from Crime and Terrorist Financing” esthbs administrative

—

=

2d

— T

D

3|
al

D

)

Recommendation
the
Report

0

MONEYVAL

f Requirements relating to enhanced and simplifiegl diligence should b
clarified, in particular the exemptions from contlng CDD in situations
relating to occasional transactions. Further guidanto Fls on dealing
with legal arrangements from overseas would befbklp

D

Measures taken
implement
Recommendation

the Report

t
the|
0

D The requirements are specified in Rosfinmonitorinfprmative
Letter No. 2, with the customer ID requirementsikimto both regular
and occasional customers regardless of the typgarenaand amount g
bargains or transactions. The exceptions set o¢mm 1.1 of Article 7 of
the AML/CFT Law (both in the current wording anctbne to come int
force on 5 December 2009) apply only to occasipagiments up to RUE
30,000 by natural persons as payment of utility atiter social service
bills (RUB 15,000 regardless of the nature of payimanless suct
transactions raise ML/TF suspicions in the AML/CEaw wording to
come into force on 5 December 2009).

The issue of elaborating further guidance for Risdealing with
foreign legal arrangements attracted due attenftiom EAG side. At
Russia’s initiative it was discussed at th& HAG Plenary in June 200
Due to the complex nature of this matter, recoghibg the FATF anc
MONEYVAL representatives, the EAG Working Group dviutual
Evaluations and Legal Issues was tasked with wgrkint and reporting t

f

O

the EAG within 2009 the approaches to settle teaasacceptable to g
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EAG member states including Russia.

Recommendation 0
the MONEYVAL
Report

f A stronger link in the AML/CFT Law should be estdi#d between th
need to ascertain whether a customer is actingedral§ of another perso
and the requirement to collect identification dafaurther clarification in
the AML/CFT Law on the meaning of the term “benafi¢ and the
measures which financial institutions should take comply with the
measures would be helpful.

t
the|
0

Measures taken
implement
Recommendation

the Report

D As it has been pointed out the State Duma is cerigigl the Federa
draft law “On Amendments to the Federal Law “On ®ammng
f Legalisation (Laundering) of Proceeds from Crimed &inancing of
Terrorism”, which expands conceptual frameworkhd AML/CFT Law
by explanation such term as “beneficial owner”. riBécial owner” —
proxy giver, grantor, principal, owner or other @1 on whose behalf ar
(or) in whose interests and (or) at whose expemseuistomer (customer

representative) carries out transactions with nagefunds and othe
property.

Recommendation o
the MONEYVAL
Report

f Russia should develop further guidance for finahicigtitutions to enablg
appropriate identification of legal formations aket financial sector ig
expanding and becoming more internalized.

t
the|
0

Measures taken
implement
Recommendation

the Report

D The issue of elaborating further guidance for Risdealing with
foreign legal arrangements and formations attracked attention from
f EAG side. At Russia’s initiative it was discussedhe 10th EAG Plenar
in June 2009. Due to the complex nature of thigenatecognized by th
FATF and MONEYVAL representatives, the EAG Worki@roup on
Mutual Evaluations and Legal Issues was tasked wibhking out and
reporting to the EAG within 2009 the approachesséttle the issue

acceptable to all EAG member states including Russi

(Other) changes sinc
the last evaluation

(0]

Recommendation 5 (Customer due diligence)
Il. Regarding DNFBP!?
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Recommendation of Russia should review the AML/CFT regime as it &gpto DNFBPs an(
the MONEYVAL | ensure that all of the relevant criteria are addsed. For casinos, res
Report estate agents and dealers in precious metals andest the basi
recommendations set out earlier in this report irlation to
Recommendations 5, 6 and 8-11 are applicable, asethentities are
subject to the full effect of the AML/CFT Law irsBia.
Measures taken tp Russia has analyzed the application of the AML/CE&dime to all
implement ~ the| designated non-financial businesses and profes@MEBPS).
Recommendation  of Russia has established unified AML/CFT requiremémtsoth Fls
the Report and the majority of DNFBPs — for casinos and gamgpbiutlets, jewellery

businesses, real estate agents, and pawnshops.

The relevant measures taken to eliminate the eéefoes detecte
and implement experts’ recommendations to imprave AML/CFT
system in order to ensure compliance with Recomiatémts 5 and 1]
fully apply to the aforesaid types of DNFBPs.

Rosfinmonitoring has elaborated recommendations fiwe

implementation of the requirements of the AML/CFRwW to identify

'i.e., part of Recommendation 12.
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persons being served (customers) and beneficialemvifinformative
Letter No. 2 dated 18 March 2009), which have bbesught to the
attention of the institutions concerned and pulliston the official
Rosfinmonitoring website.

The said recommendations must mandatory be incaigbrby the
institutions into their internal control rules, senthe AML/CFT Law anc
the Russian Government Decision No. 983-r reqhia¢ tecommendation
issued by the FIU should be taken into account.

Rosfinmonitoring has elaborated draft law whiclcisrently being
considered by the State Duma. The draft law costaimendments t
Article 7.1 of the AML/CFT Law, which fully extenthe requirements @
Article 7 to lawyers, notaries and auditors (immsrof developing interng
control rules and procedures, identifying custonaard beneficial owners
recording the necessary data, and reporting irdtian to the competer
authority).

)

— —h O

—

Recommendation of In relation to lawyers, accountants and notariepedfic provisions tg
the ~ MONEYVAL | address all of the relevant criteria in Recommeiwet 5, 6 and 8-11
Report should be developed. In particular, extending tHeDCrequirements td
include their full range in the legislation. Russhould also take steps to
examine ways of increasing the effectiveness oplimmee with AML/CFT]|
requirements in these sectors.

Measures taken to The aforesaid Federal draft law “On Amendmenthé&oRederal Law

implement ~ the| “On Combating Legalisation (Laundering) of Proceéasn Crime and
Recommendation  of Financing of Terrorism”, which is being examined the State Duma,
the Report would extent all CDD requirements to lawyers, niesr and persons

providing legal and accounting services.

Rosfinmonitoring has elaborated recommendations fibre
implementation of the requirements of the AML/CFawW to identify
persons being served (customers) and beneficialemviiinformative
Letter No. 2 dated 18 March 2009), which have bbewught to the
attention of the institutions concerned and pulliston the official
Rosfinmonitoring website.

The said recommendations must mandatory be incaigbrby the
institutions into their internal control rules, senthe AML/CFT Law anc
the Russian Government Decision No. 983-r reqhia¢ tecommendation
issued by the FIU should be taken into account.

Rosfinmonitoring identification recommendations aifyu apply to
lawyers, notaries and accountants.

Besides agreements on cooperation in AML/CFT sphsteveen
Rosfinmonitoring and Federal Lawyers and Notaridzar@bers, both
Chambers have published on their websites recomatiend for lawyers
and notaries on fulfilment of the requirements MIIACFT legislation in
order to increase the effectiveness on preventidatection and
suppression of ML and TF cases and explain theepire of informatiorn
reporting to Rosfinmonitoring.

n

Recommendation of With a diverse range of supervisory bodies (Rogiimtoring, the Assay
the  MONEYVAL | Chamber, the Federal Notaries Chamber and the Fadé&awyers
Report Chamber) Russia should take steps to co-ordinaeterall approach in
this area.

Measures taken tp The AML/CFT legislation designates Rosfinmonitoriag the body
implement thel responsible for coordinating of the activity of ettbodies with AML/CFT]
Recommendation  of powers.

the Report
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In practice, coordination of AML/CFT activity of parvisory bodie
takes place parting the framework of the AML/CFTtehagenc
Commission (hereafter — the Interagency Commissiehup by Ministr
of Finance Order dated 25 October 2005 No. 132n.in@ludes
representatives of state authorities and, via tbesQltative Board at th
Interagency Commission, consisting of represerdatiof self-regulatin
organizations (SROSs).

The Interagency Commission is a permanent cooldmdtody se
up to ensure coordinated efforts by federal exeeuipdies concerned and
the Bank of Russia in the sphere of AML/CFT.

The Interagency Commission addresses the topicaless of
interaction, including information exchange, worksit a coordinated
position on issues of international cooperationAML/CFT, discusses
proposed improvements to the AML/CFT system, exasithe relevant
draft laws and other interagency acts.

The Interagency Commission has set up special wgrgroups td
prepare proposals relating to AML/CFT issues. Intipalar, in 2008 —
lhalf 2009 the Working Group on Legal Issues, csiimgg of
representatives  from  Rosfinmonitoring, BoR, FSFM, ISS;
Roscomnadzor, Ministry of Finance, the Assay Chanaloe a number of
SROs, elaborated a number of draft laws aimed ptawement of the
AML/CFT system. Mentioned draft laws take into accb
Recommendations contained in th& JFound evaluation report on the
Russian Federation and then were discussed by titeragency
Commission. Recommendations on criteria and indisabf unusua
transactions were developed jointly with superwdmrdies.

Moreover, Rosfinmonitoring signed cooperation agreets with
the relevant supervisory bodies (including with thesay Chamber, th
Federal Notaries Chamber, the Federal Lawyers Cagmb

Rosfinmonitoring constantly disseminates informatielating to the
highest-risk institutions in terms of ML/TF for gaoses of inspections
including unplanned inspections.

®

Recommendation of Russia should also examine the use of cash indhkastate sector in
the  MONEYVAL order to be sure that there are no important gapshie AML/CFT syster,
Report as it relates to this sector.

junt

Measures taken to In Russia, cash settlement between legal persowelaas between a
implement the |legal person and a natural person conducts entreprship without
Recommendation  of establishing a legal person (including real estagents) is strictly
the Report regulated in terms of the possible transaction amn@oot to exceeding
RUB 100,000 under each contract between mentioeezbps) and use of
cash for a specific purpose (BoR Directive dated@e 2007 No. 1843
U). A limit applies to cash amount that may be etioait the cashier desk pf
a legal person, which is controlled by a credititngon.
Non-cash payments between legal persons via accopened with
credit institutions is a mandatory procedure. (BbRvision No. 2-P).
This procedure considerably reduces the possilititya real estats
agents to use cash payments. This is confirmedhbyntumber of real
estate transaction reports submitted by banks nvithe framework of
mandatory control. For customers of institutionsfgrening as real esta
agents, payments via credit institutions are melialsle and minimize th
risk of fraudulent schemes (payment using couriterieney, customer’
deceit ).

1%
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(Other) changes since
the last evaluation
Recommendation 10 (Record keeping)
I. Regarding financial institutions
Rating: Largely compliant
Recommendation of ; in i ;
the VNS AL Russia should close gaps in its legal system commgdata storage.
Report
Measures taken tp Item 4 of Article 7 of AML/CFT Law contains a direiostruction that
implement  the all documents relating to monetary funds and ogineperty transactions ds
Recommendation of we|| as information required for identification stube stored for five
the Report years. This period commences from the day of teation of relations
with the customer.
Recommendation of Russia should revise the AML/CFT Law to include thik requisite
the  MONEYVAL | requirements for information storage, even if thisuld duplicate the
Report requirements established in other laws.
Measures taken to Russia has analyzed the provisions of the curregfslation
implement thel concerning the requirements for information storagibe process of
Recommendation  of jmplementing significant amendments to AML/CFT kgtion is currently
the Report underway. The need for amendments that would dcafeliother laws ir
which relevant requirements for information storage set out will be
considered additionally.
(Other) changes since
the last evaluation
Recommendation 10 (Record keeping)
Il. Regarding DNFBP?2
Recommendation of Russia should review the AML/CFT regime as it agpto DNFBPs and
the  MONEYVAL | ensure that all of the relevant criteria are addsed. For casinos, real
Report estate agents and dealers in precious metals aodest the basic
recommendations set out earlier in this report irelation to
Recommendations 5, 6 and 8-11 are applicable, asethentities are
subject to the full effect of the AML/CFT Law irsRia.
Russia has analyzed the application of the AML/Cfgime to all
Measures taken tbdesignated non-financial businesses and profes¢iNEBPS).
implement ~ thel Ryssia has established unified AML/CFT requiremdatsboth Fls anc
Recommendation  of the majority of DNFBPs — for casinos and gamblinglais, jewellery
72 [ezfpent businesses, real estate agents, and pawnshops.
The relevant measures taken to eliminate the eéeftés detected and
implement experts’ recommendations to improve thMLACFT system in
order to ensure compliance with Recommendationsd514 fully apply to
the aforesaid types of DNFBPs.
Rosfinmonitoring has elaborated recommendationshi@implementation
of the requirements of the AML/CFT Law to keep nelso(Informative
Letter No. 2 dated 18 March 2009), which have bbesught to the
attention of the institutions concerned and publishon the official
Rosfinmonitoring website.

2j.e., part of Recommendation 12.
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The said recommendations must mandatory be incatgabr by the
institutions into their internal control rules, ssnthe AML/CFT Law and
the Russian Government Decision No. 983-r reqhia¢ tecommendation
issued by the FIU should be taken into account.

Rosfinmonitoring has elaborated draft law which agrrently being
considered by the State Duma. The draft law costamendments t
Article 7.1 of the AML/CFT Law, which fully extenthe requirements @
Article 7 to lawyers, notaries and auditors (imterof developing interng
control rules and procedures, identifying custonaams beneficial ownerg
recording the necessary data, and reporting irdtom to the competer
authority).

%)

— —h O

|

—*

Recommendation f
the MONEYVAL

Report

0

In relation to lawyers, accountants and notariepedfic provisions tg
address all of the relevant criteria in Recommerutes 5, 6 and 8-11
should be developed. In particular, extending tH2DCrequirements tg
include their full range in the legislation. Russihould also take steps
examine ways of increasing the effectiveness opliamee with AML/CFT]|
requirements in these sectors.

o

t
the
o)

Measures taken
implement
Recommendation

the Report

D

f

The above mentioned Federal draft law “On Amendmént the
Federal Law “On Combating Legalisation (Launderin§)Proceeds fro
Crime and Financing of Terrorism”, which is beingmined by the Stat
Duma, would extent all CDD requirements to lawyenstaries, an
persons providing legal and accounting services.

Rosfinmonitoring has elaborated recommendations fitre
implementation of the requirements of the AML/CFaw.to keep record
(Informative Letter No. 2 dated 18 March 2009), ethhave been brought
to the attention of the institutions concerned podlished on the official

Rosfinmonitoring website.

The said recommendations must mandatory be incatgabrby the
institutions into their internal control rules, ssnthe AML/CFT Law and
the Russian Government Decision No. 983-r reghiat tecommendations
issued by the FIU should be taken into account.

Rosfinmonitoring record-keeping recommendationsaéguapply to
lawyers, notaries and accountants.

(Other) changes since
the last evaluation
Recommendation 13 (Suspicious transaction reporting
I. Regarding financial institutions
Rating: Largely compliant
Recommendation of Russia should criminalize insider trading and marnk&nipulation, so as
the  MONEYVAL | to enable FlIs to report STRs based on the suspittiah a transaction
Report might involve funds generated by the required raofgeriminal offences.
Measures taken tp Federal draft law “On Amendments to the Criminald€oof the
implement the Russian Federation and the Criminal Procedure Cafdéhe Russiar
Recommendation of Federation” (establishing punishment for offencesising considerable
the Report damage to rights and interests of natural and lpgedons in the securitigs
market), which envisages criminal liability for pei manipulations in the
securities market; passed by the State Duma of Rbssian Federal
Assembly in the first reading on 8 May 2008.

Additionally, in order to implement recommendaspmcluding the
ones listed in this item, the “Recommendationsdeveloping criteria for
detecting and identifying signs of unusual transast have beer

14



elaborated and adopted by Rosfinmonitoring’s ofdier 103 dated 8 May
2009.

Meanwhile, the Russian Federation Financial Mabetelopment Strateg
till 2020, adopted by the RF Government Resolutiated 29 Decembe
2008 No. 2043-r, establishes mandatory requiremétsexchanges t
monitor non-standard futures transactions and lemadhe powers g
exchanges to control price manipulations and imsidaling in order tg
ensure timely detection of price manipulations amgider trading in the
futures market.

Recommendation o
the MONEYVAL
Report

f Russia should finally introduce the obligation teport transaction

attempts by one-time customers.

Measures taken t
implement the)
Recommendation o

the Report

D

f(Laundering) of Proceeds from Crime and Financih@errorism”, which

The State Duma is considering the Federal draft [d@n
Amendments to the Federal Law “On Combating Legtbs

envisages the right of institutions carrying owdtngactions with monetar
funds or other property to deny the customer’'sdaation order in thg
following cases:

- failure to present documents needed to recora (liatormation) in
cases established by the AML/CFT Law;

- there is information or other circumstances giMieasons to believ
that a transaction is carried out with the purpagfemoney laundering o
terrorist financing. Under item 13 of Article 7 &&ML/CFT Law,
information about a denied transaction must be rtedo to
Rosfinmonitoring.

Recommendation 0
the MONEYVAL
Report

f Russia should raise the awareness in the non-Cldtla minimum
through an enhanced training programme. The trajrshould not only
focus on the legal obligations, but also include teasons for establishin
an AML/CFT system, as well as examples, typolamdscases.

Measures taken t
implement the)
Recommendation o

the Report

D “The Provision on the requirements for the traingmgl education o
personnel for institutions carrying out transactiamith monetary fund
and other property in order to prevent money latindeand terrorist
financing” was adopted by Rosfinmonitoring’s Ordiated 1 Novembe
2008 No. 256 (agreed with the FSFM).

In implementing this provision, Russia has broadecensiderably
the coverage of FI personnel in educational andhitrg programs
including using the resources of the InternationBdaining and
Methodological Centre of Financial Monitoring edisitted by
Rosfinmonitoring.

According to this Provision, the compliance offigeand othe
employees of the institution (including managersistrundergo mandator
AML/CFT training. Training should be conducted irffefent forms — in-
house training (directly at the institution) at thiage of recruitment an
periodical training necessitated by changes in lawsnternal contro
procedures in place at the institution. Trainisgrovided according t
the Standard Training Program adopted by Rosfintadng. As a separat]
subject the Program offers lectures on matters etealing unusua
transactions and deals, case studies, money langdemologies and
specific ML/TF schemes and methods. In particutasix months of 2004
Rosfinmonitoring contributed to 88 educational dgethat provided
training for over 3,000 employees of institutioR®scomnadzor held 12
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trainings and provided training for more than 20,6Post of Russig
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employees in 2008.

Meanwhile, the International Training and Methodptal Centre of
Financial Monitoring has carried out the following:

- Standard Training Program for employees of tastins carrying
out transactions with monetary funds and other entyp adopted by
Rosfinmonitoring on 28  April 2009, and Methodolagi
Recommendations on AML/CFT training are being auttyemplemented,;

- a training system for employees of institutionarrging out
transactions with monetary funds and other propestyich covers al
federal districts of Russia with unified centratizelatabase is being
created;

- training for DNFBPs has been singled out intepasate course ¢
educational and methodological work at the Intéomal Training and
Methodological Centre of Financial Monitoring.

\E4

—h

(Other) changes sinc
the last evaluation

D

Recommendation 13 (Suspicious transaction reporting

Il. Regarding DNFBP3

Recommendation 0
the MONEYVAL
Report

f Russia should take steps to ensure that all in&iita covered by th
requirement to report STRs are aware of the diffeee between thege
reports and those relating to mandatory control.

D

Measures taken t
implement the)
Recommendation 0
the Report

D Detailed recommendations on detecting, recordind examining
unusual transactions are provided in the aforesad wording of the
f recommendations on developing internal controlsiulehich replace th
current recommendations adopted by the Russian r@meamt Decision
No. 983-r, (currently being considered by supemyisoodies). The new
recommendations require institutions to developa of their interna
control rules a special program for detecting binéimsactions subject to
mandatory control and suspicious transactions ghpwsigns of
involvement in ML, and offer a number of recommeiiaas on detecting
and examining unusual transactions. Rosfinmonigoribrder No. 103
dated 8 May 2009 adopted the recommended critener(30) and
indicators (close to 60) of unusual transactiortsictv have been expanded
considerably with the indicators of newly deteaedisual transactions and
ML/TF schemes.

A special program for detecting suspicious transast involves
examining the rationale and purpose of unusualstretions by the
customer, recording the findings in writing, and algming other
transactions of the customer in order to justiy $ispicious.

Besides, the institution must verify customer datainformation
about the customer’s transaction in order to judtie suspicions that the
customer’s transaction is carried out in ML/TF mses.

Institution’s executive makes the final decision ¢tassify the
transaction as suspicious and file an STR with Rosfnitoring.
Moreover, the institution may take a number of thkowing additional
measures — request the customer to provide expasatadditional

D

information explaining the economic rationale oé tlnusual transaction;

3j.e., part of Recommendation 16.
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pay heightened attention to all transactions & thistomer.

Besides Recommendations No. 983-r, the differenbesveen
reporting transactions subject to mandatory contapid detecting
examining and reporting unusual transactions musst elplained tc
reporting institutions during standard training gnam (conferenceg
seminars) provided by the most experienced reprathess of supervisory

bodies and Rosfinmonitoring. Such training is maogdain accordance

with the Rosfinmonitoring’s Order dated 1 Novemid08 No. 256
approving the Provision on the requirements forttheing and educatio
of personnel for institutions carrying out trangas with monetary fund
and other property in order to prevent money latindeand terrorist
financing.

According to this Provision, the officials and atlenployees of the
institution (including managers) must undergo mamga AML/CFT
training. Training should be conducted in differdiotms — in-house
training (directly at the institution) at the stagd recruitment ang
periodical training necessitated by changes in lawsnternal contro
procedures in place at the institution. Trainisgrovided according t
the Standard Training Program adopted by Rosfintadng. As a separat]
subject the Program offers lectures on matters etealing unusua
transactions and deals, case studies, money langdemologies and
specific ML/TF schemes and methods.

In particular, in six months of 2009 Rosfinmonitayicontributed to 8§
educational events that provided training for &/@00 employees of FIs.
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Recommendation o
the MONEYVAL
Report

f

For lawyers, notaries and accountants, Russia ghtalke steps to improy
understanding of the requirements in this areaggithe current low leve
of reporting, and the lack of information available evaluate the
effectiveness of the regime.

Measures taken t
implement the)
Recommendation 0

the Report

D

The Russian Ministry of Finance, the supervisorgybm this area
issued a special guidance on 31 March 2009 expkito auditors ang
audit firms the differences between transactionkjesti to mandatory
control and suspicious transaction reporting. Téiiter is available on th
official Ministry of Finance website and has beentso professional aud
associations in particular to 49 educational andhodplogical centre
which provide professional development traininggoams for auditors, if
frames of which 214 auditors were trained in 2008.

Explanations concerning the implementation of ttentifications
procedure and risk assessment of the ML/TF trdiosecby the custome
are provided in Rosfinmonitoring’s Informative LettNo. 2 dated 1
March 2009 the document is also recommended foydesy notaries an
auditors use. By Rosfinmonitoring’s Order No. 1Q8edl 8 May 2009
new wording of recommendations on the criteria mditators of unusua
transactions that must be taken into account upgslementing intern

I
control procedures by notaries, lawyers, and arglit@s adopted. The sﬂid

recommendations contain indicators that must bel,uk® example, tg
detect fictitious firms, frontmen, etc.

Permanent trainings are offered to lawyers, nataai® auditors with
the participation of supervisory bodies (the Lavgy€hamber, the Notarig
Chamber, the Ministry of Finance) and Rosfinmomitprrepresentatives i

— (D

\*2J

r
3
j
2}
I

order to clarify issues of AML/CFT Law implementati

17



(Other) changes sinc
the last evaluation

[¢]

Special Recommendation Il (Criminalization of terrarist financing)

Rating: Largely compliant

=

Recommendation of Russia should establish the offence of theft dieanenaterial and expan
the  MONEYVAL | the TF offence to include this new offence.

Report
Measures taken toRussia has developed and submitted foraihygroval of the State Duma t
implement the Draft Law “On Amendments to Particular Legislatifets of the Russian

>4

Recommendation  of Federation in the Sphere of Anti Money Launderimgl £ombating the
the Report Financing of Terrorism”, which would supplement thst of terrorist
offences in note 1 to Article 205.1 of the RF Cnali Code with crimes
stipulated in Article 220 of the RF Criminal Cod#li¢gal handling of
nuclear materials or radioactive substances”) anitld 221 of the RH
Criminal Code (“Theft or extortion with intent tagzure nuclear materials
or radioactive substances”). So now the TF offesdeninalises the
financing of all the offences that are listed i thnnex to the Terroris
Financing Convention.

—

Recommendation of Russian authorities should reconsider their positiconcerning the

the  MONEYVAL | criminal liability of legal persons.
Report

Measures taken tp As for liability of legal persons, analysis of Epean experienc
implement thel relating to criminal prosecution of legal persorm fML/TF-related
Recommendation  of offences produced the following findings:

the Report 1) Russia did not assume international commitmemiser which
legal persons involved in ML/TF crimes must be euabjspecifically to
criminal prosecution. The relevant provisions ofemational treaties
ratified by Russia envisage criminal, civil or admtrative liability with
the only condition that such sanctions be effectipeoportionate an
preventive in nature;

2) Analysis of international criminal laws indicatehat criminal
liability of legal persons essentially comes doventivo measures: a)
liquidation of the legal person with confiscatiod is property or
disqualification from a particular type of activitly) a large fine. All thes
measures are stipulated in Russian laws as sasdgainst legal persons
engaged in terrorist or extremist activities, whidhclude terrorist
financing, are involved in money laundering, or oaitother illegal acts.

3) Consequently, currently there is not enoughifjoation for the
creation of the institute of criminal liability déeégal persons in the Russian
legal system, although this issue should be redersd in the future.

At the same time it should be noted that the atdeBraft Law “On
Amendments to Particular Legislative Acts of fRgssian Federation in
the Sphere of Anti Money Laundering and Combatimg Financing of
Terrorism” contains an item that supplements Agtith.27 of the RF Code
of Administrative Offences with a new part (Part 8)hich sets forth
liability for a violation of AML/CFT laws, which haresulted in money
laundering or terrorist financing. Liability ofdial persons for this offenge
is considerably strengthened.

4]
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(Other) changes sinc
the last evaluation
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Special Recommendation 1V (Suspicious transactioreporting)
I. Regarding financial institutions

Rating: Partially compliant

Recommendation of Russia should issue TF guidance to enhance thetigéfieess of the system

the  MONEYVAL | for filing TF STRs.
Report

Measures taken to The obligations of reporting institutions to faad forward TF STR
implement ~ the| are set out in the AML/CFT Law (Article 7, items2,10). More detaile
Recommendation  of recommendations on detecting transactions that beagssociated wit
the Report ML/TF are contained in Rosfinmonitoring Order N@41dated 11 Augus
2003, as well as in the following BoR letters:

- BoR Letter dated 13 July 2005 No. 99-T “On metblodical
recommendations for credit institutions developiimgernal controls
designed for anti money laundering and combating fimnancing of
terrorism”;

- BoR Letter dated 27 April 2007 No. 60-T “On thpesifics of
customer service by credit institutions using texdbgies of remote access
to the customer’s bank account (including Intetetiking”);

- BoR Letter dated 28 September 2007 No. 155-T ‘i@valid
passports”;

- BoR Letter dated 30 October 2007 No. 170-T “Om 8pecifics of
providing banking services to non-resident legatspes that are ng
Russian taxpayers”;

- BoOR Letter dated 2 November 2007 No. 173-T “Ore th
recommendations of the Basel Committee for Banuagervision”;

- BoR Letter dated 26 November 2007 No. 183-T “O@walid
passports”;

- BoR Letter dated 18 January 2008 No. 8-T “Onadpplication of
item 1.3 of Article 7 of the Federal Law ‘On Antidviey Laundering and
Combating the Financing of Terrorism’ ”;

- BoR Letter dated 13 January 2008 No. 24-T “Orsing the
effectiveness of preventing suspicious transactjons

- BoR Letter dated 4 July 2008 No. 80-T “On stegpirp control
over individual transactions in promissory notes rgtural and legal
persons”;

- BoR Letter dated 3 September 2008 No. 111-T “@isimg the
effectiveness of preventing suspicious transactinsustomers of cred
institutions™;

- BoR Letter dated 1 November 2008 No. 137-T “Oising the
effectiveness of preventing suspicious transactjons

- BoR Letter dated 23 January 2009 No. 8-T “Suppleting BoR
Letter dated 1 November 2008 No. 137-T";

- BoR Letter dated 10 February 2009 No. 20-T “Olatiens with
financial institutions of the USA”;

- BoR Letter dated 27 February 2009 No. 31-T “Oformation
published on the Rosfinmonitoring website”.

Additionally, in order to implement recommendatipimeluding the
ones listed in this item, the “Recommendationsdeveloping criteria fo
detecting and identifying indications of unusushnsactions” have been
developed and adopted by Rosfinmonitoring order Ni8 dated 8 May
2009. Reporting entities  should use these recamdations when
developing their internal control rules. Notablye tlist of both criteria and

— ) = UJ

—

—
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indicators is not exhaustive, but contains a specnotion for the
institutions to include additional relevant crigdindicators at the
institution’s discretion.

The presence of criteria and indicators in interc@htrol rules is
required by the AML/CFT Law and the absence of stesults in the
refusal to approve the institution’s internal cohtules.

Reporting institutions must develop internal cohtrdes ( this is @
mandatory AML/CFT Law obligation) on the basis bEtprovisions of
this Law, the Know-Your-Customer obligations, ahd tabovementione
recommendations of supervisory bodies. The devdldpternal control
rules and criteria contained in them serve asgthidance for filing TH
STRs by reporting institutions.

(Other) changes sinc
the last evaluation

D

Speci

al Recommendation IV (Suspicious transactioreporting)
Il. Regarding DNFBP

Recommendation of Russia should issue TF guidance to enhance thetigéfieess of the system
the  MONEYVAL | for filing TF STRs.
Report
Measures taken tp“Recommendations for developing criteria for detegtand identifying
implement  the| indications of unusual transactions” have been ldpeel and adopted by
Recommendation  of Rosfinmonitoring order No. 103 dated 8 May 2009p&tng entities
the Report should use these recommendations when developgigititernal control
rules. Notably, the list of both criteria and iraliors is not exhaustive, but
contains a special notion for the institutionsriolude additional relevant
criteria/indicators at the institution’s discretion
The presence of criteria and indicators in interc@htrol rules is
required by the AML/CFT Law and the absence of stesults in the
refusal to approve the institution’s internal cohtules.
Reporting institutions must develop internal cohindes (this is @
mandatory AML/CFT Law obligation) on the basis bEtprovisions of
this Law, the Know-Your-Customer obligations, ahd tabovementioned

recommendations of supervisory bodies. The develapgernal control
rules and criteria contained in them serve as gthidance for filing TF
STRs by reporting institutions.

(Other) changes sinc

D

the last evaluation
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3.

Other recommendations

In the last report the following FATF recommendasiovere rated as “partially compliant” (PC)
or “non compliant” (NC) (see also Appendix 1). Bleaspecify for each one what measures, if
any, have been taken to improve the situation emgleément the suggestions for improvements
contained in the evaluation report.

Recommendation 6 (Politically exposed persons)

Rating: Partially compliant

Recommendation 0
the MONEYVAL
Report

f Further guidance should be given as to the requinets for dealing with
existing customers who are found to be foreign ipulgersons,
establishing the source of wealth and conductingaened ongoing du
diligence Also, the measures should extend to logsdebwners. Russig
should also consider extending the provisions étuitle domestic PEPs.

L)

t
e
0

taken
th

Measures
implement
Recommendation
the Report

D Russia adopted Federal Law No. 121-FZ dated 3 2008, which
establishes the following additional obligations iftstitutions carrying ou
f transactions in monetary funds when serving for&ig®s:

1) take reasonable measures available under thantstances t
detect foreign PEPs among the existing or poteptigate customers;

2) provide services to foreign PEPs only based amitéen decision
by the executive of the institution carrying owrtsactions with monetar
funds and other property, or the executive’'s depagywell as the manag
of the separate unit of the institution carryingt dtansactions with
monetary funds and other property, to whom thetin&in’'s executive of
his deputy authorised the appropriate power;

3) take reasonable measures available under tbantitances t
determine the sources of monetary funds or othepegsty owned by thg
foreign PEPs;

4) regularly update the information at the dispasfalhe institution
carrying out transactions with monetary funds atttkio property abou
foreign PEPs among its customers;

5) pay particular attention to transactions withnetary funds an
other property carried out by foreign PEPs, thpouses, family membel
(direct family members in the upward or downwardeli(parents an
children, grandparents and grandchildren), blobtirgis and half siblings
(siblings having a common father or mother), ad@pgiarents and adopte

institution.

Russia adopted Federal Law No. 273-FZ
corruption” dated 25 December 2008. The Law esthbl the basi
principles of countering corruption, legal and aengational fundamental
for preventing and combating corruption, minimiziawgd (or) eliminating

Presidential Decree dated 18 May 2009 No. 557pksitiéng lists of state
employees who are obligated to report on their thiett family memberg
income. Therefore, Russia has created the lega¢ li@s monitoring
incomes of Russian PEPSs.

Russia has analyzed the expedience of extendingsuresa of

children) or on behalf of such persons, if they @ustomers of the credi

“On courgeri

consequences of crimes of corruption. It is suppleed by the RF

t
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enhanced transaction monitoring to Russian PERR,the analysis result
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presented to the Russian Government. Such appisamnsidered to b
expedient, and the elaboration of appropriate daaft is underway.

A number of organizational measures have beenaalgpted.

Under the RF Presidential Decree dated 6 Septeptiis No. 1316

“On certain issues of the Ministry of Internal Affa of the Russian

Federation” the anti-organized crime service wasganized, and dutie
of combating corruption were assigned to the RusdidlA units
counteracting economic crimes.

1%

S

(Other) changes sinc|
the last evaluation

[¢)

Recommendation 7 (Correspondent banking)

Rating: Partially compliant

Recommendation 0
the MONEYVAL
Report

f All of the relevant criteria should be set out awl regulation or othe
enforceable means, particularly the need to undedtthe nature of th
respondent bank’s business and to ascertain wheterrespondent’
AML/CFT system is adequate and effective. The mexpant to documer
the respective AML/CFT responsibilities of banksutth also be covered
and Russia should consider formalizing its requeais in relation tg
payable-through accounts.

D

—

Measures taken t
implement the)
Recommendation 0

the Report

D Federal draft law “On Amendments to Article 7 oé thederal Law
“On Combating Legalisation (Laundering) of Proced&dsn Crime and

fFinancing of Terrorism” and Part Two of the Civib@ of the Russia

Federation” stipulates that, while establishing respondent relations
credit institutions must make reasonable measuvedabdle under the
circumstances to obtain — in addition to the infation stipulated in this

Article — information about the adequacy of AML/CHKieasures bein
undertaken by the credit institution or non-restdesink with which they
expect to establish correspondent relations.

Py
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(Other) changes sinc|
the last evaluation

[¢)

Recommendation 8 (New Technologies and Non-Faceface Business)

Rating: Partially compliant

Recommendation 0
the MONEYVAL
Report

f Russia should analyze the existing limited requiets (which mostly
relate to remote banking) and implement appropriaeasures based ¢
analysis findings.

Measures taken t
implement the)
Recommendation 0

the Report

b BoR has analysed the possible abuses in this spinerastarted particula
activity in preparation a number of differentiateteasures aimed
fdecreasing ML/TF risks when a client carries cams$actions using remo

identification procedures and carrying our AML imtal control. This
work will result in adoption of new wording of BoRegulations #262-f
dated 19 August, 2004 “On the Identification by @rdnstitutions of
Clients and Beneficiaries for the Purposes of Cdmbalegalization
(Laundering) of Proceeds from Crime and Financih@§esrorism”.

banking service technologies and including appreacto the clients
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(Other) changes sinc|
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the last evaluation
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Recommendation 11 (Unusual transactions)

Rating: Partially compliant

Recommendation

(o)

the MONEYVAL

Report

and purpose of all unusual transactions and tofeeth the findings of
such examinations in writing and to keep such figdi available for
competent authorities and auditors for at lease firears. Russia shou

distinction between mandatory threshold reportirgRUB 600 000) ang
examining the background of unusual transactiorisoARussia shoul
provide more guidance to the Fls, especially to enalear that the type
of unusual transactions listed in laws and reguas are neithe
exhaustive nor closed.

Measures taken
implement
Recommendation
the Report

t
the
o)

developing internal control rules, which replace$e t current
f recommendations adopted by RF Government Decismn983-r and is
being currently considered by the supervisory tmdide new wording o
Decision No. 983-r envisages the development afogram for detecting
transactions subject to mandatory control and wmlusansactions. A
part of this program the procedure according toctithe institution mus
examine the rationale and purpose of unusual tcéinsa and record th
findings in writing should be developed (item 3)3.3Vloreover,
institutions must monitor and control current ti@et®ns to assess the ri
of ML/TF in the customer’s transactions and corngyamonitor the
customer’s transactions in case of heightenedatisknusual transactior
in the customer's activity. Pursuant to the new dimg of the
Recommendations, the internal control rules mustugie a program o
information and records storage, which obligatesitistitution to store th
findings of the examination of the rationale andpmses of unusué

with the customer (item 3.10.1).
Furthermore, the record-keeping program must erthatenformation anc
records are stored in such a way that would madwn thvailable timely tg

Russian legislation within their respective termhsaference (3.10.2).
The new wording requires institutions to developasg of their interna

mandatory control and unusual transactions showiigigs of involvemen
in ML, and offers a number of recommendations orea#g and
examining unusual transactions.
The institution is required to establish a proceddor detecting
transactions with specific indicators that may eefllink with ML. The
institution must develop these indicators taking iaccount the specifig
of its activity and Rosfinmonitoring recommendason
The institution must examine the rationale and pses of unusus
transactions and record the findings in writing.si8es, the institutior
must verify customer data or information about ¢hstomer’s transactio
in order to justify the suspicions that the custom&ansaction is carrie
out in ML/TF purposes.

Institution’s executive makes the final decisionctassify the transactio

f Russia should require Fls to examine as far as iptesshe background

additionally make sure that FIs are no longer caefti about the

b Rosfinmonitoring has prepared a new wording of nemendations on

transactions for at least five years from the déteermination of relations

the competent authority and other state authoritiesases stipulated in

control rules a special program for detecting boimsactions subject to
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as unusual or suspicious and file an STR with Rasfinitoring.

23



Moreover, the institution may take a number of tbkkowing additional
measures — request the customer to provide expmasatadditional
information explaining the economic rationale oé timusual transaction;
pay heightened attention to all transactions a&f thistomer.
A distinctive feature of transactions subject tondetory control is thaf
they must be reported to Rosfinmonitoring by virtdiehe requirements af
the AML/CFT Law regardless whether or not the tsitbn’'s employees
and executive have any suspicions.
Besides Recommendations No. 983-r, the differefet®een reporting
transactions subject to mandatory control and tiatgcexamining anc
reporting unusual transactions must be explaine@porting institutions
during standard training program (conferences, isars) provided by th
most  experienced representatives of supervisory iebodand
Rosfinmonitoring. Such training is mandatory in @dance with the
Rosfinmonitoring’s Order dated 1 November 2008 R&6 approving the
Provision on the requirements for the training addcation of personne
for institutions carrying out transactions with natary funds and othe
property in order to prevent money laundering amdbtist financing.
The number of STRs filed with Rosfinmonitoring iG8 has doubled that
testifies awareness raising of differences betweandatory control an
filing STRs. Pursuant to the AML/CFT Law and thewnwording of
Decision No. 983-r, the institution must developed#don criteria ang
signs of unusual transactions taking into accoupécigics of the
institution’s activity and Rosfinmonitoring recomndations developed
jointly with supervisory bodies. By the Order N@3ldated 8 May 2009,
Rosfinmonitoring approved a new wording of the raoeended criteria
and signs of unusual transactions, which must berporated into interna
control rules of organisations. The list of bothesta and indicators is ng
comprehensive, but contains a special referencetter institution to
include other criteria/indicators at the institmi® discretion.
Availability of criteria and indicators in interhaontrol rules is
required by the AML/CFT Law and the absence of tmeay result in the
refusal to approve the institution’s internal cohtules.
From 1 January 2007 to the present the BoOR issuaturaber of
regulations containing recommendations for credistifutions on
additional monitoring of transactions conducted eradit institutions,
which may be aimed at money laundering or terrdinstncing to provide
additional methodological support for detectionuoiusual or suspicious
transactions by credit institutions.
BoR Letter dated 27 April 2007 No. 60-T “On the cpéfeatures of the
service by credit organisations of clients with tlee of the technology ¢
distance access to the bank account of a clierdlu@img Internet
banking”; BoR Letter dated 28 September 2007 Né&-1L50n invalid
passports”; BoR Letter dated 30 October 2007 NO:-TL70n the Specia
features of the acceptance for bank servicing af-nesident juridica
persons which are not Russian taxpayers”; BoR tetged 2 November
2007 No. 173-T “On the recommendations of the B&mihmittee for
Banking Supervision”; BoR Letter dated 26 NovemB807 No. 183-T
“On invalid passports”; BoR Letter dated 18 Janu2®®8 No. 8-T “On
the application of item 1.3 of Article 7 of the Feedl Law “On Combating
Legalisation (Laundering) of Proceeds from Crimed dfinancing of
Terrorism”; BoR Letter dated 13 January 2008 NoT24Dn raising the
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effectiveness of preventing suspicious transactjoBeR Letter dated 4
July 2008 No. 80-T “On strengthening control ovatividual transaction
in promissory notes by natural and legal persoB&R Letter dated 3
September 2008 No. 111-T “On raising the effectdgmnof preventing
suspicious transactions by customers of credittitgins”; BoR Letter
dated 23 January 2009 No. 8-T “Supplementing BoRtekedated 1
November 2008 No. 137-T"; BoR Letter dated 10 Fahy2009 No. 20-T
“On relations with financial institutions of the B3 BoR Letter dated 27
February 2009 No. 31-T “On information published othe

Rosfinmonitoring website”; BoR Letter dated 01 Noneer 2008 No.137¢

T “On raising the effectiveness of preventing saispis transactions”

Recommendation 12 (DNFBP)

Rating: Partially compliant

Recommendation 0
the MONEYVAL
Report

f Russia should review the AML/CFT regime as it agpto DNFBPs an
ensure that all of the relevant criteria are addsed. For casinos, rea
estate agents and dealers in precious metals aodest the basi
recommendations set out earlier in this report irlation to

subject to the full effect of the AML/CFT Law irsRia.

t
the
0

Measures taken
implement
Recommendation

the Report

bRussia has analyzed the application of the AML/CEBime to all
designated non-financial businesses and profeséi¥EBPS).

f Russia has established unified AML/CFT requiremdatsboth Fls and
the majority of DNFBPs — for casinos and gamblinglais, jewellery
businesses, real estate agents, and pawnshops.
The relevant measures taken to eliminate the @efioes detected ar
implement experts’ recommendations to improve tMLACFT system in
order to ensure compliance with Recommendationsd5la fully apply to
the aforesaid types of DNFBPs.

Rosfinmonitoring has elaborated recommendationshi®implementatior
of the requirements of the AML/CFT Law to identggrsons being serve
(customers) and beneficial owners and keep recdidformative Letter,
No. 2 dated 18 March 2009), which have been brotmlite attention o
the institutions concerned and published on theiaffRosfinmonitoring
website.

The said recommendations must mandatory be incaigubr by the
institutions into their internal control rules, ssnthe AML/CFT Law and
the Russian Government Decision No. 983-r reqhia¢ tecommendation
issued by the FIU should be taken into account.
Rosfinmonitoring has elaborated draft law which asrrently being
considered by the State Duma. The draft law costaimendments t
Article 7.1 of the AML/CFT Law, which fully extenthe requirements o
Article 7 to lawyers, notaries and auditors (imterof developing interna
control rules and procedures, identifying custonaerd beneficial owners
recording the necessary data, and reporting infoomao the competen
authority).

Recommendations 5, 6 and 8-11 are applicable, asethentities are

|

{J

|
d

f

n

[~ o]

|

—t

Recommendation o
the MONEYVAL
Report

fIn relation to lawyers, accountants and notariepedfic provisions td
address all of the relevant criteria in Recommerwtest 5, 6 and 8-1]
should be developed. In particular, extending tHeDCrequirements ta
include their full range in the legislation. Russhould also take steps

fo

examine ways of increasing the effectiveness oplcamee with AML/CFT]
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requirements in these sectors.

Measures taken
implement
Recommendation

the Report

t
the
0

D

f

The aforesaid Federal draft law “On Amendmenthi&oRederal Law
“On Combating Legalisation (Laundering) of Procedédsn Crime and
Financing of Terrorism”, which is being examined the State Duma,
would extent all CDD requirements to lawyers, nesr and person
providing legal and accounting services.

Rosfinmonitoring has elaborated recommendations fibre
implementation of the requirements of the AML/CF&w to identify
persons being served (customers) and beneficiabmaand keep records
(Informative Letter No. 2 dated 18 March 2009), ethhave been brought
to the attention of the institutions concerned pablished on the official
Rosfinmonitoring website.

The said recommendations must mandatory be incatgarby the
institutions into their internal control rules, senthe AML/CFT Law ang
the Russian Government Decision No. 983-r reqhia¢ tecommendation
issued by the FIU should be taken into account.

Rosfinmonitoring identification and record keeping
recommendations equally apply to lawyers, notaresaccountants.

Besides agreements on cooperation in AML/CFT sphtsveen
Rosfinmonitoring and Federal Lawyers and Notaridsar@bers, botk
Chambers have published on their websites recomatiend for lawyers
and notaries on fulfilment of the requirements MLACFT legislation in
order to increase the effectiveness on preventidatection anc
suppression of ML and TF cases and explain theegitwe of informatiorn
reporting to Rosfinmonitoring.

n

n

1

Recommendation
the
Report

0

MONEYVAL

f

With a diverse range of supervisory bodies (Rogimitoring, the Assay
Chamber, the Federal Notaries Chamber and the Fademawyers
Chamber) Russia should take steps to co-ordinagetterall approach in
this area.

Measures taken
implement
Recommendation

the Report

t
the
0

D

f

The AML/CFT legislation designates Rosfinmonitoriag the body
responsible for coordinating of the activity of ettbodies with AML/CFT
powers.

In practice, coordination of AML/CFT activity of parvisory bodies
takes place parting the framework of the AML/CFTtehagency
Commission (hereafter — the Interagency Commisssehup by Ministry
of Finance Order dated 25 October 2005 No. 132n.in@ludes
representatives of state authorities and, via tbes@ltative Board at th
Interagency Commission, consisting of represergatiof self-regulating
organizations (SROSs).

The Interagency Commission is a permanent coolidipdtody set
up to ensure coordinated efforts by federal exeeuipdies concerned and
the Bank of Russia in the sphere of AML/CFT.

The Interagency Commission addresses the topicaliess of
interaction, including information exchange, wor&st a coordinatec
position on issues of international cooperationAML/CFT, discusseg
proposed improvements to the AML/CFT system, exasiithe relevan
draft laws and other interagency acts.

The Interagency Commission has set up special wgrgroups ta
prepare proposals relating to AML/CFT issues. Intipalar, in 2008 —
lhalf 2009 the Working Group on Legal Issues, iimgj of
representatives  from  Rosfinmonitoring, BoR, FSFM, ISS;
Roscomnadzor, Ministry of Finance, the Assay Chayrdred a number o

(4%
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SROs, elaborated a number of draft laws aimed atawement of the
AML/CFT system. Mentioned draft laws take into awcD
Recommendations contained in thé® 3ound evaluation report on the
Russian Federation and then were discussed by titeragency
Commission. Recommendations on criteria and indisabf unusua
transactions were developed jointly with superyidordies.

Moreover, Rosfinmonitoring signed cooperation agreets with
the relevant supervisory bodies (including with #h&say Chamber, th
Federal Notaries Chamber, the Federal Lawyers Cagmb

Rosfinmonitoring constantly disseminates informatielating to the
highest-risk institutions in terms of ML/TF for gpases of inspections,
including unplanned inspections.

®

Recommendation 0
the MONEYVAL

f Russia should also examine the use of cash indhkastate sector in

=1

order to be sure that there are no important gapshie AML/CFT syster
Report as it relates to this sector.
Measures taken toIn Russia, cash settlement between legal personelbas between a legal
implement the| person and a natural person conducts entrepremguvihout establishing

Recommendation 0
the Report

fa legal person (including real estate agentsyictigtregulated in terms of
the possible transaction amount (not to exceedib@® R00,000 unde
each contract between mentioned persons) and usashffor a specific
purpose (BoR Directive dated 20 June 2007 No. 18y 3A limit applies
to cash amount that may be stored at the cashslr afea legal person,
which is controlled by a credit institution.
Non-cash payments between legal persons via accopened with credit
institutions is a mandatory procedure. (BoR Praovisio. 2-P).
This procedure considerably reduces the possilbditya real estate agents
to use cash payments. This is confirmed by the meundb real estats
transaction reports submitted by banks within thenework of mandator
control. For customers of institutions performing i@al estate agent
payments via credit institutions are more reliadohel minimize the risk o
fraudulent schemes (payment using counterfeit morgstomer’s deceit ).

=
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(Other) changes sinc
the last evaluation

[¢)

Recommendation 14 (Protection & no tipping-off)

Rating: Partially compliant

Recommendation of Russia should extend the safe harbour provision #rel tipping off

the MONEYVAL
Report

prohibition to the Fls and their directors.

Measures taken t

implement ~ the| customers and other persons about AML/CFT measieg taken as on
Recommendation  of of the measures aimed at AML/CFT.

the Report

0 Article 4 of the AML/CFT Law classifies a prohilth on tipping off

D

Under item 6 of Article 7 of the AML/CFT Law, emplees of institutiong
reporting the relevant information to the competenithority are
prohibited from tipping off customers and othergoars.

The Federal Bill “On Amendments to the Federal L&m Combating
Legalisation (Laundering) of Proceeds from Crimed dfinancing of
Terrorism’ states that not only employees of thatitations disclosing thg
relevant information to the competent authority #lso managers of such
institutions shall not tip off customers of suctstitutions and other
persons about the AML/CFT measures being taken.

1%

(Other) changes sinc

the last evaluation

D
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Recommendation 15 (Internal control rules, compliane & audit)

Rating: Partially compliant

Recommendation
the
Report

MONEYVAL

0

f The Russian authorities should ensure that allédtblish and maintai
internal procedures, policies and controls to mamdgth AML/CFT and
prudential risks, and to ensure that these policesl procedures ar
comprehensively communicated to all relevant engglsy Financial
institutions and supervisory bodies should alsouemsthat training
programmes incorporate case studies and other gralclemonstrationg

able to detect signs of ML and FT when they oc®\ith respect tg
terrorism financing, Fls and supervisory bodies wWdoamend interna
control programme requirements to incorporate a enaomprehensiv
approach to CFT beyond the current practice of $ynghecking the list 0
designated entities.

Measures taken
implement
Recommendation

the Report

t
the
0

D Item 2 of Article 7 of the AML/CFT Law stipulategadt in order tg
prevent ML/TF the institutions carrying out transags with monetary
f funds and other property must develop internalredntiles and program
of their implementation, appoint special officémscharge of enforcing
such internal control rules and implementing suobggams, as well &
take other internal organizational measures fadhmirposes.

Internal control rules of an institution carryingtaransactions with
monetary funds and other property must include acemure for
documenting the necessary information, a procediare ensuring
confidentiality of information, qualification reqeiments for personne
training and education, as well as detection d¢atend indicators o
unusual transactions taking into account the siopscdf this institution’s
activity.

Internal control rules must be developed taking iaiccount the
recommendations approved by the RF Government, fandcredit
institutions — by the BoR with coordination with ®immonitoring, and
adopted in accordance with the procedure set outthey Russiar
Government.

The new edition of recommendations for developimgrnal control
rules, which replaces the current recommendatioltptad by Russia
Government Decision No. 983-r (and is being cutyergconciled with
the supervisory bodies), requires incorporating itite internal contro
rules a program which enables the institution teeas the degree (leve
of risk of the transactions carrying out by thetooser for the ML/TF
purposes (hereafter the risk) (item 3.2 of thetddafision).

Depending on the specifics of its activity and #pecifics of the
customer’s activity the institution must develojitesia for assessing th
degree of risk to be in line with the requirememstablished by
Rosfinmonitoring (3.2.1)., In order to assess tegrde (level) of risk an
track possible changes in the risk level, the fatin must conduc
constant monitoring of the customer’s transacti@?2.2). The institutior
must pay particular attention to transactions withnetary funds an
other property, which are carried out by a high-dastomer.

To inform on policy and procedures of all instituti employees
concerned, Rosfinmonitoring issued Order dated YeNter 2008 No
256, establishing requirements for the training addcation of personne

D

of both money laundering and terrorism financingesaployees are bette
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of institutions carrying out transactions with mtarg funds and othe
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property for the AML/CFT purposes.

The said order sets out the list of positions thaist pass throug
AML/CFT training (in particular, director of the stitution (institution’s
branch); deputy director of the institution (bra)yjctpecial official of the
institution (branch) in charge of enforcing intdrr@ntrol rules and
internal control implementation programs; chief @ottant (accountant)
of the institution (branch); employees of the leg@partment of the
institution (branch); lawyer, if any; employees ibfe internal contro
service of the institution (branch), if any; othemployees of the
institution (branch), taking into account the sfiesiof the institution’s
activity and its customers.

Training requirements obligate institutions to cocdtraining upon
recruitment, annual scheduled training, unschedtrigiding in respons
to changes in AML/CFT legislation and associategliiaions, as well a
targeted training — participation in conferencesnigars.

Institutions must conduct training based on a mmoyrthat mus
include:

a) studying normative legal acts in AML/CFT sphere;

b) studying the institution’s AML/CFT internal caoot rules and
internal control implementation programs in therseuof performance af
job duties by the employee, as well as measurdglafity that may be
applied against an employee for non-performance AML/CFT
legislation and other organizational and administeadocuments of th
institution adopted for internal control purposes;

d) practical classes in the implementation of m&kcontrol rules and
internal control programs;

d) procedure, forms and periodicity of testing AMET knowledge
and skills of employees;

e) participation of special officials in conferesceseminars and
similar events devoted to AML/CFT issues;

f) review of measures to be taken pursuant to RossiML/CFT
legislation.

Supervisory bodies and professional communitiesldmpnt the
relevant efforts in their respective sectors offthancial market.

For example, the Association of Russian Banks (thegest
organization of the Russian banking community) pepared a concept
for the development of standard programs and metbgital
recommendations for education and advanced traiirgpecial officerg
of credit institutions, which contains approaches einsuring quality
professional training and retraining of special ic#fs of credit
institutions. The concept has been supported btk

The FSFM has elaborated the Federal draft law “@reAdments tq
the Federal Law “On the Securities Market” and ptlegislative acts o
the Russian Federation” (in terms of prudential esvigion over
professional participants of the securities madaet procedure of paying
compensation to natural persons in the securitiket), which includes
issues of organizing the risk management systemafqorofessional
participants of the securities market or an assgtagement company.
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Recommendation of The Russian authorities should enhance existingvigpians
the MONEYVAL | regarding employee screening procedures to endwaedl employees af
Report Fls can be sufficiently screened. Screening proedushould take

criminal records into account, but should also a&ssthe vulnerability tg

29



corruption of each employee or group of employees.

b Professional skills of FI employees are testeddigi®@ishing qualification
f observance (Government Order dated 5 December 8605 15), which
include a higher education in the relevant speaciafta minimum of 2
years of work experience in AML/CFT as well as cdtetipn of
AML/CFT training.

Rosfinmonitoring Order No. 256 establishes mangatequirements tg
undergo systematic AML/CFT training for other Fl@oyees.
Pursuant to BoR Letter dated 30 June 2005 No. 9Q#Tthe organizatiorn
of legal risk and reputation risk management atitrimstitutions and
banking groups”, banks are recommended to focusopppte attention
on implementing the Know-Your-Employee principldéhiah puts in place
specific verification standards upon employee ridcrent as well ag
control over the selection and allocation of persdnspecific criteria fo
qualification and personal characteristics of erypés consistent wit
their workload and degree of responsibility.

The BoR takes into account the status of the bgnkisk managemer
system, including reputation and legal risks, wieealuating the credi
institution’s economic status pursuant to the Bare®ive dated 30 Apri
2008 No. 2005-U «On assessment of economic sthtuends» (items 1.’
and 4.1 of Appendix No. 6).

requirements for special officers responsible fateinal control rules

D

D

—

f Roscomnadzor and Post of Russia should take preacind
comprehensive steps to ensure that all employeal§ htanches of Pos
of Russia across the country have a good understgndf the Post’s
internal control programmes with respect to AML/CFaguirements o
the ICP, and that compliance units are sufficientlgined and fully
implementing all legal and regulatory requiremerdtated to AML/CFT,
The Russian authorities should work closely witlstRd Russia to ensuf
that the independent audit programme is being edraut effectively an
comprehensively at all branches to verify compleawith internal control
requirements across the country.

Measures taken t
implement the
Recommendation o
the Report
Recommendation o
the MONEYVAL
Report

Measures taken t
implement the
Recommendation o
the Report

b To improve AML/CFT work, Post of Russia has reoigad its
internal control system.

Responsibility for organizing and implementing & control
procedures for purposes of AML/CFT at Post of Russiassigned to th
Federal Postal Service Directorate. The Directgafienctions include
monitoring postal money transfers, reporting tratisas subject tg
mandatory control to Rosfinmonitoring, conductingernal audits o
subordinated divisions — postal offices. Post okdta has 82 Feder
Postal Service Directorates in all constituent testi of the Russia
Federation. All FPSDs were inspected by Roscomrradzbe framework
of the general supervision and Post of Russia endburse of interna
audit procedures during 2007-2008. Based on thet dindlings, the
management of divisions received letters aboutctideviolations ang
correctional measures needed.

f

2

All 918 head postal offices have Internal Contrallé® on post

2007 No. 459-p and coordinated with Rossvyazokhrtinka (resolutio
dated 18 September 2007 No. 33/4458). These Rulesthe main
document regulating the actions of personnel ariiden$ carrying ou
AML/CFT control.

money transfers adopted by Post of Russia Ordexdda® September
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To ensure full compliance with Russian AML/CFT Hgtion, a
new wording of Post of Russia Internal Control Rule being currently
reviewed and coordinated with Roscomnadzor.

All postal offices have guidelines which contaimugements tg
identify natural persons while carrying out tramsfequal to or exceeding
the threshold amount set by the AML/CFT Law.

In order to unify forms and pursuant to the Inté@antrol Rules
on customer identification requirements, Post ofstaissued Order No.
81-p dated 13 March 2007 approving new postal mdreysfer forms
with the field where the transfer originator mut ih with his or her
passport details. They are used in the postaleoffetwork upon accepting
(paying out) money transfers at all postal servered make it possible to
identify the transfer originator as well as recamiginator details upomn
suspicious transactions.

The replacement from old postal money transfer fotomnew ones$
was completed by April 2008.

All postal offices are supplied with regularly upei Terrorist List
compiled by Rosfinmonitoring. Notably, at computed postal offices
(55% of all POs) with data protection means thistlis available ir
electronic form.

Workplaces of employees of all 82 FPSDs — brandfd?ost of
Russia, who are responsible for organizing AML/Céointrol under the
Internal Control Rules, are automated; they hawecigp software with
data protection means, which is used to report dsfiRmonitoring any
money transfers subject to mandatory control opisumus transfers.

During annual seminars for Post of Russia brancbfgers of
branches undergo additional training in AML/CFT anternal control
rules, provided by Rosfinmonitoring and Roscomnadepresentatives as
part of training events.

Employees engaged in implementing the Internal @brRules
undergo annual training on AML/CFT issues.

A total of 128 training events took place in 20@&uring this
period training was provided for:

postal service operators -1p
515;

postal office directors -7 567;

postal office deputy directors -2 568;

head postal office workers -422;

branch administration employees - 532;

TOTAL: -21
604.

In the first half of 2009 the central headquarigr®ost of Russia
set up a 6-person financial monitoring sector a& [epartment for
Organization of Regional Work and Cooperation wittw Enforcement
of the Postal Security Directorate. The unit issprely fully stuffed.

At the same time, it is necessary to take into actthe fact tha
the aforesaid training requirements set out in iRosdnitoring Order No
256 also apply to organizations of federal postalise.

(Other) changes sinc
the last evaluation
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ecommendation 16 (Suspicious transaction reporting

Rating: Partially compliant

Recommendation 0|
the MONEYVAL
Report

f The authorities should continue working with lawgjenotaries ancg
accountants to ensure full compliance with the nexuents relating tc
internal control rules.

Measures taken t
implement the)
Recommendation 0|

the Report

D The Draft law “On Amendments to the Federal Law ‘Combating

Legalisation (Laundering) of Proceeds from Crimed dfinancing of
f Terrorism”, which proposes amendments to Article @f the AML/CFT
Law was drafted and submitted to the State Dumarder to ensurg
lawyers, notaries and auditors to comply with thguirements relating t
internal control rules. The draft law fully extenttse requirements @
Article 7 to lawyers, notaries and auditors (imterof developing interng
control rules and procedures, identifying custonaerd beneficial owners,
recording the requisite details, and reporting rimf@tion to the competent
authority).

— = O

|

Recommendation o
the MONEYVAL
Report

f Russia should take further steps to ensure thaereal institutions are
aware of the need to pay special attention to gusts from countries tha
do not sufficiently apply the FATF Recommendations.

1t

Measures taken
implement
Recommendation

the Report

t
the
0

D The draft law “On Amendments to the Federal Law ‘©Qymbating

Legalisation (Laundering) of Proceeds from Crimed dfinancing of
f Terrorism” and the RF Code of Administrative Offest proposes
amendments to subparagraph 2 of item 1 of Artiélef the AML/CFT
Law, which specifies the requirements for mandatagntrol of
transactions with monetary funds and other propeifftghey essentially
constitute a crediting or transfer of monetary fun an account
provision or receipt of credit (loan), or transan8 in securities, where
least one of the parties is a natural or legal grerggistered, residing ¢
located in a country (on a territory) that does apply or insufficiently
applies FATF recommendations, or where the sarsaetions are carrie
out via an account with a bank registered in the sauntry (on the sai
territory). The list of such countries (territorfjess determined in
accordance with the procedure set out by the Rusa@avernment, takin
into account FATF statements. The said list isexiiijp publication.

The official Rosfinmonitoring website publishes HABtatements
urging to pay particular attention to transactiaith persons from the sai
countries and territories to be used by institidiavhile implementing
internal control procedures.

The same practice applies to statements issue&BBE.
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(Other) changes sing
the last evaluation
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Recommendation 17 (Sanctions)

Rating: Partially compliant

D

D

=

Recommendation of Russia should amend article 15.27 Code of Admatise Offences t(

the  MONEYVAL | ensure that the main violations of the AML/CFT Lawe covered

Report especially regarding non compliance with the regment to identify th
customer and the beneficial owner and to elevaenthximum amount fg
fines against officials of financial institutions.

Measures taken tp Jointly with the ministries and agencies concerimsfinmonitoring

implement the elaborated the Federal draft law “On Amendments Individual

Recommendation of
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the Report

Legislative Enactments of the Russian Federatiothé Sphere of Ant
Money Laundering and Combating the Financing ofrdresm”, which is
currently being considered by the State Duma. dhaft law will
introduce administrative liability for non-complies with the AML/CFT
legislation by the institution carrying out trangans with monetary fund
or other property, which would result in a warnimgadministrative fineg
for officials amounting to from twenty to fifty tlusand rubles o
disqualification for a period of up to one yeart fegal persons - fifty tg
five hundred thousand rubles and administrativgpesasion of operation
for up to 90 days. Therefore, this elevates theimidimative liability of
officials who face disqualification in addition kigher fines.

At the same time, the said draft law would supplenfgticle 15.27
of the Code of Administrative Offences with new tRrwhich establishe
administrative liability for non-compliance with AMCFT legislation by
institutions carrying out transactions with mongtdunds and othe
property, lawyers, notaries and persons providiogroercial legal o
accounting services, if such non-compliance hasiltexs in money
laundering or terrorist financing.

These changes make it possible to cover all passiges of the
AML/CFT Law violations, both in terms of organizati and in terms o
implementing AML/CFT internal control rules, incing fulfilment of
internal control programs and procedures, custamer beneficial owne
identification requirements, documentation and riipg of information to
the FIU, record-keeping and staff training andoadion.

192}
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(Other) change
since the las
evaluation

Recommendation 21 (Special attention for higher ris countries)

Rating: Partially compliant

Recommendation o

f Russia should require FIs to give special attentibm business

mUUJ

the  MONEYVAL | relationships and transactions with persons fronmirocountries which dg

Report not or insufficiently apply the FATF RecommendatioRls should alsc
examine as far as possible the background and p&paf busines
relationships and transactions with persons fromrothose countries, t
set forth the findings of such examinations in imgitand to keep thes
findings available for competent authorities anddiors for at least five
years.

Measures taken tp The draft law “On Amendments to the Federal Law *

implement thel Combating Legalisation (Laundering) of ProceedsmfrcCrime and

Recommendation 0|
the Report

f Financing of Terrorism” and the RF Code of Admirdive Offences’
proposes amendments to subparagraph 2 of item Artimle 6 of the
AML/CFT Law, which specifies the requirements foaamdatory control o
transactions with monetary funds and other propeiftghey essentially
constitute a crediting or transfer of monetary futmwan account, provisia
or receipt of credit (loan), or transactions inwsées, where at least or
of the parties is a natural or legal person regsteresiding or located in
country (on a territory) that does not apply owiffisiently applies FATF
recommendations, or where the said transactionscamed out via arn

The list of such countries (territories) is detared in accordance with th

account with a bank registered in the said coudrythe said territory),.

On

a

procedure set out by the Russian Government, takitgaccount FATH
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statements. The said list is subject to publication

Recommendation 0|
the MONEYVAL
Report

f Since Russia reported that it has a legal structaorthe form of a new Lay
on Special Economic Measures, it should use thigtstre to implemen
countermeasures stipulated in Recommendation 21.

<

Measures taken t
implement the
Recommendation 0|

the Report

D The legal mechanism for implementing the Federal ldated 30
December 2006 No. 281-FZ “On Special Economic Messsuis well
structured and consistent. In case of a thredtemational interest of th
Russian Federation and basing on decisions of thssi& Security
Council and (or) Chambers of the Federal Assentbg/Russian Preside
decides to implement special measures. The RugS@mrernment ang
Central Bank elaborate the President’s decisioh thieir regulatory acts
while competent authorities ensure effective im@atation of these ac
within their competence. The important elementghid mechanism ar

publicity and strict parliamentary control.

f

D wn

Recommendation o
the MONEYVAL
Report

f As an urgent measure, Russia should establish afsebuntermeasure
that may be made obligatory for financial instituts of the country
continues to ignore FATF Recommendations.

Measures taken t
implement the
Recommendation o

the Report

D Under Article 3 of the Federal Law “On Special Econic Measures”
special economic measures include a prohibitioactibns with respect t
fa foreign state and (or) foreign institutions aidens, as well as persol
without citizenship who permanently reside in aefgn state, and (or) th
obligation to carry out such actions, as well dseptrestrictions. Among
others such measures may be aimed at:

- prohibiting or restricting financial transactions

- prohibiting or restricting foreign economic tractons;

- terminating or suspending international tradesagrents and othg
international treaties of the Russian Federatiorthan sphere of foreig
economic relations.

The grounds for applying the said economic measumesr part 2 o
Article 1 of the Federal Law “On Special Economieadures” are
combination of circumstances that require an urg&#ponse to a
international unlawful deed or an unfriendly act doyoreign state or it
agencies and officials, which poses threat to therests and security
the Russian Federation and (or) infringes on thltsiand freedoms of i
citizens, as well as pursuant to UN Security CduResolutions.

O
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-

172 Jn g <)

1=

(Other) changes sinc

D

the last evaluation
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Recommendation 22 (Foreign branches & subsidiaries)

Rating: Non compliant

Recommendation o
the MONEYVAL
Report

f The Russian authorities should consider harmonitiegexisting legal an

(-

regulatory framework to ensure that all foreign cgtéons — both branche
and subsidiaries of Russian Fls observe RussiadL/@FT
requirements. Existing guidance for credit institns on managing th
risk associated with foreign operations should kpasded to address ML
and TF risks as well as prudential risks. Russiagulators shoulc
consider issuing specific guidance to Russian tnedtitutions regarding
the need for increased vigilance over foreign ofiers in jurisdictions
that do not (or insufficiently) apply the FATF reemendations. Fls should
be required to inform their Russian supervisor whdoreign operation ig
unable to observe appropriate AML/CFT measures beeaof local
conditions.

[2)

D

Measures taken t
implement the
Recommendation o
the Report

f Financing of Terrorism” proposes the necessary adments to the

The draft law “On Amendments to Article the Fedetalw On
Combating Legalisation (Laundering) of ProceedsmfrcCrime and

AML/CFT legislation that would expand the Law'sesff in space. Once
the law enters into force, the AML/CFT requiremem be mandatory
for branches and subsidiaries of institutions éagyout transactions with
monetary funds and other property, which are latatetside the Russian
Federation.

The Federal draft law “On Amendments to Article f7tlee Federal
Law “On Combating Legalisation (Laundering) of R¥eds from Crime
and Financing of Terrorism” and Part Two of theiOBode of the Russian
Federation” proposes supplementing Article 7 of taw with a new iten
5.3, which obligates institutions carrying out saations with monetary
funds and other property to inform the competentvall as supervisory
authority that their branches and subsidiariestézt@n a foreign countn
(or on a territory) are partially or totally unable observe AML/CFT|
legislation or its certain provisions.

(Other) changes sinc
the last evaluation

D

Recommendation 23 (Regulation, supervision and mawoiring)

Rating: Partially compliant

Recommendation 0
the MONEYVAL
Report

f Russia should — as a matter of urgency — strengthemegime to prever

—

criminals from becoming major shareholders in a I&§1 amending thé
Banking Law to lower the threshold from 20% to 10%p,ensuring tha
every person who, directly or indirectly, holds mahan 10% of the
shares or the votes of a credit institution, is atedl as a majo
shareholder and by ensuring that the BoR can refusacquisition if the
concerned person was convicted for having committilancial crime.

~s—b—+—D

Measures taken t
implement the)
Recommendation o
the Report

D Russian banking sector till 2012, which is expedtede adopted in th

The BOR has prepared a draft Strategy for the deweént of the

D

near future in a joint statement by the RussiangBuwent and BoR. Th
said draft invisages provisions aimed at improvenoérihe procedure fo
investment in banking capital and the BoR functisascontrol major]
beneficial owners of shares (interest) in credititations. The said
measures are stipulated simultaneously in itemfZfheodraft action plan
for the implementation of the abovementioned Sgraia the years 2008

-~ @
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2012. It introduces the following norms:
- establishment of a requirement for the finanaahdition and

business reputation of founders of credit institosi and beneficial owner

of over 10% of shares (interest);
- the BoR is granted powers to assess the bushepsgation and

financial condition of the said persons in accom#awith BoR establishefd

criteria on a permanent basis;
- development of a mechanism whereby the BoR canove owners
of 10% of shares (interest) from managing credstifations, if their

financial condition or business reputation no langeets the requirements

set;

- the BoR is granted powers to collect informat@npersons whos
activity has resulted in damage to the financiahdition of credit
institutions or violation of the law, or has leddibuations threatening th
interests of creditors or stability of the Rusdiamking system.

The BoR participates in amending the Federal Law tiie Central
Bank of the Russian Federation (Bank of Russia)tlen which the BoR
will be entitled to establish requirements for tgsiness reputation @
founders (members) owning over 20 percent of shi@mésrest) in a credi
institution, as well as the right to refuse to awarthe acquisition of mor

than 20 percent of shares (interest) in a credititution if the business

reputation of the acquiring persons is found tahsatisfactory.

At the same time, it is planed to amend the Fédera “On Banks
and Banking Activity” (hereafter the Banking Lawghich would establish
requirements for the business reputation of criedititution founders of
persons acquiring over 20 percent of shares (istieire a credit institution
which could be used to recognise that businesstatpn of the said
persons is unsatisfactory:

- previous convictions for deliberate economic crinasswell as
other deliberate crimes (except minor offences);

- violation of antimonopoly rules;

- effective court rulings that have found the owneittg of illegal
actions during bankruptcy proceedings, premeditated (or) fictitious
bankruptcy;

- failure to take financial rehabilitation measuret eedit
institutions where the said persons owned, inclyidis part of group
named in Article 11 of the Banking Law, over 20 qat of share
(interest), and in relation to which an arbitratioourt passed a rulin
declaring a credit institution insolvent (bankrum) which has bee

liquidated at the BoR initiative within 10 yearsepeding from the date o

the relevant approval request submitted to the BoR,;

- acourt has found the said person guilty of caudamgage to any

credit institution while serving as a member of eard of Directors
(Supervisory Board) of the credit institution, desexecutive body, hi
deputy and (or) member of a collegial executiveybod

It is proposed to consider unsatisfactory busirregsitation of the
founders of a credit institution as a ground taisef state registration
the credit institution and issuance of a bankingrise.

As regards the introduction of a prohibition fop@rson convicted o
an economic crime to manage a financial institytiglease be informe
that this recommendation has been incorporated titoBanking Law
Article 11.1 of the Banking Law stipulates that @R is entitled to refus

36
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the appointment of a person to the position of divector of a credi
institution (branch) on the grounds stipulated midde 16 of the said Law
one of which is a conviction for an economic crime.

Recommendation 0
the MONEYVAL
Report

f Russia should as a matter of urgency — and as dyreecommended in th
Second Round Evaluation Report by MONEYVAL - i)lement
provisions to prevent criminals from becoming magbiareholders in a
non-Cl Fl, ii) raise the awareness of the staftlid FSFM, the FISS an
Roscomnadzor and increase their number of stafftanbally to ensure
that every Fl undergoes at least one on-site inspeecvery three year
and that — on a risk basis - more targeted in-detpttmatic reviews ar
carried out, and iii) consolidate and strengtheme thystem to register arn
supervise organizations providing MVT services adiog to article 13.1
Banking Law, including the implementation of filgmroper tests.

e

o v’

Measures taken t
implement the)
Recommendation 0

the Report

The FSFM has elaborated the Federal draft law “@reAdments tq
the Federal Law ‘On the Securities Market’ and ptbgislative acts of the
f Russian Federation” (in terms of prudential sumeovi of profession
participants in the securities market and proced@ipaying compensatio
to natural persons in the securities market), winctudes provisions o
preventing criminals from becoming major sharehaldi®a profession
participants of the securities market, namely:

a person convicted for the deliberate crimes maymnm 5 or moreg
percent of common shares (interest) in a profeasiparticipant in the
securities market.

This draft law also stipulates that a person cdediof the deliberat
crimes may not be a member of the Board of Diract@upervisory
Board), a member of the collegial executive body aofprofession
participant in the securities market, a personngctis the sole executive
body, or a director of a branch of a professionmrator in the securities
market, a controller (head of the internal consmivice), risk manager,
director of a credit institution's structural dieis established to act as|a
professional participant in the securities marlat, the director of
standalone business unit of a professional operatbe securities market.

Furthermore, the draft law empowers of the FSFMréques
information about business reputation, includinfpimation about an
prior convictions of their founders from the auities and professional
participants in the securities market.

In respect of the in-depth thematic reviews carmed on a risk
basis: Rosfinmonitoring provides the FSFM, FISSd &pscomnadzo
with the information concerning institutions thaise the highest risk i
terms of ML/TF in regular basis.

Basing on Rosfinmonitoring information, supervisbigdies conduc
not only unplanned inspections , but also revokenses of marke
participants (in 2008, the FSFM revoked 19 licengesmes as many
in 2006).

In the sector of postal money transfers, Rosfintooimg in
cooperation with Roscomnadzor detected a typolbgiash conversio
scheme. The rising bank fees and the availabififyostal money transfe
services have created preconditions for cash ceimreschemes shift t
the postal money transfer sector. A number of ampéd inspection
carried out by Roscomnadzor with the participatbdrRosfinmonitoring
in respect of a number of Post of Russia branchadenit possible t

D

1%

D

detect and deter the spread of this scheme. Tlegam materials hav
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been submitted to the law enforcement bodies. éfdtissia incorporate(
the cash conversion scheme indicators into its quoes relating td
internal control rules.

To supply AML/CFT supervisory bodies with qualifiekhduman
resources, Rosfinmonitoring and the Internationataifing and
Methodological Centre of Financial Monitoring edisiited by
Rosfinmonitoring are working to organize a trainiagd professiond
development system for specialists of supervisogids.

The International Training and Methodological Centf Financial
Monitoring has developed Standard Training Progfamemployees o
supervisory bodies and Methodological Recommendatan AML/CFT
Training. It is also implementing a program call&lpervision in the
Field of AML/CFT” for employees of supervisory bediin AML/CFT
sphere.

Additionally, Rosfinmonitoring and other supervigdrodies (FSFM,
Roscomnadzor and FISS) have analyzed their needslétitional staff in
charge of the AML/CFT issues and submitted promosalthe Russiar
Government.

By the Russian Government Resolution dated 5 Deee2@08 No.
914 “On amendments to Russian Government resokutifated 8 April
2004 N. 203 and 30 June 2004 No. 330", the maxinmumber of
employees of the FISS territorial bodies has beereased from 119 t
160 (effective since 1 January 2009).

Special laws that will govern the activity of bdiank and non-ban
payment agents to be controlled by supervisory dsdetermined by th
Russian Government (Article 7 of Federal Law Na3-HZX) as well as th¢
BoR (in relation to bank payment agents) will coinéo force on 1
January 2010 .

The FISS has submitted proposals to amend Fedesal dated 27
November 1992 No. 4015-1 "On the organization efilance business
the Russian Federation" to the Financial Market lslloney Circulation
Committee at the Council of Federation of the Falddé&ssembly. The
proposals concern establishing a prohibition faeeson convicted for a
economic crime to own and manage financial inswganstitution.

Recommendation o

f Russia should implement fit and proper tests fasiley companies an

the  MONEYVAL | amend the Insurance Law to ensure that memberseoboard of a life
Report insurance company or an insurance broker are fil proper.

Measures taken to Fit and proper tests for leasing companies are wded by
implement thel establishing qualification requirements for sped#cials in charge of

Recommendation o
the Report

fenforcing internal control rules (Government retioludated 5 Decembe

minimum of 2 years of AML/CFT experience as well esmpleted
AML/CFT training.

For other employees of leasing companies, Rosfiitadmg’'s Order
No. 256 establishes mandatory requirements to godesystematic
AML/CFT training.

The FISS has submitted proposals to amend Fedewal dated 27
November 1992 No. 4015-1 "On the organization efilance business
the Russian Federation" to the Financial Market slloney Circulation
Committee at the Council of Federation of the Faldé&ssembly. The
proposals concern establishing a prohibition faeeson convicted for a

2005 No. 715), which include a higher educatiorsjrecific areas or a

o ~

r

economic crime to own or manage of a financialifuson.
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Recommendation o
the MONEYVAL
Report

f Russia should amend the Law on Communications swrenthat all
conceivable money and value transfer service pergidire licensed o
registered and supervised.

r

Measures taken t
implement the)

Recommendation o

D Pursuant to Article 16 of the Federal Law datedJulyy 1999 No.
176-FZ "On Postal Service”, postal services, whigtlude postal mone

ftransfers, are provided by postal service operators

the Report Pursuant to Article 29 of Federal Law dated 7 2093 No. 126-FZ

“On Communication”, legal persons and individualrepreneurs provid
communication services on the remuneration basisily ander a
communication services license. Postal servicefistegel among the type
of communication and thus are subject of licensirthe list of service
approved by the Russian Government Resolution deeéebruary 200!
No. 87.

Pursuant to paragraph 5 of item 4 of Article 6led AML/CFT Law
postal money transfers of amounts exceeding RUBOB00carried out by
non-credit institutions at a customer’s request subject to mandator,
control. Pursuant to subparagraph 5.1.1.2.5 of ifefn of the Russia
Government Resolution dated 16 March 2009 No. 228 the Federal
Service for Supervision of Telecommunications, infation Technologie
and Mass Communications”, the Federal Service fape8ision of
Telecommunications, Information Technologies and s¥
Communications performs state control and supenvisif postal service
to ensure their compliance with the internal cdntppocedure anc
procedure for recording, storing and providingomfiation on postal
money transfers with the FIU.

D
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(Other) changes sinc
the last evaluation

[¢)

Recommendation 24 (Regulation, supervision and mawoiring)

Rating: Partially compliant

Recommendation of Russia should improve the data available to analyee effectiveness

the  MONEYVAL | the measures it is taking. Rosfinmonitoring shaddsider introducing a

Report greater element of risk-based supervision in refatio the categories of
firms it supervises. In particular, the risks iddied by Rosfinmonitoring
in relation to casinos should be subject to greatgpervisory attention.

Measures taken to A new form of statistical reporting (in relation ¢asinos, gambling

implement thel outlets, and real estate agents) has been intrdducerder to improve

Recommendation  of statistics used for supervision effectiveness atain.

the Report

The new form involves recording the results of exgns in terms
of types of violations and sanctions. For exampiés allows keeping
statistics on identification violations detected.

Russia has also introduced a new form of statigticsipervision of
the sector of dealers in precious metals and staing® Assay Chamber.

Rosfinmonitoring performs current monitoring of ogjng
institutions using risk-based approaches that allsing special algorithm
to select institutions with heightened ML risksistitutions with an intens
cash turnover and institutions transferring cagitéd offshore accountg
such as casinos.

The number of casinos has decreased consideraldytauhe
introduction of strict limitations on casino opeoats effective since 200
(pursuant to Federal Law No. 224-FZ). As of 1 Jap®09, Russia ha
some 122 active casinos, all of which were insgkbieRosfinmonitoring

D O
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in 2007-2008. It resulted in 72 sanctions again$icials and legal
persons, including 27 violations of the organizatiof internal contro
rules (including 19 sanctions for improper idectfion) and 42 sanctions
for failing to report information to Rosfinmonito.

Due to the prohibition on casino activity outsigeeaial gambling
zones and due to the financial crisis, many ingtitis have changed the
nature of their business and no longer conduchoaactivities. Russia is
witnessing an active exodus of the gambling busines particular
casinos, outside the Russian Federation.

As to 1.07.09 (the date when four gambling zonested their
functioning) no permission to carry out gamblinghaty has been issued.

Rosfinmonitoring has analyzed risks in the casiect@. Based on
the analysis findings, the agencies concerned @tinof Finance, Federal
Tax Service, law enforcement bodies) consider palgoto introduce
mechanisms that would prevent illegal activitieshe gambling business

Recommendation of The role of real estate agents should be examioezhsure that no gaps

the MONEYVAL
Report

(72}

exist in the AML/CFT system. In particular, the teaion that most flow
of funds in real estate transactions are routectigh the banking sectg
should be verified, and the level of risk relatieethe supervisory activity
of Rosfinmonitoring in this area should be consider

=

Measures taken to The Russian real estate assume state control aigtragion of all

implement the)

Recommendation  of consulting and mediation in the process of dealcetien and state

the Report

deals. The activity of real estate agents invohsedection offers

\*2)

registration. Payments between parties take plicanan-cash transfer
Mortgage lending as an institute is provided bydregit institutions.

In Russia, cash settlement between legal persowslaas between a
legal person and a natural person conducts entreprehip without
establishing a legal person (including real estatgnts) is strictly
regulated in terms of the possible transaction armduoot to exceeding
RUB 100,000 under each contract between mentioeesbps) and use of
cash for a specific purpose (BoR Directive dated@® 2007 No. 1843-
U). A limit applies to cash amount that may be etioat the cashier desk pf
a legal person, which is controlled by a credititngon.

Non-cash payments between legal persons via accopened with
credit institutions is a mandatory procedure. (BRBvision No. 2-P).

This procedure considerably reduces the possiliitya real estate
agents to use cash payments. This is confirmedhbynumber of re1

estate transaction reports submitted by banks mithé framework o
mandatory control. For customers of institutionsfgrening as real estal
agents, payments via credit institutions are meliasle and minimize th
risk of fraudulent schemes (payment using couritenfeney, customer’'s
deceit).

1%

Recommendation o
the MONEYVAL

(D

f The system for supervising the compliance of lasvgad notaries with th
AML/CFT Law should be strengthened considerably.

Report
Measures taken to As part of their control and supervision measutles,Lawyers and
implement the, Notaries Chambers took into consideration AML/CF3sues when

Recommendation 0
the Report

fconducting their inspections. The Lawyers Chamlmmsducted 4 672
inspections in 2007 and 9 432 inspections in 28@8;Notaries Chambers
conducted 2 161 inspections in 2007 and 3 763 atigwes in 2008.

The Presidential Decree dated 14 July 2008 No. 1008
amendments to the Decree of the Russian Presiti@atiad 13 October

2004 No. 1313 “Issues of the Russian Ministry dftibe, to the provision
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adopted by this Decree and on the invalidation efegsal acts by th
President of the Russian Federation” specifiespth@ers of Ministry of
Justice concerning control and supervision oveoedies and notaries
well as performance of their professional duties.

D

172

)

172

Recommendation of The current regime for licensing casinos will ndtange until 30 Jung
the  MONEYVAL | 2009 (see section 1). In the meantime Russia gdramrisider how it will
Report implement this change and develop plans to deah winlicensed
gambling. The current and future regime containsspecific provision ta
prevent criminals or their associates from holdeng interest in a casing.
This should be addressed.
Measures taken to Concentration of casinos in special gambling zorgesamainly
implement ~ the| necessitated by tougher state control over theivigcby all supervisory
Recommendation  of anq controlling bodies: tax authorities, Rosfinntoring, law enforcement
the Report bodies, and newly created bodies that administenig zones an(
perform licensing and controlling functions.

The matter of supervision over the casinos takimg account ML
risk assessment after 1 July 2009 (the effectiveée daf special
requirements for this business under Federal Law294-FZ) along with
a specific action plan was examined by the Rosfimioang board
devoted to risk-based approaches in conductingreisjen.

Agreements with the Russian authorities of the frambling zones
will be signed in the near future.

In the remaining constituent entities of the Rusdtaderation, thg
business of organizing and conducting gamblingl(itiag operation of
casinos) have been prohibited.

Recommendation of The Assay Chamber should have more specialist AML/AZaff in order
the ~ MONEYVAL | to better perform its functions.

Report

Measures taken to There are ready amendments to the AML/CFT Law, Beecifies|
implement the the list of jewellery and precious metals busingssrators obliged to take

Recommendation 0
the Report

f AML/CFT measures. The range of operators subjedhéoLaw will be
limited to trading businesses dealing in precioustats and stones.
Museums, dentistry clinics, and the like will beckexded from the range ¢
organisations subject to the AML/CFT Law.

This will give the Assay Chamber more opportunittesuse its
human resources more effectively.

—h

Recommendation 0
the MONEYVAL
Report

f Russian should consider the proposal by the Assagn®er to give
supervisory bodies greater access to the contdrfdRs to enable them
guide supervisory actions better.

to

Measures taken t
implement the)
Recommendation 0

the Report

D Upon accepting and analyzing STRs, Rosfinmonitgrinfy
necessary, informs the Russian Assay Chamber d@beuteed to inspe¢
Finstitutions named in the STRs or institutions gegh in high-risk

transactions.

—*

Recommendation 0

f Russia should take further steps to strengthenAiki&/CFT supervisory

the  MONEYVAL | regime for accountants.

Report

Measures taken to In order to strengthen the AML/CFT supervisory megi for
implement  thel accountants and audit firms the following meashag been taken:
Eicgg‘gg?t”da“o” of 1) On 11 February 2009 the Russian Ministry of Raeadopted

Standard Program for checking AML/CFT compliance dvy audit firm
(individual auditor). The Standard Program is psliid on the official

Ministry of Finance website and submitted to prefesal audit
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associations for implementation;

2) Professional audit associations that conductreat control o
the quality of work of audit firms and auditors eaed a letter from th
Ministry of Finance’s Department for the Regulatioh State Financial
Control, Audit Practice, Accounting and Reportiregeti 31 March 2009,
which underlines the need to take the appropride/&FT measures;

3) Changes have been made to the form of the araidlity
reports of professional audit associations, whiched at collection an
summarising of information on control measureAML/CFT taken by
such institutions and measures taken by them baséae findings of suc
control;

4) A specialized training centre accredited withsftomonitoring
conducted professional training for Ministry of &irce specialists wh
supervise auditors, in matters of AML/CFT control.

(@)

(Other) changes sinc|
the last evaluation

[¢)

Recommendation 25 (Guidelines & feedback)

Rating: Partially compliant

Recommendation of
the MONEYVAL

Report

Russia should implement the requirement to issigiagae to FlIs, beyon
the explanation of the law.

Measures taken t
implement the)
Recommendation o

the Report

D

f

In order to comply with the requirement to issuedgunce, beside
explanations of the law the Ministry of Finance &daken the following
measures

1) issued an information letter of Ministry of Fivee Department fo
the Regulation of State Financial Control, Audia®ice, Accounting an
Reporting dated 13 April 2009 on organization bydiauirms and
individual auditors of work to comply with the récgments of the Federa
Law “On Combating Legalisation (Laundering) of Reeds from Crime
and Financing of Terrorism”. This letter has beamblighed on the
Ministry of Finance official website, in the offai press publication of the
Ministry of Finance - theFinancial Gazette as well as submitted fo
professional audit associations;

2) The Audit Practice Council at the Ministry of nBhce has
approved methodological recommendations on cheakimgpliance with
AML/CFT laws and regulations;

3) Professional audit associations received a rleftem the
Department for the Regulation of State Financiaht@s, Audit Practice
Accounting and Reporting dated 31 March 2009, whiakis attention to
the need to place the relevant information on @ffizvebsites and updat
such information;

4) With its 10 March 2009 Order the Ministry of Ritce approved
professional development program for auditors leatit“Combating
corruption in the course of audit practice”.

Besides, FSFM Order dated 3 June 2002 No. 613/r
methodological recommendations for professionaltigpants in the
securities market implementing the requirementABIL/CFT Law the
FSFM is currently developing methodological materan AML/CFT.

The BoOR is implementing measures on the permanests bto
improve AML internal control rules programs at dteistitutions and
their practical implementation. Since September72@@ BoR issued

| ]
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number of letters addressed to credit institutionspntaining
recommendations to control transactions via cradtitutions with the
potential purpose of laundering money or terrdisncing.

BoR Letter dated 27 April 2007 No. 60-T “On the cpéfeatures of
the service by credit organisations of clients wiité use of the technolog
of distance access to the bank account of a cliemtuding Internet
banking”; BoR Letter dated 28 September 2007 Né&-1L5'On invalid
passports”; BoR Letter dated 30 October 2007 NO-TL7“On the
Specifics of providing banking services to nondest legal persons th

are not Russian taxpayers”; BoR Letter dated 2 Ndar 2007 No. 173-T

“On the recommendations of the Basel Committee fanking
Supervision”; BoR Letter dated 26 November 2007 N&8-T “On invalid
passports”; BoR Letter dated 18 January 2008 Nb.‘®n the application
of item 1.3 of Article 7 of the Federal Law “On Cbating Legalisation
(Laundering) of Proceeds from Crime and Financiherrorism”; BoR
Letter dated 13 January 2008 No. 24-T “On raisimg ¢ffectiveness @
preventing suspicious transactions”; BoR Letteedat July 2008 No. 8Q
T “On strengthening control over individual transaes in promissory
notes by natural and legal persons”; BoR Letteedl& September 200
No. 111-T “On raising the effectiveness of prevegti suspicious
transactions by customers of credit institutionBR Letter dated 2
January 2009 No. 8-T “Supplementing BoR Letter ddté&November 200
No. 137-T"; BoR Letter dated 10 February 2009 N@-T2“On relations
with financial institutions of the USA”; BoR Lettelated 27 February 200
No. 31-T “On information published on the Rosfinnioring website”;
BoR Letter dated 01 November 2008 No0.137-T “On imgisthe
effectiveness of preventing suspicious transactions

Rosfinmonitoring prepared the aforementioned Infation Letter
No. 2 and Order No. 103 dated 8 May 2009.

(Other) changes sing
the last evaluation
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Recommendation 29 (Supervisors)

Rating: Partially compliant

Recommendation 0
the MONEYVAL
Report

fines against credit institutions substantively andensure that the Bo
has the competence to impose adequate fines ostatiseand senio
management of banks for violation of AML/CFT requoients.

f Russia should amend the BoR Law to elevate thenmaxiamount for

Measures taken t
implement the)
Recommendation 0

the Report

D The possibility of practical implementation of thisquirement is
currently being examined as part of work on thedfalddraft law “On
f Amendments to Individual Legislative Acts of thesRian Federation i
the Sphere of Anti Money Laundering and Combating Financing of

Terrorism”.

Recommendation o
the MONEYVAL
Report

f Russia should amend the BoR Law to ensure thaeade of a Cl can b
revoked when the owners are convicted of a relesamtinal or economig
offence and to ensure that a licence of a Cl cao &le revoked for ng
filing STRs with the FIU. Russia should also enshat the licence of a G
can be revoked not only if repeated violations oaluring one year ang
thus, amend the BoR Law accordingly.

)

Measures taken t
implement the)
Recommendation o

the Report

D Implementing this recommendation in the proposeded seems ¢
be inexpedient. Revoking a license in cases wherb#nk owners hay

Fbeen convicted of criminal or economic offencessdoet have a dired

~ (D

43



banks may face revocation of their licenses. Lieensvocation as

credit institution may not be responsible for cnalior economic offence
committed by the founders, since the requirementstlieir busines
reputation are not established by law.

Please note that in relation to this recommendatioe Russiar
delegation to FATF, MONEYVAL and EAG Plenaries reged a position
according to which this recommendation may not leeepted for
implementation, since it is not based on the FAV&&ation methodolog)
and its implementation could cause adverse sosraenuences.

Concerning the BoR efforts on prevention of crintgrta managemer
of credit institutions, see comments to Recommeod&3.

Recommendation 0

f Russia should abolish the limitation of the BoR donduct on-site

relation to a credit institution's activity in thmnking services market. |f
such changes are adopted, this may lead to situatleen even major

sanction is applied to a credit institution asgalgperson. At the same time

0

the  MONEYVAL | inspections in article 73 item 5 BoR Law, as alrgagcommended in th
Report MONEYVAL Second Round Report.

Measures taken to Federal Law dated 28 April 2009 No. 60-FZ amendeticke 1 of the
implement thel Federal Law dated 26 December 2008 No. 294-FZ ‘t@nprrotection of

Recommendation 0
the Report

frights of legal entities and individual entreprerseduring state contrd
(supervision) and municipal control”, which elimied limitations on the

of measures to control compliance with AML/CFT KEgtion. This normj
covers all AML/CFT supervisory bodies.

frequency and procedure for organizing and condgatispections as palrt

Recommendation o
the MONEYVAL
Report

f Russia should in addition amend the relevant lawsrtsure that a licenc

can be revoked for violation of AML/CFT requirenseatso in the nonr

banking and non-securities sectors, and when thaeosvare convicted g
a relevant criminal or economic offence (concerns ESFM, the FISS
Roscomnadzor and Rosfinmonitoring).

Measures taken t
implement the)
Recommendation o

the Report

D The FSFM has elaborated the Federal draft law “@reAdments ta

the Federal Law ‘On the Securities Market’ and pthgislative acts of the
f Russian Federation” (in terms of prudential sumdovi of profession
participants in the securities market and procedtipaying compensatio
to natural persons in the securities market), winctudes provisions o
preventing criminals from becoming major sharehad& profession
participants of the securities market.

If such provisions are violated, the FSFM will b&tided to revoke
the relevant license.

Articles 32.3, 32.4, 32.6, 32.8 of the RF Law dagddNovember

1992 No. 4015-1 "On the organization of insuranggess in the Russie
Federation" and item 5.2 of the Provision on thelefal Insuranceg
Supervision Service adopted by Russian Governmestrd® dated 3
June 2004 No. 330, empowers the FISS to imposdisaamn insurance
market operators - up to revoking their licenseluding the violations o
Russian AML/CFT legislation.
The FISS has submitted proposals to amend Fedexal dlated 27
November 1992 No. 4015-1 "On the organization efirance business
the Russian Federation" to the Financial Market lsloney Circulation
Committee at the Council of Federation of the Faddéssembly. The
proposals concern establishing a prohibition f@eeson convicted for a
economic crime to own and manage financial inswganstitution.

\U
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Recommendation o

f Russia should — as a matter of urgency (i) amemdrétevant laws tg
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the MONEYVAL

Report

ensure that the FSFM, the FISS and ROSCOMNADZOR® thavpower td
impose fines on their FIs and on directors and emanagement of the
Fls for violation of AML/CFT requirements and tgotace directors anc
senior management of their Fls for violation of AKIET requirements
(i) abolish the limitation of the FISS to compeidaobtain access t
banking secrecy information and (iii) increase #taff for the FSFM, th¢
FISS and ROSCOMNADZOR to ensure that the systersafartioning
financial institutions works effectively.

Measures taken t
implement the)
Recommendation o

the Report

D 1. The Federal draft law has been elaborated, wicpowers the

fstipulated in Article 15.27 of the RF Code of Admtrative Offences
"Failure to fulfil the AML/CFT legislation requireemts”.

2. The FSFM has elaborated the Federal draft law
Amendments to the Federal Law ‘On the Securitieskigta and other
legislative acts of the Russian Federation” (inmkerof prudentia
supervision of professional participants in the usities market anc
procedure of paying compensation to natural personghe securities
market), which empowers the FSFM to demand pradessiparticipant of
the securities market replace its management, iyamel

“The federal executive authority for the securitimsirket may —
upon the market participant’s failure to eliminatelations detected in it
operation in its activity — demand replacementhef $ole executive bod
of the professional participant of the securitiearket (with the exceptiof
of credit institutions), the director of the brandi a professiona
participant of the securities market, the direcibthe relevant structura
division in an institution acting as a professiorgrticipant of the
securities market”.

The same draft law directly stipulates the FSFMhtrto request
from the state authorities and professional padicis of the securitie
market the information on the business reputatiociuding information
on the absence of prior convictions of its foundemsquest credit
institutions with which professional participantstbe securities marke
have opened accounts, and information on transectitade via the sai
accounts.

3.Rosfinmonitoring and other supervisory bodies HHS
Roscomnadzor and FISS) have analyzed their needsltlitional staff in
charge of the AML/CFT issues and submitted promosalthe Russiar
Government.

By the Russian Government Resolution dated 5 Dbee2008 No.
914 “On amendments to Russian Government resolititated 8 April
2004 N. 203 and 30 June 2004 No. 330", the maxinmumber of
employees of the FISS territorial bodies has beereased from 119 t
160 (effective since 1 January 2009).

Recommendation o

f Russia should amend the Law on Private Pension $umdnable

FSFM,FISS, Roscomnadzor to examine administratiffenoe cases

)
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the MONEYVAL | the FSFM to demand and obtain access to all thaiisitg data, and

Report amend the Law on the Securities Market to ensua¢ @hlicence of 4
corresponding Fl can also be revoked for not filBigRs with the FIU and
abolish the precondition of repeated violationsidgrone year to revoke ja
licence.

Measures taken to The FSFM has elaborated the Federal draft law “@reAdments
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implement the)
Recommendation o
the Report

to the Federal Law “On the Securities Market” atiteo legislative acts o
the Russian Federation” (in terms of prudential esuigion over,
professional participants of the securities magqad procedure of payin
compensation to natural persons in the securiteken), which envisage
amendments to the Federal Law “On the Securitieskéfg the Federa
Law “On Investment Funds”, the Federal Law “On Rtés Pensior
Funds”, including in terms of granting the FSFM posv to reques
information from credit institutions, with which gfiessional participant
of the securities market, asset management congaarid private pensig
funds have accounts, information about transactitmsuch accounts.

n Q

S 0

Recommendation 0
the MONEYVAL
Report

f

Russia should clearly determine the competence ascdtnnadzor tc
conduct onsite inspections of compliance with thierdnge of AML/CFT|
requirements, request and receive data.

D

Measures taken t
implement the)
Recommendation 0

the Report

D

f

Federal Law dated 28 April 2009 No. 60-FZ amendeticks 1 of
the Federal Law dated 26 December 2008 No. 29417 the protectior
of rights of legal entities and individual entrepeers during state contr
(supervision) and municipal control", which elimied limitations on the
frequency and procedure for organizing and condgatispections as palrt
of measures to control compliance with AML/CFT Hgtion. This norm
covers all AML/CFT supervisory bodies.

Mincomsvyaz is considering the possibility of e$sbng a

D

separate type of checks into the observance bjetteral postal services
of the procedure for recording, storing and didagsinformation and
organizing internal control rules. It is also caleing the issue on the
adoption of the Administrative Regulations of thedEBral Service for
Telecommunication, Information Technologies, and sMa
Communications on the observance by the federsttapservices of the
procedure for recording, storing and disclosinginfation and organizing
internal control rules.

(Other) changes since

the last evaluation

Recommendation 30 (Resources, integrity and trainy)

Rating: Partially compliant

Recommendation of The number of Rosfinmonitoring vacancies is somewaigh, and all

ge t MONEYVAL | vacancies should be filled as a priority task.

epor

Measures taken to Total staff of Rosfinmonitoring and its Interregarbepartments is

implement thel 645 employees. In 2008 it had 102 vacancies, asigist 2009 it has 60

Recommendation  of yacancies. The most of vacancies have been anmbunce

the Report

Recommendation of All law enforcement agencies should continue stremgng the existing

the  MONEYVAL | interagency AML/CFT training programs in order t@ve specialized

Report financial investigators and experts at their displos

Measures taken to The Economic Security Department of the Russian isWiyn of

implement thel Internal Affairs is staffed by 1 046 employees. Rfesidential Decreg

Recommendation of dated 6 September 2009 established a structuriiativOperative and

the Report Detective Bureau No. 10 of the MIA, where th¥ and & units with a
total staff of 34 officers are imposed AML/CFT dadi Previously these
functions were carried out by theé™2department of Operative and

Detective Bureau No. 7 of the MIA (with a totalftaf 14 officers).
The MIA and the International Training and Methamtptal Centre of
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Financial Monitoring elaborated a new standardningi program fo
Russian law enforcement officers carrying out thevay in AML/CFT
sphere. The draft program is currently being reitedclt is expected to b
included into all educational disciplines of legadecialties in highe
professional education system of the Russian MhAeai at detailed stud
of the forms and methods of law enforcement agtiiit the financial
sphere.

In the educational system of the Federal Securywi€e of Russia
the AML/CFT issues are included into educationangl on combatin
crimes that pose threats to economic security efRssian Federation.
They are studied at 13 courses of professionaingtig and professional
development for operative and administrative stathe Federal Securit
Service (18 groups 25 - 30 persons each attendhfese 13 courses
throughout the year). AML/CFT issues are alsoudel in educationdl
plans of the newly established economic securitpadenent at th
Russian Federal Security Service Academy.

To examine and expand the positive experience0082he FS
conducted an overview of the practice of detectamyl investigatin
crimes stipulated in Articles 174 and 174.1 of @®@minal Code of th
Russian Federation by Federal Security Service ciggn As a resul
methodological recommendations on raising the &ffecess of dealin
with such cases have been elaborated and dissechit@aterritorial FSS
bodies. The findings of this overview with recomrmations have bee
also published in the Bulletin of the FSS Econo8gcurity Service.

Recommendation of Russia should intensify international training prams on ML and TF

the  MONEYVAL | especially for law enforcement officers in the gs-dorder) regions.

Report

Measures taken tp Seminars for law enforcement officials have beesnpkd at the

implement ~ the| |nternational Training and Methodological CentreFafancial Monitoring

;ecgmmet”da“o” of and as part of the MOLI-RU 2 project developed tjgimith the Council
e Repor

%4

of Europe and being implemented in Russia.
Seminars in Vladivostok and Murmansk have been didbd for
October-November 2009 as part of the MOLI-RU 2 @ctj

Recommendation 0|

D

f Russia should analyze the small number of conwistim ML cases

the  MONEYVAL | compared to the number of ML crimes detected ansider greater

Report specialization within the General Prosecutor’s €dfiand judicial bodies
including creation of specialized units at the GR@ specialized ML an
TF courts in order to raise the effectiveness efdpstem.

Measures taken to On 30 June 2009, an interagency meeting of the sheddlaw

implement the| enforcement agencies and Rosfinmonitoring undectiagrmanship of the

Recommendation 0

A1

f Russian Presidential assistant O.A. Markov was. Raged on the resul

S
the Report of this meeting the GPO was instructed to analiieeeffectiveness of the
law enforcement efforts in the AML/CFT sphere. Onhis analysis is
completed, the issue of setting up specialized Mt &F units will be
considered.
Recommendation of Staffing levels of the FCS should be increasecaép kip with the growing
the MONEYVAL | workload.
Report
Measures taken tp To ensure effective implementation of AML/CFT fuioct by the
implement  the customs authorities while physical cross-border encent of cash of
Eicgg‘gg?t”da“o” of bearer negotiable instruments take place, a propasabeen submitted to

the Russian Government to increase the total eféfie relevant units of
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customs authorities.

The number of customs officers involved in AML/CITfforts has
been increased by reallocating personnel and amgride provisions on
law enforcement units and job descriptions of ofpegaemplyees in field.
As of August 2009, the total number of staff mershisrl4 000, including
361 at the Central Headquarters of the FederaloBsService.

Recommendation of At the majority of regional departments and most kenforcement and
the  MONEYVAL | supervisory bodies the number of employees spalbyfitasked with
Report AML/CFT issues is low and difficult to evaluate.

Measures taken to The Economic Security Department of the Russianigditiyn of
implement ~  the Internal Affairs is staffed by 1 046 employees. RFesidential Decre
Recommendation of dated 6 September 2009 established a structuriiativOperative and
the Report Detective Bureau No. 10 of the MIA, where th¥ and & units with a
total staff of 34 officers are imposed AML/CFT dadi Previously these
functions were carried out by theé™2department of Operative and
Detective Bureau No. 7 of the MIA (with a totalfétaf 14 officers).

The MIA and the International Training and Methamipital Centre
of Financial Monitoring elaborated a new standagdning program for
Russian law enforcement officers carrying out thevay in AML/CFT
sphere. The draft program is currently being reitedclt is expected to b
included into all educational disciplines of legadecialties in highe
professional education system of the Russian MiAedi at detailed study
of the forms and methods of law enforcement agtiit the financial
sphere.

In 2009, the Ministry of Finance allocated extrarspmnel (15
employees) for the Assay Chamber to increase tharating and
supervisory staff of federal assay authorities thapervise complianc
with AML/CFT requirements by institutions buyinguying and reselling
precious metals and stones and jewellery items rfradethem as well a
jewellery scrap.

In the educational system of the Federal SecuegtyiSe of Russia
the AML/CFT issues are included into educationangl on combating
crimes that pose threats to economic security efRssian Federation.
They are studied at 13 courses of professionaingétig and professional
development for operative and administrative sbafthe Federal Security
Service (18 groups 25 - 30 persons each attendhise 13 courses
throughout the year). AML/CFT issues are alsoudel in educationdl
plans of the newly established economic securitpadenent at the
Russian Federal Security Service Academy.

Rosfinmonitoring and other supervisory bodies (Rastadzor and
FISS) have analyzed their needs for additionalf sStafcharge of the
AML/CFT issues and submitted proposals to the RusGiovernment.

The total staff of the FISS and its territoriadioes is 310 persons.

By the Russian Government Resolution dated 5 Deee2®08 No.
914 “On amendments to Russian Government resolitilated 8 April
2004 N. 203 and 30 June 2004 No. 330", the maxinmumber of
employees of the FISS territorial bodies has beereased from 119 to
160 (effective since 1 January 2009).

As already pointed out in Recommendation 23, oheoito provide
AML/CFT supervisory bodies with qualified human oasces,
Rosfinmonitoring and the International Training aiikthodological
Centre of Financial Monitoring are working to organa training and

1)

=

[¢)

|92}

48



professional development system for specialissipervisory bodies.

In the first half of 2009 the central headquartdr®ost of Russia se
up a 6-person financial monitoring sector at thepdament for
Organization of Regional Work and Cooperation widw Enforcement
of the Postal Security Directorate. The unit issprely fully staffed.

On 3 March 2009, Head of Roscomnadzor approveddhsolidated
list of training activities aimed at raising qualdtions of Roscomnadzor
employees in 2009, which has been disseminated gratinterritorial
bodies of Roscomnadzor.

—

[¢)

(Other) changes sing
the last evaluation

Recommendation 33 (Legal persons — beneficial owrsgr

Rating: Partially compliant

Recommendation of The Russian authorities should implement a systamréquires adequat
the  MONEYVAL | transparency regarding the beneficial ownership ammhtrol of legal
Report persons.

4%

Measures taken to The draft law amending the AML/CFT Law introduche definition
implement ~ the of "beneficial owner". According to the proposedeammments, Fls and
Recommendation  of nrimarily credit institutions must obtain credibtgormation on beneficial
the Report ownership of the customers. Since under the regpaings of Russian laws
each legal person must have an account with a tcneslitution, all
information on beneficial ownership of legal persoim the Russiaf
Federation will be kept by credit institutions. Acding to the established
procedure, FIU and law enforcement bodies can acdes such
information.

Furthermore, pursuant to Item 12 of the Russiararkiial Market
Development Strategy up to 2020, adopted by RusSlamernment
Decision dated 1 December 2008 No. 2043-r, the F&fborated the
Federal draft law “On amendments to the Federal t@w the Securities
Market” (which requires the disclose of infornaattion beneficial owner,
(ultimate beneficiaries) of Russian joint-stock gamnies)”.

=}

1%

[2)

(Other) changes sinc
the last evaluation

[¢)

Special Recommendation Il (Freeze and confiscatetrorist assets)

Rating: Partially compliant

174

Recommendation of Russia should implement the elements of SR.IlI gwtbeyond the
the  MONEYVAL | requirements of the UNSCRs.

Report
Measures taken tp Federal Law dated 30 December 2006 No. 281-FZ “Qecisl
implement the. economic measures” grants the Russian Federatierpdwers to freeze

Recommendation of a5sets used for terrorist financing when there rareSecurity Counci
the Report resolutions on freezing assets of specific ten®rior terrorist
organizations. Such terrorists or terrorist organans may be considered
under part 2 of Article 1 of this Law as a thramttie interests and security
of Russia, rights and freedoms of its citizenswimich connection tha
necessitates urgent countermeasures. In terms etidt countermeasures
under item 1 of part 2 of Article 3 of the said Lamvolve prohibiting
financial transactions or imposing freezing of final assets.

The mechanism of implementing such measures suteh Article 4
of the Law. It involves issuance by the Russiansident, with the
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Parliament's approval, of an order containing gpmesistructions for the
authorities, including Rosfinmonitoring, as well dmancial institutions
organizations and natural persons.

Recommendation o
the MONEYVAL
Report

f Russia should rely less on the criminal justicetaysto be able t¢

effectively implement SR.III.

Measures taken
implement the
Recommendation 0

the Report

D Even though criminal procedure guarantees miningnatof the
threat of human rights violations in the courseahbating TF, Russia c3
effectively use, besides criminal procedure meigmanthe mechanism ¢
the Law “On special economic measures” for fregzerrorist assets. |
particular, this mechanism is implemented in Rus$teesidential Order
No. 682 dated 5 May 2008 (with respect to Iran,oitganizations an
individuals) and No. 665 dated 27 May 2007 (withpect to the Korea
People’s Democratic Republic, its organizations aimdlividuals).
Although these measures involve countering theaspoé WMD, not TF,

they still illustrate a mechanism suitable for cartifyy TF.

f

Recommendation o

the ~ MONEYVAL | effect to actions initiated under the freezing naeibéms of other
Report jurisdictions.
Measures taken to Application of the mechanism stipulated in the Fatldaw “On
implement the. Special Economic Measures” for these purposes ssiple if Russia has
Recommendation  of syfficient grounds to believe that actions, whietvé necessitated freezing
the Report procedures by other jurisdictions, threaten iterests or those of its
citizens.
Recommendation of Russia should establish an effective and publicipwn procedure for
the  MONEYVAL | dealing with de-listing requests and for dealinghniequests to unfreeze
Report in a timely manner the funds or other assets ottiestthat have been
inadvertently affected by a freezing action.
Measures taken to The aforementioned Draft Law “On Amendments to iPaldr
implement the| |egislative Acts of the Russian Federation in 8phere of Anti Money
Recommendation  of | aundering and Combating the Financing of Terrotjswhich is being
the Report considered by the State Duma, contains de-listiogigions and grounds

for de-listing. The procedure for excluding frone therrorist List will be
determined by the Russian Government followingattieption of the Law

f Russia needs to implement a national mechanismxami@e and give

(Other) changes sinc
the last evaluation

(0]

Special Recommendation VI (Money/value transfer seices)

Rating: Non compliant

Recommendation o
the MONEYVAL
Report

f Russia should consider implementing laws and regura to ensure that

postal operations are better aware of and in coamde with the
AML/CFT requirements. Suggested improvements wandtide: (1)
increased technical interface between postal brascko better detec
suspicious transactions, (2) rules governing thiuwe and frequency (¢
remittances permitted and (3) improved trainingpafstal operators of
AML/CFT. Given the size of the postal sector, Ruskould also conside
either increasing the capacity and quality of ROSC® compliance
function or transferring supervisory and regulatoppwers to anothe
federal authority that is better equipped and tesinto assess AML/CF
compliance.

= —+
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Measures taken

implement

D To improve AML/CFT work, Post of Russia has reoigad its

internal control system.
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Recommendation o
the Report

f

Responsibility for organizing and implementing mmi& control
procedures for purposes of AML/CFT at Post of Russiassigned to the
Federal Postal Service Directorate. The Direct®atenctions include
monitoring postal money transfers, reporting tratisas subject ta
mandatory control to Rosfinmonitoring, conductingternal audits o
subordinated divisions — postal offices. Post ot has 82 Federal
Postal Service Directorates in all constituent texgti of the Russian
Federation. All FPSDs were inspected by Roscommadze framework
of the general supervision and Post of Russiaercturse of internal audit
procedures during 2007-2008. Based on the auditings, the
management of divisions received letters aboutctiedeviolations and
correctional measures needed.

All 918 head postal offices have Internal Contralldé® on postal
money transfers adopted by Post of Russia Ordedd September 2007
No. 459-p and coordinated with Rossvyazokhrankaliwesolution dated
18 September 2007 No. 33/4458). The Rules are thim mlocument
regulating the responsibilities of personnel affiters for carrying out
AML/CFT control.

To ensure full compliance with Russian AML/CFT Bwa new,
edition of Post of Russia Internal Control Rulebéing currently reviewed
by and considered by ROSCOM.AIll postal offices énamformation
materials about the requirement to identify natpeaisons upon accepting
transfers equal to or exceeding the threshold atremirby the Law.

In order to unify forms and pursuant to the ing Control Rules
customer identification requirements, Post of Rugssued Order No. 814p
dated 13 March 2007 approving new postal moneysteariorms with the
field where the transfer originator must enter trisher passport detail
The forms are used in the postal office networkrupccepting (paying
out) money transfers at all postal offices and enélpossible to identify
the transfer originator as well as to record originatietails in case o
suspicious transactions.

The replacement of old postal money transfem$oby the new
ones was completed by April 2008.

All postal offices are supplied with a regularlydaped Terrorist Lis
compiled by Rosfinmonitoring . Notably, at compi#ed postal offices
(55 % of all POs) with data protection means ths& is available in
electronic form.

Workplaces of employees of all 82 FPSDs — branafeBost of
Russia, who are responsible for organizing AML/C&antrol under the
Internal Control Rules, are duly computerised ythave special softwar
with data protection means, which is used to repmiRosfinmonitoring
any money transfers subject to mandatory contrslispicious transfers.

During annual seminars for Post of Russia branchéfgers of
branches undergo additional training in AML/CFT aimternal control
rules, provided by Rosfinmonitoring and Roscomnadepresentatives as
part of training events.

Employees engaged in implementing the Internal @bnRules
undergo annual training in matters of AML/CFT.

A total of 128 training events took place in 2008&iring this period
training was provided for:

postal service operators - 10515;

postal office directors -7,567;

D
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postal office deputy directors - 2,568;
head postal office workers -422;
branch administration employees -532;
TOTAL: - 21604.

In the first half of 2009 the central headquart@r&ost of Russia se
up a 6-person financial monitoring sector at thepddament for
Organization of Regional Work and Cooperation Wigtw Enforcement o
the Postal Security Directorate. The unit is prégdually manned.

At the same time, it is necessary to take into actthe fact that thg
aforesaid training requirements set out in Rosfiniiaoing Order No. 25€
also apply to organizations of federal postal servi

Recommendation o

f Russia should find ways to ensure that Roscomnatasr sufficient

the  MONEYVAL | powers to correct deficiencies found in Post of dRuis AML/CFT
Report compliance.

Measures taken to As pointed out previously, the State Duma is caoeréng
implement ~ the Amendments in Administrative Code that would gr&dscomnadzo
Recommendation  of howers to prosecute administratively the reportirggitutions in breach o
72 ezt AML/CFT laws.

Additionally, the Federal Service for Telecommutima, Information
Technologies, and Mass Communications is consigdhie possibility of
establishing a separate type of checks of fedmralal services for th
procedure for recording, storing and disclosingiinfation and organizin
internal controls. It is also considering the @itt; of the Administrative
Regulations on the implementation of the statetion to perform state
supervision and control over compliance of febpostal services with
the procedure for recording, storing and disclosinfprmation and
organizing internal controls.

The relevant enactments are expected to be pafisedhe adoption
of the said Law.

Recommendation o

f Russian law enforcement bodies should place a higiteority on

the  MONEYVAL | investigating the existence of alternative remit@nsystems to betts

Report assess the size and the nature of ML/TF threat chdme illegal MVT
occurring within and through Russia.

Measures taken to The work of upgrading the practice of identifyingyestigating and

implement ~ the terminating the activities of illegal alternativenmittance systems wa

E]icg?;;?tndat'on of continued. In carrying out this task Russia usesitjye experience in th

field contained in mutual evaluation reports of FAmember states.

To achieve the goal of combating illegal alternativemittance

systems the mechanism and functions of the AML/ORferagency
Commission were put to more effective use.

The new AML/CFT Interagency Commission formgbpeved in

May 2009) has been expanded to include represergafat the level o

directors or deputy directors of structural unitf) the MIA , MFA ,

Communications, MoF , MoJ , Foreign Intelligencen@®, Federa
Security Service, Federal Drug Control Service,flRo®onitoring, Federa
Tax Service, Federal Customs Service, FSFM, FedBeitentiary,
Service, FISS, Rosstrakhnadzor, Roscomnadzor, aRd. B
Authorized representatives of the following bodmay take part in
the Interagency Commission with advisory vote :
State Duma Security Committee and Financial Ma@l@hmittee;

\}

1%

[

—h

Russian Ministry for Telecom, Information Technaksmy and Mass
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Administrative Department of the Russian Governmeamd
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Economics and Finance Department of the Russiari@Goent;

Russian Security Council Management ;

Russian State Assay Chamber at the Russian Fihdinggry.

Commission meetings are open for participation ref Prosecuto
General of the Russian Federation, his deputiesodimel prosecutors @
secondment .

All the AML/CFT Interagency Commission’s decisioare officially
recorded and are binding.

In accordance with Commission’s decisions the lavioreement
bodies on a regular basis share practice and experiof identifying anc
terminating the activities of “havala” type altetiva remittance systems.

In the time elapsed from adoption of the Russigmonte quite &
number of experience-sharing events took place hen Gommission’s
regular meetings: 7 cases were presented by MIAlahg Federal Drug
Control Service.

To better assess the size and the nature of MLUfiféat posed by
illegal alternative remittance systems taking iatount the size of th
Russian territory, similar work was organised ih @alFederal Districts
This work is carried out jointly by Interregional ePpartments o
Rosfinmonitoring and local law enforcement bodies.

Another approach taken in the field of combatiriggil alternative
remittance systems is giving constant attentiothéodevelopment of legg

MVT sector represented by Russian and internatipnaiders of crosst

border wire transfer services.

The volume of cross-border wire transfers conduttgdegal MVT
services increases every year. As the result sftdndency the share
“unofficial channels” of money transfers shrinksdathe customer
eventually chose official systems of money trarssfer

To attract customers legal MVT services focus oe tbllowing
three aspects: they reduce their commission fedena the territoria
coverage and make transfers faster and more reliabl

The rate of commission fees is one of the most rtapo criteria for
customers when they make their choice. Presemtty,commission fee i
about 4-5% of the amount to be transferred, helnethé larger is the amou
of transfer the lesser is the fee. During the taste years, the price
transfers was reduced practically in the wholeepspectrum of amounts
transfers.
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(Other) changes sing

e

the last evaluation
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Special Recommendation VII (Wire transfer rules)

Rating: Partially compliant

Recommendation 0
the MONEYVAL
Report

f Russia should amend the current AML/CFT regime thiress the
following deficiencies i) the definition of origitea information may wel
be sufficient in the context of the Russian paymsgstem framework, but
does not fully cover all requirements set by th@ FAii) incoming cross:
border wire transfers are not covered by a requieainto adopt effectiv
risk based procedures for incomplete originatoromfation, and this
vulnerability is not mitigated by the argument (psovided by the
authorities) that most incoming cross-border wiranisfers originate in

BoR should provide specific guidance to creditiinBons regarding the
application of wire transfer regulations to batchansfers, iv) Russi:
should develop rules requiring financial instituito apply a risk-base
procedure for wire transfers that lack full origiteet information, and v
as a matter of effective implementation, if Russigends the current la
to include incoming cross-border wire transfers,sBlan authorities will
need to reconsider the current blanket requiremensimply refuse al
transactions without full originator information dkis could theoretically
result in a complete halt to all incoming cross-ter wire transactions.

countries that are largely compliant with FATF reamendations, iii) the

it

D

o~

<

t
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0

Measures taken
implement
Recommendation

the Report

D On June 3, 2009 Federal Law No. 121-FZ was adopexyiding
that full originator information accompany moneyraviransfers, bringin
f the issue into compliance with FATF Standards.

At the same time, pursuant to the requirementgtém 3.1 of Article 7 of

1964 “On amendments to the BoR Provision datedtdligc 2002 No. 2-F
‘On non-cash payments in the Russian Federati@md' BoR Directive
dated 22 January 2008 No. 1965 “On amendmentset@tiR Provision
dated 1 April 2003 No. 222-P ‘On the proceduresai-cash payments [
natural persons in the Russian Federation' "
implementation of the existing le¢psive requirements to accompany w
transfers with the full originator information .

the AML/CFT Law, the BoR issued Directive dated Rihuary 2008 NO.

, wpiovide for practical

y

(Other) changes sinc

the last evaluation

[¢)

Recommendation VIII (Non-profit organizations)

Rating: Non compliant

Recommendation of Russia should undertake a comprehensive revieleoNPO system, as
tlge t MONEYVAL | foreseen by Special Recommendation VIII.

epor
Measures taken tp Pursuant to Russian Presidential Order dated 342008 No. 1079
implement the| the functions of state controf NPO activity have been transferred fr
Recommendation  of Rosregistration, which was liquidated, directlythe Ministry of Justice
the Report Besides these state control functions, the Minisfryustice also exercises

powers in the sphere of legal regulation of the NEGor and developin

government policy in this sphere. Between July 28068 March 2009, the

Ministry of Justice established the Department dPONAffairs, with the

territorial branches established in all constituentities of the Russian

Federation.
The newly established system has just startedeaoperation.

-

Recommendation o
the MONEYVAL

f Russia should reach out to and engage with the N&or, to learn from
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Report

the sector, to promote values and the like.

Measures taken t
implement the
Recommendation o

the Report

b Implementation of this recommendation should belifated by the new
Federal Law dated 17 July 2009 No. 170-FZ “On Anmeedts to the
f Federal Law ‘On Non-profit Organizations”, effeaivsince 1 Augus
2009.

Recommendation o
the MONEYVAL
Report

f The Russian authorities should set up a more famedland efficien
system that focuses on potential vulnerabilitied #mshare information tc
target abuse.

Measures taken t
implement the
Recommendation o

the Report

D
a more formalized and efficient system for detertipotential
vulnerabilities of NPOs in terms of their possilelbuse for TF are th
consistent improvements to the structure and fanstiof the AML/CFT
Interagency Commission.

It is noteworthy that creation and operation of efagency
commissions — “interagency outreachis viewed in FATF Internationg
Best Practices “Combating the Abuse of NPOs” (0h as one of th¢
most effective tools for resolving the NPO TF rethfproblems. It this
connection it is important to point out that thevndML/CFT Interagency
Commission format (approved in May 2009) has begraeded to includg

f

units) of the MIA , MFA , Russian Ministry for Talem, Information
Technologies and Mass Communications, MoF , MoJ oreign
Intelligence Service, Federal Security Service, efaldd Drug Control
FSFM, Federal Penitentiary Service, FISS, Rosstradthor,
Roscomnadzor, and BoR .

Authorized representatives of the following bodieay take part in
the Interagency Commission with advisory vote :

State Duma Security Committee and Financial Ma@@hmittee;

Administrative Department of the Russian Governmeard
Economics and Finance Department of the Russiari@ment;

Russian Security Council Management ;

Russian State Assay Chamber at the MoF.

Commission meetings are open for participationhef tProsecuto
General of the Russian Federation, his deputiesotimer prosecutors &
secondment .

In the course of performing AML/CFT functions, tiheteragency
Commission:

a) makes decisions needed to organize coordinatidnmprovemen
of cooperation of federal executive authoritiegh@ AML/CFT sphere;

b) creates, if necessary, working groups for timgtgparation of
AML/CFT proposals and determines the list of pgrtats (as advised b
federal executive bodies concerned, the BoR argf atistitutions), as wel
as objectives and working procedure of such groups;

c) organises cooperation with federal executivbanities concerned
executive bodies of constituent entities of the dfars Federation, loca
self-government bodies, public associations anderotbrganizations i
matters within the competence of the Interagenay@ission.

To achieve these goals the Commission may réqguem
abovementioned bodies information on issues falliwithin the
Commission’s competence and invite representativels such bodies

A substantial measure within the context of cordgohwork to create

representatives (at the level of directors or deplitectors of structural

Service, Rosfinmonitoring, Federal Tax Service,dfadCustoms Service

D=
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associations and organizations (with the appro¥aheir managers) fo
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participation in the Commission’s work.

d) organizes preparation of informational, anabjtic and
methodological materials and forecasts for purpa$esirrent monitoring
of effective AML/CFT efforts;

e) conducts, if necessary, large scale meetinds tvé participation
of representatives of the concerned executive aitidfgoand institutions
who are not Commission members, and organizes adpaderagency
seminars and conferences in order to share experiamd relevant
information;

f) duly submits proposals to the Russian Governnretdting to
matters within the Commission's competence, whegjuire decision of
the Russian Government;

g) monitors implementation of the Commission’s dimis within
the competence and objectives of the Commission.

Recommendation of Existing rules should be fully implemented.
the MONEYVAL

Report
Measures taken toThe relevant changes to the procedure for submitéinnual financia
implement thel reports by NPOs and conducting inspections of NR@seflected in the

Recommendation  of new Federal Law No 170-FZ dated 17 July 2009 “OneAdments to thg
the Report Federal Law ‘On Non-profit Organizations’ ” (in fo¥ since 1 Augus
20009).

— (U (U

(Other) changes sinc
the last evaluation

(0]

Special Recommendation I1X (Cross border declaratiomnd disclosure)

Rating: Non compliant

Recommendation of | Russia should implement all elements of an effesiygtem to deter illegal

the MONEYVAL cross border movements of currency.
Report

In order to eliminate the deficiencies detected BATF,
Measures taken tb MONEYVAL and EAG experts during the Third Round Eation of the

implement thel Russian AML/CFT system for compliance with FATF oegnendations

Recommendation of the Federal Customs Service (FCS) conducted workctarporate FATR

the Report Special Recommendation IX into legislation govegnioustoms legal
relations.

Taking into account FATF requirements, nationaklasts, need
and capabilities of the Russian Federation, in M&09 the FCS sent|a
report to the Russian Government proposing chadgsigined to improv
the system of controlling the flow of cash and lkeanegotiabl
instruments across the Russian border, and draffederal bill proposin
comprehensive regulation in various sectors of Rndaw.

The bill was drafted taking into account FATF, MOXNEAL and
EAG comments, FATF methodological materials, therM/cCustoms
Organization AML/CFT guidelines for law enforcementits of custom
services, and experience of FATF member states.

The bill proposes changes and additions to 6 Fetaves:

1. The Customs Code of the Russian Federation:

- particularizing the notions and formulations cash” and “beare
negotiable instruments” for customs purposes;

- regulating issues of customs post-clearance dadiespect o
foreign-made goods circulated in Russia, which ve® creatin
conditions under which dealing in contraband ornterfeit goods will
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become economically irrational, as well as subglyt limiting
opportunities for legalizing such goods in the dstite market ang
proceeds from their sale;

- granting the customs authorities legislativelpdated function of
combating money laundering and terrorist financing;

- granting the customs authorities legislativeipdated powers tc
detain persons who move cash or bearer negotiadlriments across the
customs border, if there are reasons to suspecteyntaundering o
terrorist financing.

2. Federal Law “On Foreign Exchange Regulation@odtrol”:

- particularizing the notions and wordings applieato cross-bordey
movement of cash and bearer negotiable instruments;

- governing the procedure for importing and expagrticash and
bearer negotiable instruments by both natural aaedall persons|
particularizing the declaration procedure dependinghe person, amourt,
and object;

- expanding the list of details reported in thetoms declaration to
include information about the origin, owner, anttimded use of funds;

- particularizing liability for non-declaration dalse declaration of
cash and bearer negotiable instruments, applicabl¢he part which
exceeds the minimum limit set for compulsory writtkeclaration;

The purpose of amendments and additions to ther&ledaw “On
Foreign Exchange Regulation and Control” is to imea

- a transparent and understandable procedure &arttey cash and
bearer negotiable instruments;

- a mechanism for detecting suspicious cross-bom@rement of
cash and bearer negotiable instruments (in conibmatith amendment
to AML/CFT laws).

3. Federal Law “On Anti Money Laundering and Conngtthe
Financing of Terrorism”:

- including provisions on application of the Law ¢ooss-borde
movement of cash and bearer negotiable instruments;

- making the offence of evading customs duties tmas ML-
predicate offence;

- adding provisions that regulate the procedurecémtrolling cross-
border movement of cash and securities with the taimombat money
laundering and terrorist financing;

- obligating the customs authorities to identifyqmns who declar
cash or bearer negotiable instruments, require tiwedisclose the origin,
owners and intended use of funds, as well as &irdéinds upon detectin
criteria of suspicious transactions;

- obligating the customs authorities to alert ficiah intelligence
unit regarding cases of detention of suspiciou$ casbearer negotiabl
instruments;

- determining the criteria of “suspicious” in terntd money
laundering and terrorist financing — presence eftthveller or the owner
of cash or bearer negotiable instruments in thellstLbf terrorists; refusal
to disclose the origin of funds, its owner or irded use, or deliberate
distortion of such information; an offence or crimkenon-declaration o
making a false declaration; an alert from the laforcement agencies or
Rosfinmonitoring;

- determining the period of time the customs autiesr can detai
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cash or bearer negotiable instruments on suspi@bmsoney laundering
or terrorist financing, as well as the procedure rigturning them whet
suspicions prove unconfirmed;

- determining the procedure for Rosfinmonitoringto a check o
suspicious cross-border movement detected by ttermis authorities.

4. Criminal Code of the Russian Federation:

Criminalizing acquisition, storage, transportatieith the intent to
sell, and sale of goods that had been knowinglyoimeual via smuggling (i
order to put in place a mechanism to rule out hesibility for legalizing
goods imported via smuggling on the domestic madkegproceeds from
their sale).

5. The RF Code of Administrative Offences:

- strengthening sanctions for non-declaration tsefaleclaration o
cash or bearer negotiable instruments by naturabps, depending on th
circumstances of the offence; introducing propoie sanctions
including confiscation;

- instituting liability for selling foreign-made g@ds in Russig
without documents confirming legitimate importation

- instituting liability for non-presentation to tleeistoms authoritie
of the documents confirming legitimate importatioh foreign goods
which are circulated in Russia.

6. Criminal Procedures Code of the Russian Federati

Granting the customs officers legislatively stiggath powers tg
launch criminal cases:
for facts of money laundering during cross-bordervement;
in case of detection of commercial transactionshendomestiq
market with goods imported via smuggling.

In support of the legislative amendments, the Rus&overnmen
received a report on the need to adopt a new fdranpassenger custon
declaration unified with a declaration form usedld countries.

Following the adoption of legislative initiativegn automatec
system will be developed to enable automatic keppihan electronic
database of information from passenger customsagsitn forms ang
equip Russian cross-border points with devicesdéanning information ir
the customs declaration forms.

The automated system will enable automatic detedfgersons i
the Rosfinmonitoring list of terrorists and suspic persons.

f
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Recommendation o
the MONEYVAL
Report

f Staffing levels of the FCS should be increasedép kup with the growin
workload.

Measures taken t
implement the
Recommendation o

the Report

D To ensure effective implementation of the customharities’
AML/CFT function during physical cross-border mowam of cash o
f bearer negotiable instruments, a proposal has Isedmitted to the
Russian Government to increase the total manpofvbreorelevant units
of customs authorities after the legislation hasnbamended to give th
customs authorities the AML/CFT powers.

The number of customs officers involved in AML/CFfforts has
been increased by reallocating personnel and amgrnhée provisions on
law enforcement units and job descriptions of fiefficers onsite. As of
August 2009, the total number of staff members4i©Q0, including 361 at
the Central Headquarters of the Federal Customscger

Recommendation o

f The FCS should be encouraged to continue fightimguption.
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the MONEYVAL
Report

Measures taken to In the report on the Russian Federation, FATF exadn experts
implement ~ the| pointed out that the Russian customs authoritiepeome to a high level ¢
Recommendation  of corruption, however the authorities have takensstepprevent corruption,
the Report such as periodic rotations of employees, trainmgcial anti-corruption
programs and procedures of internal control. Addaily, the risk of
corruption has been reduced by a considerabledserin budget spending
per one employee.

Since the FATF evaluation, the authorities continogake anti-
corruption measures.

On 31 July 2008, the Russian President approvedtianal anti-
corruption plan under which the customs authoriigsorganizing work to
fight corruption.

At the Federal Customs Service, the powers to figbtrupt
phenomena in the customs service are vested imrnaitesecurity
departments. The staff departments are taskedongignizing educationa
and preventive activities among employees.

Corruption is being fought in close cooperationhwather units of
the customs authorities, mainly, the law enforcamdensions.

Pursuant to the Federal Law dated 25 December R@073-FZ
“On Countering Corruption”, the FCS has passed temartts designed t
fight corruption and official malfeasance in thesimms service, as well as
to improve deterrent and preventive education &ffor the fight agains
corruption at Russian customs authorities. Thesacterents are
compulsory for all customs bodies, including temidl divisions.

Pursuant to the Presidential Order dated 3 Mar€lY 200. 269 “On
commissions tasked with enforcing requirementsdificial conduct of
public officers in the Russian Federation and r@egl conflicts of
interest”, all regional customs authorities have @ commissions that
enforce requirements for official conduct and ragoh of conflicts of
interest. At the FCS Headquarters, the said conibnishias been
established by FCS Order dated 12 July 2007 No. 848

The law enforcement and state authorities of thesRn Federatio
have been informed about the fact that such conwnisshave been
established at the customs authorities and have hégsed to report t
such commissions any facts of dishonourable congjuctustoms officials

Since March 2005, the Internal Security Directoraftehe FCS ha
a specialized unit tasked with examining and anadyziraft legislation
that governs customs clearance and customs cgmtookdures, detects
any discrepancies with the law and potential toegate corruption. Th
purpose of this work is to rule out the possibilifylegislative provisiong
that would complicate the management process agdtecrconditions
favouring extortion, bribery, and other forms ofrtption.

On 3 July 2007, the Internal Security Directora@svinstructed by
the FCS board to organize an anti-corruption revi¢whe Customs Code
in order to eliminate amfuous interpretations of individual provisior|
The results of this work have translated into aefatlbill on the relevant
amendments and additions to the Customs Code.

The FCS is currently drafting a Long-term Anti-agation Plan for|
the Customs Authorities for 2010-2012. The decismdevelop this Pla
was made on 8 April 2009 by the administrative mefcommission of the
Government.
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As of August 2009, the total manpower of internetwgity units
(ISUs) is 948 persons.

In 2008, ISUs of customs authorities instituted t4iéninal cases
including 492 corruption-related cases associatiéul abuse of office an
bribe taking against 215 customs officials and dbebgivers.

In the first half of 2009, ISUs of customs authiestinstituted 367
criminal cases, including 267 corruption-relatedesa against 140 custor
officials and 22 bribe givers.

Over 90% of all crimes of corruption at customshauties are
detected by ISUs. This indicator was 91% in 2008 @506 in the first half
of 2009.

The FCS is taking measures to raise the prestigesaape the
image of the customs service; the public is beipdated via the mag
media about anti-corruption efforts, the downwarehd in the overal
level of corruption and case studies.

Recommendation 0|
the MONEYVAL
Report

f Authorities should as a priority commence an awassn raising

campaign, for all levels of staff in all regions.

Measures taken t
implement the
Recommendation o

the Report

D

f the law enforcement units of the customs authetitie

The customs authorities are focused on steppingAMbL/CFT
efforts. In February 2008, a relevant letter wad set to regional heads

In August 2009, the FCS issued a directive “On mess to
eliminate deficiencies detected by FATF expectsl, @m the participation
of the Russian FCS in the work of the Interagenoyn@ission on Anti-
Money Laundering and Combating the Financing ofdresm”.

In July 2009, regional units of the customs authesireceived
recommendations of the World Customs Organizatioringreasing the
role of customs administrations in the fight agaimsney laundering an
terrorist financing. In September of 2009, the WC@stoms Enforcemer
Guidelines on countering money laundering and testréinancing (WCO
doc. EC0212 Annex), translated into Russian languagere sent (t(
regional enforcement divisions to be used in thairk.

The Central Anti-Smuggling Directorate and the CariDirectorate
for Customs Investigations and Inquiries regulasignd the relevan
methodological recommendations and reviews todhédrial divisions.

Law enforcement units of the customs authoritigpilaly attend
coordination meetings with the law enforcement bedand other stat
authorities.

Seminars for customs officials have been planned tha
International Training and Methodological Centre=@iancial Monitoring
and as part of the MOLI-RU 2 project developed tjginvith the Council
of Europe and being implemented in Russia.

— O

—

Recommendation o
the MONEYVAL
Report

f The authorities should ensure that customs and éaforcement cot
operate in all regions and are aware of each otheases, especiall
relating to the fight against alternative remittansystems.

Measures taken t
implement the
Recommendation o

the Report

D The FCS has sent proposals to the Russian Govetrimenprove

existing interagency agreements and, if necessagy, new agreemen

f between customs and law enforcement bodies and sthe authoritie:
incorporated into the AML/CFT system.

Electronic data exchange has been put in place Blitrcountries

which involves advance reporting of goods, makingoissible to raise th

level of reliability of information provided upoté declaration of good

including monetary instruments.
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The FCS hosts the WCO Regional Intelligence Liai€dfice for
the Commonwealth of Independent States "RILO-Moscowhich is
connected to the international customs enforcemetwork “CEN”. It
enables sharing of law enforcement and methodabgidormation and

Organization. RILO-Moscow also participates in intional projects an
operations of the WCO aimed at detecting illegadrotels of cash an
other contraband.

In 2008 — 1 half of 2009, the FCS signed 14 agreésnevith
customs and police bodies in European countriesj@ntplans to crack
down on trans-national criminal organizations.

Russia signed similar agreements with law enforegranits of the
CIS customs services. In total 7 agreements wgreediin 2008-2009.

Currently, under these agreements the partiesharng preventive
intelligence, including that in the field of AML/QFE

In 2008-2009, the customs authorities conductedr @& joint
operations with other law enforcement bodies, wlinslolved AML/CFT
efforts.

Measures have been taken to strengthen cooperagioveen the
FSS and FCS:

- a working meeting was held to improve cooperatronombating
ML and TF; a set of measures has been put in pglacketect and ster
channels of terrorist financing;

- exporters and importers that previously attracittdntion of the
FSS are being monitored; new companies engaged uspicsous
transactions are being detected. They are beingsiigated for
involvement in terrorist financing;

- work has been organized to detect illegal crassiér channels o
cash and bearer negotiable instruments.

- FSS and Rosfinmonitoring are alerted about alsesa of
importation of cash and bearer negotiable instrugeh necessary, th
FSS takes steps to determine the nature and puopsseh funds.

At present the FCS participates jointly with otetate authorities ir
design of the Interagency Order "On the adoptiorthef guidelines fo
organizing information exchange in the field ofdégation (laundering) o
cash and other proceeds obtained illicitly”.

databases with customs administrations — membeitseofVorld Customs

[N S

N

Recommendation o
the MONEYVAL
Report

f The legal framework for reporting cash and bearegatiable instrument
should be simplified in one law, and reporting ferehould be brought i
line with the law in all languages.

192}

-

Measures taken t
implement the
Recommendation o

the Report

D The measures to improve the legislative framewa#t bring the
passenger customs declaration form into line wliia law are describe
above.

With its 19 September 2008 Order No. 1150 “On tthepsion of the
Administrative Regulations of the Federal Custoras/8e on performing
the state functions of accepting a passenger cgsti@riaration submitte

by a natural person”, the FCS introduced a newaqatoe for completing

f

o

the customs declaration, which eliminates the dsfities detected by the
team of evaluation experts.
Recommendation of Russia should ensure that sending cash or beargotiable instruments
tlge t MONEYVAL | through containerized cargo is covered in law anacfice.
epor
Measures taken tp Any physical movement of cash or bearer negotiafé¢ruments
implement the| across the border is currently covered by the R&t@us Code and the RF
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Recommendation of

the Report

Law “On Foreign Exchange Regulation and Foreignhange Control”,
which also includes containerized cargo.

The provisions of customs legislation obligate pessmoving cast
with containerized cargo to declare such cash | ¢hstoms carg
declaration.

The following measures are used to detect illegatement of cast
and bearer negotiable instruments concealed iro@ogtainers:

- a risk management system that makes it possabbéerduct a full
inspection of goods and vehicles in the presenoeéin criteria;

- inspection facilities;

- intelligence supplied by law enforcement units aistoms
authorities.

Recommendation o
the MONEYVAL
Report

f The FCS should have the legal authority to restmimrency in case of

suspicions of ML if the money is declared. The EBBuld take intg
consideration a system to use reports on currereyadation in order to
identify and target money launderers and terrorists

Measures taken t
implement the
Recommendation o

the Report

D

f

Measures taken to implement this recommendatidheoReport are

reflected above.

The automated system that is now being developdd emable
automatic entry of information into an electronatabase.

Upon data entry into the electronic database, ndébion will be
checked for any suspicious criteria. Detection ofths criteria will
constitute grounds for detaining funds.

A functionality will be developed to analyze infamtion in the
electronic database to detect and track personslvew in money
laundering or terrorist financing.

Recommendation of
the MONEYVAL

Report

The administrative penalties for false or non deati@ns should be raise
considerably.

Measures taken t
implement the
Recommendation o

the Report

D

f

The bill envisages the introduction of proporti@atnd restricting
sanctions for any false declaration or failure txldre cash or bear
negotiable instruments and particularization dbility for non-declaration
or false declaration.

International experience of FATF member states trd WCO
Customs Enforcement Guidelines on countering madaeydering and
terrorist financing (WCO doc. EC0212 Annex) are dude determing
amounts of fines.

O

(Other) changes sinc
the last evaluation

e

- since October 2008, the FCS has fully adoptedibed Customs
Organization Recommendation on the need to dewahopstrengthen th
role of customs administration in combating monaynidering, dated 2
June 2005. The WCO points out that Russia's acressy this
recommendation will serve as a good example fotoous administration
of other WCO member states;

- there has been an increase in the intensityfofrmation exchangg
between customs authorities and financial intefiggeunit;

- the FCS participated in the drafting of the bitl the ratification of
the Agreement of Member States of the Commonweafltmdependen
States on Anti Money Laundering and Combating thearcing of

1°2} OT (D
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Terrorism, signed in Dushanbe (Tajikistan) on 5abet 2007.
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4. Specific Questions

1. Have any measures been taken to minimize cdéoruptt law enforcement, prosecution and

other competent authorities since the evaluatiossian?

Federal Security Service (FSS)

Following the FATF evaluation mission, the FSS tdlo& following measures to minimiz
corruption at FSS bodies.

Pursuant to the National Anti-Corruption Plan aédpby the Russian President on 31 J
2008, the Plan of Measures to Prevent Corrupt Matifions at the Federal Security Service
been developed and is being implemented timelypaks of this plan the FSS:

- initiated amendments to the Federal Law “On thddfal Security Service” designed
improve recruitment for the FSS, step up interealsity measures, and protect personal dat
servicemen, public officials at federal governmémiadies, and personnel of security agen
(adopted with Federal Laws dated 25 December 2@0&80D-FZ, No. 274-FZ);

- made changes to the procedure for screening datedi for FSS service aimed
prevention corrupt manifestations;

- revised methods used in professional screening$& service, study at FSS educatid
institutions, and for appointments to executiveifpmss in order to detect any lucrative impu
or inclination to crimes of corruption among caradés;

- revised the FSS regulations that address thessstieducational work, maintaining a
reinforcing military (labor) discipline, and psydbgical work with staff;

- elevated the importance of attestation, analya®tl corrected job duties of employees
sectors exposed to risks of corruption;

- stepped up efforts of obtaining forewarnings dbourupt manifestations among F$

personnel. Adjustments have been made to the aaéon of continued efforts along these lin
in order to ensure timely collection of additioriaformation, documentation and procedu
formalization of any illegal acts detected;

- organized inspector, thematic and other checkh@f~SS bodies in order to evalu
their performance in preventing corrupt manifestagiamong their personnel;

- started the apropriate work at the local levehe Tissues of preventing corru
manifestations have been discussed at meetingeaufshof FSS bodies in federal districts
boards and meetings of administrative personnel.

Additionally, as part of the National Anti-Corrupti Plan the FSS and other fede
executive authorities participate in working owt traft laws that would ensure the following:

- implementation of restrictions, prohibitions aadligations relating to public servig
(including civil, law enforcement and military sér®), and observance of the general princij
of service conduct by public officers;

- measures to prevent conflict of interest.

Ministry of Internal Affairs (MIA)

The Russian Ministry of Internal Affairs has deyedd and is implementing a complex
measures to minimize corruption in law enforcenieies.
Among other things, these efforts are organizegas of the National Anti-Corruptio
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Plan adopted by the Russian President on 31 J@I§ 26 well as resolutions by the Coordinating

Council of heads of law enforcement bodies, interag plans and other administrati
documents.
Within this context, the MIA has developed andnipliementing an anti-corruption plan f
the period of 2008-2010, which envisages anti-qifom measures in law enforcement.
Additionally, the MIA is continuing the implemenitan of the first stage of the Intern
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Security Concept for Law Enforcement Bodies andRederal Migration Service for the peri
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of 2007-2012.

The results of these efforts were discussed onbBugey 2009 at an extended meeting of
the MIA board, which decided to adopt a complexadéiitional measures aimed at raising the
effectiveness of ministerial control over the opigeg detective and procedural activities,
elevating the personal responsibility of adminisgea personnel for the legitimacy of such
activities.

At the same time, the MIA is taking measures toroap the ministerial base of laws that
govern the matters of supporting the fight agatestupt manifestations.

The MIA issued the following orders to counter aption within the MIA system:

- dated 5 December 2008 No. 1065 “On measures pooe the public security police
efforts aimed at protecting the economic rightscitizens”, which sets out the measures to
elevate the legitimacy of public security policertv@imed at detecting economic crimes and
preventing corrupt manifestations in this work. Tdrder establishes requirements designed to
rule out inspections of businesses by police umtsnatters outside of the police purvie
including in matters of observance of license regfuents for businesses;

- dated 9 December 2008 No. 1076 and 1077, whitibksh the Commission on the
Enforcement of Requirements for Official Conduct-efderal Government Public Officers at the
Headquarters of the Russian Ministry of the Inteaiod the Commission’s working procedure;

- dated 24 December 2008 No. 1138 “On the adopmtidhe Professional Ethics Code
employees of Russian bodies of the interior”;

- dated 24 December 2008 No. 1140 “On the adomfdhe Guidelines for the procedure
of organizing and conducting official inspectiorisbadies, divisions and establishments within
the system of the Russian Ministry of the Interjor”

- dated 22 April 2009 No. 312 “On improvements e trecruitment for service at t
headquarters of the MIA of Russia and divisionsdaily subordinated to the MIA of Russia”.

The MIA prepared the Administrative Regulations thie MIA of Russia for the
performance of the government function of regisgnnotor vehicles and trailers, adopted|by
MIA Order dated 24 November 2008 No. 1001.

Since the effective date of the order (27 Janu@9% its requirements are mandatory for
all registration units of territorial administragivbodies of the State Traffic Safety Inspectorate,
the Main Directorate of the Interior, and Directesaof the Interior in constituent entities of the
Russian Federation. To check actual fulfilmentre Regulations, MIA representatives visited
11 constituent entities of the Russian Federafidre inspection findings were discussed at a
meeting attended by heads of State Traffic Safespdctorate units from 30 constituent entities
of the Russian Federation.

The MIA is also taking additional measures thabimg special background checks ugon
recruitment and in other cases stipulated by the Ehe recruitment and career advancement
mechanism is currently being improved.

An important instrument of protecting the interestgpublic service are special inspection
measures to examine the candidate’s personalitybacttground, detect facts precluding the
candidate from service or occupying a higher pmsjtand access information that constitutes a
state secret.

The MIA regularly analyzes information concerningdividuals subjected to special
inspections, requests pertinent information at itidividual’'s place of residence, from pripr
employers and educational institutions. The MIA beganized constant data exchange with|the
FSS and Federal Drug Control Service.

The MIA Main Information Analysis Center keeps gister of disqualified persons who
have been denied recruitment by MIA bodies or émeht at MIA educational institutions over
negative episodes in their background. Informatemtumulated in this register is used|to
additionally check all candidates recruited by Middies, which includes a check against data in
personnel registers of the MIA Human Resources Beeat.

At the same time, the Ministry is implementing meas to raise the moral and
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psychological qualities of employees and publigceffs, including as part of training, retraining
and professional development programs.

For instance, the MIA developed a special coursgeiveloping anti-corruption behaviour
skills and abilities among the personnel and pubfiicers MIA bodies based on the MIA
Academy of Administration, taking into account sestipons from MIA divisions. The materials
are currently pending approval by the MIA Human ®eses Department. Once approved, [the
program will be forwarded to the Russian Generak€cutor Office Academy.

The MIA sent proposals to the Russian Ministry adalih and Social Development to
develop anti-corruption educational and methodailgignaterials as part of the government o

year 2009.

To raise the effectiveness of anti-corruption measat law enforcement bodies, the
is taking measures to step up collaboration with B$S, Federal Customs Service, and
federal executive bodies concerned.

In March 2009, MIA representatives held an offialaeting with representatives of the
Internal Security Service of the Russian Federat@us Service to discuss issues of cooperation
and sharing of operative information relating tstamces of corruption committed by FCS
officials, including the criminal activity of corgbandists of drugs and psychotropic substances
and officials of law enforcement and controllingdies that aid them.

In the course of such measures, in the 1st h&206® the MIA detected 44 033 violations
by MIA personnel, federal public officials and emytes within the MIA system (hereaf
“employees”), including 41 517 disciplinary offescevolving breaches of the law and 2,516
crimes, of which 878 were offences of general amathinature and 1 635 official crimes and
crimes against justice.

A number of corrupt officials were exposed in joapterations with other law enforcement
bodies.

Measures to minimize corruption in law enforcemnemetin process.

Federal Drug Control Service (FSKN)

In the annual President’'s message to the Federsgniisly of the Russian Federation,
countering corruption is one of the priority lineghe government’'s domestic policy.
In July 2008, a National Anti-Corruption Plan ofetiRussian Federation was adopted
(hereafter “the National Anti-Corruption Plan”). &hFederal Drug Control Service is the
authority tasked with direct implementation of theasures stipulated in the National Anti-
Corruption Plan within its purview.

On 25 December 2008, the Russian President sigeel@ér&é Laws No. 273-FZ “Onp
Countering Corruption” and No. 280-FZ “On Amendngetd Individual Legislative Enactments
of the Russian Federation in connection with thdication of the United Nations Conventign
Against Corruption dated 31 October 2003 and thieni@al Law Convention on Corruptio
dated 27 January 1999 and adoption of the Fedaxal'©n Countering Corruption’.”

Pursuant to item 5 of Section IV of the NationaltiX@orruption Plan, adopted by the
Russian President on 31 July 2008, the FSKN Direptepared and approved the Plan [for
Countering Corruption at the FSKN for the years&009, which was announced in the FSKN
order dated 29 September 2008 No. 318/dsp.

In the course of parliamentary hearings “On theslagve support of the National Ant
Corruption Plan”, the FSKN made specific proposalénprove legislative measures in support
of the National Anti-Corruption Plan.

One of the main tasks faced by the FSKN at théalrstage of organizing anti-corruption
efforts was to amend the laws that govern the implgation of anti-corruption measures.

In order to elaborate the mechanism of controltimg performance of the FSKN'’s public
functions, the FSKN issued the following orders:

>
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- dated 8 December 2008 No. 450 “On the adoptidh@&dministrative regulations of the
FSKN for performing the public function of issuistatements about the absence of current or
prior uncleared convictions of individuals who whiave direct official access to drugs |or
psychotropic substances for crimes of average i#gvegrave or especially grave crimes
involving trafficking in drugs or psychotropic su@sces, including crimes committed outside the
Russian Federation, as well as statements to thet ¢fiat such individuals do not face charges in
connection with crimes involving trafficking in dys or psychotropic substances”;

- dated 8 December 2008 No. 451 “On the adoptidh@&dministrative regulations of the
FSKN for performing the public function of issuimgstatement on the compliance of facilitjes
and rooms where anti-drug trafficking work is penfied”.

These FSKN orders passed state registration iRtissian Justice Ministry.

Besides making the requisite changes to interrguilagions, the FSKN is working out
measures needed to improve Russian anti-corruptbicy laws.

The FSKN has worked out proposals for the critefiassessing the effectiveness of drug
control bodies in preventing, detecting and inggding crimes of corruption, and made
appropriate additions to the system for evaluatiregperformance of FSKN territorial bodies.

To ensure effective implementation of the provisiofi the state anti-corruption policy, in
August 2008 the FSKN established its own Interredusity Department. Its main task, besides
ensuring the security of FSKN operations, is orgagi efforts to prevent corrupt manifestatigns
among employees of FSKN bodies.

The FSKN Internal Security Department is the maumstbn in the FSKN'’s anti-corruption
system and organizes work along these lines aE8%N territorial bodies where anti-corruption
efforts are the responsibility of internal securityites (hereafter ISUs).

In addition to the Internal Security DepartmenhestFSKN departments contribute to anti-
corruption efforts.

An important aspect of anti-corruption work has rbette participation of FSKN
representatives in the work of the interagency wgndup tasked with preparing reports to the
Anti-Corruption Council under the Russian Presidén the results of law enforcement bodigs’
fight against crimes of corruption” (hereafter th@ouncil”). Information about the results of
anti-corruption efforts at the FSKN was consolidae@d presented to the Council.

Also, under the Plan of FSKN board meetings forQ@h 27 May 2009 the FSKN boalrd
held a meeting dominated by the following issuerd@&hizing anti-corruption efforts in the light
of the FSKN'’s implementation of the National Ant@uption Plan and the Concept of the
Administrative Reform in the Russian FederationZ006-2010".

Another important aspect of organizing anti-cortmptefforts is training specialists in
detecting and documenting crimes of corruptionyel as improving professional training in this
sphere for officers of operative and detectivesuoftthe FSKN bodies.

FSKN educational institutions have made the appatgrchanges to their educational
processes in terms of advanced study of anti-coomissues.

Besides the general organizational measures thepesithe long-term anti-corruption
strategy at the FSKN, the basis of anti-corruptffiorts is formed by daily preventive work pf
the Internal Security Department in close coopenatvith human resources departments.

Raising the level of cooperation with other lawanément bodies that are fighting corrupt
manifestations is a good reserve for improvemeaniicorruption work.

Federal Customs Service (FCS)

In the report on the Russian Federation, FATF etalo experts pointed out that the
Russian customs authorities are prone to a highl lglvcorruption. Nonetheless, the authorities
have taken steps to prevent corruption, such dedierotations of employees, training, spegial
anti-corruption programs and procedures of intecaatrol. Additionally, the risk of corruption
has been reduced by a considerable increase irebsplgnding per one employee.
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Since the FATF evaluation, the customs authorittestinue to take anti-corruptign
measures.

Presently, these efforts are implemented by theomsauthorities pursuant to the National
Anti-Corruption Plan adopted by the Russian Pregida 31 July 2008.

The powers to combat corruption are vested in nmaesecurity units as well as HR
departments tasked with educational and preventeasures.

Corrupt manifestations are fought in close coopamatvith other units of the custo
authorities, mainly the law enforcement unit.

Pursuant to the Federal Law dated 25 December 2@8273-FZ “On Counterin
Corruption”, the FCS has passed enactments destgrfaght corrupt manifestations and official
malfeasance in the customs service, as well ampoove deterrent and preventive education
efforts in the fight against corruption at Russtaistoms authorities, which have been brought to
the attention of all territorial customs bodies.

Pursuant to the Presidential Order dated 3 Mar€¥ 200. 269 “On commissions tasked
with enforcing requirements for official conductmiblic officers in the Russian Federation apd
resolving conflicts of interest”, all regional casts directorates and offices have set |up
commissions to enforce requirements for officiahact and resolution of conflicts of interest.
At the FCS Headquarters, the said commission has éstablished by FCS Order dated 12 J
2007 No. 848.

The law enforcement and government authoritieshef Russian Federation have been
informed about the fact that such commissions teeen established at the customs authorities
and have been advised to report to such commissiopsfacts of dishonorable conduct by
customs officials.

In order to rule out the possibility of FCS-sperifenactments being passed with
provisions that would complicate the administratipeocess or create conditions favoring
extortion, graft and other forms of corruption,cgrMarch 2005 the Internal Security Directorate
has a unit tasked with analyzing draft enactmeatscbmpliance with the laws in force and
potential to generate corruption.

In 2008, a team of the most qualified officialsF€S divisions concerned was formed o
conduct an anti-corruption examination of the RFst6ms Code in order to eliminate any
ambiguous interpretations of individual provisions.

The FCS is currently drafting a bill that would makhe relevant amendments an
additions to the RF Customs Code.

Additionally, the FCS is currently reviewing a Loteggm Anti-Corruption Plan for th
Customs Authorities for 2010-2012.

As of August 2009, the total manpower of interredwgity units (ISUs) is 948 persons.

In 2008, ISUs of customs authorities instituted 7d@minal cases, including 492
corruption-related cases associated with abusdficecand bribe taking against 215 customs
officials and 46 bribe givers.

In the first half of 2009, ISUs of customs authestinstituted 367 criminal cases, including
267 corruption-related cases, against 140 custdficgats and 22 bribe givers.

Over 90% of all crimes of corruption at customshauties are detected by ISUs. This
indicator was 91% in 2008 and 95% in the first w&l2009.

The FCS is taking measures to raise the prestigeshape the image of the customs
service; the public is being updated via the masslian about anti-corruption efforts, the
downward trend in the overall level of corruptiamd graphic case studies.

o
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Rosfinmonitoring

Rosfinmonitoring has taken the following measumeminimize corruption:
= Developed and adopted the 29 September 2008 AmtisStion Plan of
the Federal Financial Monitoring Service.
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= By Rosfinmonitoring order dated 29 December 2008 Rt9, the
Human Resources Department was tasked with figljireyenting) corruption;

Rosfinmonitoring drafted an Order “On the list e@déral public service positions at the

Federal Financial Monitoring Service that requitblic officers filling such positions to disclose

information about their incomes, property and ficiahliabilities, as well as information abo

ut

incomes, property and financial liabilities of thaipouses and underage children”, which is

currently under approval.

2. Has the approach towards ML risk assessmentenRussian Federation been reconsidered

since the evaluation mission?

Bank of Russia (BoR

The BoR is constantly implementing measures to awpithe Russian AML/CFT system,
including in terms of assessing the risk of morayndering (so-called risk-oriented approach)|
Since the third-round mutual evaluation of the Rars®AML/CFT system for compliance

with international standards the BOR issued a nundfeenactments that contain signs

suspicious transactions, along with recommendatifors credit institutions on additional

monitoring of suspicious transactions. Credit tositbns take these BOR into account when

implementing internal control procedures to deteerthe risk of ML or TF transactions by t
customer.

Additionally, Federal Law No. 121-FZ was adopted3dune 2009, amending Law No.

115-FZ and establishing, among other things, autili criteria to be used by institutio
carrying out money and value transactions to agbesssk of ML and TF upon detecting mon
transfers without the details of the payment oagin.

Rosfinmonitoring

The approach based on the assessment of the ri8kLOFF transactions is the core

approach in anti money laundering procedures.

In particular, a number of transactions that doragte suspicions may be carried out with

via a simplified customer identification procedure.
Transactions showing a heightened degree (leveljs&f of involvement in ML or TH
require an extra measure of control from creditifunons.
A new edition of recommendations on developingrimaé control rules has been prepa
for non-credit institutions (which replaces exigtimecommendations adopted by the
Government Decision No. 983-r and is currently urajgproval by supervisory bodies), whi

ed
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requires institution to develop internal controbgedures for purposes of AML/CFT, taking into

account the risk of ML/TF.

In particular, institutions are required to developheir internal control rules a program for

assessing the risk of ML/TF transactions by theéarusr (item 3.2 of the draft resolution).

Additionally, Rosfinmonitoring published its Infoative Letter dated 18 March 2009 No

2, containing the fundamental principles and apghea to the identification procedure
institutions. This letter requires that, upon elisaing business relations with the customer,
institution should assess the customer’'s ML/TF teskel and subsequently constantly mon
the customer’s transactions in order to take istmant changes in the degree of risk.

Institutions must monitor and control current tr@etgons, taking into account ML/TF ris
assessment results, and constantly monitor theroests transactions in the event of heighte
risk or suspicious transactions in the customestividy.

The institution, regardless of the specifics ofaitsivity and the specifics of the activity
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its customers, must develop criteria for assessirg degree of risk in keeping with the
requirements established by Rosfinmonitoring (ité12.1 of the new edition of the
Recommendations). Information Letter No. 2 contathe recommended list of signs [of
transactions, types and conditions of activity stadws a heightened risk of ML/TF transactions
by customers, which include:

- travel and tourist business and other activitie®lving the organization of travel (travel
business);

- transactions and other deals using Internet tolgres and other remote access systems
or otherwise without face-to-face contact;

- the customer or the customer’'s founder (bendficianer) or transaction (deal)
counterparty is registered or is doing businessaountry or on a territory that offers preferentia
tax regimes and (or) does not require disclosuréenfmirmation during financial transactions
(offshore zone).

In order to assess the degree (level) of risk aaktpossible changes in the risk level, the
institution must conduct constant monitoring of tlastomer’'s transactions (3.2.2). The
institution must pay heightened attention to moaeg value transfers, which are carried out by a
high-risk customer.

Informative Letter No. 2 states that the institntimust complete a thorough customer due
diligence if:

- a customer, beneficial owner or transaction ssgspicions of involvement in money
laundering or terrorist financing;

- the transaction is complex or unusual in its reand has no obvious economic ratiorjale
or obvious legitimate purpose, and/or there areaesto believe that the transaction is carried
out to evade mandatory control procedures stipdilimt¢he Federal Law;

- the degree (level) of risk has been assesseedigisténed.

Additionally, Rosfinmonitoring elaborated the drédiv “On amendments to the Federal
Law “On Anti Money Laundering and Combating thedfining of Terrorism”, which establishes
the obligation of institutions to pay heighteneation to any transactions carried out by pergons
(or with the participation of persons) registenexkiding or located in a state (on a territory) tha
does not apply or insufficiency applies FATF recosmaiations, or where such transactions|are
carried out via an account of a bank registerdtiérsaid state (on the said territory).

Simultaneously, the draft law lists among the taatisns subject to mandatory control and
reporting to Rosfinmonitoring the transactions wéditing or transferring money to an accoynt,
extending or receiving credit (loan), transactionsecurities, where at least one of the parties| is
natural or legal person registered, residing oatied in a country (on a territory) that does not
apply or insufficiently applies FATF recommendasgpor where the said transactions are carried
out via an account with a bank registered in thd sauntry (on the said territory). The list pf
such countries (territories) is determined in adaace with the procedure set out by the Russian
Government, taking into account FATF publicatiofige said list will be published officially.

3. Was further consideration given to the issusugfplementing the provisions of the Criminal
Code relating to criminalization of all lucrativeimes?

Rosfinmonitoring

The Federal Service for Financial Markets draftel Eederal Bill “On Amendments to the
Criminal Code of the Russian Federation and theni@al Procedure Code of the Russ|an
Federation” (establishing punishment for offencasising considerable damage to rights and
interests of natural and legal persons in the geesimarket), which envisages criminal liability
for price manipulations in the securities markeaswassed by the State Duma of the Rusgsian
Federal Assembly in the first reading on 8 May 2008
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4. Have any measures been taken to introduce cairiability for legal persons?

Rosfinmonitoring

Concerning the introduction of criminal liabilityif legal persons, please be informed
follows. Russian criminal law does not recognizgalegpersons as subjects of a crime, as dire
stated in Article 19 of the RF Criminal Code, undédrich only a criminally sane natural pers
that attained the appropriate age can be crimirmathgecuted. This provision reflects one of
fundamental principles of Russian criminal law € tirinciple of personal and culpable liabil
of a person.

At the same time, Russian legislation establisaoéiffe sanctions against legal persons
crimes associated with money laundering or terréinancing.

In particular, Article 15.27 of the RF Code of Admgitrative Offences stipulates i
administrative fine of 50,000 to 500,000 rublesadministrative suspension of activity for
period of up to 90 days for violations of AML/CFaws by legal persons.

Under Article 13 of the AML/CFT Law, institutiongerating under a license, which are i

breach of this law, are subject to a sanction wbeation (annulling) of the license.

Liquidation of institutions implicated in terrorisctivities, including terrorist financing,
envisaged in the Federal Law dated 6 March 20068384d-Z “On Countering Terrorism”.

The possibility of court-ordered liquidation of allgic or religious association or oth
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institution engaged in extremist activity is engsd in Article 9 of the Federal Law dated 25 July

2002 No. 114-FZ “On Countering Extremist Activity”.

Finally, Article 16 of the RF Civil Code stipulatésat a legal person may be liquidated
court decision if it engages in activities prohghit under law or in violation of the R
Constitution, or commits repeated or grave violadiof the law.

by
F

5. During the evaluation mission, many law enforeetrofficers in the regions complained th
never participated in international training eventé/hat measures have been taken by
Russian authorities to improve training programs leov enforcement officers in the regions,
particular the Far Eastern District?

In the 1st half of 2009, the International Trainiawgd Methodological Center of Financ
Monitoring developed a Standard Training and Psifesml Development Program for Russ
Law Enforcement Officers engaged in AML/CFT effoatsd Methodological Recommendatio
on the Training and Professional Development offéasionals for the national AML/CF
system.

This program with the methodological recommendatiomere coordinated with th
Nizhniy Novgorod Academy of the MIA, the Economiecirity Academy of the MIA, and th

FSS Academy, and forwarded to the MIA, FSS, FSKM #me GPO to be used by the

respective educational institutions.
In 2009, the International Training and MethodotagiCenter of Financial Monitoring als
developed a program of short-term seminars of Raskw-enforcement officers engaged
AML/CFT efforts. Under this program, the Internat@ Training and Methodological Center
Financial Monitoring held one-day training seminatisroughout 2009, attended
representatives of the headquarters and territbadies (including from the Far Eastern Fed:s
District) of the MIA, FSKN, and FSS.

o]
in
of
DYy
oral

6. How many new FIU employees were recruited dimeenutual evaluation?

n

Total staff of Rosfinmonitoring and its Interrega@drDepartments is 645 employees.
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2008 it had 102 vacancies, as to August 2009 itd@agacancies. The most of vacancies have
been announced.

5. Questions related to the Third Directive (2005/60/EC) and the
I mplementation Directive (2006/70/EC)4

Implementation / Application of the provisions in the Third Directive and the
Implementation Directive

Please indicate Even though the Russian Federation is not an EU leenand is not
whether the Third contemplating EU membership, we strive to maximassiple application
Directive and the (with provisions for the specifics of the natiorlabal system) of the
Implementation provisions of these EU Directives, considering theamnbe an expert

L

zifscitx;ehﬁgtgge/ guidance for Russia generalizing the best AML/CFactices of Europeat

or are fully applied states.
and since when.

Beneficial Owner

Please indicate Rosfinmonitoring and the ministries and agencieacemed have
whether your lega| drafted the oft-mentioned Federal Bill “On Amenditseto the Federal Law
definition of | ‘On Combating Legalisation (Laundering) of Procedusn Crime and

beneficial OWN® Financing of Terrorism’ ”, which broadens the scagfenotions of the
gg;irr?i?irc))%nds 0 ;?'AML/CFT Law by defining the notion of “beneficialwmer”. Beneficial
beneficial owner in OWNEr means a proxy giver, grantor, principal, owoe other person o
the 39 Directive | Whose behalf and (or) in whose interests and (brvteose expense the
(please also providecustomer (customer's representative) carries outaney and valug
the legal text with transfer.

your reply) We believe that this definition corresponds to3fdirective.

-

Risk Based Approach

Please indicate the The approach based on the assessment of the risKLéTF
extent to which transactions is the core approach in anti moneydering procedures.
financial institutions Transactions showing a heightened degree (level)risk of

?Oa"jsgeg” rigij)na'ltstg;@nvqlvgment in ML or TF require an extra measurecofitrol from credi
approach a institutions. PursuanF to |t.e.m 2.9 of the BoR Ppliated .19 August 200
discharging  certair No. 262P On the_ |dent|_f|cat|on of customers anmebfl_mal owners Ig)
of their AML/CET | credit institutions with a view to combating morlayndering and terrorig
obligations financing”, the transactions of heightened degieee() of risk include:

- transactions by a non-Cl legal person (its steom#abusiness unit
or individual entrepreneur involving withdrawal afish from a ban
account (deposit account) (with the exception othdriawal of cash
representing salaries and compensations under dudsibour laws
pensions, stipends, benefits and other mandatarialspayments unde
Russian laws, as well as payment for stationery atiger household
expenses, except the purchase of fuel and lubscand agricultural

=
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=

4 For relevant legal texts from the EU standards Appendix .

5 See Please see Article 3(6) of the Third Direategroduced in Annex Il
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products);

- transactions with residents of countries or teries named in item
2, 3 of Appendix 1 to the BoR Directive dated 7 Asg2003 No. 1317-U
“On the procedure for the establishment by autlkdrisbanks of
correspondent relations with non-resident bankstegd in states and gn
territories granting a privileged tax regime andfost stipulating the
disclose and furnishing of information in the coadof financial operation
(in offshore zones)”, registered by the Russianisfim of Justice on 10
September 2003 under No. 5058;

- the business of organizing and maintaining swedps and
gambling outlets (casinos, bookmaker’'s, etc.), woigag lotteries,
sweepstakes (mutual betting), and other gamblingiega including in
electronic form, as well as operation of pawnshops;

- operations involving sales, including on comnussiof antiques
furniture, and passenger cars;

- transactions in precious metals and stones, [emwyektontaining
precious metals and stores, and jewellery scrap;

- transactions in real estate and real estate ggemcvices in
transactions in real estate;

- transactions with a legal person whose permarmgEvernance
bodies, other bodies or persons authorized to mdiehalf of this perso
without power of attorney, are absent at the locaiddress of this lega
person;

- presence of suspicious transactions in the cuesteractivity, which
are reported to the competent authority (this stdgraph may be
disregarded if no suspicious transactions subjectreporting to the
competent authority were not detected during aodeeéstablished unde
this Provision for updating information obtained onp customel
identification and beneficial owner determinatiordadentification);

- recurring transactions whose nature gives reasorlieve that
they are conducted with the objective of evading thandatory contrg
procedure stipulated in the Federal Law “On Conmgatlegalisation
(Laundering) of Proceeds from Crime and Financih@§esrorism";

- money transfers by legal persons to bank accoldé&posit
accounts) of natural persons (except salaries amdpensations under
Russian labour laws, pensions, stipends, benefits @her mandatory
social payments under Russian laws) with subsequihtrawal by said
natural persons of such money in cash or its teantf bank accounts
(deposit accounts) of other persons;

- banking transactions and other deals carried usihg Internet
technologies;

- transactions with residents of countries or tenes which,
according to international sources, do not complyhwhe generally
accepted AML/CFT standards or are countries oitogies with high levels
of corruption;

- transactions with residents of countries or temes which,
according to international sources, are illegallpducing or smuggling
narcotic substances, as well as countries andtaees permitting
uncontrolled circulation of drugs (except countri@s territories using
narcotic substances exclusively for medicinal pag).

A credit institution may also use additional typef high-risk
transactions.

4
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Politically Exposed Persons

Please indicate
whether criteria for
identifying PEPs in
accordance with the
provisions in the
Third Directive and
the Implementation
Directive® are
provided for in your
domestic legislation
(please also provid
the legal text with

your reply).

e with monetary funds and other property, to whomitistitution’s manage

Russia adopted Federal Law No. 121-FZ dated 3 2008, which
establishes the following additional obligations ifustitutions carrying out
transactions in money when serving foreign PEPSs:

1) Take justified measures available under theuoistances to dete
foreign PEPs among the existing or potential pevatstomers;

2) Provide services to foreign PEPs only based wamitten decision
by the manager of the institution carrying out sa&etions with monetar
funds and other property, or the manager’'s de@gyvell as the manag
of the standalone business unit of the instituttarrying out transactions

r

or deputy manager delegated the appropriate atythori

3) Take justified measures available under theunistances to
determine the sources of money or other value lgelgrto foreign PEPs;

4) Regularly update the information at the dispagahe institution
carrying out transactions with monetary funds atigeo property about
foreign PEPs among its customers;

5) Focus heightened attention on transactions witimetary fundg
and other property carried out by foreign PEPsjrthpouses, family
members (direct family members in the upward or meard line (parents
and children, grandparents and grandchildren), doleiblings and hal
siblings (siblings having a common father or mothadoptive parents an
adopted children) or on behalf of such personthdy are customers of t
credit institution.

These requirements are not applied by credit tuigins for
transactions below RUB 15,000 or a foreign curresmcyunt equivalent t
RUB 15,000, which involve purchase or sale of fgmecurrency in cas
form by natural persons or making money transfethearequest of natur
persons without opening a bank account, except aveerployees of th
institution carrying out money or value transfees/é reasons to suspect
that such transactions are carried out for ML opUiFposes.

Additionally, Russia adopted Federal Law dated Zsdinber 200
No. 273-FZ “On countering corruption”. The Law dsdishes the basi
principles of countering corruption, legal and angational fundamental
for preventing and combating corruption, minimiziagd (or) eliminatin
consequences of crimes of corruption. It is supplged by the R
Presidential Decree dated 18 May 2009 No. 557 bksiténg lists of stat
employees who are obligated to report their incame that of their famil
members. Therefore, Russia has created the legalingwork for
monitoring incomes of Russian PEPs.

Russia has analyzed the expedience of extendingnéneesures o
enhanced transaction monitoring to Russian PERE, tive analysis results
presented to the Russian Government. This apprbashbeen deemed
expedient, and the relevant federal bills are newmdpdrafted.

In determining whether or not a foreign national as PEP,
Rosfinmonitoring and other supervisory bodies pedcrom the definitio
provided in item “c” of Article 2 of the UN Convdoh Against Corruption

e

=)

=]

6 See Article 3(8)

of the'3Directive and Article 2 of Commission Directive 08070/EC

reproduced in Appendix II.
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published by international

This position has been brought to the attentiorFisf through relevant
information postings on the official Rosfinmonitogi website.

The BoR Letter dated 18 January 2008 No. 8-T “@napplication of
item 1.3 of Article 7 of the Federal Law ‘On Comibgt Legalisation
(Laundering) of Proceeds from Crime and Financihgesrorism” brought
the list of definitions of “publicly exposed persdrcontained in documents
organizations to theergion of credit

institutions.
“Tipping off”
Please indicate Article 4 of the AML/CFT Law classifies a prohilmti on tipping
whether thel off customers and other persons about AML/CFT masbeing taken as

prohibition is limited
to the
report or also cover
ongoing ML or TF
investigations

transactior

one of the measures aimed at AML/CFT.

| Under item 6 of Article 7 of the AML/CFT Law, emplees of
”institutions reporting the relevant informationttee competent authority
are prohibited from tipping off customers and otpersons.

The Federal Bill “On Amendments to the Federal L&n
Combating Legalisation (Laundering) of Proceedsmfr@€rime and
Financing of Terrorism’ states that not only emgley of the institution
disclosing the relevant information to the compei@mhority, but alsc
managers of such institutions shall not tip off tonsers of such

192}

institutions and other persons about the AML/CFTasuges being taken

DNFBPs |

Please specify whether The State Duma has passed in the first readindl ardder which the
the obligations apply tc
all natural and legal
persons trading in all
goods where payments
are made in cash in g
amount of € 15 000 o

over.

AML/CFT regime would be applied to all transactiagnsamounts equa
to or exceeding RUB 600,000 in cash, in which cassh transactions are
subject to mandatory control.
Rosfinmonitoring and other authorities have analyzthe
. possibility to establish control over all such sactions involving
acquisition of high-value items and luxury possassj and have foun
this decision to be expedient. The relevant prdsdsave been submitte

to the Russian Government.

>
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6. Statistics

Table 1

Money laundering: investigations / prosecutions /anvictions

(2003 — 01.07.2009)

Year Money laundering Self-laundering Total
2003 481 137 618
2004 271 1706 1977
2005 524 6 937 7 461
2006 631 7 326 7 957
Number of ML crimes investigated 2007 365 8670 9035
2008 319 8 064 8 383
01.07. 217 6 639 6 856
2009
Total 2808 39479 42 287
2003 126 55 181
2004 118 577 695
2005 261 2227 2 488
Number of persons investigated for money laundering 2006 205 2417 2622
2007 154 2 306 2 460
2008 166 2633 2799
01.07 103 1724 1827
2009
Total 1133 11939 13072
2003 471 112 583
2004 222 1549 1771
2005 377 6 359 6 736
Number of completed money laundering investigations 2006 582 6 942 7524
2007 295 8 258 8 553
2008 220 7 366 7 586
01.07 2009 126 6 156 6 282
Total 2293 36742 39 035
2003 364 101 465
2004 145 1490 1635
2005 305 6 079 6 384
Number of money laundering cases sent to court 2006 452 6428 6880
2007 242 7021 7 263
2008 119 6241 6 360
01.07 2009 45 5081 5126
Total 1672 32441 34 113
Number of persons charged with money laundering 2003 68 49 117
2004 93 552 645
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2005 232 2101 2333
2006 146 2170 2316
2007 111 2 009 2120
2008 82 2055 2137
01.07. 35 1129 1164
2009
Total 767 10 065 10 832
2003 11 3 14
2004 14 42 56
Number of convictions related to money laundering 2005 126 293 419
(includes convictions for more or other seriousnes for which 2006 109 423 532
money laundering or self -laundering was only cdetd an
aggravating crime). 2007 110 416 526
2008 84 755 839
01.07. N/A N/A N/A
2009
Total 454 1932 2 386
Table 2
Stand alone convictions
(2003 — 01.07.2009)
Money laundering
Year 2003 2004 2005 2006 2007 2008 01.07.2009 Total
Imprisonment - 1 5 9 25 2 N/A 42
Conditional imprisonment 3 2 7 5 14 12 N/A 43
Fine - - 7 11 10 3 N/A 31
Total Sanctions 3 3 19 25 49 17 N/A 116
Self-laundering
Imprisonment - 5 14 32 20 38 N/A 109
Conditional imprisonment - 7 14 47 43 64 N/A 175
Fine - - 12 14 22 17 N/A 65
Total Sanctions 0 12 40 93 85 119 N/A 349
Table 3

Terrorist financing: investigations/ prosecutions/convictions (2003 — 01.07.2009)

Year Number
Number of TF crimes investigated 2003 N/A
2004 16
2005 4
2006 15
2007 7
2008 10
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01.07.2009

10
Total 62
2003 N/A
2004 4
2005 18
2006 21
Number of persons investigated for TF
2007 3
2008 12
01.07.2009 3
Total 61
2003 N/A
2004 3
2005 12
2006 9
Number of completed TF investigations
2007 3
2008 8
01.07. 2009 4
Total 39
2003 N/A
2004 2
2005 14
2006 9
Number of TF cases sent to court
2007 -
2008 6
01.07. 2009 2
Total 33
2003 N/A
2004 2
2005 15
2006 7
Number of persons convicted of TF
2007 1
2008 1
01.07.2009 2
Total 28
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Table 4

Statistics on criminal cases containing FIU materige

(2003 — 01.07.2009)

Year Number
2003 22
2004 540
2005 1300
Number of ML investigations (law 2006 2103
enforcement / prosecution) containing FIU
material 2007 3065
2008 3807
01.07.2009 2 696
Total 13533
2003 N/A
2004 N/A
2005 N/A
Number TF investigations (law enforcement 2006 7
/ prosecution) containing FIU material 2007 12
2008 19
01.07.2009 9
Total 47
2003 1
2004 2
2005 35
Number of ML cases containing FIU 2006 208
material transferred to court 2007 71
2008 73
01.07.2009 66
Total 456
2003 4
2004 9
2005 16
Number of convictions for ML in cases 2006 95
containing FIU material 2007 46
2008 58
01.07.2009 51
Total 279
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Table 5

Statistics for confiscation and freezing (2003 61.07.2009)

Year Total Article 174 CC Article 174.1
cc
Money laundering only
2003 N/A
2004 N/A
2005 264 53 211
2006 227 16 211
Number of cases of freezing or seizure of property
2007 261 24 237
2008 282 18 264
01.07.2009 253 16 237
Total 1287 127 1160
2003 185 880 75 207 110 673
2004 62 506 4 806 57 700
2005 739 707 32312 707 395
Amounts frozen or seized 2006 563 071 80 621 482 450
(x 1000 RUB) 2007 829 879 598 310 231569
2008 155 587 3135 152 452
01.07.2009 282 780 - 282 780
Total 2819410 794 391 2025019
2003 112 079 13 883 98 196
2004 103 191 4 388 98 803
2005 79174 13 139 66 035
Amounts confiscated 2006 385992 36 474 349 518
(x 1000 RUB) 2007 897 141 11 682 885 459
2008 232 653 36 003 196 650
01.07.2009 59 692 2 469 57 223
Total 1869 922 118 038 1751884
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Table 6

Suspended transactions and amounts frozen

(2003 — 01.07.2009)

Year Number
2003 0
2004 4
2005 8
Number of suspended transactions 2006 7
(national terrorist list only) 2007 22
2008 11
01.07.2009 4
Total 56
2003 0
2004 5988
2005 489 054
Amounts frozen (USD) 2006 28438
(national terrorist list only) 2007 69 284
2008 39 396
01.07.2009 12 034
Total 644 194
Table 7
MLA requests related to ML
(2003 — 01.07.2009)
Year Number
2003 3
2004 4
MLA requests - received 2005 65
2006 79
2007 21
2008 49
01.07.2009 48
Total 269
2003 3
2004 4
MLA requests - answered 2005 65
2006 79
2007 21
2008 16
01.07.2009 12
Total 200
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Table 8

Statistics on reports received by the FIU
(2003 — 01.07.2009)
Year Number
2003 303 900
2004 658 000
2005 1545 499
2006 3777 124
Number of STRs received by the FIU
2007 5504 559
2008 5416 341
01.07.2009 1978 54
Total 19 183 963
2003 974 873
2004 1772595
2005 3 053 382
2006 6 147 974
All reports received by the FIU (incl. STRs)
2007 8548 641
2008 8 597 384
01.07.2009 3122 317
Total 32217 168
2003 18 000
2004 12 000
2005 80 000
2006 122 000
Number of STRs transferred to law enforcement
2007 30 060
2008 55121
01.07.2009 9847
Total 327 023
Table 9
Reports by Credit institutions
(2003 — 01.07.2009)
Year 2003 2004 2005 2006 2007 2008 01.07.2009
Mandatory reports 647 1071 1456 2270 844 2797911 2 869 557 1048 363
222 640 518
STRs 303 655 267 1542 | 3773734 5489 213 5368 717 1969 553
218 141
All reports 950 1726 2998 6 044 8 287 124 8 238 274 3017 916
440 907 659 578
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Table 10

Reports by non-CI FIs
(2005 — 01.07.2009)
Year 2005 2006 2007 2008 01.07.2009
Mandatory reports 2103 4329 7 637 6 859 25581
Securities markets
STRs 328 847 3 686 407( 1196
Mandatory reports 788 787 2100 2904 171p
Investment and pension funds
STRs 92 72 510 1382 171
Mandatory reports 1 1218 5530 16 364 81y
Post of Russia
STRs 67 271 5645 33 864 4 404
Mandatory reports 1943 5292 10 182 12 577 7432
Insurance sector
STRs 33 346 1345 515 24%
Mandatory reports 40496 | 70631 163 151 160 197 34 201
Leasing companies
STRs 311 334 2127 3137 126p
All reports 46 162 | 84127 20191 241 855 54 0p0
Table 11
Reports from non-credit non-financial institutions
(2005 — 01.07.2009)
Year 2005 2006 2007 2008 01.07.2009
Mandatory reports 6408 | 17172 43261 90 185 41 495
Dealers in precious metals and precious stones
STRs 2503 1185 874 2 896 1038
Casinos Mandatory reports 524 1491 2879 3728 1818
STRs 21 162 229 569 334
Real estate agents Mandatory reports 163 1619| 11425 18 694 5385
STRs 0 82 599 871 272
Lawyers and notaries and persons providing legal o Mandatory reports - - - - -
accounting services
STRs 3 91 331 319 59
All reports 9622 | 21802 59604 117 257 50 401
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Table 12

Number of reports related to TF

(2004 — 01.07.2009)
Breakdown per reporting entity (Fls only)

Financial institution Type of report 2004 2005 2006 2007 2008 01.07.2009
Mandatory 389 722 860 899 1188 663
Credit institutions reports
STRs 1709 8 861 24 034 26 601 20 938 6 628
Mandatory 0 0 0 0 o )
Securities markets reports
STRs 3 8 21 24 19 8
Mandatory
Investment and pension reports 0 0 0 0 0 0
funds
STRs 0 3 3 2 6 1
Mandatory 0 0 1 ) o 5
Post of Russia reports
STRs 1 3 5 12 18 7
Mandatory 0 0 1 29 14 1
Insurance sector reports
STRs 2 6 22 2 1 3
Mandatory 0 0 0 0 1 0
Leasing companies reports
STRs 0 0 0 0 0 0
All reports 2104 9 603 24 947 27 564 22 1{1!0 7 3p9
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Table 13

Number of on-site visits
(2003 — 01.07.2009)

Financial Institutions Year Number of visits
2003 1699
2004 2592
2005 1425
Credit institutions 2006 1419
2007 1362
2008 1171
01.07.2009 444
2003 171
2004 209
2005 198
Securities market (including investment and pensiofunds) 2006 235
2007 259
2008 238
01.07.2009 131
2003 N/A
2004 138
2005 164
Insurance sector 2006 168
2007 263
2008 665
01.07.2009 152
2005 496
2006 187
Post of Russia 2007 594
2008 1257
01.07.2009 832
2003 60
2004 203
2005 220
Leasing companies 2006 329
2007 520
2008 495
01.07.2009 251
Organizations which are not credit institutions andwhich receive 2007 o
cash from natural persons, in the cases stipulatday the legislation 2008 57
on banks and banking activity 01.07 2009 43
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Table 13.1

Number of on-site visits
(2006 — 01.07.2009)
Non-financial Institutions Year Number of visits
2006 305
2007 583
Dealers in precious metals and precious stones
2008 608
01.07.2009 257
2006 190
2007 73
Casinos
2008 75
01.07.2009 53
2006 627
2007 811
Real estate agents
2008 961
01.07.2009 317
2006 N/A
2007 4672
Lawyers
2008 9432
01.07.2009 1665
2006 N/A
2007 2161
Notaries
2008 3763
01.07.2009 N/A
2006 515
2007 577
Auditors
2008 380
01.07.2009 N/A
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Table 14

Measures and sanctions applied by BoR (all figures)

(2003 — 01.07.2009)

Year Number
2003 353
2004 459
Summary of deficiencies and breaches presented toet management of
the institution 2005 385
2006 343
2007 392
2008 339
01.07.2009 114
2003 135
2004 142
Instructions to eliminate identified breaches, idetified during an on-site 2005 373
visit within a fixed term
2006 389
2007 344
2008 229
01.07.2009 62
2003 7
2004 71
Limit certain operations and restrict opening of nav branches 2005 238
2006 529
2007 327
2008 252
01.07.2009 58
2003 81
2004 105
Penalties applied by BoR (only applied to legal pspns) 2005 284
2006 232
2007 252
2008 170
01.07.2009 35
2003 0
2004 2
2005 14
Licences revoked 2006 51
2007 44
2008 7
01.07.2009 6
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Table 15

Measures and sanctions applied by FSFM
(2003 — 01.07.2009)
Year Securities, investment and pension
funds
2003 141
2004 50
Number of orders for breaches of the AML/CFT legishtion 2005 45
sent to Rosfinmonitoring
2006 61
2007 71
2008 70
01.07.2009 22
2003 6
2004 0
Number of orders on suspension of the licence foréaches of 2005 3
the AML/CFT legislation
2006 7
2007 0
2008 5
01.07.2009 0
2003 2
2004 1
Number of orders on annulment of the licence for beaches of 2005 2
the AML/CFT legislation
2006 3
2007 4
2008 19
01.07.2009 6
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Table 16

Number of sanctions applied by Rosfinmonitoring

(2006 — 01.07.2009)

Number of -
sanctions Officials Legal persons
2006 2 N/A N/A
2007 4 N/A N/A
Credit institutions
2008 6 5 1
01.07.2009 1 1 0
2006 7 2 5
Securities markets (including 2007 5 2 3
investment and pension funds) 2008 15 5 10
01.07.2009 28 12 16
2006 13
2007 5 2 3
@ Insurance sector
2 2008 11 4 7
=}
= 01.07.2009 15 6 9
e
] 2006 1 N/A N/A
Q
g 2007 8 7 1
iT Post of Russia
2008 11 11 0
01.07.2009 3 3 0
2006 295 97 158
2007 295 118 177
Leasing companies
2008 265 86 179
01.07.2009 154 59 95
Organizations which are not 2006 0 0 0
credit institutions and which
receive cash from natural 2007 3 1 2
persons, in the cases stipulated
by the legislation on banks and 2008 25 16 9
banking activity 01.07.2009 20 10 10
2006 82 40 42
2007 50 23 27
Casinos
2008 22 9 13
2 01.07.2009 43 26 17
il
é 2006 354 197 157
g 2007 400 190 210
© Real estate agents
g 2008 529 315 214
= 01.07.2009 161 95 66
5
z 2006 N/A N/A N/A
Dealers in precious metals and 2007 206 101 105
precious stones 2008 283 141 142
01.07.2009 83 37 46
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APPENDIX | - Recommended Action Plan to Improve theAML / CFT System

Recommended Action

Section 2. Legal System and Related Institutional kasures

2.1
of ML (R.1 & 2)

Criminalisation e

Russia should establish offences of insider tradamgl stock marke
manipulation.

Russian authorities should reconsider their pasitoncerning the criming
liability of legal persons.

|

ne

|

2.2 Criminalisation « Russia should establish the offence of theft ofearcmaterial and expand tl
of TF (SR.I) TF offence to include this new offence.
« Russian authorities should reconsider their pasitioncerning the criming
liability of legal persons.
2.3 Confiscation| « Russia should consider expanding the confiscatromigions in its Crimina

freezing and seizing
of proceeds of crime
(R.3)

Code article 104.1 to include at the very leasiiomey laundering offence.

2.4 Freezing of fundse

used for terroris
financing (SR.III)

Russia should implement the elements f SR.III tlgat beyond the
requirements of the UNSCRs.

Russia should rely less on the criminal justicdesysto be able to effectivel
implement SRUIII.

Russia needs to implement a national mechanismmamiee and give effeq
to actions initiated under the freezing mechanisfrether jurisdictions.

Russia should establish an effective and publiolgvkn procedure for dealin
with de-listing requests and for dealing with restseo unfreeze in a time
manner the funds or other assets of entities that tbeen inadvertent
affected by a freezing action.

—t

Yy

2.5 The
Intelligence Unit and
its functions (R.26)

Financial

The number of personel vacancies at Rosfinmongasrsomewhat high an
all vacancies should be filled as a priority matter

o

2.6

enforcement,
prosecution and other
competent authorities
(R.27 & 28)

Law

The initiation of a general discussion on how tdirde and determine th
competences of law enforcement agencies and tlpeiciadised units ir
ML/TF cases would be beneficial.

The Prosecution Authority should implement moremgis supervision to &
least to be able to be aware of all cases pursyabenforcement bodies.

Efforts to eliminate corruption should continue alepen.

All law enforcement authorities should continuestoengthen the existin
inter agency AML/CFT training programmes in order have specialise
financial investigators and experts at their digthos

International training programmes on ML and FT é&ssuespecially for lay
enforcement staff in the (border) regions, sho@dbhanced.

The low number of ML convictions in comparison withe number of
detected ML crimes should be addressed and coasimieishould be given t
a greater specialisation within the Prosecutionhatrity and the judiciary
including establishing specialised units within $&oution Authority ang
specialised courts for ML and FT, in order to imse the effectiveness of t

®

= O Q

O

)

system.
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Recommended Action

2.7 Cross Bordef e
Declaration &
Disclosure

Russia should implement all elements of an effecfystem to deter illegal

cross border movements of currency.

Staffing levels of the FCS should be increasedeepkup with the growin
workload.

The FCS should be enoucraged to continue fighatorguption.

Authorities should as a priority commence an awasemaising campaign, f
all levels of staff in all regions.

The authorities should ensure that customs anctdarcement co-operate

all regions and are aware of each others’ caspecidly relating to the fight

against alternative remittance systems.

The legal framework for reporting cash and beamgotiable instrument
should be simplified in one law, and reporting fersmould be brought in lin
with the law in all languages.

Russia should ensure that sending cash or beagstialele instrument
through containerised cargo is covered in law aadtze.

The FCS should have the legal authority to rest@imrency in case d
suspicions of ML if the money is declared. The F&®uld take intg
consideration a system to use reports on curremcyadation in order tg
identify and target money launderers and terrorist.

The administrative penalties for false or non dedians should be raise
considerably.

D

Section 3. Preventive

Measures — Financial Institidns

3.1 Risk of money «

laundering
terrorist financing

ol

No recommendations.

3.2 Customer
diligence,
enhanced or reduced
measures (R.5 to 8)

due Recommendation 5
including ,

Russia should ensure that the following issues areered by law o
regulation: (i) a specific prohibition on maintaigi existing accounts und
fictitious names, (i) a requirement to carry ouDIT where there is
suspicion of money laundering, regardless of anyengtions, (iii)
performance of CDD where there are doubts abouvéhacity of previously
obtained customer identification data, (iv) a reguient to identify beneficig
owners and in particular to establish the ultimza&iral owner/controller an
(v) requirements for conducting ongoing due diligeen

The following matters should be set out in law, ulagon or other
enforceable means: (i) requirement for non-Clsrideustand the ownersh
or control structure of a legal person, (ii) requient to ascertain the purpd
and intended nature of the business relationsliip,réquirements for the
timing of verification of identification, and (ijonsequences of a failure
conduct CDD.

Requirements relating to enhanced and simplified diligence should b
clarified, in particular the exemptions from conting CDD in situationg
relating to occasional transactions. Further gudaio FIs on dealing wit
legal arrangements from overseas would be helpful.

A stronger link in the AML/CFT Law should be estahked between the nee

to ascertain whether a customer is acting on bafiahother person and tf
requirement to collect identification data. Furthelarification in the

-8
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Recommended Action

Recommendation 6

Recommendation 7

Recommendation 8

AML/CFT Law on the meaning of the term “beneficiagnd the measures
which financial institutions should take to compljth the measures would
be helpful.

Further guidance to FIs should be developed torertbat legal arrangements
are appropriately identified as the financial segjmws and becomes more
international.

Further guidance should be given as to the reqeinesnfor dealing with
existing customers who are found to be foreign ipubérsons, establishing
the source of wealth and conducting enhanced oggiure diligence. Also,
the measures should extend to beneficial ownerssiRshould also consid
extending the provisions to include domestic PEPs.

D
P

All of the relevant criteria should be set out Bw]| regulation or othe
enforceable means, particularly the need to unaledsthe nature of th
respondent bank’'s business and to ascertain whdtierrespondent’
AML/CFT system is adequate and effective. The nespent to document th
respective AML/CFT responsibilities of banks shoaldo be covered, an
Russia should consider formalising its requireméntselation to payable
through accounts.

Q_mulmﬂ

Russia should review the existing limited requiratagwhich relate largely
to remote banking) and to provide appropriate mesan the basis of that
review.

3.3 Third parties and e
introduced business
(R.9)

Russia should amend the AML/CFT Law to state cjedhlat financial
institutions are not permitted to rely on third tyarerification of identity.

3.4
institution secrecy of
confidentiality (R.4)

Financial| o

Russia should address the uncertainty regardingléfigition of “authorised
body” in the AML/CFT Law to ensure that all supetis are covered.

3.5 Record keepingRecommendation 10

and wire transfer,
rules (R.20 &
SR.VII) *

Special Recommendation VI

Russia should address the gaps in the legal refgintecord keeping.

Russia should updates the AML/CFT Law to includengcessary record
keeping requirements, even if this duplicates memoénts set out in other
laws.

Russia should amend the current AML/CFT regimeddress the following
deficiencied) The definition of originator information may wdie sufficient
in the context of the Russian payment system fraonievbut it does not fully
cover all requirements set by the FATIl, ilncoming cross-border wir
transfers are not covered by a requirement to adéfective risk base
procedures for incomplete originator informationdahis vulnerability is no
mitigated by the argument (as provided by the aiites) that most incomin
cross-border wire transfers originate in countilest are largely compliar
with FATF recommendationgj) the BoR should provide specific guidarice
to credit institutions regarding the applicationvafe transfer regulations t
batch transfersy) Russia should develop rules requiring financiatitaotions

— =2 v LD

o
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Recommended Action

to apply a risk-based procedure for wire transtbet lack full originator
information, ands) as a matter of effective implementation, if Russigends
the current law to include incoming cross-borderewiransfers, Russian
authorities will need to reconsider the currennkdt requirement to simply
refuse all transactions without full originator anfnation as this could
theoretically result in a complete halt to all indog cross-border wirg
transactions.

3.6 Monitoring of
transactions
relationships (R.11 &
21)

Recommendation 11
and,

Recommendation 21

Russia should require FIs to examine as far asiljesthe background an
purpose of all unusual transactions and to set fdre findings of such
examinations in writing and to keep such findingsikable for competen
authorities and auditors for at least five yearssd$ta should additionall
make sure that FIs are no longer confused aboutdigtenction betweer
mandatory threshold reporting (> RUB 600 000) andn@ning the
background of unusual transactions. Also, Russiaulsh provide more
guidance to the Fls, especially to make clear that types of unusual
transactions listed in laws and regulations ishagiexhaustive nor closed.

Russia should require Fls to give special attentmibusiness relationships
and transactions with persons from or in countrsich do not or
insufficiently apply the FATF Recommendations. Bl®uld also examine as
far as possible the background and purpose of essimelationships and
transactions with persons from or in those cousiie set forth the finding
of such examinations in writing and to keep theselifigs available fo
competent authorities and auditors for at leastsyea

Since Russia indicates it has the legal framewbr&ugh the new Law op
Special Economic Measures, it should use this freone to apply
countermeasures, as envisaged by Recommendation 21.

As a matter of urgency, Russia should establistt afscountermeasures that
it can require the FIs to take in case a countmtiooes to disregard the
FATF Recommendations.

[

3.7 Suspicious
transaction
and other reporting
(R.13-14, 19, 25 &
SR.IV)

Recommendation 13 and Special Recommendation IV
reports,
)

Recommendation 14

Recommendation 25

Russia should criminalise insider trading and miarkanipulation, so as tp
enable Fls to report STRs based on the suspicianahransaction migh
involve funds generated by the required rangeiafinel offences.

—

Russia should finally introduce a reporting obligat for attempted
transactions by occasional customers.

Russia should issue TF guidance to enhance thetigéfieess of the system
for filing TF STRs

Russia should raise the awareness in the non-ChFésminimum through an
enhanced training programme. The training shoutdnty focus on the legal
obligations, but also include the reasons for distsbhg an AML/CFT
system, as well as examples, typologies and cases.

Russia should extend the safe harbour provision #r tipping off
prohibition to the Fls and their directors.
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Russia should extend the case by case feedbackdéye acknowledgement
of the receipt of the STR. It should also urgewriysider other examples pf
case-by-case feedback, as those examples listdteiRATF Best Practice
Paper for feedback by FIUs.

3.8 Internal controls, Recommendation 15

compliance, audit
and foreign branches
(R.15 & 22)

Recommendation 22

The Russian authorities should ensure that all dsigblish and maintain
internal procedures, policies and controls to manbgth AML/CFT and
prudential risks, and to ensure that these policdesl procedures are
comprehensively communicated to all relevant enmgdgy Financi
institutions and supervisory bodies should also uensthat trainin
programmes incorporate case studies and otheriqaademonstrations qf
both money laundering and terrorism finance so eygas are better able o
detect signs of ML and FT when they occur. Withpee$ to terroris
finance, Fls and supervisory bodies should ametsdrial control programm
requirements to incorporate a more comprehensipeoaph to CFT beyon
the current practice of simply checking the listekignated entities.

The Russian authorities should enhance existingvigioms regardin
employee screening procedures to ensure that gllogees of FIs can b
sufficiently screened. Screening procedures shtakd criminal records int
account, but should also assess the vulnerabititycdrruption of eac
employee or group of employees.

ROSCOM and the Russia Post should take proactideamprehensive steps
to ensure that all employees at all branches ofRbssia Post across the
country have a good understanding of the Post&rial control programmes
with respect to AML/CFT requirements of the ICPdadhat compliance units
are sufficiently trained and fully implementing digal and regulatory
requirements related to AML/CFT. The Russian aiitiesr should work
closely with the Russia Post to ensure that thepgaddent audit programme
is being carried out effectively and comprehenginalall branches to verify
compliance with internal control requirements asrie country.

The Russian authorities should consider harmonitiegexisting legal and
regulatory framework to ensure that all foreign rapens — both branches
and subsidiaries — of Russian FlIs observe RussMb/BFT requirements
Existing guidance for credit institutions on mamagthe risk associated with
foreign operations should be expanded to addresamLTF risks as well gs
prudential risks. Russian regulators should comsaeiing specific guidance
to Russian credit institutions regarding the nemdiricreased vigilance over
foreign operations in jurisdictions that do not {osufficiently) apply the
FATF recommendations. Fls should be required t@rinfits Russiarn
supervisor when a foreign operation is unable tseol® appropriat
AML/CFT measures because of local conditions.

D

3.9  Shell

(R.18)

banks No recommendations.

3.10 The supervisory Recommendation 23 / banking sector
and oversight system,

- competent
authorities and SROs.
Role, functions,

—

Russia should — as a matter of urgency — strengifenegime to prever
criminals from becoming major shareholders in a Wyl amending the
Banking Law to lower the threshold from 20% to 10%,ensuring that ever
person who, directly or indirectly, holds more thE%6 of the shares or the

<
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duties and powers
(including sanctions
(R.23, 29, 17 & 25)

Recommendation 23 / other sectors

Recommendation 29 / banking sector

Recommendation 29 / other sectors

votes of a credit institution, is checked as a msf@mreholder and by ensuripg
that the BoR can refuse an acquisition if the come person was convicted
for having committed a financial crime.

Russia should as a matter of urgency — and asdgineommended in the
Second Round Evaluation Report by Moneyva) implement provisions t(
prevent criminals from becoming major shareholdera non-ClI Fl,ii) raise
the awareness of the staff of the FSFM, the FISBRASCOM and increage
their number of staff substantially to ensure tnary FI undergoes at least
one on-site inspection once every three yearstzatd-ton a risk basis - mofe
targeted in-depth thematic reviews are carried andiii) consolidate and
strengthen the system to register and supervisn@a@tions providing MV
services according to article 13.1 Banking Law|uding the implementatio
of fit and proper tests.

Russia should implement fit and proper tests fasiley companies and
amend the Insurance Law to ensure that membersieofboard of a life
insurance company or an insurance broker are ditpgoper.

Russia should amend the Law on Communications tsurenthat al
conceivable money value transfer service providegslicensed or registered
and supervised.

O

—

Russia should amend the BoR Law to elevate themmaxi amount for fines
against credit institutions substantively and tewa that the BoR has the
competence to impose adequate fines on directarsamor management pf
banks for violation of AML/CFT requirements.

Russia should amend the BoR Law to ensure thatemde of a Cl can b
revoked when the founders are convicted for crilnireeconomic offence
and to ensure that a licence of a Cl can also Wekeel for not filing STRg
with the FIU. Russia should also ensure that thenkte of a Cl can be
revoked not only if repeated violations occur dgrame year and thus, amend
the BoR Law accordingly.

Russia should abolish the limitation of the BoRe¢mduct on-site inspections
in article 73 item 5 BoR Law, as already recommende the Moneyva
Second Round Report.

[97]
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Russia should — as a matter of urgency (i) ameaddtevant laws to ensure
that the FSFM, the FISS and ROSCOM have the pow@npose fines on
their FIs and on directors and senior managemetitedf FIs for violation of
AML/CFT requirements and to replace directors aedic@ management (¢
their Fls for violation of AML/CFT requirementsj)(abolish the limitation of
the FISS to compel and obtain access to bankingsgmformation and (iii
increase the staff for the FSFM, the FISS and RO8QGO ensure that th
system for sanctioning financial institutions wosgdgectively.

Russia should stipulate explicity ROSCOM'’s compe&eto carry out on-sit
inspections with respect to the full set of AML/CK&quirements and t
compel production of records.

Russia should in addition amend the relevant lanensure that a licence can
be revoked for violation of AML/CFT requirementsalin the non-banking
and non-securities sectors, and when the foundersamvicted for criminal

=
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Recommendation 17

Recommendation 25

or economic offences (concerns the FSFM, the FIR®SCOM and
Rosfinmonitoring).

Russia should amend the Law on Non-state PensiamdsRo ensure that the
FSFM is able to compel and obtain access to akksssry records and amend
the Law on the Securities Market to ensure thatente of a corresponding
Fl can also be revoked for not filing STRs with thRJ and abolish thg
precondition of repeated violations during one yeaevoke a licence.

D

Russia should amend article 15.27 Code of Admatiste Offences to ensure
that the main violations of the AML/CFT Law are eoed, especially
regarding non compliance with the requirement ntidy the customer an
the beneficial owner and to elevate the maximumwarhdor fines againg
officials of financial institutions.

—~ O

Russia should implement the requirement to issigagae to Fls, beyond the
explanation of the law.

3.11 Money valug
transfer service
(SR.VI)

Russia should consider implementing laws and r¢igmis to ensure that
postal operations are better aware of and in cempd with the AML/CFT
requirements. Suggested improvements would incl{idencreased technical
interface between postal branches to better dstesticious transactions, ()
rules governing the volume and frequency of remit¢s permitted and (3)
improved training of postal operators on AML/CFTivéh the size of the
postal sector, Russia should also consider eitimeasing the capacity and
guality of ROSCOM'’s compliance function or transiieg supervisory and
regulatory powers to another federal authority tisabetter equipped and
trained to assess AML/CFT compliance.

Russia should find ways to ensure that ROSCOM héfgcient powers to
correct deficiencies found in Russia Post's AML/Géémpliance.

Russian law enforcement bodies should place a higbréority on
investigating the existence of alternative remitesystems to better assess
the size and the nature of ML/TF threat posed gdl MVT occurring
within and through Russia.

Section 4. Preventive Measures — Non-Financial Bumsses and Professions

4.1 Customer du
diligence and record
keeping (R.12)

Russia should review the AML/CFT regime as it aggplio DNFBPs and
ensure that all of the relevant criteria are adsdsFor casinos, real estate
agents and dealers in precious metals and stdregasic recommendations
set out earlier in this report in relation to Recoemdations 5, 6 and 8-11 are
applicable, as these entities are subject to theffect of the AML/CFT Law
in Russia.

In relation to lawyers, accountants and notarigscific provisions to address
all of the relevant criteria in Recommendations65and 8-11 should be
developed. In particular, extending the CDD requeats to include their full
range in the legislation. Russia should also takpssto examine ways of
increasing the effectiveness of compliance with ARIET requirements in
these sectors.

With a diverse range of supervisory bodies (Rosfinitoring, the Assay
Chamber, the Federal Notaries Chamber and the &#eldmwyers Chamber)
Russia should take steps to co-ordinate the ovapalioach in this area.
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Russia should also examine the use of cash iretileestate sector in order
be sure that there are no important gaps in the AN system as it relate
to this sector.

to
$S

4.2
transaction reporting
(R.16)

Suspicious

Russia should take steps to ensure that all instisi covered by th
requirement to report STRs are aware of the diffeeebetween these repo
and those relating to mandatory control.

For lawyers, notaries and accountants, Russia dhtakk steps to improv
understanding of the requirements in this areagrgihe current low level @
reporting, and the lack of information availableetiealuate the effectivene
of the regime.

The authorities should continue working with lawgjernotaries an
accountants to ensure full compliance with the irequents relating tg
internal controls.

Russia should take further steps to ensure tharedvinstitutions are awa
of the need to pay special attention to customens fcountries that do ng
sufficiently apply the FATF Recommendations.

[€
Dt

4.3
supervision and
monitoring (R.24-25)

Regulation] «

Russia should improve the data available to analyseeffectiveness of th
measures it is taking. Rosfinmonitoring should edersintroducing a greate

element of risk-based supervision in relation te tategories of firms it

supervises. In particular, the risks identified Rgsfinmonitoring in relation
to casinos should be subject to greater supervesbention.

The role of real estate agents should be exammedgure that no gaps ex
in the AML/CFT system. In particular, the contentithat most flows o
funds in real estate transactions are routed thrdkig banking sector shou
be verified, and the level of risk relative to tkapervisory activity of
Rosfinmonitoring in this area should be considered.

The system for supervising lawyers’ and notariesinpliance with the
AML/CFT Law should be enhanced considerably.

The current regime for licensing casinos will nbaege until 30 June 20G
(see section 1). In the meantime Russia shouldaanisow it will implement
this change and develop plans to deal with unliegrgambling. The currer
and future regime contains no specific provisiomprevent criminals or the
associates from holding an interest in a casing Slmould be addressed.

The Assay Chamber should have more specialist AMI/Gtaff in order td
better perform its functions.

Consideration should also be given to the Assaynea’'s suggestion tha
supervisors be given greater access to the coofeé®TRs in order to bettg
target supervisory action.

Russia should take further steps to strengthenAtd&/CFT supervisory
regime for accountants.

e
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4.4 Other non-
financial businesses
and professions
(R.20)

Russia should consider the ML risk posed by thdifpration of high value
and luxury goods providers in Moscow and other majban centres that ha
accompanied Russia’s recent oil boom.

Russia should seek to continue reducing its rediame cash and introdug

more efficient payment systems that have also beenduced in other

countries around the world. Adopting more modertynment technique

1S

e

\*2)

should also reduce the need for high denominatimk Inotes.
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Section 5. Legal Persons and Arrangements & Non-Pfib Organisations

5.1 Legal Persons
Access to beneficid

e

The Russian authorities should implement a systesh tequires adequate
transparency regarding the beneficial ownershipcamdrol of legal persons.

ownership and

control  information

(R.33)

5.2 Legal| « No recommendations.

Arrangements =+

Access to beneficial

ownership and

control  information

(R.34)

5.3 Non-profit| « Russia should undertake a comprehensive reviewh®@fNPO system, ds
organisations foreseen by Special Recommendation VIII.
(SR.VIII) .

Russia should reach out to and engage with the d&e@r, to learn from the
sector, to promote values and the like.

The Russian authorities should set up a more fasedhland efficient system
that focuses on potential vulnerabilities and tarshinformation to target
abuse.

Existing rules should be fully implemented.

Section 6. National a

nd International Co-operation

6.1 National
operation and
ordination (R.31)

CO+
CO|

Russia should implement the outcome of policy eesgi are implemented,
especially in areas that are not the responsilafifgosfinmonitoring.

Russia should make an extra effort to enhance bpeadlevel co-operation
among law enforcement agencies, and between lawercamhent and
supervisory authorities to sharpen Russia’s foecuthe possible existence pf
illegal alternative remittance systems within Ras3ihis effort should aim t
develop a sense of the threat as well as a préscrifor addressing th
problem.

D O

6.2 The Convention
and UN Specia

Resolutions (R.35 &

Russia should correct the deficiencies noted iatia to the implementatio
of the relevant international conventions and UNSGR soon as possible.
Russia should also institute criminal liability fegal persons.

o}

SR.I) * Russia should implement the provisions of UNSCR$7121373 anc
successor resolutions.
6.3 Mutual Legal » Russian authoritiesm should continue to institutpra-active approach t

Assistance (R.36-3
& SR.V)

[eNN®]

monitoring progress on execution of requests amibensuring a timely an
effective response.

The General Prosecutor’'s Office should ensure thiar lines of
communication exist with established points of echbetween itself and the
law enforcement officer responsible for executidrthee request, as well as
between itself and the requesting country.

The authorities should maintain statistics on therendetailed aspects
MLA including details on the nature and resultditfA requests.

The Russian authorities are encouraged to contineie monitoring of the
process of providing MLA among special MLA workiggoups established
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with a number of countries.

6.4 Extradition (R.39} « Russia should further enhance the existing systemewiews in relation ta
37 & SR.V) extradition according to Instruction No. 32/35 amdintain comprehensiv
statistics in relation to ML/TF covering all detadf the extradition process.

« Russia should also raise the effectiveness ofkitadition practice in relatiot
to non-CIS countries and make the figures for O aon-CIS countrie
better comparable. Russia is however to be comndefutehe high numbe
of requests to and from CIS countries.

* Russia should address the missing elements of itsaMl TF offences t
ensure that dual criminality requirements do ngireésent an obstacle f
extradition in such matters (see also section@@dl2.2 for discussion of th
missing elements of the ML and TF offences).

D

= V) J

Dr
e

6.5 Other Forms ofe Norecommendations.
Co-operation (R.40
& SR.V)

Section 7. Other Issues

7.1 Resources ande See recommendations relating to other recommendatio
statistics (R. 30 &
32)

7.2 Other relevante No recommendations.
AML/CFT measures§
or issues

7.3 General ¢« No recommendations.
framework -
structural issues

APPENDIX II

Article 3 (6) of EU AML/CFT Directive 2005/60/EC @™ Directive):

(6) "beneficial owner" means the natural persom{sp ultimately owns or controls the customer
and/or the natural person on whose behalf a tréingaar activity is being conducted. The beneficial
owner shall at least include:

(a) in the case of corporate entities:

() the natural person(s) who ultimately owns ontcols a legal entity through direct or indirect
ownership or control over a sufficient percentage¢he shares or voting rights in that legal entity,
including through bearer share holdings, other taamompany listed on a regulated market that is
subject to disclosure requirements consistent @itinmunity legislation or subject to equivalent
international standards; a percentage of 25 % @hasshare shall be deemed sufficient to meet this
criterion;

(if) the natural person(s) who otherwise exercis®drol over the management of a legal entity:

(b) in the case of legal entities, such as foundati and legal arrangements, such as trusts, which
administer and distribute funds:

(i) where the future beneficiaries have alreadynbdetermined, the natural person(s) who is the
beneficiary of 25 % or more of the property of gakearrangement or entity;

(i) where the individuals that benefit from thgét arrangement or entity have yet to be determined
the class of persons in whose main interest thed Eagangement or entity is set up or operates;
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(i) the natural person(s) who exercises contreéro25 % or more of the property of a legal
arrangement or entity;

Article 3 (8) of EU AML/CFT Directive 2005/60/EC @™ Directive):

(8) "politically exposed persons" means naturaspes who are or have been entrusted with prominent
public functions and immediate family members, erspns known to be close associates, of such
persons;

Article 2 of Commission Directive 2006/70/EC (Implmentation Directive):

Politically Exposed Persons

1. For the purposes of Article 3(8) of DirectiveOB060/EC, "natural persons who are or have been
entrusted with prominent public functions" shatilirde the following:

(a) heads of State, heads of government, miniatatgleputy or assistant ministers;

(b) members of parliaments;

(c) members of supreme courts, of constitutionalrisoor of other high-level judicial bodies whose
decisions are not subject to further appeal, excegtceptional circumstances;

(d) members of courts of auditors or of the boarfdsentral banks;

(e) ambassadors, charges d'affaires and high-rgquakiiters in the armed forces;

(f) members of the administrative, management pestisory bodies of State-owned enterprises.

None of the categories set out in points (a) tooffthe first subparagraph shall be understood as
covering middle ranking or more junior officials.

The categories set out in points (a) to (e) of firmt subparagraph shall, where applicable, include
positions at Community and international level.

2. For the purposes of Article 3(8) of DirectiveD3060/EC, "immediate family members" shall include
the following:

(a) the spouse;

(b) any partner considered by national law as edent to the spouse;

(c) the children and their spouses or partners;

(d) the parents.

3. For the purposes of Article 3(8) of DirectiveOB60/EC, "persons known to be close associates"
shall include the following:

(a) any natural person who is known to have joiebdficial ownership of legal entities or legal
arrangements, or any other close business relatigtisa person referred to in paragraph 1;

(b) any natural person who has sole beneficial oship of a legal entity or legal arrangement whgh
known to have been set up for the benefit de fattbe person referred to in paragraph 1.

4. Without prejudice to the application, on a r&gasitive basis, of enhanced customer due diligence
measures, where a person has ceased to be entwiited prominent public function within the
meaning of paragraph 1 of this Article for a perajct least one year, institutions and persoreyred

to in Article 2(1) of Directive 2005/60/EC shall tnioe obliged to consider such a person as poliical
exposed.
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