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Credit Cards 
Points of Compromise 

•Hacking 

•Phishing 

•Malware 

•Skimming / POS compromise 
 



NOT PROTECTIVELY MARKED 

 
Slide 3 



NOT PROTECTIVELY 

MARKED 
 

Slide 4 



NOT PROTECTIVELY 

MARKED 
Slide 5 



Picture of Freshop 

 



Jay MOORE  
born 30/06/1990 



BUDAPEST CONVENTION ARTICLE 15  
CONDITIONS AND SAFEGUARDS. 

 

• Substantive law (In this case credit card fraud) 

• Procedural Provisions (Article 14) 

• International Human Rights Standards 
– Right to liberty and security (Art 5) 

– Right to a fair trial (Art 6) 

– No punishment without law (Art 7) 

– Right to respect for private and family law, home 
and correspondence (Art 8) 

 

 



How do we complete this investigation? 
The police and prosecutor needs the following, 

 

• Prove connection between the suspect and the 
server by the following 
– Online surveillance. 

– Conventional surveillance. 

– Data Interception 

• Prove suspect is illegally selling compromised 
credit card numbers by the following 
– Financial Investigation. 

– Test Purchases by undercover operatives online. 

 

 

 



What are you able to achieve? 

 

• Reality 
– What are the costs (financially and hours)? 

– What size of investigation is possible? 
• Full operational response. 

• Smaller investigations. 

– Do we have capabilities to achieve the desired 
outcome (international investigations)? 

– Are there other investigative options (disruption, 
intelligence sharing, traditional investigation). 

 

 

 



INVESTIGATION TECHNIQUES. 
PROCEDURAL TOOLS 

 

• INTELLIGENCE COLLECTION- 
COMMUNICATIONS DATA  

• OBSERVATIONS – VIRTUAL AND PHYSICAL 
ENVIRONMENTS 

• UNDERCOVER OFFICER DEPLOYMENTS ON 
THE INTERNET. 

• INTERCEPTION OF DATA 

 



Considerations when using covert 
investigation techniques. 

 

• PROPORTIONALITY 

 

• LEGALITY 

 

• NECESSITY 

 



Jay MOORE  
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Arrested on 21/07/2011 

House searched 
 



Electronic Evidence 



Electronic Evidence 



The spoils of cybercrime. 
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