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1.

EXECUTIVE SUMMARY

Background Information

This report provides a summary of the AML/CFT measuin place in Boshia and
Herzegovina (BiH) as at the date of the third de-sisit from 24 May to 3 June 2009, or
immediately thereafter. It describes and analysbesé measures, and provides
recommendations on how certain aspects of theraystelld be strengthened. It also sets out
BiH’s levels of compliance with the FATF 40 plus@commendations.

Following the breakup of the Socialist Federal R#jguof Yugoslavia, the Dayton Peace
Agreement established BiH as a State comprising éwtities: The Federation of BiH
(FBiH), and the Republic of Srpska (RS) (the esditi Subsequently, an Arbitration Tribunal
established Biko as a special District which is internationallypsrvised. As a result of this
division both of the entities and &o District (BD) have established their own lediisia
frameworks including Criminal Codes, Laws on Bandk;.. This legislation is, in some
cases (e.g. Criminal Codes), in addition to legjistaat the level of the state of BiH. In these
circumstances the evaluators have needed to consild¥ant legislation at entity and BD
level as well as state level legislation.

Although certain law enforcement agencies and sigmy bodies operate across the whole
of BiH, this legislative framework is largely regdited in law enforcement and supervisory
structures. For example the State Protection awestigation Agency (SIPA), which houses

the Financial Intelligence Unit (FID) which is ti@U, has authority to operate across the
whole of BiH, whereas each of the entities and Bintain their own police forces. In these

circumstances the evaluators have needed to corzdés operating both at state level as
well as at the level of the entities and BD in ortteassess the overall effectiveness of the
AML/CFT regime.

This is the second mutual evaluation of BiH by MONEAL. There have been a number of
changes since the first on-site visit in Novemb@d2 An AML/CFT Law was enacted at
state level which replaced separate laws for FBS,and BD with one unified AML Law for
the whole country. Guidance on application of teevrAML/CFT law was provided by the
publication of a Book of Rules on Data, Informati@ocuments, Identification Methods and
Minimum Other Indicators Required for Efficient llementation of Certain Provisions of
the Law on the Prevention of Mondyaundering (Book of Rules) which clarifies the
requirements for obligors. With regard to law en@ment, enactment of the Law on the
State Investigation and Protection Agency proviftedthe formation of SIPA which hosts
the FIU for BiH.

At the time of the on-site visit the AML/CFT law place was the Law on the Prevention of
Money Laundering which was enacted on 4 May 200Hde evaluators based their questions
for the on-site visit and the initial drafts of theeport on this law. On 15 June 2009 a new
AML/CFT law, the Law on the Prevention of Money Inalering and Financing of Terrorist
Activities, was enacted. In accordance with MONEANS Rules of Procedure, as this new
law came into force and effect within two monthstleé conclusion of the on-site visit, this
new law has also been taken into account in deattie mutual evaluation report. Although
the old law has been superseded by the new lawvhlkiators have taken the old law into
account as this was in effect during the on-sitsitvand it was the effectiveness of
implementation of this law that was assessed. ridwe law has, however, also been taken



2.

into account as this law has addressed a numbdefafiencies in the old law. To avoid
confusion between the two laws the law that wasffact at the time of the on-site visit is
described as either the “LPML” or the “old AML Lavéhd the new law has been described
as the “new AML Law”. Where both the LPML and thew AML Law are being discussed
generically these are merely described as “the Algly”.

One of the legacies of the war within BiH was thevgh of organised criminal activity
which developed out of the general state of lawless that prevailed at the time. The
authorities have sought to establish a legal ancelaforcement framework within BiH. BiH
is situated centrally within the Balkans and hasmoporders with a number of countries
which increases the threat of a number of claskesme as set out below. Furthermore, the
fragmented nature of BiH and the multiple leveldasf enforcement and financial services
(e.g. state, entity, canton, etc.) create oppadramifor criminal exploitation. This crime
threat does inevitably give rise to a greater thoéanoney laundering.

Legal Systems and Related Institutional Measures

Criminalisation of Money Laundering

7.

Money laundering is a criminal offence under bdté state-level Criminal Code of BiH and
the respective Criminal Codes of the entities abd-Bhat is, it is one of the offences that are
criminalised at all levels of criminal legislatiomll the four offences show significant
similarities especially as regards the range ofsmgay (material) elements. The physical
(material) elements of the offence have not charged since the four Criminal Codes came
into force back in 2003. All the definitions amrdely in accordance with Article 3 of the
Vienna Convention and Article 6 of the Palermo Gawtion yet their scopes still do not
cover all the physical (material) elements as neqli

Conversion of property is addressed by the term “exchangel’iadeed, this sort of activity
has already occurred in case practice. The noftidtransfer of property” appears to go far
beyond what can be covered by the conduct descabédisposing of”. On the other hand,
most of the money laundering cases, either at ktag or at that of the entities and BD are
based on concealing of proceeds of tax evasionithahe actual laundering activity is
transferring in every such case. This potentialplade in the wording of the money
laundering offence has been adequately addresseld ramedied by case practice.
Concealment of property is covered but only in general terfiéherwise conceals”) and not
according to the enumerative approach followedHhsy Yienna and Palermo Conventions.
All four Criminal Codes equally provide for thacquisition (acceptance)possession
(keeping) as well as these of proceeds, though the latter term is somewlsdticted in the
Criminal Code of RS which only criminalises it wheommitted in commercial activity
(while the others refer to commercial “and othestiwdties in this respect). Another common
characteristic of the four money laundering offemisethat no particular purpose or motive is
defined as a prerequisite element thereof. As altrabe notion of conversion (or transfer)
and concealment (or disguise) of property appearover laundering activities committed
for the purpose of either concealing or disguigheillicit origin of the proceeds, or assisting
any person who is involved in the commission of pinedicate offence to evade the legal
consequences of his action.

Money laundering offences in all four Criminal Cedequally extend to “money” and
“property” and the notion of “property” does incliéiny type of property that directly or



10.

11.

12.

13.

14.

15.

indirectly represents the proceeds of the predicaiee, and therefore it is flexible enough to
encompass an adequately wide range of proceedisdiimg immovable property as well.

The evaluators note that the laundering activitisted in the state-level Criminal Code
would establish the offence of money launderingyaghtommitted in relation to money or
property of “larger value” while two alternativeratitions that need, arguably cumulatively,
to be proven, that is, whether the offence endatgre common economic space of BiH or
had it detrimental consequences to the operatiofisancing of its institutions, may also add
to this restrictive character. (Value limits ardined by courts of the highest level, both in
terms of the State and the entities and BD, whielcampetent to define the exact amount of
money that corresponds to such limits.). Taking iatcount the respective offences in the
other three Codes, that do not contain value liioma, the evaluators are however satisfied
that there is no money laundering activity in tleeritory of BiH which would not be
subsumable under either the state-level or théy&Bib level legislation. On the other hand,
there is a well-defined subset of money laundedfignces that can equally fall under the
competence of either the state-level authoritighase at the level of the entities and BD.

The criminalisation of money laundering is basedath levels on a very extensive “all
crimes approach” as the scope of predicate offeegpcitly cover all criminal offences.
The evaluation team found that all the designatadgories of offences are covered except
for market manipulation for which there are no énah sanctions in BD. No conviction for
the predicate offence is necessary to establishtliealaundered assets are proceeds of the
predicate offence and to convict a person for thimical offence of money laundering.
Though some case practice exists, none of the foomney laundering offences cover
explicitly the case where the proceeds launderetti@territory of BiH stem from a predicate
offence committed abroad.

Money laundering offences do not explicitly includeexclude those who have committed
both the laundering and the predicate offence.is Ihoted, however, that there is some
divergence of opinion about whether self-launderimyld constitute a crime on its own and
there are no cases to support this. Most ancitiffignces are provided by the General Part of
the respective Criminal Codes with a potential ejapility to any criminal offence defined in
the Special Part, including money laundering. Aliif Criminal Codes provide feui generis
criminalisation of such an attempted act which risrefore establish a completed offence
on its own. General criminal principles on attenapiply to all the other ways money
laundering can be committed and further ancillaffereces are similarly sanctioned on the
base of intention.

The respective criminal offences provide for théuak knowledge standard in respect of
those who engage in money laundering activity. Thental element of the money
laundering offence requires knowledge of acquisitibrough perpetration of criminal
offences.

Corporate criminal liability is incorporated intbet respective Criminal Codes and all legal
persons (both domestic and foreign) have crimiagponsibility. Liability of legal persons
does not exclude criminal liability of physical pens responsible for the criminal offence.

Natural and legal persons, once convicted of mdaegdering, are subject to effective and
dissuasive sanctions under all of the respectivieni@al Codes, taking into account the
sanctions for other crimes and according to the@eucal situation.



Criminalisation of Terrorist Financing

16.

17.

18.

BiH ratified the International Convention for thefpression of the Financing of Terrorism
(hereafter “Terrorist Financing Convention”) oni0une 2003 and it has since been binding
on the country. At the state level, the CriminadEmf BiH defines the criminal offence of
Funding of Terrorist Activities and at the leveltbk entities and BD, a similar offence can
be found in all three Criminal Codes. All four rmist financing offences follow the
language and concept of Article 2 of the 1999 UNedmational Convention for the
Suppression of the Financing of Terrorism yet thaly short of providing full compliance
with its requirements. The criminalisation achieue®iH is deficient as it does not cover the
funding of terrorist organisations or individuakrtists. Furthermore, in the absence of
jurisprudence, it is also unclear whether the afé€s) would cover the full definition of
“funds”. As the money laundering offence follows alh crimes approach, the respective
terrorist financing offences, as far as they extencbverage, are predicate crimes for money
laundering.

The Criminal Code provides for the possibility ofopecuting the offence of terrorist
financing irrespective of whether the terroristenite for which the funds were gathered is
committed abroad or domestically.

Funding of terrorist activities is not among theiminal offences frequently being
investigated and prosecuted in BiH with only onsecenentioned as having occurred in the
time period under examination.

Confiscation, freezing and seizing of proceeds of crime

19.

20.

21.

The current legal framework applicable to confismatand provisional measures seems
rather complicated. There are parallel regimes otterms of criminal substantive and
procedural law; a different set of rules has t@applied for instrumentalities, another one for
the proceeds of crime and, as far as the crimiffahce of money laundering is concerned,
there is still asui generis offence-specific confiscation rule regarding praépehat has been
laundered. In addition, criminal and administratpm@visions can sometimes be applied at
the same time. On the other hand, there is st@tifer a clear understanding of the respective
provisions especially in terms of their scope gfleation

The confiscation and provisional measures regimespeactically identical at all levels of
jurisdiction. As a general rule, the confiscati@gime is conviction based. The language of
the Criminal Code leaves no doubt that confiscatibproceeds is compulsory and makes it
the most robust part of the confiscation regimeowkelver, high evidential standards as
applied by trial courts, the structure of the cecdition regime and the small number of
confiscations (particularly at non-State level) andvisional measures not being taken with
the desirable regularity all give rise to concesuer effectiveness. Furthermore, provisional
measures (seizure or freezing of assets) are safdmrar applied in the preliminary stage of
criminal proceedings, an apparent consequence @fhwis that there are hardly any
convictions followed by actual confiscation of peeds of crime.

With regard to the confiscation of material gale tanguage of the respective Criminal and
Criminal Procedure Codes appear to be wide enaugbver any sorts of property. Material
gain is considered to include all property acquitedugh or resulting from the perpetration
of a criminal offence, including objects or rightspveable or immoveable assets as well as



22.

23.

24,

acts or documents proving a title or right to sychbperty. The confiscation regime also
covers substitute assets and other indirect pracaectime.

The Criminal Code provides for the confiscatioro(féiture”) of instrumentalities as well as
objects resulting from the commission of a crimioffence and also appears to provide for
obligatory confiscation of assets intended to fowrerrorism. It is noted that value
confiscation is not applicable in case of instrutakties and other objects confiscatable. The
specific confiscation regime for money launderingses does not allow for value
confiscation

Confiscation from third parties is possible undez taw of BiH. Rights obona fide third
parties are also protected by criminal procedumal. [However, confiscation of proceeds
commingled with legitimate assets or that of incoonebenefits derived from proceeds of
crime is not provided for by RS criminal legislatio

There do not appear to be any provisions in plac@revent or void actions where the
persons involved knew or should have known that essult of those actions the authorities
would be prejudiced in their ability to recover peoty subject to confiscation.

Freezing of funds used for terrorist financing

25.

A comprehensive system for freezing without delgyab financial institutions of assets of
designated persons and entities, including pubkolywn procedures for de-listing etc. is not
yet in place. The existing legal framework considtparallel and overlapping regimes which
either are incomplete particularly when it comegtocedural rules or are designed for other
purposes.

The Financial Intelligence Unit and its functions

26.

27.

28.

29.

The FID has been established, with operational gaddence within SIPA, as the BiH
Financial Investigation Unit (FIU) cooperating imationally as a member of the Egmont
Group and shares information internationally withdounterpart FIUs.

The FID serves as the national centre for receigimglysing and disseminating disclosures of
STRs and other relevant information concerning scga ML or TF activities.
Nevertheless, in practice, the law enforcement @igerin the entities and BD do not submit
requests to FID and instead gain access to STRmiatoon through Court orders and not
directly from the FID. Overall the FID appearedth® evaluators to be isolated from the
general law enforcement effort due to restrictirgeiipretation of existing laws, and other
organisational issues. During the on-site visit Enforcement agencies in the entities and
BD clearly stated that they were not willing todhe cooperate with the FID. Furthermore,
the power of FID to disseminate financial informatito domestic authorities is limited by
law.

It is noted that the FID has only limited accesshi full range of administrative, financial,
and law enforcement databases required to perfoopep analysis. Such information is not
always accessible on a timely basis. Cash transaateported to the FID are not utilised as
no alert system is in place to detect transacttomsiected to criminal or suspected persons.

At the time of the on-site visit the FID was sigeaintly below its budgeted complement of
staff and, in the opinion of the evaluators, Staffof the Investigation Department at FID is



not in proportion to the commonly understood exatehs of other law enforcement
agencies regarding FID's role in initiating ML istéigations in BiH.

Law enforcement, prosecution and other competent authorities

30. BiH has designated law enforcement authoritiesliolegls (state, entity, and cantonal) that
have responsibility for ensuring that ML and FTeoffes are investigated. The evaluators are
concerned that the investigation of ML and FT offesh are not seen as a priority for law
enforcement. It is noted that there is a backlbgases related to serious economic crimes
which is affecting not only the effectiveness aé jladicial process but also the investigative
capacity of law enforcement agencies in BiH.

31. Furthermore, in the view of the evaluators, the lewel of trust between governmental
agencies on all levels (vertically and horizontaliyd between the public and private sector
as well as the perception of corruption compromisesability to conduct effective AML
investigations.

Cross Border Declaration or Disclosure

32. BiH has not implemented a comprehensive system kgplorting obligations for incoming
and outgoing cross-border transportations of cagreor bearer negotiable instruments that
could be related to money laundering or terrofgdricing. Furthermore, there are significant
limitations on those powers of the authorities theg in place with regard to cross border
movements of cash.

3. Preventive Measures — financial institutions
Risk of money laundering / financing of terrorism

33. No formal national assessment of the risks to thentty for money laundering and the
financing of terrorism has been carried out althoagstrategy document is in the process of
being developeld

Customer due diligence

34.In general a customer identification procedure (fudit CDD measures) is in place. The
evaluators note that the situation for the bankiagtor is better and more effective than that
for the rest of the financial sector. Indeed braker houses hold that since their customers
have to open a bank account, they do not believe their responsibility to identify a
customer as this should be done by the bank; eweugh they are providing a financial
service to that customer. Furthermore, the evataaimund a number of shortcomings in
relation to certain essential criteria for Recomdagion 5, including where key elements are
required to be provided for through legislationnAmber of these findings have now been
addressed by the new AML Law but it was not possiblassess the effectiveness of these
new provisions.

35. Although there is a broad awareness amongst thestinydas regards customer identification
legal obligations, this does not appear to be #ése én practice. The concept of the beneficial

! Both the Strategy and the Action Plan were adopigdthe Council of Ministers of Bosnia and
Herzegovina on September 30, 2009.
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36.

owner and the resultant identification requiremeatthough now better identified under the
new AML Law, still need to be addressed and impletee more effectively. Indeed, the lack
of legal obligations in some instances appearépact on the effectiveness of the system.

Weaknesses identified relating to CDD requiremémtikided the possibility of allowing the
opening and retention of bearer savings account$orieign currency under particular
circumstances, no obligation to apply CDD measimred! instances, no timing specified for
the verification of identification information, nonandatory obligation to apply CDD
measures to all existing accounts for all areakiwthe financial sector, no overall obligation
to establish and identify the ‘mind and managementa legal person, the treatment of
beneficial owners that are PEPs is not clearlynaefiin the law, no requirement for banks to
document the AML/CFT responsibilities of respondeamnks and no provisions for financial
institutions to take measures to prevent the mistisechnological developments.

Third Parties and introduced business.

37.

Although the old LPML does not specifically prohilor allow third party reliance or
introduced business, likewise it does not spedificalow it. However, there are provisions
that appear to indirectly allow such procedurestwitbstanding the fact that the new AML
Law has now clarified this matter, in that it speally allows ‘persons’ under obligation’ to

rely on third parties, yet the new provisions da fly cover the FATF criteria for
Recommendation 9.

Financial institution secrecy or confidentiality

38.

Confidentiality obligations under the respectivevdaare strict, often not providing gateways
particularly when disclosing information specifigarelated to AML/CFT. However the
provisions in the AML Law, override confidentialitfauses in the respective laws.

Record keeping and wire transfer rules

39.

40.

Although both the AML Law requires the retention alf documentation and information
obtained on the basis of these laws, yet this $itat of meeting all the essential elements of
Recommendation 10. In particular, there is no mlisibn between identification and
transaction information; and there are no cleawipions for the initiation of the 10 year
retention period. The availability of identificatidnformation and transactions data to the
authorities is indirectly addressed with the ordyerence on obliged entities being that of
delivering the data “without delay or within 8 days the FID upon its request.

Although wire transfers are covered by the Law agrifent Transactions of the entities and
BD most of the criteria for SR VIl are not met dw tlaw only covers the technical
operational aspects. The new AML Law now addressmme of the missing aspects
identified at the on-site visit but does not diffietiate between domestic and cross-border
payments and hence it is difficult to identify cdrapce with the respective criteria.

Monitoring of transactions and relationships

41.

It appears that the objective of Recommendationislhot totally understood or even

recognised. In the course of the evaluation thduatars were constantly informed by the
industry that all transactions are examined forghgposes of the old LPML and that written
findings are retained in the form of the reportedi The evaluators are not of the view that

11



42.

this fulfils Recommendation 11 effectively. Theusition remains the same under the new
AML Law.

With regard to Recommendation 21, there is no §ipembligation to terminate or to decline
business relationships or to undertake a transaetith legal/natural persons from countries
not sufficiently applying AML/CFT measures. Funimere, there is no specific obligation to
monitor and examine such transactions in the bgnkimd insurance sectors, or to keep a
written statement of findings and to make theseestants available to the authorities.

Suspicious transaction reports

43.

44,

45,

46.

47.

Financial institutions are required by law to fdespicious transaction reports (including
suspicions of financing of terrorism) regardlesstltd# amount. The reporting requirement
includes both attempted and performed transactidie evaluators are however, concerned
about the low level of transactions reported, palérly as all STRs received are from banks
with none received from the insurance and secargexrtors. It was noted that there was a
high level of misunderstanding together with a latlawareness within financial institutions
concerning the reporting obligations.

There appear to be conflicting reporting requiretadretween the requirements of the AML
Law and the Law on Banks in RS and FBiH.

With regard to safe harbour provisions and tippifigprovisions the evaluators considered
that most of the criteria had been met. There lao®jever, concerns that protection from
criminal and civil liability not extended to direxs, and officers of obliged entities and that
there are loopholes in the law where information b& disclosed without breach of the
legislation.

With respect to Recommendation 19 the evaluatansider that the cash reporting regime is
effective, although manually reviewing of large ltdsansaction reports at FID brings into
guestion the effectiveness of the computerisecodata

At the time of the on-site visit there was a la¢kpoovision of meaningful feedback. With
regard to the provision of feedback the new AML Uaas introduced a mandatory obligation
to provide feedback. The evaluators are not, hewein a position to assess the
effectiveness of this new provision.

Internal controls, compliance, audit and foreign branches

48.

49.

Some of the obligations arising out of the provisimf Recommendation 15 are addressed
either at the new AML Law or, at least for the biagksector, through the relevant Decisions
on Minimum Standards at Entity level. Some shortog® however remain, including
exemptions to small obliged entities from appoigtim compliance officer and applying
internal controls and the lack of adequate pro@sifor screening at recruitment stage.

The respective Laws on Banks include provisions tequire banks to fully implement the
provisions of internal controls and procedures hegirt branches and subsidiaries abroad.
There are not, however, similar provisions for itgurance and securities sectors. There is
no requirement to apply the higher standard wheaadsirds differ and no obligation for
financial institutions to inform the home supervisechen a foreign branch or subsidiary is
unable to apply standards.

12



Shell banks

50.

Overall the cumulative effect of the requiremends é€stablishment of a bank seems to
imply the need for a physical presence. HoweMee, definition of “shell bank” is not
fully compliant with the FATF Recommendations.

The supervisory and oversight system

51.

52.

53.

54.

55.

56.

Prudential regulation and supervision of finanartitutions is implemented at entity level
based on laws, rules, and regulations, which armlynalentical in FBiH and in RS. The
banking sector is supervised by the respective iBgnkgencies, the insurance sector — by the
Insurance Agencies, and the securities marketthéb$ecurity Commissions.

Overall the banking and securities supervisors ajggeto possess adequate powers to monitor
and ensure compliance with AML/CFT requirementsinitheir respective sectors. However,
there is a lack of adequate powers for supervisaitse insurance market, including a lack of
legislatively provided sanctioning powers. Furthere, there is a lack of clearly defined
supervisory powers of the FID and no mechanismplate for the enforcement of its
decisions regarding removal of irregularities ia tperations of obligors.

With regard to sanctions, there appeared to beginees in the penalties that can be applied
as well as duplication and overlap in the statell&ML Law and the entity level Laws on
Banks of FBiH and of RS. Furthermore there appgb&oebe a lack of proportionate and
comparable sanctions throughout the applicablelkgon.

Sectoral laws and regulations contain provisionguleting market entry by means of
becoming the holder or beneficial owner of a sigaift or controlling interest and there are
procedures covering the appointment to managemasitigns in financial institutions and

for “fit and proper” tests of management membeidere is, however, no prohibition for

criminals and their associates from holding a diggut or controlling share in securities
market intermediaries in FBiH and in BD.

There is a lack of licensing/registration procedui@ and monitoring of persons involved in
money transfer and exchange services, as well raghé persons exercising professional
activities of sale and purchase of claims; safelkegpnvesting, administering, managing or
advising in the management of property of thirdspas; issuing, managing and performing
operations with debit and credit cards and otheanmseof payment, crediting, offering and
brokering in negotiation of loans.

Many of the obligors (especially the representativeEnon-bank financial institutions) fail to
have a proper understanding of their obligationdeurthe AML/CFT framework and not all
sectors have developed indicators for suspiciamstrctions. As a result of this many of the
obligors (especially the representatives of norkbfinancial institutions) fail to have a
proper understanding of their obligations underAML/CFT framework.

Money or value transfer services

57.

Money or value transfer operations are exclusiyelyvided by banks most of whom have
contractual agreements with Tenfore Ltd (Cyprus)BiH, Tenfore d.o.o is not a licensed or
supervised entity. Money or value transfer serviaes also provided by the Post Office
which, however, does not appear to be supervistty éor AML purposes.
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4.

58.

Preventive Measures — Designated Non-Financial Bussses and Professions

The scope of coverage of preventive measures unatbrthe old and the new AML Law has
been extended to other businesses and professgonadthe FATF definition of DNFBPs.
Unfortunately monitoring of the implementation @quirements and compliance thereto is
almost inexistent and hence the evaluators expresserns on the effectiveness of this
extension when there are no effective monitoringclmaisms in place to assess
implementation.

Customer due diligence and record-keeping

59.

60.

61.

The concerns expressed and weaknesses identifzddireg Recommendation 5 for the
financial sector also apply for DNFBPs. There amvéver additional weaknesses and
shortcomings identified for DNFBPs. The legal, mpt@nd accountancy professions are more
guided by their governing laws as opposed to the LAMaw. When meeting the
representatives of the legal profession, inclugiglic notaries, for both FBIH and RS it
became clear that both professions are stronglpsmapto being subjected to the provisions
of the AML Law.

Although the concept of PEPs under intensified tifieation procedures is addressed
through legal provisions and hence also for DNFBRspractice it is not addressed by
DNFBPs as there is a complete lack of awarenetgaisks involved.

There is a need for increased awareness of thfeats new or developing technologies

among DNFBPs. There is also a need for the DNABP& made more aware of the threats
to money laundering and the financing of terroremiging out of large complex transactions
that may not have economic reasons.

Suspicious transaction reporting

62.

DNFBPs are in principle subject to the same repgrtibligations and the maintenance of
internal controls as for the financial sector. Hoemr the application of the relevant FATF
Recommendations to DNFBPs appears to be even ldwaerin the financial sector. There
are concerns that some of the main sectors, incpkt the legal and notary professions,
closely followed by the accountancy profession,esppo be reluctant to totally accept their
obligations under the AML Law, in protection of tredevant laws governing their respective
professions.

Regulation, supervision and monitoring

63.

Some of the DNFBPs are subject to supervision kgigdated supervisors (e.g. notaries,
lawyers, auditors and accountants). Even in teesamstances, the Chambers of Lawyers,
the Chambers of Notaries, and the AssociationsamoAntants and Auditors at entity level
do not have legislatively provided powers for supgng implementation of the obligations
set forth in the new AML Law, and no systems andmaisms are established for them to
ensure compliance of the obligors with the natigk®L/CFT framework. Where there is no
designated supervisory body, by default, FID isrievant agency to supervise these entities
for AML/CFT compliance. However, FID does not hargy mechanisms and tools available
for monitoring and ensuring compliance of the sagisons with national requirements to
combat money laundering and terrorist financing.
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64.

Whereas the contents of the Book of Rules app@al® tcomprehensive in order to assist
obligors to implement and comply with their AML/CFdbligations, the meetings with the
representatives of DNFBPs, indicated that manyhefrt lack a proper understanding of the
provisions and practical implementation of the BoflIRules. Moreover not all sectors have
completed their list of indicators for suspiciowanisactions as is required under the Law.
Specific feedback is not provided although the WML Law now makes it mandatory on
the FID to provide such feedback to the person un@iégation who would have filed the
report.

Modern secure transaction techniques

65.

5.

Notwithstanding the measures taken and being thitgeghe Central Bank, there is a need to
intensify the drive to reduce the use of cash aneldp further the use of more modern and
secure electronic means of settlement. The evakiatelcome the measures taken under the
new AML Law limiting cash payments to persons antties other than those specified to
€15,000. However, the evaluators do not conshiertd be an overarching policy for setting
up the strategy for reducing the use of cash.

Legal Persons and Arrangements and Non-Profit Orgaisations

Legal persons

66.

67.

68.

69.

Registration of legal persons is done at the coempeRegistration Courts at entity and BD
level and it is obligatory. The legal framework wégging the registration of business entities
establishes a clear mechanism ensuring a uniformeepgure of registration of business
entities on the territory of BiH. Laws do not sggdhe existence of a single electronic
register. It appears that such a register startedbet implemented only recently and
consequently, there is a risk that this has led tweak exchange of information between
registration courts, double registration of businestities and a low level of access to
information by the relevant competent authorities.

The registration courts are responsible for theditglof data that they enter into the Register.
Despite the verification powers in place it appehet the control carried out by courts is
limited to a formal check to ensure that the regglidocuments are submitted. This approach
can facilitate the practice of setting up fictitoaompanies. Although the new AML Law
gives a definition of the “real owner of a legalifi and “real owner of a foreign legal
entity”, there is no express requirement for thartoto carry out the identification of the
beneficial owners.

It remains unclear whether the shareholding infeionafor all legal persons is updated in a
timely manner at the Main Book of Registration lag tCourts. It appears that there is no
recourse by obligors to the Registry of Securitiesshareholding companies, obliged entities
may, therefore, not be able to complete the ideatibn process satisfactorily for legal

persons.

BiH prohibits the issue of bearer shares by compotzodies. There are, however, no
prohibitions for other legal entities being shaldkcs in a company. The evaluators were not
given satisfactory replies as to whether a foreggmpany with bearer shares can be a
shareholder in a legal person registered in BiH.
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Legal Arrangement

70.

The concept of trusts is not recognised in legmhatBiH is not a signatory to the Hague
Convention.

Non-profit organisations

71.

72.

73.

6.

No review of the adequacy of the relevant laws mmdutreach has been undertaken by the
authorities in order to identify the risks and pew the misuse of NPOs for terrorism
financing purposes.

While at each level a mechanism for registering MROs is in place, there is no legal
impediment for an NPO to be registered at the dame=at two or three levels, i.e. in two or
three registers. The statistics on the number efetkisting NPOs in BiH are not accurate
enough, considering the lack of a clear mechanigmtte reciprocal recognition of
associations and foundation and the possibility ¢eatain NPOs are registered, for example,
at the entity and state level and counted twiceer@tis no single Register of non-profit
organisations, although there is for churches atigious communities, .

Other deficiencies include the lack of an expreggll provisions requiring that the business
records of the NPOs are kept for at least five giearlack of a mechanism for national
cooperation and information exchange between @&heigs involved in the investigation of

predicate offences and lack of outreach to the Né¢or.

National and International Co-operation

National Cooperation

74.

75.

76.

Because of the fragmented political structure dfi,Biational cooperation is not to be taken
for granted. Although the legal basis for natiooabperation and information exchange
between competent authorities in BiH is in placer¢hare significant concerns about its
effective operation and, in practice, the actualpsration and exchange of information is
limited.

The main mechanism in BiH for enhancing cooperatietween Policy makers, the FIU, law
enforcement and supervisors and other competehos s has been the establishment of
the "Working Group of Institutions of Bosnia and riegovina for Prevention of Money

Laundering and Financing of Terrorism", as a imnisterial and professional body of

Council of Ministers of BiH.

The evaluators have not been given any meaningfaimation that the systems in place for
preventing money laundering and terrorist financarg reviewed periodically to assess
effectiveness and, to date, the Working Group’sinfiacus has been the drafting of the new
AML Law.

The Conventions and United Nations Special Resolutions

77.

BiH has been a party to the Vienna Convention sirf888 by succession, as it was originally
ratified by Yugoslavia in 1990. BiH ratified the IBano Convention and it's first two
Protocols in 2002 and acceded to its Protocol agdime Illicit Manufacturing of and
Trafficking in Firearms, Their Parts and Componemd Ammunition in 2008. The 1999 UN
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International Convention for the Suppression ofaRiring of Terrorism was ratified by BiH
and became effective in 2003. Also, BiH is partglld® conventions mentioned in the Annex
of the TF Convention.

Mutual legal assistance

78. BiH has ratified the European Convention on Mutyssistance in Criminal Matters and its
second Additional Protocol although, BiH is notaatp to the first Additional Protocol of the
Convention. BiH has ratified the European Conventim the transfer of proceedings in
criminal matters and the European Convention amstea of convicted persons. BiH has also
recently passed a new Law on Mutual Assistancerimi@al Matters (MLA Law). Overall,
the possibility for BiH to provide mutual legal &sance appears quite broad.

79. Although dual criminality is required for renderingutual legal assistance, including
extradition cases MLA Law on MLA only requires duaiminality in case of extradition
requests although it contains no such explicit {gious as regards MLA issues. BiH does not
have a special fund for confiscated assets and napetent authority for keeping and
managing seized or confiscated assets.

Extradition

80. All rules relating to BiH's ability to extradite eqlly apply to cases involving money
laundering and financing of terrorism. Extraditissues are also governed by the European
Convention on Extradition and its Additional Praitsc

81. BiH does not extradite its own citizens. Extradiitiof persons with dual citizenship
continues to be a problem.

Other Forms of International Co-operation

82. Competent authorities, including financial supesgsand FID are authorised by law to
provide international cooperation to their foreigounterparts in a rapid, constructive and
effective manner.

83. Overall, The identified legal deficiencies in thengnalisation of ML and TF may have a
negative impact on providing MLA in an effective mmeer.

7. Resources and Statistics

84. FID does not appear to have sufficient staff resesiavailable to fully perform its functidns
and FID’s IT system does not provide sufficient rapienal scope or capacity to effectively
support FID’s operations. It did, however appdat 1D had the requisite powers and that
there are adequate security controls in place.

85. Some representatives of law enforcement bodieghieagvaluation team met with expressed
dissatisfaction with their working condition, meaasd the resources available. The
evaluators learnt that the understaffed prosecudimh judiciary wrestles with a significant
backlog of cases related to serious economic criyeeause of the pressure of workload and
lack of specific expertise.

2The FID is, however, involved in an ongoing retnent process.
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86. Lack of training is a major problem throughout slipervisory bodies, with some relative
“advantage” of the Banking Agencies, which seerbadn a better position in terms of the
frequency and coverage of training events atteibgdtie staff.

87. Apart from the FID who did produce statistics tgort their annual report, there are very
few meaningful statistics available. Furthermdre evaluators are of the view that, apart
from FID, those statistics that were produced far ¢valuators had merely been produced at
the request of the evaluators and that no use wag) bmade of statistics to review the
effectiveness of their systems for combating molaeydering and terrorist financing on a
regular basis.
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