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|. PREFACE

1. The evaluation of the anti-money laundering (AMIndecombating the financing of terrorism (CFT)
regime of Ukraine was based on the Forty Recomnigmda 2003 and the Nine Special
Recommendations on Terrorist Financing 2001 of Eieancial Action Task Force (FATF),
complemented — due to the specific scope of eviahmitcarried out by the Committee — by issues
linked to the Directive 2005/60/EC of the Europ®arliament and of the Council of 26 October 2005
on the prevention of the use of the financial sysfer the purpose of money laundering and terrorist
financing (hereinafter the “Third EU Directive” @irective 2006/70/EC “implementing Directive”,
in accordance with MONEYVAL's terms of referenceddRules of Procedure, and was prepared using
the AML/CFT Methodology 2004 The evaluation was based on the laws, regukatamd other
materials supplied by Ukraine, and information oied by the evaluation team during its on-sitetvisi
to Ukraine from 21 September to 1 October 2008, suitgsequently. During the on-site visit, the
evaluation team met with officials and represemstiof all relevant government agencies and the
private sector. A list of the bodies met is setinvdnnex Il to the mutual evaluation report.

2. The evaluation team comprised: Mr. Armen Malkhasyaélead of the Legal Compliance and
International Relations Division, Financial Monittg Center, Central Bank of Armenia) who
participated as legal expert, Mr. lacovos Michaéhvéstigator/ Financial analyst, Financial
Intelligence Unit, Cyprus), who participated as lemforcement expert, Ms. Frosina Celeska (Head of
Banking Regulations Unit, Financial stability, bank regulations and Methodology Department,
National Bank, “the former Yugoslav Republic of Mdonia™) who participated as financial expert,
Mr. Jamil Choudhry (Financial Crime Policy Unit,neincial Services Authority, United Kingdom)
who participated as financial expert for the FAHRd a member of the MONEYVAL Secretariat.
The examiners reviewed the institutional framewdHe relevant AML/CFT Laws, regulations and
guidelines and other requirements, and the regyladad other systems in place to deter money
laundering and financing of terrorism through fiomh institutions and designated non-financial
businesses and professions (DNFBP), as well asiekanthe capacity, the implementation and the
effectiveness of all these systems.

3. This report provides a summary of the AML/CFT measun place in Ukraine as at the date of the on-
site visit or immediately thereafter. It describagd analyses these measures, and provides
recommendations on how certain aspects of thersgstould be strengthened (see Table 2). It also
sets out Ukraine’s levels of compliance with theTFA40 + 9 Recommendations (see Table 1).
Compliance or non-compliance with the EC Directitias not been considered in the ratings in Table
1.

4. The evaluators would like to express their grasttml the Ukrainian authorities, especially to ttedfs
of the State Committee for Financial Monitoring 8@) in Kiev and the regional offices of SCFM in
Simferopol, Lviv and Donetsk for their assistanaed aexcellent logistical organisation of the
assessment mission. The evaluation was complitatetle absence of translations of the full text of
relevant acts and of inaccurate translations of ANE/CFT laws and regulations, the majority of
which were corrected and received by the evaluadam only after the on-site visit.

! As updated in February 2008.
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1.

Il. EXECUTIVE SUMMARY

Background Information

This report provides a summary of the AML/CFT measun place in Ukraine as at the date of the on-
site visit from 21 September to 1 October 2008namediately thereafter. It describes and analyses
these measures, and provides recommendations onchaain aspects of the system could be
strengthened. Italso sets out Ukraine’s levels obmpliance with the FATF 40
plus 9 Recommendations (see Table 1). The evaluatlso includes Ukraine’'s compliance with
Directive 2005/60/EC of the European Parliament asfdthe Council of 26 October 2005 on the
prevention of the use of the financial system fag purpose of money laundering and terrorist
financing (hereinafter “3rd EU AML Directive”) and th€ommission Directive 2006/70/EC of 1
August 2006 laying down implementing measures foeciive 2005/60/EC of the European
Parliament and of the Council as regards the d&tini of ‘politically exposed person’ and the
technical criteria for simplified customer due déince procedures and for exemption on grounds of a
financial activity conducted on an occasional omydimited basis (hereinafter “Implementing
Directive 2006/70/EC”). However, compliance or nmmpliance with the 3rd EU AML Directive and
the Implementing Directive 2006/70/EC has been ritest in a separate Annex but it has not been
considered in the ratings in Table 1.

This is the third evaluation of Ukraine by MONEYVAISince the last evaluation visit in 2003,
Ukraine has made a number of changes to its legalework with a view to improving the AML/CFT
requirements on banking and non banking finanaiatitutions. This has included developing a
number of methodical instructions for reportingiteeg, and carrying out numerous training actisgitie
on AML/CFT issues, which addressed several of #mommendations raised in the two previous
reports. Ukraine has only partly the recommendatimygarding the legal system (criminalisation of
money laundering and terrorist financing, provisiomeasures and confiscation, freezing and seizing
of proceeds of crime), the suspicious transactmornting regime, the framework for the investigatio
and prosecution of offences by the law enforcenaent prosecution authorities, the lack of resources
and adequate powers of supervisory authorities, litensing and AML/CFT compliance, and
supervisory framework for casinos and gambling beus

As regards the money laundering situation, thealsian authorities have advised that criminals and
organised crime groups in Ukraine use almost ativkn ways to launder criminal proceeds. This
includes complex money laundering schemes and\imglhe use of bank institutions, professional
participants on the securities market, real estatders and insurance companies. Major proceeds are
primarily generated through economic crimes, cdioup fictitious entrepreneurship, fraud and drug
trafficking. The authorities have analysed thedseand methods.

Concerning terrorist financing, the evaluation teaas informed by the Ukrainian authorities that so
far, no cases of terrorist financing are knownawenbeen committed on the territory of Ukraine iar v
Ukraine.

Legal Systems and Related Institutional Measures

Since the last evaluation, the money laundering )(tience set out in article 209 of the Criminal
Code has remained unchanged. A positive develophwméver is to be noted, as the Supreme Court
issued a resolution in 2005 which clarifies the pptgl and material elements of the money laundering
offence, the scope of predicate offences, as welfedevant issues of procedural importance in
conducting investigations or court proceedings @may laundering.

Article 209 defines money laundering as an act itnatides the completion of a financial transaction
or the conclusion of a deal with money or othempperty obtained as a result of a “socially dangerous
illicit act” which preceded the laglering of proceeds, or any other acts in orderoteal or
disguise the illegal origin of this money or prdyetheir possession or legitimacy of their owngrsh
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10.

11.

12.

13.

or sources of their origin, location or movemestwll as acquisition, possession, or use of maney
property as a result of a socially dangerous gt which preceded the laundering. The provision
covers most of the elements required in the Vieamm Palermo Conventions. The offence extends to
money or other property regardless of its valueweleer there remain concerns that the scope of
property encompasses assets of every kind, inguditangible assets and legal documents or
instruments evidencing title to or interest in saskets.

Ukraine determines the underlying predicate offerimereference to a threshold linked to the penalty
of imprisonment applicable to the predicate offerredicate offences are all acts criminalised unde
the Criminal Code which are punished by a minimuemgity of more than three years with the
exception of capital flight and tax evasion, or @ty which is a criminal offence under the criminal
law of a foreign state which is punishable under @riminal Code and which resulted in unlawful
acquisition of proceeds. The range of offences Wwidce predicate offences includes all required
categories with the exception of insider tradingyrket manipulation and financing of terrorism ih al
its forms. The threshold applied is too high andgoot meet the requirement of Recommendation 1.

Only natural persons can be held criminally liablarious types of evidence based on objective
factual circumstances may be used to infer theniitieal element of money laundering.

Criminal liability for money laundering does notpdypto legal persons through it seems that themnois
fundamental principle of domestic law. Existing yigions covering civil and administrative liability
appear to be deficient in practice. As regards rahtpersons, the sanctions are proportionate and
dissuasive.

Between 2004 and the first half of 2008, there wetetal of 603 convictions for money laundering
(article 209) and 208 convictions for drug relatedney laundering (article 306). All convictions are
achieved simultaneously with a conviction for thredicate offence or are linked to a conviction for
the predicate offence. The penalties imposed iaspsovided to the evaluation teams ranged between
2 to 7 years of imprisonment (some with probaperiod) with confiscation of criminal funds and /or
part or entire personal property and/or deprivatidrthe right to hold administrative positions in
companies for a certain period of time. The nundfgearly initiated criminal money laundering cases
sent to court (under article 209) has been slgtiicreasing since 2004, while the number of ML
convictions has slightly increased. Considering sime of the country and the money laundering
threats it is exposed to, Ukraine should put anitmdél focus on autonomous investigation and
prosecution of money laundering offences.

Ukraine ratified the UN International Conventiar the Suppression of the Financing of Terrorism on
12 September 2002. The authorities have advisedhtbaConvention has been implemented by a law
issued on 21 September 2006 which added articlesl26 258-4 to the Criminal Code and amended
the Criminal Procedure Code. However, terrorisaficing (TF) is not criminalised as an autonomous
offence. Acts constituting terrorist financing daa prosecuted under ancillary offences to terrarism
The whole spectrum of terrorist financing actiossniot covered, and criminalisation of terrorist
financing solely on the basis of aiding and abgftmttempt or conspiracy does not comply with the
requirements of Special Recommendation Il. Thereehbeen no investigations of financing of
terrorism.

There were no changes to the legal framework cogettie confiscation and provisional measures
since the last evaluation, thus the report reésratoncerns raised previously. Confiscation of
instrumentalities intended for use in the commisgd any ML offence, confiscation of property of
corresponding value, as well as confiscation obine, profits or other benefits from the proceeds of
crime do not appear to be captured by the Ukraitegislation. Not all predicate offences under the
Criminal Code provide for property confiscation rsa@es. Existing terrorist related offences do not
include specifically confiscation as a sanction.

Provisional measures are applied on the basis tifléds 29, 125 and 126 of the Criminal Procedure
Code which enable the authorities to execute astrseizure of property for the purposes of saguri
recovery of material damages, civil claims or polgsconfiscation. This is supplemented by artide 5
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14.

15.

16.

17.

18.

of the Law on Banks and Banking which specifies thads and other values belonging to natural and
legal persons deposited on bank accounts can elsorbsted on the basis of a court decision. Such
measures can be applied without prior notice, aitib® are given powers to identify and trace
property that may be subject to confiscation aguspected of being the proceeds of crime, and there
are measures to protect the rights of bona fidd {arties.

There were no statistics maintained which demotesirthe effectiveness of the confiscation regime
and the authorities advised that plans are undetwayodify and modernise the legal framework for
confiscation and seizure which would address ifiedtigaps and bring it in line with international
requirements.

Ukraine implements the United Nations Security GoluResolutions (hereinafter UNSCR) 1267
(1999) and its successor resolutions and 1373 p2B@augh the Law of Ukraine on the Prevention
and Counteraction to the Legalization of the Prdsdfeom Crime (the Basic Law), in the resolutions
of the Cabinet of Ministers, and orders of the &@bmmittee for Financial Monitoring (SCFM). The
National Bank of Ukraine (NBU), the State Commissan Financial Services Markets Regulation of
Ukraine (SCFSMR) and the State Commission on Siesirand Stock Market (SCSSM) have also
introduced relevant procedures for the suspensfofinancial transactions in 2006 and detailed
guidance has been provided by regulators to thigmkted financial institutions. Additional efforase
required in order to complete the existing leganfework and put in place effective laws and
procedures to freeze terrorist funds or other assiepersons designated in accordance with the UN
Resolutions. There have been no instances of freedifunds or other assets of persons designated i
the context of these resolutions.

The State Committee for Financial Monitoring (SCEMhe Ukrainian FIU, is the lead agency

responsible for AML/CFT issues. It was granted steus of central agency of executive power, has
legal personality and its activities are directedl @oordinated by the Cabinet of Ministers. The
Ukrainian FIU is an active member of the Egmont@x.

It is an administrative type of FIU, whose powensd duties are listed in the Basic Law and itsu¢at
and include:

e Collecting, processing and analysing the infornmmatambout financial transactions subject to
financial monitoring, and requesting further inf@tion about these transactions.

e Submitting relevant materials to law enforcementie® when there are suspicions for money
laundering or terrorist financing.

» Creating and supporting the operation of a Unifétdte Information System on prevention and
counteraction of money laundering and financin¢geaforism.

e Participating in the implementation of the statdiqyoin the sphere of the prevention and
counteraction of money laundering and financingeaforism.

« Analysing methods and financial patterns of momemtering and financing of terrorism.

e Co-ordinating and providing guidance on AML/CFT uses to entities of initial financial
monitoring (obliged entities)

« Co-operating, interacting and exchanging infornmatidgth the state authorities, competent bodies
of other countries and international organisatiortsie said sphere.

The traditional tasks of the FIU (receiving, analgs and disseminating STRs) are performed
effectively by the SCFM, which has direct accebsmugh the Unified Information System created in
2007 to numerous databases of state agencies afridkiGuidance on the manner of reporting, the
reporting forms and procedures were provided leyNlational Bank of Ukraine and the SCFM for
banks and by the Cabinet of Ministers and SCFMnférly SDFM) for other reporting entities.
Further guidance to reporting entities is provitlgdthe SCFM through a ‘hot line’. Guidance is also
provided in various meetings held between the SGH reporting entities, as well as in training
seminars. The SCFM is adequately empowered taveedeformation from relevant government
bodies, law enforcement, local self government @uitibs, enterprises and institutions and to resuir
additional information from reporting entities.nHas been issuing annual reports on its activiiieses
2003 which include information on legislative demhents, statistics of reports received, examdles o

8



19.

20.

21.

22.

23.

24.

25.

26.

court cases, interagency cooperation at national lend international cooperation, as well as yearl
reports on money laundering schemes and typologies.

At the end of 2007, the SCFM had established regisnbdivisions in 25 regions of Ukraine. The
main functions of these subdivisions, include tiaeking of case referrals submitted by the SCFM to
the law enforcement agencies, providing guidangegorting entities in the region, forming a regist

of financial intermediaries in the region and impng information exchange and co-ordination of the
activities of regional divisions of the state ageancinvolved in AML/CTF. Regional offices have
access to a part of the Unified Information Systmd access to other information can be obtained
through written request.

The statistics provided indicate that the numberafsactions reported to the SCFM and the number
of case referrals submitted to the law enforceraatttorities has been steadily increasing since 2004

The Basic Law includes provisions on the politicedependence of the SCFM and the authorities
advised that they have sufficient operational iraefence and autonomy. Its budget has been growing
since 2004. It is equipped with a modern IT equiphwvehich enables storing large volumes of data ,
and the data held by the FIU is securely proteatetidisseminated in accordance with the law. Itehas
maximum number of staff of 338 persons, with onky\s&acancies at the time of the visit, and a small
turnover of staff. It demands high professionahdtads of its employees, who appear to be highly
skilled and trained. It has taken measures to pteamd combat corruption risks, and protect
information from unauthorised access by staff.

Efforts to combat money laundering and terrorisra ahared by the law enforcement agencies
throughout the country, that is the Ministry ofdnor of Ukraine (MIA), the Public Prosecution/
General Prosecutor’s Office of Ukraine (GPO), tleeBity Service of Ukraine (SSU) and the State
Tax Administration of Ukraine (STA), which are ressible for investigations in accordance with the
distribution of their competencies as set out iicker 112 of the Criminal Procedure Code. The GPO
supervises law enforcement agencies which carrypoetrial investigation and the legality of the
initiation of criminal proceedings.

There are no explicit provisions which allow lawf@eement authorities to postpone or waive the
arrests of suspects and/or the seizure of monethéopurpose of identifying persons involved intsuc
activities or for evidence gathering. However sugdasures are taken in practice, as these arefpart o
the regular evidence building process and can ldertetken on the basis of the Criminal Procedure
Code. When conducting investigations of money laungd, terrorist financing and predicate offences,
law enforcement agencies are authorized to useda vange of powers to obtain documents and
information for use in those investigations andspautions. The report includes a number of aspects
which casted doubts on the effectiveness of thestigations and prosecutions and proposed actions t
strengthen the capacities and competencies ofaieidodies. A review of the current situation afd o
the procedures, in the light of the specific corapetes of the law enforcement agencies, and the
enhancing of the current anti-corruption efforts desirable.

Ukraine has put in place measures to detect thsigalycross border transportation of currency and a
declaration system. Further action is needed tarerthat the Customs have the necessary resoworces t
take measures aimed at preventing and detectings dsorder movements of currency and bearer
negotiable instruments.

Preventive Measures — Financial Institutions

All types of financial institutions as defined ihet FATF Glossary are covered by the AML/CFT
obligations.

The Basic Law, sets out the scope of the basic ANHI/ obligations for financial institutions

including identification and record keeping. Thasik Law is supported by: the Law of Ukraine on
Banks and Banking, which applies to banks; the bavBecurities and Stock Market, which applies to
entities performing activities on the stock markatd the Law of Ukraine on Financial Services and
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27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

State Regulation of Financial Markets, which sets obligations for non-banking financial
institutions. For the purposes of the evaluatthe, evaluation team concluded these four laws fyuali
as “law or regulation” as defined in the FATF Medbtogy. Further requirements are set out in SCFM
Order No. 40, the National Bank of Ukraine ResolutNo. 189, SCFSMR Instruction No. 25 and
SCSSM Decision No. 538. The evaluation team censitithese to be “other enforceable means” as
defined by the FATF Methodology.

Ukraine has decided to apply its AML/CFT framewexdually to all financial institutions irrespective
of the level of risk. Although there is no explicéference to a risk-based approach in Ukrainian
legislation, there is some recognition of risk witlthe various requirements related to customer due
diligence.

Ukraine has introduced some of the basic elemdr®D®. This includes requirements on anonymous
accounts, establishing business relationships,tifg§ery and verifying customers, legal persons,
authorised representatives, customers acting oalfbefhanother person, understanding the ownership
and legal structure of beneficial owners, the psepand nature of the business relationship, and the
failure to satisfactorily complete CDD.

However, there remain a number of gaps includingebieial ownership for customers — natural
persons, doubts over the veracity of adequacy efipusly obtained customer identification data,
ongoing due diligence, the requirements on seesritistitutions on beneficial ownership and the
purpose and nature of the business relationshibeahanced due diligence.

Ukraine has decided not to implement the full raafjprovisions related to reduced or simplified due
diligence and the flexibility the FATF Recommendat provide around the timing of verification.

There is currently no definition of PEPs nor anlgestenforceable requirements to conduct additional
measures regarding PEPs as required by Recomrien@at

As regards correspondent banking, the NBU has etegiuirements on what banks are expected to
collect on correspondent banking relationshipsweieer, the evaluation team concluded that Ukraine
would benefit from making these requirements maxpligit. This includes gathering sufficient
information about a respondent, ascertaining thatrespondent institutions’ AML/CFT systems are
adequate and effective and obtaining senior manageapproval.

Ukraine requires financial institutions to haveipies in place to prevent the misuse of technical
developments in money laundering or terrorist faiag. However, there is no explicit requirement
which requires financial institutions to have p@g and procedures in place to address any specific
risks associated with non face to face busineasioakhips or transactions.

All financial institutions are obliged to identifiheir customers, financial institutions are thug no
permitted to rely on intermediaries or other thpatties to perform some of the elements of the CDD
process.

There are comprehensive secrecy provisions for amsurers and credit unions. The current
framework needs to be reviewed and streamlinetiaggspears to limit the ability of law enforcement

to access information in a timely manner from sarhéhe sectors and necessary measures should be
taken to address the authorities’ lack of knowledfyelevant procedures applicable in this area.

The key requirements on record keeping obligatemesset out in a number of documents. However,
Ukraine would benefit from making these more expiiclaw or regulation, in particular to ensurath
record keeping requirements refer to “all necessacprds on transactions” and not just documents
and that non-bank financial institutions are reggiito maintain records of identification data for a
least five years following the termination of thexaunt or business relationship.

Ukraine has implemented some of the detailed @itamder SR.VII such as the originator information
required. However, all the other detailed critdréave not been implemented at this stage. Non-bank
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38.

39.

40.

41.

42.

43.

44,

financial institutions and the Ukrainian Post Odfi€Ukrposhta)’s compliance with the rules and
regulations relating to SR. VII are not effectivedypervised. There are no mechanisms for the
enforcement of specific breaches for non-bank fir@ninstitutions and Ukrposhta by competent
authorities and ensure that sanctions are adeqoiatportional and effective for relevant breaches.
Measures should be taken to ensure that Ukrposletfeictively monitored for AML/CFT purposes.

A number of requirements are in place for finan@stitutions to pay special attention to complex,
unusual large transactions or unusual patternso$actions that have no apparent or visible ecanom
or lawful purpose. However there is no clear regmient for examining the background and purpose of
such financial transactions as far as possible.

Ukraine needs to review existing obligations touieg) financial institutions to explicitly examinbe
background and purpose of the transactions wittsgmsr from or in countries that do not or
insufficiently apply FATF recommendations. In adfit the authorities should ensure they have the
legal basis to apply appropriate counter-measures.

The reporting system of Ukraine is comprised of types of financial monitoring: compulsory (or
obligatory) financial monitoring and internal fin@al monitoring.

Compulsory financial monitoring applies to any saction that is equal or exceeds 80 000 UAH (or
equals or exceeds foreign currency with a courdtrevof 80 000 UAH) and which falls within one or
several of the 14 listed criteria of article 11thé Basic Law of an objective nature. Many of the
criteria that trigger the compulsory financial refigy describe de facto unusual transactions. hader
financial monitoring is defined as the activity affliged entities to detect financial operationsjscib

to compulsory financial monitoring, and other fin@h operations that may be connected with
legalisation (laundering) of the proceeds. The sddgpe of financial monitoring is more suspicious-
based, where the Law sets out the financial traissecwhich should be subject to suspicious-based
analysis and it also provides for a “catch-all” yasion. Thus, from the regulatory prospective, the
Ukrainian authorities have made substantial efftwt€over all possible transactions that could be
regarded as suspicious.

However, despite the existence of the catch-allsgdor reporting of all suspicious transactionthie
practice when deciding on submitting a suspicicasdaction report (STR), most of the reporting
institutions only consider the transactions liskedhe Basic Law. Obliged entities have to employ
substantial resources in order to comply with tieorting requirements, which do not always cover
suspicious transactions. This can adversely inflaats efficiency, since it leaves an imbalance and
may inhibit the development of a suspicious-basgiime. According to statistics on the number and
the type of reported transactions, it appears itiadt of them are part of the compulsory financial
monitoring.

There is a significant difference in the amountSifRs submitted by the banks and by all other
financial institutions. 97% of the STRs come froanks. Even though banks are the dominant part of
the financial sector, the low number of STRs frdma tther sectors could not be regarded as efficient
and adequate. Although the authorities should bmptimented on their efforts to increase the
awareness of the non-banking financial institutjighere is a need for further outreach to thestosec

in order to improve the effectiveness of the STRime. Ukraine should provide more guidance to
reporting institutions on how to detect suspicitrasisactions related to terrorism in order to enhan
the effectiveness of the system for filing terrbfisancing STRs.

Reporting entities, their officials and other pensel are protected from disciplinary, criminal ariwil
liability if they submitted information about a #incial transaction to the SCFM in accordance wigh t
Basic Law. There is no mention of a “good faith"emquisite associated with the reporting
requirement nor of protection if they did not knprecisely what the underlying criminal activity was
and regardless of whether illegal activity actualteurred. The waiver is broader than the standeaird
out in Recommendation 14, and as such it doesamply with it. Furthermore, there should be clear
tipping off provisions in relation to financial #itsitions and not just directors and other empleyee
the financial institutions.
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. Ukraine has considered the feasibility of implenment system whereby financial institutions would
be required to report all transactions in curreglogve a fixed threshold. They have chosen to ésitabl
a compulsory reporting of transactions of 80 000HJéx foreign currency equivalent to 80 000 UAH
or higher, if they also meet one or several ofdfiteria set out in article 11 of the Basic Law.

Competent authorities have established guidelipeassist financial institutions to implement and
comply with their respective AML/CFT requirementglgprovide feedback.

The current framework covering internal controlsmpliance, audit and foreign branches suffer from
a number of deficiencies regarding the establishnah appropriate compliance management
arrangements by financial institutions. For the-banking institutions, there is no legal requiretrten
maintain an adequately resourced and independadit function to test compliance with these
procedures, policies and controls and to put icelscreening procedures to ensure high standards
when hiring staff. Apart from banks, other finalcinstitutions are not required to pay particular
attention to their subsidiaries and branches imtras which do not or insufficiently apply the FRT
recommendations.

Ukraine has put in place procedures and requiresmehich serve as a safeguard to prevent the
establishment of shell banks and the authoritiagsad that in practice there is no bank currently
authorised and operating in Ukraine which wouldéhthe characteristics of a shell bank. The current
framework could benefit from more explicit requiremts, in particular to require financial institutfo

to satisfy themselves that a respondent finanaoititution in a foreign country is not permittingg i
accounts to be used by shell banks.

The Basic Law, as well as the sectoral laws, deffree regulation and supervision of financial
institutions on AML/CFT issues.

The National Bank of Ukraine is the competent arith which licenses and supervises banks (Law
on the National Bank of Ukraine No. 679 of May 2099 as amended). The licensing and supervision
of banks are performed according the Law on BankisBanking (7 December 2000 as amended as of
2007) . Article 63 of the latter requires the NBiJperform at least an annual supervision over Banks
activities in relation to AML/CFT. In addition tdése two laws, the NBU issued on 25 June 2005 the
Resolution No. 231 with methodical instructions @empliance audit of banks (or affiliates) in the
sphere of preventing legalisation of criminal pred® (anti-money laundering) and composition of
report upon results thereof. These instructionscaiitee comprehensive and cover a large scope of
AML/CFT issues.

The State Commission on Securities and Stock Makkéhe licensing and supervisory authority
responsible for entities that perform professi@tatk market activities: activities on securitiesding,
management of assets of institutional investorppditary activities and organisation of tradinghe
stock market. The responsibilities of this authoare defined in the Law on State Regulation of
Securities Market in Ukraine and in the Law on 3#ies and Stock Market, which do not explicitly
cover AML/CFT supervision. The SCSSM performs AMEC supervision in accordance with the
Basic Law, as well as in compliance with the SCSRlbkolution No. 344 of 5 August 2003 on
approval of the Rules for Conducting Inspectionghaf Professional Securities Market Participants,
Collective Investment Institutes and Stock Excharigegarding Compliance with the Requirements of
Effective Legislation on Prevention and Counterattio Legalisation (Laundering) of lllegally
Acquired Proceeds and Financing of Terrorism, al &g with the Order No. 644 (25 July 2008)
approving the Methodological Recommendations widefine in more details the procedure for
AML/CFT supervision.

The State Commission on Financial Services Marketgulation of Ukraine is responsible for the
licensing and supervision of credit unions, leasommpanies, pawnshops, insurance companies,
pension funds and companies, financial companidsotrer institutions whose exclusive activity is to
render financial services. The AML/CFT supervisian conducted according to the SCFSMR
Resolution No. 26 on conducting inspections ondssof prevention and counteraction of legalisation
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(laundering) of proceeds from crime. This sets thet procedure for performing on-site inspections,
but it is rather general.

There is only one postal company in Ukraine — Ukhta. It is a state owned entity that performs
postal services in domestic and foreign postalfittafhe Ukrposhta is licensed by the National
Commission on the Issues of Communication RegulatioUkraine for sending postal transfers. In
addition, it is registered with the SCFSMR for penfing financial services of postal transfer and ha
received a general license from the NBU on condgctiurrency transactions. The supervision over
Ukrposhta is performed by two supervisory bodiee: 3CFSMR (for AML/CFT supervision) and the
NBU (for oversight over payment operations). Thaleation team determined a lack of on-site
supervision over the operation of the Ukrposhtpeemlly in the field of AML/CFT. At the time of &
on-site visit, the SCFSMR had never performed ¢a-sipervision of the Ukrposhta. This situation
places some uncertainty on the adequacy of the A¥TL/processes and procedures of this institution,
as well as its AML/CFT awareness, despite the asses received from the regulator regarding the
low level of risk.

The legal provisions for non-banking financial ingtons, excluding to some extent management
companies, do not provide for an explicit barrieciominals or their beneficial owner from holdiag
significant or controlling interest in a securitiiem. Furthermore, except to a certain degree the
securities firms, the fit and proper criteria f@argons having a significant or controlling intenesthe
non-banking financial institutions are very limited

All three financial supervisors have powers to perf AML/CFT supervision, which is a part of their
integrated supervision procedures. However, thera difference in the scope and the quality of
AML/CFT supervision performed by these supervisanthorities. NBU has established necessary
elements for applying risk-based AML/CFT supervisioThe practical conduct of risk-based
AML/CFT supervision seems to be limited by the legaguirement for obligatory annual on-site
inspections. It does not appear that the SCSSMtEn@&CFSMR are in a position to cover AML/CFT
issues in satisfactory manner. The latter two tim$tins conduct on-site and off-site inspections, b
their supervisory procedures do not seem to caskased analysis and supervision on consolidated
basis. This conclusion is based on the analysith@f AML/CFT supervision procedures and the
number of inspections performed during the previgeers.

Regarding the enforcement powers of the superviaotiyorities, they can impose fines in accordance
with the procedure set in the Basic Law, the reiévsectoral laws, as well as the Code of
Administrative Offences. However, the current semg regime needs reviewing with a view to
establishing effective, proportionate and dissuasanctions to deal with natural and legal persons
which fail to comply with AML/CFT requirements arttat the range of sanctions is broad and
proportionate to the severity of the situation. efiéhis no evidence of appropriate sanctioning regim
and practice over the foreign exchange officesraadey transfer providers.

The number of supervisory staff in all three sujsamy authorities is insufficient and does not deab
them to cover efficiently AML/CFT supervision of lagied financial institutions. Furthermore, there
are some doubts related with the independence at@h@my of the SCFSMR. In addition, this
supervisory body experience a high turnover ofstef, which adversely affects its possibility for
attracting and sustaining competent staff.

. The money or value transfer services in Ukraine lmarperformed through banks that are agents of

money transfer providers, non-banking financiatiitnBons and Ukrposhta. These services can only be
provided through banks and the Ukrainian FinanGedup which has a relevant license. Currently,

Western Union and Moneygram perform money trarsgevices only through banks. The SCFSMR is

the competent authority to licence legal persoas plerform money or value transfer (MVT) services

for AML/CFT purposes. The National Commission osulss of Communication Regulation licences

Ukrposhta to perform MVT services for postal tramsf However, it is monitored by the SCFSMR for

AML/CFT obligations. In relation to MVT servicethe requirements in relation Recommendations 5,
6,7,9, 10, 13, 15, and 22 need to be implemented.
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Preventive Measures — Designated Non-Financial Bussses and Professions

Apart from casinos, Ukraine has not extended the ANFT obligations to real estate agents, dealers
in precious metals and stones, lawyers, notartbger degal independent professions, company service
providers and accountants. Trust and company gepriaviders as defined under the FATF glossary
do not exist in Ukraine. Ukraine does not complytwthe requirements set out in Recommendations
12, 16, 24 and should as a matter of urgency asldinese deficiencies.

The customer due diligence and record keeping reaugints set out in recommendations 5, 6, and 8 to
11, 13 to 15 and 21 do not apply to DNFBPs.

Despite the SCFM's efforts to provide additionaldglines for the DNFBPs in detecting suspicious
transactions, in terms of effectiveness, DNFBPsnséass aware of their obligations. Overall, the
number of reports received from DNFBPs is signiftba small. More outreach to this sector is
necessary, particularly by providing training anidgnce.

There is a lack of AML/CFT supervision of DNFBPs$eTcurrent regulatory and supervisory regime
applicable to gambling institutions needs to beewed in order to ensure that casinos are subgject t
and effectively implementing the AML/CFT measureguired under the FATF recommendations.

Ukraine has considered applying Recommendatiofs &,11, 13-15, 17 and 21 to other non-financial
businesses and as a result has designated namslifiance, reinsurance, pawnshops, cash lottangks a
commodity exchanges (auctioneers).

Legal Persons and Arrangements & Non-Profit Organiations

All legal entities, irrespective of their organisatal, legal or property form, and natural persons
(individual entrepreneurs) in Ukraine required ®rbgistered with the State Register of legal iestit
and natural persons - entrepreneurs of Ukraine JUSRe registration procedure includes the
verification that all the information required isulsnitted, the verification of documents, the
introduction of information into the register, tlegecution and issuance of the certificate on state
registration and relevant extract. Changes to thatsry documents of legal persons, changes of
surname/name and place of residence of the ngterabn - entrepreneur are subject to mandatory
state registration. However, the evaluators haveseen any provisions which would require that
changes in ownership and control information fbfains of legal entities be kept up to date.

Information requested for registration purposetlkmaine does not appear to include information on
beneficial ownership of legal persons. Thus, tlgalldramework in place does not require adequate
transparency concerning the beneficial ownership @mtrol of legal persons. This mechanism does
not enable competent authorities to obtain or hawely access to adequate, accurate and current
information on beneficial ownership and controlledal persons, as such information is not available
in the USR. As regards other information held,dmains uncertain whether such information is
accurate and up to date.

Only joint stock companies can issue shares. Thigodties advised that all shares of a joint stock
company are nominal (Article 6 (4) of the Law orind&tock Companies) and shall indicate the type
of the security, title and location of stock compaseries and number of certificate, number and dat
of issue, international identification number oé thecurity, type and nominal value of the sharmena

of holder and number of issued shares. The shaeesegistered and the State Securities and Stock
Market Commission of Ukraine maintains a registaraminal shareholders.

In the Ukrainian legal framework, trusts or othdamikr legal arrangements do not exist.
Recommendation 34 is not applicable.

The Ukrainian authorities have undertaken a limitdew of the adequacy of part of the legislation
applicable to non profit organisations (NPOs). Hegrethis was not done with an aim to determine its
vulnerability to terrorist financing. Some measutesve been taken to promote supervision of
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monitoring of NPOs and a range of sanctions islabks for violations with the relevant legislation,
which are applied by the Ministry of Justice for &lkrainian NPOs and by the territorial
administrations for the local ones and by the Talmiistration for breached of taxation related
requirements. The effectiveness of the oversiglthaeisms also needs to be reviewed.

There is a clear lack of measures to raise awaseinethe NPO sector about risks and measures
available to protect them against such abuse. Lregglirements need to be introduced to ensure that
NPOs maintain information on the identity of per®rwho own, control or direct NPOs activities,
including senior officers, board members and testnd that such information, as well as data en th
purpose and objectives of the NPOs activities shbel publicly available. Furthermore, there are no
legal requirements in place for NPOs to maintaind@eriod of at least 5 years records of domestic
and international transactions that are sufficiedtailed to verify that funds have been spena in
consistent manner with the purpose and objectifeésenorganisation and to make them available to
appropriate authorities.

National and International Co-operation

Since the last evaluation, Ukraine has taken saamt steps towards enhancing co-operation between
the various authorities. Policy level co-operatiomd co-ordination between all the agencies invblve
in the AML/CFT efforts is undertaken through théehagency Working Group regarding research of
methods and trends in laundering of proceeds framec(IWG). The SCFM plays a major leadership
role in the co-ordination of the system throughltiteragency Working Group.

Also, Ukraine appears to have mechanisms in placeetiew the effectiveness of the AML/CFT
system. The implementation of the AML/CFT systerhéig assessed by the IWG on an annual basis.
Efficiency is being determined on the basis ofilimént of tasks envisaged by the annual AML/CFT
action plans. As a result of the work undertakentty IWG, several important policy and legal
proposals were developed.

Ukraine has accessed the Vienna and Palermo Coonsgntas well as the Terrorist Financing
Convention. Nevertheless, the evaluation team vedesubstantial concerns on the implementation of
the noted conventions, as well as on certain gappplication of requirements of UNSCRs 1267,
1373 and successor resolutions.

Ukraine has ratified a number of international aamtions, which created a thorough legal basis for
international co-operation. Ukraine has also deyedoan efficient approach in providing mutual legal
assistance (MLA). Such assistance is provided enb#wsis of multilateral international treaties and
bilateral agreements, in the absence of any agmeraes well as on the basis of reciprocity via
diplomatic channels. For the better provision ofturali assistance, the evaluation team recommended
to set up more detailed legal procedures on remglerious types of MLA requests. Additionally, as
regards providing extradition related assistante eévaluation team advised to eliminate legal
impediments posed for certain types of requestandmstances.

Other competent authorities can provide a wide eaofyinternational co-operation to their foreign
counterparts and there are clear and effectivewggte enabling the promote and constructive
exchange directly between counterparts upon regqueishout unduly restrictions. The current
framework could be further enhanced by making resrgsamendments so that competent authorities
are authorised to exchange spontaneously informatio

Resources and Statistics
Not all required statistics are kept by the relévdkrainian authorities and the collective reviefitle
performance of the system as a whole and strategidination needs developing. In the light of the

information received, it appears that the resousdlesated to several relevant authorities shodd b
increased in order to ensure that they have thecitgpto perform adequately their functions.
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GENERAL

General information on Ukraine

Ukraine is located in East Central Europe, bordgtive Russian Federation to the east, Belaruseto th
north, Poland, Hungary, the Slovak Republic, MekloRomania to the west, the Sea of Azov and
the Black Sea to the south. It is the second lagmmtry in Europe in terms of area (603,700 sq) k
and fifth in Europe in terms of population (46.2lionh people).

It is a unitary state, administratively divideddr24 oblasts(regions), the Autonomous Republic of
Crimea (ARCJ, and the cities of Kyiv and Sevastopol (each ofcvtis considered as a separate
administrative unit) which are further subdividedbi rayons (districts) and towns. Each oblast &ed t
cities of Kyiv and Sevastopol have a governor apiedi by the President. Ukrainian is the state
language. The official currency is Hryvnia (UAHhich was introduced in September 1996.

Ukraine is a member of the Council of Europe a9 diovember 1995. It is also a member of several
other international organisations, including theiteth Nations, the International Monetary Fund, the
World Bank, the World Trade Organisation. Relatiovith the European Union are based on the
Partnership and Co-operation Agreement (PCA) ofue 1994 (in force on 1 March 1998), and the
joint EU-Ukraine Action Plan (21 February 2005).

Economy

4,

Ukraine has developed gradually a stronger ecorgimge 2007, with an average real growth rate of
7.4% over the last seven years. It is now consiltydoe a middle-income country, with a GDP per
capita of USD 6, 900 and significant economic ptiéras a result of its well educated labour force,
fast growing domestic market, access to a varidtyesources including some of Europe's best
agricultural land, significant coal and some oitlagas reserves, and a strategic location connecting
Europe, Russia, and Asian markets. The privatesactounts for about 65% of the economy. The
strong domestic demand grows led to an acceleratfonflation in 2007- 2008 (Consumer Price
Index inflation reached over 30 % by end-April 8D@nd to a deterioration of the account defick. A
of January 1, 2008, Ukraine's gross external detstuaited to USD 84.5 billion (60.2 % of GDP), by
55 % more than in the previous year. Shadow econantykraine is estimated as ranging between
40% (according to a government study of the Migistf Economy of Ukraine released on 30 July
2007) and 60%of the GDP (according to the United Nations Copieam in Ukraine).

System of Government

5.

The current Constitution was adopted on 28 Juné® E9@l amended in 2004 by Law No. 2222-IV,
which entered into force on 1 January 2006t establishes a republican form of governmeith w
elements of presidential and parliamentary modelssuant to the Constitution, Ukraine has three

! Vinnytsia Oblast, Volyn Oblast, Dnipropetrovsk @i, Donetsk Oblast, Zhytomyr Oblast, Zakarpatti#a€t, Zaporizhia
Oblast, lvano-Frankivsk Oblast, Kyiv Oblast, Kirdwvad Oblast, Luhansk Ob last, Lviv Oblast, Mykol@blast, Odesa
Oblast, Poltava Oblast, Rivne Oblast, Sumy OblBestnopil Oblast, Kharkiv Oblast, Kherson Oblastnk@inytskyi Oblast,
Cherkasy Oblast, Chernivtsi Oblast and ChernihilaStb
2 The Autonomous Republic of Crimea (ARC) has a isp@tace within the legal system and has its oarliament, which
is however not entitled to adopt laws. Normativgaleacts of the Parliament of the ARC and of ther@d of Ministers of
ARC shall not contradict the Constitution of Ukmjrihe laws of Ukraine, acts of the President ofdife and the Cabinet
of Ministers of Ukraine.
3 Official exchange rate 5.05 UAH for 1 USD or 714AH for 1 Euro as of November 2008.
4 According to the United Nations Country Team irrélke (vww.un.org.ud
5 The constitutional reform modified the distributiof executive powers among the President and #i@nét of Ministers
in favour of the latter and transferred some ofrigats (eg. right to appoint the Prime Ministemgag approval by the
Verkhovna Rada) to the Verkhovna Rada.
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10.

11.

branches of state power: the legislative branchresented by the Verkhovna Rada, the executive
branch, represented by the Cabinet of Ministerdlofine and headed by the Prime Minister, and the
judicial branch, represented by the system of spwith the Supreme Court at the highest level.

The President is the Head of State and the commandxief of the armed forces, and has certain
authority over the executive branch. He is eleetegry 5 year by universal, equal and direct suffrag
by secret ballot and cannot serve more than tweemrtive terms. The President appoints (and
dismisses) the General Prosecutor of Ukraine, pgnthie approval of the Verkhovna Rada.

The government (Cabinet of Ministers of Ukrainehjet consists of the Prime Minister Ukraine, First
Vice Prime Minister, three Vice Prime Ministers asglienteen various departmental Ministers, is the
highest body in the executive branch.

The Prime Minister heads the Cabinet and direstsvirk. He is appointed by the Verkhovna Rada
upon introduction of the proposal by the Presidentthe basis of a proposal of the coalition ofudep
factions of the Verkhovna Rada of Ukraine formeadmpliance with Article 83 of the Constitution
of Ukraine, or of a deputy faction comprising thejarity of the people's deputies of the constitudio
membership of the Verkhovna Rada of Ukraine (atic4) . The Minister of Defence of Ukraine and
the Minister of Foreign Affairs of Ukraine shall bppointed by the Verkhovna Rada of Ukraine upon
the submission of proposal by the President of ldkrawhereas other members of the Cabinet of
Ministers of Ukraine shall be appointed by the \tlenna Rada of Ukraine upon the submission of
proposal by the Prime Minister of Ukraine. In additto the Cabinet of Ministers, the system of the
national executive body includes ministries, stedenmittees (public services) and special status
central agencies of executive power (e.g. Nati®zalk of Ukraine, Ukrainian Chamber of Auditors,
State Treasury of Ukraine, Antimonopoly Committek UWkraine, State Tax Administration of
Ukraine, State Administration for Courts, State ©©os Service of Ukraine, State Committee of
Ukraine for Regulatory Policy and Entrepreneursipgurities and Stock Market State Commission
of Ukraine, Security Service of Ukraine, State GuBepartment of Ukraine, State Commission on
Financial Services Market Regulation).

The Parliament (Verkhovna Rada) of Ukraine is thle fegislative body and consists of 450 national
deputies. The power to initiate legislation belongsthe President, people’s deputies, Cabinet of
Ministers and National Bank of Ukraine. Laws aremed by the majority of its constitutional
membership, unless otherwise provided by the Cuwotist, they are signed by the Chairman of the
Verkhovna Rada and forwarded to the President afidk. The President of Ukraine signs the bills
adopted by the Verkhovna Rada (within 15 days) latg and has the right to veto them and return
them to the Verkhovna Rada for amendment.

Judicial authority is exercised by Courts. The ¢iali system is comprised of the courts of general
jurisdiction (responsible for civil, criminal, aratiministrative cases) and the Constitutional Cotirt
Ukraine. The courts of general jurisdiction areamiged according to the principles of territorialit
and specialisation and have the following four-t¢nucture: local courts, appellate courts and the
Court of Appeal of Ukraine, the supreme specialisedrts (commercial and administrative), and the
Supreme Court of Ukraine. The Supreme Court ofaitle (SCU) is the highest judicial body in the
system of courts of general jurisdiction. It cotsigf 85 judges elected for life by the VerkhovradR
assigned to 4 chambers (civil, criminal, commeraiad administrative) and a Military Collegium. The
Chairman of the Supreme Court of Ukraine and hgites are elected to office by the Plenary of the
Supreme Court of Ukraine from among judges of S@Uaffive-year term by secret vote.

The Constitutional Court of Ukraine began its dttivon October 18, 1996. It is the sole body of
constitutional jurisdiction in Ukraine. According Article 148 of the Constitution, the Constitutan
Court is composed of eighteen judges. The Presitlemi/erkhovna Rada and the Congress of Judges
each appoint (or elect) six judges to the Congtitiati Court. The judges are appointed for a nireg ye
non-renewable term. The Court decides on issuesmfbrmity of laws and other legal acts with the
Constitution and provides the official interpretatiof the Constitution and laws of Ukraine. Onlg th
President, at least 45 members of Parliament, thethe Court, the Ombudsmen and Verkhovna
Rada of the Autonomous Republic of Crimea may #fleconstitutional appeal regarding the
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constitutionality of a legal act. The Head of then@titutional Court of Ukraine is elected at the
meeting of the Constitutional Court of Ukraine amgudges of the Constitutional Court of Ukraine
for one three-year term only.

Legal system and hierarchy of laws

12.

13.

14.

15.

Ukraine’s legal system is based on the civil laadition. In the hierarchy of laws, the Constitutias

the highest legal force. International treatiesfieat by the Verkhovna Rada take precedence over
domestic statutes, while the latter take precedenee other normative acts issued by the President,
the Cabinet of Ministers and other agencies. TherkNovna Rada ratifies or accedes to international
agreements in the form of laws of Ukraine. A numiifectodes were adopted in recent years, including
the Criminal Code, the Civil Code (in force in Janu2004) and the Civil Procedure Code, the
Commercial Code (in force in January 2004) , theleCof Administrative Justice (2005). The
Criminal Procedure Code is still governed by thei&rera Criminal Procedure Code adopted in 1960,
with numerous amendments.

Laws adopted by the Verkhovna Rada have to be diggethe President, they come into force ten
days after their official publication, unless othiese provided in the law. Secondary legislation
implementing general provisions of law can be addfin the following forms:
- decrees and directives of the President of Ukraine;
- resolutions and directives of the Cabinet of Migrist
- resolutions, directives, regulations, instructi@msl orders by ministries and other state
authorities.

Secondary normative acts issued by ministries &nek @xecutive state authorities are to be regidter
at the Ministry of Justice in case they concermtsgfreedoms and lawful interests of citizensfor i
they are of interagency character.

Judicial precedent is not officially recognised.u@adecisions do not constitute binding precedents,
however decisions by the Supreme Court of Ukraimeeusually followed by the lower courts on a
gquasi-mandatory basis.

Transparency, good governance, ethics and measaggnst corruption

16.

17.

Ukraine has signed and ratified the Civil Law Cami@n on Corruption (CETS No. 174) and has
signed but not ratified the Criminal Law Conventiom Corruption (CETS No. 173) and the United
Nations Convention against Corruption. In 2003, ditke¢ joined the Anti-Corruption Network of the
OECD. At national level, the law on combating cetion dates back to 1995. in 2006, an anti-
corruption concept - On the Way to Integrity - vieveloped (Presidential Decree No. 742/2006 of 11
September 2006), together with an Action Plan enitlplementation of the anti-corruption concept
(Cabinet of Ministers directive No. 657-p of 15gust 2007) which describe corruption as being
“one of the most pressing problems to be resolvetlkraine”. There is no single anti-corruption
policy for public administration. The authoritiedvésed that a number of relevant draft laws were
pending before the Verkhovna Rada on grounds feweption and counteraction of corruption,
amendments of certain legislative acts (Code omimdtrative offences and Criminal Code)
concerning the responsibility for corruption offescand on liability of legal persons for corruption
offences.

According to recent assessments, the current lesklsorruption constitute a real threat to the
principles of democracy and the rule of law. Therdoy is perceived as being considerably affected
by corruption, the problem being spread throughbatcountry and its public institutions, at central
and local levels. Despite reforms of the judiciayd many positive results achieved, improper
influence/ interference in the judicial decisionkimg process is widely considered one of the most
serious obstacles to establishing a judiciary gusey the rule of law. Procedures for selecting) an
promoting judges do not appear to be sufficiemiypsparent and the law enforcement system required
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radical changes to avoid misuse to cover up caomPt According to a public opinion poll in
Ukraine of October 2008, the courts and policepameeived to be the most corrupt sector in Ukraine,
with parliamentarians and tax authorities comiffidp fand sixth .

1.2 General Situation of Money Laundering and Financingof Terrorism
Money laundering

18. Data gathered by officials indicated that criminalsd organised criminal groups in Ukraine use
almost all known ways to launder criminal proceeaats] money laundering (ML) schemes identified
are rather complex as they include thousand otiemtand links form hundreds of transactions.
Certain sectors of economy are still cash-orienteith restricted use of non-cash financial
instruments. High risks of ML have been identifindhe following economy areas: foreign economic
activities, credit and finance, fuel and energyustdy, metal and mineral resources market. Major
proceeds are primarily generated as result ofdhevfing violations:

- economic crimes (illegal manufacturing, storing a®lling of excise-duty goods and
violation of business and banking activity procehyy

- corruption;

- fictitious entrepreneurship and fraud (includiniyatization machinations);

- contraband and crimes against property;

- drug trafficking.

19. Foreign economic operations (export-import, credid investments) remain one of the principal and
most widely spread methods of ML (eg. purchaseoofiganies, securities of foreign companies and
real estate abroad; payment for services providédreign partners (marketing, advertising campaign
etc.); use of «structuring» of transactions, expérturrency funds abroad using plastic credit sard
export of foreign cash currency by individuals)rtR# these funds is later returned to Ukraine, for
their use in privatisation processes, in the seagncharket of securities, purchase of land, resltes
etc.

20. The authorities indicated that in order to laund®ney, criminals use mostly bank institutions,
professional participants on the securities market, estate dealers and insurance companies.

21. The following instruments are used: structuringsmurfing of transactions, fictitious legal persons,
lost/missed, counterfeit passports or other coteitedocumentation, sham natural persons (with
criminal records, without permanent place of resg#g, transactions with non-residents, registened i
offshore zones.

22. The Ukrainian authorities have detected an impomamber of typologies, which have been detailed
in comprehensive reports on typologies. Methodstitied included:
- execution of non commodity transactions with fiotis companies
- residents using agreements/orders purchase of hefdiregs of (non-liquid) national
economic entities from connected companies nordeass at prices exceeding market
costs with further removal funds abroad
- the use of statutory documents of offshore comganie
- conversion and export of funds (eg. crediting imipaperations, without entry of the
product to the customs territory of Ukraine; sdl¢he securities of the Ukrainian issuers
by non-residents to the residents; cross-bordesfer of funds pursuant to enforcement
documents, on the basis of court judgments; paynoénbills of exchange of the
Ukrainian issuers, which are presented for payrbgmon-residents, illegal conversion
of cashless funds)
- carousel commodity schemes accompanied by illegahbursement of VAT from
budget

® Evaluation report on Ukraine, joint first and sedcevaluation rounds, Group of States against @tom (21 March
2007).
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- transactions with non-residents, registered inhoffs zones
- securities fraud (shares, promissory notes)
- reinsurance transactions.

Terrorist financing

23. Ukraine did not appear to suffer from internatiotedrorism incidents, although law enforcement
authorities sometimes labelled certain domestimiodl activities as terrorist acts. According to
statistical data from the period 2004 to 2007, IBnical cases concerning 16 persons were
investigated by the Security Service of UkraineO20 8 cases on 6 persons, 2005 — 7 cases on 10
persons, 2006 - 2 cases, 2007- 1 case) initiateth@rbasis of article 258 of the Criminal Code
(terrorist act). Proceedings in 5 cases for 10quersvere terminated, 3 cases (concerning 7 person)
were forwarded to the court with indictment, 2 caf®r 3 persons were terminated under justifying
grounds. 6 persons were convicted for the perpetraf a terrorist act. On 8 August 2005, 4 persons
were convicted for blowing a hand-made explosiwaaeon a flee market which resulted in the death
of 1 person and 14 persons wounded.

24. The authorities stated that the analysis of crilg@ses investigated indicated that they were not

connected to terrorism activity and no evidence feamd of any use of natural or legal persons in
Ukraine or abroad in order to finance terrorism.

1.3 Overview of the Financial Sector and Designated NeRinancial Businesses and
Professions (DNFBP)

1.31 Overview of the Financial Sector

25. The types of financial institutions that are auibed to carry out financial activities listed ineth
Glossary of the FATF 40 Recommendations are sunsedin the table below. It can also be used as
a reference to link the terminology of the Glossafythe FATF 40 Recommendations with the
relevant Ukrainian terminology.

Types of financial | Types of financial institutions| Subject to AML/CFT regime &
activities to which the| performing such activity in Ukraine Ukrainian terminology
FATF Recommendations

apply

1. Acceptance of depositsBanks Making or withdrawing a deposit
and other repayable fund<Credit Unions
from the public

2. Lending Banks Granting or receiving a loan or |a
Credit Unions credit
Pawnshops
3. Financial leasing Banks Financial leasing
Financial leasing companies
4. The transfer of money gqrBanks Money transfer from one accoupt
value Ukrposhta (postal money transfer orders)to another

Credit unions (Credit unions regarding
transfers to members which are borrowgrs
of that credit union, according to the Law
on Credit Unions)

5. lIssuing and managingBanks Services related to the issue,
means of payment (e.@. purchase, sale or servicing pf
credit and debit cardg, checks, bills of exchange, credit
cheques, traveller's chequgs, cards, and other paymept

" These activities are defined in the Basic Lawjcdetl, as a financial transaction unless statbdratise.
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money orders and banke
drafts, electronic money)

S

instruments

6. Financial guarantees apdanks

commitments.

Provision of financial guarantees

and liabilities

7. Trading in:
- money market instrumen
(cheques, bills, CDg
derivatives etc.)
- foreign exchange

- exchange, interest rate apd

index instruments

- transferable securities;
- commodity futures trading

Banks
sSecurities traders
, Trader-deposit8r
Trader-depositor-registrar
| Stock exchange

Granting guarantees and securitie
Trading with securities

(Law of Ukraine on Financia
Services and State Regulation
Financial Markets, Atrticle 4)

8. Participation in securities Banks
issues and the provision ¢fSecurities traders
financial services related foDepositor’

such issues

Trader-depositor
Registrat*
Trader-depositor-registrar
Clearing depositor

Services related to the issu
purchase or sale of securities a
other kinds of financial assets

9. Individual and collective
portfolio management

Banks

Securities trader
Trader-depositor
Asset managers

Non-state pension fund administrators

Trust management of securiti
portfolio

10. Safekeeping an
administration of cash d
liquid securities on behalf g
other persons

dBanks

r Securities traders*

f Depositors*
Trader-depositor-registrar*
Asset managers *
Clearing depositor*

*except cash depositing and managemsg

Trading with securities
(Law of Ukraine on Financia
Services and State Regulation
Financial Markets, Article 4)

nt

11. Otherwise investing
administering or managin
funds or money on behalf ¢
other persons

, Banks

fstate pension funds

gAdministrators of investment and nopassets with commitments to the

Taking deposits and other financi

further return
Law of Ukraine on financia
services, Article 4(4)

nd

r

12. Underwriting  and
placement of life insuranc

Insurance companies
elnsurance brokers

Insurance

and other investment related

insurance

13. Money and currencyBanks Currency exchange

changing Ukrposhta Foreign exchange operations
Non-banking institutions engaged |jn

foreign exchange operatidis

26. The AML/CFT Law also defines the “opening of an @eoat” as a financial transaction.

The

Ukrainian authorities advised that this is intentieénsure that the AML/CFT obligations begin right

at the start of the relat

ionship.

27. In addition, the AML/CFT Law identifies the followg institutions which are subject to initial
financial monitoring (Article 4):

8 Combination of trading and d

epositary activity

® Combination of the activity of a trader, deposiod registrar.

10 commercial bank or securities trader that is aiglkd to deposit and serve securities on the sé&i@ccounts with
regard to securities it owns as well as securitidsposits under the agreement on opening ofeébergies account.

11 Registration of nominal securities owners.

12 There is only one non-bank financial institutioxUkrainian Financial Group».
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- Banks, insurance and other kinds of financial fngtns;

- Payment organisations, members of payment systaagsijring and clearing institutions;

- Commodity, stock and other exchanges;
- Professional operators in securities market;
- Joint investment institutions;

- Gambling, pawnshop institutions and legal entitiekling any kinds of lottery;
- Enterprises or institutions that manage investnients or non-governmental pension

funds;

- Communication companies and associations, and ntirecredit institutions that transfer

funds — this definition covers Ukrposhta.

- Other legal entities that process financial tratisas according to law — the Ukrainian
authorities advised that this definition is a caadhrequirement which is intended to

cover any type of financial institution that is mtafined in the above list.

28. The evolution of the national banking system in dike started in March, 1991, after the adoption of
the Law of Ukraine On Banks and Banking by the Wiem Verhovna Rada. The Ukrainian banking
system is a two-tier structure consisting of thdidteal Bank of Ukraine and commercial banks of
various types and forms of ownership including stete-owned Export-Import Bank and a specialized

commercial Savings Bank.

29. Ukraine started with 76 registered (commercial)Ksaim 1991, reached 230 banks in 1995 and had

197 banks in 2008. Banks operate under the pradsid the Law on Banks and Bankifigind are

defined as “ legal entity which has an exclusight;i under the National Bank of Ukraine license, to
perform the following general banking operationsaggregate: attraction of deposits and funds of

households and legal entities, allocation of tHasds on its own behalf, terms and at its own risid

opening and servicing accounts of individuals aual entities”.

Indicators 2000 | 2001 | 2002 | 2003 | 2004 |2005 |2006 |2007 |2008
(Sept)

Number of | 195 189 182 179 181 186 193 198 197

registered banks

Banks by legal

form of

governance

-joint stock| 136 135 136 133 132 132 134 141 152

companies

- open 98 94 94 94 92 91 91 99 112

-incl. state owned| 2 2 2 2 2 2 2 2 2

- closed 38 41 42 39 40 41 43 42 40

- limited liability | 17 17 20 25 28 31 35 32 29

companies

- cooperative bank - - 1 - - - - - -

Banks with

participation  of

foreign capital

- number off 7 6 7 7 7 9 13 17 18

banks (incl. with
100% foreign
capital)

Source: Bulletin 118/2008 of the National Bank dfrélne (excerpt)

30. Commercial banks are divided into 4 groups accgrdintheir size and performance, the limit assets
for the groups of banks for 2007 being: group séts of over UAH 5 000 million), group Il (assefs o

over UAH 2 000 million), group 11l (assets of ougAH 700 million), group IV (assets of lower UAH

700 million). As of 1 January 2008, Group | cofgrover 64.8% of the assets of banks of Ukraine,

13 Law of Ukraine No. 2121-I1l of 7 December 2000amsended.
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31.

32.

while the second group 17.2 % of the assets. §oreivned banks account for some 37% of the
banking system capital, with the foreign capitahrghbeing from Cyprus (7.15%), Austria (7.15%),

France (4.41%), Russian Federation (3.42%), thénéletnds (2.90%). As of 1 January 2008, the
number of branches were 1420, including 1364 adilagches and 60 acting representative offices of
the Ukrainian banks, out of which 48 on the teryitof Ukraine and 12 abroad. Banking institutions

are primarily concentrated in Kyiv-city (16%), 3%9being concentrated in six regions (8.5% in

Donetsk, 6.3% in Dnipropetrovsk, AR of the Crim@alessa, and Lviv regions have 5.3%, 5.2% and
5.1% respectively, and Kharkiv region — 4.6%).

Number and type of non-banking financial institaso
regulated by the State Commission on SecuritiesSaock Market

Type of financial institution Number*
Securities traders 561
Traders - depositaries 222
Traders —depositaries -registrars 34
Registrars 346
Asset management companies 411
Trade organisers 11
Clearing depositories 2

Number and type of non-banking financial institaso
regulated by the State Commission on Regulatidfirdncial Services Markets

Type of financial institution Number'®
Insurance company 472
Insurance broker 63
Credit union 818
Pawnshop 311
Financial company 190
Administrator of non state pension fund 40
Other credit institutions 15
Legal entities of public law 29
The institutions authorized to provide finangal 197
leasing services
Trust societie’$ 2

Ukrainian securities markets and non-bank finantiatitutions have also grown rapidly in recent

years. Securities market capitalization increasedhf6% of GDP in 2000 to 42% in 2006. The

number of joint investment institutions grew fror@ B 2003 to 519 in 2006 while the number of

insurance companies increased from 283 in 200 1oi 2006, and insurance premiums grew from
1.3% of GDP to over 2.5% of GDP over the periode Bevelopment of the non-banking financial

institutions remained rather limited. In 2005, ttetal assets of non-bank financial institutions
accounted for 10% of the assets of all Ukrainiararicial intermediaries, with insurance companies
remaining the core of the non-bank financial sectamly Ukrainian legal entities in the form of a

joint-stock company, full partnership, limited patship or an additional responsibility company may
become an insurer in Ukraine. There are two typéssorance intermediaries in Ukraine: agents and
insurance and reinsurance brokers.

Recent assessments undertaken concluded that Hlsréimancial sector remains vulnerable and while
acknowledging that measures were taken by Ukrairidentify bank owners, raise minimum capital
requirements, curb banks' foreign borrowing, thegommended to fully develop consolidated

4 The data in this table includes information a®bflanuary 2009

15 The data in this table includes information a®bfSeptember 2008.

16 These trust societies are not “trusts” as defindtie FATF Glossary but are considered to benfife institutions. The
Ukrainian authorities advised that these entites no longer active (See section 5.2).
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supervision, improve banks' stress testing and risknagement capabilities, intensify on-site

examinations, and impose stronger prudential remeénts on banks with deteriorating liquidity
e 7

positions’.

Other financial institutions

33.

Ukraine considers non-life insurance, reinsuranpawnshops, cash lotteries and commodity
exchanges (auctioneers) to be part of the finaseietor. However, since these types of institstidm
not fall under the definition of a financial institon or a designated non-financial business or
profession (DNFBP), this sector is not discussedtiimreport, except for section 4.4.

1.3.2 Overview of Designated Non-Financial BusinessesRnofessions (DNFBP)

34. All the categories of designated non-financial bass and professions, apart from trust and company

service providers, are found in Ukraine. Howelgkraine has not designated, with the exception of
the casinos, the rest of the non-financial busiess professions (DNFBPs) listed in the glossary of
the FATF 40 Recommendations:

FATF Designated Financial Business and ProfessionmsBasic Law
Sector Designated / not Effectively supervised Regulator for
designated or monitored for AML/CFT purposes
compliance (for
AML/CFT purposes
only

Casinos (including Designated No Ministry of Finance
internet casinos)
Real estate agents Not designated Not designated t desgnated
Dealers in precious Not designated Not designated Not designated
metals and stones
Lawyers Not designated Not designated Not designate
Notaries Not designated Not designated Not desiginat
Accountants Not designated Not designated Not detigl
Trust N/A N/A N/A
Company Service Not designated Not designated Not designated
Providers

Casinos, including other forms of gambling

35.

36.

Point 2 of the Procedure on execution of interimarfcial monitoring by business entities that jmev
business activity on organization and maintenantecasinos, other gambling institutions and
pawnshops (Resolution of the Cabinet of MinistefdJ&raine of 20.11.2003 No. 1800) includes
definitions of gambling institution, casino and tleganisation and performance of gaming in
electronic (virtual) casino. Such activities aréjeat to licensing (Article 9 of the Law of Ukraina
Licensing of Certain Business Activities No. 17Tbeff 01.06.2000).

The Ministry of Finance is the licensing agency thoe organization of gambling activities while the
licensing agency for the organization and mainteaaof totalizators and gambling institutions is
Council of Ministers of Autonomous Republic of Cem) regional state administrations, Kyiv and
Sevastopol city administrations. The control ove tbservation by business entities of licensing
terms is undertaken by the Ministry of Finance #mal State Committee for Regulatory Policy and
Entrepreneurship.

172008 Article IV Consultation with Ukraine, IMF Egetive Board
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37.

38.

39.

As of July 1, 2008 the Ministry of Finance of Ukraigranted business entities with 172 licenses for
exercising organization of gambling. 55 of licengeant the right to provide gambling in casino.

As of July 1, 2008 oblasts state administrationgsy and Sevastopol city state administrations dmed t
Council of Ministers of the Autonomous Republic @fimea granted licenses for organization and
maintenance of totalizators and gambling instingido 344 business entities, including by regions:
Kyiv - 73, Donetska oblast - 19, Dnipropetrovskdagb- 29, Kharkivska oblast - 39, L'vivska oblast
- 20, Autonomous Republic of Crimea - 11, Odessiidast - 20, Zaporiz'’ka oblast - 10, Luganska
oblast - 39, Cherkaska oblast - 5, Poltavska obl&stKyivska oblast - 2, Chernihivska oblast — 4,
Sumska oblast - 9, Mykolaivska oblast - 7, Vinndts&blast - 3, Ivano-Frankivska oblast - 7,
Zakarpatska oblast - 8, Zhytomyrska oblast - 3, Elmytska oblast - 4, Ternopilska oblast - 2,
Khersonska oblast - 12, Volynska oblast - 2, Rigkenoblast - 4, Kirovogradska oblast -3,
Chernivetska oblast - 4.

As of July 24, 2008 1 legal entity has right to yde gambling in electronic (virtual) casino in
Ukraine.

Real estate agents, Dealers in precious metals aledlers in precious stones, Lawyers, Notaries,
Accountants, Trust and Company Service Providers

40.

41.

42.

43.

44,

These sectors have not been designated under théGHWI law. The Ukrainian authorities provided
little information with respect to these sectord #ime evaluation team did not meet with any of ¢hes
professions during the on-site visit.

The real estate agents profession has been incindkd official classification of professions thigh
the Order No. 26 of the State Committee on technézaulation and Consumer Policy of 26 December
2005. The Real Estate Agents Association was ésiaol in 1995 and counts 1116 members.

Commercial activity with precious metals and prasicstones, precious stones of biogenic rock,
semiprecious stone is carried be carried out erb#isis of appropriate license granted by Minisfry
Finance of Ukrainel8. As of 24 July 2008, the Miyi®f Finance granted licenses to:

- 110 business entities to produce precious metalgpagcious stones, precious stones of
biogenic rock, and semiprecious stones;

- 6373 business entities to produce products outrefipus metals and precious stones,
precious stones of biogenic rock, and semiprecgtoses, trade in precious metals and
precious stones, precious stones of biogenic etk semiprecious stones;

- 102 business entities to gather, carry out infiil@lcessing of scrap of precious metals
and precious stones, precious stones of biogeok; emd semiprecious stones.

Lawyers act pursuant to the Law on advocacy, whidvides that they can engage in the following
activities: to provide advise and explanations egal issues and information on legislation, to tdraf
applications, claims and other legal documentsegttify copies of documents related to the casey th
process, to represent individuals and legal estitie court and before other state bodies, to geovi
legal advise to enterprises, institutions and dsgdions, to provide legal assistance to entrepmgale
and foreign economic activity of individuals andja entities, to fulfil obligations in the process
inquiry and investigation and to perform other feraf legal assistance (article 5).

State or private notaries — working in state notafices, state notary archives (state notarigs) o
private offices - operate in Ukraine in accordamdth the Law of Ukraine «On notary» and the
Decree of the President of Ukraine of August 238 ®o. 932/98 «On regulation of activity of
notaries in Ukraine». The Ministry of Justice ofrdilke organises the work of notary institutions,
inspect their activities, and controls the legatifynotary actions by state and private notaridwré

18 |icensing terms for performance of business agtisit manufacturing products of precious metals stodes, precious
stones of organogenetic origin, semi-precious stotrading in products of precious metals and stopeecious stones of
organogenetic origin, semi-precious stones, apprdyethe order of the State Committee of UkraineRegulatory Policy

and Entrepreneurship, Ministry of Finance of Ukeaaf 26.12.2000 No. 82/350
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are 822 state notary offices with a total staffl665 state notaries and 27 state notary archivés wi
total staff of 69 state notaries. As of 1 Januafp8, 801 state notary office operated in Ukraieee
1276 state notaries worked, and in 27 state nadeckives 27 state notaries worked. Besides, for
notary servicing of people in Ukraine 642 notargtidéts were established. As of 1 January 2008
notary actions were taken in Ukraine by 4 047 imtlials providing private notary practice. State and
private notaries annually submit reports on thetiviaies according to the form established by the
Order of the Ministry of Justice of Ukraine of 2512005 No. 51/5.

45. Accountant’ activities are regulated by the Lawlraine on Business Accounting and Financial
Reporting in Ukraine as well as the Provisiongdwganization of Business Accounting and Financial
Reporting in Ukraine approved by Resolution of @abinet of Ministers of Ukraine 03.04.1993 No.
250. As of 1 July 2008 the number of businessiestjiroviding activity in the area of accountinglan
which reported during 2008 to the state tax agsrmmrounted to 9 880 entities.

46. According to the authorities, trust and companyiserproviders as defined under the FATF Glossary
do not exist in Ukraine.

1.4 Overview of commercial laws and mechanisms goverrgnlegal persons and
arrangements

47. Legal entities are defined in the Civil Code of bike (CvC) and are divided into legal persons of
private law, which are established on the basstaifitory documents, composed by their founders —
natural persons or other legal persons, and leggabps of public law, established by an adminis&at
act of the President of Ukraine, state bodiedaiites of Autonomous Republic of Crimea and self-
government bodies. Article 83 of the CvC provideat fegal entities can be established in the fofm o
partnerships, entities and other forms pursuarheoapplicable legislation. Partnerships are divide
according to their activity either as businesstiesti(which undertake entrepreneurship activit@s f
profit), production co-operatives and non-busirergtties.

48. The basic rules governing the establishment, operand liquidation of business legal entities are
provided in several legal acts, including the Ctudde and Commercial Code (both adopted on 16
January 2003, in force from 1 January 2004), the baUkraine on Companies (19 September 1991
as amended), the Law of Ukraine on the State Ragimh of Legal Entities and Individual
Entrepreneurs (15 May 2003). Legal entities whiairycout entrepreneurial activities in order torear
profit must be established in the form of compani@smmercial entities may be established in
Ukraine as a:

- joint-stock company: company whose authorised abfstdivided into shares of equal
par value. There are two types, open and closed gtock companies. Shares issued by
both open and closed joint stock companies mustebéstered with the SCSSM. In
addition, founders of an open joint stock companstmegister an offering prospectus,
disclose the information about the share issuandeegister a report on the result of the
open placement of shares with the Securities Cosiomis Founders of a closed joint
stock company must register a report on the restilise closed placement of shares with
the SCSSM.

- limited liability company: company established orcantractual basis, participants are
liable only to the extent of their share of thertdracapital. Participatory interests in an
LLC do not qualify as securities and are not subjecregistration with the State
Commission on Securities and Stock Market (SCSSM).

- additional liability company: company whose membars liable to the extent of their
contributions to the charter capital and in additiwithin a certain agreed amount.

- General partnerships

- Limited partnerships.

49. The legislation also provides for several typeemErprises which can be founded in Ukraine: peivat
enterprises, collective enterprises, communal priges, state enterprises, other enterprises.
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50.

51.

52.

53.

54.

55.

There are several forms of non-profit organisaticstsaritable organisations, political parties and
associations of citizens. Their activities are goed by the Law on Charitable Activity and Charity
Organisations (16 September 1997), the Law oniBalliParties of Ukraine (5 April 2001) and the
Law on Association of Citizens (16 June 1992).

Charity organisations in Ukraine may have theofglhg organisational/legal forms: membership
charity organisations, charity funds, charity indtons, other charity organisations (foundations,
missions, leagues, etc.). The core difference tegtvgeich forms is laid in the scope of competencies
of founders and the management structure of orgtois. They are formed and act according to the
territorial principle of their operation and maywkahe status of a local charity (its activity eovthe
territory of a relevant region or of an administratand territorial unit), a pan-Ukrainian charity
(activity covers the entire territory of Ukraine dart has its own offices, departments and
representations in the majority of Ukrainian oldasind international charity (activity covers the
territory of Ukraine and at least one more countiyjere were 983 charitable organisations regidtere
by the Ministry of Justice of Ukraine as of Octol#808, among those 352 were Ukrainian-based
organisations, while the remaining 631 were irdéomal organisations.

Association of citizens, regardless of their titeovement, congress, association, fund, unior), etc.

can be established either as political parties wlip organisations The Ministry of Justice had

registered 2723 public organisations (2093 all Wkaam and 630 international as of October 2008 and
148 political parties as of July 2008).

The following statistics were provided by the autties on the size and financial resources of NPOs:

Statutory size of NPOs
Charitable As of October, 2008 UAH 141 547 766
organisations
Political Parties As of October, 2008 UAH 107 265
Incomes of NPOs
Active charitable organisations

Year Income (thousand UAH)
2006 1 803 605,527
2007 2179 778,652
first half of 2008 1 301 765,006

Active parties

Year Income (thousand UAH)
2006 927 954,372
2007 1 069 467,678
first half of 2008 115 694,532

All types of legal entities are required to be ségried with the Unified State Register of legaltiest

and natural persons - entrepreneurs (USR) of U&raimich is an automated, open source system on
gathering, accumulating, registering and submittinfprmation on legal persons and individual
entrepreneurs. Commercial organisations are registey the State Committee on regulatory policy
and entrepreneurship, while the registration of-pmfit organisations is carried out by the Minjstr

of Justice.

For registration purposes, a decision of foundemsegtablishment of a legal person, statutory
documents, and a document certifying payment of rigistration fee should be submitted to
registering bodies. Statutory documents of legasqres should contain information on the type of a
legal person, the purpose and objectives of itivigtthe list of its founders and participanteeir
denomination and location, the size and the praeedfiformation of statutory (consolidated) fund,
the procedure of distribution of financial flowketcompetence of managing bodies, the procedure of
decision making, and amending statutory documexstsyell as the procedure of its liquidation and
reorganisation.
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1.5

a.

Overview of strategy to prevent money laundering aah terrorist financing

AML/CFT Strategies and Priorities

56. The Cabinet of Ministers of Ukraine approved the IARIFT Concept for 2005-2010 in August

57.

58.

59.

2005°, which defines the main objectives of state initins in this field and focuses on the following
objectives:
- “The prevention of existence of preconditions fegdlization of illegal proceeds and
terrorist financing;
- The prevention of use of weaknesses of the finameyatem for the purpose of
legalization of illegal proceeds and terrorist fioig;
- The improvement of the regulatory and supervisogchmanism for entities of initial
financial monitoring;
- Enhancement of effectiveness of law enforcememeigs activities;
- Establishment of effective systems of interactietween relevant agencies of executive
power;
- Enhancement of qualification level of experts akl of their technical provision;
- Participation in international co-operation;
- Formation of population’s realisation of AML/CTFaessity”.

The AML/CFT Concept paper is implemented through dievelopment and approval by the Cabinet
of Ministers of Ukraine and the National Bank ofhaal AML/CFT action plans, which define the
priorities of each of the relevant agencies in flgkl, in particular as regards the improvementhef
legal framework, the improvement of the organisaloand managerial work, the enhancement of
national and international co-operation in thisaarend practical implementation of the AML/CFT
legislation. In the period from 2004 to 2007, thabet of Ministers of Ukraine and the National
Bank of Ukraine had approved yearly AML/CFT actjpian€’. The AML/CFT action plan for 2008
was adopted on 19 March 2008. An Interagency Wgrkinoup was established under the Cabinet of
Ministers of Ukraine and is responsible to overtie® implementation of the action plan. Central
authorities of executive powers are each respangiblinform on a monthly basis the Cabinet of
Ministers on the implementation of the Action Plan.

The authorities advised at the time of the on-git@, one of the main priorities of the Government
was the issue of enhancing the effectiveness ofdafercement agencies’ action, in particular as
regards:

- the disclosure of facts of concealment or disgoisthe illegal origin of proceeds, the
sources of their origin, location, ways of transfiirections of use, as well as conducting
of search, seizure of such proceeds and liquidatidheir sources;

- measures concerning their interaction with therfaia intelligence unit, in particular
during consideration of case referrals and invastg of criminal cases;

- the effectiveness of operative and investigativéivities to disclose and terminate
activities of organised groups which carry out mola@indering;

- the disclosure and termination of fictitious comigan

- the analysis and summary of courts practice irapi@ication of AML/CFT legislation.

Furthermore, they reported that a revised draft ABRT law was pending before Parliament, as well
as several draft legal acts aimed at preventingcantbating corruption.

19 Directive No. 315-p of 3 August 2005.

20 AML/CTF program for the year 2004 (Resolution ofidary 16, 2004\e 45) AML/CTF action plan for the year 2005
(Resolution of August 10, 2005 No. 736), AML/CTRian plan for the year 2006 (Resolution of March 2806 No.
359); AML/CTF action plan for the year 2007 (Resmiotof January 31, 2007 No. 136).
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b.

The institutional framework for combating mondgundering and terrorist financing

State Commission for Financial Monitoring (SCFM)

60. The State Commission for Financial Monitoringhie teading authority in the AML/CFT system. It is

a central agency of executive power with specitlust whose activities are directed and coordinated
by the Cabinet of Ministers of Ukraine, and whistentrusted with the implementation of state policy
in the AML/CFT area. The SCFM is the Ukrainian Fiol Intelligence Unit and co-ordinates the
activities of all state bodies involved in AML/CH$sues. Its powers and duties are listed in the
AML/CFT Law and are further detailed in Sectionfahe report.

National Bank of Ukraine (NBU)

61. The National Bank of Ukraine was established in1199 is a specialised state institution whose

principal objective is ensuring the external antkerinal stability of the national currency. It is
empowered to develop and conduct monetary policgarise banking settlement and the foreign
exchange system, ensure stability of the monefargncial and banking systems of Ukraine. It has
broad regulatory and supervisory functions in tla@king sector. Section 3.10 details further the
financial institutions supervised and licensedHxy NBU.

State Commission on Securities and the Stock MéBke$SM)

62. The SCSSM is the central agency of executive poawgthorised to determine and implement a

uniform state policy in the area of development apdration of the securities market in Ukraine, and
to monitor the compliance of Ukrainian and foreigmtities and individuals with the legal
requirements governing securities and the secsiritiarket. It is subordinate to the President of
Ukraine and is accountable to the Verkhovna Radaas broad powers with respect to development
of overall legislative framework for the operatioh the securities’ market as well as registration,
licensing and enforcement powers. Section 3.10lddtather the financial institutions supervisatta
licensed by the SCSSM. In August 2003, the SCSStislbéished a Division on financial monitoring
counting 5 employees, which is responsible forctv@peration with the financial intelligence unitda
other supervisory agencies, for the coordinatiod aonduction of inspections of stock market
participants concerning AML issues, for the mornitgr of the implementation by stock market
participants of AML obligations.

State Commission on Regulation of Financial Sesvidarkets of Ukraine (SCFSMR)

63.

64.

The State Commission on Regulation of FinancialiSes Market was established on 11 December
2002, in accordance with the Law on Financial S&wi It is responsible for the implementation of a
unified policy on the provision of financial serg& and for the registration, licensing and supenvis

of the non-banking financial institutions. Secti@l0 details further the financial institutions
supervised and licensed by the SCFSMR.

The AML/CFT Law provides that the National Bank\dfraine, the State Commission on Securities

and the Stock Market and the State Commission agulBgon of Financial Services Markets of

Ukraine, in their capacity as regulatory and suisery authorities of obliged entities, are entrdste

with the following duties:

e torequire that obliged entities fulfil the taskwladuties set out in the AML/CFT law;

e to check the quality of professional training of gayees and heads of units in charge of
reporting and take necessary measures;

e to check during supervision the compliance with #ML/CFT law and take due measures in
accordance with established procedures;

e to inform the financial intelligence unit on detedtcases of violation of legislation by reporting
entities;

e to ensure the storage of information submittedrtities of initial and state financial monitoring
and by law enforcement bodies;
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e co-ordinate with the financial intelligence unitiahplementing legal acts.

Ministry of Finance

65. The Ministry of Finance is the central agency oé@xive power responsible for the implementation
of the single state financial, budgetary, tax, eost policy, policy of state internal financial caoif
issuing and holding lotteries, development and petidn of holographic protective elements, under
the direction and coordination of the Cabinet ofildiers. It is the competent agency which licences
gambling activities, business activities issuingl dolding lotteries, business activities that dieal
precious metals and stones. Shortly after the, iigit evaluation team was informed that the Migistr
of Finance was empowered to supervise compliancgaaibling institutions with the AML/CFT
legislation.

Ministry of Justice

66. The Ministry of Justic® is the central agency of executive power resptmsiy the implementation
of state legal policy and policy in the area of rapgmation of the Ukrainian legislation with the
European Union legislation, including in the AMIlelfi, under the direction and co-ordination of the
Cabinet of Ministers. The Ministry of Justice orgas the work of notary institutions. It regist&ar
Associations and non profit organisations. The Btiyi of Justice is the central authority for legal
assistance in criminal matters concerning actsadqlure in criminal investigations.

Ministry of Foreign Affairs

67. The Ministry of Foreign Affairs is the central aggnof executive power responsible for the
implementation of state policy in the area of intdional relations and coordination of relevant
measure¥. According to the Cabinet of Ministers Resolutitm 751 of 25 May 2006, the Ministry of
Foreign Affairs is the authority in charge of prdivig to the financial intelligence unit the infortiza
needed for the composition of the list of persaaiated to terrorist activities (information provitlby
the United Nations and court convictions, decisiohsther competent foreign authorities regarding
organisations and individuals related to terraaidivities, which are recognised by Ukraine acaaydi
to international treaties).

Ministry of Interior

68. The Ministry of Interior is responsible for law emfement issues, acting in accordance with the
Constitution, the Law of Ukraine on Militia, the Wwaof Ukraine on Operative Search Activity, the
Criminal Code and Criminal Procedure Code and athlevant implementing legislation. The Militia
is organised as a single law enforcement systeminvthe structure of the Ministry of Interior of
Ukraine and operates according to its mandate uthéetaw on Militi€®. In accordance with article
112 of the CPC, it conducts pre-trial investigatioML criminal cases.

Security Service of Ukraine (SSU)

69. The Security Service is the Ukrainian domesticestsgcurity and intelligence service, responsible
among other issues for the prevention, detectitterriuption and investigation of crimes against the
peace and security of mankind, terrorism, corrupéind organised criminal activities.

State Tax Administration (STA)

70. The State Tax Administration is the special stad@ lenforcement agency responsible for
counteracting tax offences. On the enforcement, side work can include the disclosure and

21 Statute on the Ministry of Justice approved byGainet of Ministers’ Resolution. No. 1457 of 16wémber 2006.
22 statute on the Ministry of Foreign Affairs apprduey the Cabinet of Ministers’ Resolution. No. 98012 July 2006.
2 Law on Militia of 20 December 1990
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investigation of some money laundering cases, icor@ance with article 112 of the Criminal
Procedure Code.

State Customs Service of Ukraine

71. The State Customs is the central executive bodyoresble for the implementation of the customs
legislation. Its Department on Internal securitg &epartment of Customs Guard and Organisation of
Combating Violations of Customs Legislation ar@aempetent to deal with AML issues.

State Border Guard Service

72. The State Border Guard Service is the central @éxecbody responsible for the inviolability of the
state border and protection of the sovereignty kiahe. Its functions include the execution of kerd
controls and passage across the state border niduals, vehicles, cargoes and other property,
participation in the action against organised crand illegal migration. Prevention and counterartio
of money laundering and terrorist financing is parfed by the State Border Service in the framework
of execution of the tasks entrusted to it by theylod Ukraine on the State Border Service.

Prosecution and Courts

73. The Prosecution Authority is responsible for alugrosecutions on behalf of the State, represents
the interest of citizens of the State in court @ases determined by law, supervises all bodies that
conduct investigative and search activities, ing@nd pre-trial investigation and ensures that they
observe the law, supervises the observance ofratle execution of judicial decisions in criminal
cases and in the application of other measuresoréog to the Article 112 of the Criminal Procedure
Code, pre-trial investigation of ML criminal cassa® carried out by investigators of the prosecution
offices. The General Prosecutor’s Office (GPO)his tentral authority designated to provide legal
assistance in criminal matters concerning acts@deulure in criminal investigations. Cases related
AML/CFT are usually channelled through courts ofig@l jurisdiction.

Co-ordination bodies

74. Policy level coordination and co-operation and odif@tion between all the agencies involved in the
AML/CFT efforts is undertaken through the InteragenNorking Group regarding research of
methods and trends in laundering of proceeds framec(IWG), established by the Decree of the
President of Ukraine on measures for developmettit@fAML/CFT system (Decree No. 740 of 22
July 2003) under the Cabinet of Ministers of Ukeai

C. The approach concerning risk

75. Ukraine has not formulated a risk-based approactiefme which sectors should or should not be
designated and has decided to apply its AML/CFMméwaork equally to all financial institutions
irrespective of the level of risk. Although thermerio explicit reference to a risk-based approach in
Ukrainian legislation, there is some recognitionrisk within the various requirements related to
customer due diligence.

76. Considering the procedures and practices implerdemyethe supervisory bodies in Ukraine (NBU,
SCSSM and SCFSMR), it seems that NBU is the onestisory body that has appropriate tools for
implementing a risk-based approach to AML/CFT suén. This body employ risk analysis when
preparing and performing AML/CFT supervision. Howeyv this positive approach could be
significantly diminished by the legal requiremeot fnnual AML/CFT on-site inspections. The NBU
could not always be in a position to perform risiséd inspections, whenever the off-site analysis or
other information point out a higher level of AMLIFT risks associated with certain banks. The
AML/CFT supervision performed by the other two swEory bodies (SCSSM and SCFSMR) is
mainly a compliance-based. It appears that thdydapacity (regulatory and human) to carry-out-risk
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based supervision, i.e. there is insufficient bésisa risk-based approach over the entities taht f
under the umbrella of SCSSM and SCFSMR.

d. Progress since the last mutual evaluation

77. This is Ukraine’s third assessment report by MONRYY The on-site visit for the first mutual
evaluation report by MONEYVAL took place in May 2D@nd the report was adopted in January
2001. The on-site visit for the second mutual @atibn took place in September 2003 and the second
mutual evaluation report was adopted in Januarp2806me of the most notable developments, which
are detailed in the relevant sections of the mwualuation report, include:

e The clarification by the Supreme Court in 2005¢tlgh a resolution, of the practical application
of the money laundering offence;

e« The adoption by the SCFM of a large number of nditted rules for the entities of initial
financial monitoring’,

e The establishment of the State training centreast-graduate education “Training-methodical
centre for re-training and professional developnafngxperts on financial monitoring issues in
the sphere of combating legalization (launderingEraminal proceeds and terrorist financing”
within the State Committee for Financial Monitorirgf Ukraine, which regularly trains
representatives of state agencies involved in ANRT Gsues;

« A number of changes undertaken by the supervisotiyoaties to the legal framework with a
view to improving AML/CFT requirements on bankingdanon banking financial institutions,
providing methodical instructions and further deypahg procedures for conducting AML/CFT
supervision.

78. However, several recommendations made in 2001 808 have not been followed up, and these
recommendations are repeated in this report. Theyard in particular the legal system
(criminalisation of ML and TF, confiscation, freegi and seizing of proceeds of crime), elements of
the suspicious transaction reporting system, thméwork for the investigation and prosecution of
offences by the law enforcement and prosecutiohaaities, the lack of resources and powers of the
supervisory bodies, the licensing and AML/CFT caamde and supervisory framework for casinos
and gambling houses.

24 Methodical recommendations to the entities ofahitinancial monitoring — non-banking financial fitstions on filling in
registration forms and submission of informatiotated to the execution of financial monitoring (@rdof SCFM of
Ukraine of March 15, 2006 No.45); methodical recandations on composition of code of type of finahtiansaction
subject to financial monitoring (Order of SCFM okrdine of June 23, 2006 No.112); approximate listrderia for rating
of financial transactions as such that could bgestibo internal financial monitoring (Order of SKFof Ukraine of July 31,
2006 No.145); methodical recommendations on theqmore for Termination of financial transactioritsf participant is or
beneficiary is a person from the list of personstesl to execution of terrorist activity by ent#ti®f initial financial
monitoring for which legislation does not definetiges of state financial monitoring performing mpision and control
over its activity (Order of SCFM of Ukraine of Septber 25, 2006 No.184); model rules for executibimternal financial
monitoring by non-banking institutions (Order of A€ of Ukraine of October 31, 2006 No0.217); methatlic
recommendations to the entities of initial finahgi@nitoring non-banking financial institutions difling in registration
forms and submission of information related to exien of financial monitoring (Order of SCFM of Ukine of December
05, 2006 No.247); model rules for execution of ing financial monitoring by insurance institutio®@rder of SCFM of
Ukraine of December 22, 2006 No0.267); recommendation execution of financial monitoring by entities initial
financial monitoring — non-governmental pensiondsinrecommendations on execution of financial nooimig by entities
of initial financial monitoring — pawnshops; metlhecal recommendations to initial financial monitagientities — non-
banking institutions on filing forms of registratioand submission of information related to executaf financial
monitoring (Order of FIU of Ukraine No.145 of Jud®, 2008); methodical recommendations «ML/TF risi@nagement»
(Order of FIU of Ukraine No.157 approved of 04.@0g).
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2 LEGAL SYSTEM AND RELATED INSTITUTIONAL MEASURES

Laws and Regulations

2.1 Criminalisation of money laundering (R.1 and 2)

211 Description and analysis

Recommendation 1 (Criminalisation of money laundegi on the basis of the UN Conventions)

79. Money laundering is criminalised by article 20%tté Criminal Cod@ (CC), which reads as follows:

Article 209. Legalization (laundering) of the proceds from crime
1. Conduct of a financial transaction or concludagleal involving money or other property obtainsdtze
result of a socially dangerous illicit act that ggded the legalization (laundering) of proceedstber actions
for the purpose of concealing or disguising thegdl origin of such money or other property, orirthe
possession, or titles to such money or propertysonarces of their origin, location or movementvadl as
acquisition, possession or use of money or othepgoty obtained as the result of a socially dangeilticit act
that preceded the legalization (laundering) of peafs, —

shall be punishable by imprisonment for a termhoéé¢ to six years, with the deprivation of the tighoccupy
certain positions or engage in certain activitiesd term up to two years, and the confiscatiothefmoney or
property obtained illegally, and the confiscatidrpmperty.

2. Actions as provided for by paragraph 1 of thiticle, if repeated, or committed by a group ofgmers upon
prior conspiracy, or with regard to large amousts,

shall be punishable by imprisonment for a term efes to twelve years with the deprivation of thghtito
occupy certain positions or engage in certain #igs/for a term up to three years, and the coatfisa of the
money or property obtained illegally, and the cecdition of property.

3. Actions as provided for by paragraphs 1 or thisf Article, if committed by an organized grouppeafrsons o
with regard to especially large amounts, —

shall be punishable by imprisonment for a term igheto fifteen years with the deprivation of thght to
occupy certain positions or engage in certain #igs/for a term up to three years, and the coafisa of the
money or property obtained illegally, and the cscdition of property.

Note:

1. For the purposes of this Article, a socially gewous illicit act that preceded the legalizatitzudering) of
proceeds is an act punishable under the CC by smpment for three years or more (except under lagi207
and 212 of the CC), or any act which is a crimioBiénce under the criminal law of a foreign stdtattis
punishable under the CC, and which resulted inwifinleacquiring of proceeds;

2. The legalization (laundering) of the proceedsrfrcrime is considered to be committed with redarthrge
amounts, if it involves money or other property amting to more than 6000 untaxed minimum incomes$ of
citizen.

3. The legalization (laundering) of proceeds fraime is considered committed with regard to espkgciarge
amounts, if it involves money or other property aiming to more than 18000 minimum untaxed minimum
incomes of citizen.”

% provision introduced with the new Criminal Codeeted on 1 September 2001, as amended by the L4& d&nuary
2003.
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80. Article 209 defines money laundering as an act ithedtides the completion of a financial transaction
or the conclusion of a deal with money or othempprty obtained as a result of a “socially dangerous
illicit act” which preceded the laundering of preds, or any other acts in order to conceal or igsgu
the illegal origin of this money or property, thgipssession or legitimacy of their ownership, or
sources of their origin, location or movement, adl\as acquisition, possession, or use of money or
property as a result of a socially dangeroustlict which preceded the laundering.

81. The money laundering definition is interpreted dndher clarified by the Resolution No. 5 of the
Plenum of Supreme Court of Ukraine (15 April 2Q0&hich specifies the physical and material
elements of money laundering offence, the scopmeaxdicate offences to it, as well as relevant issue
of procedural importance in conducting investigaio court proceedings on money laundering.

82. The analysis of the elements of money launderingrasided by Articles 209 cover the following
requirements of both the Vienna Convention [Arti8lg1)(b) (i)-(ii) and (c) (i)] and the Palermo
Convention [Article 6(1)(1)(ii) and (b)(i)]:

e “The conversion or transfer of properig intended to be covered in the first part ofidle 209
when referring to the “conduct of a financial tracon” or “conclusion of a deal” involving
money or property. Financial transaction is defimedhe Basic Law (article 1 paragraph 5) and
covers any transaction involving the processingsexnuring of a payment through an entity of
initial financial monitoring. The Supreme Courtsotution clarifies that the list of types of
transactions is not exhaustive and that such tctinsa can also be processed through other types
of economic entities. The conclusion of a deal &irdtd as the any legal action aimed at
acquiring, changing or suspending civil rights arudigations related to that money or property
(article 202 of the CvC). The evaluators have dstiat these terms would cover the full ambit of
situations of “conversion or transfer of propertghd recommend that future legislative
clarification is necessary to put the matter beydodbt.

e “The concealment or disguise of the true naturercgulocation, disposition, movement or
ownership of or rights with respect to propérty covered in the first paragraph of Article 260
the CC, which criminalizes actions for the purpoteoncealing or disguising the illegal origin of
such money or other property, or their possessiotitles to such money or property, or sources
of their origin, location or movement.

¢ “The acquisition, possession or use of properdy® also covered by the first paragraph of Article
209 under the wording of “acquisition, possessionse of money or other property obtained as
the result of a socially dangerous illicit act whigreceded the legalisation of proceeds”.

83. Specific elements of money laundering offence #e eontained in Article 336 of the CC, which
provides for actions of laundering of proceeds gated from drug trafficking offence (use of funds
generated from illegal circulation of narcoticsygisotropic substances, their analogues or precg)tsor
Article 306 supplements the general money laundegrovision and is narrower in scope. The
physical and mental elements of the drug relatedapdaundering offence under Article 306 are not
covered similarly to Article 209.

% Article 306. Using proceeds from illegal traffickirg in drugs, psychotropic substances, their analogseand
precursors
1. Placing proceeds from illegal trafficking in dsj psychotropic substances, their analogues @ugsers, into banks,
enterprises, institutions, organizations and thebrdivisions, or using such proceeds for purchasiaijjties, property which
are subject to privatization, or equipment for prctibe and other needs, or using such proceedsgynand property) to
continue illegal trafficking in drugs, psychotropsubstances, their analogues or precursors, skalpumishable by
imprisonment for a term of five to twelve years lwieprivation of right to hold certain positions emgage in certain
activities for a term up to three years, with fdrfee of money or any other property obtained axeeds from crime, and
with confiscation of property.
2. Any such actions as provided for by paragrapif this Article, if repeated, or committed by a gpoof persons upon
prior conspiracy, or in respect of gross amouritall e punishable by imprisonment for a term gheto fifteen years with
the deprivation of the right to occupy certain piosis or engage in certain activities for a termtapthree years and
forfeiture of property.
Note The gross amount shall mean the amount that egualxceeds 200 tax-free minimum incomes.
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84. There is no explicit reference to the mental elanienhe offence. The evaluators were advised that

85.

86.

87.

88.

89.

the element of “knowing that such property is thecpeds of crime” is covered on the basis of the
Supreme Court Resolution No. 5, which provides liaaility for money laundering may occur when
funds or other property were received as a resultoonmitting predicate offence and actions
constituting money laundering were committed withparpose of giving lawful appearance to
possessing, using and disposal of these funds apepy, their acquiring or with a purpose of
concealing their origin. The Ukrainian authoritiadicated that according to the current approdud, t
mental element implies actual knowledge of the ifigepredicate offence. To prove the mental
element of ML, it is sufficient to prove that theoney launderer knew that the proceeds which were
being laundered had derived from the specific magdi offence, knowledge of the details of that
offence is not required.

The money laundering offence extends to “moneytberoproperty”, regardless of its value. Article
190 of the Civil Code of Ukraine (CvC) defines “pasty” as “separate things, aggregate of things, as
well as property rights and obligations”. Articl&9 of the CvC defines the notion of “thing” as a
“subject of material world regarding which civigtits and obligations can appear”. However these do
not seem to cover intangible assets and legal destgmor instruments evidencing title to, or interes
in such assets. The authorities provided excelfptewrt orders and decisions related to the impsit

of seizure and confiscation measures on secuiiti@émbined investigations of ML and predicate
offences. Nevertheless, the evaluation team remia@arcerned about the possibility to challenge such
orders/decisions, as the scope of property captwitiin the ML offence does not provide for legal
certainty.

The evaluators were informed by judges that for pleepose of initiating a money laundering
investigation (criminal case), an investigation afinked predicate offence should also be initiated
simultaneously or prior to that. The same conceamwictions for money laundering, that is a prior o
simultaneous conviction for the predicate offere@écessary to enable proving that the property is
the proceeds of crime and, hence, issuing a céorion ML. An exception to this practice is cited i
the Supreme Court Resolution No. 5 which spectfi@s it is possible to issue a conviction on money
laundering also in cases when a person who comimiteredicate offence was exempted from
criminal responsibility (for instance, in connectiavith ending of statute of limitation), or was not
subject to such responsibility (for instance, ia tase of the death of the person). This praciises
serious concerns on the possibility of investigam autonomous money laundering offence and on
the groundless large volume of evidence whicheiguired in order to achieve a conviction for money
laundering. The investigators and prosecutors witloenevaluation team met confirmed that this
aspect hindered investigations and money laund@nogecutions.

Ukraine determines the underlying predicate offerfoe money laundering by reference to a threshold
linked to the penalty of imprisonment applicablghe predicate offence (threshold approach). Note 1
to Article 209 provides that predicate offences NIL are all acts criminalised under the CC which
are punished by a minimum penalty of more thanetlyears, with the exception of two offences -
article 207 (evasion of repatriation of foreign reurcy proceeds) and article 212 (Evasion of taxes,
fees (compulsory payments)) — or any act which tximinal offence under the criminal law of a
foreign state which is punishable under the CCwimidh resulted in unlawful acquisition of proceeds.

The range of offences set out in the CC which aedipate offences to ML (see Annex Ill) include all
required categories of offence with the exceptibimsider trading, market manipulation and finargin
of terrorism (in all its forms as required undes FFATF Recommendations). It is also to be noted als
that certain offences are not sufficiently coveraag only certain acts of these offences are cdvere
(i.e. in aggravating circumstances).

The applied threshold is too high and does not mieetrequirements of Recommendation 1. The
practical consequence is that several categoripsoakeds generating offences in Ukraine fall dut o
the designated scope of predicate offences solelthe basis of the high threshold (e.g. unlawful
manufacturing - paragraph 1 of Article 204 of th&,@raud - paragraph 1 of Article 190 of the CC,
financial fraud - Article 222 of the CC).
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90.

91.

92.

93.

94.

Although the exemptions of Article 207 (Evasionrepatriation of foreign currency proceeds) and
Article 212 (Evasion of taxes, fees or other corapn} payments) from the scope of predicate
offences in Ukraine do not constitute direct shamings with regard to FATF Methodology, the
evaluation team considers that this could havegathee impact on the overall effectiveness of the
money laundering criminalization. The evaluatorslenstand that this approach has been taken in
order to avoid a focus on tax recovery rather thiarnhe fight against proceeds of crime. However, a
defendant under money laundering investigation efellenge criminal actions against him on the
ground that the committed predicate offence by $iwuld be considered as being tax evasion, instead
of other similar predicate offences and thus, clairspending the money laundering investigation. At
the same time, this could impact negatively alsdamn enforcement authorities’ action to pursue a
money laundering investigation if an offence — moteundering — may not be prosecuted. The
significance and importance of this issue is adgsed given that the Ukrainian authorities stressatl

tax evasion has been and still remains one of themproceeds generating crimes in Ukraine. This
could have a negative effect on the overall effectess of the money laundering criminalisation and
as such constitutes a gap in the Ukrainian antiepdaundering regime.

It is also interesting to note that foreign offemcare considered to be predicate to the money
laundering offence in Article 209 on the sole caindi of dual criminality, without the referencettte
3 year threshold, as in the case of domestic patalmffence.

In respect of extraterritorial application of preatie offences, Note 1 to Article 209 of the CC |nles
that the predicate offence should also embrace &ahyvhich is a criminal offence under the criminal
law of a foreign state that is punishable under@@ and which resulted in unlawful acquiring of
proceeds”. Hence, it is inferred that predicatemndes also extend to conduct that occurred in anoth
country, which constitutes an offence in that coyrand which would have constituted a predicate
offence had it occurred in Ukraine. This statemenialso proved in practice as the Ukrainian
authorities have pointed out to several effectivie ilestigations, where predicate offences had been
committed abroad. Such investigations can only thetesl in Ukraine when a conviction for the
predicate offence has been obtained in the for@guntry. Therefore, the evaluators strongly
recommend that the criminal legislation should &gy clarify that proof of the predicate offence
(whether domestic or foreign) is possible througbumstantial or other types of evidence.

The Ukrainian law enforcement and judiciary auttiesi have confirmed that there is no distinction
between self-laundering and third-party laundegtements either in Articles 209 and 306 of the CC,
or in the law-enforcement and punitive practiceug;hmoney laundering offence similarly applies to
both cases regardless of the nature of a perpetrato

Ukraine’s criminal legislation includes a compresiga range of ancillary offences for any type of
crime, inclusive of money laundering. In particular

e Conspiracy to commits foreseen in Article 14 of the CC, which setstfoconspiracy for an
incomplete offence as a criminalized action of {faetion for crime”. Also, paragraph 2 of
Article 209 and paragraph 2 of Article 306 of th€ Gtipulate aggravating liability for money
laundering actions if they are committed by a grofipersons upon prior conspiracy.

e Attemptis provided by Article 15 of the CC.

< Aiding, abetting and facilitatingre covered by paragraphs 4 and 5 of Article 2h@fCC, which
set forth such types of accomplices as abettor ({@dsowho has induced another accomplice to a
criminal offense) and accessory (who, inter alias ffacilitated the commission of a criminal
offense by other accomplices)

e Counselling the commissias addressed by the same paragraph 5 of Articlef 2de CC, which

stipulates that the accessory is a person who @ismised in advance to conceal a criminal
offender, tools or means, traces of crime or craiynobtained things.
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Additional elements

95. Where the proceeds of crime are derived from thelgot that occurred in another country, which is
not an offence in that other country but which wbtlave constituted a predicate offence had it
occurred domestically, it is considered by the lifieen authorities not to constitute a money
laundering offence, since Note 1 of Article 209tbé CC specifies that in case of extraterritorial
predicate offence, it should be envisaged undectriih@nal law of the foreign state.

Recommendation 2

96. In the Ukrainian legal framework, only natural mers can be held criminally liable, including of
liability arising from a money laundering offencart{cle 18 of the Criminal Code). The evaluators
were also advised that intention (knowing engagérimesn offence) is required for ML.

97. Various types of evidence arising from objectivetdial circumstances might be used to infer
intentional element of ML. In particular, Articlé&@®f the Criminal Procedure Code (CPC) of Ukraine
sets that such circumstances as presence or algpivgsical elements of an offence, the guilthaf t
offender, and other circumstances of importancebesestablished by testimonies given by a witness,
victim, and suspect, accused; expert's opinionjlateh records of investigative and judicial actpn
records with appropriate attachments drawn up bypadent authorities as a result of operational-
detective activities, and other documents. Theuatin team was told that in practice the mentioned
types of evidence might prove the intentional eleimad money laundering offence based on factual
circumstances such as time, place, the way in whatd circumstances under which money
laundering has been committed.

98. Criminal liability for money laundering does notpdp to legal persons. It seems that there is no
fundamental principle of domestic law that prevddisaine from establishing criminal liability for
legal persons, the Ukrainian authorities refermedhis context to the legal tradition related te th
status of legal entities (which were state-ownedjndy the Soviet peridd

99. As regards administrative liability of legal persothe authorities have referred to article 16609
the Code of administrative offences, which sandtidireaches of the anti-money laundering
legislation, and more specifically failure to complith KYC procedures, registration and reportirig o
financial transactions, record-keeping requiremeatsl unauthorised disclosure of information
reported to the FIU.

100. Furthermore, article 17 of the Basic Law lays dothe possibility of imposing criminal,
administrative, disciplinary and civil sanctions faolation of the provisions of the law. It specélly
provides that legal entities which “conducted ficiahtransactions for legalisation (laundering}ioeé
proceeds or financed terrorism may be liquidatedatpurt ruling”. Other punitive measures under
this article include fines of 1000 untaxed minirmedomes or, in case of repeated violation of the la
restriction, suspension or termination of a licencany other special authorisation to conductaiert
types of activities. Civil law provisions (articld® and 470 of the Civil Code) allow for some gafrt
deprivation of income or assets in cases wherggegement goes against the interest of the state and
society and the agreement has been voided by arcding.

27 The evaluation team was informed that a draftdamiability of legal persons for corruption offezs:(including criminal
liability), was currently pending before Parliament

28 Article 166-9 Breach of the anti-money launderingdw (the law on prevention and combating of legalizion of
proceeds of crime)

Failure to comply with the know-your-customer prdwee or procedure for registration of financial @i®ns subject to
financial monitoring or reporting of false or miatiing information on financial operations to thenpetent financial
monitoring body or failure to keep KYC files, daws and documents related to financial transacfiormkie manner shall
entail imposing a penalty on responsible officdrertities subject to primary financial monitoriag the rate from fifty- to
one-hundred-fold nontaxable minimum individual imea

Unauthorized disclosure of information reportedthe competent financial monitoring body or disclesof the fact of
reporting shall entail a penalty at the rate fram-tiundred- to three-hundred-fold nontaxable mimmandividual income.
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101. Inthe absence of criminal liability, and considerthe situation as described above, it appeats tha
civil or administrative liability of legal personfor ML appear to be deficient in Ukraine. The
Ukrainian authorities have provided statistics canctions applied by appropriate regulatory
authorities, however such sanctions have beendsi&uwenon-compliance with legal requirements of
the anti-money laundering regime and not for engeeget of such institutions in ML activities.

102. As regards natural persons, articles 209 and 30t6hefCC prescribe the following range of
sanctions applicable for ML acts:

Reference

Qualification

Punishment

Money Laundering
(article 209)

Ordinary money laundering
(article 209(1))

imprisonment (3 - 6 years),
and
deprivation of the right to occup

certain positions or engage
certain activities for a term up to
years,

and

forfeiture of the money or propert
obtained illegally, and th
confiscation of property.

<

(article 209(2))

(aggravating circumstances)
Ordinary money laundering
repeated or committed by a gro
upon prior conspiracy or larg
scale money laundering (amountsertain activities for a term up to
higher than 6000 untaxed minimu
income$®, that is UAH 1 545 000)

imprisonment (7-12 years)

fand

pleprivation of the right to occup
ecertain positions or engage

nyears,
and
the forfeiture of the money Q@
property obtained illegally, and th
confiscation of property.

D =

(article 209(3))

(aggravating circumstances)
Acts as provided for under 209(
and 209(2), if committed by &
organised group or especially lar
scale money laundering (amount@ certain activities for a term up t

higher  than

18000 untaxeg

minimum incomes, that is UAH

635 000)

imprisonment (8-15 years)
Land

nthe deprivation of the right t
j@ccupy certain positions or enga
d3 years

1and

forfeiture of the money or propert
obtained illegally, and th
confiscation of property.

QO
o(‘D

<

Drug related money laundering
(article 306)

Article 306 (1)

Placement of proceeds fro
trafficking in drugs, psychotropi

substances,

their analogues

precursors, into banks, enterpris
institutions, organizations and the

subdivisions,
proceeds for

or using sug
purchasing facilitie

property which are subject f

privatization,

or equipment fo

productive and other needs,
using such proceeds (money and

property) to

continue illega

trafficking in drugs, psychotropi

substances,
precursors

their analogues

ma term of five to twelve years wit|
C deprivation of right to hold certai
gositions or engage in certa
bgctivities for a term up to thre
iyears,

hwith forfeiture of money or an
Sother property obtained as proceg
Ofrom crime, and

L}Nith confiscation of property

or

(LI

ds

2%1n 2008, the non taxed minimum income of citizensonsidered to be equal to UAH 257,50.
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Article 306 (2) (aggravating imprisonment for the term of 8 to
circumstances) 15 years
Acts mentioned above if repeatgdand

or committed by a group of persopsleprivation of the right to occup
upon prior conspiracy, or in respectertain positions or perform certal
of gross amounts (higher than 2p@ctivities for the term up to 3 year
tax-free minimum incomes, that |sand

UAH 51 500) confiscation of property.

nS<

103. According to Article 65 of the CC, when imposingnstions, judges shall take into consideration
the degree of gravity of the committed offence, tharacter of the guilty person, the method and
motives of the committed offence, the nature amd ef damages, and the circumstances mitigating or
aggravating the punishment. The same article pesvitiat the punishment imposed on an offender
should be adequate and sufficient to correct thender and prevent new offences.

104. Compared with other economic crimes criminalisethenCC, the sanctions for natural persons for
ML appear to be proportionate.

105. Investigators and prosecutors have mentioned tieat twere some inadequacies in the application
of sanctions by the court and that since the aolopif the Supreme Court Resolution No. 5, the
efficiency of sanctioning practice in money lauridgrcases had been raised. The evaluation team did
not receive statistics related to the number ofesagppealed. The prosecutors with whom the
evaluation team met stated nevertheless that tibeuof appeals related to ML cases was relatively
low and that they considered that overall, sanstepplied were dissuasive.

Effectiveness

106. Statistics on ongoing/completed investigations emait proceedings are collected and maintained
by the Information Center of the Ministry of Int@riand by the State Court Administration of
Ukraine.

107. The following statistics were provided by the Ukiian authorities:

Statistics of criminal proceedings under Article 20 of the CC

Status of 2004 2005 2006 2007 2008 (£' half)
proceeding

Number of
initiated
criminal cases 608 527 473 536 268
in the specific
year

Number of
continued
investigations 104 92 122 96 96
since previous
years

Number of
criminal cases
submitted to
court

362 282 263 290 161

Number of
issued 129 148 116 143 67
convictions
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Statistics of criminal proceedings under Article 36 of the CC

Status of 2004 2005 2006 2007 2008 (£' half)
proceeding

Number of
initiated 158 141 144 112 62

criminal cases

Number of
continued
investigations 6 10 2 7 3
since previous
years

Number of

criminal cases
submitted to 136 123 127 97 51

court

Number of
issued 45 80 61 68 26
convictions

108. Between 2004 and 2008 (first half), there were &@3victions for money laundering on the basis
of article 209 and 280 convictions on the basiartitle 306. There is no information available ba t
number of final convictions, appeals or numberafidttals for money laundering.

109. The judicial practice is that all convictions ahigved simultaneously with a conviction for the
predicate offence or are directly linked to a caetign for the predicate offence. The officials rbgt
the evaluation team confirmed that there were iaciixe no stand alone cases, most cases are
predicate offences cases in the context of whichwéls detected. The evaluators were told that most
common types of predicate offence occur in the egoa sphere or are crimes against property. Some
cases relate to misuse of official positions anezmlement.

110. Summaries of selected cases which were providédet@valuation team indicated that sanctions
applied in those cases ranged between 2 to 7 géargrisonment, some with probation period with
confiscation of criminal funds and/or part or emtipersonal property and/or deprivation of thetrigh
hold administrative positions in companies for gaia period of time.

111. The evaluation team was informed that prior todlagifications brought following the adoption of
the Supreme Court Resolution No. 5, there wereakést in the application by judges of article 209 on
average in 75% of the total cases. This was coefirby a number of prosecutors who acknowledged
that they had to introduce appeals in order to renthat the application of the provision led to the
appropriate sentencing. All interlocutors met bg #valuation team confirmed that the situation had
tremendously improved.

112. The evaluation team was informed that most diffieslexperienced by practitioners related to the
requirement to identify and prove the specific jrate offence, in particular as regards the cabact
of evidence in this context and the difficultiegpexenced in proving the ML corpus delicti. Some
persons met indicated that there seemed to bectigarghat cases were introduced under article 209,
the trial would focus on article 209 however thewdotion would only be for the predicate offence.

113. As it can be seen from the above-mentioned stisti relation to criminal proceedings under
article 209, the number of yearly initiated criminases has been slightly dropping since 2004,ptxce
in 2007. The number of money laundering cases teeoburt is also decreasing compared with the
initial figures from 2004. The number of ML convarts has slightly increased in 2007.

114. As regards statistics covering the same perioccfimninal proceedings under article 306 (drug-
related ML offence). The total number of initiatedminal cases and cases submitted to court is
constantly decreasing, while convictions achiewekrfrom 45 in 2004 to 80 in 2005 and dropped to
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61 in 2006 and 68 in 2007. Nevertheless, when derisig the yearly number of criminal cases
submitted to court, the overall percentage of acdeconvictions out of criminal cases submitted has
constantly increased.

115. Though these results can be seen as encouragitigufzaly in the light of the efforts undertaken
in 2005 by the Supreme Court to clarify the appitcaof article 209, the evaluation team remains
reserved on the effectiveness of the implementatidhe ML offence in Ukraine.

2.1.2 Recommendations and comments

116. In order to fully comply with recommendations 1 aBd the Ukrainian authorities should
implement the following measures:

* Amend article 209 of the CC to include explicithetactions of conversion or transfer of property in
the physical elements of the ML offence.

. Ensure that the scope of property encompasses adsetery kind, including intangible assets and
legal documents or instruments evidencing titleotanterest in such assets.

e  Criminalise market manipulation and insider tradargl ensure that the range of offences set out in
the CC which are predicate offences to ML includlerequired categories of offences in all the
relevant forms.

. Review the current threshold for predicate offentmebring it in line with the requirements under
FATF Recommendation 1.

. Place additional focus on autonomous investigatiod prosecution of money laundering offences,
which should entail the ability to issue a ML cartion without prior or simultaneous conviction for
a predicate offence proving that the property & pinoceeds of crime. In this context, authorities
should address the issue of the evidence requiredtablish the predicate criminality in autonomous
money laundering cases by testing the extent tawimferences of underlying predicate criminality
can be made by courts from objective facts, witheav to obtaining authoritative court rulings. The
examiners advise that, as in some other jurisdistigt may be helpful to put beyond doubt in
legislation that a conviction for money laundergan be achieved in the absence of a judicial fopdin
of guilt for the underlying predicate criminalitfzurther guidance and perhaps consideration of
further legislative provision to clarify some ofse issues will be necessary.

. Review the current approach concerning criminabiliity of legal persons, and consider the
possibility of amending the Criminal Code to makgdl persons criminally liable, in particular for
money laundering offences.

. Review the legal framework in place and measurientao far so as to ensure that legal persons are
subject to effective, proportionate and dissuasiiminal, civil or administrative sanctions for ML.

. Improve and implement adequate training programine®rder to enhance the capacity of
prosecutors to investigate and prosecute ML casgéofjudges to effectively apply article 209 , in
particular on the types and levels of evidence Wwihe courts might consider acceptable to prove the
physical and mental elements of the offence.
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2.1.3 Compliance with Recommendations 1 and 2

Rating Summary of factors underlying rating

R.1 PC e actions of conversion or transfer of property dé appear to be fully
covered

. property does not seem to cover intangible assetdegal documents @
instruments evidencing title to, or interest intsassets

=

» there are no autonomous investigation and prosecudf the ML
offence, as well as no conviction for money laundgmwithout prior or
simultaneous conviction for a predicate offencevimmg that the property
is the proceeds of crime

—

» out of 20 designated categories of offences (imsideling and marke
manipulation) and financing of terrorism in all #spects are not covered

e The applied threshold for predicate offences i$ inoline with the
requirements of Recommendation 1

*  There appear to be difficulties in the implemewtaf the offence

R.2 PC e While criminal liability of legal persons for ML isiot established,
corporate civil or administrative liability for MLwith the exception of
liability for breaches of compliance with the AMEgime, appears to he
deficient

»  The effectiveness of sanctions could not be fullgessed and in ar
case, legal persons are not subject to proporgomaid dissuasivi
criminal, civil or administrative sanctions for ML

(D<

2.2 Criminalisation of terrorist financing (SR.I1)

221 Description and analysis

117. Ukraine is a Party to several international legadtriuments related to the prevention and
suppression of international terrorfmlt ratified the UN International Convention fahe
Suppression of the Financing of Terrorism (TertoR@mancing Convention) on 6 December 2002.
The authorities have advised that the Convention een implemented by a law issued on 21
September 2006 which added articles 258-1 to 2t68tde Criminal Cod@ and amended the Criminal
Procedure Codé

30 Convention on offences and certain other acts dtieninon board aircraft (1963); Convention for tBeppression of
unlawful seizure of aircraft (1970); Convention fitle suppression of unlawful acts against the gafétcivil aviation
(1971); Protocol for the suppression of unlawfutsaegainst the safety of civil aviation (1988); ®@ention on the
prevention and punishment of crimes against int@mally protected persons, including diplomaticeaty (1973);
International convention against the taking of hgst (1979); Convention on the physical protectibnuclear material
(1980); Convention for the suppression of unlavefttis against the safety of maritime navigatiorBg)9Protocol of 2005
to the Convention for the suppression of unlawfeisaagainst the safety of maritime navigation (3008ternational
Convention for the suppression of terrorist bombi(P97); International Convention for the Suppiessf acts of nuclear
terrorism (2005); European Convention on the Suggioe of Terrorism (1977); Council of Europe Cortieam on the
prevention of terrorism (2005).
3! The evaluation team received three different tegizns of articles 258 and 258-1-258-4, it is ustlod that the
provisions included in this report reflect the aate translation.
2 Law of Ukraine on introducing amendments to thém@ral and Criminal Procedure Code of Ukraine omnbating
terrorism (21 September 2006).
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118. The terrorism offence is criminalised in articleB2% the CC as follows:

“ 1. An act of terrorism, that is the use of weapanglosions, fire or any other actions that exposed
human life or health to danger or caused significaecuniary damage or any other grave consequences,
where such actions sought to violate public seguittimidate population, provoke an armed conflant
international tension, or to exert influence on idEms made or actions taken or not taken by gavemt
agencies or local government authorities, officialsd officers of such bodies, associations of emiisz
legal entities, or to attract attention of the pighio certain political, religious or any other cuoittions of

the culprit (terrorist), and also a threat to contrany such acts for the same purposes, shall b&lpalle

by imprisonment for a term of five to ten yedrs.

119. The terrorism offence does not appear to covematl provided for by article 2(1) of the Terrorist
Financing Convention. In particular, the scopertitke 258 of the CC does not appear to cover terta
actions specified under article 2(1)(a) of the Gontion, which refer to the offences defined in ohe
the treaties listed in the annex (e.g. theft ofi@aicmaterial, unlawful seizure of aircraft, etc).

120. The Ukrainian criminal framework does not crimisaliterrorist financing as an autonomous
offence. The evaluators were informed that the emtstituting terrorist financing could be prosecut
under ancillary offences to terrorism (Articles 26258.4 of the CC, as amended in September 2006)
such as:

e Article 258.1 — Involvement in the commission dkaorist act;

¢ Article 258.2 - Public calls for the commissioneoferrorist act;

¢ Article 258.3 - Setting up a terrorist group araeist organisation;
¢ Article 258.4 - Facilitating the commission of artgist act.

121. The elements of terrorism financing may be foundipaarly in Article 258.3% paragraph 1,
which criminalises actions of “[...Jnaterially, institutionally, or otherwise facilitalg the setting up
or operation of a terrorist group or a terrorist ganisatiori, as well as in Article 2584 paragraph 1,
which refers to the “[...Jffinancing, materially supporting, arming, trainingf a person for the
purpose of committing a terrorist act, as well &ng a person for such purpdse

122. It appears that the above-mentioned articles ofGedo not include the whole spectrum of
terrorist financing actions as provided in SR.IIs@ criminalisation of terrorist financing soleby
the basis of aiding and abetting, attempt or caaspidoes not comply with SR.II. Hence, the refirre

articles cannot be considered as embedding atietp@irements of SR.II in the criminal framework of
Ukraine.

123. The noted provisions of the CC use the terms ofténmlly supporting” or “financing”, which do
not allow precluding whether such wording extera$any funds”, as it is defined in Article 1 of the
Terrorist Financing Convention. The authoritieseredd in this context to the definition of fundgdan
property contained in the Civil Code (articles 1&0d 192). The legislation does not contain an
autonomous definition dfindsin line with the definition set out in the TermstrFinancing Convention
and which would also include funds, regardless bétiver they are from a legitimate or illegitimate
source.

%3 Article 258-3. Establishment of terrorist group orterrorist organisation.

1. Setting up a terrorist group or terrorist orgation, directing such terrorist group or terroagganisation, or participating
therein, as well as materially, institutionally @therwise facilitating the establishment or therafien of terrorist group or
organisation shall be punishable by imprisonmenafterm of 8 to 15 years;

34 Article 258-4. Assistance in commitment of the tewrist act.

1. Recruitment, financing (sponsoring), material supparming, teaching (training) a person with the é0 commit a

terrorist act as well as using a person for suehgae shall be punishable by imprisonment from 8 years.

2. Same actions committed repeatedly or in respfestveral persons or by a group of persons upion onspiracy or by
the state official with the use of his official &ta shall be punishable by imprisonment from 5Gg@ars.
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124. Funding a terrorist group is not a crime unless gnaup consists of two or more persons which
have been united for committing terrorist acts,althivould appear to imply the necessary engagement
in some preparatory acts for committing a terraaist; even if the group could not complete the.fact
The financing or material support is linked to adfic terrorist act.

125. As mentioned earlier, Ukraine’s criminal legislationcludes a comprehensive range of ancillary
offences for any type of crime are provided fothtie general part of the CCoftspiracy to commit-
Article 14 of the CC, #empt- Article 15 of the CC, iding, abetting and facilitating,counselling the
commission Article 27 of the CC).

126. Since there is no stand alone TF offence, it dassfall in the scope of predicate offences for
money laundering. It is also unclear whether therades will apply regardless of the physical lomati
of the person alleged to have committed the offence

127. The evaluation team was also concerned about thdeinentation of criteria 2.2 to 2.5 of
Recommendation 2, in the absence of an autononftersce and given the lack of appropriate legal
coverage of the subject matter on the other hand.

128. The evaluation team was advised that there e havdeen any investigations of financing of
terrorism or cases brought before the Court.

Additional elements

129. There are no statistics available as there werEmimvestigations.

2.2.2 Recommendations and comments

130. Despite the fact that the Terrorist Financing Cariee has been signed and ratified, there are
several shortcomings with respect to the implememtaof the provisions of this convention in the
criminal substantive law. The evaluators stronglyommend the Ukrainian authorities:

e To ensure that the definition of terrorism fullyveos all the terrorist acts set out in article Z{fljhe
Terrorist Financing Convention;

e to amend the Criminal Code and introduce an auteusnterrorist financing offence fully in line
with the requirements set out in the article 2 lef Terrorist Financing Convention and with the
characteristics set out in Special Recommendatjon |

e to ensure that the terrorist financing offencespaeglicate offences for money laundering;
* to ensure that the TF offences would apply, regasdlof whether the person alleged to have
committed the offence(s) is in the same countrina different country from the one in which the

terrorist/ terrorist organisation is located or theorist act(s) occurred/will occur;

*  to provide that the law would permit the intentibaement of the offence of TF to be inferred from
objective factual circumstances;

» to review the current approach concerning crimilietility of legal persons, and consider the
possibility of amending the Criminal Code to malegdl persons criminally liable for TF, or
otherwise subject legal persons to civil or adntiatsve liability for TF;

* to take measures as necessary to ensure that &kincimil or administrative sanctions for TF
applicable to natural and legal persons are effectiroportionate and dissuasive.
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2.2.3 Compliance with Special Recommendation Il

Rating Summary of factors underlying rating

SR.II PC *  Elements of the financing of terrorism are crimisedl solely on the
basis of aiding and abetting, attempt or conspirtys, FT is not
criminalised in line with SR.II requirements asarionomous offence

A number of requirements do not appear or are palyly covered
(i.e. application to any funds as defined in theQdavention; 11.1(c)ii;
1.2, 11.3, R. 2 criteria 2.2 — 2.5).

D

2.3 Confiscation, freezing and seizing of proceeds ofime (R.3)

2.3.1 Description and analysis

131. The confiscation and other deprivation of instrutaéties and proceeds from crime can be
ordered on the basis of Articles 209 and 306 ef@nminal Code , according to whitttonfiscation
of the money or property obtained illegally, and ttonfiscation of property” are both available as a
supplementary sanction and can be applied simudtashg®.

132. The supplementary sanction provided under artifi@ @ egalising (laundering) proceeds from
crime) covers two different types of confiscation:
a) confiscation of property;
b) special confiscation in the form of confiscationmaéney or other property obtained as proceeds
from crime.

133. The first aspect — confiscation of property - is tine foreseen under Articles 51, 52 and 59 of the
CC. They provide that property confiscation, asupptementary punishment, consists of forceful
seizure of all, or a part of, the property of adoted person without compensation in favour of the
state. The law also provides that where a partrabegrty is to be confiscated, the court shall dpeci
which part is to be confiscated or specify the &ste be confiscated. Article 59 provides thatsit i
applied only for grave and special grave offenaesanly in specific cases provided for in the spkci
part of the Code (for instance in aggravating citstances of certain offencé)

35 Articles 209 and 306 of the CC provide for a maadaconfiscation of the money or property obtaifileally, and the
confiscation of property. Supplementary nature eéhsmeasures means that confiscation cannot beedppé a sole
sanction in money laundering conviction, that ishbuld be applied in line with other sanctioningasures, such as e.g.
imprisonment.
% The following list of property that cannot be nabject to confiscation is provided for by the anb@xhe CC:
1. Categories of property and items that belongdovicted person on the right of personal propertyare a part of
common property necessary for convicted or persapported by convicted person cannot be confiscated
1. Dwelling house with utility room in countrysidat’'s convicted person’ and his family’ permaneesidence.
2. Clothes and household goods necessary for ¢edvaad persons supported by convicted person:

a) clothes — for each person: one summer orgspoat, one winter coat or kogyh (sheepskin coa8 winter suit (for women

— two warm dresses), one summer suit, (for wormrmo-summer dresses), one hat for each season.

Apart from, for women two summer kerchiefs and waem kerchief (or shawl);

b) shoes in amount of one leather pair, one rytieand one valenki pair for each person;

¢) linen in amount of two sets for each person;

d) bed-clothes (mattress, pillow, two bed-sheets, pillow-cases, blanket) and two personal tovietseach person;

€) necessary crockery;

f) furniture — one bed and chair (or stool) forreperson, one table, one cupboard and one chékeftamily;

g) all children items.
3. Food products, necessary for personal usagenefated person, members of his family and persaported by convicted
person — for 3 month, of persons who farm - téd trew harvest.
4. Fuel, necessary for convicted or persons supgdry convicted person for preparing food and hovesening during 6
month.

45



134. The special confiscation is aimed at forfeiting ‘mey or other property obtained as proceeds from
crime”, regardless of whether it is owned by arendfer or a third party.

135. Although there are certain initiatives to amend ghevisions on special confiscation in the CC, at
the time of the on-site visit the CC did not furtleéaborate the scope of property, which was stibjec
to special confiscation.

136. Confiscation of property that has been launderedwhich constitutes proceeds from the
commission of money laundering offence under messsaf special confiscation is thus covered under
article 209 of the CC.

137. However, confiscation of instrumentalities intendeduse in the commission of any ML offence,
confiscation of property of corresponding valuewasl as confiscation of income, profits or other
benefits from the proceeds of crime do not appeaetcaptured by the Ukrainian criminal legislation
Furthermore, not all predicate offences under t@ep@vide for property confiscation measures.

138. As regards the financing of terrorism cases, itrdsalled in this context the absence of an
autonomous FT offence, whereas existing terroeistted offences (Articles 258, 258.1-258.4 of the
CC) do not include specifically confiscation asaaction. It is also stressed that predicate offernte
Ukraine mainly envisage an additional sanction rafpprty confiscation. But, on the basis of Article
59 of the CC, such confiscation may be applied artbnds only to the whole or part of the
defendants’ personal property and not to any ceainoceeds, regardless of their ownership.

139. Provisional measures, such as seizing or arrgstopferty, are applied on the basis of Articles 29,
125 and 126 of the CPC and are supplemented bglé®9 of the Law on Banks and Banking of
Ukraine. The noted provisions of the CPC authdttigeinvestigator with a power to execute arrest of
property for the purposes of securing recovery aitemal damages, civil claim, or possible
confiscation. Article 59 of the Law on Banks andnBiag, in line with Article 126 of the CPC,
specifies that funds and other values belonginghgsical and legal persons deposited on a bank
account can be arrested exclusively on the basiscofirt decision.

140. Articles 78 and 81 of the Criminal Procedure Cothrify which instrumentalities (“material
evidence”) can be subsequently seized in the psaaiethe gathering of evidence (that is items which
had been an instrument of crime, preserved tracesme or were object of criminal actions, money,
values and other property from crime, and all ofteans which can be used as tools for disclosieg th
crime and detecting guilt [...]").

141. As it was clarified by the Ukrainian authoritiesetdescribed provisional measures may be carried
out without prior notice. In practice, investigetdake a decision (if a court decision is not ieyl)
to arrest relevant property. This decision is Uguatesented to the person holding or owning the
property in question with a request to provide spaperty. If the person cannot be found or he/she
impedes the execution of the action, arrest of @iygpcan be made without his/her knowledge or
consent.

5. One cow, in case of its absence — heifer; ia oabsence of them both — one goat, sheep erfpigarmers.

6. Food for cattle, that cannot be confiscatau aniount necessary for pasture of cattle on grasstauntil gatter of new forage.

7. Seeds necessary for coming crops (autumn anuagnand not yet removed harvest — for farmers.

8. Agriculture equipment — for farmers.

9. Cottage industry tools and handcraft tools,remkssary tool, outfit and books for personal peif@al work of convicted person,
except cases when court deprived convicted pefsaghoto practice current activity.

10. Share dues to co-operation organizations (egoépge building co-operations) and collectivea

NOTE. Share deposits to house building co-opemtian be confiscated in case then building dfitluse is not finished.

11. In case of confiscation shares of convictedquem common property of collective farming omfarg of citizen, undergoing
individual labour activity in farming, amount ofstéhare is defined after expel from this propéidy share of property that can't be
confiscated.
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142. In the course of pre-trial investigations, law aeEment authorities are authorised (except for
actions to be conducted in personal premises wieabstantiated court decision is needed) to search
premises, objects, instruments and documents @iogpto Chapter 16 of the CPC), as well as inspect
surrounding area, premises, objects, and docunfeatsrding to Chapter 17). These actions are also
aimed at identifying and tracing property that niagher be subject to confiscation or is suspedted
being the proceeds of crime.

143. In general, it is not possible to confiscate propdérom a third person who has acquired the
property in good faith. Article 18 of the Law OneRention and Counteraction to Legalization
(Laundering) of the Proceeds from Crime (hereimafteferred to as the Basic Law) provides that
upon a court order, the proceeds shall be conédchy the state or returned to their owner whose
rights and legitimate interests were violated haiirtcost shall be compensated.

144. The same article stipulates the authority to vodioas and contracts specifying that the
agreements aimed at the legalization (launderirighhe proceeds and terrorist financing shall be
considered null and void. The procedure of voidingh agreements (transactions) is further provided
by the Civil Code of Ukraine.

Additional elements

145. In respect of confiscation of property of orgarimas found to be primarily criminal in nature,
such mechanism is established in Ukraine only diggrterrorist organisations. In particular, Aréicl
24 of the Law On the Fight Against Terrorism spesifthat in case of acknowledging, by a court of
Ukraine, including, in accordance with its intefontl legal obligations, the activity of the
organisation (its affiliations, branches, repreatwne offices) registered outside Ukraine as eotést
one, the activity of this organisation on the tersi of Ukraine will be prohibited, its Ukrainiamdnch
(affiliation, representative office) on the basfscourt decision will be liquidated, and its projyeand
property of the noted organisation, which is onttreitory of Ukraine, will be confiscated.

146. Confiscation of property without a conviction (diforfeiture) or confiscation in circumstances
where an offender is required to demonstrate twéulaorigin of the property are not possible under
the Ukrainian legal framework.

Statistics

147. The State Court Administration of Ukraine holdsadanh judicial verdicts. However, such data
does not contain comprehensive statistics on timebeu of cases in which confiscation was applied,
nor on the relevant amounts.

148. The law enforcement agencies make reports on ttatisccording to the form No 1-LV, which
includes also relevant data on arrested/seizedepsopl he following statistics on the arrested/séiz
property were provided:

Statistics on the arrested/seized property for monelaundering

2004 2005 2006 2007 2008 (first half)
Amount of arrested 44197,6 32589,9 57666,8 58859, 59901,9
property (inclusive
of proceeds)
(in thousand UAH)
Amount of seized| 20875,7 13610,3 13701,9 18873 11235,4
property
(in thousand UAH)

149. The persons whom the evaluation team met acknowtetltat one of the main challenges was to
ensure timely arrest of funds so as to enable scation.
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150. Furthermore, the evaluation team was informed ofraigoing project to substantively change the
confiscation regime in order to bring it in line tiwviinternational standards and simplify existing
procedures.

151. There are no statistics maintained on the numbevilofcases and related amounts of property
confiscated, thus no data is available to dematesthe effectiveness of the confiscation regime.

2.3.2 Recommendations and comments

152. In the context of the planned modernisation of ldgal framework for confiscation and seizure,
the Ukrainian authorities should ensure that:

« the legal framework explicitly provides for conf&mn of instrumentalities, confiscation of
property of corresponding value, as well as coafiso of income, profits or other benefits from
the proceeds of crime, in the context of a ML offen

- all the predicate offences to money laundering pi@for possibility of confiscation of an
offender’s property, in line with the FATF requirents;

« confiscation for the property used in or intendaduse in terrorist financing cases is provided for

« comprehensive statistics are kept on an annua$ loasthe number of cases and the amounts of
property frozen, seized and confiscated relatinglto FT and criminal proceeds.

2.3.3 Compliance with Recommendation 3

Rating Summary of factors underlying rating

R.3 PC * Confiscation of instrumentalities, confiscation gfroperty of
corresponding value, as well as confiscation obine, profits or
other benefits from the proceeds of crime involirethe commission
of ML offence are not covered in the Ukrainian lefgamework.

e Property from the commission of certain predicdfermes cannot b
confiscated;

D

e The Ukrainian legislation is deficient in ensurimgnfiscation of
property used in or intended for use in TF.

* The effective application of confiscation measuséh regard to ML
or predicate offences cannot be assessed in tlenab®f relevant
statistics
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2.4 Freezing of funds used for terrorist financing (SRII)

24.1 Description and analysis

General

153. The legal basis to enable freezing of funds usedkefoorist financing in accordance with relevant
UN Resolutions is set out in the Basic Law (Artit21), and in several resolutions of the Cabifiet
Ministers of Ukraine which set out the obligatiafscompetent national authorities to duly implement
all the measures embedded in such internation@liments:

- Resolution No. 351 of 11 April 2001 on implemerdatiof the UNSCR on Talibans (UNSCR 1267
and 1333)

- Resolution No. 1800 of 28 December 2001 on meagariegplement UNSCR 1373

- Resolution No. 749 of 1 June 2002 on execution NSGR on Usama Ben Laden, Al Qaida and
Taliban (UNSCR 1388 and 1390)

- Resolution No. 751 of 25 May 2006 on approval adgadures of composing the lists of persons
related to terrorist activity.

154. In addition, the SCFM adopted several orders:

- Order No. 74 of 19 April 2006 on approval of progeslof taking decision by the SCFM of further
suspension of financial transactions, if its pgvaat or beneficiary is a person included in tis¢ dif
persons related to terrorist activity;

- Order No. 84 of 26 April 2006 on approval of progesl of informing entities of initial financial
monitoring on the list of persons related to tastaactivity;

- Order No. 115 of 27 June 2006 on approval of progedf creation of the list of persons and
organisations related to terrorist activity by SCFRMd informing entities of initial financial
monitoring of this list.

155. The NBU, the SCFSMR and SCSSM have also introduelsyant procedures for suspension of
financial transactions in March, April and respeely May 2006.

Obligations implemented under UNSCR 1267 (and ssceceesolutions) and UNSCR 1373

156. The Cabinet of Ministers’ Resolution No. 351 of Adril 2001 on implementation of the UNSCR
on Talibans (UNSCR 1267 and 1333) provides thatraband local executive power authorities, the
Council of Ministers of the Autonomous Republic@imea within their competent shall take urgent
measures to arrest funds and other assets, ingltknsuspension of bank transactions on accounts,
of Usama bin Laden, natural and legal persons &gedcwith him, including funds and assets of Al-
Qaida as well as funds received as a result obuseé expense of property under ownership or under
direct or indirect control of Usama bin Laden, tethnatural and legal persons. It also requirem tloe
take measures to prevent direct or indirect ussuoh funds and assets by Ukrainian citizens ormrothe
persons within the Ukrainian territory in the irgst of Usama bin Laden, his associates, any
enterprises under ownership or direct or indirectto! of Usama bin Laden, related natural andllega
persons including Al-Qaida.

157. The Cabinet of Ministers’ Resolution No. 1800 of R8cember 2001 on measures to implement
UNSCR 1373 also requires the Ministry of Finartbe, Ministry of Internal Affairs, the State Tax
Administration with the participation of the SedyrService, the other central and local organs of
executive power and the Council of Ministers of tAatonomous Republic of Crimea to take
measures in accordance with existing legislatiofinpose arrest on “facilities, and other financial
assets (stopping of bank transactions after thewets) or economic resources” of persons designate
in the context of Resolution 1373. To date, Ukrdias presented 5 reports to the Security Council on
the implementation of S/RES/1373 (2001)37.

37 See http://www.un.org/sc/ctc/countryreports/Creportingh (S/2001/1330, S/2002/1030, S/2003/1084, S/2004/863
S/2006/283)
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158. Freezing of funds and assets of persons desigirai@ctordance with both resolutions is carried
out on the basis of procedures set out in the @ahand Criminal Procedure Code, and as applicable
relevant special laws (ie. law on combating tesmxi law on combating organised crime). Such
procedures require prior notice to the designagedgn involved.

159. There have been no instances of freezing of fumdstieer assets of persons designated in the
context of S/RES/1267(1999) and S/RES/1373(2001).

160. The designation of legal and natural persons ireain terrorist activities is undertaken according
to the procedure set out in the Cabinet of MingstBesolution No. 751 of May 25, 2006. The
resolution sets out three grounds for enlisting@es involved in terrorist activities, which are:

- A court decision in legal force which recognisgseason guilty of committing a crime under Article
258 (Act of Terrorism) of the CC;

- An information (documents) provided by relevant dijencies on organisations or natural persons
related to terrorist organisations or terrorists;

- court decisions, decisions of foreign competenthaities on organisations or natural persons
involved in terrorist activities, which have bemtognised by Ukraine according to international
treaties of Ukraine.

161. The Resolution No. 751 indicates that informatioer above-mentioned grounds “a” and “c” is
provided to the SCFM by the Security Service of ditke, whereas information under ground “b” is
provided by the Ministry of Foreign Affairs. Infoation under “b” and “c” should be provided within
one working day following its receipt. The Resautialso specifies the scope of necessary data on
persons whether natural or legal, Ukrainian nation&oreigner to be included in the terroristdist

162. The evaluation team was assured that the designatiterrorists according to UNSCR was done
in a timely and effective manner. It was also nateat 5 persons were designated on the basis of
Ukrainian court decisions (ground “a”), which haalties with international terrorist activity. Ukres
has not received any information on decisions akifm competent authorities (ground “c”),
consequently there are no persons designated thmdeategory.

163. Resolution No. 751 provides that upon receipt tfvant information from competent authorities,
the SCFM draws up a consolidated list of persotete@ to terrorist activity within 3 working days,
and it has to submit this list to designated fiiahand non-financial institutions and supervisory
entities within 2 working days after the list igaddished or updated. The said notification proceds
further elaborated in the SCFM Order No. 84 of 2prilA2006. The order stipulates that the
notification of banks of the existing and updatésts| of terrorists is arranged through e-mail
correspondence via the National Bank of Ukrainee dtiher designated non-bank entities are notified
about the lists directly by the SCFM (through email if not possible, by post). Based on the same
SCFM order, the list of terrorist related persond all its changes are also placed on the SCFM
official website (and any subsequent amendmerttsigdist)*®.

164. Article 12.1 of the Basic Law provides that enttief initial financial monitoring are obliged to
suspend execution of financial transaction if astigipant or beneficiary is listed in the listpdérsons
related to terrorist activity, and within the saday to report about it to the SCFM. Such suspension
financial transactions shall be performed for dqueup to two working days. Then, the same Article
stipulates that the SCFM can take a decision othdursuspension of such transaction up to five
working days and is obliged to inform immediatebpoat it to the entity of initial financial monitongy
and also law enforcement authorities. The SCFMadatitionally set forth the procedure of executing
its power on further suspension of a financial seation due to the Order No. 74 of 19 April 20G6. |
was stated by the authorities that the procedwyaines that the suspension is taken without prior
notice of the designated persons.

% SCFM has adopted amendments to the list of penssiated to terrorist activity through successivdens (Order No.
20925.10.2006 with changes and amendments apptovéte Orders of SCFM of Ukraine #32 dated Febrzdry2007;
#90 dated March 25, 2007; #109 dated June 21, 2P0 dated July 9, 2007; #38 dated February 298;291 dated May
15, 2008; #189 dated September 04, 2008; #215 dattber 23, 2008; #224 dated November 4, 2008)
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165. The Ukrainian authorities informed the evaluatiean that there had been no case of execution of
such suspension action so far. It was noted tleaBtBFM had received signals on disclosed matches
with enlisted persons several times, but the urgbatks returned negative results and the suspensio
of financial transactions had not ultimately bearried out.

166. Article 12.1 of the Basic Law delegates the initsalspension power only to the designated
financial and non-financial entities. Thus, if sumh entity does not fulfil its obligation to susgea
financial transaction linked with a terrorist, inch a case, from a formal point of view, no Ukrami
authority, inclusive of the SCFM, may timely susgé¢ie transaction by its own initiative.

167. The procedure of designation links the suspensidiora with the above three categories of
terrorists. In the context of UNSCR 1373, it is mt#ar whether the suspension will extend to the
cases where no national court decision or appr@pf@aaeign decision are existent, but the funds are
disclosed to be owned or controlled by persons wdramit, or attempt to commit terrorist acts or
participate in or facilitate the commission of tefst acts.

168. Ground “c” of the noted designation provides anarpmity to examine and give effect to actions
under freezing mechanisms of other jurisdictionat, Btill, as information on designated persons
under such a category is provided by the Securtywi€e of Ukraine, it remains unclear whether
prompt determination and suspension might be mgdadappropriate foreign requests, received by
the SCFM or other competent authorities.

169. The Basic Law links the suspension action with reafficial transaction and no clarification is
issued on which assets should be frozen in that. dasvas also unclear whether it was possible to
suspend (freeze) funds or other assets not comhedtte financial transactions. Hence, the evaluator
had no legal grounds to assess the implementatimgoirements under criterion SR. 111.3.

Guidance to financial institutions and DNFBPs

170. Detailed guidance to the designated financial tmstins on their actions under suspension
mechanisms has been provided by their regulatorsbéinks - chapter 8 of the Resolution No. 189 of
the National Bank of Ukraine adopted on May 14,206r non-bank financial institutions - chapter 6
of the Resolution No. 25 of the State CommissianHimancial Services Markets Regulation adopted
on August 5, 2003 and the Decision No. 288 of tteeSSecurities and Stock Market Commission
adopted on May 12, 2006).

Publicly known procedures for considering delistiregjuests and for unfreezing the funds of delisted
persons

171. The Ukrainian authorities explained that the sammegdures which apply to the designation of
terrorists are assumed to analogously extend tdeHisting process. They also referred to sedion
the Cabinet of Minister's Resolution No. 751 whiptovides that the SCFM can “make a note”
(reference) in the list on the existence of grouindgelisting natural or legal persons, thoughteso
on such persons shall not be excluded from theSisth grounds for delisting natural or legal pesso
are based on information received either from i@ieWN agencies or on court sentences or decisions
from other foreign competent authorities.

172. Having considered this argument, the evaluatorsaimed concerned of the fact that the existing
provisions do not appear to set out a completedparchnd publicly known procedure which would
enable to consider de-listing requests on the bakisstablished criteria other than information
received from UN agencies or foreign competentaittas, and to unfreeze the funds or other assets
of delisted persons or entities in a timely manierthermore, the evaluators have not seen any text
setting out such procedures for persons and entitesignated under S/RES/1267(1999). To the
evaluators view, this could lead to practical utaiaties of the legal substantiation of unfreezing
actions when addressing such requests.
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Publicly known procedures for unfreezing the fundsther assets of persons or entities inadveryentl
affected by a freezing mechanism

173. The same concerns mentioned above extend to neteegée of procedures for unfreezing the
funds or other assets of persons or entities iréeivty affected by a freezing mechanism.

Authorising access to funds for certain basic espsrin accordance with UNSCR 1452

174. Ukraine has not established any procedure for aigthg access to funds or other assets that were
frozen and that have been determined to be negessdrasic expenses, the payment of certain types
of fees, expenses and service charges or for edinany expenses.

Right to challenge freezing measures

175. An entity designated by the list of terrorist mayallenge any freezing (suspension) action of his
funds in the court based on the established adirdtiiee procedures. The authorities noted that such
an entity may rely on the Code on Administrativetibe of Ukraine, Article 2 of which specifies that
any decision, action or inactivity of authoriseatagies can be challenged in administrative courts.

Freezing, Seizing and Confiscation in other circtamses

176. Freezing or seizing of terrorist related funds titeo assets may also occur through imposing of
arrest on funds and other values obtained in aimalmway when conducting a, investigation
according to a court decision (Article 59 of theM.an Banks and Banking and Articles 29, 125, 126
of the CPC). Nevertheless, confiscation of suchd$uis not possible in the course of criminal
proceedings as Articles 258, 258.1-258.4 on tetreelated offences do not envisage confiscation of
funds as possible sanctions for such offences.

Protecting bona fide third parties

177. The rights of bona fide third parties are protectedhe basis of Article 18 of the Basic Law which
specifies that upon a court order the proceedd bkatonfiscated by the State or returned to their
owner whose rights and legitimate interests wemdatéd, or their cost shall be compensated. The
concept of “owner” is interpreted widely and covére protection of rights of third parties actimg i
good faith.

Monitoring compliance with freezing obligations

178. The regulators supervise compliance with freezirgasares taken by financial institutions as a
part of their financial monitoring requirements.

179. Sanctions for non-compliance to the mentioned rements are set in the Basic Law (Article 17)
and the relevant financial legislation (Article @Bthe Law on Banks and Banking, Articles 39 and 40
of the Law on Financial Services and State Re@gunaif Financial Markets, Articles 11-13 of the Law
on State Regulation of Securities and the StockkBtarSuch sanctions vary from imposition of fines
up to withdrawal of the license.

180. As for non-financial institutions, no monitoring of@nism has been established to ensure that
these institutions carry out their freezing actiona due manner.

Additional Elements

181. It appears that the Ukrainian legal framework dreldomprehension of the authorities are mainly
focused on the list-based approach on the mattensidring timely freezing of terrorist funds. Hence
no sufficient guidance has been provided or efforégle to effectively apply measures stipulated by
the Best Practices Paper as regards funds of reigriged entities.
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182. As mentioned above, Ukraine has not implementedquiares to authorize access to the frozen
funds or other assets for basic expenses.

Statistics (terrorist financing freezing data)
183. As there were no related cases, there are notemtivailable on the number of persons or entities

and the amounts of property frozen pursuant tandeuUN resolutions relating to terrorist financing

2.4.2 Recommendations and comments

184. The Ukrainian authorities have taken a number ofsuees to implement the United Nations
Resolutions relating to the prevention and supjoassf the financing of terrorist acts. Additional
efforts are required in order to complete the éxstegal framework and put in place effective laws
and procedures to freeze terrorist funds or oteeeta of persons designated in accordance with the
UN resolutions and implement adequately the reqergs of Special Recommendation Ill.

185. The Basic Law should envisage the power for exegutiitial suspension (freezing) of financial
transactions not only for the designated finanaiad non-financial entities, but also for authorised
state agencies (the SCFM or other).

186. Ukraine should prescribe clearly that suspensiceefing) of terrorist funds extends to the cases
where no national court decision or appropriatesifpr decision are existent, but the funds are
disclosed to be owned or controlled by persons wdramit, or attempt to commit terrorist acts or
participate in or facilitate the commission of teist acts.

187. Freezing mechanisms of other jurisdictions are rtalen through the Security Service of
Ukraine, which provides to the SCFM the submittedirt decisions and other decision of foreign
competent authorities. It is recommended to enaitdept determination and suspension (freezing) of
terrorist funds also on the basis of appropriateifm requests, received by the SCFM or other
competent authorities.

188. The AML/CFT legal framework of Ukraine should ermalsuspension (freezing) of funds or other
assets not connected with financial transactions.

189. Ukraine should review and complete the existingcpdures for considering de-listing requests,
develop procedures for unfreezing the funds orrotissets of delisted persons or entities in a yimel
manner and take necessary measures to ensurecthgirecedures are effective and publicly known.

190. Ukraine should establish procedure for authorisiogess to funds or other assets that were frozen
and that have been determined to be necessargsar bxpenses, the payment of certain types of fees
expenses and service charges or for extraordingrnses.

191. It is also recommended to review existing provisida enable confiscation of terrorist related

funds in the course of criminal proceedings onotést related offences (specified under Article8,25
258.1-258.4 of the CC).

2.4.3 Compliance with Special Recommendation IlI

Rating Summary of factors underlying rating

SR PC » Authorised state agencies (the SCFM or other) dohage a power to
execute initial suspension (freezing) of finantiahsactions.

. It is not explicit that suspension (freezing) exte to funds owned q
controlled by persons who commit, or attempt to ointerrorist acts o
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participate in or facilitate the commission of terst acts, where no
national court decision or appropriate foreign dieci are existent.

. Prompt determination and suspension (freezinggwbtist funds on the
basis of appropriate foreign requests, receivedhizy SCFM or other
competent authorities (besides the Security Séreieenot available.

e Suspension (freezing) of funds or other assets awwinected with
financial transactions is not possible.

*  There are no detailed publicly-known proceduresdietlisting request
and for unfreezing the funds of delisted persongrtities in a timely|
manner, including in the case of persons or estitiadvertently affecte
by a freezing mechanism

. Ukraine had not established procedures for autingriaccess to fund
for basic expenses.

»  Confiscation of terrorist related funds is not polesin the course of
criminal proceedings on terrorist related offences.

Uy

L

(2]

Authorities

2.5 The Financial Intelligence Unit and its functions R.26, 30 and 32)

251 Description and analysis

Functions and responsibilities

192. The State Department for Financial Monitoring (SDFMas created by Presidential Decree No.
1199 of 10 December 2001 on Measures Aimed at Rtieveof Legalization (Laundering) of the
Proceeds from Crind¢ within the Ministry of Finance and started opieiga in 2002°. The FIU
became fully operational on 12 of June 2003 whestdtted receiving information from reporting
entities.

193. Following the adoption of the Basic L&in 2002, a series of changes were introduced which
modified the national AML/CFT system. Late 2004thwihe adoption of the Presidential Decree No.
1144/2004 (dated 28 September 2004, in force omnualy 2005), the SDFM became the State
Committee for Financial Monitoring (SCFM). It is administrative type of FIU.

194. The powers and duties of the SCFM are listed irBsic Law (Section IV — Tasks, functions and
rights of the authorised agency) and its Statuticles 3, 4 and 5). The most important ones are:

» Collecting, processing and analysing the informrmatabout financial transactions subject to
financial monitoring, and requesting further infation about these transactions.

e Submitting relevant materials to law enforcemendies when there are suspicions for money
laundering or terrorist financing.

* Creating and supporting the operation of a Uniftdte Information System on prevention and
counteraction of money laundering and financingeaforism.

e Participating in the implementation of the statdiqgyoin the sphere of the prevention and
counteraction of money laundering and financin¢geaforism.

* Analysing methods and financial patterns of momemtering and financing of terrorism.

3% Implemented following the adoption of the Resaintbf the Cabinet of Ministers of Ukraine of Jarydi0, 2002 # 35.
40 Resolution of the Cabinet of Ministers No. 19418f February 202 approved the Regulations on theM¥esolution
No. 187 increased its staff from 40 to 30 employees
“1 The Law of Ukraine “On Prevention and Counteractio Legalization (Laundering) of the Proceeds fl@rme”.
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e Co-ordinating and providing guidance on AML/CFT uss to entities of initial financial
monitoring (obliged entities)

« Co-operating, interacting and exchanging infornratigth the state authorities, competent bodies
of other countries and international organisatiorthe said sphere.

* Representing Ukraine in international organisationsmatters of combating money laundering
and financing of terrorism.

195. The SCFM had at the end of 2007 established regsumalivisions in 25 regiofisof Ukraine. The

main functions of these subdivisions, the desaiptf each being approved by the SCFM are:

e Tracking of case referrals submitted by the SCFNh®law enforcement agencies ( control and
processing of such cases by law enforcement agean@any related assistance)

« Providing guidance to reporting entities in theioag

« Forming of registry of financial intermediariestire region.

< Improving information exchange and co-ordinationtlod activities of regional divisions of the
state agencies involved in AML/CTF.

Receiving, analysing and disseminating disclosofeSTRs and other relevant information

196. The Basic law provides that the SCFM receives fimiation about financial transactions subject
to compulsory financial monitoring” from listed éigs of initial financial monitorintf. It is tasked
with taking measures to analyse the informatioffirmencial transactions submitted by obliged ergitie
and to check such information (article 13, firstllét). It receives information about financial
transactions which fulfil the criteria set out etBasic Law or other financial transactions when a
obliged entity has grounds to believe that a fif@ntransaction is aimed at the legalisation of
proceeds.

197. The SCFM is currently the lead agency responsédML/CFT issues. It was granted the status
of central agency of executive power, has legabgaality and its activities are directed and co-
ordinated by the Cabinet of Ministers of Ukraineoperates in accordance with the provisions of its
Statuté®.

198. According to the Basic Law, the SCFM is responsfbleproviding guidance to reporting entities
on the reporting procedure (Article 13). Guidannghe manner of reporting, the reporting formsl an
procedures were provided by the National Bank ofalifle and the SCFM for barfksand by the
Cabinet of Ministers and SCFM (formerly SDFM) faher reporting entiti€& Further guidance to
reporting entities is provided by the SCFM by theams of a ‘hot line’. Consultations are also
provided in various meetings held between the SGHMd reporting entities, as well as in training
seminars.

42 Autonomous Republic of Crimea, Vinnytska, Volynsk@nipropetrovska, Donetska, Zhytomyrska, Zakakgats
Zaporizka, Ivano-Frankivska, Kirovogradska, Kyivskaivska, Luganska, Mykolayivska, Odeska, Polta/sRivhenska,
Sumska, Ternopilska, Kharkivska, Khersonska, Khytska, Cherkaska, Chernivetska and Chernigivskasil
43 Article 4: a) banks, insurance and other kinddimdncial institutions, b) payment organisationsmbers of payment
systems, acquiring and clearing institutions, epowdity, stock and other exchanges, d) professiopatators in securities
market, e) joint investment institutions, f) gamigliand pawn institutions and legal entities holdotteries; g) enterprises,
institutions that manage investment funds or novegomental pension funds, h) communication comparaed
associations, other non-crediting institutions ttransfer funds, i) other legal entities that psscéinancial transactions
according to the law.
44 Presidential decree No. 1527/2004 of 24 Decemb@# 2vhich was subsequently abrogated and replagétebolution
No. 100 of 31 January 2007 of the Cabinet of Merist
4% Resolution of the Board of the NBU of May 14,208839 On approving the regulation on implementimpficial
monitoring by banks, Order of the SCFM No. 259 @fCdecember 2006 on approval of Card for registnatibthe entity of
initial financial monitoring —Bank and compliancEicers and instruction concerning its completiomdaubmission.
46 SDFM Orders No. 48 of 13 May 2003 of the SDFM oeraition of certain forms relevant to financial ritoring and
instructions for their completion, registered wile Ministry of Justice on 23 May 2003 (No. 394/3yand No. 122 of 28
September 2008 on implementation of procedure sifjagg of identification to the entities of initiinancial monitoring
for submitting information to the SCFM and submigtiinformation in electronic form by non-bankingtigas of initial
financial monitoring; Resolutions of the CabinetMinisters No. 644 and No. 646 dated 26.04.200Pwctedure for the
registration of financial operations of entitiesinitial monitoring and No. 1800 of 20 November 306n approval of the
procedure for conducting internal financial monitgrby business entities (casinos, gambling insting and pawnshops).
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199. Banking institutions have to submit their repottesc&ronically while non-banking institutions are
allowed to submit them either in electronic formaoor paper. To submit information to the SCFM, a
registration card must be submitted which is useddentity purposes and which includes information
on the entity of initial financial monitoring (namécation, contacts, information concerning the
compliance officer, etc). The report must contain:

» data on the entity and employee which submittedtrdmesaction, a transaction number, the date and
time of submission

» date/time of execution, transaction amount andecury, and grounds for executing the transaction

* information concerning assets, which are transfiediging the transaction

* special characteristics about the transaction aptheation of its details

* information concerning client executing the tranisecand where relevant, the person or beneficiary
on whose behalf the transaction was executed, #isasweinformation concerning other relevant
persons/participants

* any other relevant additional information

200. Reports are registered in accordance with the droes established. Upon receipt, the FIU checks
whether the report contains any errors. Such re@e not registered, they are sent back to reyprti
entities so as to make the necessary correctiomsekr, such reports are saved within the database
in a separate folder and analysis can begin on thefiore the corrected reports are finally received.
The evaluation team was informed that at the beginrabout 12% of the reports received contained
mistakes. The percentage of reports not registeyeithe FIU fell from 4.2% in 2004 to 1.5% during
the first eight months of 2008, an indication tlitla¢ quality of reports received increased. The
reporting form for non-banking entities (paper sigsion) was approved by the SCFM Order No. 48
and the date of implementation of this order was same with that of the Basic Law. In order to
improve the reporting form, separate amendment® weroduced by new SCFM Ordé&ts The
reporting form for non-banking entities (electroritbmission) was approved by the SCFM Order No.
122 of 12 of October 2004. Amendments were alsoduced by further SCFM Ordéts Regarding
the reporting form for banks this has been apprdwedhe NBU Resolution No. 233 of 9 of June
2003.

201. Reports on financial transactions submitted to3&M electronically or by paper submission are
processed automatically by the IAS (Information Ktieal System-software) and they are registered
and stored for further investigation by the Analgtiwork Department. In cases where mistakes are
detected i.e. incorrectly completed fields, in thports of the financial transactions, the SCFMdsen
an informational message to the reporting entififter that the reporting entity is obliged (SCFM
Order No 40 from 24.04.2003) to submit the corréateport to the SCFM within 3 days. This
processing uses a risk-oriented approach and divide reports into three separate risk levels —
high/medium/low. If a report involves suspicions terrorist financing this is processed immediately
and a case referral is constructed on the same édlyreports for which nothing is initially found
remain in the database for future use. Those €iahtransactions that meet the defined risk deter
are handed over to the Director of the Analyticair®/Department, who then distributes the materials
between the structural divisions of the Departnfentfurther analysis. An analyst then collects all
possible information related to the financial tr@et®ns, including information related to the sgkge
that conducted or made an attempt to conduct #resdiction. The analysis is conducted by using
information from reporting entities, law enforcermheagencies, regulators and other state bodies,
information from foreign FIUs, information obtainglom open sources (internet, commercial
databases) etc.

202. ‘Dossiers’ are then prepared which may containraber of related transactions. Transactions can
be linked by the IAS during the initial processimgby the analyst later during his/her analysisiefm
a decision is made by the Director of the Analyt\éork Department whether the ‘dossiers’ will be

47 SCFM Orders No 115 of 26 of September 2003, Nodf6ll7 of August 2005 and No 87 on 5 of May 2006.
48 SCFM Orders No 162 of 17 of August 2005 and N@B3 of May 2006.
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rejected or whether there are suspicions for MLARTwhich case they will become case referrals to
be submitted to the Expert Commission. The avetage required to complete a case referral for
presentation to the Expert Commission varies adeghd If the case is considered to be urgent this
should be done within one working day. In othesesait depends on the complexity and volume of
the information but the analyst has actually urtimitime until all the necessary information is
collected so that a decision can be made on wh#tbeg is a suspicion regarding ML/FT.

Access to financial, administrative and law enfoneat information

203. The former SDFM had signed a number of joint ages@s) which define the type of information
it requires, with the following institutions: S¢atCommission on Financial Services Markets
Regulation (September 2003), Antimonopoly Committsevember 2004), National depositary of
Ukraine (August 2004), Pension Fund (August 20@tate Committee for Regulatory Policy and
Entrepreneurship (May 2004), National Bank (Janz@§4), State Property Fund (December 2003),
National Central Bureau of Interpol (September 20Qinistry of Internal Affairs (May and
September 2003), State Committee on Statistics {#i2003), State Customs Service (August 2003),
General Division for Control and Revision of Ukraiand SCFM (May 2003), State Committee on
State Border (May 2003).

204. The Basic Law (article 14) provides that the SCFa& lthe right to receive, according to the
procedure established by the law, information frexecutive bodies, law enforcement, local self
government authorities, enterprises and institgtion

205. Through the Unified Information System, created2007° as an interagency system containing
information from various databases of state agsrafiéJkraine, the SCFM can access directly various
external databases such as from the :

- Ministry of Internal Affairs (eg. criminal recordpossession of firearms, missing persons, lost
passports, registered and stolen vehicles, etc)

- Ministry of Finance (licences),

- Ministry of Economy (entities of foreign economictigity which violated the legislation on foreign
economic transactions or which are under speciait&ams),

- Security Service of Ukraine ( initiated criminakea on suspicions of ML/TF),

- State Customs Service (customs freight declargtions

- State Tax Administration,

-  State Property Fund

- State Commission on Financial Services Markets Régn

- State Committee for Statistics

- State Commission on Securities and Stock Market

- State Committee on Land Resources

- Administration of State Border Service (informatimm transit of persons and vehicles, illegal tiAnsi

- General Division for control and revision (resufsstate financial audit and inspections)

- State Committee for entrepreneurship (list of lgms on execution of certain types of economic
activity)

206. Regional offices have access to a part of the Ehifnformation System (composition of the
register of reporting entities), access to othfarination can be obtained through written request.

Additional information

207. Upon request of the SCFM, listed reporting enfitiase required to provide additional information
related to the financial transactions that havenlreported, not later than within three working slay

49 Established following the Cabinet of Minister'ss@&ition No. 1896 of 10 December, 2003 On Singé&eSinformational
System in the Sphere of Prevention and CounteradtioLegalisation (Laundering) of the Proceeds frGmime and
Financing of Terrorism.
%0 Real estate agents, dealers in previous metalssambs, lawyers, notaries, other independent Ipgzfessionals and
accountants are not covered by the Basic Law astieg entities.
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from the moment of receiving the request of theSEIU the request for additional information is
related to the execution of a request from a foré&ily), entities should provide this information kit

10 days. The evaluation team was informed thatractite there are no delays, and that a small
number of entities are not able to provide therimfation within the set deadline. In such caseg; the
can be subjected to administrative sanctions (phaeethrough courts). The SCFM can also send the
information of non compliance to their respectivegulator, which has also powers to apply
administrative sanctions.

Dissemination of information to domestic authostie

208. Article 13 of the Basic Law authorises the SCFMdisseminate “relevant materials” to law
enforcement authorities. The Statute further joles that it provides to law enforcement agencies
“case referrals under the availability of reasoagvbunds to consider the financial transactionras o
that might be related to the laundering of the peats from crime and terrorist financing” (article
4(4)).

209. Case referrals in this context are defined as “dwmmits prepared by the SCFM on the basis of
information on the financial transaction subject financial monitoring and other information
received” when “there are sufficiegtounds to suspect that the financial transacttated to ML or
TF”. According to Article 7 of the Basic Law incomape transactions are reported to the SCFM.
However, this seems to concern only transactioiusee by the reporting entities and not transastion
that the client for some reason decides not togreSufficient grounds are considered to be sound
grounds for suspicion that financial transactiomsgerformed or are connected with ML/TF i.e. uke o
forged documents, business entities with fictitiofgatures, inconsistency between performed
operations and financial condition etc.

210. The procedures for submission of case referralssateout in two joint orders, one with the
General Prosecutor's Offi¢e(2003) and the other one with the State Tax Adbtration, the
Ministry of Internal Affairs of Ukraine and the Seity Servicé&® (2006). Prior to 2006, specific joint
orders with each of the law enforcement agencias weplace.

211. The SCFM prepares the case referrals which are iledmfor consideration to an Expert
Commission. The Expert Commission was created icM2005 through the SCFM Order no>%5
The Expert Commission is composed of SCFM membéesad, deputies, Directors of the analytical
department, legal department and other experts fhemanalytical department).

212. The Statute of the Expert Commission sets out @mmasks, that is:

- considering draft case referrals

- taking a decision on the existence of reasonaldergis for case referrals to be submitted
to law enforcement agencies

- determining to which law enforcement agency cakesld be submitted

- discussing problematic issues on the state of dersion of case referrals previously
submitted to law enforcement agencies.

213. Nominated persons from law enforcement agenciegqStax Administration, the Ministry of the
Interior, the Security Service and the General &otr’s office) can be invited to participate et
meetings of the Commission according to the Stahuienot if the Commission considers draft case
referrals with indicators of terrorism.

51 The Law of Ukraine “On Prevention and Counteractio Legalization (Laundering) of the Proceeds fl@rime”, Article
5.
52 Order of the SDFM acting within the Ministry ofrfeince and the General Prosecutor’'s Office of UkrgR0 August
2003) No. 98/40 registered with the Ministry oktice on 2 September 2003 No. 759/8080.
53 Order of the SCFM, the State Tax AdministratiorJéfaine, the Ministry of Internal Affairs, the Seity Service dated
28 November 2006 (No. 240/718/1158/755), registeritidl the Ministry of Justice on 15 December 2006 N312/13186.
54 SCFM Order no. 65 of 04.03.2005 on establishmérB@FM expert commission for consideration of casterrals
(additional materials) elaborated for submissiotate enforcement agencies.
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214. Case referrals are presented to the CommissioméyHead of the analytical department of the
SCFM. During meetings, the law enforcement agen@psesentatives have the right, inter alia, to
consider the draft case referrals, introduce pralgosn modification and expediency/inexpedience of
case referrals submission, introduce proposals liohalaw enforcement agency the case should be
submitted and propose to obtain additional matefa@d previously submitted case referrals.

215. The Expert Commission decides whether a case atfamould be transmitted to a law
enforcement agency, and to which agency specificathether the case referral is rejected or whether
additional materials are necessary, in which daset$ a deadline for the modification of the dcafte
referral. Decisions are adopted at a simple mgjdmit the Expert Commission (i.e. the FIU). The
physical act of transmitting case referrals tol#tve enforcement authorities is to be carried qutie
SCFM within 5 business days.

216. The evaluation team was told that the Commission2sgetimes each month, but the Statute of the
Expert Commission only mentions that meetings amedacted on the basis of availability of case
referrals.

217. It was explained that dissemination to one or tteerolaw enforcement agency was taken on the
basis of competence for the predicate offencec(artil2 of the CPC). The order provides alsoter t
possibility, when several law enforcement agenaresnterested in the case referral, that a coplyeof
case referral be sent to every law enforcement@ggrart 3.4.5 of the joint order).

218. Law enforcement bodies are required to providelfaekl on the stages of processing case referrals
to the SCFM they receive. This takes place onceyateee months although meetings are held more
regularly between the regional law enforcementceffiand the regional SCFM subdivisions so as to
provide guidance regarding the case referralsedaiv enforcement authorities.

Operational independence and autonomy
219. The Basic Law includes provisions on the politicalependence of the SCFM (article 13-1).

220. Prior to January 2007, the Head of the SCFM wasghappointed by the President upon proposal
of the Prime Minister for a term of 7 years and viesng dismissed by the President. He was
personally accountable to the President and thén€abf Ministers. Deputies were appointed and
dismissed by the President. The first Head of 88N remained in office for the period 2002 — end
2007 and then the current Head was appointed. Hewl of the FIU cannot be involved in any
official political functions.

221. According to its new Statute of 31 January 2008, lttead of the SCFM is appointed upon
proposal of the Prime Minister of Ukraine andlismissed by the Cabinet of Ministers. Deputies are
appointed and dismissed by the Cabinet of Minist€he duration of the term is not specified. The
Head of the SCFM is personally responsible for éxecution of tasks by the SCFM and the
implementation of the AML/CFT state policy.

222. The Head of the SCFM decides upon the structurth@fSCFM, the distribution of functions
among its Deputies and the degrees of respongilmfitDeputy Heads and leaders of the visions,
appointments and dismissals subject to the appidthle Vice Prime-Minister. The exact number of
employees of the SCFM is approved by the Cabindfiafsters The Head of the SCFM determines
himself the priorities and strategic directionstttd SCFM, decides on the distribution of the badge
funds and appoints heads of regional subdivisidss.egards major priority directions of the acfyit
a Board of the SCFM composed of the Head, depatidsheads of divisions is established.

223. The SCFM feels that they can carry out their tasidependently without any influence or
interference from third parties.
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Protection of information and dissemination

224. Data held by the FIU is securely protected in thé database and is properly backed up. It is only
disseminated in accordance with the Bavwhe Criminal Code of Ukraine establishes liapifir any
illegal disclosure of this information - a perscencbe punished by a fine of 2000 to 3000 untaxed
minimum incomes or imprisonment for a term up twears®.

225. The SCFM pays much attention to ensure the secofiipformation and access to information
held is restricted according to levels of accesstaff. The IT department of the FIU possesses all
necessary technology which enables the protecfiai mformation held at the FIU.

226. Information disseminated is of “restricted acceantl is categorised as confidential and secret.
Case referrals which include bank and/or commegsatet information include a specific reference
to that effect. Each case referral has confidetytiatatus and it was explained to the evaluateam
that law enforcement agencies would need to redheslifting of the confidentiality status in order
for such information to be used in ML investigagcoes evidence. When hard copies of case referrals
are sent to the regional subdivisions this is dbnaugh a special courier to protect the secresuch
information.

Release of reports

227. The SCFM has been issuing annual reports aboatiigities since 2003 These reports contain
information on legislation developments, statistafsreports received, examples of court cases,
analytical activity and money laundering activifidge work of the regional subdivisions, inter-agen
co-operation, training issues, international corapien. The SCFM has also published yearly reports
on money laundering schemes and typologies.

Egmont Group

228. The Ukrainian FIU has been a member of the Egmaeatssince 26 June 2004. Since that time,
it has participated in the activities of all therking groups. In 2006, Ukraine was appointed to the
administration of Operational Working Group and Qmtober 2007, it hosted a meeting of the
working groups in Kyiv.

229. Ukraine takes into account both the Egmont GrowgieBient of Purpose and its Principles for
information exchange between financial intelligenoés®.

Recommendation 30
Structure

230. The structure of the SCFM is adopted by the Heamh @pproval by the Cabinet of Ministers. The
Head of the SCFM has 1 first deputy and three degput

231. The SCFM has its headquarters in Kyiv. The SCkMsests of 5 departments (Department for
interaction and methodic provision of financial ntoring system, Analytic Work Department, Legal
Department, International Co-operation Departmemtl 4T Department), 8 divisions (Financial
Division, Division for organizational and analytigarovision of work of the Head, Human Resources
Division, Regime and Security Division, Divisionrfoontrol and revision work, Document keeping
division, Division for economic provision, Divisiofor control work), and other units. It also
administrates the State Training Centre of PostgrdEducation (Training methodical centre for re-

%5 The Law of Ukraine on Prevention and Counteradtiohegalization (Laundering) of the Proceeds fi@rime, Article 8.

56 Criminal Code, article 209-1.

5" These reports are published on the website of tBEFM in Ukrainian and English. See
http://www.sdfm.gov.ual/index.php?lang=en

%8 Egmont Group Statement of Purpose and Egmont GRrmciples for Information Exchange Between Firahc
Intelligence Units for Money Laundering.
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training and professional developments of expendfimancial monitoring issues in the sphere of
combating laundering of criminal proceeds and t&tdinancing) and the State Company Division
for Service and Property. (see annex Ill)

232. The SCFM has established 25 regional subdivisiaméch are subordinate to the Head of the
SCFM. Regional subdivisions don't have legal peasibn and their functions and operations are
regulated by the model Statute on regional suhidivés. The subdivisions are an integral part of the
SCFM and have no subordinated in their action éar#gional authorities.

Resources

233. Financing of the SCFM is carried out from the statelget within the limits of the budget
assignations. The budget of the SCFM is beingroéted annually by a separate article in the Law
on State Budget of Ukraine. According to this Léhe SCFM estimated budget is proposed by the
Head of the FIU and subject to the approval ofMtieistry of Finance of Ukraine. The budget of the
SCFM and the number of staff has been growing sibd@@4, as shown by the table below.
Furthermore, in 2004 and 2005, 38.9 millions of Ufdpprox. 5.5 millions Euros) were assigned
from the state budget for the reconstruction efSICFM building.

2004 2005 2006 2007 2008*
Budget 29.30 17.80 33.70 41.00 17.90
(UAH millions)
Staff number 95 188 257 319 332

*First 6 months

234. The maximum number of staff that can currently bpleyed at the FIU is 338 persons and at the
time of the on-site visit there were only 6 vacasciThe Analytical Department comprises 63 staff .
The structure is as follows:

- 49 employees dealing with the analysis and preparadf the data for the Expert
Commission’s consideration.

- 5 employees dealing with the co-operation with &aviorcement agencies i.e. delivery of
materials of case referrals to the law-enforcensgy@ncies and further maintenance of
case referrals.

- 7 employees with their main tasks being the dewelpt of ML/TF Typologies,
evaluating the existing criteria of risk, softwamgrovement etc

- 2 employees that are responsible for circulating ttocuments to the rest of the
personnel.

235. Regional subdivisions have each between 6 tof8 $iae evaluators were told that the turnover
of SCFM was quite small. Salaries are determinethbyCabinet of Ministers. An average salary of a
chief specialist of SCFM in 2007 was of 4100 UAleox. 550 Euros), and the evaluation team was
told that the level of salaries of staff were amdimg highest of civil servants in Ukraine. The SCFM
appeared to be satisfied with the budget resowltasated.

236. The SCFM is equipped with modern high-capacity pongint and appropriate software, enabling it
to collect, analyse, store and disseminate a laugpeber of STRs. The FIU receives currently about
3,000 STRs per day. By the end of 2007, the FIJ eeived 3.6 million STRs. The technical
infrastructure makes it possible to use the mostanodata processing software for handling data and

protecting information. The IT system put in plaggeared impressive and capable of storing large
volumes of data.
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Professional Standards

237. The Law of Ukraine on Civil Service contains seVeeguirements regarding the need for staff of
competent authorities to maintain high professicstahdards (articles 5, 10 and 29), including an
obligation to preserve state secrecy, informatltat they may receive as a result of their dutiek an
other information which cannot be made public itadance with the legislation. Being civil
servants, the employees of the FIU must comply whisse requirements. The FIU has its own
enhanced standards when hiring personnel All enggleyhave job descriptions, containing relevant
requirements as regards the professional experiesidbs and abilities, business and personal
qualifications. The staff of the SCFM is formedrfrdnighly skilled experts, all with higher education
mostly with economic backgrounds.

238. The officials of the FIU claimed that although regation is a major problem in Ukraine, it has not
affected the FIU. The SCFM has taken necessaryuresa@ order to prevent and combat cases of
corruption. An Internal Security Service has béammed which deals with these issues. Various
measures have been applied i.e. restricted aczéiss information held at the FIU, the analystsnodn
take information from their computers, videotapis@rohibited etc.

239. The Statute of regional subdivisions contains eipliequirements regarding the standards
applicable for the recruitment of Heads of regiaddivisions: professional standards (high decfee
education, record of state service at executivellpgsition of at least 5 years and of other exeeut
position in other sectors of at least 7 years ek texperience in personnel management), standards
regarding confidentiality of official and state ssxy information and for circulation of documents o
restricted access.

Training

240. The staff of the SCFM receives training at the t&feraining Centre of Post-Graduate Education -
Training-Methodical Centre for Re-Training and Rssfional Development of Experts on Financial
Monitoring Issues in the Sphere of Combating Legdidn (Laundering) of Criminal Proceeds, and
Terrorist Financing” -hereafter the Training Centnnich was established under the Ukrainian FIU
administration as a state educational institdtiohhe main task of the Training Centre is to previd
training regarding combating money laundering andrfcing of terrorism issues to the personnel of
the FIU, law enforcement authorities, supervisartharities, reporting entities and judicial agescie
The training course is approved by the MinistryEafucation and Science of Ukraine and by the
SCFM and the SCFM programme appeared to be radhgorehensive.

241. In 2007 the Training Centre provided training ta228mployees of the FIU, supervisory, law
enforcement and judicial authorities, 12 employekginancial intermediaries . It also trained and
experts of the Moldovan FIU, Belarus, Kyrgyz Rethe"former Yugoslav Republic of Macedonia”,
Georgia. In the period from 2005 to 2007 trainimjpted costs on AML issues amounted to 1.5
millions of UAH (approx. Euros 200 000) at the erpe of funds of state budget. A large number of
trainings were organised with financial supporbtigh a joint programme of the Council of Europe
and the European Commission (MOLI-UA) . The SCFMbetated and published an AML/CFT
manual , 3500 copies which were disseminated ffedharge to law enforcement agencies, institutes
and to SCFM staff who undertook the training.

%9 Directive of the Cabinet of Ministers of Ukrainé Becember, 13, 2004 # 899-p “On Establishmenthef Training-
Methodical Centre for Re-training and Professiddabelopment of Experts on Financial Monitoring Issin the Sphere of
Combating Legalization (Laundering) of Criminal Beeds, and Terrorist Financing”.
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Recommendation 32

242. The FIU keeps various detailed statistics, whieghmovided below.

Year Number of reports selected Number of dossiers for creation off Number of STRs
for active elaboration which were used such reports processed
2004 59 392 865 725 959
2005 104 770 925 812 549
2006 159 087 905 841 589
2007 194 756 1331 1 022 858
I half 77 973 815 520 219
2008
Year Number
Number of STRs processed 2004 725 959
2005 812 549
2006 841 589
2007 1022 858
2008 (6 mon.) 520 219
Year Number
STRs submitted to law 20046 | -
enforcement 2005 87 197
2006 207 876
2007 264 688
2008 (6 mon.) 103 296
Year Number
Case referrals submitted 1o 2004 164
law enforcement (consisting 2005 321
of various STRS) 2006 446
2007 520
2008 (6 mon.) 317

243. In 2006, 446 case referrals (representing 2078p6rts) were submitted to law enforcement
agencies (34 to the General Prosecutor's Officd, tblthe State Tax Administration, 135 to the
Ministry of Interior, 160 to the Security Servicé)s a result, 163 criminal cases were initiated &nd
were submitted to the Court.

244. In 2007, 520 case referrals were submitted to laforeement agencies (47 to the General

Prosecutor’s Office, 169 to the State Tax Admiaistn, 145 to the Ministry of Interior, 159 to the
Security Service). As a result, 271 criminal casere initiated and 40 were submitted to the Couirt.
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245.  Statistics for 2008 are provided below:

since 01.01.2008 till 30.06.2008 Totally as 01.07.2008
) > - >
I 12 |13 |5 |2 |& |2 |3 |3
) wn b= 0 § [0) wn = () §
Submitted case referrals 14 100 82 121 317 185 507 495 599 1786

criminal cases werg
initiated (or used a
initiation)

Case referrals under whigh
[

4 30 9 10 53 112 285 203 156| 756

Case referrals under whigh
initiation of criminal cases
was rejected on the
grounds of the Article %6 19 40 37 27 123 43 121 125 56 | 345
of Criminal-Procedure
Code

Number of criminal casep
under  submitted cas
referrals (of which use
case referrals)

=0

13 83 43 29 | 168 99 304 213 148| 764

Criminal cases submitted
to court 5 24 15 8 52 11 52 34 15 112

Of them considered by
court and sentenced

Effectiveness

246. The timeliness of disclosures to the law enforcenagirencies was raised by several interlocutors
as one of the recurring issues as the case ref¢hey received contained financial information atthi
was out of date and on the basis of which it wéfscdit to take adequate measures. However, the
interlocutors indicated that in the previous yéhe, situation had improved and that the qualitgasfe
referrals received had increased significantly. 8ahthem said that in more than half of the cases,
there was a need for additional information from EHU, which they subsequently received. The law
enforcement agencies informed the team that caferals are used primarily as intelligence
information, particularly due to the confidentitdtsis of these documents.

247. Although it was mentioned that it is straightfordars to which law enforcement agency will get
each case referral, the evaluation team was infoofiseveral cases where a case referral waseent t
the wrong law enforcement agency and had to beegulesitly transferred to another law enforcement
agency for further investigation, which may delbg tourse of the investigation. However, as there
are no available statistics on the number of ircganwhere this occurred, it is difficult to assess
whether this is a recurring issue or whether iihésdental.

248. As it can be seen from the statistics, the nunabéransactions reported to the SCFM has been
steadily increasing since 2004 and so has the nurobecase referrals submitted to the law
enforcement authorities.

% The authorities indicated that the most frequentigds under article 6 of the CPC for not initigticriminal cases were
part 1 (absence of the occurrence of the crimeRa(iicthe act does not contain elements of crime).
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249. The evaluation team did not notice any issues wivichld appear to impede efficient co-operation
and co-ordination between the headquarters in Kiel/the subdivisions.

250. Overall the SCFM functions efficiently and effeetiy.

25.2 Recommendations and comments

251. The SCFM meets Recommendation 26. The evaluatm teevertheless recommends that the
SCFM should continue their efforts in increasing tjuality of case referrals submitted to all law
enforcement authorities, with special attentionthte issue of timeliness of such referrals, and in
reviewing the dissemination process to ensuredase referrals are submitted to the appropriate law
enforcement agency.

2.5.3 Compliance with Recommendation 26

Rating Summary of factors relevant to s.2.5 underlying ovall rating
R.26 C
2.6 Law enforcement, prosecution and other competent dhorities — the

framework for the investigation and prosecution ofoffences, and for confiscation and
freezing (R.27, 28)

2.6.1 Description and analysis

252. Efforts to combat money laundering and terrorism sinared by the law enforcement agencies
throughout the country, that is the Ministry ofdnor of Ukraine (MIA), the Public Prosecution/
General Prosecutor’s Office of Ukraine (GPO), tleewBity Service of Ukraine (SSU) and the State
Tax Administration of Ukraine (STA).

253. Criminal proceedings are initiated on the basithefprinciple of mandatory prosecution. Article 4
of the Criminal Procedure Code establishes an aftidig for the prosecutor, investigator or an
investigating agency to initiate criminal proceeginn every case of detection of signs of an offenc
and to take all measures envisaged by law aimeadvastigating a suspected offence. The pre-trial
investigation ends with a decision to send the daseourt or otherwise to close the case. The
procedure is that the investigator draws up anctn@ént and sends the case to the prosecutor, who
approves the indictment (or compiles a new one)samdls the case to the competent court.

254. According to the Criminal Procedure Code (Articte), pre-trial investigation of criminal cases
initiated under Article 209 (laundering of the peeds from crime) of the Criminal Code shall be
carried out by investigators of all four law enfentent bodies.

255. Criminal cases initiated under the Article 209-1tlbé Criminal Code (Deliberate violation of
requirements of AML legislation) shall be investigg by the agency which is responsible for the
investigation of the crime with regard to whichraminal case was initiated.

256. Criminal cases initiated under Articles 258 (teigbact), 258-1 (Implication into commitment of
terrorist act), 258-2 (public calls to commit arteist act), 258-3 (establishment of a terroristuyr or
terrorist organisation), 258-4 (assistance in camemt of a terrorist act) of the Criminal Code are
investigated by the SSU.
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257. Proceedings in criminal cases initiated under thiicks 306 of the Criminal Code (use of funds
from illegal turnover of narcotic drugs, psychofimpircumstances, its analogues or precursors) shal
be carried out by investigators of the MIA.

258. The GPO supervises law enforcement agencies wrddly out pre-trial investigation and the
legality of the initiation of criminal proceedings.

Ministry of Interior of Ukraine (Militia)

259. There are three levels of police authorities : @ntegional and local. The central unit is the
Ministry of Interior of Ukraine. At regional leveéhere are 27 departments of Ministry of Interior in
regions, in the Autonomous Republic of Crimea amKiev and Sevastopol and 6 departments of
Ministry of Interior on each of railways of Ukrainfhe Militia is organised as a single law
enforcement system within the structure of the btiyi of Interior of Ukraine and operates according
to its mandate under the Law on Milftaln accordance with article 112 of the CPC, itcwcts pre-
trial investigation in criminal cases initiated @ndrticles 209, 209-1 and 306 of the Criminal Code

260. The official duties of the investigators of theléoling divisions of the MIA include, exclusively,
the investigation of ML cases:

- Division for Combating legalisation of the proceemfsorganised groups and criminal
organisations (established in 2008 under the Chiéfministration for combating
organised crime) which counts 35 employees at aktdwvel and 200 employees in
territorial units

- Unit for counteraction of money laundering and detfieiting of money (under the state
department on counteraction of organised crime)kitounts 2 employees at central
level and 30 employees in territorial units

- Department for counteraction of illegal turnoverdofigs (1 employee at central level and
32 employees in territorial units)

- Department on counteraction of human traffickingness (2 employees)

- Department of criminal investigation (2 employees)

- Chief investigative division (2 employees at thatcal office and 66 employees at the
regions).

- IT department Functions (division of financial mmming information) - 5 employees.

- Operational office of the National Bureau of In@rpin Ukraine (Division on
Coordination of Counteraction to Economic Crimek)-employees.

Public Prosecution / General Prosecutor’s Officdraine (GPO)

261. The role and function of the Public Prosecutionsgtout in the Constitution (articles 121-123).
The organisation, principles and operation arénddfby the Law of Ukraine On Public Prosecutor’s
Office of November 5, 1991. It is responsible fdr @urt prosecutions on behalf of the State,
represents the interest of citizens of the Statmint in cases determined by law, supervisesoalids
that conduct investigative and search activitiaguiry and pre-trial investigation and to ensurat th
they observe the law, supervises the observandewofin the execution of judicial decisions in
criminal cases and in the application of other mess The Prosecution service consists of the ©ffic
of the Prosecutor General, public prosecutors edffim 27 regions, including the cities of Kyiv and
Sevastopol, towns and districts, in total about péfsecution offices (about 10000 prosecutors). In
addition to prosecutors, investigators are attadbethe prosecution offices (1500 at all levels and
about 46 in the central office) which conduct pnitiary investigations in criminal matters.

262. According to the Article 112 of the Criminal Proced Code of Ukraine, pre-trial investigation of
criminal cases initiated under the Article 209 bé tCriminal Code of Ukraine (laundering of the
proceeds from crime), shall be carried out by itigasors of the GPO. Also, according to Article 25
of the Criminal Procedure Code of Ukraine, supé@misover observation of laws by agencies

51| aw on Militia of 20 December 1990
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providing operative-investigative activity, inquiand pre-trial investigation shall be performedttoy
General Prosecutor of Ukraine and subordinatedeprasrs.

263. In the structure of the GPO a Division for Supeprisover Observation of Laws at Execution of
External Economic and Investment Activity, and Cattily Laundering of the Proceeds from Crime
has been established consisting of 11 persons,utixgcsupervision over observation of the
requirements of the AML/CFT Law of Ukraine. Moreuy official duties of other officers of the
GPO, including territorial prosecutors, include dtians of combating money laundering and terrorist
financing.

Security Service of Ukraine (SSU)

264. The Security Service is established by the Law kifaihe of 25 March 1992 on Security Service.
According to the Article 2 of this Law, the Secyrervice of Ukraine is vested with the protectidn
national sovereignty, constitutional order, temidb integrity, economical, scientific, technicand
defense potential of Ukraine, legal interests of #iate, and civil rights, from intelligence and
subversion activities of foreign special servicad §om unlawful interference attempted by certain
organizations, groups and individuals, as well veittsuring the protection of state secrets. The SSU'
objectives also include the prevention, detectioterruption and investigation of crimes againg th
peace and security of mankind, terrorism, corruptiad organized criminal activities in the sphdre o
management and economy, as well as other unlawtsl immediately threatening Ukraine's vital
interests.

265. It consists of the Central Departments of the Sgc@ervice of Ukraine, subordinate Regional
Agencies, the Anti-Terrorist Center at the SSU, addcational, scientific, research, and other SSU
establishments and institutions.

266. According to the Article 112 of the Criminal Proced Code of Ukraine prejudicial investigation
in criminal cases initiated under the articles 2P99-1, 258, 258-1, 258-2, 258-3 and 258-4 of the
Criminal Code of Ukraine can be carried out by stigators of the SSU.

267. In the structure of the SSU, AML/CFT investigaicare carried out by:
- The Main Division for Combating Corruption and Ongaed Crime;
- The Department of counterintelligence protectioeadnomy of state;
- The Department for protection of national stateanigation.

State Tax Administration of Ukraine (Tax MilitiE@ FA

268. The activities of the Tax Militia of the STA aretaislished by the Law of Ukraine of December 4,
1990 On Tax Service in Ukraine. The Tax Militiaeoates in the structure of the STA and carries out
control over observation of tax legislation andfpens operational-research, criminal-procedural and
protective functions.

269. The tasks of Tax Militia include:
- prevention of crimes and other offences in the aofataxation, its disclosure,
investigation and proceeding in cases on adminigtraffences;
- search of payers avoiding paying of taxes and athtes;
- prevention of corruption in agencies of state &wvise and disclosure of its facts;
- provision of safety of activity of officials of g tax service agencies, their protection
from illegal encroachments related to executionféi€ial duties.

270. According to the Article 112 of the Criminal Codé Ukraine, prejudicial investigation in
criminal cases initiated under the articles 209 aA8-1 of the Criminal Code of Ukraine can be
carried out by investigators of the DepartmentGombating Laundering of the Proceeds from Crime
of the STA.
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Powers to postpone or waive arrest or seizures

271. There are no explicit provisions which allow lawf@aeement authorities to postpone or waive the
arrests of suspects and/or the seizure of monehéopurpose of identifying persons involved intsuc
activities or for evidence gathering. The evaluatieam was informed by law enforcement agencies
such measures are taken in practice, as thesaudrefthe regular evidence building process amd ca
be undertaken on the basis of the Criminal Proee@ade.

Additional elements

272. Operational units of the Ministry of Interior, Seity Service and State Tax Police can use a
variety of special investigative techniques suchnaietapping and recording telephone conversations
taking photographs and making video recordingeragpting mail, undercover operations, use of
informers, controlled deliveries, examination oémises, buildings and vehicles, etc (article 8hef t
Law on Operative and Investigative Activity of 1&Mfuary 1992). Operational activities are
conducted upon court authorisation which is issupdn request of the head or deputy head of the
operational unit concerned and approval of thegmo®r (article 97.5 of the CPC). These measures
are used when investigating ML and predicate offeriry the law enforcement authorities.

273. Groups specialized in investigating the proceedsnfrcrime are used by Ukrainian law
enforcement authorities, on a temporary basis aspkdally with difficult cases, although as
mentioned investigative groups have the necessmwledge to carry out these tasks. Co-operative
investigations with competent authorities of otbeuantries are carried out, especially by the MIA an
special investigative techniques are used wheressacy.

274. Methods, techniques and trends of ML/TF are comeileannually at the meetings of the
Interagency working group (IWG). The IWG is compmbsd representatives of all law enforcement
and other state agencies, the coordinator bein@@fM. The various parties exchange information
of mutual interest in the AML/CFT area.

Law enforcement powers (Recommendation 28)

275. When conducting investigations of money launderiegorist financing and predicate offences,
law enforcement agencies are authorized to usel@ rsinge of powers. These powers include:
- the search of persons (article 184 CPC) and prem(adicle 177) where criminal
evidence may be hidden and
- the seizure of documents and other materials retatéhe crimes (article 178).

276. Search of persons, private home or any other pippéan individual can only be conducted with
a motivated decision of a judge. The investigatdth the approval of the prosecutor, files a regques
with the court in the place where the investigatisnconducted. If the request is refused, the
prosecutor can challenge within the next 3 daysdision before the Court of Appeal. In urgent
cases, related to saving a life and property odirext persecution of the persons suspected asghav
committed the crime, search can be conducted oitlyavmotivated decision of the investigator or of
the prosecutor approved by his/her superior, afatrimation on the search conducted and results has
to be submitted to the prosecutor within 24 hoartidles 177, 178, 184 of the CPC).

277. Article 186 of the CPC provides that objects, doents, valuables and property of the accused or
suspect can be seized. Correspondence (lettexgrdeis, and other correspondence — postal packets,
parcels, postal containers, postal money ordedipgeams - of the suspect to the accused to other
persons or from others persons to him/her, as wsll information they exchange through
telecommunications ) can also be arrested (arli8ld). The investigator, upon agreement with the
prosecutor, applied to the President of the Cotidmpeal (or his/her deputy) who considers the
request, reviews records of the case, if necedszays the investigator and the prosecutor, and then
takes a decision. This decision cannot be challkrifiee decision should include detailed information
(criminal case and grounds, full name of the perand address, types of correspondence to be
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arrested, period of arrest, name of telecommuwinatagency charged with intercepting the
correspondence.

278. Article 59 of the Law on Banks and Banking spesifteat funds and other values belonging to
physical and legal persons deposited on a bankuatoan be arrested exclusively on the basis of a
court decision. The Criminal Procedure Code (aticr8) provides that documents covered by bank
secrecy can be arrested only upon motivated decifijudge and in the way agreed with the head of
the institution concerned At the same time, artici® of the Code of Criminal Procedure of Ukraine
specifies that the documents covered by bank sestell be dispensed and reviewed in compliance
with the applicable regulations assuring protectibthe national and/or bank secrets. The Heatieof t
institution concerned must follow the procedurealelshed by the National Bank regarding the seizure
of banlézsecrecy documents so as to guarantee tiecfion of the bank secrecy at the time of
seizure.

279. The competent authorities have the powers to takeess statemerfts A witness can be any
person who is known as being aware of circumstatitasare important for investigation, with the
exception of certain categories such as legal psitdeals under a duty of professional secrecy. A
person summoned is required to testify and in oas® show, compulsory appearance can be ordered
and the person can be fined. Witness statementsecased in ML, TF and predicate offence cases by
all law enforcement authorities when investigatincase.

Resources and professional standards (Recommend&3id)

280. All law enforcement staff that the evaluation teamt with expressed satisfaction with their
working conditions, means and resources available.

281. In total approximately 380 employees in the MIA Ide@h AML issues. AML issues are under
the competence of the Main Division for Combatingg&hized Crime and Territorial Divisions for
Combating Organized Crime. As mentioned earllegrd are several other divisions which deal with
AML issues. In 2007, 262 criminal cases were amétil by investigators of the MIA under Articles
209, 209-1 and 306 of the Criminal Code of Ukraine.

282. In the structure of the SSU, AML/CFT tasks are cexed by the Main Division for Combating
Corruption and Organized Crime; the Departmentainterintelligence protection of economy of
state and the Department for protection of natietse organization. Approximately 286 peopleldea
with AML/CFT issues in the SSU - 69 people emplogtdhe central headquarters and 217 people
employed in the regions. In 2007, 33 criminal sagere initiated by the SSU under Articles 209,
209-1 and 306 of the Criminal Code of Ukraine.

283. The Department for Combating Laundering of the Peds from Crime operating within the
structure of the STA counts 39 employees in therakoffice and 611 employees in the regional
divisions. In 2007, 81 criminal cases were ingthby investigators of the STA under Articles 209,
209-1 and 306 of the Criminal Code of Ukraine.Ha tegions that were visited by the evaluation team
(Crimea, Lviv, Donetsk) the number of persons erdamp AML/CFT seemed to be sufficient in
relation to the number of initiated criminal cas&ar example, in Lviv, the Tax Police has initéh20
criminal cases in 2008 and those were handled bgn&&tigators.

284. Being civil servants, the employees of the law esdment authorities must comply with the
general requirements of the Law of Ukraine On CB#rvice’ regarding the need for staff of
competent authorities to maintain high professi@tahdards.

285. The organisation and operation of the Prosecutiodetermined by the Law on the General
Prosecutor’'s Office. The Prosecution’s organisatisrcentralised and based on the principle of

52 Resolution #267 of 14.07.2006 On Approval of thalBag Secrets Keeping, Protection, Utilisation @isclosure Rules,
Par. 4.1 and 4.2
& CPC, Article 68.
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subordination of junior prosecutors to senior pcosers. The Prosecution has a coordinating role of
law enforcement bodies in all criminal investigago

286. According to article 122 of the Law of Ukraine dretPublic Prosecutor’'s Office, the Prosecutor
General is appointed and dismissed by the Presiddditraine under the agreement of the Verkhovna
Rada of Ukraine. The Verkhovna Rada can give a gbhon-confidence to the Prosecutor General of
Ukraine that leads to his/her dismissal. The tefthe Prosecutor General is 5 years.

287. Prosecutors and investigators must have a highgreden Law. Persons that have a criminal
record, except for rehabilitated crimes, cannoygointed as prosecutors or investigators. Thuegte t
do not have practical expertise pursuant to thegrele undergo a probation period of one year.
Prosecutors and investigators of the prosecutdfiseaundergo attestation every 5 years. It igcgyr
forbidden for prosecutors or investigators to meutianeously employed in the private sector.

288. The Division for Supervision over Observation ofalsaat Execution of External Economic and
Investment Activity, and Combating Laundering oé tRroceeds from Crime established under the
GPO consists of 11 officers, executing supervisimer the observation of requirements of the
AML/CFT Law of Ukraine. Moreover, official duties other officers of the GPO, including territorial
prosecutors, include functions of combating moreayntlering and terrorist financing. Overall, 280
people in the GPO deal with AML issues. In 20083 Zriminal cases were initiated by the GPO
under Articles 209, 209-1 and 306 of the Criminatl€ of Ukraine.

289. The evaluation team was made aware of severahtinitis aimed at reforming the Prosecution
services to bring it in line with relevant Europestandards, in particular as regards independence
from risks of political interference. The personBom the evaluation team met did not express any
concerns relating to the operational independendeaatonomy of their agencies.

290. Ethics of conduct and job descriptions of employeelaw enforcement agencies of Ukraine are
also determined by the Laws on Militia, on SecuBgrvice of Ukraine, and on Tax Administration
however the evaluation team has not been in aipogid see the relevant extracts, apart from some
information provided by the STA.

Training

291. The SSU has developed various training programstgoemployees, such as a “Model training
program for investigators of agencies of the SégBervice of Ukraine on investigation of criminal
cases over money laundering”. The system of distaducation is also used where training for
employees on AML legislative, theoretical and picadtissues is carried out on a monthly basis by a
special department of the “National Academy of Seeurity Service of Ukraine”. Furthermore, the
staff of the SSU receives training at the “Stataiffing Centre of Post-Graduate Education - Training
Methodical Centre for Re-Training and Professidd@Velopment of Experts on Financial Monitoring
Issues in the Sphere of Combating Legalization (ideuing) of Criminal Proceeds, and Terrorist
Financing” - hereafter the Training Center - whieas established under the SCFM administration as
a state educational institution.

292. The main task of the Training Centre is to prouigeéning regarding combating money laundering
and financing of terrorism issues to the persoohéte FIU, law enforcement authorities, superysor
authorities, reporting entities and judicial agesciThe training course is approved by the Minisfry
Education and Science of Ukraine and by the SCFM ianincludes a special module for law
enforcement agencies and judges. During the p&@8d-first half of 2008, 109 persons from the
SSU were trained.

293. Employees of the MIA receive training regarding ANHsues at the National Academy of the
Ministry of Internal Affairs of Ukraine. Moreovettaining on AML/CFT theory and practice is held
using the system of distance education as orgarbyeithe Academy. As with all law enforcement
authorities employees of the MIA receive trainingre Training Centre administered by the SCFM.
For the period 2004-first half of 2008, 131 persfsom the MIA were trained.
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294. Various AML training programs have been developedthiw the STA. The training program
“Organization of combating money laundering” ischak the Centre for Retraining and Professional
Development of Administration of State Agencies Tdx Service of Ukraine. The Center of
Professional Training of the State Tax Administatiof Ukraine and the Faculty for Training,
Retraining and Professional Development of Empleyeelrax Militia of the National Academy of the
State Tax Service of Ukraine provide lectures uridertopic “Organization of AML work in agencies
of the State Tax Service”. The number of persoaimed is of 25 persons (in 2004), 77 people in
2005, 78 people in 2006, 50 people in 2007 anchdutie first half of 2008, 26 people. The staff of
the STA also receives training at the Training @eridministered by the SCFM - 135 people were
trained for the period 2004-first half of 2008.

295. The General Prosecutors’ Office of Ukraine has bgpesl a training system regarding AML
issues for prosecutors and investigators of aklevlraining is organised within the Academy & th
General Prosecutors Office of Ukraine in Kyiv. Enyses from the General Prosecutor’s Office also
receive training at the Training Centre regardindLACFT issues. During the period 2004-first half
of 2008 22 people were trained at the Training feent

296. The majority of staff were satisfied by the tramireceived on AML issues. In meetings held in
the region, some of the persons whom the evaluddam met stated that they would appreciate
receiving further training.

Additional Elements

297. AML/CFT training is also provided to the judiciaay the Academy of Judges of Ukraine and the
Training Centre of the SCFM of Ukraine. During tlperiod 2004 - first half of 2008, 34
representatives of the judiciary attended the ealevraining course at the Training Centre of the
SCFM of Ukraine.

298. Furthermore, with the assistance of the TACIS Raogrof the European Union for Ukraine, in the
framework of the Council of Europe Project agamsiney laundering and terrorist financing (MOLI-
UA), during 2008, the Academy of Judges of Ukranaéned 12 judges (trainers) on particularities of
criminal cases related to ML.

Recommendation 32

299. The following statistics were provided on the numimé criminal cases initiated by law
enforcement authorities and on the number of cahgases submitted to court:

Year 2004
Criminal cases under proceedings under the Articl209 of the
Criminal Code of Ukraine
Name of agenc . Criminal cases
L J . antII’!UOUS Criminal cases submitted to court
Total investigations from initiated in the vear
previous years y
Ministry of
Internal Affairs 201 17 184 109
State Tax
Administration 94 22 72 30
Security Service of 73 o4 49 20
Ukraine
General
Prosecutors Office 344 41 303 203
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TOTAL

712

104 608

362

Name of agency

Criminal cases under proceedings under the Articl&06 of the

Criminal Code of Ukraine

Continuous .
Criminal cases

Criminal cases
submitted to court

Total mvestlgatlons from G 1775 T
previous years
Ministry of
Internal Affairs 163 5 158 136
General 1 1 o .

Prosecutors Office

Name of agency

Criminal cases under proceedings under the Articl209' of the

Criminal Code of Ukraine

Continuous _
Criminal cases

Criminal cases
submitted to court

Total investigations from o ;
previous years initiated in the year
General 5 0 5 1

Prosecutors Office

Year 2005

Criminal cases under proceedings under the Articl09 of the

Criminal Code of Ukraine

Criminal cases

Name of agency _ Continuous Criminal cases | Submitted to court
Total investigations from . )
: initiated in the year
previous years
Ministry of
Internal Affairs 152 16 136 82
State Tax
Administration 89 9 80 14
Security Servu:e of 45 1 44 23
Ukraine
General
Prosecutors Office 333 66 267 163
TOTAL 619 92 527 282

Name of agency

Criminal cases under proceedings under the Articl&06 of the

Criminal Code of Ukraine

Continuous .
Criminal cases

Criminal cases
submitted to court

Prosecutors Office

Total mvestlgatlons from T e
previous years
Ministry of
Internal Affairs 150 10 140 122
General 1 0 . .

Name of agency

Criminal cases under proceedings under the Articl€09' of the

Criminal Code of Ukraine

Criminal cases
submitted to court
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Continuous

Criminal cases

Total mvestlgatlons from initiated in the year
previous years
General 5 1 4 1

Prosecutors Office

Year 2006

Name of agency

Criminal cases under proceedings under the Articl09 of the
Criminal Code of Ukraine

Continuous

Criminal cases

Criminal cases
submitted to court

Total mvestlgatlons from o Ly —
previous years
Ministry of
Internal Affairs 149 14 135 91
State Tax
Administration 92 25 67 29
Security Sewlce of 43 10 a3 y
Ukraine
General
Prosecutors Office 311 73 238 129
TOTAL 505 129 473 263

Name of agency

Criminal cases under proceedings under the Articl&06 of the
Criminal Code of Ukraine

Continuous

Criminal cases

Criminal cases
submitted to court

Internal Affairs

Total investigations from initiated in the year
previous years
Ministry of 146 2 144 127

Name of agency

Criminal case

s under proceedings under the Articl@09" of the
Criminal Code of Ukraine

Continuous

Criminal cases

Criminal cases
submitted to court

Prosecutors Office

Total investigations from . ;
previous years initiated in the year
General 7 4 3 1

Year 2007

Name of agency

Criminal cases under proceedings under the Articl09 of the
Criminal Code of Ukraine

Continuous

Criminal cases

Criminal cases
submitted to court

Internal Affairs

Total investigations from o :
previous years initiated in the year
Ministry of 165 14 151 92
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State Tax

Administration 100 19 81 23
Secuﬂtlgr;ﬁgice o 42 9 33 14
Prosfci?c?r?l()fﬁce 325 54 271 161

TOTAL 532 o6 oo o0
Criminal cases under proceedings under the Articl&06 of the

Criminal Code of Ukraine

Name of agency

Continuous

Criminal cases

Criminal cases
submitted to court

Total investigations from iz i west
previous years
Ministry of
Internal Affairs 118 7 111 96
General 1 0 . .

Prosecutors Office

Criminal cases under proceedings under the Articl€09' of the
Criminal Code of Ukraine

Name of agency

Continuous

Criminal cases

Criminal cases
submitted to court

Total investigations from . ;
previous years initiated in the year
General 7 1 6 5

Prosecutors Office

Year 2008- first six months

Criminal cases under proceedings under the Articl209 of the
Criminal Code of Ukraine

Name of agency

Continuous

Criminal cases

Criminal cases
submitted to court

Total investigations from o ;
previous years initiated in the year
Ministry of
Internal Affairs 94 9 85 54
State Tax
Administration 53 18 35 11
Security S_erwce of a1 17 04 s
Ukraine
General
Prosecutors Office 176 52 124 82
TOTAL 364 9% o68 161

Name of agency

Criminal cases under proceedings under the Articl&06 of the
Criminal Code of Ukraine

Total

Continuous
investigations from
previous years

Criminal cases
initiated in the year

Criminal cases
submitted to court
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Ministry of

Internal Affairs 65 3 62 51

Criminal cases under proceedings under the Articl€09' of the
Criminal Code of Ukraine
Name of agency Continuous

Total investigations from
previous years

Criminal cases
Crimina' cases Submitted to court

initiated in the year

Security Service of

Ukraine 1 0 1 0

Effectiveness

300. As explained above, the current system consisésmfmber of different agencies which are active
in the detection and investigation of ML, TF anedicate offences. The evaluation team was told
repeatedly by the designated law enforcement aitig®rthat they did not experience any particular
difficulties when investigating such offences, wigw interlocutors raising issues of concern. This
seemed surprising, particularly as the evaluateamt was told that many ML cases appeared to be
rather complex.

301. From meetings held, the evaluation team’s perceptias nevertheless that investigation of ML
cases appeared to be dispersed among the diffarthdrities and that in certain cases, this sedmed
pose a problem of overlapping competencies or dajidin of work, particularly in the event of cases’
reassignment.

302. The concerns raised by some of the interlocutti®migh not necessarily all confirmed by other
officials met at central level, regarded differampects such as:

- At the level of collection of evidence in the intigation phase, a specific issue is related
to banking information and the use of such infoforatreceived from pre-trial
investigative authorities. Some stated that bafdrimation could only be obtained if a
criminal case was initiated and such informatiotefrelated to 1 person and 1 bank
account, without any additional information on tflews and operations from that
account.

- Difficulties in obtaining a court order to searcnk premises, as it was explained that the
investigator was required to list the exact docusevhich are essential, which would
then be further detailed in the order granting pssion to seize these documents during
the search;

- Timeliness of requested necessary information indgtme by the investigator from
other agencies;

- Some raised the fact that the terms of expertige vo® long and that procedures needed
to be simplified for economic crimes ;

- Duration of period for pre-trial and court investipns, despite the fact that they are
extendable, particularly in complex cases, whicht jparticular pressure on the
investigators;

- the high number of returns of cases to some ofaheenforcement agencies as indicated
by the prosecutors, which would imply a lack of lijyaf case®'

- Lack of sufficient knowledge on economic and finahanalysis of investigators.

303. All law enforcement authorities agreed that colpis one of the main problems they are faced
with and they've stated that a number of effoesehbeen taken in order to address this matter.

% The Ministry of Interior indicated that in 2008 lpr2 criminal cases were returned to the investigabf the internal
affairs bodies with the purpose of their furthedigidnal investigation out of 99. This statementsweonfirmed by the
prosecutors, and it was explained by the active wfl the prosecutor which conducts the supervisibrsuch cases
investigated by the MIA.
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304. The statistics show that the number of criminakesaisitiated and the number of criminal cases
submitted to court have both been falling/rathablst since 2004. Specifically, in 2004, 608 crirhina
cases were initiated under article 209 while in 2@dly 536 criminal cases were initiated. At the
same time, in 2004, 362 cases were submittedud and only 290 in 2007. Regarding article 306, in
2004, 158 criminal cases were initiated and 136rsttied to court, while in 2007, only 112 criminal
cases were initiated and 97 submitted to court. &Maduation team would have expected a significant
increase in these numbers taking into accountttt@number of case referrals provided to the law
enforcement by the FIU has been increasing sinbd,2@e quality of FIU case referrals was said to
have improved, constant training has been provitedaw enforcement employees regarding
AML/CFT issues and that they should have gaineegeepce.

2.6.2 Recommendations and comments

305. Overall, the investigation and prosecuting authesitappeared to have almost all the necessary
powers to investigate and prosecute money laurglefiR and predicate offences and interlocutors
met expressed their willingness and motivationursping their action to combat these crimes, bbth a
the central level and in the regions. The evalmateam’s perception nevertheless was that there
remained significant differences in the regions.

306. As explained earlier, all the law enforcement ageare responsible for investigations. However,
the evaluation team had difficulties in understagdiully which body would be responsible in each
case, despite the legal provisions to which theseweferred to and the procedures for transferaing
case from one to the other law enforcement body.

307. Ukraine should review the current situation in light of the specific concerns raised by the law
enforcement agencies, evaluate the existing pedciimplementation problems related to the
procedures applicable to ML/TF investigations aaicetnecessary measures in order to address these
concerns and prevent risks of duplication of effort

308. The evaluation team noted that authorities in #gians are facing a number of difficulties in
obtaining documents and information for use in ML/lvestigations, particularly with regards to
information held by financial institutions. Alssgme authorities in the regions seemed to be ueawar
of the possibility to obtain information held bydincial institutions through the FIU. The procedure
for obtaining documents and information to be usethvestigations should be carefully examined
and modified. Also, relevant training should bevided to the personnel of authorities in the ragio
which will enable them to obtain this informatiorora easily.

309. Despite existing policy efforts to eliminate cortiop, it is recommended to pursue current efforts
in this area to ensure that they do not impededafercement authorities’ action. Furthermore, given
that the evaluation team was not in a positioreteew the relevant framework covering requirements
of professional standards and ethics of conduetatithorities are recommended to review the current
situation and take all necessary measures to erbatestaff of law enforcement authorities are
required to maintain high professional and ethandards.

310. The authorities should also pursue training effartd provide guidance so as to increase the level
of expertise on ML/TF and financial crimes more erafiy.

311. The law enforcement and judicial authorities’ cotepeies in AML/CFT should definitely be
strengthened, particularly in the regions, in gattr through training developed and/or continued,
placing an emphasis on the systematic recourseandial investigations, the use of existing tcaisl
investigative techniques, analysis and use of ceenggechniques, and by providing relevant guidance.
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2.6.3 Compliance with Recommendations 27, 28

Rating Summary of factors relevant to s.2.6 underlying ovall rating

(2]

R.27 PC e There are concerns with the practical implemenatif the procedure
for ML/TF investigations and regarding risks of dogtion of efforts
which impact on the proper investigation of ML/TF

e Corruption remains an issue of concern

* Statistics show a decline in the number of crimicedes initiated and i
the number of criminal cases submitted to the couhrich casts doubts o
the effectiveness of law enforcement authoritiesion.

S5 S

=}

R.28 LC * There remained concerns as regards the obtainingeoéssary informatio
for use in ML/FT investigations

2.7 Cross Border Declaration or Disclosure (SR.IX)

2.7.1 Description and analysis

312. The State Customs Service (SCS) is a speciallyodg#d central body of executive power which
was created in 1991 with the mission to directoaotinate and control the activigties of customs
authorities, specialised customs institutions arghisation in the implementation of the legislatio
on customs practice. It controls compliance wite thles on cross-border movement of currency
values through the custom borders of Ukr&ine

313. A declaration system operates in Ukraine. The Mafi@ank of Ukraine Resolution no. 148 of 27
May 2008% has established a new Instruction on the transferash and bank metals across the
customs border of Ukraine. This instruction hasrbelaborated in pursuance of the Articles 5, B1, 1
of the Decree of the Cabinet of Ministers of Ukeaof 19 February 1993 N15-93 "On the system of
currency regulation and currency control", and des 7 and 44 of the Law of Ukraine On the
National Bank of Ukraine.

314. According to this Resolution, as regard cash, fvtécdefined as local and foreign currency and
traveller's cheques:

- aperson is entitled to import into and exportafutkraine cash in amount not exceeding
the equivalent of 10 000 Euros subject to an aealatation to the customs office.

- aperson is entitled to import into and export@ut/kraine cash in amount exceeding the
equivalent of 10 000 Euros subject to a writtenlatation to the customs office.

- a legal person can import/export cash without &iotien on the amount as long as a
written declaration is submitted to the customgeff

315. With regard to bank metals, which are defined akuding gold, silver, platinum, platinum group
metals and coins made of precious metals:
- aperson is entitled to import into and export @utlkraine banking metals in weight not
exceeding 500g in form of bars and coins subjeet teritten declaration to the customs
office.

5 Decree of the Cabinet of Ministers of Ukraine 6f Bebruary 19 1993 #15-93 On System of CurrencyuRéign and
Exchange Control, Article 13 (5).
56 Resolution of the NBU No. 148 ‘On Transfer of Casitdl Bank Metals Across the Border of Ukraine’.
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- aperson is entitled to export out of Ukraine bagkinetals in weight exceeding 500g in
the form of bars and coins by obtaining an indieildicense for exporting banking metals
out of Ukraine and subject to a written declaratmthe customs office.

- alegal entity -except authorized banks- is prda&ibito import/export banking metals in
and out of Ukraine.

316. The explanatory form provided with the declaratiorm of the SCS states that banking metals
have to be declared irrespective of the amountcasth or traveler's cheques need to be declared if
their value exceeds the equivalent of 10 000 Euros.

Powers of competent authorities upon discoveryfafse declaration/disclosure or suspicion of ML/FT

317. The Customs Code details the powers of customsensfi which include the right to inspect goods
and vehicles (article 55), inspect and repeat ictspe of the vehicles and luggage in the presemce o
absence of their owner (article 56), carry out peas inspection (article 27), conduct oral
interrogation of citizens and officials of entega$ (article 59), use technical and special messure
(article 62) and involve specialists and expertdigla 65). In accordance with article 22 of the
Customs Code, subdivisions of customs guard caairdahd conduct inspection of goods, transport

vehicles and citizens passing at points of admissiod invite persons to the customs agencies for
clarification of circumstances of violation of costs rules.

318. Upon discovery of a false declaration (includindui@ to make a declaration) the customs officers
have the right to request information regardinguiodation of the customs’ rules from the cartler

319. Failure to declare the goods and vehicles is pabighby fine or seizure of these goods and
vehicle$®. They have no powers to stop or restrain declanegency or bearer negotiable instruments

based on suspicions of ML/FT, apart from cases &bperative information is available or a criminal
case is initiated.

Information obtained and retained

320. When detecting a violation of the customs rulespgating to article 363 of the Customs Code, the
customs officer draw up a protocol which include®imation on the date and location, identification
data of person, the goods, transport vehicles, meats seized in accordance with article 377 of the
Code, the subject matter of the violation and otmeressary information. Information on all cases
where false declarations were made are kept arlddiedt in the Unified Information Analytical
System of the Customs Service. Declarations whiceed the prescribed threshold are not kept in the
database, as they do not constitute violationsistorns rules.

321. The information exchange between the SCFM and @@ iS undertaken on the basis of the joint
agreement from 8 August 2003nd three related protocols (the text of soméne$e protocols have
not been provided and thus were not assessed lgeing:

- Protocol 1 defines the procedure of submission ragistration of information from the central
database of electronic copies concerning foreigistorns declarations on foreign trade
transactions

- Protocol 2 prescribes that the SCS shall submitthipinformation to the SCFM from the central
database of electronic copies of freight custonttadations on foreign trade transactions

- Protocol 3 provides that the SCS shall submit migrtiformation concerning the list of persons
which committed violations of customs rules whilgperting/importing foreign or national

currency or other currency values (including fadeelarations) for amounts higher than 15 000
UAH (or equivalent in foreign currency).

57 Article 22 of the Customs Code of Ukraine.
58 Article 340 of the Customs Code of Ukraine.

% Agreement on co-operation between the State CusstomUkraine and SCFM of Ukraine of August 8, 2003
#15493/161/13.
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322. Through the Unified Information System, the SCFMeiges data containing copies of freight
customs declarations from the State Customs SerVice Customs Service put into operation the
Unified System in 2007.

323. The customs officers the evaluation team met witntioned that the informative letters sent to
the SCFM relate to suspicions of ML, not all typésiolations. The evaluation team believes that t
establishment of an efficient system for notifymiysuch incidents to the FIU should be put in plac
or otherwise all declarations made according todéngaration system are directly available to thé F
and not only freight customs declarations.

Co-ordination among domestic competent authorities

324. Apart from co-operating with the FIU, the SCS ceaates closely with the State Border Service
of Ukraine regarding cases of violations of custoules and smuggling. Each time persons are being
detained by the State Border Service the custorfiserd are informed so that they can take
appropriate measures. The SCS also co-operatesothier agencies in the currency control sphere,
namely the National Bank and the State Tax Admiaigtn. The State Customs Service is also a
member of the Interagency Working Group.

International co-operation

325. At the time of the visit, the State Customs Servizs signed more than 40 bilateral and
multilateral agreements on mutual administrativeisiance in compliance with the model agreement
recommended by the World Customs Organisation.

326. Under information received from the SCS, the SCRMnsits informative letters to foreign FIUs
regarding non-residents who violated customs ratethe Ukrainian border. During 2007 the FIU
submitted 71 informative letters to 19 foreign FIUBlost often mailing is executed with countries
that have joint borders with Ukraine.

327. The Ministry of Foreign Affairs has assisted thet&tCustoms Service in establishing direct
contacts between relevant agencies of Korea, Cldnaatia and Peru and information is constantly
exchanged regarding terrorism issues.

Sanctions

328. Administrative and criminal liabilities for violains of Ukrainian Law are provided by the
Customs Code of Ukraifitand the Criminal Code of Ukraiffe

Sanctions for non-compliance with currency provisios
Type of Description Subject Sanctions
sanctions
Administrative | False or non-declaration Natural Fine of 100 times
sanctions persons untaxed minimum
allowance ($300-$3,00Q)
or seizure.
Officials of | Fine of 500 — 1000 timess
legal untaxed minimum
entities allowance ($1,500¢+
$3,000) or seizure

0 Articles 340 and 352 of the Customs Code of Ulgain
1 Article 201 of the Criminal Code of Ukraine.
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Sanctions for non-compliance with currency provisios
Type of Description Subject Sanctions
sanctions
Concealment of currency Natural Fine of 500 - 1,00(
persons untaxed times minimum

allowance ($1,500¢
$3,000) or seizure.

Criminal Smuggling (CC, article 201) Natural 3-7 years imprisonment

sanctions persons and forfeiture of items.

329. The worth of one minimum allowance is 17 UAH (app)6$2). Taking into account the level of
the fines the evaluation team considers thesetlasrriaw.

330. Also, no information was provided by the SCS regardhe circumstances under which, instead
of imposing a fine, the currency is seized andhenprocedure followed thereafter.

331. If a money laundering or TF offence is suspectedroven, all seizure and confiscation measures
apply, as described in section 2.3 of this ref&inbrtcoming described in section 2.3 and 2.4 (8R.II
have a negative impact.

Precious metals and stones

332. In cases where an unusual cross-border movemeamieoious metals and stones is detected, the
SCS notifies its foreign counterparts (dependinghenorigin of the items detected) so as to establi
the source, destination and purpose of these itSngh co-operation takes place through the various
agreements that the SCS has signed with other riesinNo specific examples of such co-operation
were provided.

Safeguarding information

333. The information kept by the State Customs Servaserkstricted access. Each customs officer has
his/her own password so that control can be exdanevhich person uses the system.

Additional Elements

334. No information has been provided on whether thentguhas implemented the measures in the
Best Practices Paper for SRIX.

335. Information is stored using the Automated InformatiSystem. The FIU accesses information
contained in this system through the Unified Infation System.

Resources and professional standards (RecommendzQio

336. To deal with issues of ML/FT and to enhance co-afiem between the SCS and the FIU a
separate division has been established within thelylical and Informational Monitoring
Department in 2003 at the central office consjsth5 officers. There are 49 customs offices inith
the structure of the SCS and within each of thespexial division is also responsible for AML/CFT
issues.

337. The customs officers that the evaluation team nitft @xpressed satisfaction with their working
conditions, means and resources available.

338. The evaluation team was not provided with suffitieformation to understand fully whether they
are adequately structured, funded, staffed andigedwvith sufficient technical and other resourttes
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fully and effectively perform their functions. Aftehe visit, the authorities indicated that the SCS
counts about 18 000 staff.

339. Being civil servants the employees of the SCS roastiply with the requirements of the Law of
Ukraine On Civil Service, regarding the need faaffsbf competent authorities to maintain high
professional standards. Ethics of conduct are ialdaded in job descriptions. The authorities have
advised that the Law no. 2805-1V on DisciplinaratBte of the Customs Service of 2005 sets out the
rights and responsibilities of the customs seruiteials.

340. The authorities indicated that the education anofegsional development of the officials of
custom agencies on AML/CTF issues is carried ouaigrgular basis at the Kyiv and Khmelnitsky
centers of professional development and at the &wogdof the Customs Service of Ukraine and that
experts of the STA, the SCFM and the National Bainkkraine provide lectures.

Recommendation 32
341. No information was provided to the evaluation teamthe number and amounts of false cross

border declarations. After the visit, the authestprovided information on the cases and amounts of
currency and precious metal stones detained byo@issauthorities:

Vear Currency (min. UAH). e ey et
Cases Amount Cases Amount
2004 8635 34,521 147 0,504
2005 7465 53,109 113 0,794
2006 5578 53,271 146 3,471
2007 5773 66,167 134 4,209
2008 3864 60,906 148 5,178

342. The authorities provided also several examplesgfificant sums of currency, precious metals
and stones seized by customs authorities in thedg&om 2007 to 2008, which ranged from cash
amounts of 150.000 to 1 888 973 USD.

343. Furthermore, the following data was received oreiresdd informational letters on cross-border
cash movements received by the SCFM from the SCS:

2006 2007 2008 Total

26 66 40 132

344. The following data was also provided on fines agplly SCS and property confiscated by courts:

Year Fines
UAH (millions)
2004 2 450
2005 2851
2006 3070
2007 3 167
2008 3673
Year Property
UAH (millions)
2004 135 260
2005 141 098
2006 159 112
2007 164 451
2008 175 586
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345. Statistics were also provided regarding the casdsngited to the SCFM which were then
forwarder to the law enforcement authorities:

2004 - 3 criminal cases initiated, 6 materials watded to criminal cases
2005 - 3 criminal cases initiated, 9 materials wastded to criminal cases
2006 - 8 criminal cases initiated, 9 materials watded to criminal cases
2007 - 7 criminal cases initiated, materials wetéea to criminal cases
2008 - 11 criminal cases initiated, 15 materialsenaelded to criminal cases

2.7.2 Recommendations and comments

346. In the National Bank of Ukraine Resolution no. 14827 May 2008, the definition of cash
includes traveller's cheques, however the termvélar's cheques’ does not cover all bearer
negotiable instruments. This is also the casbeéreplanatory form (English version), providedhwit
the declaration form of the SCS, which states tiagh or traveller's cheques need to be declared if
their value exceeds the equivalent of 10 000 Eurblsere is no mention of other bearer negotiable
instruments except for traveller's cheques. Howewerthe actual customs declaration (English
version) the term ‘currency values’ is used instefithe term ‘traveller’s cheques’. Currency value
according to the Customs Code of Ukraine (Articieréfer to Ukrainian currency, foreign currency,
payable documents and other securities and bankatals.

347. Furthermore, the Resolution of the Cabinet of Mais No. 748 On the list of Information which
is proclaimed by the citizens according to the gnibed form in case of transmission by them over th
customs border of Ukraine of goods and other objeti5 July 1997, refers to the ‘sum of Ukrainian
and foreign currency in cash, payment documentsadher securities, banking metals, number of
items from precious metals and precious stonesykad and condition’.

348. It appears that the declaration system obligatidoscover all bearer negotiable instruments.
However Ukraine should make the necessary amengrrentder that the resolution of the NBU and
the explanatory form provided with the declaratiorm of the SCS also refer to all bearer negotiable
instruments and not only to traveller’'s cheques.

349. The SCS should have the authority to restrain cgyreor bearer negotiable instruments when
there is a suspicion of ML or FT.

350. As regards the information available to the finahaitelligence unit, the evaluation team was not
fully able to assess the scope of such informatipappears that the authorities have put in pkace
system which enables the SCFM to be notified afaeincidents (list of persons) and freight cussom
declarations. However, the authorities should rgwiee current and ensure that it covers fully eithe
all suspicious cross-border transportation incisl@ntenables the FIU to have direct informatiorathn
declarations made according to the declaratioresysinformation contained in customs declarations
is not retained by the SCS. A system should beldped for storing this information.

351. The evaluation team considers that the adminisggtenalties for false or non declarations should
be raised considerably. Taking into account the ébances of detection, the fines are not considered
to be dissuasive or effective. The possible coafisn of the cash is not dissuasive, in particatarin
cases where the cash or bearer negotiable insttaraem smuggled on behalf of a third person who
actually owns the money.

352. The team was not in a position to assess fullyeffectiveness of the action of the SCS based on
an assessment of its structure and capacitiesn gihee little information which was provided during
the on-site visit and thereafter. Thus the autlesribre recommended to undertake a review of the
human and financial capacities of the SCS to enthateit can adequately take necessary measures to
detect and prevent cross border movements of ayreand bearer negotiable instruments.
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Furthermore, additional efforts should be madeateec through relevant guidance and training issues
related to cross border cash and bearer negofiasieiments movements and related ML methods
involving the movement of cash to and from Ukraamel raise awareness of customs bodies on ML
issues. Efforts to prevent and sanction corrup#iithin the Customs Service should be pursued.

2.7.3 Compliance with Special Recommendation IX

Rating Summary of factors relevant to s.2.7 underlying owv@ll rating

SR.IX PC *  NBU resolution and related explanatory form of B€S do not appear to
cover all bearer negotiable instruments

. No powers to stop or restrain declared cash orgoemyotiable instruments in
case of a suspicion of ML/FT.

e The administrative fines available for false or +uwmtlarations are nat
dissuasive and not effective.

e Shortcomings identified in R. 3 and SR.III also lg@p this context.

. Information and documents regarding various isswee not provided in orde
to properly understand the functioning of the gystée.g. full scope of
information available to the FIU, adequacy of teerdination among relevant
authorities) and assess the effectiveness of stersy

. Doubts about the human and financial resourceshefSCS and relevant
training.

=
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3 PREVENTIVE MEASURES - FINANCIAL INSTITUTIONS

Overview of legal and regulatory framework

353. The highest form of binding law in Ukraine is ther@titution, the Codes of Ukraine and the laws
of Ukraine. The Law of Ukraine on the Preventiond aCounteraction to the Legalization
(Laundering) of the Proceeds from Crime (Basic Lag)s out the scope and basic AML/CFT
obligations for financial institutions including ddtification, record keeping, and the transaction
reporting regime (compulsory monitoring and initimancial monitoring). The Basic Law has been
subject to a number of amendments: December 2Gfigukry 2003, May 2004 and December 2005
in order to meet particular FATF requirements. Blasic Law is supported by the Law of Ukraine on
Banks and Banking (as amended in April 2007), wtapplies to banks, the Law on Securities and
Stock Market, which applies to entities performiactivities on the stock market, and the Law of
Ukraine on Financial Services and State Regulatfdfinancial Markets, which set out obligations for
non-banking financial institutions.  For the posps of the evaluation, these four laws qualifiias
or regulation” as defined in the FATF Methodology.

354. The competent authorities within Ukraine have igsaenumber of documents, referred to as by-
laws and which provide further details on the badiigations set out in the Basic Law, the Law of
Ukraine on Banks and Banking and the Law of Ukraind=inancial Services and State Regulation of
Financial Markets.

State Commission on Financial Monitoring (SCFM)

355. According to the Basic Law, Article 13, Part 2sfibullet, the SCFM can make “proposals on the
elaboration of legislative acts...”, in elaboratiofi ather regulations relating to prevention and
counteraction to the legalization (laundering) e proceeds and financing of terrorism.” The SCFM
has the power to issue regulations necessary fforp@ng its tasks and functions as per Articleaf3
the Law. As a result, the SCFM has issued Order4@owhich applies to all financial institutions
subject to the Basic Law and stipulates the remerds related to procedures which financial
institutions implement, including appointing a cdiapce officer responsible for financial monitorjng
establishing procedures for financial monitoringgctbsure of financial transactions to the SCFM and
identification of customers.

356. The SCFM also has the power to “provide the coartitim and guidance of activity of entities of
initial financial monitoring in the sphere of pred®n and counteraction to the legalization
(laundering of the proceeds and financing of tésror(Basic Law, Article 13, Part 2, seventh bullet)
Therefore, the SCFM issues recommendations and Imaés which financial institutions can use to
comply with their AML/CFT obligations. These recomandations are considered to be guidance
rather than “other enforceable means”.

National Bank of Ukraine (NBU)

357. Although not related specifically to AML/CFT, theoBrd of the NBU under the Law of Ukraine
on the National Bank of Ukraine, Article 15 (6),ncdssue the enactments, regulations and other
subordinate legislation acts of the National Barik.addition, Article 56 states that the NBU casuis
legislative and regulative acts in the form of teons, instructions, statutes, approved by resmis
of the Board of the National Bank. These are lsigddn banks. As such, the NBU has issued
Resolution of the National Bank of Ukraine No. 188 Approving the Regulation on Implementing
Financial Monitoring by Banks (14 May 2003) whidattsout requirements on procedures for internal
financial monitoring, customer identification, dissures on financial transaction, information that
should be submitted to the SCFM, the role and msipdity of the compliance officer, and staff
training. The NBU was able to demonstrate thahforces against breaches in the Basic Law, Law of
Ukraine on Banks and Banking and NBU Resolution. Z88ough banks are subject to SCFM Order
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No. 40, the NBU is not authorised to impose sanetifor breaches of the requirements under this
order.

358. The NBU also regularly issues letters to bankstwided further guidance on how to comply with
their AML/CFT obligations. These letters are coesed to be guidance but to do not establish any
formal requirements on banks.

State Commission on Financial Services Markets Régn (SCFSMR)

359. The State Commission on Financial Services MarRetgulation has a general power under the
Law of Ukraine on Financial Services and State Reiun of Financial Markets, Article 28 (1), to
draft and approve by-laws that will be obligatogr financial institutions. Instruction No. 25 (5
August 2003Y of the State Committee on Financial Services aaduRation of Financial Services
Markets provides further details on how financiaktitutions will need to comply with their
AML/CFT obligations. The SCFSMR enforces againgglohes in the Basic Law, Law of Ukraine on
Financial Services and State Regulation of Finamdaket, SCFSMR Instruction No. 25 and SCFM
Order No. 40.

State Commission on the Securities and Stock MEKesSM)

360. The State Commission on the Securities and Stoakéflan accordance with the Law of Ukraine
on State Regulation of Securities Markets in Ul@aiArticle 8(13) has the right to issue by-laws
which are obligatory for the financial institutioribat it supervises. The Decision of the State
Commission of Securities and Stock Exchange No.(838ctober 20055 provides further details on
how financial institutions that it regulates wiked to comply with their AML/CFT obligations. The
SCSSM enforces against breaches in the Basic Law,df Ukraine on Financial Services and State
Regulation of Financial Market, Decision No. 538l &CFM Order No. 40.

361. The by-laws (SCFM Order No. 40, NBU Resolution M89, SCFSMR Instruction No. 25 and
SCSSM Decision No. 538) require registration whbk Ministry of Justice which is responsible for
ensuring that they do not conflict with the exigtiaws of Ukraine. Although in some cases these by
laws are referred to as legislation or regulatiodar the Ukrainian system, for the purposes of this
evaluation they are considered to be “other esflite means”, given that these are not issued or
authorised by a legislative body but by the compiet@thorities using a rule-making power they have
from their respective legislations. The by-laws emasistent with the definition of “other enforcéab
means” as defined by the FATF methodology.

Customer Due Diligence and Record Keeping

3.1 Risk of money laundering or financing of terrorism

362. Ukraine has decided to apply its AML/CFT framewaelually to all financial institutions
irrespective of the level of risk. Although thererio explicit reference to a risk-based approach in
Ukrainian legislation, there is some recognitionrisk within the various requirements related to
customer due diligence. Please see section 3fRribier description of these requirements.

2 |nstruction registered with the Ministry of Justion 15 August 2003 (715/8036), with changes intred under
Instructions No. 121 of 13 November 2003, No. 3B&%April 2004, No. 5720 of 28 April 2006, No. 728f 10 May 2007
3 Decision registered with the Ministry of Justiae 1 November 2005 (1379/11659)
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3.2 Customer due diligence, including enhanced or red@d measures (R.5 to R.8)

3.21 Description and analysis

Recommendation 5

363. The legal framework for customer due diligenceesaut in a variety of legal documents. The
basic obligations on customer identification aré @at in the Basic Law. The SCFM has issued
further requirements stipulating the procedurecanducting customer identification through Order
No. 40, 24 April 2003 (SCFM Order No. 40). Botle tBasic Law and SCFM Order No. 40 apply to
all financial institutions. For banks, further t@gments on customer identification are set ouhe
Law on Banks and Banking, Articles 63-65 and thedRdion of the National Bank of Ukraine No.
189. For non-bank financial institutions simil@quirements are provided for in the Law of Ukraine
on Financial Services and State Regulation of FiishiServices Markets, Article 18, the Instruction
No. 25 of the State Committee on Financial Servamesd Regulation of Financial Services Markets
and the Decision of the State Commission of Seearénd Stock Exchange No. 538.

364. In addition, the SCFM has issued a number of mogdet on internal financial monitoring which
includes guidance on customer identification. Tingdel rules repeat much of what is in the Basic
Law and SCFM Order No. 40. Due to the large numifethese SCFM Orders the Ukrainian
authorities were unable to provide all the trafmstef*. Orders have been issued on the following:

- No. 248 on approval of model rules and programs danducting internal financial
monitoring by the officials of the bank (06.12.06);

- No. 217 on model rules for conducting internal fic@al monitoring by non-banking
institutions (31.10.07);

- No. 267 on model rules for conducting internal ficial monitoring by insurance
companies (22.12.06);

- No. 37 on model rules for conducting internal fioial monitoring by gambling
institutions (28.02.07);

- No. 78 on model rules for conducting internal ficiah monitoring by credit unions

(28.04.07);

- No. 114 on model rules for conducting internal ficial monitoring by depositories
(27.06.07);

- No. 148 on model rules for conducting internal ficial monitoring by securities traders
(31.08.07);

- No. 201 on model rules for conducting internal fic@al monitoring by registers
(30.10.07);

- No. 232 on model rules for conducting internal ficial monitoring by pawn-shops
(25.12.07);

- No. 234 on model rules for conducting internal fioial monitoring by leasing provider
(26.12.07).

365. These model rules are not treated as other “erdbleameans” but rather as “guidance”, which the
regulators take into account when drafting the mef@ble measures (eg. resolutions)..

Anonymous accounts and accounts in fictitious names

366. Financial institutions are explicitly prohibitedofn opening and maintaining anonymous or
numbered accounts (Law on Banks and Banking, &rel, Part 1 and Law of Ukraine on Financial
Services and State Regulation of Financial Servidaskets, Article 18, Part 1). In addition, the
requirement in the Basic Law, Article 6, Part Ifeefively ensures that anonymous, numbered and
fictitious named accounts are not allowed to ekistkraine by requiring that “an entity of initial
financial monitoring shall, on the basis of subedtbriginal documents or their duly certified capie

" The following Orders were received following the-site inspection: 114, 148, 232 and 234.
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identify the persons engaged in financial transastisubject to financial monitoring pursuant tc thi
law.” The financial institutions interviewed byettevaluation team reported that they did not open o
maintain anonymous, numbered or fictitious namecbaets. In addition, they could not transfer
money unless identification had been verified.

367. The NBU also issued on 4 June 2003 Resolution M. @n the procedure of closing the
anonymous foreign exchange accounts and encodedrascof physical persons (residents and non-
residents) in the foreign currency and nationateney of Ukraine, which led to the closure of all
previously opened anonymous accounts in banks.

Customer due diligence

When CDD is required

When establishing a business relationship

368. Article 6, Part 1 of the Basic Law, requires than “entity of initial financial monitoring shall, on
the basis of submitted original documents or thaly certified copies, identify the persons engaiged
financial transactions subject to financial monitgr pursuant to this law.” This ensures that
customer identification is required when establigha. business relationship.

Banks

369. The Law on Banks and Banking, Article 64, Partegjuires that “[...] the banks shall identify the
following persons: customers opening accounts wiie bank [...Jcustomers performing the
transactions subject to financial monitoring [...]".

Non-bank financial institutions

370. The Law of Ukraine on Financial Services and SReégulation of Financial Services Markets,
Article 18, Part 3, requires that “A financial iitstion shall identify, in accordance with Ukrainia
legislation: clients that open accounts in finahdiestitutions and/or conclude the contracts on
rendering financial services]...]clients which fulthe operations which are subjected to financial
monitoring.”

371. Therefore, all these respective requirements erthatédentification is required when establishing
business relations.

When carrying out an occasional transaction
Banks

372. Banks are required to identify “customers perfogmicash transactions without opening an
account in the amounts exceeding equivalent of LB8H)00.00” (equivalent to approximately just
under €7,000) under the Law on Banks and Bankingidla 64, Part 3, 3rd indent). This does not
meet the FATF requirement as it is limited to cirahsactions and does not cover wider situations.

Non-bank financial institutions

373. Ukraine does not apply any threshold requirememtliation to non-bank financial institutions.
The Law of Ukraine on Financial Services and SRdgulation of Financial Services Markets, Article
18, Part 3, requires non-bank financial institusida identify “clients that open accounts [...] and/o
conclude the contracts on rendering financial ses:d' In addition, Part 4 requires financial
institutions to “render corresponding financialvéegs only after establishing of identity of théeoks
and fulfillment of measures “in compliance” with AMCFT legislation. Therefore, they will identify
the customers regardless of any threshold.
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When carrying out wire transfers

374. For wire transfers, the requirements to identifgtomers is set out in NBU Resolution No. 348,
section V, paragraph 4(e). However, this requirgni® not set out in law or regulation as required
under criterion 5.2 (c).

When there is a suspicion of money laundering

375. The Ukrainian authorities consider this requiremieninet by the Basic Law, Article 7, Part 1
which requires that “An entity of financial monitog shall have the right to refuse financial
transaction if such entity finds that the finandiansaction is subject to financial monitoring guant
to this Law; in such case an entity of initial firtéal monitoring shall identify the persons engaged
the financial transaction, its nature and subnig iiffformation to the Authorized Agency.” In effec
financial institutions would identify the customirthe transaction is subject to internal financial
monitoring i.e. where there is suspicion of monaynidering or terrorist financing. Article 12 ireth
Basic Law provides a list of detailed indicatorsiathg when financial transactions will be subjext
internal financial monitoring. This includes:

- “Non-standard or excessively complicated finandi@nsaction that has no evident
economic sense or obvious legal aim [...]"

- “Non-compliance of a financial transaction with thetivity of legal entity defined by
statutory documents of such entity][...]”

- “Repeated financial transactions, the nature ofthvtgives grounds to believe that their
aim is to evade the procedures of compulsory firmmonitoring established by this
Law[...]".

376. Article 12 also includes a catch-all indicator whiequires that “Internal financial monitoring can
also be applied to other financial transactionssnvan entity of initial final monitoring has grountb
believe that a financial transaction is aimed galization (laundering) of proceeds.”

377. The authorities also contended that the obligatioder Article 6 (1) of the Basic Law to identify
persons engaged in financial transactions subgefihancial monitoring would mean that customers
would be identified regardless of any exemptionshoesholds. In addition, according to the Basic
Law, Article 8, requires that “If employees of tkatity if initial financial monitoring engaged in
financial transaction is carried out to legalizaugider) the proceeds, this entity shall inform the
Authorized Agency (SCFM) of such transaction.”

Banks

378. Although banks are able to apply a threshold reguént when conducting identification, there is
no requirement in law or regulation which expligitequires them to undertake due diligence when
there is suspicion of money laundering or terrofisancing, regardless of any exemptions or
thresholds. In addition, the Basic Law referenttes fact that it is also aimed at the financing of
terrorism but this term is not defined. The Ukramauthorities advised that the terrorist finagds
defined in the Criminal Code of Ukraine, Article&8). However, no cross reference is provided in
the Basic Law to this definition and as discusseddction 2 of this report the definition of teisbr
financing does not meet the FATF requirement.

Non-bank financial institutions
379. Given that non-bank financial institutions will leato identify in all situations and do not apply

any exemptions or thresholds, criterion 5.2(d) does apply (the Law of Ukraine on Financial
Services and State Regulation of Financial Serltakets, Article 18, Part 3).
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When there are doubts about the veracity/adequatgreviously obtained customer identification

380. The Basic Law, in Article 5, Part 1, first bulleprovides that “an entity of financial monitoring
shall identify the person engaged in the finantriahsaction if there are reasons to believe that th
information regarding the identification of the gen should be clarified.” The evaluation team
considers that this does not entirely meet the FAGdtirement, as there is no explicit reference to
conducting CDD in case of doubts about the veramitiapdequacy of previously obtained customer
identification data, and that as such the existaggiirements do not cover the full scope of CDD.

381. In addition, SCFM Order No. 40, paragraph 5.8 negguthat “[...] if documents, on the basis of
which identification was held, has been amendedh@period of their validity terminated, than upon
conducting by the client of financial transactiehich is subject to financial monitoring , the énti
[...] is obliged to carry out identification in acaance with the legislation.” However, this is raitl
out in law or regulation.

Banks

382. There is a requirement for banks in NBU Resoluti@®, paragraph 3.7, which requires that “In
case there is a doubt as to the authenticity afrindtion or documents, submitted by the client, the
Bank, taking into consideration the level of risiat the client is engaged in a transaction aimed at
laundering or legalization of proceeds from crit@des actions to verify information and documents
submitted by the client.” However, this is notlaiut in law or regulation.

Non-bank financial institutions

383. The authorities referred in this context to SCFSMRtruction No. 25 (5.2, second bullet) and
SCSSM Decision No. 538 (6.2, Part 2) which botleréd identification of clients in cases where ¢her
has been a modification of the information or exmif documents and to the requirements in SCFM
Order No. 40, paragraph 5.8. However, there is xpli@t requirement in law or regulation which
requires non-bank financial institutions to undeetaCDD measures where it has doubts about the
veracity or adequacy of previously obtained custoichentification data.

Required CDD measures

Natural persons

384. In order to identify natural persons, financialtingions are required to verify identification time
basis of original documents or certified copies gjBaLaw, Article 6, Part 1). The following
identification data is required under the Basic |La@wticle 6, Part 2: surname, name, patronymic
name, date of birth, series and number of pasgpordther identification document), date of itsuiss
and issuing agency, place of residence and idestifin number from the State Register of Natural
Persons — payers of taxes and other compulsory gragm Similar information is required for non-
resident natural persons. These requirementsepeated in SCFM Order No. 40, paragraph 5.3,
NBU Resolution 189, paragraph 3.3, SCFSMR InstomctNo. 25, paragraphs 5.4 (a) and (c) and
SCSSM Decision No. 538, paragraphs 6.4 (a) and (c).

385. The NBU has issued Resolution No. 492 On appro¥/&tegulations for procedure of opening,
keeping, and closing of accounts in national aneidm currency which applies to banks. This
resolution determines what type of documents acegable for identification for the different types
of customers. In addition, the NBU regularly paes banks with explanations and clarifications,
letters of comment and recommendations to enabémn tho comply with the identification
requirements on natural and legal persons. Tfaesnration is available on the NBU website.

386. The State Commission on Securities and Stock Mdrasta “frequently asked questions” section

on its website which provides guidance on how fimmesy comply with identification requirements.
Following the onsite visit, the SCSSM advised tthese frequently asked questions covered issues
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such as identification of beneficial ownership, tyae of identification documents are acceptabte f
residence or temporary residence.

387. The State Commission on Financial Services MarkeguRation has not issued any further
guidance on identification beyond Instruction Nb. 2

388. Financial institutions met by the evaluation teaiwised that they do not encounter any problems
with the identification requirements as all citizesver 16 are required to have a passport. Fasmin
under 16, accounts would be opened with a birttificate.

389. Within both the Law on Banks and Banking (Articld, @art 7) and the Law of Ukraine on
Financial Services and State Regulation of Findr®éavices Markets (Article 18, Part 9) there is a
provision which entitles all financial institutions obtain information from the state bodies, baakd
other legal entities to verify customer informatias required by Ukrainian legislation. These badie
are required to provide such information to theficial institution free of charge within ten worgin
days from the date of acquiring the statement. uAlmer of financial institutions advised that there
were difficulties in accessing information from tBe&ate Register, particularly related to identifima
of beneficial owners, and from the State Tax Adstmation. In many instances, requests for
information were rejected by the state bodies. r@foee, the Ukrainian authorities should ensuré tha
financial institutions have greater access to itifisrmation to enable them to comply with customer
due diligence requirements.

Legal persons

390. For legal persons, the Basic Law, Article 6, Pantequires that the following information is
collected: name, legal address, state registratiocuments (including statutory documents,
information about officers and their functions,.gtientification code from the Unified State Retgr
of Enterprises and Organizations of Ukraine, refees of the bank which opened the account and
account number. The Ukrainian authorities advibed the legal status of a legal person is confirme
by its state registration identification numberor Fegal persons that are non-resident the fulleyam
location and references of the bank that openedatiweunt and account number will need to be
collected. In addition, NBU Resolution No. 189rgmraph 3.4, requires that “the data on the legal
person registration based on the copy of legaleddact from trade, banking or court register or on
the duly certified document of registration isstiydhe Authorized body of a foreign country ceetfi
by the notary.” (This requirement is repeated irfFSBIR Instruction No. 25, paragraph 5.4 (d) and
SCSSM Decision No. 538, paragraph 6.4 (d)). Bhthrequirements for resident and non-resident
legal persons are repeated in SCFM Order No. 4agpaph 5.3, NBU Resolution No. 189, paragraph
3.3, SCFSMR Instruction No. 25, paragraphs 5.4 gbyl (d) and SCSSM Decision No. 538,
paragraphs 6.4 (b) and (d). All the informatiofexcied will be reviewed.

391. There is a requirement in both the Law on BanksEautking (Article 64, Part 6) and the Law of
Ukraine on Financial Services and State Regulaifdfinancial Services Markets (Article 18, Part 8)
on collecting identification on legal persons samnito the requirements highlighted in the paragraph
above on natural persons.

Authorised representatives

392. Both the Law on Banks and Banking (Article 64, P&rtand the Law of Ukraine on Financial
Services and State Regulation of Financial Servidascets (Article 18, Part 3) require that finaricia
institutions should identify “persons authorisedatct on behalf of [...] customers”. There is no
specific requirement to verify the identity of therson authorised to act on behalf of the customer.
However, both the Ukrainian authorities and finahdnstitutions advised the evaluation team that
they considered this to mean that in effect idgntitl need to be verified.
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Beneficial owner
Banks

393. According to the Law on Banks and Banking, Arti6l&, Part 6 “In order to identify a customer
who is a legal entity the bank shall identify theividuals who own, control, either directly or
indirectly, or benefit from the activity of sucHemal entity.

394. However, this does not cover all elements of thiindien of beneficial ownership as defined in
the Glossary of the FATF Recommendations. Theireauent in Part 6 only refers to a legal entity
but there is no reference to the natural person wtimately owns or controls a customer and/or
person (i.e. natural person) on whose behalf s#tion is being conducted. As a consequence, the
requirement to identify beneficial owners does nover all situations expected under the FATF
Standards.

Non-bank financial institutions

395. A similar requirement to identify beneficial owneggists in the Law of Ukraine on Financial
Services and State Regulation of Financial Servidaskets, Article 18, Part 8: “In order to identify
the client who is a legal entity, the financialtingion shall identify natural persons who are ensof
this legal entity, have direct or intermediate uefhice on it and get an economic benefit from its
activity” .

396. The requirement to identify beneficial owners does cover all situations expected under the
FATF standards.

397. The experience of many of the bank and non-bardatial institutions which the evaluation team
met suggested that many of them do not look a®lgla beneficial ownership as required under the
FATF standard. In addition, the current narrow fiptetation of beneficial ownership requirements
meant that bank and non-bank financial institutimese not covering all situations expected under th
FATF standards.

Customer acting on behalf of others

398. Under the Basic Law, Article 6, financial institis are required to determine whether the
customer is acting on behalf of another person, stmslld then take reasonable steps to obtain
sufficient identification data to verify the ideytiof that other person: “In case when a person
represents another person or if an entity of infirrancial monitoring has doubts about whether a
person acts in its own name or a beneficiary ighargerson, an entity of initial financial monitay
shall identify, according to the provisions of tiigticle and other laws that regulate such procedur
the person, on behalf of which the financial tratisa is executed, or the beneficiary.”

Banks

399. Although there is nothing in the Law on Banks arahBng, NBU Resolution 189, requires that
“In case a person acts as a representative of @npénson [...] the bank shall according to items 3.3
and 3.4 also identify the person in whose namér#iresaction is performed or who is the beneficfary.

Non-bank financial institutions

400. In addition to the requirements in the Basic Lawe taw of Ukraine on Financial Services and
State Regulation of Financial Services Marketsichgtl8, part 6, requires that “In the case oflitou
that person does not act in his/her name the finhitstitution shall identify person in whose name
the financial operation is going to be fulfiledBoth SCFSMR Instruction No 25, paragraph 5.1 and
SCSSM Decision No. 538, paragraph 6.1 require ‘fiiat party acts as a representative of another
party, or if the entity has doubts as to whethehsa party acts on its own behalf or as to whether
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another party is the true beneficiary, the entitystmalso identify the parties, on whose behalf or
instruction the financial transaction is being parfed, or who are the beneficiaries.”

Identification of beneficial owners of legal persand legal arrangements

401. The concept of a legal arrangement does not exisiel Ukrainian legal system. Where a customer
is a legal person, financial institutions are reggdiiunder SCFM Order No. 40, paragraph 5.5 to Ystud
the constituent documents of the legal entity amclichents which confirm its state registration and i
particular the rightness of their registration {takinto account all the registered changes); thken
up of the founders of legal entity and its linkestgons; the structure and functions of the manageme
bodies of legal entity; and size of the registesiad prepaid charter fund”. Similar requirements ca
be found in NBU Resolution No. 189, paragraph 318 SCFSMR Instruction No. 25, paragraph 5.5.
Further guidance is provided by the NBU to banksatwat type of documents should be reviewed
(Resolution No. 492, 12 November 2003, About Apptasf Instruction On the Order of Opening,
Use and Closing of Accounts in National and Forelinrencies, paragraph 3.2 and a letter on the
identification of legal entities who have been avgte customers of the bank — 20 November 2003 -
48-012/589-8601). In addition, the SCFM advisedttht has provided guidance to financial
institutions concerning the identification of legarsons and this is available on the SCFM website.

402. There appears to be an inconsistency betweeretheérements in SCSSM Decision No. 538 and
in SCFM Order No. 40, which may result in a ladkclarity over what financial institutions in the
securities sector subject to both these obligatayesrequired to do to understand the ownership and
control structure of customers that are legal peysor arrangements. SCSSM Decision No. 538,
paragraph 6.5 requires that “If the parties cagyont a financial transaction falling within thetigyi
criteria of the classification of the parties cliaegsised by the increased degree of the probaluifity
their engaging into transactions, which can betedldo legalising (laundering) the proceeds of erim
or financing the terrorist activities, then incredsattention shall be paid to: the ascertainment of
beneficial owners, the correctness of the execudfaihe constituting documents (taking into account
all the registered changes), the founders of thal lentity, the structure of management bodiesef t
legal entity, and their powers]...]". The refererioe'the increased degree of the probability ofithei
engaging into transactions” is only found in SCSBBtision No. 538 and not in SCFM Order No. 40.
This in effect means that only those customersidensd as higher risk of money laundering would
be subject to the measures and there is no geeeratement.

403. There is no separate requirement in Ukrainian ke, requiring financial institutions to
determine who are the natural persons that ultimaten or control the customer, including those
persons who exercise ultimate effective controk@vkegal person or arrangement. Instead for hanks
the Law on Banks and Banking, Article 64, Part €eiged on: “In order to identify a customer who is
a legal entity the bank shall identify the individsi who own, control, either directly or indirecttyr
benefit from the activity of such a legal entity”.

404. For non-bank financial institutions, it is the Lasf Ukraine on Financial Services and State
Regulation of Financial Services Markets, Artick Part 8, “In order to identify the client whods
legal entity, the financial institution shall idégtnatural persons who are owners of this legaitgn
have direct or intermediate influence on it andayeeconomic benefit from its activity.

Purpose and nature of the business relationship

405. Under SCFM Order No. 40, paragraph 3.5, financiatifutions are required to take measures to
clarify the nature and purpose of financial tratisas.

Banks
406. Under NBU Resolution No. 189, paragraph 3.15, baksrequired to establish the purpose and

the nature of future business relations when dstaby relations with customers. They are also
required to maintain an internal questionnaire wergclient to implement the customer identificatio
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obligations, which should include information redjag the “purpose and reasons for establishing
relations with the bank]...]” (NBU Resolution 189,rpgraph 3.1).

Non-bank financial institutions

407. SCFSMR Instruction No. 25, paragraph 3.7, requiheg procedures should be established to
ascertain the nature and objective of financialdestion.

408. SCSSM Decision No. 538, paragraph 6.5 requirestlif parties carrying out a financial
transaction fall within the entity's criteria ofethclassification of the parties characterised by th
increased degree of the probability of their engaginto transactions, which can be related to
legalising (laundering) the proceeds of crime omaficing the terrorist activities, then the increlase
attention shall be paid to [...] the objective andugrds for the performance of transactions...]”
However it only refers to collecting this infornmat in higher risk situations but does not cover th
cases of low or normal risk customers, where suébrmation should also be requested by the
financial institution.

Ongoing due diligence

409. There is no specific requirement in law or regolatio conduct ongoing due diligence on the
business relationship applicable to all financratitutions. Nor is there a general requirement tha
ongoing due diligence should include scrutiny ehtactions undertaken throughout the course of that
relationship to ensure that the transactions beimgducted are consistent with the institution’s
knowledge of the customer, their business andpiskile, and where necessary, the source of funds.
SCFM Order No. 40, paragraph 5.2, requires findnioistitutions to have measures to conduct
additional study of the customer. In addition, gaaph 5.8 states that “In case if risk of carrying
by the client of financial transaction for the légation (laundering) of proceeds from crime is
estimated by the entity as large, the entity specifhformation, received according to the resafts
identification and studying of client, which cagieut financial transaction, not rarely than once a
year. For other clients, the terms of informatigedafication should not be more than three years.”
However, these requirements are not explicit endagheet the FATF standard - there is no reference
within the text to “ongoing due diligence”.

Banks

410. NBU Resolution No. 189, paragraph 3.1, part 4, ireguithat the bank shall quarterly carry out an
analysis of client’s transactions with regard teitttompatibility with client’s financial standirgnd
substance of client’'s business, it must cover l@hts accounts opened in the bank’s subdivisions.
Paragraph 3.12 requires that “The bank updatesniraftiion regarding identification and research of a
client at least once a year, if the risk of perfimgntransactions by the client to legalize (laufdee
proceeds from crime is estimated by the bank ds; ligg other clients information shall be updated
each 3 years.” However, this is not set out in dawegulation.

Non-bank financial institutions

411. There is no requirement in law or regulation fon robanking financial institutions to conduct on-
going due diligence on the business relationsh@SMR Instruction No. 25, paragraph 5.5 requires
that “While examining the constituting documents alocuments confirming the state registration
which constituting legal entity, special attentiowst be paid to: [...] the match between financial
transaction and the normal business of the legétlyeln..] a description of sources of origin and
methods of the transfer (contribution) of fundsduge transactions”. In addition this only refecs t
legal entities.

412. According to SCSSM Decision No. 538, paragraph “&.3he parties carrying out a financial
transaction falling within the entity’ criteria dfe classification of the parties characterisedthzy
increased degree of the probability of their enggginto transactions, which can be related to
legalising (laundering) the proceeds of crime oraficing the terrorist activities, then increased
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attention shall be paid to: [...] the conformity bétfinancial transaction with the usual busineshef
legal entity [...] a description of sources of origind methods of the transfer (contribution) of faind
used in transactions. This does not meet the FAefBirement because it only refers to higher risk
situations and does not cover normal and lower ciggktomers and it does not explicitly require
“ongoing due diligence”.

413. Financial institutions are required to ensure tlwgduments, data or information collected under the
CDD process is kept up-to-date and relevant by iakieg reviews of existing records, particularly
for higher risk categories of customers or busimekgionships. SCFM Order No. 40, paragraph 5.8
requires that “In case, if documents, on the basishich identification was held, has been amended,
or the period of their validity terminated, thenoapconducting by the client of financial transaatio
which is subject to financial monitoring, the epiis obliged to carry out identification in acconda
with the legislation.” This is reinforced by thequirement to update information held at least ance
year for higher risk customers and no later thaeetlyears for other customers.

Banks

414. Banks are required under NBU Resolution No. 18%agmaph 3.12 to update information held at
least once a year for higher risk customers andater than three years for other customers. A
mandatory update of identification information isquired when there is a change of essential
shareholders, change of location (place of resilené the account holder), amendments to the
statutory documents and the expiration of the itgliof the documents provided previously.

Non-bank financial institutions

415. SCFSMR Instruction No. 25, paragraph 5.2 requires-lmank financial institutions to have
identification procedures which contain measuréested to the identification of the party in the Btve
of changes in the information or expiry of inforiat previously held. SCSSM Decision No. 538 has
an identical requirement in paragraph 6.2. In doiditparagraph 6.8 requires that if the identifmat
details of the customer have changed or if theditglperiod of the documents on which identificatio
has been based has expired, then the customedvendlibject to identification in accordance with the
legislation.

Risk

416. There is no general requirement on financial ingtihs to perform enhanced due diligence for
higher risk categories of customers, businessioekttips or transactions. The Ukrainian authorities
believe this is addressed by SCFM Order No. 4Gagraph 4 and 4.1 which stipulates procedures for
the disclosure of financial transactions that cancbnnected with, related to financial transactions
subject to financial monitoring and aimed at tdstofinancing. However, this seems to refer to
procedures for reporting of financial transacticaredl does not cover categories of customer or
business relationship. In addition, there is alsaeference to higher risk. Paragraph 4.2 reguoe
financial institutions developing money launderiigk criteria. Appendix 1 provides a list of crite

1) Availability of counterparts — residents of ctigs (territories), about which it is known fromliable
sources that they:

- are not compliant with generally accepted standamd¢he area of counteraction to
legalization (laundering) of proceeds from crime;

- do not envisage disclosure and provision of infdimmaconcerning financial transactions;

- do not fulfil recommendations of Financial Actioask Force (FATF);

- are countries (territories), where military opevat are in place;

- are offshore zones;

- are countries (territories), which do not take parinternational co-operation in the area
of prevention and counteraction to legalizatiomfidering) of proceeds from crime and
terrorist financing.
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2) In financial transaction takes part a persorickh

- is the person, who takes (took) up post, in acearédavith which has (had) wide range of
powers;

- not presenting financial institution, is engaged nmoney transfers, transactions for
payment of cheques with cash, etc.;

- carries out external economic transactions;

- receives financial assistance from non-residentgravides financial assistance to non-
residents;

- is a non-profit organisation;

- initiates conducting of financial transaction withidndirect contact with subject

417. The list is not meant to be exhaustive and furtbeteria can be developed by financial
institutions. The financial institutions met byetkvaluation team advised that they did build an th
criteria provided by the authorities.

Banks

418. NBU Resolution No. 189 requires banks to conductage elements of enhanced due diligence
including additional verification of customer infoation, annual updating of identification
information and on-site visits to customer premié@42 to 3.14 ). This falls short of meeting the
situations envisaged under criterion 5.8 . In adudjtparagraph 3.11 requires banks to develop risk
criteria and examples on the “presence of courgents” in Appendix 4 are near identical to those in
Appendix 1 of SCFM Order No 40. Appendix 4 of fResolution provides further risk criteria:

419. A client is a person holding (who held) a positiith large powers (with central bodies and local
bodies of government, local governments, politigatties), or is a member of the family of such
person

- A corporate client, who is not a financial institut, is involved in money transfers, cash
checks transactions etc.

- A corporate client doing tourism business.

- A corporate client involved in foreign economic cgt@ns.

- A corporate client that is a charitable public arigation (except for organizations that
that act under auspices of well-known internatimrghniations)

- A corporate client that receives financial assistafrom non-residents of Ukraine or
provides financial assistance to non-residentskvélde.

Non-bank financial institutions

420. SCFSMR Instruction No. 25, paragraph 4.5 requimsimank financial institutions to develop risk
criteria and cross-refers to the criteria in SCFkd& No. 40. In addition, it suggests an additidisal
of criteria that firms may introduce:

- the non-conformity of non-resident insurer and n®drer counterparties with
requirements of the State Financial Service MarRetgulation Commission for financial
reliability (stability) ratings of non-resident in®rs and re-insurers;

- the onset of an insured accident within short tirppen the conclusion of the insurance
contract;

- a financial institution registered in a country (anterritory) known to not supervise
financial institutions is a party to a financiamisaction.

421. However, this does not meet the FATF requiremeni@se is no reference to the need to perform
enhanced due diligence for higher risk categoresistomer, business relationship or transaction.

422. SCSSM Decision No. 538, paragraph 6.2, does refeigh risk situations and states that the “[...]
criteria for categorising parties, descriptionsygfes of parties characterised by the increasetedeg
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of the probability of their engaging into transans, which can be related to legalising (laundgring
the proceeds of crime or financing the terrorisivites (the general description, the country g,
the business activity and reputation profile, th@rmpconvictions, etc.) [...].” A list of criteria is
provided in Annex 2 and financial institutions aevelop their own criteria:
- If parties to the transaction are residents of t@es) on which it is known from reliable
sources that:
- they are not in compliance with the generally ategpstandards of combat against
legalising (laundering) the proceeds of crime;
- their legislation does not provide for the discl@sar provision of the information about
financial transactions;
- they are countries, where hostilities take place;
- are offshore territories.
- If the client is a political activist and, for i@stce, occupies a leading position in a
political party.
- A legal-entity client is a charitable public orgsation (except for organisation operated
under the aegis of the known international orgdiuina).
- The client is a joint stock company, which has éskbearer securities.

423. SCSSM Decision No. 538, paragraph 6.5 requires winetre the customer is considered to be
higher risk then the greater scrutiny should bd pathe following:

- the ascertainment of the beneficial owners;

- the correctness of the execution of the constijutiocuments (taking into account all the
registered changes);

- the founders of the legal entity;

- the structure of management bodies of the legéleahd their powers;

- the size of the registered and paid-in authorised;f

- the conformity of the financial transaction wittethsual business of the legal entity;

- the type of business;

- the objective and grounds for the performanceasfdactions;

- the assessment of the size and sources of exatihgxpected proceeds;

- adescription of sources of origin and methodshefttansfer (contribution) of funds used
in transactions;

- the related parties.

424. Ukraine has not implemented the full range of psmris which would allow financial institutions
to apply reduced or simplified due diligence. Heer under the Basic Law, Article 6, Part 5,
“Identification of persons shall not be requiredtire [...] making of agreements between banks
registered in Ukraine.” No further informationguidance is provided to banks.

425. Where financial institutions are permitted to detiere the extent of CDD measures on a risk
sensitive basis, this is consistent with guidelisssed. Within SCFM Order No. 40, NBU Resolution
No. 189, SCFMSR Instruction No. 25 and SCSSM Deunidlo. 538 there is reference to risk criteria
which financial institutions use. In practice,dircial institutions will develop their own criterta
complement these.

Timing of verification

426. Financial institutions are required to verify tlemtity of the customer and beneficial owners at
the start of the relationship. The Law on Bankd 8anking, Article 64, Part 4 requires that “An
account for a client shall be opened and the [.ahgactions may be performed only after
identification of the customers and taking the mees required by the [Basic Law].” A similar
requirement can be found in Law of Ukraine on FaianServices and State Regulation of Financial
Services Market, Article 18, Part 4. Therefore rdiian legislation does not allow for customer
identification following the establishment of thediness relationship.
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Failure to satisfactorily complete CDD

427. In the event that financial institutions are unatdecomply with the customer identification
requirements they are not permitted to open thewat¢ commence business relations or perform the
transactions; and are required to make a suspi@osaction report. Under the Basic Law, Artitle
Part 1, requires “An entity of initial financial miboring shall have the right to refuse financial
transaction if such entity finds that the finandfansaction is subject to financial monitoring guant
to this law; in such case, an entity of initialdircial monitoring shall identify the persons enghiye
the financial transaction, its nature and subnid itiformation to the Authorized agency.” In adiutit,
SCFM Order No. 40, paragraph 8.4 requires if idieation of the customer cannot be completed by
the end of the third business day after initialtachthen the financial institution should submit a
report to the SCFM. The financial institution stebutontinue to take measures to obtain the
identification data. Once received the relatiopsbihould be terminated and a report should be
submitted to the SCFM.

Banks

428. According to the Law on Banks and Banking, Arti6le Part 5, “If a customer fails to submit the
documents or statements required or submits itealty the untrue information, the bank shall refus
to service the customer. A similar requiremensixior legal entities (Part 6). In addition, Paglso
refers to the fact that “If during the identifiaani procedure the information submitted by the tleam
be reasonably suspected to be incorrect or intesitio misleading the bank shall submit information
on the client’s financial transactions to the spkauthorized government agency [SCFM] in charge of
the financial monitoring.”

Non-bank financial institutions

429. The Law of Ukraine on Financial Services and Skégulation of Financial Services Market,
Article 18, Part 8, requires that if the clienti$aio submit identification documents then the hamk
financial institution should refuse to provide w&rvice or open the account. If the customer hgs a
existing accounts the financial institution shordélse to attend to the customer’s request.

430. Where a financial institution has already commenaebusiness relationship it is required to
terminate the business relationship and to makespicdous transaction report. SCFM Order No. 40,
paragraph 8.7 requires “In case of impossibilitgamduct complete identification of the client thie
end of the third business day, the entity sendse&CFM of Ukraine report on financial transacsion
defining available information. At that it contiraido take measures concerning specification of
identification data of person, prescribed by Lapomw termination of which it provides the SCFM of
Ukraine with additional information.”

Existing customers

431. There is no explicit requirement to apply CDD tdsérg customers which applies to non-bank
financial institutions. Only the NBU Resolution N&89, specifically addresses this issue in its
preamble, paragraph 3 : “Banks shall identify irmptiance with the current legislation existing
clients risk of performing transactions by which lemalise (launder) the proceeds from crime is
estimated by the bank as high, by 1 September 20@8other clients — by 1 January 2004.” The
State Commission on Financial Services Markets Réign and the State Commission on the
Securities and Stock Market has not stipulatedtthfinancial institutions that they regulate.

432. The Ukrainian authorities consider the requiremienSCFM Order No. 40, paragraph 5.8, to
extend CDD requirements to existing customers: ¢ase if risk of carrying out by the client of
financial transaction for the legalization (lauridg) of proceeds from crime is estimated by thétyent
as large, the entity specifies information, receivaccording to the results of identification and
studying of client, which carries out financialneaction, not rarely than once a year. For othentd,
the terms of information specification should netrore than three years.” However, this does not
refer to existing customers as at the date that#trainian requirements on CDD came into force.
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Recommendation 6

433. There is currently no enforceable requirement foarfcial institutions to conduct additional
measures regarding PEPs as required by FATF Recodatien 6. Ukraine currently relies on a
vague reference in SCFM Order No. 40, AppendixHiclvrefers to a list of risk criteria that finaaki
institutions should take account of including castos who occupy (occupied) the position in which
they have been given a wide range powers. Theitd&reauthorities contend that this would include
senior officials of central and local agencies ofeaitive powers, self-regulating bodies and
representatives of political parties. Howevers thinot defined anywhere.

Banks

434. For banks, NBU Resolution No. 189, Appendix 7 pdeg a list of risk criteria for money
laundering which includes “A client is a personding (who held) a position with large powers (with
central bodies and local bodies of government,ligogernments, political parties), or is a membfer o
the family of such person.” This does not meet E#lF definition and there are no further
requirements.

Non-bank financial institutions

435. SCSSM Decision No. 538 stipulates an approximateoli criteria for higher money laundering
risk which includes if the customer is a “ [...] galal activist and, for instance, occupies a legdin
position in a political party.” This does not mée¢ FATF definition.

436. There was some awareness of PEP’s amongst thecifahamstitutions that were interviewed by
the evaluation team and the team was informed ithatractice PEP relationships would only be
approved by senior management. However, givertisano single or consistent definition of PEPs in
Ukraine, the financial institutions had differem¢ws on who they would consider a PEP.

Additional elements

437. There is no explicit extension of the above requéests to PEPs who hold prominent public
functions domestically. However, the Ukrainianteuities believe the requirements practically cover
domestic PEPs.

438. Ukraine has not ratified the United Nations Coni@mtAgainst Corruption. The President of
Ukraine signed on 18 October 2006 the Law No. ¥5dn Ratification of UN Convention against
Corruption (not yet in force).

Recommendation 7
439. Banks are in a position to offer correspondenteelaervices.
Banks

440. There is no explicit requirement to gather suffitisnformation about a respondent to understand
fully the nature of the respondent’s business andietermine from publicly available information the
reputation of the institution and the quality opswision, including whether it has been subject to
money laundering or terrorist financing investigatior regulatory action. However, under NBU
Resolution 189, Appendix 6, the banks are requitedcollect the following information on
correspondents:

- basic details — name, form of legal entity, plateesgistration the type of banking license;
- an assessment of the correspondents reputationsangoto risk of transactions on the
legalization of proceeds from crime, and descriptbfinancial standing;
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- information on the founders, owners of the esskmiaticipation, affiliated persons,
persons entitled to make mandatory instructionsthose who can impact the client’s
activity in a different way;

- information on the parent company, corporationdimg group, industrial and financial
group or another association of which the clierat imember;

- information on the executive bodies of a corporafiegal entity) (structure, information
on the persons — members of the executive bodigsheir powers) and information on
separate independent divisions (if any);

- business history, scope of services on the mamkfgrination certifying client’'s actual
existence (example: reference to "The Bankers' A#ng, information about
reorganization, changes in business, actual aneheforfinancial problems, business
reputation on international and domestic marketrket share, specialization according
to financial products, etc.);

- description of services rendered by correspondenitst clients through an account
(accounts) opened with the bank (branch) and assegsof risk of their use with the
purpose to legalize proceeds from crime or terréinancing; and

- description of actions taken by the correspondeptévent legalization of proceeds from
crime, and their assessment.

441. The information required in the questionnaire daddress some of the key requirements under
criterion 7.1, including gathering sufficient infoation about a respondent institution to understand
fully the nature of the respondent’s business ardéputation of the institution. However, thissld
be a more explicit requirement in NBU Resolution. N9 rather than just included in the
guestionnaire. In addition, the questionnaire aimstno reference to the quality of supervisiomhef
respondent, including whether it has been subjeca tmoney laundering or terrorist financing
investigation, or regulatory action.

442. The NBU has issued a resolution on correspond@oiLits - No. 209 of 25 May 2005, Regulation
on opening and maintenance of correspondent accadimesident and non-resident banks in foreign
currency and correspondent accounts of non-restoiamits in hryvnias. Paragraph 2.1 stipulates the
information required to open correspondent accofotgesident and non-resident banks including
notarized copies of the bank’s licence and artioleassociation, the most recent annual report, the
most recent balance sheet, list of corresponderksba

443. In addition, the NBU has issued a letter to bankstiee volume of information that shall be
clarified by the bank with aim of identifying amstudying non-resident respondent institutions @rett
48-012/109-618 of 18 January 2008). The letteisadvthat correspondent banking relationships are
potentially a higher risk for money laundering. eféfore, banks should ensure they have a full
understanding of the nature of the respondentigites and should access publicly available sosirce
of information concerning the reputation of thep@sent and the quality of supervision, including
whether it has been subjected to investigationdrfeaching AML/CFT legislation. The bank should
also estimate the measures that the respondest imk@ML/CFT and ensure they are sufficient and
effective. The information in the letter complertsetine requirements of the questionnaire andgaill
some way in helping banks gather information onespondent. However, the letter is merely
guidance and, therefore, is not considered to benforceable requirement.

444, Banks are required to assess the respondent fistiRIAML/CFT controls but there is no explicit
requirement to ascertain that they are adequateffective. NBU Resolution No. 189, paragraph 3.9
requires that “When entering into corresponderdtiehs, the bank shall clarify if the correspondent
bank takes actions aimed at prevention and combadigalization (laundering) of the proceeds of
crime.” No guidance is provided as to what thil wvolve although the letter issued by the NBU
advised that banks should estimate the measureththaespondent takes for AML/CFT and ensure
they are sufficient and effective. However, thid laid out in an enforceable requirement. Paatyr
3.10 recommends that banks should not enter imr@spondent relationship with respondents that
do not take actions to prevent money laundering.
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445. There is no direct requirement to obtain approkahfsenior management before establishing new
correspondent relationships.

446. NBU Resolution No. 209 requires each institutiordé@ument there respective responsibilities in
an “Agreement on Establishing Correspondent Relati¢paragraph 2.4). Paragraph 2.5 requires that
the agreement should include the following points:

- Subject of Agreement;

- Account maintenance procedure;
- Obligations of parties;

- Responsibility of parties;

- Dispute resolution procedure;

- Validity of Agreement;

- Special provisions;

- Final provisions;

- Details of parties;

- Fee schedule.

447. There are no specific requirements regarding paydisbugh accounts as the Ukrainian
authorities and banks confirmed that they do neténiUkraine.

448. The NBU was able to provide an example which dertnatex! that it could take action against
banks that were not adequately collecting inforaratis required in the Appendix.

Recommendation 8

449. Financial institutions are required under SCFM ©mde. 40, paragraph 3.5, to have policies in
place to prevent the misuse of technological dgaraknts in money laundering or terrorist financing.

450. There is no explicit requirement which requiresafinial institutions to have policies and
procedures in place to address any specific risksocdated with non-face-to-face business
relationships or transactions. The Ukrainian arities advised that a business relationship cag onl
be established on a face-to-face basis. In theeAgi of SCFM Order No. 40, financial institutions

are required to assess the risk of customers peirigrfinancial transactions on a non-face-to-face
basis.

Banks

451. Although business relationships cannot be estallisbn a non-face-to-face basis, during the
course of the relationship customers will be abl@érform transactions on a non-face-to-face basis.
This is particularly the case with internet bankingherefore, the NBU has issued a letter on 10
January 2006 (No: 48-012/29-192) highlighting threviision of services through the internet is a
higher risk for money laundering and terrorist fineng and how these risks could be mitigated. The
letter includes an extract from the Basel Committ&e Banking Supervision, Risk Management
Principles for Electronic Banking.

Non-bank financial institutions

452. For the securities sector, the State CommissiothenSecurities and Stock Market has issued
Decision No. 759 (11 July 2008) which advises fiahinstitutions to take into account the higher
risk of money laundering and terrorist financingptigh the internet. It is recommended that they:

- apply additional verification of the customer ifdppears the customer intends to use
Internet banking, give orders, and submit idersifien information using Internet
- if the customer uses electronic documents whiledaoting transactions then essential

elements stipulated by the legislation or the apeye and digital signature should be
verified;
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- have alternative contract details for the custoeer e-mail address of the customer
and/or telephone and fax numbers;

453. SCSSM Decision No. 759 also advises that speciahtidn shall be focused at the financial
transactions if the transactions on the internet rast consistent with the customer profile or the
transactions do no make any economic sense.

454. There is no guidance available to other non-bamdftial institutions on managing the risks which

apply to non-face to face customers. The autheraidvised that there is no practice of non- face to
face relationships apart from the banking and séesisector.

3.2.2 Recommendations and comments

455. All types of financial institutions as defined ihet FATF Glossary are covered by AML/CFT
obligations through a combination of the Basic Lathe Law on Financial Services and State
Regulation of Financial Markets and the Law of Ukeaon Securities and Stock Market. However,
Ukraine would benefit from setting out clearly ttiefinitions in the Basic Law to ensure there is a
consistency in terminology.

456. Ukraine has certain key elements relating to custotiue diligence set out in law or regulation,
with some of the elements covered by other enftlleemeans. However, there remain a number of
gaps (beneficial owner, doubts over veracity ogadey on information, ongoing due diligence, PEPs
etc.) which should be addressed.

457. Some financial institutions went beyond the basiguirements set out in the various documents
and used the FATF standards to ensure that they managing the risks of money laundering and
terrorist financing. These firms were also usihg tisk-based approach to help them comply with
their obligations. To some extent, this increabeseffectiveness, although this was more related t
international standards and the firm’s risk-manag@inpractices rather than an interpretation of the
measures set out in existing legislation and gwidan

458. Ukraine has a number of legislative and regulateguirements setting out AML/CFT obligations,
many of which duplicate each other and can leadotme inconsistencies in the requirements on
financial institutions. Some of the financial ihsions interviewed by the evaluation team fektth
would we helpful if the authorities consolidate@ trequirements into fewer documents which would
help simplify things for them. Given that manytbé FATF standards are intended to apply equally to
all institutions, Ukraine is encouraged to ratidsmlits legislative and “other enforceable means”
requirements to remove the duplication. In particuUkraine should consider bringing the asterisk
FATF criteria within the Basic Law.

Recommendation 5

459. In relation to Recommendation 5, Ukraine shoulduemghat the following requirements are
clearly covered by law or regulation:

- Banks should be required to undertake CDD wheryiceyrout occasional transactions
above the applicable designated threshold, ie dhoot be limited to cash transactions
only;

- ldentify customers carrying out occasional trarieastthat are wire transfers;

- Banks should be required to undertake due diligeviven there is suspicion of money
laundering or terrorist financing, regardless of #iresholds;

- Undertake CDD when there are doubts about the ¥grac adequacy of previously
obtained customer identification data. In particulae current requirements could be
strengthened by making the requirement more expheisure it refers to undertaking
CDD and covers the full scope of CDD;
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- The definition of beneficial ownership should epwall elements of the FATF Glossary
i.e. natural persons requiring financial institnsoto determine who are the natural
persons that ultimately own or control the custgmer

- conduct ongoing due diligence on the businessioaktip applicable to all financial
institutions.

460. In addition, the following should be set out in |aegulation or other enforceable means:

- Securities institutions should be required to iderihe beneficial owner and understand
the ownership and control structure of the customeil situations and not just high risk
situations

- Securities institutions should be required to abtaformation on the purpose and nature
of the business relationship in all situations.

- For non-bank financial institutions there should deequirement that ongoing due
diligence should include scrutiny of transactionslertaken throughout the course of that
relationship to ensure that the transactions beiogducted are consistent with the
institution’'s knowledge of the customer, their mgsis and risk profile, and where
necessary, the source of funds.

- Requirement to perform enhanced due diligence ifgingr risk categories of customers,
business relationships or transactions.

- Requirement to apply CDD to existing customers whapplies to non bank financial
institutions.

461. Ukraine has some recognition of the risk-based agar within the various requirements.
However, Ukraine should consider the explicit redtign of the risk-based approach within the law
and other enforceable means. This would help Wkrdao make more use of the some of the
requirements in the FATF standards which are nateatly implemented in Ukraine including
simplified and enhanced due diligence.

462. The financial institutions interviewed by the ewtion team advised that they experienced a
number of difficulties when accessing informatioronfi the State register and the State Tax
Administration which prevented the effective impkmtation of CDD requirements. The Ukrainian
authorities should ensure that financial institméidiave greater and simpler access to this infiomat

463. The discrepancy regarding SCFM Orders which ardicgtppe to banks but where the NBU is
unable to impose sanctions for any breaches sHmeildddressed. Although the NBU advised that
most of the requirements in the SCFM Order areiwitiBU Resolution No. 189, the authorities
should consider to harmonise these requiremerconsolidated manner.

464. The Basic Law should include a cross-referenceh® definition of terrorist financing in the
Criminal Code of Ukraine.

Recommendation 6

465. As regards Recommendation 6, the Ukrainian autkseritshould implement the FATF
requirements for PEPs as soon as possible. Taigdsmclude:

- aclear and explicit definition for PEPs consisteith the FATF Glossary;

- requirements on financial institutions to put inag@ appropriate risk management
systems to determine whether a potential customeustomer or the beneficial owner is
a politically exposed person;

- a requirement to obtain senior management apprdoal establishing business
relationships with PEPs. This should also includeere a customer has been accepted
and the customer or beneficial owner is subsequdptind to be, or subsequently
becomes a PEP; and

- arequirement to take reasonable measures toishtte source of wealth and the source
of funds of customers and beneficial owners idetihs PEPs
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- A requirement to conduct enhanced ongoing monigodn a business relationship with
the PEP.

466. In addition, given the concerns the authoritiesehagarding corruption, Ukraine should consider
explicitly extending the provisions to include dastie PEPs.

Recommendation 7

467. Ukraine would benefit by making requirements onrespondent relationships more explicit in
NBU Resolution No. 189 rather than just relying tre information that is required in the
questionnaire. In particular this should includpliit requirements on the following:

- to gather sufficient information about a respondentinderstand fully the nature of the
respondent’s business and to determine from pytdighilable information the reputation
of the and the quality of supervision, includingetfrer it has been subject to a money
laundering or terrorist financing investigationregulatory action;

- to ascertain that the respondent institutions AMETGystems are adequate and effective;
and

- to obtain approval from senior management befoitabéishing new correspondent
relationships.

Recommendation 8

468. Ukraine should ensure that there is an explicitiregnent which requires financial institutions to
have policies and procedures in place to addregspecific risks associated with non-face-to-face
business relationships or transactions. This wiqudarly important as Ukraine’s financial sector
grows and channels such as non-face-to-face bssiaes begun to be used more by financial

institutions.
3.2.3 Compliance with Recommendations 5 to 8
Rating Summary of factors underlying rating
. For banks, CDD measures when carrying out occdsimaasactions
above the applicable designated threshold aredihiit cash transactions
e The requirement to undertake CDD measures whenyiegrrout
occasional transactions that are wire transfensoisset out in law o
regulation
. Banks are not explicitly required to undertake CRMDen there is a
suspicion of money laundering or terrorist finagginegardless of any
thresholds
e There is no explicit requirement in law or reguatifor dealing with
doubts about the veracity or adequacy of previoo$iigined customer
R5 PC identification data. The current requirements dorefer to undertaking

CDD and do not cover the full scope of CDD.

e The definition of beneficial ownership does noteomatural persons and
there is no requirement in law or regulation reagir financial
institutions to determine who are the natural pesgthat ultimately own
or control the customer.

»  Securities institutions are only required identifgneficial owners an
understand the ownership and control structurd@fcistomer in highe
risk situations.

e Securities institutions are only required to obt&iformation on the
purpose and nature of the business relationsHifgimer risk situations.

»  There is no specific requirement in law or regolatio conduct ongoin
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due diligence on the business relationship apgicab all financial
institutions.

There is no requirement on non-bank financial ingtins that ongoing
due diligence should include scrutiny of transadioundertake
throughout the course of that relationship to emghat the transactior
being conducted are consistent with the institisidtnowledge of the
customer, their business and risk profile, and whmercessary, the sour
of funds.

There is no general requirement on financial insths to perform
enhanced due diligence for higher risk categorfesustomers, businesg
relationships or transactions; the requirementsbanks do not cove
certain elements of EDD;

There is no explicit requirement for non-bank figciah institutions to
apply CDD to existing customers.

N

=

R.6

NC

There is no definition for PEPs in other enforceabkans

There is no requirement on financial institutions put in place
appropriate risk management systems to determiretheh a potential
customer, a customer or the beneficial owner islitigally exposed
person

There is no requirement to obtain senior managenapproval for
establishing business relationships with PEPs, udio where 3§
customer has been accepted and the customer ofidi@newner is
subsequently found to be, or subsequently becorf&sPa

There is no requirement to take reasonable meagdarestablish the

source of wealth and the source of funds of custeraed beneficial
owners identified as PEPs

There is no requirement to conduct enhanced ongmiogitoring on &
business relationship with the PEP

R.7

PC

There is no explicit requirement to gather suffitismformation about 3
respondent to understand fully the nature of thepardent’s busines
and to determine from publicly available informatithe reputation o
the and the quality of supervision, including wlegtht has been subje
to a money laundering or terrorist financing inigesion or regulatory
action.

No requirement to ascertain whether the respondestitutions
AML/CFT systems are adequate and effective.

There is no direct requirement to obtain approvedmf senior
management before establishing new correspondeatibreships.

n

f

.;

R.8

PC

There is no explicit requirement which requiresafinial institutions tg
have policies and procedures in place to addregssaecific risks|
associated with non-face-to-face business reldtipe®r transactions.
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3.3 Third Parties and introduced business (R. 9)

3.3.1 Description and analysis

469. All financial institutions are obliged to identiftheir customers under the Basic Law. The
Ukrainian authorities advised that financial ingtiins are, therefore, not permitted to rely on
intermediaries or other third parties to perforrmsof the elements of the CDD process.

470. Intermediaries operate in the insurance and s@usectors. Each entity within the process will

have separate obligations to comply with the idation requirements. There are no outsourcing
arrangements provided for as foreseen under Recadatien 9.

3.3.2 Recommendation and comments

471. Recommendation 9 does not appear to apply to thaikl&n system. Considering nevertheless
that the law does not explicitly prohibit the udetidrd parties, it is recommended that the relévan
legislation be amended to provide clearly thatritial institutions are not permitted to rely onrdhi
party verification of identity or introduction ofusiness.

3.3.3 Compliance with Recommendation 9
Rating Summary of factors underlying rating
R.9 N/A

3.4 Financial institution secrecy or confidentiality (R.4)

34.1 Description and analysis

472. The Basic Law includes requirements which are mhéento ensure that all relevant secrecy or
confidentiality laws do not inhibit or prevent thmeplementation of the FATF Recommendations. The
specific clauses are related to information prodittethe SCFM. Article 8 states that “submission of
the information by the entities of initial finantimonitoring to the Authorized Agency [SCFM] shall
not represent a violation of bank or commerciakesgt In addition Article 5 requires that finankia
institutions should provide additional informatioequested by the SCFM for transactions that have
been reported, including information that is clsdi as bank and commercial secret. In addition,
Article 13 allows the SCFM to “submit, within itarjsdiction, relevant materials to law enforcement
bodies in accordance with their competence, gihenproofs that a financial transaction may involve
the legalization (laundering) of such proceedsfarahcing of terrorism.”

473. According to the Basic Law, Article 14, the SCFMshhe right to engage with the central and
local executive bodies, enterprises and institgtimnconsider issues which come under its jurigxict
and receive information (including banking and cancral secrecy information) from them in
accordance with the procedures established inpeific laws. This allows for the NBU, the State
Commission on Financial Services Markets Regulatind the State Commission on the Securities
and Stock Market to be able to share informaticth Wie SCFM.
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474.

The evaluation team was advised that the UkrairBaipreme Court had prepared a draft

Resolution on the disclosure of bank secrecy histvtlas not provided to the evaluation team as & wa
still being considered by the Supreme Court

Banks

475.

Chapter 10 of the Law on Banks and Banking sets tbatrules on banking secrecy and

confidentiality of information. Article 62 requirethat “The information on legal entities and
individuals, which constitutes the banking secnetay be disclosed by banks:

4)

5)

6)

476.

in response to a letter of inquiry or by writtenmession of the owner of such information;

in response to a written order of the court orl®y¢ourt decision;

to bodies of the Office of Public Prosecutor, thecBity Service of Ukraine, the Ministry of
Internal Affairs of Ukraine and the Antimonopoly @mittee of Ukraine — in response to their
written order concerning operations on accountsa gfarticular legal entity or an individual
entrepreneur for a specified period of time;

to bodies of the State Tax Service of Ukraine feisponse to their written order on issues of
taxation or foreign exchange control, with regasdoperations at accounts of a particular legal
entity or an individual entrepreneur for a spedifieriod of time.

to the specially authorized executive body respmasfor financial monitoring on its written
request to provide additional information about flr@ncial transaction that has become the
object of financial monitoring.

to state executive bodies in response to theirtemritrequest to provide information on
implementation of the court decisions concerning dlscount status of a specific legal entity or
individual entrepreneur.”

In addition, Article 62 provides specific exemptioinom the secrecy provisions: Part 6 states that

“Restrictions with regard to obtaining the inforimoat containing banking secrets, which are stipdlate
by this article, shall not apply to employees &f Mational Bank of Ukraine or persons authorized by
them, who, within the powers provided by the LawUKraine On the National Bank of Ukraine,
exercise functions of banking supervision or fomeigxchange control.” Part 8 states that the
provisions of Article 62 will not apply to disclosaiof compulsory or suspicious transaction to the
SCFM.

477.

The NBU has also issued Resolution No. 267 of 1y 2006 which provides the procedures for

keeping, protecting, using and disclosing bankeayecy information.

478.

The NBU is able to share information with interpatl competent authorities. Article 62 Part 7

of the Banking law requires that “In accordancehvéh international treaty of Ukraine or under the
principle of reciprocity, the National Bank of Ukma shall have the right to provide the information
received as a result of its banking supervisioiviggtto the banking supervision authority of other
country if there are guarantees that the informatibtained will be used exclusively for the banking
supervision purposes or for prevention of legaiira{laundering) of receipts from crime or terranis

financing.” The NBU has signed nine MOB®n co-operation in the sphere of banking supemijsi

five of which include AML/CFT co-operation. On thizasis, in 2008, it provided information on
business reputation of Ukrainian nationals in respao two inquiries received from another country

Non-bank financial institutions

479.

The Law of Ukraine on Insurance includes provisionssecrecy and confidential information.

Article 40 states: “Information about legal enstiend individuals that constitutes privacy of irsue
shall be provided by an insurer in the followingest

- atawritten request or a written permit of a holdlethis information;

S Registered with the Ministry of Justice on 3 Aug807 (935/12809), as amended by Resolution ®8.0f 9 November

2006.

76 Kyrgyzstan, Poland, Armenia, Belarus, Russian Feibs.
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- in response of written claims of a court or a csudecision;

- to offices of the Prosecutor of Ukraine, the Sdgusiervice of Ukraine, the Ministry of
Internal Affairs of Ukraine, the Tax Militia and éhState Tax Administration — at their
written request regarding insurance operationsgifen legal entity or a individual under
a specific insurance agreement, when criminal mdicgys have been instituted in respect
of that legal entity or individual.”

480. In addition, the State Commission on Financial Bes Markets Regulation is able to access
information related to insurance secrecy: Articdlesfates “Restrictions for receiving informatiomtth
constitutes privacy of insurance shall not be &gpto those officials of the Authorized Body whe ar
engaged in supervision of insurance operationsmitie authority they have.”

481. The Law on Credit Unions, Article 21(5) requiresatthinformation subject to secrecy or
confidentiality laws can be provided in responsa tmurt decision to the agencies of the Prosesutor
office, the Security Service, Internal Affairs, aother law-enforcement agencies and the State Tax
Service, provided there is a written request.

482. However, apart from insurance and credit unionsenaf the other non-bank financial institution
sectors subject to AML/CFT obligations have pravis related to secrecy or confidentialifyhe
authorities advised that law enforcement can adoéssnation from these sectors on the basis of the
powers granted to them under their specific lawd thie Criminal procedure Code. They consider that
these provisions do not inhibit accessing suchrimédion to properly perform their functions.

483. Under the Law of Ukraine on Financial Services &tate Regulation of Financial Markets, the
State Commission of Financial Services Markets Reigm is able to access information to ensure
they are able to perform their functions in comfigtimoney laundering and terrorist financing.
According to Article 28(12), the SCFSMR is ablertmuest the necessary documents. In addition
Article 30(5) states that “for inspection purposasy person mandated by the [SCFSMR] to carry out
an inspection in the place of location of the legpdity that is subject to the inspection shalldnshe
right...to require all necessary information and tent documents. Although there is no specific
reference to financial institution secrecy, the SBIR advised that in practice they do not experience
any problems accessing the information they needuty out their duties.

484. According to Article 9 of the Law of Ukraine on &aRegulation of the Securities Market, the
SSCM is able to have access to documents and wthrials necessary to perform its inspections.
Although there is no specific reference to finahamstitution secrecy, the SSCM advised that in
practice they do not experience any problems atge$ise information they need to carry out their
duties.

485. The Law of Ukraine on Financial Services and SRegulation of Financial Markets, Article 32,
provides the State Commission on Regulation of éizd Services Markets with the power to co-
operate with international organisations, stateneigs and non-government organisations of other
countries on issues attributed to their competendéhe Commission may provide and obtain
information on supervision of financial markets dmdhncial institutions which neither constitute a
state secret nor lead to disclosure of professiseailet. It may also provide information on atitag
of individual financial institutions in cases anccarding to the procedure specified by internationa
agreements in which Ukraine participates.

486. The Law of Ukraine on State Regulation of the Sitiesr Market, Article 7, Part 16 allows the
State Commission on Securities and Stock Marketot@perate with public authorities and non-
government organisation of foreign states and matiisnal organisations on matters relating to its
competence.
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Sharing of information between financial institutso

487. Within both the Law on Banks and Banking Activiir{icle 64, Part 7) and the Law of Ukraine
on Financial Services and State Regulation of Fiigdu$ervices Markets (Article 18, Part 9) thera is
provision which entitles all financial institutions obtain information from the state bodies, baakd
other legal entities to verify customer informatias required by Ukrainian legislation. These badie
are required to provide such information to theificial institution free of charge within ten worgin
days from the date of acquiring the statement. &hisr a similar requirement on collecting
identification on legal persons in both the LawBanks and Banking Activity (Article 64, Part 6) and
the Law of Ukraine on Financial Services and SRdgulation of Financial Services Markets (Article
18, Part 8).

488. The evaluation team had several concerns in péaticegarding the financial institution secrecy
provisions within Ukraine. The first related toncerns in the scope of sectors subject to secrEbg.
banking, insurance and credit unions sector hatalelé provisions on secrecy within their respestiv
legislations. The second related to the effectgsrof banking secrecy provisions - a number of law
enforcement agencies had advised the evaluation that it is challenging to obtain information
related to banking secrecy with one advising theioing a court order was “near impossible”. This
in effect meant that law enforcement face diffimdtto access valuable customer information from
banks in a timely manner. It appeared that thélpros over effectiveness were greater in the ragion
From the meetings held in the regions, the evaloatgam found that a number of law enforcement
authorities encountered problems obtaining infoiomatelating to banking secrecy:

- Court orders would only be granted if law enforcateould provide hard evidence
which in many cases was not possible at that tiftkeoinvestigation;

- Law enforcement felt that the current proceduregetocourt orders were too complicated
and needed to be simplified;

- Law enforcement advised that they were not awaenpfalternative procedures to obtain
access to banking secrecy information - the oolyte they were aware of was court
orders;

- In some of the regions in Ukraine it could taketapl5 days to get a court decision on
banking secrecy.

489. In certain regions, the law enforcement authoritiggised that they suffered an additional layer of
bureaucracy and further delays bas the approvideofrosecutor’'s Office would be needed before
the requests for court orders could continue.

490. The financial institutions that were met by theleation team had advised that they did not have
any experience where they had to share finanaétition secrecy information with law enforcement.

491. The NBU provided the following statistics illustireg the disclosure of banking secrecy
information to law enforcement on natural and lgggons:

2006 2007 2008 Total
Search of Bank offices 1 2 5 8
Removal of original 5408 6 988 11 957 24 353
documents on banking
secrecy
Written enquiries 32 148 52 510 52 539 137 197
Bank refusals to disclosg 3893 4584 7 070 15547
banking secrecy
information

492. The number of refusals on banking secrecy inforomatippears to be rather high and reinforced
the evaluation team’s conclusion that there werecems over the effectiveness of these measures.
The NBU advised that the main reason for the langaber of refusals was down to the failure of law
enforcement agencies to comply with the requiremsat out in Article 62 of the Law on Banks and
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Banking. This would suggest that law enforcemertharities should be provided with the relevant
training to ensure they understand what is requinecelation to getting court orders on banking
secrecy information.

Ministry of Interior
493. The Ministry of Interior advised that of the 3 4fétitions to the Prosecutor’s Office, 2 649 (or

76%) were considered within one day, and 58 (o¥6) Were considered within three days. For 2007,
2 765 (or 80%) were considered by the court witihe day and 172 were considered within three or

more days.

2006 2007 2008

Total requests for from the Prosecutor’s 2187 2802 3470
Office

Prosecutor Office Refusals 46 37 37
Prosecutor Office Approved 2141 2765 3433
Submitted to court 2141 2765 3433
Court orders granted 2141 2765 3402
Requests for court orders refused - - 32

State Tax Administration

494. The State Tax Administration provided the followistgtistics on bank secrecy disclosures:
2006 2007 2008
Court orders granted 1862 2942 3562
Court orders refused 145 355 395
495. The regional prosecutors advised that in the cooirsévil proceedings in 2008, 3 670 cases on the

disclosure of information containing bank secrecyratural and legal persons were presented for
judicial trial. At the same time, courts proces86@9 cases of the given category, 2788 out of them
were accepted. Information on disclosures relaiediminal cases were not available.

3.4.2 Recommendations and comments

496. Ukraine should address the concerns identifiethbyevaluation team. There is quite a significant
issue over the implementation of the banking segcpeovisions, which law enforcement identified as
one of the biggest challenges they face.

497.  Firstly, it is thus recommended that Ukraine resgethe current limitations which appear to
inhibit the ability of law enforcement to accesfoimation in a timely manner from some of the
sectors and takes necessary measures to addredackhef knowledge of relevant procedures
applicable in this area.

498. Secondly, the Ukrainian authorities should streaenland simplify existing procedures and
provide relevant training to law enforcement auties so that they fully understand the requirersent
and how to comply with them in order to obtain d¢oarders. This should include training on the
procedures available to law enforcement.:
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343 Compliance with Recommendation 4

Rating Summary of factors underlying rating

. Limitations on the ability of law enforcement autiies to access
information in a timely manner from some of theteex and lack of
R.4 PC knowledge of relevant procedures applicable indhéza

e The evaluation team had significant concerns oJse practical
implementation of the banking secrecy provisions

3.5 Record keeping and wire transfer rules (R.10 and SRVII)

351 Description and analysis

Recommendation 10
Transaction records

499. Article 5 of the Basic Law requires that finandiastitutions should keep documents on financial
transactions for five years following the complatiof the transaction. The Law on Banks and
Banking, Article 65, Part 1 repeats this requiremeBoth laws just refer to “documents” which
appears to be a narrow interpretation of the FAGdguirement which refers to “all necessary records
on transactions”. This in effect means that theneo actual requirement to keep anything more than
documents such as data. However, the Ukrainiarodtids advised that “documents” are defined in
the Law on Information, Article 27, which statesitthdocument shall mean those foreseen by the law
material form of receiving, keeping, use and digeation of information by fixation of it on paper,
magnetic film, film strip, videotape, photographiém or on the other carrier. As a result
identification data and account records (includielgctronic) are kept by financial institutions.
Although this appears to meet the requirements nuhdeFATF standards Ukraine should make clear
in the Basic Law that all “necessary records ongaations” should be kept. In practice, the faian
institutions interviewed kept all records of tractgans. SCFM Order No. 48 and 122 indicate the
essential elements that should be submitted orsactions reported to the SCFM and include: the
name of the customer, the address of the custolegal (or real), the date of the transaction, the
grounds for conducting the financial transactidr, ¢urrency and amount of the financial transagction
and the data on the bank which opened the accduheqarticipant of the customer. The SCFM
orders were provided to the evaluation team afteran-site visit and, therefore, the effectivengfss
these measures could not be assesBBere is no requirement that transaction recorasilgdhbe
sufficient to permit reconstruction of individuaahsactions.

Identification data

500. Article 5 of the Basic Law also requires that finah institutions should “[...] keep the documents
on identification of the persons who carried oué tfinancial transaction subject to financial
monitoring pursuant to this Law, as well as theuwtoents on financial transactions for five yearsraft
conducting such financial transaction.” Howeves,raference is made to the fact that identification
documents should be retained for at least five sydallowing the termination of the account or
business relationship. SCFM Order No. 40, pardggaf reinforces this gap: “Entity [...] is obliged
to keep documents, relevant to identification ofspas, and all documentation on performance of
financial transaction during five years after igsrging out.”

501. The Ukrainian authorities contend that financiatitutions are required maintain account files and
business correspondence as a result of the recgritsrin the Law on Information. Article 27 states
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that “document shall mean those foreseen by thentaterial form of receiving, keeping, use and
dissemination of information by fixation of it onaper, magnetic film, film strip, videotape,
photographic film or on the other carrier. Thehauities believe that this includes account records
and business correspondence.

Banks

502.

Banks are required to maintain records of the ifleation data. The Law on Banks and Banking,
Article 65, Part 2, requires that “The results déntification of the account owner and the person
authorised to act on his/her behalf shall be kgpthle bank for 5 years from the date of closing the
account”. In addition, NBU Resolution No. 601 (8 d@mber 2004), Section 2 requires branches,
representative offices and outlets of banks to ldssuments (agreements/contracts, correspondence)
in respect of opening of deposit accounts for 1&yeafter the closure of accounts for legal estitie
(point 168) and after the termination of agreenfentopening of individual deposit accounts (point
747). This does lead to some inconsistency ad.élve on Banks and Banking refers to a 5 year
deadline, whereas NBU Resolution No. 601 refer&Go/ears. However the NBU clarified that the
requirement in NBU Resolution No. 601 to extend tbeord keeping obligations to 10 years was
introduced in order to protect the interests ofadéprs with the banks.

Non-bank financial institutions

508.

504.

5065.

506.

SCFSMR Instruction No. 25, paragraph 5.6, requitest “The institution must store the
documents related to the identification of partesd the whole documentation related to the
performance of a financial transaction for five ngeafter its being performed. SCSSM Decision No.
538, paragraph 6.9 repeats this requirement. Tieegerements suffer from deficiencies as those in
the Basic Law i.e. no reference to retaining doauméor at least five years following the termioati

of the account or business relationship. In peagtinancial institutions advised that they wokigbp
records for 5 years or more.

There is no explicit requirement to ensure that @lstomer and transaction records and
information are available on a timely basis to dstitcecompetent authorities. However, the Basic
Law, Article 5, requires that financial institutemshould “provide [...] additional information at the
Authorised Agency’s [SCFM] request, related tofihancial transactions that have become the object
of financial monitoring, including information th& classified as bank and commercial secret, not
later than within three working days from the momngfireceiving the request.”

The SCFM advised that in practice financial insiitas were to provide the information within the
deadline. There are a small number of entitiesdbanot reply within the deadline but sanctions ar
enforced against them.

The SCFM provided the following statistics:

21 March 2008 — 26 January 2009 : 134 banks didne@t the deadlines for additional information
requested by the SCFM.

Sanctions : 18 individuals were found guilty fort sabmitting information within the deadline — 14
had a penalty imposed, 3 received a verbal waraimyl was exempted from payment of fine

The NBU provided the following statistics:

2005 - the NBU received 5 letters from the SCFMadgmpect of 27 banks which failed to provide
additional information in a timely manner or infaation that was incomplete.

2006 - the NBU received 5 similar letters in respd® banks.
2007 — the NBU received 49 letters
2008 —see the table below:
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Number of banks Number of requests| Number of
from SCFM transactions involved
in request
Failure to meet deadline
63 206 15076
Provision of incomplete
information 43 141 6810
Total 88* 343* 21886

* These figures may include some double counting

Special Recommendation VII

508. Ukraine has a number of requirements related tanpays systems which can be found in:
- NBU Resolution No. 348, On Approving Regulation drhctioning of Domestic and
International Payment Systems in Ukraine, 25 Sepéerd007";
- Ukrposhta Order No. 211 on Approval and Enactmédnthe Procedures Conducting
Posting (12 May 2006), this is applicable only tkrjpbshta.

509. NBU Resolution No. 348 applies to banks, non-bagkiimancial institutions with a money
transfer licence from the SCFSMR and Ukrposhtaajmige, paragraph 5); and to some extent
addresses some of the requirements under SR. MBU Resolution No. 348 applies to banks, non-
bank financial institutions and Ukrposhta and ceweimmestic and international transfers. Ukrposhta
Order No. 211 is related to the general functignémd operation of payment systems rather than
setting out specific obligations related to AML/CFTThe Ukrainian authorities advised that in
practice it is only the banks, Ukrposhta and theditkan Financial Group (which has 28 indirect
participants — these are banks) that have accels frayments systems.

510. Wire transfers are defined in Law of Ukraine on iRept Systems and Money Transfers, Chapter
1, Article 1 (a cross reference to this law isugigld in NBU Resolution No. 348):

- money transfer shall mean a movement of certainuatmaf money for its entering to the
beneficiary’s (recipient’s) account and furtherideling to the recipient in cash form.
The same person can be an initiator and a recipfahe transfer;

- order for transfer shall mean either electronigpaper documents used by banks, their
customers, clearing institutions, acquiring companbr other members of the payment
system for transmitting money transfer orders.

511. NBU Resolution No. 348, section V, paragraph 4éguires that for all wire transfers that are
equal to or exceed UAH 5000 (approximately equivate €700) in a foreign currency, financial
institutions are required to obtain and maintam fibllowing information relating to the originatof
the wire transfer: originator’'s name, surname,qrgtmic name (if available); data on location arel th
account number (or a unique account number of fdwesaction if no account number exists), the
originator’'s bank name and code, place of origirigatregistration (address may be substituted with
customer’s taxpayer identification number or date place of birth).

Ukrposhta

512. The requirements related to postal wire transferdJkrposhta are also set out in Order No. 211,
Section 3 which requires the following informatitmbe collected: name, surname, patryonic name,
address, telephone of the addressor and addresseeever, this does not meet the requirements
under FATF SR.VII as there is no requirement tawband maintain the originator’'s account number
(or a unique reference number if no account numebests); and if the address is not available

" Registered with the Ministry of Justice of Ukraime October 15, 2007 (1173/14440), as amended byl&é@®n No. 165
dated June 5, 2008
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allowing for it to be substituted with a nationdkentity number, customer identification number, or
date and place of birth.

513. Domestic and cross-border transactions are treéatdte same manner under NBU resolution No.
348. NBU Resolution No. 348, section V, paragrdd) requires that the originator information
should be accompanied through all stages of theegntansfer. The resolution does not provide any
exceptions in relation to cross-border batch fiEnsfers where these are from a single payer. The
NBU is able to refuse registration of the agreemmmtmembership/participation in international
payment system if there is non-compliance withrimional AML/CFT standards. (NBU Resolution
No. 348, section lll, paragraph 5). The NBU adviieat batch transfers do not exist in Ukraifieere
are no technical limitations which prevent the fdiginator information accompanying a cross-border
wire transfer from being transmitted with a relatiestic wire transfer.

514. In addition, the Basic Law, Article 5, requiresttfimancial institutions should retain documents
on financial transactions for five years followitige completion of the transaction. However, this i
too high level and does not specify the detailédrination required under SR.VII.

515. There is no explicit requirement on beneficiaryafiial institutions to adopt effective risk-based
procedures for identifying and handling wire tramsfthat are not accompanied by complete originator
information. However, The Basic Law, Article 7,rPd requires that “An entity of financial
monitoring shall have the right to refuse a finaht¢iansaction if such entity finds that the finahc
transaction is subject to financial monitoring puanst to this Law; in such case an entity of initial
financial monitoring shall identify the persons aggd in the financial transaction, its nature and
submit this information to the Authorized Agency.ln effect, the lack of complete originator
information may be considered as a factor in agsgpsghether a wire transfer or related transactions
are suspicious, and where appropriate will be tepdaio the SCFM.

516. The NBU is responsible for monitoring compliance lmdnks with the provisions in NBU
Resolution No. 348. The NBU has developed a fisiugstions which supervisors will take account
of when assessing compliance. The authorities edvisat they have not encountered any breaches of
requirements under NBU Resolution 348 so far.

517. Ukraine does not have measures in place to effdgtimonitor the compliance of Ukrposhta with
the rules and regulations implementing SR VII. @rNo. 211 does not meet all the technical criteria
set out under SR.VIl and although the State Comiarisen Regulation of Financial Services and
Markets is responsible for AML/CFT supervision okrposhta, it has never performed an on-site
inspection to assess compliance with AML/CFT otilayzs.

518. Although NBU Resolution No. 348 applies to bankgndbank financial institutions and
Ukrposhta, the NBU only supervises banks compliamite these requirements. The SCFSMR (for
non-bank financial institutions and Ukrposhta) di have any jurisdiction to supervise the detailed
requirements under NBU Resolution No. 348. For-bank financial institutions, the SCFSMR
would supervise them with the general AML/CFT ohtigns found in the Basic Law and the
Instruction No. 25. This leaves a significant gapl as a result non-bank financial institutions and
Ukrposhta are not monitored effectively to ensumgliance with the rules and regulations relatmg t
SR. VII.

519. A further issue is that the competent authoritiesadt have in place effective mechanisms needed
for enforcement in relation to SR. VII for non-bafikancial institutions and Ukrposhta and as such
cannot apply the necessary sanctions for specifiadnes under NBU Resolution no. 348.

520. The evaluation team was only provided with a cdrteanslation of Order No. 211 (incomplete)
and No. 348 after the on-site visit and, therefooelld not assess the effectiveness of these nesasur
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352 Recommendation and comments

521. The financial institutions interviewed by the ewion team had a good understanding of the
record keeping requirements. In addition, althotigdre is no explicit requirement to ensure thht al
customer and transaction information is availalledimely basis, the evaluation team concludet tha
the SCFM and the supervisory authorities are gélypesatisfied with the timely nature of reports and
did not consider there to be widespread problenabiaining further information.

522. As regards Recommendation 10, Ukraine would bebgfietting out the requirements on record
keeping more clearly in law or regulation. Thesgude:

- Ensure record keeping requirements refers to ‘&dessary records on transactions” and
not just documents.

- Requiring non-bank financial institutions to maintaecords of identification data for at
least five years following the termination of thecaunt or business relationship.

- transaction records should be sufficient to perggbnstruction of individual transactions
so as to provide, if necessary, evidence for pragatof criminal activities.

523. The evaluation team had not been provided withctireect translations of the relevant documents
setting out the obligations on SR.VII in Ukrainetiusome time after the on-site inspection, and,
therefore, had no basis to evaluate the effectaene

524. Ukraine should implement the detailed criteria iegpiby FATF Special Recommendation VII:
- Apply the exemptions that exist
- Ensure the requirements in Order No. 211 are dmmiswith those under NBU
Resolution No. 348 and FATF SR. VI,
- Requirement to adopt effective risk-based procedioe identifying and handling wire
transfers that are not accompanied by completénattiy information.

525. The Ukrainian authorities should as a matter oknoy effectively supervise non-bank financial
institutions and Ukrposhta’s compliance with thkes and regulations relating to SR.VII. In additio
they should introduce mechanisms for the enforcérérspecific breaches for non-bank financial
institutions and Ukrposhta by competent authorit@esd ensure that sanctions are adequate,
proportionate and effective for specific breachedarNBU Resolution No. 348.

526. Ukraine should put in places measures to ensure Ukgoshta is effectively monitored for
AML/CFT purposes.

3.5.3 Compliance with Recommendation 10 and Special Rewamdation VII

Rating Summary of factors underlying rating

. Non-bank financial institutions are not requiredn@intain records of
the identification data for at least five yearddwling the termination o
R.10 LC the account or business relationship.

. No requirement that transaction records should ufficient to permit
reconstruction of individual transactions.

e The requirements in Order No. 211 for Ukrposhtaxdbmeet the FATH
requirements.

SR.VII PC « There is no explicit requirement on financial ihgibns to adop
' effective risk-based procedures for identifying ahdndling wire
transfers that are not accompanied by completénattiy information.

e The competent authorities do not have the necegsavgrs or measuras
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in place to effectively monitor non-bank financiaistitutions and
Ukrposhta with the requirements in NBU Resolutiom R48.

*  The competent authorities do not have the necess&ghanisms to
impose sanctions for specific breaches in relatioNBU Resolution No
348

Unusual and Suspicious Transactions

3.6 Monitoring of transactions and relationships (R.11and 21)

3.6.1 Description and analysis

Recommendation 11

527. According to article 12 (1) of the Basic Law, anyoh standard or excessively complicated
financial transaction that has no evident econogeitse or obvious legal aim” should be subject to
internal financial monitoring. Internal financialomitoring, as defined in Article 1 of the Basic Law
encompass activities for detection of financialragiens subject to compulsory financial monitoring
and financial operations that may be connected leigfalisation (laundering) of the proceeds. The
financial monitoring regime of Ukraine is explainedmnore details under section 3.7.

528. Further requirements are set out in SCFM Order Mb.of 24 April 2003 on approval of
requirements to organisation of financial monitgriny entities of initial financial monitoring in
prevention and counteraction to introduction inegdl turnover proceeds from crime and terrorist
financing®. Item 4.1 of SCFM Order No. 40 requires that répg procedures should contain a
procedure for undertaking “measures to find outassence and purpose of transactions subject to the
financial monitoring” which can be “related, aimedtargeted at terrorist financing”. This Ordesaal
requires entities to keep a register of all dakated with the financial transactions subject twficial
monitoring (compulsory and internal). Thus, allarhation, including the “essence and purpose of
transactions, subject to financial monitoring”, glibbe written as part of the register.

529. NBU Resolution No. 189 requires banks to regisemndactions and take sufficient action aimed at
clarifying the nature and purpose of transactioobjext to financial monitoring, including by
requesting additional documents and informatioateel to this transaction. The decision on whether
such transaction should be reported is to be takighin 10 days from the registration of the
transaction (item 4.3) in accordance with the maémprocedures of the bank, and in case of non-
reporting, the responsible officer of the bank t@asnotivate his decision in a report which has to
include the following elements: number of registnatof the transaction, date of registration, ressaf
actions taken to clarify the essence and purpogbentransaction and the signature of the officer.
Provisions for examining the background and purmdgbe financial transactions and keeping record
of these transactions are also provided for in MR Instruction No. 25 and SCSSM Decision No.
538 which regulate the financial monitoring perfednby the non-banking financial institutions.
These provisions are of similar nature to the miovis stipulated in the SCFM Order No. 40.

530. However, the Order No. 40, as well as the relesantoral resolutions, do not specify the depth of
the examination, i.e. they do not require thatek@mination should be performed “as far as possible

531. Article 5 of the Basic Law requires that documemntsidentification of persons and on financial
transactions should be kept for five years afterdewmting such transaction. This provision could not
be regarded as an explicit requirement that fir@nicistitutions are obliged to keep the obtained
information on the background and purpose of fifertcansactions available for relevant authorities
and auditors for at least five years. However,xqdained previously, SCFM Order No. 40 specifies

8 Registered with the Ministry of Justice on 29 A@003 (337/7658), as supplemented and amendeHeb@tder of the
State Department for Financial Monitoring under Khaistry of Finance No. 73 of 19 July 2004 andF8COrders No. 160
of 17 August 2005; No. 163 of 21 August 2006, Nof 86 January 2007, and No. 238 of 26 Decembe¥.200
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that all information related with the financial nsactions, including the “essence and purpose of
transactions, subject to financial monitoring”, ahe results of such analysis should be included in
the register. According to Resolution No. 644 of thabinet of Ministers of Ukraine from April 26,
2003, the register should be kept in electronid@npaper form for 5 years available for competent
authorities. Auditors have the right to require essary documents that relate to the subject of the
audit (including such findings), as provided in ttev on Auditing Activities (articles 9 and 18).

532. In addition, the authorities also referred to Ordéithe SCFM No. 40, which recommends the
obliged entities to make questionnaires with datahe identification and analysis of person which
carries out financial transaction. These questisaaahould include information on the “purpose and
grounds for conducting of transactions”. Evaluatmwsfirmed that all financial institutions keep ske
questionnaires as part of their internal finanamnitoring activities and they keep them for atstea
five years.

533. With the exception of banks, the meetings held witivate sector representatives revealed
differences in the familiarity of the non-bankinigancial institutions with the scope of data that
should be included in the register.

Recommendation 21
Special attention to countries

534. Article 11 ofthe Basic Law obliges financial irigtions to report to SCFM all financial
transactions that are equal or exceed 80 000 UAgkoeed the amount in foreign currency equal to
80 000 UAH, which has one or several indicationsc#ed in this Article, so called “compulsory
financial monitoring”. These indications refer tater alia:

“transfer of funds to anonymous (numbered) accalmbad and transfer of funds from
anonymous (numbered) account from abroad, as aseliransfer of funds to account
opened with a financial institution in a countrycluded in the list of offshore zones
stipulated by the Cabinet of Ministers of Ukrairaeid

- “placement or transfer of funds, granting or ret®j\a credit (loan), performing financial
transactions with securities when at least onehefgarties is a physical or legal entity
that is registered, located or resident in a cqu(tirritory) that does not take part in
international co-operation in area of preventiom aounteraction of the legalisation
(laundering) of the proceeds from crime and finagadf terrorism, or if one of parties
has an account with a bank registered in such op(tetritory)”.

535. However, the transactions that have one of theestated indications would be reported to the
SCFM only if they are above the prescribed threghol

536. The authorities referred in this context also te pmovisions of SCFM Order No. 40 (Annex 1),
NBU Resolution No. 189 (Annex 7), and SCSSM Decidim. 538 (Annex 2). These acts provide in
similar terms a list of risk criteria (which can B&pplemented by the relevant institutions, if
necessary) which includes residents of countriesit@ries) about which it is known from reliable
sources that they are not compliant with generadlgepted AML/CFT standards, they do not fulfil
FATF recommendations, they are countries wheretanjlioperations take place or are offshore
countries. Financial institutions have to devotecé attention to transactions of this nature. The
SCFSMR Instruction No. 25 (Item 4.5) requires tusibns to develop their own criteria and refers in
this context to the tentative list of criteria it in SCFM Order No. 40. Authorities advised the
evaluators that these risk criteria are considaserequirement and that they expect obliged entitie
include them in their internal financial monitoring

537. However, having in mind the wording in the SCFM @rtllo. 40 (“criteria for assessment of such
risk, presented in the Appendix 1 to the presemfuRements, can form the basis”), these risk dater
could only be regarded as “guidelines”, and noaagquirement for financial institutions to give
special attention to all business relationship @madsactions with persons from or in countries Wwhic
do not or insufficiently apply FATF recommendatiofbere is as such no explicit requirement to pay
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special attention to all transactions and businglssionships with persons from or in countried tha
not or insufficiently apply the FATF Recommendason

538. As a measure for ensuring that financial institudi@re advised of concerns about weaknesses in
the AML/CFT systems of other countries, the SCFparres and regularly updates the list of offshore
countries and distributes it to the obliged ergiti€he list contains countries included in the FATF
statements. In addition, NBU representatives empthithat they also inform banks on risks of
establishing business relations with countries ttat not apply or inadequately apply FATF
Recommendations, in particular as regards the F&tatements on countries with shortcomings in the
regimes of preventing and counteracting ML, thelistS, the UN Lists etc.

Examination of transactions

539. The requirement to examine the background and gerpbthe transactions with countries that do
not or insufficiently apply FATF recommendations iisdirectly provided through the general
obligation for determining the “essence and purpafsansactions, subject to financial monitoring”.
Through the obligation of keeping registers ontedhsactions (SCFM Order No. 40), there is a
requirement for obliged entities to make availathle written findings on transactions with these
countries to assist competent authorities. In aufditsectoral laws enable the NBU, SCFSMR and
SCSSM to access all documents of the supervisdiksrthat are necessary for adequate execution of
their supervisory function. However, there is ngl&it obligation for financial institutions to er@ne
‘as far as possiblethe background and purpose of transactions witlaouapparent economic or
visible lawful purpose with persons from or in coies that do not or insufficiently apply FATF
recommendations.

Countermeasures
540. The evaluators found the examples below that cbeltegarded as possible counter measures.

541. The Law on Banks and Banking (Article 24) determitigat a foreign bank has a right to open a
branch in Ukraine if: “1) the country where the dign bank has been registered belongs to the
countries that participate in the internationaloperation in the area of preventing and combating
legalization (laundering) of proceeds from crimed aarrorism financing and cooperates with the
Financial Action Task Force (FATF); 2) banking siyi&on in the country where the foreign bank
has been registered complies with the Core Priesipf Banking Supervision of the Basel Committee
on Banking Supervision”. Based on this provisidre NBU has a right to refuse the establishment of
branches of foreign banks in Ukraine. In additiangording to paragraph 1.2 of the Regulation on
Establishment of Subsidiary, Branch and RepreseatéXffice of Ukrainian Bank in the Territory of
Other States79, the NBU issues an approval fobksianent of subsidiary, branch and representative
office in the territory of other state if, interial the host country has joined international age@s
on prevention and counteraction to the legalizatbproceeds from crime and terrorism financing,
and its financial sector has no negative recordompliance with the key international standards in
AML/CFT area.

542. The second example refers to the insurance sédterLaw of Ukraine on Insurance determines
that non-resident insurer is allowed to carry osurance activities in Ukraine only if: “(1) therhe
country belongs to the countries that do not ted in the international cooperation in the sphafre
prevention and counteraction to the legalizatiaurftering) of the proceeds from crime and terrorism
financing and also cooperates with Financial Acfiask Force (FATF); 2) a treaty (memorandum) on
information exchange has been signed between #pectve insurance supervision authority of a
country, where the non-resident is registered, ted Authorised body; 3) insurance activity is
supervised by the state authority according toegeslation of the country of registration of them
resident insurer; (...) 5) non-resident insurer tsiaded on the territory of the country or separate
territories which, by the decision of Economic cergiion and Development Organisation of the UN

" Registered in the Ministry of Justice of UkraineAgril 20, 2006 under No. 463/12337
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do not have the offshore status, or on the teyritdfrthe other countries, if non-offshore status of
which is confirmed by the report of the respectirggle mission; 6) non-resident insurer has proper
license on realisation of insurance activities éeaad with legislation of the country, in which ron
resident insurer is registered”.

543. The evaluation team was not provided with any o&xamples of countermeasures which could
be applied against countries that do not or insieffitly apply FATF recommendations .

3.6.2 Recommendations and comments

Recommendation 11

544. Ukraine’s legislation should explicitly require incial institutions to examings far as possible
the background and purpose of all unusual finar@alsactions..

545. Authorities should compel more efforts to ensui thon-banking financial institutions are aware
of existing requirements and that there is a ctersisimplementation of the prescribed scope od dat
included in the register of financial transactisbject of financial monitoring for the different
sectors.

Recommendation 21

546. Financial institutions should be explicitly recpd to give special attention to business
relationship and transactions with persons froninotountries which do not or insufficiently apply
FATF recommendations.

547. The Ukrainian authorities should amend laws andlegipns to provide for a clear obligation for
examining, as far as possible, the purpose andgbaigkd of financial transactions with persons from
or in countries that do not implement or insuffitlg implement FATF recommendations, if they
have no apparent economic or visible lawful purpose

548. Authorities should make sure that there is an gmate legal basis which enables to apply
appropriate counter measures, for all financiatitingons and in all cases where transactions,
businesses or other relationships involve counthiascontinue not to apply or insufficiently apphe
FATF Recommendations.

3.6.3 Compliance with Recommendations 11 and 21

Rating Summary of factors underlying rating

*  The obligation to examine as far as possible tmkd§round and purpose pf
all unusual financial transactions is not exphcitbvered

R.11 LC + There is an inconsistent implementation of the griked scope of data
included in the register of financial transactiosabject to financial
monitoring for the non banking financial sector

e There is no clear requirement for financial ingidns to give special
attention to all business relationship and tramsastwith persons from or in
countries which do not or insufficiently apply FATéEcommendations

e There is no explicit requirement that the examoratf the background and
R.21 NC ' ) . . )
purpose of the financial transactions with coustrithat do not o
insufficiently apply FATF recommendations should ésdended as far as
possible

. No enhanced mechanisms in place to apply full sebonter measures
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3.7 Suspicious transaction reports and other reportingR.13-14, 19, 25 and SR.1V)

3.7.1 Description and analysis

Recommendation 13

549. The Basic Law sets out the main aspects of thertiagosystem in a rather complex manner,
several provisions being relevant in this contexticles 5 (tasks and duties of obliged entiti@s),
(submission of the information about financial saction), 11 (financial transactions subject to
compulsory financial monitoring) and 12 (financidansactions subject to internal financial
monitoring).

550. The system defined in the Basic Law refers to tyyes$ of financial monitoring: compulsory and
internal. Even though the compulsory financial ning is not related with the requirements of
Recommendation 13, for the purpose of better utalling of the financial monitoring system of
Ukraine, this part of the report contains some axations on the structure and elements of thisaype
financial monitoring.

551. Compulsory financial monitoringpplies to any transaction that is equal or exe&8d000 UAH
(or equals or exceeds foreign currency with a caunalue of 80 000 UAH) and which falls within
one or several of the 14 listed criteria of artitle of an objective nature. Many of the criteriatth
trigger the compulsory financial reporting descride facto unusual transactions. The list of
transactions is quite comprehensive and exhaugtitiele 5 requires obliged entities to submithe
SCFM information on financial transactions subgectcompulsory financial monitoring within 3 days
from their registration, regardless of whether dbéiged entities considered them to be suspicious,
not. Having in mind the number of transactions #rat subject to compulsory financial monitoring, it
could be argued that this leads to the employmgatsubstantial number of staff and shifts reseairc
away from internal financial monitoring.

552. Internal financial monitorings defined as the activity of obliged entities detect financial
operations subject to compulsory financial monitgriand other financial operations that may be
connected with legalisation (laundering) of thegeeds.

553. Article 12 sets out the financial transactions wahéce subject to internal financial monitoring, by
setting three main categories, each of them inofydeveral criteria:

a) non standard or excessively complicated financ#idactions with no evident economic sense or
obvious legal aim;

b) non-compliance of a financial transaction with #uotivity of legal entity defined by the statutory
documents of such entity;

c) repeated financial transactions, the nature of Wwigiwes grounds to believe that their aim is to
evade the procedures of compulsory financial moinigo

554. Article 12 lists in a detailed manner the typestrahsactions that should be subject to internal
financial monitoring, but it also provides for aatch-all” provision whereby internal financial
monitoring can also be applied to other finanaiahsactions when an obliged entity “has grounds to
believe that a financial transaction is aimed aintering proceeds”. Thus, the internal financial
monitoring covers all transactions that are exiyicdefined in Article 12, as well as all other
transactions that institutions would consider stispis.

555. As it was explained by the authorities, the purposehe internal financial monitoring is to
identify transactions that require additional as@yby the obliged entities. The internal financial
monitoring does not require obliged entities tooréghese transactions to SCFM. It is left to the
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obliged entities to decide what transactions wéllrbported, i.e. which transaction will be regarded
suspicious.

556. In addition, article 8 of the Basic Law providegttlif an employee of an obliged entity has any
reasonable doubts that a certain financial traitsad$ carried out to legalise (launder) proceeds,
should inform the SCFM of such transaction. Thesend evident cross-reference between the
reporting obligation specified in Article 8, andethwo-tier financial monitoring established with
Articles 11 and 12 of the Basic Law. All of the abaspecifics of the reporting regime established in
Ukraine makes it quite specific, may be consider®domplex, and not necessarily suspicious-based.

557. The reporting obligation refers to “financial traations carried out to legalise the proceeds]...]".
The term “financial transaction” is defined in ai#i 1 of the Basic Law. The authorities explaintat t
the term “proceeds” is used as a synonym of tha téunds”. According to Article 1 of the Basic
Law, the proceeds are “any economic benefit rexultiom the commitment of a socially dangerous
illicit act that precedes the legalisation (laumaigy of proceeds and consisting of material propet
titles, also movable or immovable property, anaglgmpers that confirm the title to such propertgo
share in it". ” This definition encompasses theassary elements, as provided for by the glossary to
the Methodology. It is to be reminded that notth# 20 categories of designated FATF predicate
offences are covered by the CC (see section 2.1).

558. The term financing of terrorism is not defined metBasic Law. However, there is a clear
obligation in the Basic Law (Article 8) to repoit financial transactions in cases which the oldige
entity suspects or should have suspected to beedeldth financing of terrorist activity, terroriacts
or terrorist organisations. The information shobddimmediately submitted to the SCFM and the law
enforcement bodies. In practice, the list of pess@iated to terrorist activity prepared, disseted
and published on the web$ftéy the FIU to the obliged entities appeared tdhgeonly source used
by obliged entities for detecting transactions #faiuld be regarded as suspicious for FT.

559. According to the Basic Law, the reporting of sugpis transactions is not connected with a
certain threshold, i.e. all suspicious transactisheuld be submitted to the SCFM. The reporting
requirements cover only a certain form of attedpgtansactions. Article 7 paragraph 2 of the Basic
Law empowers obliged entities to refuse to camy a financial transaction if they suspect that the
transaction is subject to financial monitoring; gwdity is obliged to identify the person engagethie
transaction and to report this to the FIU (empliagithat it is a case of not-executed transatjon
This provision covers the transactions that wetengited by the clients, but not executed due to
refusal by the obliged entity. The attempted tratisas that were not executed due to a decision by
the client to withdraw from the transaction are eaplicitly covered. With this regard, authorities
referred to the first paragraph of Article 7 of BBasic Law which requires entities of initial firaal
monitoring “prior or after a financial transactiotd “determine whether the financial transaction is
subject to financial monitoring pursuant to thiss’a However, the financial monitoring, as defined
in the Basic Law, does not necessarily cover sutionisof STRs for all transactions that are subject
financial monitoring (only transactions that arev&@d with the compulsory financial monitoring
should be instantaneously submitted to the SCFM).

560. Another normative act that could be referred tthim context of attempted transactions is the NBU
Resolution No. 189. The Resolution requires banksubmit to the SCFM all transactions on which
the bank has motivated suspicious that are relateth attempt to launder money. Nonetheless, this
Resolution covers attempt to launder money, whahnot be considered as an explicit coverage of
attempted transaction. Hence, the referred pravisfof the Basic Law and Resolution No. 189) could
be considered only as an effort to include certgires of attempted transactions in the STR regime.
As this is an asterisked criterion, the need férattbempted suspicious transactions to be reported
should be explicitly provided for in either law r@gulation.

8 The authorities advised after the visit that tfcial website of the SCFM includes links to thist$ of the US Treasury
and the EU .

81 Order of the State Department for Financial MomitgNo. 48 on approval of some forms of registramd submission
of information, related to financial monitoring,camstructions concerning their filling in, from M4d.3, 2003
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561. The Basic Law requires for reporting of all trartgats that appear to be suspicious. There is no
indication that STRs should not be filed if tax teed are involved. If there is a suspicion of ML or
TF, the STR must be filed, even through this mightt lead to a conviction, since tax evasion is not
considered as a predicated offence for ML.

562. Apart from the specified period for submitting regsounder the compulsory financial monitoring
(three working days from the moment of registratidithe transaction), the Law does not specify the
timeframe for submitting STRs to the SCFM. The SCEmtier No. 40 does not provide for any
deadline; it only specifies that the complianceaceff is responsible for deciding on the transastion
that should be reported to the SCFM. The only ntixmact that regulates the period for submitting
STRs to the SCFM is the NBU Resolution No. 189. gkding to item 5.2 of this Resolution
“‘information about a financial transaction, in respof which the employees of the bank (branch)
have reasonable suspicions that it is effectuaiedefalization (laundering) of proceeds from @jm
shall be submitted to the Authorized body the veame day when such suspicion arise”. The
evaluation team considers that the existence &dréifit provisions for different financial institatis
could create unequal implementation of the repgntegime.

Additional element

563. STRs are required to be filed when reporting ergtiiuspect or have reasonable grounds to suspect
that funds are proceeds, hence it covers procetadl aeriminal acts which would constitute a
predicate offence in Ukraine.

Effectiveness

564. The authorities provided after the visit the follog statistics:

Year Total Compulsory financial Internal financial Compulsory and
amount monitoring monitoring internal financial
monitoring
Amount % Amount % Amount %

2004 695.566 392.086| 56,37% 279.694 | 4021% | 23786 | 3:42%
2005 786.215 435.707|  55,42% 326.860 | 4157% | 23.648 | 3.01%
2006 821.735 508.654| 61,90% 292.027 | 3554% | 21.054 | 2,56%
2007 1.003.931 680.931| 67,83% 310.260 | 30,90% | 12.740 | 1.27%
2008 1.067.738 777.253|  72,79% 281.120 | 26,33% 9.365 | 0,88%

565. Leaving aside the complexity of the reporting reginfrom the provided statistics it could be
concluded that the STRs submitted on the basiketbompulsory financial monitoring, dominate in
the total number of STRs. What is even more immrtthe share of the STRs from compulsory
financial monitoring increased in the previous gearhich could not be regarded as positive in terms
of the implementation of risk-based reporting regim addition, the list of indicators providedtire
Law - for compulsory, as well as for internal fircéad monitoring - applies to all listed obliged #ies,
regardless of their nature and complexity, andities inherent to different sectors.

566. From the interviews with the private sector, thaleation team understood that some of the
obliged entities (especially the non-banking ingitins) have considered this list as exhaustive and
that they have reported to the SCFM only transastthat are explicitly mentioned in Article 12 bét
Basic Law. The interviews have also revealed thatanalysis made by the compliance officers of
some of these non-banking financial institutionstbe financial transactions that according to the
Basic Law are subject to financial monitoring (caispry and internal), does not encompass the
necessary deepness that will enable an adequateodemaking related with submission of STRs to
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the SCFM. The provided statistics and the growiogitance of the STRs from compulsory financial

monitoring confirm this conclusion. Thus, in lightt the information received and the feedback from
the private sector, the evaluation team has cordbat the current reporting regime, as implemented
focuses to a too large extent on the compulsomnfiial monitoring as opposed to suspicious based
reporting.

567. According to the information received during thesite visit, most of the disclosures received by
the SCFM continue to be from the banks (97% ofstifamitted STRs during 2007). At the time of the
on-site visit, banks demonstrated a solid undedatgnof the nature and purpose of the reporting
obligation, especially the banks with foreign ovstep, which have adopted the AML/CFT know-how
of their parent banks. The good AML/CFT performameranks could be demonstrated with one
additional argument. According to the receivedistias on the reports submitted by banks to the
SCFM, during 2006, 2007 and the first 8 months@9&, on average, 44.7% of the submitted reports
relate with transaction which are subject to indrimancial monitoring, which is higher than the
participation of this type of transactions in tb&at number of submitted reports by all obligedters.

In addition, NBU has reported that the disclosadgactions that are not explicitly defined in Aggc

11 and 12 (transaction falling under the catchpaivision) assume from 12-18% (for the last 3 years
of the total number of disclosed transaction to 8@&FM. Thus, it appears that banks pay more
attention to detecting suspicious transactions.

568. While this is encouraging for the banking sectdre tevaluators have doubts about the
effectiveness of the reporting of the non-bankinmaricial institutions. Despite the efforts of the
SCFM to prepare guidelines and recommendationgnfproving the financial monitoring practices
and despite the fact that authorities have inforthedevaluators that during the previous 2 yeags th
number of STRs submitted by the non-banking insiis has increased (compared with 2006), the
number of STRs filed by other financial institutio(figures on STRs are provided in Section 2.5 of
the report) is still low and indicates a lack oflenstanding of other sectors and could be an itidica
where regulators should focus most of their efforts

Special Recommendation IV

569. Article 8 of the Basic Law requires entities oftial financial monitoring when they “suspect or
should have suspected that such financial tramsectare related with or intended for financing
terrorist activity, terrorist acts or terrorist argzations, they shall immediately inform the Auihed
Agency and the law-enforcement bodies defined leyldlvs about such financial transactions”. The
normative acts issued by the NBU, SCSSM and SCFSpadify that this should occur on the day of
detection of such transaction.

570. According to the Basic Law, the reporting of sugpis transactions related with or intended for
financing terrorist activity, terrorist acts or n@mist organisations, is not connected with a @erta
threshold, i.e. all suspicious transactions shbeldubmitted to the SCFM. The information should be
immediately submitted to the SCFM and the law erdorent bodies. As it was explained above,
attempted transactions are not directly coverddvinor regulation. In addition, even though theiBas
Law does not restrain the reporting of financiahsactions related with tax matters, tax evasiomwis
a predicate offence.

Effectiveness

571. The authorities did not provide any statistics rdgay STRs related to FT, hence the evaluation
team could not analyse the effectiveness of thes#Spicious reporting regime. During the visit, the
evaluation team was told that the number of repeitls a suspicion of terrorist financing was low,
given that Ukraine is not exposed to terrorise#its. Another reason for the low number of STRs
regarding FT could be the substandard understarfitige FT reporting requirements by the obliged
entities, which might require additional efforts the SCFM and supervisory authorities to improve
the understanding of the features of FT.
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Recommendation 14 (Safe Harbour and Tipping Off)

572. Reporting entities, their officials and other pensel are protected from disciplinary,
administrative, criminal and civil liability if thesubmitted information about a financial transactio
the FIU in accordance with the Basic Law as welloather actions related to the implementation of
the law (article 8 of the Basic Law). There ismention of a “good faith” prerequisite associatethw
the reporting requirement nor of protection if thtegt not know precisely what the underlying crintina
activity was, and regardless of whether illegaivétyt actually occurred. The waiver may therefoee b
broader than the standard set out in Recommendkdiand as such it does not comply with it.

573. The Basic Law prohibits “employees of the entit@sinitial financial monitoring who have
submitted to the Authorized Agency information amy dinancial transaction subject to financial
monitoring pursuant to this Law, to inform abouthie persons engaged in financial transactions or
any other third persons” (article 8 (4)). NBU Resimin No. 189 (paragraph 5.1) prohibits bank’s
officers to submit information about a financiahrisaction being subjected to mandatory financial
monitoring to the SCFM to persons who perform sti@nsactions or any third parties. Both
provisions appear to be insufficient, as they ayer employees, but not the financial institutions

574. lllegal disclosure of any information to be provid® the SCFM by an individual who learned
such information in the context of its professiooabfficial duty, is punishable under Article 209
of the Criminal Code with sanctions in form of fifrem 2000-3000 of untaxed minimum incomes of
citizens®?, or of imprisonment for a maximum term of thre@nge or of imprisonment for the same
period of time, with revocation of the right to opy certain positions or carry out certain actastfor
the period of up to three years. Administrativepessibility is also prescribed by Article 166 okth
Administrative Code of Ukraine (penalty of 100-30ftaxed minimum incomes of citizens). The
authorities have reported that, so far, they havease of sanctioning due to violation of tippirf§ o
provisions.

575. As mentioned above, the provisions only refer ®eémployees of the obliged entities and as such
there is no provision that prohibits financial ingtons from tipping off.

Additional elements

576. The information submitted to the SCFM accordingBtasic Law is subject to limited access
(Article 8 of the Basic Law) and should be exchahgdisclosed and protected in accordance with
laws.

Recommendation 19

577. Ukraine has considered the feasibility of implenmenta system whereby financial institutions
would be required to report all transactions inrency above a fixed threshold. They have chosen to
establish a compulsory reporting of transaction8®000 UAH or foreign currency equivalent to 80
000 UAH® or higher, if they also meet one or several ofdtieria set out in article 11 of the Basic
Law.

Additional elements

578. The SCFM receives compulsory reports from the baabstronically; for other obliged entities
there are cases of using other means of reportMigreceived reports are kept in the unified
information-analytical system of SCFM. Access tis #ystem is restricted; the procedure for aceess i
defined with the Law on Information and the Law Brotection of Information and Information-
Telecommunication Systems. More information on #lystem could be found under section 2.5.

82 One untaxed minimum income of citizens is definadan annual basis and, for 2008, it equals 17 U&H00 — 3 000
UAH equal 34 000-51 000 UAH)
8 This equals to approx. 10 400 EUR
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Recommendation 25 (Feedback related to STRS)

579. The Basic Law requires SCFM to analyze the metlamdsfinancial patterns of money laundering
and financing of terrorism and to provide guidateéhe obliged entities on different issues related
with AML/CFT. Based on this provision, SCFM hasuisd several documents that are in line with the
requirements of the criterion 25.2 for providingngeal feedback to the obliged entities. This
documents are published on the SCFM'’s website rmeldde 3 general types of information:

- Methodical recommendations on the organisation iménfcial monitoring, especially
internal financial monitoring which is regardedgasdance for obliged entities );

- Typologies, as recommendations for detection ofegydaundering schemes (at the time
of the on-site visit 4 reports on typologies hadrbeeleased), which include feedback, as
well as guidance for the obliged entities;

- Statistics on different issues (e.g. submitted caf@rals, decisions by the courts, etc.)

580. An important feedback tool is the annual reportppred and published by the SCFM. Among
other information, the report for 2007 containgisti&és on the received reports from obliged esditi
(broken down by type of entities and type of finahenonitoring — compulsory or internal), total
number of submitted case referrals to law-enforecgragencies, amount of seized property and funds
and number of court decisions. In addition, theoregncloses examples of laundering schemes;
within the report for 2007, SCFM has provided thiblc with four examples of money laundering
schemes.

581. Finally, SCFM submits monthly reports to the steggulators and supervisory authorities with
analysis on the types of reports submitted by ediche financial institutions during the past manth
Supervisory authorities confirmed that they uses¢heports as a valuable tool when determining the
necessity for conducting more stringent supervisioer these institutions.

582. As for the specific case-by-case feedback, thegohae for acknowledgement of the receipt of the
report is prescribed by the Cabinet of Ministersséations No. 644 and 646. These Resolutions
define the registration procedure for financiahsactions subject to internal and compulsory fir@n
monitoring and require the SCFM, after receiving pinoper report, to inform the reporting entityeTh
confirmation should be sent within three working/sldrom the receipt of the transaction subject to
compulsory and internal financial monitoring. Theseolutions apply to all obliged entities, except
banks. For banks, the procedure for submissioppdnts and confirmation by the SCFM is defined by
NBU Resolution No. 189; it requires an acknowledgtre the receipt of the report from the SCFM,
but it does not specify the confirmation periodeBvhough the confirmation period is not specified,
Ukrainian authorities explained that for banks, 8@FM follows the same practice implemented for
all other financial institutions, i.e. the acknod¢gnent of the receipt is sent within three workitays
from the receipt of the report.

583. The Law does not require SCFM to submit feedbacklliged entities on information on the
decision or result if a case is closed or completeldether because of a concluded prosecution,
because the report was found to relate to a legiéintransaction or for other reasons, and if the
information is available.

584. Besides the SCFM, the NBU also provides banks gifidance on the implementation of certain
AML/CFT legislative acts and methodical recommeiate on the best practice for conducting
financial monitoring. During 2007, NBU prepared asubmitted 75 letters with explanations and
recommendations on financial monitoring. Due to thenber of letters, the authorities could not
submit an English version of all letters, but hawupplied the evaluation team with examples of the
content of these letters (performing financial noring on transactions with promissory notes,
identification and analysis of foreign corresportdesnks, types of transactions that could be stibjec
to internal financial monitoring, procedure forn@nating financial transaction that is suspectetido
connected with financing of terrorism, risks of mgraundering connected with internet banking).
These documents, along with the responses to tbestiqus received from the banking industry, are
published on the NBU’s website.
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585. The other two supervisors (SCRFSM and SCSSM) peowidme general feedback to their
supervised entities on AML/CFT issues. The SCSSWided the evaluators with the annual report
for 2007, which contains certain data on its AMLIC#&ctivities, detected problems, as well as some
statistics on the number of examinations and detemnviolations of the Basic Law. There is a
requirement for securities firms to provide tramifor their employees involved in the internal
financial monitoring on an annual basis. The tragsi should be performed by institutions accredited
by the state government, an approved by the SCSSddarding the feedback activities of the
SCRFSM, the authorities informed the evaluatiormtehat this supervisory body has prepared
documents on AML typologies, implementation of agrtAML legal provisions, examples from the
practice, etc. In addition, there is a requirenfentannual trainings of the compliance officersesé
trainings are performed by educational centresaaat by the SCRFSM. The trainings program is
also agreed with the SCRFSM. Despite of the worfopmed by the SCRFSM and SCSSM, it could
not be regarded as fully sufficient in the contekthe requirements of criterion 25.2 (case-by case
feedback).

586. As an attempt to provide certain feedback to thelmanking institutions, authorities indicated the
operation of the temporary group established ferghrpose of considering certain AML/CFT issues
for non-banking financial institutions. The TempgraVorking Group includes representatives from
SCFM, SCSSM, SCRFSM, Ministry of Interior, self-goring organisations (professional
associations) and initial financial monitoring ées (from insurance sector). This group has
considered and processed 46 issues that non-baimkstitution face when conducting financial
monitoring. During the on-site visit, the autha#ihave informed the evaluation team on the main
issues discussed by this group: practices on disdoof financial transactions subject to financial
monitoring, training on filling forms for submittinreports to the SCFM, explanation of legislation,
duties of the compliance officer, etc. The discdgssues are published on the SCFM’s website.

3.7.2 Recommendations and comments

Recommendation 13

587. The legal framework covering the Ukrainian repagtiregime is complicated in its structure.
Obliged entities have to employ substantial reseaircn order to comply with the reporting
requirements, which do not always cover suspicivagsactions. This can adversely influence its
efficiency, since it leaves an imbalance and maydgarded as an inhibit for development of a
suspicious-based regime. Authorities should consithe possibility for revising the relevant
provisions and make them more suspicious basedhazwhformity with the nature and complexity of
different types of obliged entities.

588. Ukraine should criminalise insider trading and nednkanipulation, so as to enable Fls to report
STRs based on the suspicion that a transactiontrimgblve funds generated by the required range of
criminal offences.

589. The law or regulation should provide for a defmitiof the financing of terrorism, as well as for
suspicious indicators in relation to financing efrorism.

590. Although the Basic Law provides for coverage oftaier forms of attempted transactions, there
needs to be an explicit legal requirement that wéltjuire reporting of all types of attempted
transactions, not just the one that have beenedfig the obliged entities.

591. Authorities should reconsider harmonising the @éxstegulatory framework to ensure uniform
implementation of the reporting regime, especiaflgarding the period for submitting reports to the
SCFM.

592. The predominance of STRs from compulsory finangiahitoring indicates a lack of risk-based
approach to monitoring and reporting of suspiciwassactions to the SCFM and raises concerns as to
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effective implementation. The system could berfeditn a higher awareness of the AML/CFT regime
outside the banking sector, which could be raibenuigh an enhanced training programme.

Special Recommendation IV

593. In the light of the information received during thisit, it appears that Ukraine should provide
more guidance to reporting institutions on how ébedt suspicious transactions related to terroiism
order to enhance the effectiveness of the systeffilify TF STRs.

594. The comments expressed for Recommendation 13.34; 42 also applicable for SR IV. There
needs to be an explicit legal requirement thatgited transactions are subject of STRs.

Recommendation 14

595. Authorities should reconsider the wording of Ai@ of the Basic Law, so that it provides for a
“good faith” prerequisite associated with the reimgr requirement as well as protection of entities,
even if they did not know what underlying crimiradtivity was, and regardless of whether illegal
activity occurred.

596. There should be a clear tipping off provisions élation with financial institutions, not just
directors and other employees of the financiaituisbns. .

Recommendation 19

597. The compulsory reporting regime of Ukraine requiregorting of transactions above a certain
fixed threshold, but only if the transaction meatdeast one of the criteria specified in Article df
the Basic Law.

Recommendation 25

598. The SCFM should be required to provide case by fastback to obliged entities on information
on the decision or result if a case is closed ongleted, whether because of a concluded prosecution
because the report was found to relate to a legiéntransaction or for other reasons, and if the
information is available.

599. SCFM should consider the possibility of making treports submitted to the supervisory
authorities public, with more general analysis, d&r by type of entities (without stating the naroés
the institutions).

600. SCFSRM and SCSSM should enhance their feedbackitesti especially with providing the
private sector with best practice techniques, mithand trends, as well as more comprehensive
statistics. This could positively influence the aging behaviour of the non-banking sector.

3.7.3 Compliance with Recommendations 13, 14, 19, 25tefa 25.2) and Special
Recommendation IV

Rating Summary of factors underlying rating

e The suspicious reporting regime could not be regirds suspiciou
based and in line with the specifics of differemtters

. No STR requirement in cases possibly involving desitrading and
R.13 PC market manipulation

»  Alltypes of attempted transactions are not futlyered

. Low numbers of STRs outside the banking sector ragle affects the
effective implementation

(2]
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e The Basic Law does not explicitly provide protentiof entities if they
acted in a “good faith” and even if they did nobknwhat underlying
R.14 LC criminal activity was, and regardless of whethkegial activity occurred
. Financial institutions are not covered by the tiygpoff prohibition
R.19 C
e SCFM does not provide case by case feedback tgemblientities
R.25 LC . ) ;
regarding the case referrals transmitted to lawreefment agencies
*  Shortcoming in the criminalisation of terrorist dimcing limits the
reporting obligation
. No STR requirement in law or regulation for alpés of attempted
SR.IV PC :
transactions
»  The practice illustrates a lack of understandingrBf STR obligation
and overall lack of effectiveness of the system

Internal controls and other measures

3.8 Internal controls, compliance, audit and foreign banches (R.15 and 22)

3.8.1 Description and analysis

Recommendation 15
Generally

601. In the framework of Recommendation 15, the Basiw tequires obliged entities to establish rules
for conducting internal financial monitoring. Thentent of the rules are prescribed in more details
SCFM Order No. 40 (item 3). According to this Ordbe rules should contain at the minimum
(among other issues): measures that should besdastit by the entity for detecting and preventing
money laundering and financing of terrorism, pragedfor identification of persons that carry out
financial transactions, procedure for revealing ¢haracter and purpose of the financial transaction
procedure for disclosing information to the SCFMogedure for collection and retention of data,
procedure for informing the employees on the irdbdocuments for financial monitoring.

602. Financial institutions are required by law (Articleof the Basic Law) to assign an employee in
charge of the monitoring. This employee shouldrzkependent and accountable only to the head of
the financial institution. SCFM Order No. 40 defn@ details the duties and responsibilities of the
compliance officer, as well as the qualifying aiiéethat should be met by the compliance officer
(without prior criminal conviction and he/she hade an employee of the entity). In addition testhe
qualifying criteria, SCFM has issued a separateeOib. 46 on Requirements for the qualification of
the employee responsible for conducting the firenaionitoring. This Order defines additional
requirements, mainly related with his/hers knowkedmd skills in relation to application of the
AML/CFT legislation and internal procedures. TheFBCOrder No. 46 advices financial institutions
to establish the compliance function accordinghteirtinternal organisational structure (to create a
separate compliance division, when that is more@pjate). Each entity is obliged to inform the
SCFM on the appointment or dismissal of the comgkaofficer. Although the Basic Law and the
Order demand that the compliance officer reporly @m the head of the entft§ this could not be
considered as meeting the requirement that thepliamce officer should be at the management level
(apart from the special situation for banks).

84 The evaluation team could not fully verify wharégarded as head of entity in all of the finaniiatitutions.
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603. SCFM Order No. 40 requests that the complianceeaffis given a right to access all documents
and information related to adequate conduct offiie monitoring.

604. Excluding banks, there is no legal requirementtf@ non-banking institutions to maintain an
adequately resources and independent audit funictitest compliance with AML/CFT rules.

605. According to the Basic Law, the compliance officeresponsible for training of other employees
to analyse the financial transaction subject tarfirial monitoring. On the basis of this legal psiom,
the issues that should be covered with the trainigginised by the compliance officer are defined in
the Order No. 40 (for example, familiarity of empdes with the AML/CFT legislation and the
internal rules for financial monitoring, practicaleasures for financial monitoring, techniques for
money laundering, etc) and are generally in lint Wie requirements of Recommendation 15.

606. There is no requirement for financial institutidogput in place screening procedure to ensure high
standards when hiring staff (apart from the requésts for the compliance officer and certain senior
management positions). Authorities referred to ddti7 of the Law on Financial Services and State
Regulation of Financial Service Markets which dtgpes the conditions for establishment of a
financial institution. These conditions requireeradnt professional skills and business reputation o
the staff, which must be in compliance with requiests, established by law. This provision could be
regarded as relevant only to a certain extentesihdoes not require financial institutions to jut
place a screening procedure to ensure high stamddren hiring new staff.

Banks

607. Besides the general requirements enclosed in SCFiérNo. 40, which apply to all obliged
entities, programs for conducting financial moriitg by banks are elaborated in the NBU Resolution
No. 189. The Resolution requires the same minimi@ments of banks’ programs, as Order No. 40.

608. For certain issues, NBU Resolution No. 189 goethéurthan SCFM Order No. 40, requiring
additional elements that are more in line with Regendation 15. As an example, this Resolution
requires the compliance officer to be appointedh®y supervisory board and to be a member of the
bank’s board. It also provides for more detailedlifiying criteria for the compliance officer: highe
legal or economic education, banking experienagodess than 3 years (as an employee of a bank) or
one year (as head of a unit in a bank) or threesyegperience in AML/CFT area, without previous
criminal convictions and with good business reparat

609. The Law on Banks and Banking entails banks to éskainternal Audit Service and determines
its responsibilities. It also specifies that théeinal audit should be accountable to the supewviso
board. In addition, the NBU Resolution No. 189 rieggl the internal audit of a bank to perform at
least annual audits of the bank’s compliance with AML/CFT legislation. The results of the audit
are submitted to the supervisory board. The NBUWhiwiits on-site supervision, evaluates the
adequacy of the compliance and audit function.

610. The deficiencies of SCFM Order No. 40 related wlith “timely” access of the compliance officer
to all necessary data and with the precise reqein¢rior screening procedures for all employees, are
not covered with NBU Resolution No. 189, as welowéver, from the interviews with the banks it
seems that in practice they apply their own intevetting procedure when recruiting staff.

611. Generally, the banks interviewed by the evaluatappeared sufficiently professional and
knowledgeable of their internal rules and otheigattions under the Basic Law and the Banking Law.

612. Other financial institutions (insurance, exchanffeces and securities firms, credit unions, postal
organisations, leasing companies)

613. Requirements for the non-banking financial insiitog in the context of Recommendation 15 are
prescribed in the SCSSM Decision No. 538 (for m#ibperating on the securities market) and the
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SCFSRM Instruction No. 25 (for all non-banking fireéal institutions). Both of these normative acts,
in general, provide for the same requirements asMsOrder No. 40, thus the same deficiencies are
also valid. Regarding the implementation of scnegrprocedures, article 7 of the Law on Financial
Services and State Regulation of Financial SeMaekets requires existence of relevant professional
skills and business reputation of the staff, at thement of the establishment of the financial
institutions. This provision does not require fineh institutions to put in place screening proaecio
ensure high standards when hiring new staff.

614. From the meetings with the representatives of thential institutions (apart from banks), the
evaluation team considered that these entitiesdackeness on the role of the internal audit (sofme
them are not even familiar with this term). Supsovs of these entities explained that there isgall
obligation for establishing an internal audit fuont especially in terms of audit of the AML/CFT
compliance.

615. According to the existing legislati®h non-banking financial institutions and the Na#ibpostal
service operator may perform currency exchangevitiesi, exclusively through accounts with
authorized banks and according to the procedurkicapfe to authorized banks. Authorities explained
that the exchange offices operate only with anexgeat with a bank and they are obliged to follow al
requirements applicable for banks, including AMLICBtandards. Thus, all of the requirements
mentioned above, refer to exchange offices, as. Wallvertheless, the evaluators were not able to
confirm these legal provisions in practice.

Additional elements

616. According to the Basic Law, the compliance officeappointed by and is accountable only to the
head of the financial institution. Thus, there ddowt be a reporting level between the compliance
officer and the head of the financial institutiothe compliance officer is responsible to submit
monthly reports to the head on the reported trdimsesc

Recommendation 22

617. According to the scope of the Basic Law of Ukradedined in Article 3, its provisions apply to the
obliged legal entities, including their brancheffices and other separate units in Ukraine andadro
This rather broad requirement could not be regaededn exact fulfiiment of the criterion 22.1, gnc
it does not cover all necessary components. Itslackequirement for financial institutions to pay
particular attention to their subsidiaries and bres in countries which do not or insufficientlypgp
the FATF Recommendations, as well as to ensuresimgtation of the higher AML/CFT standard by
their foreign subsidiaries and branches, to therdxhat local laws and regulations permit.

618. As for the requirement of criterion 22.2, accordiogSCFM Order No. 40, financial institutions
are required to inform “the entity of state agenelgich according to the legislation executes flongi
of regulation and supervision over them, in casefailfire of its branches and other separated
subdivisions, which are situated abroad, to takasuees for counteraction to legalization (laundgrin
of proceeds from crime and terrorist financingjrafy reasons of failure to execute them”.

619. Article 25 of the Law on Banks and Banking perniitkrainian banks to open subsidiaries,
branches and representative offices on the teyribother countries on the basis of a permit grdnt
by the NBU. At the time of the on-site visit, onanlt had a branch abroad (Cyprus) and several banks
had subsidiaries in other countries. When issulmgy permit®, NBU considers whether the host
country of the subsidiary or branch has “joinedeiinational agreements on prevention and
counteraction to the legalization of proceeds fiime and terrorism financing, and financial sector

8 NBU Resolution No. 297 on the Procedure of IssiNiog-Banking Financial Institutions and the NatibRastal Service
Operator General Licenses to carry out Foreign ey Operations of 9 August 2002, registered whii Ministry of
Justice on 29 August 2002 (712/7000), as amendeldsplutions No. 362 (27.09.2002), No. 396 (27.0052, No.171
(05.05.2006), No. 45 (27.02.2008).
% NBU Resolution No. 143 of 12 April 2006 on Estahfinent of Subsidiary, Branch and Representativéc©fbf
Ukrainian Bank in the Territory of Other Stategistered with the Ministry of Justice on 20 Apri@ (463/12337).
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whereof has no negative record in the conclusidristernational organizations conducting valuation
of states and/or their financial sectors compliawite the key international standards in this area”
The NBU may decide to limit, stop or terminate Bankansactions performed by a branch, if it
determines that “the branch is not able to fuliié fprovisions of the Laws of Ukraine as a result of
contradictions with the Laws of the host countrtiditionally, NBU instructions on performing on-
site supervision define the procedure for AML/CRipervision of foreign branches and subsidiaries.
Representatives of the NBU explained that theygperfon-site visits of the branch abroad, at least
once in every 2 years. So far, they did not encuany significant problems with the ability ofghi
branch to comply with the prescribed AML/CFT stati$a

620. Authorities reported that the financial institutsoof other sectors have no branches or subsidiaries

in other countries. There are no licensing or ottreria if these institutions would like to open
branches or subsidiaries abroad; they just hairddom their supervisory authority.

3.8.2 Recommendation and comments

Recommendation 15

621. Clear provision should be made for compliance effiof the non-banking financial institutions to
be designated at management level.

622. Authorities should alter the existing legislatisaquiring financial institutions (except for banks)
to maintain an adequately resourced and indeperadelittfunction to test compliance with AML/CFT
rules. Authorities, especially SCFSRM and SCSSMyukh place more efforts in raising the
institutions’ perception on the role and the impode of the internal audit function.

623. Requirements for financial institutions to put itage screening procedures to ensure high
standards when hiring staff (apart from the requésts for the compliance officer and certain senior
management positions)) should be implemented, gir@n explicit legal requirement, or through the
internal acts or procedures of the financial in$itins. In practice, only banks have shown to have
internal screening procedures.

Recommendation 22

624. Apart from the special situation for banks, othirafcial institutions are not required to pay
particular attention to their subsidiaries and bres in countries which do not or insufficientlypgp
the FATF Recommendations.

625. There is no requirement for all financial instituts to ensure implementation of the higher
AML/CFT standard by their foreign subsidiaries dm@nches, to the extent that local laws and
regulations permit. Authorities should take appiater steps to alter the language of the Basic Law,
accordingly.

3.8.3 Compliance with Recommendations 15 and 22

Rating Summary of factors underlying rating

 Apart for banks, neither law, nor the practice @iy require
compliance officer to be at the management level

There is no legal requirement nor practice for banking financial
institutions to maintain an adequately resourced iadependent aud
function to test compliance with AML.CFT procedyrgmlicies and

R.15 PC .

—
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controls

. Low awareness of the non-banking financial ingtitug on the roles and
responsibilities of the internal audit function

. Financial institutions are not fully required totpn place screening
procedures to ensure high standards when hirindosess

»  Apart from the special situation for banks, ther@d requirement for th
other financial institutions to pay particular atien to their subsidiaries
and branches in countries which do not or insidfitly apply the FATH

R.22 PC Recommendations

. No requirement to ensure implementation of the &igAML/CFT
standard by their foreign subsidiaries and brancteshe extent that
local laws and regulations permit

[}

3.9 Shell banks (R. 18)

3.9.1 Description and analysis

626. The Law on Banks and Banking defines the procethrrécensing a bank. This Law, along with
the NBU Resolution No. 375 of 31 August 2001 on firecedure of establishment and state
registration of banks and opening of their branchiepresentative offices and divisions, contain
conditions concerning the required facilities obank, which serve as a safeguard to allow the
establishment of a shell bank in Ukraine. The NBi¥ised the evaluation team that the current
legislation does not allow a bank to be openedkralsie without a physical presence. Along with the
documentation submitted to the NBU for issuing akblicense, which, inter alia includes a proof of
the premises that the bank will use, the NBU isuiegl within one month after the receipt of the
documentation to verify “the availability of premagsuitable for housing the bank and building & cas
unit”. The authorities advised that in practicerthis no bank currently authorised and operating i
Ukraine which has the characteristics of a sheikba

627. The NBU Resolution No. 189 recommends that banksiatoenter into correspondent relations
with banks that do not take AML/CFT actions. Thigsion is aligned with the requirements of
Recommendation 18, but it does not explicitly pbithiestablishing relations with shell banks.
However, under NBU Resolution No. 343 of 15 Aug2@®1 on Approval of the Rules for registration
of banks’ correspondent accounts by the NationalkBaf Ukraine, all correspondent relationships
need to be registered with the NBU within 10 daysotering into agreement on correspondent
relationship. For the registration of the corresfmnt accounts, banks should submit to the NBU
several documents explicitly listed in the ResolutNo. 343. If the foreign (correspondent) bank is
not included in "The Bankers' Almanac" (UK) refetenor if it is located in country, which is
included in the list of offshore zones, or countwhich has not implemented the international
agreements for prevention and counteraction tolilgen of illegal income and financing of
terrorism, or country whose financial sector is atagly assessed by the international organisations
performing AML/CFT evaluations, then the bank mupisivide the NBU with additional information
and materials, including a document confirming thesence of the permanent office of the
correspondent bank at the location of its registnatAccording to the received explanations, NBU ca
reject the registration of the correspondent retgtiif the bank does not submit the required
documents, or if the documents show that the faréaprrespondent) bank is situated in a country
which is on the list of off-shore zones. NBU haggister of all correspondent accounts opened &y th
Ukrainian banks. This register is up-dated regylanhich enables the NBU to undertake adequate
measures if it detects that there is a correspdratmounts that does not fulfil the requirementsrse
Resolution No. 343.
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628. Regarding criterion 18.3, the authorities refetiedem 3.9 of the NBU Resolution No. 189 which
requires banks, when entering into corresponddations, to verify if the correspondent bank takes
appropriate AML/CFT actions. Again, even thoughstprovision provides certain assurance that
banks enter into correspondent relations with bahks do not permit their accounts to be used by
shell banks, it could not be considered as an @kpiiplementation of this criterion. Neverthelettse
NBU should be commended for its supervisory adtigiimed at preventing correspondent relations
with shell banks. The NBU Resolution No. 231 of 2Xfne 2005 on methodical instructions on
compliance audit of banks (or affiliates) in théepe of preventing legalization of criminal procged
(anti-money laundering) and composition of repgromi results thereof, requires NBU supervisors to
make sure that banks verify “whether the correspantank, if any, takes required measures, in due
manner, to prevent legalization of criminal procged

3.9.2 Recommendations and comments

629. The established safety measures for preventingegondent relationship with shell banks could
benefit from a specific provision that will expligi prohibit financial institutions from enteringto or
continuing correspondent banking relationship wttkll banks.

630. There should also be an explicit obligation plaoedfinancial institutions to satisfy themselves
that respondent financial institution in a foreigpuntry is not permitting its accounts to be usgd b
shell banks.

3.9.3 Compliance with Recommendation 18
Rating Summary of factors underlying rating
Financial institutions are not clearly requiredsttisfy themselves that
R.18 LC respondent financial institution in a foreign cayris not permitting its
accounts to be used by shell banks

Requlation, supervision, guidance, monitoring andrstions

3.10 The supervisory and oversight system - competent thorities and SROs / Role,
functions, duties and powers (including sanctiongR. 23, 29, 17 and 25)

3.10.1 Description and analysis

Authorities/SROs Roles and Duties & Structure an@$durces (R. 23 & 30)

Recommendation 23 (overall supervisory frameworkiteria 23.1, 23.2)

631. The Basic Law, as well as the sectoral laws, detfreeregulation and supervision of financial
institutions on AML/CFT issues.

632. Article 10 of the Basic Law outlines the roles ardponsibilities of the entities of state financial
monitoring, which pursuant to laws perform regaatiand supervision of the entities of financial
monitoring. Entities of state financial monitoriraye: the National Bank of Ukraine, the State
Commission on Securities and Stock Market and pleeially authorised executive body that regulates
the financial services markets, i.e. the State Cmsion on Financial Services Markets Regulation of
Ukraine. The Law identifies the minimum activitifsat should be performed by the supervisory

132



authorities for the purpose of AML/CFT supervisidinshould be indicated that even though the Law
does not define the term financing of terrorismg thinimum supervisory activities include the
supervision over the measures undertaken by thandial institutions for combating financing of
terrorism. The Basic Law does not specify the mstiof the financial monitoring for which, each of
these three supervisory authorities is responsitiiat is specified with the sectoral laws.

633. The National Bank of Ukrainé the competent authority which licenses and siiges banks
(Law on the National Bank of Ukraine No. 679 of M2§, 1999 as amended). The licensing and
supervision of banks are performed according the da Banks and Banking (7 December 2000 as
amended as of 2007) . Article 63 of the latter nexputhe NBU to perform at least annual supervision
over banks’ activities in relation with AML/CFT. laddition to these two laws, the NBU issued on 25
June 2005 the Resolution No. 231 with methodicatrirctions on compliance audit of banks (or
affiliates) in the sphere of preventing legalisatiof criminal proceeds (anti-money laundering) and
composition of report upon results thereof. Thesgrictions are quite comprehensive and cover a
large scope of AML/CFT issues.

634. Foreign exchange offices can only operate as bagests. In compliance with NBU Resolution
No. 297" on the Procedure of Issuing Non-Banking Finanaigtitutions and the National Postal
Service Operator General Licenses to Carry on gor€urrency Operations, NBU issues licenses for
the establishment and operation of foreign exchaffjges. The representatives of the NBU explained
that the operation of these institutions is vemgitiéd, since the amount of currency transaction is
limited at EUR 3 000. All transactions above thimmil must be performed by a bank. However,
regardless of the possible low risk associated wWitkse institutions, there has to be an adequate
AML/CFT regulation in place that will enable the NBo perform direct AML/CFT supervision over
the foreign exchange offices.

635. As regards money transfer providers, the evaluatarsived an explanation that these entities can
only perform their activities through a bank i.elyoa bank can be an agent of an money transfer
provider. The NBU issues licenses for these enttie operate through a bank-agent. The
representatives of the money transfer providersgmiein Ukraine confirmed that they have received a
license from NBU to perform money transfer servitesough a bank. As a result, NBU only
supervises banks-agents, as a part of its fullessopervision. In addition to the license receifrech
the NBU, according to the Law on Financial Serviegsl State Regulation of Financial Services
Markets, money transfer providers need to be regidtby the SCFSMR.

636. The State Commission on Securities and Stock Md&EESM)is the licensing and supervisory
authority responsible for entities that perform fpssional stock market activities: activities on
securities trading, management of assets of itistital investors, depositary activities and
organisation of trading in the stock market. Thapomsibilities of this authority are defined in thew
on State Regulation of Securities Market in Ukraamel in the Law on Securities and Stock Market,
which do not explicitly cover AML/CFT supervisiolhe SCSSM performs AML/CFT supervision in
accordance with the Basic Law, as well as in coamgié with the SCSSM Resolution No. 344 of 5
August 2003 on approval of the Rules for Conductingpections of the Professional Securities
Market Participants, Collective Investment Inseitand Stock Exchanges Regarding Compliance
with the Requirements of Effective Legislation orewention and Counteraction to Legalisation
(Laundering) of lllegally Acquired Proceeds anddfining of Terrorism, as well as with the Order No.
644 (25 July 2008) approving the Methodological é&®emendations which define in more details the
procedure for AML/CFT supervision.

637. The State Commission on Financial Services Marlgulation of Ukraine (SCESMRis
responsible for the licensing and supervision oddir unions, leasing companies, pawnshops,
insurance companies, pension funds and compamescfal companies and other institutions whose
exclusive activity is to render financial serviceee AML/CFT supervision is conducted according to
the SCFSMR Resolution No. 26 on conducting inspaston issues of prevention and counteraction
of legalisation (laundering) of proceeds from crimdich sets the procedure for performing on-site

87 Resolution of 9 August 2002, registered with theaistiry of Justice of Ukraine on 29 August 2002 (70P0)
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inspections, but is quite general and does notigeofor a more detailed list of activities that altb
be undertaken by the SCFSMR. The evaluators wédoenied about the existence of more detailed

AML/CFT supervisory manuals, but due to the limitieformation provided in this respect,

the

evaluators could not completely evaluate the saf@CFSMR’s supervisory activities in the field of

AML/CFT.

638.

There is only one postal company in Ukraine — theaihian Postal Office (Ukrposhta). It is a

state owned entity that performs postal servicedoimestic and foreign postal traffic. The Ukrposhta
is licensed by the National Commission on the IsspfeCommunication Regulation in Ukraine for
sending postal transfers, it is registered withS@&-SMR for performing financial services of postal
transfer and it received a general license from N&W conducting currency transactions. The
supervision over Ukrposhta is performed by two supery bodies: SCFSMR (for AML/CFT
supervision) and NBU (for supervision over paymepérations). The evaluation team determined a
lack of on-site supervision over the operationha Ukrposhta, especially in the field of AML/CFT.

At the time of the on-site visit, the SCFSMR hadvereperformed on-site supervision of the
Ukrposhta. This situation places some uncertaimythe adequacy of the AML/CFT processes and
procedures of this institution, as well as its AIBET awareness, despite the assurances received from
the regulator regarding the low level of risk. Relijag off-site supervision, SCFSMR representatives
explained that as supervisors, they receive ced#igite information regarding AML/CFT issues,
such as information on the compliance officer.
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639. The following table provides an overview of the erypsion and licensing regime of financial
institutions in Ukraine:
Financial Supervisory Licensing authority Legal basis
institutions authority
Banks NBU NBU Law on Banks and Banking
Basic Law
Credit unions | SCFSMR SCFSMR Law of Ukraine on Credit Unions
Law on Financial Services and State
Regulation of Financial Markets
Basic Law
Securities SCSSM SCSSM Law on Securities and Stock Market
traders Law on State Regulation of
Securities Market
Basic Law
Depositors SCSSM SCSSM Law on Securities and Stock Market
Law on State Regulation of
Securities Market
Law on National Depository System al
Peculiarities of Electronic Securitig
Circulation
Basic Law
Stock SCSSM SCSSM Law on Securities and Stock Market
exchanges Law on State Regulation of
Securities Market
Basic Law
Administrators | SCFSMR SCFSMR Law on Financial Services and S
of  non-state Regulation of Financial Markets
pension funds Law of Ukraine on Non-State Pensi
Provision
Basic Law
Asset SCSSM SCSSM Law of Ukraine on Securities and S
management Market
companies Law of Ukraine on the nistitutes of

Common Investment (share and corpo

ate
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funds)
Basic Law
Insurance SCFSMR SCFSMR Law on Financial Services and State
companies and Regulation of Financial Markets
insurance Law of Ukraine on Insurance
brokers Basic Law
Foreign NBU NBU NBU Resolution No. 297 on the Procedure
Exchange of issuing non-banking financial
Offices institutions and the National posIaI
services operator general license to carry
out foreign currency operations
Basic Law
National Postal | Ministry of | National Law on Postal Communication
Office Transport and Commission on the Law on Payment Systems and Money
Communication / Issues off Transfer in Ukraine
SCFSMR Communication Law on Financial Services and State
(AML/CFT) Regulation in| Regulation of Financial Services Markets
NBU (for the| Ukraine /NBU Basic Law
payment system
operation)
Providers  of | NBU/SCFSMR NBU (for banks)/ | Law on Banks and Banking
money transfer National Law on Financial Services and State
Commission on the Regulation of Financial Services Markets
Issues ofl Basic Law
Communication
Regulation in
Ukraine (for Post
Office) / SCFSMR
(for others)
Leasing SCFSMR SCFSMR Law on Financial Services and State
companies Regulation of Financial Markets, Law of
Ukraine on Financial Leasing, Basic Law

Recommendation 30 (Structure, funding, staffing,s@urces, standards and training)

National Bank of Ukraine

640.

In accordance with the Law on the National BankUifraine, the NBU is an economically

independent body financed by its own budget anthéncases provided by law, also at the expense of
the State Budget of Ukraine. The governing bodieth® NBU are the Council of the NBU and the
Board of the NBU. The Council consist of the mensbappointed by the President of Ukraine and
Verkhovna Rada of Ukraine. The Governor of the NBW@ppointed by Verkhovnha Rada of Ukraine
on the recommendation of the President of Ukraine.

The supervision over the measures undertaken bisbfam the purpose of preventing money
laundering and financing of terrorism, is perfornimyda specialised Department for the prevention of
the use of the banking system for legalisatioprofceeds from crime and financing terrorism. The
operation of this Department is defined in a safgaResolution of the Board of NBU No. 296. Itis a
structural unit of the central office of the NBUnd Department is headed by a Director appointed by
and released from the post by the Governor of tB& NAt the time of the on-site visit, the total
number of employees of this Department was 35. 8 B&speople cover the AML/CFT supervision of
large banks (i.e. banks of group | and Il), as wsllbanks located in Kyiv and Kyiv region, which
totals to 80 banks. According to the Resolution 286, the specialised Department is also respansibl
for the compliance of the rules of the internatigreyment systems with the international standards
the area of prevention of money laundering andhfiireg of terrorism. Besides the on-site supervision
the employees of this Department also prepare AMII/®y-laws and guidance, ensure co-operation
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with foreign banking supervisory authorities in thEIL/CFT sphere and participate in trainings of the
regional offices on AML/CFT issues. The AML/CFT supision of other banks [61 in total ] that are
not covered by the specialised Department is paddrby the regional offices of NBU. The total
amount of supervisors in these regional officess&l. These supervisors are responsible for
performing the prudential supervision, as wellreessAML/CFT supervision.

642. According to the information received from the Ukian authorities, the annual turnover of NBU
staff involved in AML/CFT supervision stirs fromtt 2 persons per year. The authorities explained
that around 60% of the new staff hired during thevjpus years comes from the private sector
(commercial banks).

643. Having in mind the number of institutions, the ambwf responsibilities of the specialised
Department and the fact that the Law on Banks aadkBg requires at least annual AML/CFT
supervision over banks, the number of supervismsldc not be regarded as sufficient. The
requirement for annual on-site supervision may sesma more cautious method for addressing
AML/CFT issues, but it could also constrain the giodity for developing more risk-based
supervisory approach to banks that, according ¢olékel of risk associated with their operation,
require more urgent or more frequent AML/CFT supsown. This seems to be an issue that should be
adequately reconsidered by the authorities.

644. The hiring of staff is performed according to thBWResolution No. 158 of 22 April 1998 on the
Reference Guide on Qualification characteristicspoffessions of employees of the NBU. This
Resolution defines the tasks and duties requiredvliedge and qualification requirements necessary
for each position within the NBU. The NBU represdives explained that upon appointment, every
employee signs a statement of non-disclosure ofnmdtion which constitute banking secret.

645. According to the provided statistics, during preschree years, the NBU staff was subject to
large number of trainings on AML/CFT issues. Frob0@ till the time of the on-site visit, 8 training
programmes were organised by the NBU for its engssyonly on issues directly related with
prevention of money laundering. On 21 occasionpresentatives of NBU took participation in
international AML/CFT seminars.

State Commission on Financial Services Markets Régn of Ukraine

646. The supervisory function of SCFSMR is performedtbg central office and the 8 territorial
divisions, with a total number of 290 employees?(®1f these employees being in the central office).
Within the Legal Department (one of the four depaitts of the Commission), a separate division of
financial monitoring and internal audit is estafid with 5 employees. Even though the
representatives of SCFSMR argued that all of theemuisors are included in AML/CFT on-site
examination, this number looks rather scarce iati@t with the number of institutions under the
umbrella of this supervisory authority (above 2 @®dfities). In addition, the authorities recognised
existing problem of high turnover of the SCFSMR &@ypes, which was explained as being mainly
associated with the higher salaries offered byptheate sector.

647. The financing of the SCFSMR is provided by the &Btidget of Ukraine. The decision making is
done by the management of the SCFSMR, the headhanchembers of the Commission, which are
appointed by the Cabinet of Ministers of UkrainBeTLaw on Financial Services and State Regulation
of Financial Markets contains qualification critefor the head and the members of the Commission.
Having in mind the organisational structure of 8@FSMR, it remained unclear whether it possesses
sufficient independence and autonomy from undugigetlinfluence.

648. Employees of the SCFSMR are civil servants; they mecruited, trained and assessed in
accordance with the Law on Civil Services. Accogdin this Law, civil servants have to carry out
professional duties with diligence and they aregell to keep state secret, information about cisze
that civil servants may get in the line of duty asttier information that cannot be made public in
accordance with the laws. The Law also definesp#tsons who cannot be chosen as civil servants,
which inter alia include persons with criminal red:oCivil servants are provided with conditions for
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training and improvement of professional skillsrélevant educational institutions and by means of
self-education. As a rule, the training should bedenat least once per every 5 years. This period
seems too long and could not be regarded as satisfa

649. The authorities provided the following informatioglated to AML/CFT trainings organised for
the employees of SCFSMR:

- in the period 2005-2008, 91 employees of SCFSMRsgzthsome form of trainings
performed by the SCFM’s Training Centre;

- annually the SCFSMR conducts internal financial itesimg educational seminars for its
employees in the central office and regional donsi (about 50 persons);

- a number of SCFSMR employees took part in severalirmars and study visits in
Ukraine and abroad.

State Commission on Securities and Stock Market

650. The SCSSM is a state body subordinated to the demsiof Ukraine and it reports to the
Verkhovna Rada of Ukraine. The SCSSM is headed @hairman and six Commissioners. The
Chairman of the Commission and its members are iafgab and dismissed by the President of
Ukraine upon consent of the parliament of UkraiAecording to the Law on State Regulation of
Securities Market, the SCSSM'’s financing is depehde the State Budget.

651. The AML/CFT supervision of securities market isréat out by a separate Financial Monitoring
Division, established in August 2003, as an orgditieal part of the SCSSM. This Division counts 5
employees. In addition to the staff of the centiffice, 81 employees from the regional divisions ar
included in the AML/CFT supervision. Once agaire #valuators were not convinced that the number
of AML/CFT supervisors are enough to cover all pgegdissues (according to the information
received, there are more than 1500 institutiongusdpervision of SCSSM).

652. Employees of the SCSSM are also civil servantsclvimean that they are hired in accordance
with the Law on Civil Services and have to complighvits provisions.

653. The provided statistics on the number of traininisstrate that since 2004, a number of
employees of the SCSSM participated in five intBomal seminars on AML/CFT issues, five
working visits of foreign state agencies invohiadcombating money laundering and financing of
terrorism and 70 were trained through several saraiim Ukraine, organised by the SCFM’s Training
Centre. The SCSSM should be commended for the takeer efforts for adequate AML/CFT training
of its employees. The evaluators are under thei@mpithat the SCSSM should continue in this fashion
with even more advanced approach to enhance i&gapry capacity in AML/CFT area.

Authorities powers and sanctions — Recommendati@fss 17

Recommendation 29 (Adequacy of powers, includingsite inspections and access to information)

654. Article 10 of the Basic Law sets out the generalnfe, namely the powers of supervisory
authorities to monitor compliance with legislatiom prevention of money laundering and financing of
terrorism, to require obliged entities to fulfiletitasks and duties specified by this Law and te tak
appropriate measures.

655. The supervisory authorities do not need a courgrotol compel production of or to obtain access
to all records, documents or information.

656. In accordance with Article 17 of the Basic Law, f'pens guilty of violation of provisions of this
Law, shall be subject to criminal, administratiesciplinary and civil liabilities”. The authoritie
explained that this provision include directors ashior management, since the Law provides for
certain obligations for the officials and employeéshe obliged entities. Although, there is no leotp
provision in the Basic Law for sanctions of direst@nd senior management for failure to comply
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with AML/CFT legislation, the sanctioning is proeid with the sectoral laws and in the Code of
administrative offences.

657. The sectoral laws also provide for sanctioning inéificial institutions when non compliance is
detected. It seems that that there is a “dual gariey regime”; in cases of non-compliance with the
Basic Law, the sanctioning is performed in accocgawith Article 17 of this law, while in cases of
non-compliance with AML/CFT provisions of the saetolaws, the sanctioning regime of those laws
is implemented. Regardless of the fact that thaaittes explained that they did not experience any
problems in practice, the system would benefit fratmore simplified structure, where sanctions
could be provided for in a single legislative doemt) or through a clearer cross-reference in releva
legislation and less ambiguity. In addition, in @wance with the sectoral laws, supervisory
authorities can demand financial institutions unitheir supervision to remove senior managers from
office, due to non-compliance with legal provisi¢imcluding AML/CFT legislation). However, apart
from the specific situation with banks, the supsovy authorities can not directly remove managers o
ask for an unconditional removal.

658. For violations of this Law, obliged entities coudd fined up to 1 000 untaxed minimum incomes
(according to the information received during timesite visit, this amount equals to 17 000 UAH). It
is questionable whether this amount could be reggheasd sufficient for ensuring compliance with the
legislative, and puts a doubt on the efficiencynefasures.

659. The Law also specifies that in case of repeatethtiams by the obliged entities, the court may
decide on “restriction, suspension or terminatiba ¢éicense or any other special approval for @erta
type of activity”.

National Bank of Ukraine

660. Article 63 of the Law on Banks and Banking requittess NBU to perform at least annual on-site
supervisions over the compliance of banks withléigéslation on prevention and combating of money
laundering. Procedure for AML/CFT supervision of MBs prescribed in more details in the NBU
Resolution No. 231 with methodical instructions aompliance audit of banks (or affiliates) in the
sphere of preventing legalisation of criminal pred® (anti-money laundering) and composition of
report upon results thereof. This procedure seenite gomprehensive and requires for review of
internal documents on preventing money launder@i@P measures, the manner in which the bank
determines the transactions that should be sutgjdirtancial monitoring, record keeping, reportiog
SCFM, etc. It also demands for sample testing.

661. NBU is also responsible for AML/CFT supervisionfofeign exchange offices, payments systems
and money transfer providers (if performed thoroadtank-agent) as part of its banking supervision.
Although the general provisions on the right of NMBU to perform supervision and to have a free
access to all necessary documentation, apply gethatities, the evaluators did not find any explic
provision that specifies the scope of the AML/CRipervision, and the power of enforcement. It
could be argued that there is no need for a sepaBL/CFT supervision for money transfer
providers, since these entities conduct their aigs/through banks. However, this argument cowold n
be fully applied on the foreign exchange offices.

662. As for the domestic and international payment sgsteaccording to the Resolution No. 296, the
NBU, i.e. the specialised Department, should vettiy compliance of the rules of the international
payment systems with the international standardkenarea of prevention of money laundering and
financing of terrorism.

663. The Law on Banks and Banking prescribes that dusingervision, banks are obliged to ensure
free access to all documents and information “® Kational Bank of Ukraine inspectors and other
persons authorized by the latter, and during theitenexamination - the possibility of free acctss
all the premises during the working hours”. The NBUpervisors are entitled, in the course of the
supervision of banks, “to obtain from banks freeebérge, the information about their activity, aslw
as explanations on certain issues of the bankisitgtt In addition to these two provisions, the
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restrictions with regard to information that ardied as banking secret (according to Article 6@hef
Law on Banks and Banking), do not apply to emplsyafethe NBU who perform banking supervision
or foreign exchange control.

664. Regarding the enforcement powers of the NBU, Aeti¢B of the Law on Banks and Banking
empowers NBU to use adequate enforcement measucasé of violation of the banking legislation,
or any other regulation issued by the NBU. Theastlof this article is the fact that it empowers th
NBU to undertake measures if there is non-compéianith the banking legislation only. The Basic
Law is not part of the banking legislation. The NB&presentatives explained that, although this law
is not regarded as banking legislation, in practieey have not experienced any problems so far. As
mentioned earlier, when there is a breach of tredlzaw, NBU sanctions banks in accordance with
Article 17 of the Basic Law and Resolution No. 108 the Procedure of Imposing Fines by the
National Bank of Ukraine for Infringing by BanksethRequirements of Law of Ukraine “On
Prevention and Counteraction of Legalization (Laarmdy) of the Proceeds from Crime”. When NBU
supervisors determine non compliance with the ABHET provisions stipulated in the Law on Banks
and Banking, the sanctioning is performed in acanceé with this Law and NBU Resolution No. 369
on approval of regulations on application by theidtal Bank of Ukraine of enforcement measures
for the violation of bank legislation.

665. Article 73 paragraph 1 enables the imposition agdi to bank directors as well as temporary
removal of bank’s officials from office in case sdrious or repeated violations of the Law, untd th
violations are removed. The authorities’ view igittlthey cannot entirely remove somebody from
office, since his/her appointment is done by thekisabodies and they should make the final decision
on the removal. Authorities explained that with faet that the removal lasts as long as the viotati
are removed, they ensure that it is in the banktsrést to eliminate the violations. It should be
emphasised that NBU has used this power to temjfyoramove bank’s officials from office for the
purpose of AML/CFT.

666. In addition to this provision, the NBU representasi referred to paragraph 3 of the same Atrticle,
which provides that: “If any bank manager or holdequalifying holding (natural or artificial pensp
or else representative of a legal entity possestiiegqualifying holding have been accused of
committing a crime, but the corpus delicti has lme¢n proven, and only a minor infringement on this
Law or the National Bank of Ukraine Regulations bagn found to occur, or if such a person has
been found guilty of any such a criminal offencéhaut imprisonment, the National Bank of Ukraine
has the right to issue the order to the bank towenhat person from his/her office in the bankoor
prohibit the exercise of his/her voting rights #iar”

667. The existence of different provisions within thenBmg Law could not be regarded as an useful
tool for implementing an efficient sanctioning negi. Despite the explanations received, the
evaluation team considers that there should beear glower for the NBU to order unconditional
removal of banks’ managers. This requirement i® &sline with the criteria set with the Basel
Committee’s Core Principle Methodology, which regaisupervisors to be able to restrict and replace
the powers of managers and Board directors.

State Commission on Financial Services Markets Régn of Ukraine

668. The Law on Financial Services and State RegulatibriFinancial Markets gives powers to
SCFSMR to perform supervision over the financiatitntions, excluding banks and entities operating
on the securities market (Article 30). The on-gitdL/CFT examinations are also defined in Order
No. 26 from 5 August 2003 of Conducting of Inspaasi on Issues of Prevention and Counteraction to
Legalization (Laundering) of the Proceeds from xirm addition, according to the replies of the
Ukrainian authorities, for each type of financiaktitutions supervised by the SCFSMR, there is a
separate set of internal supervisory manuals. Timeseials determine the scope of inspections, which,
among other issues, should cover the internal nfl@sstitutions on financial monitoring and retiaig
documents. The evaluators could not verify thisoiinfation, since the English version of these
instructions was not presented, due to confidetytiabasons. The authorities explained that these
manuals extend to sample testing, but this infaonatould not be verified.
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669. Article 30 of the Law on Financial Services andt&tRegulation of Financial Markets enables
SCFSMR to request all necessary information anttemridocuments.

670. Section VIl of the Law on Financial Services andtStRegulation of Financial Markets defines
the types of enforcement measures and penaltiesdbi be imposed by the SCFSMR, the procedure
for imposing measures and penalties, as well aadhanistrative and criminal liability for violatio
of laws. The enforcement measures could be undsrtédr violation of laws and normative acts
governing the provision of financial services. Tdied Section sets the basis for temporary distissa
of managerial staff and for fining of individualsat breach the Law. Although it does not clearfgre
to managerial staff, authorities advised the evahsahat these provisions refer to the managewfent
the financial institutions that violate the lawn& the Law on Financial Services and State Regunlat
of Financial Markets includes AML/CFT requiremerttse sanctions defined in this Section could be
imposed in cases of violation of these requireméntaddition to the sanctions imposed on the basis
of Article 17 of the Basic Law).

State Commission on Securities and Stock Market

671. The supervisory responsibilities of the SCSSM aséndd in the Law on State Regulation of
Securities Market in Ukraine and the Law on Semgitand Stock Market. According to this
legislation, the SCSSM performs on-site inspectionaccordance with the internal procedures of
SCSSM on performing AML/CFT inspections, during tresite inspections, supervisors examine the
presence of rules for internal financial monitormgyformance and programs for its performance, the
presence and keeping of financial operations registhe SCSSM explained that the on-site
inspections include sample testing, but the evatsatould not verify the extent of the sample tegti

672. During the inspections, the authorised person®fR8SSM has the right to, inter alia:

- access freely the entities of initial financial ritoring;
- require necessary documents and other informatiaonnection with exercising of the
supervisory powers.

673. The Law on state regulation of securities markdtknaine regulates the possibility for imposing
fines and administrative measures (Articles 7 apndTBe SCSSM can issue warnings, mandatory
orders on elimination of violations of securitiegislation; impose administrative warnings, fined a
other sanctions for infringement of existing legigin (including the Basic Law) on legal entitiegla
their employees including revocations of professiattivities in the securities market. Regardimg t
enforcement measures against directors and seaioagament, SCSSM can raise matters concerning
dismissal of Heads of stock exchanges, and otlsétutions of stock market infrastructure, if thieyl
to comply with existing Ukrainian legislation. LiKer the NBU and SCFSMR, SCSSM cannot direct
the supervised entity to remove or replace a mewbiés management bodies.

Recommendation 17 (Sanctions)
674. Article 17 of the Basic Law prescribes that:

a) persons, guilty of violation of provisions of tHisaw shall be subject to criminal, administrative,
disciplinary and civil liability pursuant to thewa They may be deprived of the right to conduct
certain types of activity pursuant to the laws;

b) a fine up to one thousand untaxed minimal incomayg be imposed on any financial institution
for its failure to comply with the requirements bgtthis Law.

c) repeated violation of this Law by financial instians shall result, by court decision, in restaoti
suspension or termination of a license or any ospecial permit for certain kinds of activity in
the manner prescribed by the laws.

675. The Criminal Code of Ukraine determines the crirhiliability for violation of AML/CFT
legislation. Article 2090f this Code provides for 3 types of punishmerfitsatural persons : (i) a fine
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up to 1 000-2 000 untaxed minimum incomes; (ii) ispnment for term of up to two years; (iii)
imprisonment for the same term with deprivationright to hold certain positions or engage. This
provision sets for a criminal liability for failur® submit, or submission of inaccurate information
the SCFM and for illegal disclosure of any inforioat obtained for the purpose of financial
monitoring.

676. The Basic Law does not explicitty empowers the SCRHM issue sanctions or other types of
measures. It empowers supervisory authorities #e“tdue measures according to the establish
procedure and this Law” (Article 10 of the BasiaM)avhile the Administrative and Criminal Code, as
well as the sectoral laws lay down the procedureidsuing administrative and criminal sanctions.
However, although it is not clearly stipulated e tBasic Law, according to the article 255 of the
Code on Administrative Offences, the SCFM is empeddo impose fines for violation of AML/CFT
legislation, foreseen by Article 166-9 of this Coddter the on-site visit, authorities explainedath
SCFM has in practice imposed sanctions. This infgion could not be verified in the absence of
related statistics.

677. Article 17 of the Basic Law sets responsibility faolating the requirements of the Law. Persons
that violate the requirements of the Law, carrynimal, administrative and civil responsibility. The
sanctioning of the natural persons, i.e. the dirscand senior managers of the financial instihgjas
also provided in the sectoral laws. Although thitetadeal with sanctioning of directors and senior
managers, none of them includes the possibilityttieir permanent removal from office, apart from
the specific situation for banks (explained in pla@agraphs below).

678. The pecuniary sanctions under the Basic Law equataximum of UAH 17 000 (approx. 2 200
EUR), which cannot be considered to be dissuasikepaoportionate for financial institutions and
should be raised substantially. In addition to ,thie sectoral laws provide for different amount of
fines, which can create uncertainty on the lawt #eould be followed by the supervisors, i.e. the
amount of fines that could be imposed. The rangsaoftions defined in the Basic Law and in the
sectoral laws does not provide for a broad and @t@mate sanctioning and in accordance with the
severity of the situation.

679. Pursuant to Articles 72, 73, and 74 of the Law &fdihe On Banks and the Banking and Articles
255, 257, 23% and 221 of the Code of Administrative OffensesJ&faine, these Regulations set the
procedure of drawing up the protocols of admintateaoffense and forwarding said protocols to the
appropriate officials or agencies authorized torhemses of administrative offenses, and set the
procedure of levying penalties provided by Articl&$ and 1686 of the Code.

National Bank of Ukraine

680. The Law on Banks and Banking (Article 73) specifiest the NBU can impose a fine over banks
directors (but not other officials) in amounts @pl00 untaxed minimum incomes of citizens. On the
other hand, Article 74 provides for somewhat déferprovision: “fines shall be imposed on the bank
management and officials [...] pursuant to the procedenvisaged by the Code of Ukraine on
Administrative Offences”. The NBU Resolution No.362001) further details the procedure for
imposing administrative sanctions pursuant to Agicr2, 73 and 74 and the Code of Administrative
Offences. There appears to be an inconsistencyekeatthese provisions which could constrain the
adequate implementation of the Law.

681. Apart from this inconsistency, the amount of fifgg\H 1 700, or 230 Euros) also appears to be
low. The enforcement measures that could be impbgethe NBU include: written warnings and
agreements, orders, bans, fines, temporary remuivalfficials and temporary prohibitions for a
shareholder with qualifying holding to use his/hersting rights in case he/she has seriously or
repeatedly violated the requirements of the LawBamks and Banking. This Law enables for a
revocation of a bank’s license and initiation ddank liquidation procedure. Since the Law on Banks
and Banking includes AML/CFT requirements, thisyismn allows for a withdrawal of license if the
bank has violated these requirements. Howeverpithegision seems to be of limited capacity, given
that it only covers cases when the violations teduh “a significant loss of assets or income”.
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682. The decision on imposing fines is taken by a Comiois of the NBU on supervision and
regulation (in the central office) or a relevantrenission in the regional offices of NBU. If a bank
fails to pay the fine within 3 working days aftexceiving the decision, the NBU has a right to assire
the courts. After the on-site visit, NBU submitte following statistics on the number of casegmak

to the court:
- in 2006, 4 NBU decisions were submitted to the tadirof them are still under legal

investigation;
- in 2007, 3 decisions were submitted to the coudtthe court trial still continues;
- in 2008, none of the NBU decisions were appeajeithe banks.

683. According to the information received during thesite visit, it usually takes 1-1.5 years for the
court to make a final decision. This period appéauise rather long, which puts a negative lighttua

efficiency of the sanctioning regime.

684. Despite the above-mentioned deficiencies, The NBtJdemonstrated a considerable efficiency in
imposing different types of measures and sanctiding following table displays the number of
measures taken to banks for non-compliance wittAtie/CFT legislation, as well as the amount of
penalties paid from banks (for the whole year). ©again, the paid amount seems on a low end.

2003 | 2004 2005 2006 2007 8
months
of 2008
Written warnings 41 42 11 19 47 22
Bank fines 4 44 25 63 43 14
Administrative reports on | 12 21 27 38 37 7
banks’ managers and
employees
Suspension of conducting - 2 1 3 1 2
certain bank transactions
Removal of managers of 2 3 - - 2 2
compliance officers
Written agreements - - - 2 - -
Total 59 112 64 125 130 47
Total paid penalties (in > 400 000 | 255800 | 687 346 | 622148 | 252873
UAH) (approx. (above (approx. | (above | (approx.
52 000 33000 90 000 80 000 | 33000
EUR) EUR) EUR)®® | EUR)® | EUR)

685. There are no statistics on the number of finessamttions imposed on non-banking entities that
perform currency exchanges. According to the NBlddRéion No. 297 on the procedure for issuing
non-banking financial institutions and the Natiopaktal services operator a general license tgy carr
on foreign currency operations, the NBU can revaltieense for currency exchange if it has received
information from the SCFM or other authorities catibg organised crime, that the non-banking
financial institution or the national post officeese involved in legalisation of proceeds from crime
and/or were brought to responsibility for violatiohAML/CFT legislation.

State Commission on Securities and Stock Market

686. According to the Law on State Regulation of SemsgiMarket Regulation in Ukraine, SCSSM
can “impose administrative warnings, fines and ofamctions for infringement of existing legislatio
on legal entities and their employees includingooations of professional activities in the secesiti
market”. The SCSSM may issue warnings, suspenda(term up to one year) placement (sale) and

8 Excluding two decisions of the NBU Commission whare presently under legal investigation (totaligH 342 000)
8 Excluding three decisions of the NBU Commissiorichtare presently under legal investigation (toglUAH 442 000)
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circulation of securities of an issuer, grant pesitins (licenses) and void such permissions (legns

if the securities legislation or normative acts tbé Securities and SCSSM are violated, issue
mandatory orders on elimination of violations otsdties legislation to issuers and professionals,
stock exchanges, and self-regulatory organizatiasswell as demand submission of necessary
documents pursuant to existing legislation, imp@sgbministrative reprimands, fines and other
sanctions for infringement of existing legislatiom legal entities and their employees including
revocations of professional activities in the sdims market. According to Article 8, item 14 ofigh
Law, SCSSM may impose administrative reprimandsgsiand other sanctions for infringement of
existing legislation on legal entities and their pdoyees including revocations of professional
activities in the securities market. SCFM can,rirdtka, impose fines for non-compliance or delayed
compliance with orders, resolutions or removal iofations concerning securities regulation on legal
entities (up to 500 of citizens’ untaxed incomas8&00 UAH) and to individuals or officials (from
20 to 50 of citizens’ untaxed incomes, or from 338850 UAH).

687. According to the established procedure, the detisiaking on sanctioning of supervised entities
is made by the authorised officials of SCSSM: headmbers of SCSSM and heads of regional
offices. The supervised entity has to pay the iredgsenalty not later than 10 days (legal entitigs)
15 days (natural persons) after receiving the Dmtief the SCSSM. The entity can appeal the
SCSSM decision in courts. According to the inforioratreceived after the on-site visit, it usually
takes several weeks to get a court order in firstaince. If the decision is not appealed and thigyen
does not pay the imposed fine, the SCSSM addreaksesourts in compliance with the procedure
established by law. The court could not reverseSE&ESM decision; it just orders the supervised
entity to pay the fine in predetermined period. BEuthorities explained that on average it takes a
month for the court to make a final order.

688. SCSSM has submitted the following statistics aftervisit:

2004 2005 2006 2007 2008
Institutions with | 101 124 81 93 84
detected
violations
Written 94 131 116 90
notifications and
resolutions
Administrative 8 11 8 15
violation

2006 2007 2008

Amount of imposed| 41 465 UAH 40 420 UAH 70 890 UAH
fines
Amount of voluntarily | 25525 UAH 28 775 UAH 24 650 UAH
paid fines
Difference 15 940 UAH 11 645 UAH 46 240 UAH

689. The amount of fines confirms the conclusion onltwe level of fines. In addition, the provided
statistics also illustrate a substantial differenetween the amount of imposed fines and the amadunt
voluntarily paid fines (in 2008 this differencer®ore than double). This put a negative light on the
efficiency of the sanctioning regime implementedtiiyy SCSSM.

State Commission on Financial Services Markets R#égn of Ukraine

690. The sanctions undertaken by the SCFSMR are defimefiticle 40 of the Law on financial
services and state regulation on financial serviveskets of Ukraine. Measures include imposing
fines, obligate institutions to take measures foniaation of violations, suspension or withdravedl
license for provision of financial services, dissdl of managerial staff from the operation of the
financial institution and appoint a temporary adstiiation and raise a liquidation of instructiorarF
evasion from fulfilment or untimely fulfilment ohstructions or decisions on eliminating violatioms
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respect to provision of financial services, a legyaity could be fined up to 500 untaxed incomes, b
no more than one percent of the charter capitdi@bffender. For officials, fines are from 20 @ &
citizens’ untaxed incomes. The evaluation teanrsedgain to the comments made earlier on the low
level of fines and the contradictions in the amoainfines defines with the Basic Law and Law on
financial services and state regulation on findnegavices markets. The Law also provides for the
criminal liability of officials in cases of violain of the legislation while performing financiargees.

691. The authorities submitted the following figures the measures undertaken to some but not all

692.

financial institutions supervised by the SCFSMR:

2004 2005 2006 2007 First half
of 2008
Insurance companies and
brokers
Number of other measur¢s 21 58 36 28
Fines| 13 57 68 50 58

Total amount of fines (UAH) 119 000 | 209 100 | 396 100 | 244 375 | 158 057
(above 15| (above 27| (above 51| (above 31| (above 20
000 000 000 000 000

EUR) EUR) EUR) EUR) EUR)

Financial companies

Number of other measurgs 19 24 2 1
Fines| 1 24 22 18 8
Leasing companies
Number of other measurg¢s 18 20 2 3
Fines| - 28 15 28 11

Credit Unions

Number of measures40 14 94 75 25

Fines| 96 41 119 94 41

Administrators of private
pension funds
Number of other measurg¢s - 3 5 11

Fines| 2 2 8 7 15

After the visit, the authorities informed the ewthrs that in 2008, due to non-payment of
penalties by the entities under SCFSMR superviglargses were submitted to the courts. According
to the received information, these cases arepgtilling in court.
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Market entry

Recommendation 23 (Criteria 23.3, 23.5, 23.7)

693. For an overview of the licensing regime referringhe various financial institutions, see the table
above.

Banks

694. Evaluators found several provisions within the Law Banks and Banking and the NBU
Resolution No. 378°in line with the requirements of Recommendatior8Zcluding 23.3.1), which
are explained in more details in the following mpegphs.

695. According to Article 14 of the Law on Banks and Rig “owners of qualifying holdings in the
bank shall have an irreproachable business repntathd a satisfactory financial position”. A
qualified owner is a person holding more than 1G%e authorised capital or voting rights. The Law
on Banks and Banking, as well as the NBU Resolution375 do not provide for a clear definition of
the term ‘“irreproachable business reputation”. Tinelerstanding of this term could be indirectly
derived from these legislations. From the NBU Retsoh No. 375 it could be understood that the
term refers to persons that have no obligationatp gebt to any bank or to any other natural orllega
person; persons whose actions in the past didesoitrin bankruptcy or liquidation of a bank or any
other legal entity; persons that have not beenidged at the request of the National Bank; or perso
that have not been dismissed under the Labour Gbd&raine.

696. However, this could not be regarded as a definitbrihis term. From the meetings with the
private sector, evaluators could confirm that thireno clear and uniform understanding of the
meaning of the term “irreproachable business réjouta During the on-site visit, the representasive
of NBU pointed out that a helpful tool for assegsthe irreproachable business reputation are the
guestionnaires that had to be completed by theopsrspplying for a qualifying holders, their
qualifying holders and managers, as well as theagars of the bank.

697. A person “wishing to acquire a qualifying holding & bank or increase it so that this entity or
person would directly or indirectly own or contf®%, 25 %, 50% and 75% of the authorized capital
or voting rights of the bank”, needs a permissibthe NBU. The NBU can reject an application due
to several reasons, e.g.: the person who wantsdaira the qualifying holding does not have
irreproachable business reputation. If the apptitaa legal entity, this criterion covers the memnsh
of the supervisory and executive body of that legyatity, as well as the qualifying holders of that
entity which are individuals. Thus, even though ttew does not provide for a definition of a
beneficial owner, with this provision, NBU is autle®d to cover in its analysis the owners of the
person wanting to become a qualifying shareholdex bank. In addition to the requirements of the
Law on Banks and Banking, the Resolution No. 37pa@ners NBU to reject the state registration of a
bank in case when:

- at least one of the owners of a qualifying holdofga bank, lacks an irreproachable
business reputation;

- the Chairman and/or members of the Board (Boaidiigfctors), or the Chief Accountant
of the bank is/ are professionally ineligible aztkahe irreproachable business reputation.

698. The Law provides for some additional requirememts dpening of a foreign bank branch in
Ukraine. According to Article 24 “a foreign bankadhhave the right to open a branch in Ukraine,
provided that :

- the country where the foreign bank has been registbelongs to the countries that
participate in the international co-operation ire tarea of preventing and combating

% NBU Resolution No. 375 on the procedure of esshbfient and state registration of banks and opesfitigeir branches,
representative offices and divisions
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legalization (laundering) of proceeds from crima @errorism financing and cooperates
with the Financial Action Task Force (FATF);

- banking supervision in the country where the fardignk has been registered complies
with the Core Principles of Banking Supervisiontbé Basel Committee on Banking
Supervision. The National Bank of Ukraine shallédve right to refuse accreditation of
a foreign bank’s branch on the following groundmaidates for the posts of the manager
and chief accountant do not meet the proficiend lamsiness reputation requirements of
this Law and of the rules and regulations of théidwal Bank of Ukraine.”

699. As for the “fit and proper” criteria that should Wefilled by the bank’s directors and senior
management, Article 42 deals with the requiremdotsall bank managers (e.g. professional and
educational background, irreproachable busineagatpn, etc.). According to the Law, managers of
a bank are: the Chairman, his/her Deputies andrtbebers of the bank’s Supervisory board, the
Chairman, his/her Deputies and Members of the Bo&rBirectors, Chief Accountant and his/her
Deputy and the managers of bank separate divisloNBU approval is necessary for the Chairman
of the Board of Directors and the Chief Accountamig for the other managers, the bank has to inform
NBU on dismissal and appointment of new personsiniguthe licensing process, NBU carries out
interviews of the candidates for bank managers.

700. The bank has to inform the NBU if a bank manageiindividual owner of qualifying holding or a
representative of a corporate owner of qualifyiotging is accused of felony.

Securities firms

701. Entities performing professional stock market atiég (hereinafter: securities firms) are defined
in Article 16 of the Law on Securities and the Ktddarket: securities trading (brokerage, dealing,
underwriting and securities management), managenfessets of institutional investors, depository
activities (custodian, depositary of securitiedtlement and clearing, registers) and organisatibn
trading on the stock market.

702. Professional stock market activities can be peréarronly with a prior license from the SCSSM.
The license is issued for a certain period of wlidafter which it has to be renewed. The list of
documents necessary to receive a license, the quozefor its issuance and termination, are
established with SCSSM Resolution No. 345 (it efer all professional stock market activities,
except the asset management activities which asnded based on a procedure defined with a
separate Resolution). The Resolution lists all dwemis that have to be submitted to the SCSSM
during the licensing process. These documentsdeaiiata on:

- owners of the applicant (hame, identification cddeation, share in the applicants capital
—in UAH and as a percentage). For an applicanint-gtock company, the data refers to
shareholders who possess over five percent ofifteazed fund (capital);

- senior officials and experts of the applicant, wilicectly exercise the professional
activity in the stock market and are certified e testablished procedure (name and
identification code, experience on the stock markatidity of the certificate, data on
previous convictions or fines)

- copy of the payment document that confirms the matnof fines if such were imposed
on the applicant during the validity of the prewbu issued license for the law
infringements in the stock market, and which haw# heen appealed in judicial
procedure. In case the fines to the licensee watrapplied, the information is submitted,
in the arbitrary form, on their absence.

703. The Resolution requires information on the shamddmsl who possess over five percent of the
applicant - joint-stock company, but it seems tihat legal requirements stop there, i.e. they do not
require for information on the natural persons #ratthe real beneficial owners of the applicant.

704. Regarding the conditions that should be fulfilled denior officials, the SCSSM Resolution No.
345 refers to Resolution No. 1 from 5 January 1@9%he definition of the list of senior functionesi
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whose realisation of professional activity in theck market by their legal entities is subject to
certification. The evaluators could not verify ttriteria for issuing of the required certificste

705. On the grounds of the received documentation, tB8SM decides on issuing or refusal of the
application. SCSSM Resolution No. 345 specifiesdagses when the application should be refused,
such as:

- the license on performing professional activitythie stock market cannot be obtained by
an applicant who, during the validity of the preawty issued license, has not ensured
elimination of law infringements and had rulings wmposition of sanctions for law
violations (including, those that stipulated thgmpant of appropriate penalties),

- there is non-compliance of the applicant to thauiregnents set up by the Resolution. The
applicant can obtain a new license not earlier tilaa year after cancellation of the
previously issued license, or elimination of reastirat became the grounds for refusal of
a license.

706. These relatively broad provisions do not provide da explicit barrier for criminals, or their
beneficial owners, from holding a significant omtwlling interest in a securities firm. The same
applies for the members of the management bodiethefsecurities firms. Since the relevant
resolutions were not submitt®d the evaluators could not fully determine whetliee senior
management is evaluated on the basis of “fit angen” criteria, especially related with the manager
integrity (the legislation contains only certaigju@ements regarding the necessary past experience)

707. SCSSM resolution No. 345 prescribes that licensagglirements should be complied with by the
licensee through the whole terms of license’s WgligGection 1, Item 17).

708. As it was previously underlined, the licensing lod asset management companies is performed in
accordance with the Resolution No. 341 on approvdlicensing terms to engage in stock market
professional activities — activities of institut@ninvestors' assets management (asset management
activities). The Resolution lays down a somewhatilar licensing procedure, as for all other
securities firms. It goes just one step furthequieng information on the persons related with the
applicant’s owners and individuals related to thpliant’s director.

Insurance companies

709. The SCFSMR is the licensing authority responsibleigsuing licenses for performing insurance
activities. The licensing requirements for insueactivities are defined with the Law on Insurance
and the SCFSMR Order No. 40 of 28 August 2003 cgnbing conditions for carrying out insurance
activities®>. The SCFSMR does not issue separate approvalthdogualified owners or the senior
management of the insurance companies What is imguartant in the context of Recommendation
23.3, both, the Law and the Order, contain veryitéith requirements for the persons having a
significant or controlling interest in the insuranentity and it's senior managers. The documemtatio
submitted to the SCFSMR should contain informationthe members or founders of the insurance
company-applicant (shareholders, who hold over 5% applicant’s authorised capital) and on the
Head of the executive body, his/hers deputies ahig#fGiccountant. The Law requires the chief
executive officers to be legally capable naturabpes and to have a degree in economics or law.

710. The ground for refusal of an application considydwo reasons: (i) unreliability of information
provided by the applicant in order to obtain lieenand (ii) nonconformity of the documents

%1 The evaluators were informed after the visit ath criteria are established by Resolution Nas88ed on 29 July 1998
on certification of persons performing professioaefivities with securities in Ukraine but have seen the text of this
resolution.
92 Resolution No. 1 from January 5th, 1999 on definiof the list of senior functionaries whose reafion of professional
activity in the stock market by their legal enttiis subject to certificatioand Resolution No. 93 issued on 29 July 1998 on
certification of persons performing professionahaties with securities in Ukraine.
9 Registered by the Ministry of Justice of Ukraote15 September 2003 (805/8126), including amenthieraccordance
with SCFSMR Orders No. 160 dated 12.11.2003, N@938ated 01.18.05, No. 3433 dated 01.25.05, No5 4i#ted
06.07.05, No. 5377 dated 02.14.06, No. 3329 daB@il105, No. 71 dated 01.17.08)
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submitted by an applicant with the licensing condi (defined in the Order No. 40). Once agairs thi
is a broad provision which does not enable legakegulatory measures for ensuring adequate
ownership or managerial structure of the insuramoeepanies.

Pension funds

711. The term pension funds, used in MER, include follgventities: administrator of non-state
pension fund, non-state pension fund, depositonar-state pension fund, keeper (custodian) of
pension fund and assets management company oftatenpension funds. All of these entities require
some form of license for performing activities teth with non-state pension funds. The type of
license and the licensing authority is defined lith Law on non-state pension fund provision.

712. Alegal entity which intends to carry out actividyadministration of pension funds needs a license
from the SCFSMR. An entity can be administratopefsion funds if it has a predetermined amount
of authorised capital and has staff with relevamlifjication level, relevant technical provisiondan
information systems for conducting the activitidsao administrator, according to the requirements,
prescribed by the SCFSMR. The Law does not setpanycular criteria for owners of these entities
and does not cover the beneficial owners. It hasestriteria for the senior managers, such as:

- are capable;

- correspond to the qualification requirements, pibed by the SCFSMR,;

- do not have restrictions as regards to executidaraftions, laid on them, and which arise
through their related persons;

- were not convicted for intentional crimes;

- during the last seven years were not heads of legalons, recognized bankrupts, or
exposed to the procedure of forced liquidation ipesiod, when this person occupied
position of the head.

713. These requirements cover also the head of strucuibaivisions.

714. The assets management company of a pension furadrisd out on the basis of license issued by
the SCSSM, and in accordance with the requiremamdsthe procedure set by this authority. The
shortcomings pointed out for the securities maregfislation, apply for the asset management
companies of a pension funds.

715. As it is stipulated in the Law on non-state pendiamd provision, only bank, which meets certain
requirements for performing this activity, can bleegper of pension fund. Thus, the Law does not set
licensing criteria; these criteria are covered \lith Law on Banks and Banking.

Credit Unions

716. The establishment and operation of the credit unare defined with the Law on Credit Unions, as
well as the SCFSMR Regulation No. 146 of 2 Decer@63 on license provisions for credit unions’
operations on provision of financial servi¢eghe credit unions are registered by the SCFSMRen
State Register of Financial Institutions as anyeptfinancial institutions. The Law specifies the
documents that should be submitted for state megjish and prohibits the SCFSMR to require from
the credit unions any documents other than thogisaged by this Law.

717. In contrast with the provisions of the Law on ctedlions, the SCFSMR Regulation No. 146
requires licensing of credit unions and is moraitled in the terms of the criteria and documenitatio
for issuing license. Despites the limitations séthwhe Law; the SCFSMR Regulation No. 146
requires some additional documentation that shbeldubmitted to the SCFSMR in the process of
licensing of the credit union. Having in mind theesifics of the credit unions which are managed by
their members, the Regulation does not cover aiafid proper” criteria for founders of the credit
unions and their beneficial owners, but it referghte management bodies of these institutions. The

94 Registered with the Ministry of Justice of Ukraioe 25 December 2003 (1225/8546), amended and emppted by
SCFSMR Regulations No. 4039 of 16 May 2005, No.8&6df021 February 2006, No. 5792 of 18 May 2006, 6B68 of 27
February 2007, No. 7817 of 14 August 2007
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credit unions should submit data on the educatibrmanager and chief accountant, including
qualification certificates for compliance of thgirofessional knowledge with standard advance
training programs for managers and chief accoustahtredit unions, which confirm the compliance
of manager and chief accountant with the requiresnestablished by Professional requirements for
managers and chief accountants of financial ingiits approved by SCFSMR Regulation No. 1590
dated July 13, 2002 Regulation No. 146 also envisages that “indivisiuhat by court decision are
deemed legally incompetent or restrictedly compettose who serve sentences of imprisonment,
and individuals who have outstanding convictionspimfit-motivated crime may not be members of
management bodies of credit union”. This provismuld be considered to be in line with the
requirements of Recommendation 23.

718. The grounds for a decision to refuse a licensaidelinaccuracy of data in documents filed by the
applicant for a license and non-compliance of thgieant’s documents with these license provisions.
The Regulation No. 146 defines the grounds for ension of a license: failure of credit union tdfiful
requirements of license provisions; repeated \iamalby licensee during one year of the requirements
of license provisions, for which measures of infloe were imposed; failure to correct violationg tha
were grounds for preceding measures of influenogosing measures of influence in the form of
removal of management from credit union’s admiaistin, etc. Validity of suspended license may be
renewed only in case of correcting violations, whigere the basis for its suspension.

719. The grounds for cancellation of a license includses such as failure within the time specified by
the decision of the SCFSMR to correct violationstlsd requirements of license provisions, which
were basis for suspension of the license.

720. The SCFSMR is responsible for ensuring complianicéhe credit unions with the prescribed
criteria. Even though there is no clear cross-ezfee with other laws governing the operation of the
SCFSMR, it could be assumed that SCFSMR can takeadtions, such as suspension of managerial
staff if it determines non-compliance with the Riagion No. 146.

Foreign exchange offices

721. Non-banking financial institutions and the NatioRalstal Services Operator can perform currency
exchange operations, upon a receipt of a licermsa the NBU. The procedure for issuing of licenses
to these institutions is established through ars¢@dresolution of the NBU No. 2¥dated 9 August
2002. This Resolution specifies the amount of aigkd capital necessary for performing currency
exchange, the documentation that should be sulzhtidt¢he NBU during the licensing, as well as the
decision-making process. The non-banking instingigerforming currency exchange, must be
registered by the SCFSMR, i.e. they have to fulfié registration criteria established by this
supervisory authority.

722. The NBU Resolution No. 297 defines the groundsréfusing a license. NBU will not issue a
license for performing foreign currency operatidiny...]

- the National Bank received from special agenciesdmbating organized crime negative
conclusions concerning issuance of general license;

- instances of violation of requirements of Ukrainiaw concerning regulation of financial
services markets by non-banking financial instilatior the national postal service
operator were discovered and/or sanctions for tiiaof the aforementioned Ukrainian
law were applied to said non-banking financial itnibn or the national postal service
operator during the year which precedes the doctipsakage receipt date.”

% Registered with the Ministry of Justice of Ukraina 2 August 2004 (955/9554) , as revised and aetemy the
SCFSMR Regulations No. 4346 of 20 July 2005, N@.15@f 16 May 2006, No. 7271 of 8 May 8 2007 and 520 of 17
April 2008.

% Registered with the Ministry of Justice on 29 AsigR002 (712/7000), as amended by Resolutions 6&(37.09.2002),
No. 396 (27.10.2005), No.171 (05.05.2006), No.2/5¢2.2008).
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723. This provision provides for some measures to preeeiminals form holding a significant or
controlling interest or holding a management functin foreign exchange offices, but it does not
explicitly cover the directors, senior managers laedeficial owners.

Post Office

724. As it was explained previously, the Ukrainian POSice is licensed by the National Commission
on the Issues of Communication Regulation of Uledjprovision of postal transfers), it is registered
with the SCFSMR for performing financial servicdgostal transfer and it received a general license
by the NBU (for conducting foreign currency transats). The evaluators did not receive the

licensing and registration terms that apply to Bust Office, and, therefore, could not assess the
applicable provisions.

Money transfer services

725. Providers of money transfer services are licensedhb NBU and the SCFSMR. There are no
separate legal entities providing only money transérvices, such as Western Union or Moneygram.
These institutions can perform their activitiesyotfirough a bank, i.e. the bank has a role of antag
of these money transfer providers.

726. Apart from the money transfer providers, the Ukiainlegislation provides for a possibility of
existing domestic and international payment systd@rhe registration and licensing of these payment
systems is arranged with NBU Resolutions No. 44¥ 348. Bank, non-banking financial institutions
and national operator of postal services are othligeegister agreements on membership/participatio
in international payment system before initiatidpmviding international money transfers.

Other financial institutions

727. Other financial institutions include institutionsch as: leasing companies, financial companies
and other institutions whose exclusive activitytasrender financial services. The Law on financial
services and state regulation of financial marki#dtermines the criteria for establishment and
operation of the financial institutions. The prdoiss of this law are broad and only cover the
minimum requirements, such as the documents thatldhoe submitted to the SCFSMR and the
procedure for the decision-making by the SCFSMR.ofther requirements are left for the separate
laws or regulations governing each type of finariaistitution, if any.

Ongoing supervision and monitoring

Recommendation 23 (Criteria 23.4, 23.6, 23.7)

National Bank of Ukraine

728. The NBU conducts on-site and off-site supervisidnbanks. For the purpose of off-site
supervision over the AML/CFT measures undertakebdnks, NBU has issued Resolution No.%403
which defines two reporting forms:

- Report on financial transactions, which are subjecfinancial monitoring (submitted
monthly), and

- Report on the number of bank’s clients, which arbject to identification (submitted
quarterly).

729. The authorities explained that the monthly repiorttude the following information:
- number of registered financial transactions, wiathsubject to financial monitoring;

7 Dated 28 October 2005, registered with the Minisfrgustice of Ukraine on 17 November 2005 (139874)
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- reports on financial transactions, submitted toFRHeg, which are subject to compulsory
and internal financial monitoring (grouped by codésigns);

- transactions for which the bank had reasonableigasp that they can be related to
terrorist financing;

- transactions that the bank refused to conduct,rapdrts concerning closure of client’s
account;

- transactions for which bank took decision not torsit file-report;

730. The quarterly reports envisage information conegyralassification of bank’s clients which are
subject to identification. Based on the receivefibrmation, NBU prepares analytical information
concerning activities of Ukrainian banks in the aaref financial monitoring. In addition, this
information is used by the NBU during conductingaofsite inspections of banks.

731. With regard to the on-site inspection, Article &3tee Law on Banks and Banking requires NBU
to perform at least annual on-site supervisiong dve compliance of banks with the legislation on
prevention and combating of money laundering. Tioegdure for AML/CFT supervision of NBU is
prescribed in NBU Resolution No. 231 of 25 June®2@ith methodical instructions on compliance
audit of banks (or affiliates) in the sphere ofyamgting legalisation of criminal proceeds (anti-rapn
laundering) and composition of report upon resthiereof. This procedure describes the steps for
evaluating the AML/CFT measures of banks. It inelsidguidelines for the analysis of internal
documents on preventing money laundering, CDD nreasthe manner in which the bank determines
the transactions that should be subject to findneimitoring, record keeping, reporting to SCFM;. et

732. Although the NBU has established an appropriatéesydor risk-based analysis, the evaluation
team were of the view that as a result of the legajuirement for annual AML/CFT on-site
inspections, the NBU could not always be in a parsito perform ad-hoc inspections, whenever the
off-site analysis or other information point outhagher level of AML/CFT risks associated with
certain banks.

733. According to the provisions of the Law on Banks aBdnking and the defined scope of
supervision, including the AML/CFT supervision, tiNBU is able to perform supervision on a
consolidated basis, which was already applied actire.

734. The NBU is also responsible for the supervisionfareign currency exchange offices and
international payment systems. The above-mentipnededure, as well as the reporting forms, apply
to foreign exchange offices and international payrsystems performed through bank agents (the
SCFSMR is responsible for supervision of non-bagkinancial institutions that provide payment
systems). The authorities explained that, sinceftiheign exchange offices could only operate as
agents of banks, the AML/CFT supervision of thesties is provided through the supervision of the
banks, i.e. it is part of the banking supervision.

735. The authorities provided the following figures cemting AML/CFT on-site inspections
conducted by the NBU (central and regional offices)

Banks (scheduled| International
and unscheduled full| payment systemg
scope AML/CFT | (scheduled
inspections) inspections)

2004 177 -

2005 157 -

2006 199 165

2007 187 170

2008 190 181

State Commission on Securities and Stock Market
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736. In accordance with the SCSSM Resolution No. 344ctarducting AML/CFT inspections over
securities firms and the SCSSM Order No. 644 wittihmdological recommendations for inspections
of securities firms on compliance with AML/CFT lsgition, the SCSSM performs on-site inspections
over entities acting on the securities market. Byrinspections, SCSSM supervisors examine the
presence of rules for internal financial monitoripgrformance and programs for its performance, the
presence and keeping of financial operations regidthe Order does not define the procedure for
determining the entities that are going to be stk on-site examinations. . The authorities agtvis
the evaluators that the decision making for deteimgi the on-site examinations plan is based on the
proposals of the regional bodies and independdts afithe SCSSM.

737. The SCSSM representatives explained their offsitgervisory powers only after the visit. The
SCSSM has powers to require data from supervisdiiesnthat will enable off-site AML/CFT
supervision, such as data on the volume and tygean$actions, securities bought on the exchange
office or over-the-counter, transactions with dgnon-residents, etc. The data on transactions is
received in a period of three days after their atien.

738. It remains unclear whether SCSSM has adequatdategu powers and resources to perform
consolidated supervision. In addition, the sup@&mwigperformed by the SCSSM is a compliance-based
one, and it appears that there is a lack of capdamgulatory and human) to carry-out risk-based
supervision of securities firms.

739. As mentioned above, when comparing the low numlestadf with the number of institutions
under SCSSM supervision, the evaluation team isotinced that the supervisors of the SCSSM are
a position to cover AML/CFT issues in a satisfagtmanner.

740. During the meetings with the SCSSM and with sevettaér Ukrainian authorities, evaluators have
acknowledged the practice of establishing fictisonompanies in Ukraine, which additionally
increases the level of money laundering risks englcurities sector and requires further actioms fr
the SCSSM. The SCSSM has informed the evaluatiam ten the actions taken to deal with this
problem. It has defined a three-step approach & déh this problem: disclosure of securities
transaction of “bogus” joint-stock companies; takineasures on cancellation of state registratiah an
securities issue of fictitious joint-stock companiend taking measures concerning prevention of
establishment of new fictitious joint-stock compami

741. The SCSSM provided the following figures on thenher of inspections:

2006 2007 2008
Securities 91 72 91
trading
Asset 2 35 36
management
companies
Depositors 5 8 10
Stock 1 -
Exchanges
Register 128 108 71
holders

742. The number of inspections performed during the iptes/three years show a positive trend, even
though it could not be regarded as fully sufficierttaving in mind the total number of financial
institutions supervised by the SCSSM.

152



State Commission on Financial Services Markets R#égn of Ukraine

743. The procedure for conducting AML/CFT supervisioreoentities supervised by the SCFSMR is

defined in Resolution No. 26 on conducting inspawion issues of prevention and counteraction of
the proceeds from crime. This Resolution sets thecquure for organising and conducting
inspections, but not the scope of those inspections

744. Ukrainian authorities advised the evaluation tedwat the scope of the on-site inspection is

745.

defined in a separate set of supervisory manualsaoh type of financial institution supervisedtbg
SCFSMR. These manuals could not be reviewed bgvhtiators, since the English version of these
instructions were not presented, due to confidkfytileasons. Therefore, evaluators could not asses
the scope of the provisions. It appeared nevedbkel¢hat they did not provide for consolidated
supervision. From the regulatory framework govegriimle SCFSMR supervision, as well as from the
answers gathered during the on-site visit, it wathar obvious that SCFSMR performed mainly a
compliance-based supervision, i.e. there is insiefit basis for a risk-based approach over théiesti
supervised by the SCFSMR.

The authorities provided the following statistias the AML/CFT inspections performed by the
SCFSMR. The figures show a certain variation & ttumber of inspectionserformed during the
previous years. Having in mind the total numberfinéncial institutions and the total number of
AML/CFT supervisors, it does not appear that SCFSMR cope with AML/CFT issues in a suitable
manner.

2004 2005 2006 2007 2008*
Insurance 67 259 347 369 193
companies
Insurance 5 9 20 18 13
brokers
Financial 3 11 38 56 21
companies
Leasing 53 11 19 53 13
companies
Credit Unions | 866 112 274 171 66
Administrators | 22 13 22 31 24
of private
pension funds

* Number of inspections carried out during thetflalf of 2008

Recommendation 32 (criteria 32.2d)

746.

747.

All three supervisory authorities submitted somentfoof statistics on the number of on-site
examinations related with AML/CFT (see paragrapbsva) and the number of violations and
sanctions applied (see above). Due to the diffesgatture of the received statistics it was diffico
cross-analyse them, and to draw a general conolusiache adequacy and effectiveness of the entire
supervisory statistics.

Nevertheless, the statistics confirm the staternenthe low amount of maximum fine that could
be imposed in accordance with the AML/CFT legislatiAs an example, authorities have reported
that during 2007 and the first half of 2008, theUNBas identified 7 036 cases of violation of cutren
AM/CFT legislation (Basic Law, Law on Banks and Riag and NBU Resolution No. 189). Contrary
to this number of violations, in the same periodWNBas issued just 171 measures of influence (100
fines). The NBU representatives explained thatréason for this discrepancy is the limitation oa th
amount of fine that could be imposed for violat@friegislation, i.e. the total amount of fine coulat

be higher than 1 000 of untaxed incomes (17 000 }JAétardless of the number of violations. This
suggests that an entity with one violation couldenthe same amount of fine as an entity with sévera
violations, which could lead to a low incentivethy obliged entities to comply with the legislation
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Recommendation 25 (criteria 25.1) — Guidance fandicial institutions other than on STRs

748. The Basic Law requires the SCFM to analyze the austhand financial patterns of money
laundering and financing of terrorism and to previgliidance to the obliged entities on issues ilate
with AML/CFT. SCFM has issued several documents ttracompass recommendations on the
organisation of financial monitoring, especially internal financial monitoring (at the time of tba-
site visit, 18 were for banks, and 24 for other -banking financial institutions). SCFM has also
published typologies with examples of money laumdeschemes (e.g. scheme of transfer of funds
abroad, land purchase transactions through figstipersons, etc.). These documents are available on
the SCFM’s website.

749. NBU also provides banks with guidance on the imgletation of certain AML/CFT legislative
acts and methodical recommendations on the bestigerdor conducting financial monitoring. During
2007, the NBU prepared and submitted 75 letterls @iiplanations and recommendations on financial
monitoring. All of these documents are publishedl@nNBU'’s website.

750. The other two supervisors (SCRFSM and SCSSM) peoeiertain guidance on ML and FT
techniques and methods to their supervised entiipart from the annual reports on the operation of
these entities, which includes some information AML/CFT issues, the activities of these
supervisory bodies include a requirement for regtiainings of the employees of the supervised
entities. As an example, the typologies reportadsoy the SCFM in 2007 incorporates 16 examples
and 3 case studies of possible methods of laumglarioney using financial transactions with
unmarketable securities.

3.10.2 Recommendations and comments

Recommendation 17

751. The fines established with the Basic Law are onltive end and could not be considered as
dissuasive and proportionate to the severity afuation. In addition, the Basic Law and the seaitor
laws provide for different amount of fines, whicanccreate uncertainty on the amount of fines that
could be imposed. The authorities should revieweahganctions with a view to establishing effective,
proportionate and dissuasive sanctions to deal mathral or legal persons which fail to comply with
AML/CFT requirements and that the range of sanstiisnbroad and proportionate to the severity of
the situation.

752. During the on-site visit evaluators were informegd the NBU that the courts usually need on
average 1-1.5 years to take a final decision, wdetisions are appealed. This period appears to be
rather long, which puts a negative light on thécefhcy of the sanctioning regime.

753. The scope of articles 73 and 74 of the Law on Baarkd Banking regarding the possibility to
impose fines on bank officials and managers shbeltharmonised. In addition, this Law should be
adequately amended so that the withdrawal of a liaekse does not only cover cases when the
violations induced “a significant loss of assetéin@ome”.

754. There is no evidence for appropriate sanctionirgynme and practice over the foreign exchange
offices and money transfer providers. The authesighould review the situation and take necessary
measures in this respect.

Recommendation 23

755. The SCFSMR should start conducting AML/CFT on-sitgpervision of the Ukrposhta and
enhance off-site supervision.
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756. Authorities are advised to provide for a clear nigiin of the term “irreproachable business
reputation”, that will be apparent to all banksikstholders.

757. The legal provisions for non-banking financial mstions (excluding to some extent asset
management companies) do not provide for an exfaririer of criminals, or their beneficial owner,
from holding a significant or controlling interasta securities firm.

758. The “fit and proper” criteria for persons havingsignificant or controlling interest in the non-
banking financial institutions (except to a certdé@gree the securities firms) and their senior marsa
are very limited.

759. NBU has established necessary elements for applygigbased AML/CFT supervision. The
practical conduct of risk-based AML/CFT supervisgaems to be limited by the legal requirement for
obligatory annual on-site inspections.

760. It does not appear that the SCSSM and the SCFSKIR a position to cover AML/CFT issues in
satisfactory manner. These two institutions condocisite and off-site inspections, but their
supervisory procedures do not seem to cover riskdanalysis and supervision on consolidated
basis.

761. Regardless of the possible low risk associated thighforeign exchange offices, there has to be an
adequate AML/CFT framework in place that will er@bAML/CFT supervision and resources
allocated for this purpose.

762. The SCSSM is encouraged to continue its action @iatedecreasing the number of fictitious
companies.

Recommendation 25

763. The SCFSMR and SCSSM should develop further guelémcover more adequately the various
sectors supervised by them.

Recommendation 29

764. Apart from the NBU, the extent to which sample itestis included as part of the on-site
supervisory actions of SCFSMR and the SCSSM isciedr. The supervisory authorities should
ensure that sample testing is included as pahedf bn-site supervisory action.

765. There are no explicit provisions that specify tbepe of the AML/CFT supervision and the power
of enforcement of foreign exchange offices.

766. The sanctioning of directors and senior managenfentfailure to comply with AML/CFT
legislation is provided for in the sectoral lawslahe Code on administrative offences. However, the
sectoral laws set to some extent different sanictipregime, especially regarding the possibility to
fine directors and senior managers. In additioh,oflthe sectoral laws, apart from the specific
situation for banks, do not enable removal of @oes and senior managers as a result of non-
compliance with legislation. This issue should &ésited as recommended in the report.

767. According to the Law on Banks and Banking, NBU @apose sanctions if it detects violation of
the banking legislation. There is no clear refeeetiat the Basic Law is considered as part of the
banking legislation, which could constrain its efnt implementation. This issue should be
adequately addressed by the authorities. In adlitiee authorities are advised to reconsider the
provisions of the Law on Banks and Banking witharegto the possibility to remove managers from
office.

768. The sanctioning regime implemented with the exis#dML/CFT legislation allow for imposing
different sanctions, depending on the type of nmmygliance (with the Basic Law or with the sectoral
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laws). Since this situation could create uncenaitite system could benefit from clearer provisions
terms of the sanctions that should be imposed.

Recommendation 30

769. The number of supervisory staff in all three susemy authorities should be increased in order to
provide for efficient AML/CFT supervision over tlobliged financial institutions.

770. There are some doubts related with the independemteutonomy of the SCFSMR. In addition,
this supervisory body experiences a high turnovéisastaff, which adversely affects its possiilio
attract and sustain competent staff. The autheriéleould take necessary measures to address these
concerns.

771. According to the Law on Civil servants the trainstgpuld be made at least once per every 5 years.
This period seems too long and should be adequaitehed.

772. SCSSM and SCFSMR should continue their effortpforviding their supervisors with adequate
AML/ CFT trainings.

3.10.3 Compliance with Recommendations 17, 23, 29 and 25

Rating Summary of factors underlying rating

»  The pecuniary sanctions under the Basic Law aredisstuasive
and proportionate to the severity of a situatiome Basic Law andl
the sectoral laws provide for different amountiok$, which car
create uncertainty on the amount of fines thatabelimposed

e The efficiency of the sanctioning regime is quesdiae

e According to the Law on Banks and Banking , thehdiawal of a
bank license is limited to cases when banks saffggnificant loss

R.17 PC .

of assets or income

»  The sanctions are not broad and proportionategt@éherity of the
violation and the efficiency of the sanctioninggiree is
guestionable

e There is no evidence for appropriate sanctioningime and
practice over the foreign exchange offices and eyoimansfer
providers.

*  The SCFSMR does not conduct on-site AML/CFT supéomi of
the Ukrposta

e The legal provisions for non-banking financial ingtons
(excluding to some extent asset management cong)athie not
provide for an explicit barrier of criminals, oretih beneficial
owner, from holding a significant or controllingémnest

»  The fit and proper criteria for for persons havegignificant or|
R.23 PC controlling interest in the non-banking financiahstitutions
(except to a certain degree the securities firnmg) #heir seniof
managers are very limited

* The risk-based approach to AML/CFT supervision ist |n
implemented by all supervisors. NBU is the only esugsory
authorities that has necessary supervisory techaiqa conduct
risk-based AML/CFT supervision, but its practicaplementation
is constrained with the legal requirement for ah®ML/CFT on-
site inspections
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e SCSSM and SCFSMR do not implement a risk based|and
consolidated supervision .

e There is no adequate AML/CFT framework for AML/CFT
supervision over foreign exchange offices and payragstems

The ML/FT guidance provided by SCFSMR and SCSSMh&®
R.25 LC specific sectors that they supervise could notrdégarded as
sufficient

*  AML/CFT supervisory practices (except NBU's praejicdoes no
clearly extend to sample testing

e There are no explicit provisions that specify tlpe of the
AML/CFT supervision and enforcement powers overeifpm
R.29 PC exchange offices

*  Apart from the specific situation of banks, thet@ming regime
does not include the possibility for removal fronffiae of
directors and senior managers

. Maximum fines against financial institutions are tow

3.11  Money or value transfer services (SR.VI)

3.11.1 Description and analysis

773. The money or value transfer services in Ukrainelmaperformed through banks that are agents of
money transfer providers, non-banking financiatiinons and Ukrposhta. These services can only
be provided through banks and the Ukrainian Firer@roup which has a banking license. Currently,
Western Union and Moneygram perform money trarsdevices only through banks.

774. Ukraine has designated the SCFSMR as the compatghority to licence natural and/or legal
persons that perform money or value transfer (M\é€jvices for AML/CFT purposes (Law of
Ukraine on Financial Services and State RegulatfoRinancial Markets, Article 21). The National
Commission on Issues of Communication Regulatioanices Ukrposhta to perform MVT services
(Law of Ukraine on Postal Communication, Articlef8) postal transfers. However, it is monitored
by the SCFSMR for AML/CFT obligations.

775. Non-banking financial institutions and Ukrposhta& aubject to a two-tier registration process,
they are registered by the State Commission onnEiakServices Markets Regulation to carry out
financial services including transfer of funds lire thational currency. The SCFSMR advised that 10
non-bank financial institutions have a license fooney transfer. An additional license will be
required from the NBU to transfer foreign curren®oth the State Commission on Financial Services
Markets Regulation and the NBU maintain a registenon-bank financial institutions that can carry
out the transfer of national and foreign currerespectively. The evaluation team was provided with
the relevant legislative provisions related to tegistration of non-bank financial institutions five
transfer of national or foreign currency only afftee on-site visit.

776. The scope of the Basic Law (Article 1, “money tfengrom one account to another”) and the Law
of Ukraine on Financial Services and State Reguratif Financial Markets (Section Il, Article 4 —
money transfer) includes money or value transferVTM services. Compliance with
Recommendations 4 (financial institution secrecy aanfidentiality), 5 (CDD), 6 (PEPs), 7
(correspondent banking), R.8 (non-face-to-face rmass), 9 (third-party introducers), 10 (record
keeping), 11 (monitoring of accounts and relatigpsfy 13 (suspicious transaction reporting), 14
(tipping off), 15 (internal controls), 22 (foreigmwanches and subsidiaries), and 23 (supervision), a
the corresponding deficiencies are described eamligection 3 of this report.
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777. Implementation of Recommendations 5, 6, 7, 9, B015, and 22 in the MVT sector suffers from
the same deficiencies as those that apply to bamétsvhich are described earlier in section 3 ©f th
report.

778. The SCFSMR is responsible for monitoring non-bankrfcial institutions which provide MVT
services and Ukrposhta to ensure they comply WwghRATF recommendations.

779. There is no requirement on the MVT service opesatahether they are registered to transfer
national or foreign currency) to maintain a currgttof agents which they use.

780. The requirements for R.17 apply equally to MVT @ers. Statistics on the number of sanctions
imposed on MVTs were not provided to the evaluateam and thus the effectiveness could not be
assessed

Additional elements

781. Ukraine has adopted some of the measures set the Best Practices Paper for SR.VI including
licensing of MVTs, being subject customer idenéfion, record keeping and suspicious transaction
reporting and monitoring compliance.

3.11.2 Recommendations and comments

782. MVT service operators (whether they are registépedansfer national or foreign currency) should
be required to maintain a current list of agentgctvithey use

783. Inrelation to MVT services, Ukraine should implameequirements in relation Recommendations
5,6,7,9, 10, 13, 15, and 22, as discussed earlgaction 3 of this report.

3.11.3 Compliance with Special Recommendation VI

Rating Summary of factors underlying rating

e There is no requirement on the MVT service opegatarhether
they are registered to transfer national or foredgmrency) to
maintain a current list of agents which they use.

. Implementation of Recommendations 5, 6, 7, 9, 30,15, and 22
SRV PC in the MVT sector suffers from the same deficieaa@s those that
' apply to banks and which are described earlisettion 3 of this
report.

. R.17 — Statistics on the number of sanctions impase MVTs
were not provided to the evaluation team and thesffectiveness
could not be assessed.
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4 PREVENTIVE MEASURES - DESIGNATED NON FINANCIAL
BUSINESSES AND PROFESSIONS

Generally

784. All the categories of designated non-financial hass and professions, apart from trust and
company service providers, are found in Ukraine.

785. With the exception of casinos, Ukraine has notgtesed the other non-financial business and
professions (DNFBPs) listed in the glossary of B&TF 40 Recommendations which operate in
Ukraine.

786. The Basic Law applies only to casinos (includiniginet casinos).

787. The Ukrainian authorities advised that trust anchgany service providers as defined under the
FATF glossary do not exist in Ukraine. Insteadists operating in Ukraine are defined as those
entities which are involved in property managemant managing and settling securities i.e. findncia
pools for depositing and accumulating privatisatioertificates (“company with supplementary
liability which performs representative activitycacding to the agreement concluded with settlors of
property on implementation of their owner’s rights"These trusts are not “trusts” as defined in the
FATF Glossary but are considered to be financistitutions. In March 1993, a Decree of the Cabinet
of Ministers of Ukraine on Trust Societies allowth@& existence and operation of trusts. 337 trusts
existed between 1993-1996 and were used duringptivatization and reform of the Ukrainian
economy. As certain trusts were involved in fraedtll behaviour, this led to a ban on the
establishment of new trusts through the Resolutibrthe Verkhovna Rada No. 491/95 on Fight
against Abuses Taking Place while Involving Monéydizens by Economic Entities. There remain
only two trusts in existence although they are orggér active and according to this resolution, they
are prohibited to conduct any activities.

4.1 Customer due diligence and record-keeping (R.12)
(Applying R.5, 6, and 8-11)

411 Description and analysis

Applying Recommendations 5 (CDD) and 10 (Recorékiag)
Casinos

788. See also sections 3.2-3.3 and 3.5 — 3.6 of thisrte@he AML/CFT obligations for casinos are set
out in the Basic Law and SCFM Order No. 40. Ini@wld, the Cabinet of Ministers issued Resolution
No. 1800 (20 November 2003) On the approval of &dace for conducting internal financial
monitoring by the entities of entrepreneur activitbyat carry out economic activity from organizatio
and keeping of casinos, other playing establishsnand pawnshops, which sets out requirements
related to customer identification and is applieatdl casinos. This Resolution repeats many of the
requirements set out in the Basic Law and SCFM COixabe 40.

789. Furthermore, the SCFM has issued on 28 February ZD@er No. 37 on model rules for
conducting internal financial monitoring by gamiglirinstitutions which includes guidance on
customer identification. The model rules repeatimaf what is in the Basic Law and SCFM Order
No. 40. Comments formulated earlier on the CD@uirements apply in this context.
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790. The evaluation team met two casino operators. th bases they were advised that there were
strict procedures in place for customer identifmat upon entering the casino the customer would be
requested to show their identification and wheinarfcial operation takes place (irrespective of the
amount). A record of the identification would oridg taken if the amount paid out was equal to or
over UAH 80 000 (approximately €7 749.81). Thisuldbbe done in order to comply with the
compulsory monitoring requirement under the BasagvL. However, this does not meet the FATF
requirement as casinos are required to undertakB @Ben their customers engage in financial
transactions equal to or above €3 000.

791. The persons whom the evaluation team met seemdak taware of requirements in place.
However, on two separate occasions on which thiiatian team visited a casino there did not appear
to be any identification procedures in place.

792. Dealers in precious metals and dealers in precsoises, notaries, real estate agents, lawyers,
auditors and accountants, trust and company sepvinéders

793. Ukraine has not extended the application of sped&ML/CFT measures to other categories of
DNFBP. Though some of the general laws and reguiatihat apply to certain DNFBPs may contain
some limited customer identification and recordgieg requirements, it is unlikely that these may
meet the specific elements required by Recomméndab and 10.

Applying Recommendations 6, 8-9 and 11

794. As mentioned in section 3, the existing provisiomsich apply also to casinos, cannot be
considered as meeting the requirements of recomatiend 6, 8, and 11.

795. Ukraine has not introduced requirements which waxigtnd any of the specific obligations under
Recommendations 6 (PEPs), 8 (new technologies andate to face transactions), and 11 (unusual
transactions) to dealers in precious metals antkidem precious stones, notaries, real estatetggen
lawyers, auditors and accountants, and companyceguvoviders.

41.2 Recommendations and comments

796. Ukraine should review as soon as possible the ANFI/@egime to ensure that all DNFBPs are
adequately brought under the AML/CFT regime and tiese measures are effectively implemented.

797. Ukraine should impose specific customer identif@aand record keeping requirements consistent
with Recommendations 5 and 10 to real estate agéedders in previous metals and stones, lawyers,
notaries, other independent legal professionalspemy service providers and accountants as soon as
possible.

798. The casino operators that were met by the teansadhat they had comprehensive identification
procedures in place. However, given that theynateadequately supervised to monitor compliance
with the AML/CFT obligations, and the experience tbé evaluation team of casinos and their
procedures in practices, it is highly likely thhete is a strong level of non-compliance. Therefor
Ukraine should review the existing framework inpest of casinos to cover all of the relevant dater
and introduce measures to remedy this situaticGoas as possible.

799. Specific AML/CFT requirements relating to Recommatiwhs 6, 8, 9 and 11 should be extended
to all DNFBP sectors.

800. Ukraine should also take steps to examine waye ehture the effectiveness of compliance with
these AML/CFT requirements in these sectors.
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4.1.3

Compliance with Recommendation 12

Rating

Summary of factors underlying rating

R.12

NC

Real estate agents, dealers in previous metalstanés, lawyers
notaries, other independent legal professionalmpemy service
providers and accountants do not have any obligatmertaining
to Recommendation 5, 6, 8, 9, 10, 11

Casinos

R.5

R.6

There is no requirement in law or regulation whigquires
casinos to undertake CDD when their customers engag
financial transactions equal to or above USD/€3000.

Casinos are not required to undertake CDD whenethera
suspicion of money laundering or terrorist finamgiregardless o
any threshold.

There is no explicit requirement in law or regwdatifor dealing
with doubts about the veracity or adequacy of asly obtained
customer identification data. The current requinetaelo not refe
to undertaking CDD and do not cover the full scop€DD.

The definition of beneficial ownership does not eownatural
persons

There is no requirement in law or regulation reiqgiDNFBPs to
determine who are the natural persons that ultimatein or
control the customer.

There is no specific requirement in law or regolatto conduct
ongoing due diligence on the business relationship

There is no requirement on DNFBP that ongoing diligence
should include scrutiny of transactions undertattenughout the
course of that relationship to ensure that thestetions being
conducted are consistent with the institution’s Wlealge of the
customer, their business and risk profile, and whmrcessary, th
source of funds.

There is no general requirement on DNFBP to perferinanced
due diligence for higher risk categories of custmndusiness
relationships or transactions.

There is no explicit requirement to apply CDD toisérg
customers

There are concerns about the effectiveness ofeimghtation of
customer identification requirements in the casiactor

There is no definition for PEPs in other enforceabkans

There is no requirement on financial institutionsput in place
appropriate risk management systems to determinetheh a
potential customer, a customer or the beneficiah@wis a
politically exposed person

There is no requirement to obtain senior managewaygntoval for
establishing business relationships with PEPsudiny where g
customer has been accepted and the customer didsnavner
is subsequently found to be, or subsequently bes@niREP.

There is no requirement to take reasonable measuirestablish

D

D

the source of wealth and the source of funds ofooosrs and
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beneficial owners identified as PEPs

e  There is no requirement to conduct enhanced onguoimgjtoring
on a business relationship with the PEP.

R.8

* There is no explicit requirement which requireshtve policies
and procedures in place to address any speciks associated
with non-face-to-face business relationships ardaations.

R.9 (N/A)

R.10

. Non-bank financial institutions are not requiredimtein records
of the identification data for at at least five s&ea

R. 11
e There is no clear requirement for examining asafapossible the
background and purpose of all unusual financiaidsations
e There is an inconsistent implementation of the griked scope of
data included in the register of financial traniars subject tg
financial monitoring

17

4.2 Suspicious transaction reporting (R. 16)
(Applying R.13 - 15 and 21)

801. As provided by article 4 of the Basic Law, only daimg entitie$® are considered as obliged
entities that have to report suspicious transastiorthe SCFM. All other DNFBP categories are not
covered by the Basic Law.

Casinos

802. All requirements for financial institutions set dntthe Basic Law apply also to casinos, which are
required to report to the SCFM suspicious traneasti As it was explained under section 3.7 for
financial institutions, the same issues and defaiEs apply equally.

803. In addition to the Basic Law, the Cabinet of Mirist approved on 20 November 2003 Resolution
No. 1800 on the procedure for conducting intermahrfcial monitoring by the economic entities,
conducting economic activities for organisation anmmhintenance of casinos, other gambling
institutions and pawnshops. The Resolution detegmthe tasks and duties of the compliance officer,
the registration of the financial transactions suabjto financial monitoring and the CDD measures,
and it generally follows the provisions of the Rakaw, without specifying in details the internal
financial monitoring having in mind the specifidste activities performed by the casinos.

804. The SCFM has issued a separate Order No. 37 okBBu&ry 2007, which sets out the rules for
gambling institutions to conduct internal finanaiabnitoring. Part 6 provides that:

a) Payment of any winnings is subject to mandatorarfeial monitoring if the amount of the
transaction is equal or above UAH 80 000 or isiequal or exceeds its equivalent in currency.

b) Also, the financial transaction is subject to intdrfinancial monitoring if it fulfils one or sevar
of the criteria below:

%8 For the treatment of pawnshops and entities hgldimy kind of lottery refer to section 4.4.
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805.

806.

807.

808.

- client identification information submitted by therson cannot be examined

- refusal by a person to submit client informationpasscribed by the legislation and the
internal documents of the gambling institution

- losses (winnings) by the person equal or above UAHOO or are equal or exceed its
equivalent in currency on slot machines, casino, et

- repeated losses by the person of amounts equaloerithan UAH 10.000 or are equal or
exceed its equivalent in currency on slot machéhesg short periods of time (3 days)

- presentation of chips without previously held gampl

- purchasing chips of an amount equal or higher thaH 10.000 or equal or exceeding its
equivalent in currency

- client requesting to change gambling rules folldés/winnings

- repeated losses by the owners of the gamblingutisti or their relatives in the gambling
institution, the amount which is equal or higheathUAH 10.000 or it is equal or
exceeds its equivalent in currency

Internal financial monitoring can be undertakenoatsn other financial transactions if the
compliance officer of the gambling institution sasfs that such financial transaction is executed fo
money laundering or financing of terrorism purposes

These provisions could be regarded as a helpingdaable a better understanding and detection
of suspicious transactions by the casinos.

However, the number of reports submitted by theljeng institutions varies considerably in the
previous years (2 in 2005, 2007, and 49 in 200Begardless of the evident improvement of the
reporting practices of these institutions, theparing efforts could not be considered as suffigie
having in mind the number of gambling institutiof@ove 900) and their total humber of reports
submitted to the SCFM In addition, all of the repdrtransactions fall under the compulsory financia
monitoring, which could not be regarded as a acBidR reporting. The authorities should consider
more outreach to this sector in order to enabléebeinderstanding of these entities of the legal
obligations under the AML/CFT framework.

Furthermore, article 8 of the Basic Law specifieattan “entity of initial financial monitoring
engaged in financial transaction” is required foore all suspicious transactions. The provisionthi
Article seem to limit the reporting only to finaatitransactions, the definition of which does not
necessarily include the activities performed by BFBPs. Despite the fact that DNFBPs have
reported STRs in the past, the authorities shotdédjaately address this issue.

Applying Recommendation 14

809.

The analysis concerning implementation of Recomratod 14 (Tipping off and Safe harbour) as
described under section 3.7, applies also for DNFBP

Applying Recommendation 15

810.

The issues of “Internal control, compliance andiiymovisions are extensively described under
section 3.8. In addition to the conclusions statedection 3.8, the meetings with the private secto
revealed a somewhat different level of understandind approach to the implementation of the
AML/CFT legislation. Although the legislation enablthe compliance officer to report STRs directly
to the SCFM without a prior consent from the mamsgsome of the casino representatives replied
that the compliance officer usually consults thenagger. The internal audit function is almost non-
existent in the DNFBP.

Applying Recommendation 21

811.

As already explained under section 3.6, the Basw Hoes not adequately cover all criteria of
Recommendation 21, especially regarding the expkcjuirement for examining the background and
purpose of transactions with countries that doaransufficiently apply FATF recommendations, as
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far as possible. Additionally, the mechanisms iacpl that would enable the authorities to apply
counter-measures to countries that do not or iicserfitly apply FATF recommendations are
insufficient.

Dealers in precious metals and dealers in preci@isnes, notaries, real estate agents, lawyers, @nsli
and accountants and company service providers

812. There are no requirements for dealers in precioeisiand dealers in precious stones, notaries,
real estate agents, lawyers, auditors and accdasntand company service providers implementing
adequately Recommendations 13-15, 17 and 21.

813. Under the general provisions of the Basic Law, DIRAiave to report directly to the SCFM (and
not via their self-regulatory organisations).

814. DNFBPs are not required to give special attentmusiness relationships or transactions with

persons from or in countries that do not (or insightly) apply the FATF recommendations as it is
required by Recommendation 21.

421 Recommendations and comments

815. The same deficiencies in the implementation of Renendations 13-15 and 21 in respect of
financial institutions apply equally to DNFBP. [pée the SCFM'’s efforts to provide for additional
guidelines for the DNFBP in detecting suspiciowmnsactions, in terms of effectiveness, DNFBP
seem less aware of their obligations. Overall, thenber of reports received from DNFBP is
significantly small. More outreach to this sectsmiecessary, particularly by providing training and
guidance.

816. The scope of the Basic law needs to be enhancasd &obring all types of DNFBP under the STR
regime. In the context of Recommendation 13, tipentang of DNFBP should be additionally altered
by elevating the existing constrain of Article 8t Basic Law, which relates the suspicious rempgprt
only with execution of financial transactions.

817. Apart from the requirement to implement internalesufor financial monitoring, the other
requirements of Recommendation 15 are not appliedhb DNFBP. Ukraine should adopt the
necessary measures to implement Recommendationrétation to DNFBP.

818. DNFBPs should be required to give special attertitobusiness relationships or transactions with
persons from countries which do not or insuffichgaipply the FATF Recommendations.

4272 Compliance with Recommendation 16

Rating Summary of factors relevant to s.4.2
underlying overall rating

*  The same deficiencies in the implementation of Renendationg
13-15 and 21 in respect of financial institutionmplg equally to
R.16 NC DNFBP

e The effectiveness of the reporting by DNFBP is nul
e The compliance and audit functions of DNFBP areimgiace
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4.3 Regulation, supervision and monitoring (R. 24-25)

431 Description and analysis

Recommendation 24 (Supervision and monitoring of BBPS)

Gambling institutions

819. The regulation of the gambling market is contaimednany legislative documents, which are
spread among a number of central and regional atiso There is no consolidated piece of
legislation which regulates the gambling sectoral&ators found a list of 18 pieces of legislation
which touch upon gambling activities. This situatiseems to draw a number of inconsistencies,
which sets a risk for different implementation, nsie and unequal treatment of the members of this
market.

820. The cited problems are also identified by sevarsiitutions and agencies, such as the State Tax
Administration, Accounting Chamber of Ukraine, aslivas the Ukrainian Parliamentary Committee
of Regulatory Politics. These authorities have asknowledged the presence of numerous legal
entities that conduct gambling activity with a tegoiatent, but without proper license of the Ministr
of Finance of Ukraine. According to the informati@teived after the on-site visit, on September 22,
2008, the State committee on regulatory policy anttepreneurship and the Ministry of Finance
adopted the Order No. 117/1164 on Approval of Anmeewts to License terms on Conducting
Organisation of Gambling and Control Procedure owempliance with there licensing terms.
Authorities have explained that, with this regulatithe licensing condition have been enhanced with
requirements for compliance with the Basic Law.

821. According to the Law on licensing of certain busimactivities, the organisation and maintenance
of slot-machines and gambling institutions is sabje licensing. The licensing should be performed
by the:

- Ministry of Finance
- the Council of Ministries of Autonomous Republic dfrimea, oblasts state
administration, Kyiv and Sevastopol city state adstration.

822. The Law outlines the procedure for obtaining angss while the licensing terms are defined in a
separate Order of the State Committee on Regul&oligy and Entrepreneurship and the Ministry of
Finance No. 40/374, which was not provided to teueation team. As a consequence, the evaluators
could not confirm the licensing terms and whethleeyt include the criteria specified under
Recommendation 24.

823. According to the legislation, the Ministry of Fir@mis responsible for supervision of the gambling
entities. Although the casinos and other gamblimgjitutions are considered as obliged entities, the
Basic Law does not give clear powers to the MigistrFinance to perform AML/CFT supervision of
these entities. Thus, the Ministry of Finance hagen performed any supervision over AML/CFT
issues. The evaluation team was informed duringthsite visit that the Ministry of Finance hasibee
granted this power with the Order No. 117/1164.hadties have explained that, with this regulation,
the Ministry of Finance has been empowered (as aiblézr 6, 2008) to verify the compliance of
economic entities with the AML/CFT legislation irkkdine.

824. Regarding compliance with Recommendation 17, thkaaities referred to the provisions of the
Basic Law. In this regard, the same requiremengdiGgble for financial institutions should apply to
DNFBP. Nevertheless, until the on-site visit, thanistry of Finance was not provided with powers to
perform supervisory activities, as well as powersnbnitor and sanction. In addition, the authasitie
did not report any case of sanctions imposed tg#mebling institutions.
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825. Within the Ministry of Finance of Ukraine there asseparate Department of state regulation of
lotteries and other gambling games. With the adopdf the Order No. 117/1164, this Department is
responsible for inspections of gambling instituioon compliance with AML/CFT regulations.
According to the information received after the site visit, within the central office 36 persong ar
employed in this Department. In the regional officé the Ministry of Finance, there are 1-2 persons
who can be employed for the purposes of the aetiviperformed by the Department of state
regulation of lotteries and other gambling gamessyite the fact that evaluators could not verify th
provided numbers, it is evident that staffing oé thepartment is insufficient in relation with the
number of gambling institutions, as well as thet fitat this sector was never supervised for
AML/CFT issues. In addition, the adequacy of theffsh AML/CFT inspection is questionable and
could not be confirmed.

826. After the on-site visit, the authorities informduktevaluators that in 2007-2008, the SCFM has
submitted to the courts 25 protocols on administeatiolations on officials of gambling institution
In addition, SCFM’s employees participated in 6Graiations, organised by local prosecution
offices. On the basis of these examinations, 54bdjaminstitutions were given prosecutors’ ordens o
terminating AML/CFT violations. In 2008, there weB6 prosecutors’ orders for violations of
AML/CFT legislation by gambling institutions in Kie

827. Notwithstanding this information which was subntti&ter the on-site visit, the gaps identified in
the supervision and sanctioning of the gamblingjtitsons, leave vast opportunities for misuseho$ t
sector for purposes of money laundering.

828. Dealers in precious metals and dealers in prec#oises, notaries, real estate agents, lawyers,
auditors and accountants, and company serviceqersi

829. With the exception of the gambling sector, nonethef DNFBP sectors has implemented any
supervision or monitoring mechanisms to ensure ¢eamge with AML/CFT obligations, since no
such obligations have yet been introduced. Sontheohbove-mentioned sectors are however subject
to licensing and/or registration requirements amaksvision or monitoring by a government authority,
however these procedures are of no relevance sncthitext. Also, these sectors are subject to wide
range of sanctions for violation of applicable lawsgulations, professional ethics and standards,
however, in the absence of specific AML/CFT obligas, the applicable sanctions regime is not
relevant for the purposes of the report.

Recommendation 25 (25.1 - Guidance for DNFBPs otltiean guidance on STRS)

830. According to the received replies, the SCFM isdhéy authority that provides the DNFBPs with
certain guidelines that will assist them to implemand comply with the AML/CFT requirements. In
addition to the orders issued by the SCFM on tkermal financial monitoring performed by DNFBP,
the SCFM prepared several methodical recommendatam the procedure for termination of
transactions conducted with persons that are cklath terrorist activities, on filling in the
registration forms and submission of information ttke SCFM, on criteria for rating financial
transactions, on AML/CFT risks management etc.tiddlse documents are available on the SCFM’s
website.

831. Regardless of the amount of work conducted by BENS in order to provide the DNFBPs with
assistance for implementation of AML/CFT requiretsenthe practice indicates a lack of
understanding and awareness of these entitiesthéie requirements. Once again, it illustrates the
necessity for additional efforts by all authoritiest just the SCFM, to improve the current sitomati
and enable implementation of adequate AML/CFT saeshelwithin this sector.

4.3.2 Recommendations and comments

832. The existing licensing regime of gambling institms seems to draw a number of inconsistencies,
which sets a risk for different implementation, usie and unequal treatment of the members of this
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market. The licensing terms do not cover all neargseriteria regarding the owners and managers of
gambling institutions.

833. There is no AML/CFT supervision over gambling ingibns, In addition, even though after the
on-site visit the Ministry of Finance was empowetedoerform on-site examinations, its ability to
efficiently perform the examinations are questideathaving in mind the scarce number and
competence of the staff allocated to perform AMLICHIpervisions.

834. The SCFM has undertaken the role of initiating g@nctioning of violation of AML/CFT
legislation by gambling institutions. Despite thesjiive trend in the last 2 years, the sanctioning
regime over these entities could not be regardgmamortionate and dissuasive. This situation shoul
be addressed through relevant changes to theftagatwork.

835. Ukraine is urged to review the current regulatang supervisory regime applicable to gambling
institutions and take legislative and other measwa® relevant in order to ensure that casinos are
subject to and effectively implementing the AML/CFfeasures required under the FATF
recommendations.

836. Ukraine should also develop plans to deal effidjewith unlicensed gambling. It should also take
measures to prevent criminals or their associata® tholding or being the beneficial owner of a
significant or controlling interest, holding a mgeaent function in or being an operator of a casino

837. As regards the other categories of DNFBP, once rdfevant AML/CFT requirements are
introduced, Ukraine should also ensure that DNFBPsabject to effective systems for monitoring
and ensuring compliance with AML/CFT requirementsine with Recommendation 24.

838. Although SCFM should be commended for its effortsdeveloping certain guidance to assist
DNFBP to implement and comply with their respect&®IL/CFT requirements, they cannot be
considered as sufficient. There is a need for thrapetent authorities to consider taking additional
measures in this area, such as developing seataifispguidance explaining and supplementing the
AML/CFT requirements (on issues other than tramsacateporting) and putting resources towards
communication and outreach with DNFBPs, in otdegliminate the existing low level of awareness
of this sector regarding AML/CFT requirements anvjle guidance related to the specific
professions’ needs and circumstances.

4.3.3 Compliance with Recommendations 24 and 25 (crite?i6.1, DNFBP)

Rating Summary of factors relevant to s.4.5
underlying overall rating

e The Ministry of Finance does not have adequate poweeperform
AML/CFT supervision and to monitor and sanction rogambling
institutions

. Recommendation 17 not implemented in relation teiotategories
of DNFBP

*  The licensing regime of gambling institutions seetssk for different
implementation and misuse

R.24 NC «  The criteria for preventing criminals or their asistes from holding
or being a beneficial owner or holding a managenfienttion, or
being an operator of a casino are insufficient

. Besides the recent positive trends related wittctgams imposed tq
the gambling institutions by the SCFM, the geneahctioning
practice and effectiveness of gambling institutignimsufficient

. Recommendation 24 not implemented in respect adrathtegories
of DNFBP
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e« The resources of the Ministry of Finance to perfoAL/CFT
supervision is rather insufficient, as well as tlegimpetence

R.25. . Guidelines for all DNFBPs on issues other thangaation reporting
PC 9
1 need to be further developed
4.4 Other non-financial businesses and professions/ Medn secure transaction

techniques (R.20)

4.4.1 Description and analysis

Other non-financial business and professions

839. Ukraine has considered applying Recommendatior& 8;11, 13-15, 17 and 21 to other non-
financial businesses and as a result has designatetife insurance, reinsurance, pawnshops, cash
lotteries and commodity exchanges (auctioneersy.a Aesult all the measures described in section 3
(financial institutions) and sections 4.1 — 4.3 EB¥s) apply to these sectors.

840. The Ukraine authorities were unable to provide awiglence or risk assessment which explains
why the scope of the AML/CFT obligations extendghese sectors. However, the evaluation team
was advised that the sectors were included in saseresult of international practice.

Modern secure transaction techniques

841. As indicated earlier in this report, the shadowreeoy in Ukraine is considered to be quite large,
as according to various estimates, the informatosegould appear to account for 40-60% of the
GDP. Certain sectors of economy are still casbrdeid, with restricted use of non-cash financial
instruments.

842. However,Ukraine has taken some meastiés encourage the development and use of modemn
and secure techniques for conducting financial saations that are less vulnerable to money
laundering. The Government and the National Barklaaine (NBU Resolution No. 121, 30 March
2006) have approved, NBU Resolution No. 121, Progna of Development of the National System
of Mass Electronic Payments for 2006-2008, on 3GcM&006. The programme was designed to
increase the share of cashless settlements antbpgereinfrastructure for the application of paymen
cards for payment systems in trading, catering)spartation services, social housing projects and
widening the area of the application of paymentisaThe NBU advised there are 52 participants in
the system (50 banks, Ukrposhta and one non-baakdial institution). There are almost 2.4 million
cards in circulation and 5 706 terminals have hissned. The annual turnover in 2008 was UAH
25.3 billion which was an increase of 39% on 20Dfe average amount for a transaction is UAH
786.1 (compared to UAH 193.30 in 2007).

843. The NBU provided the following data :

% The Ukrainian authorities advised that on 19 Ma2€i09 a draft law passed the first reading in Baméint, which
introduced provisions aimed at restricting the Wmtion of cash above a fixed amount. All trangatiabove 80.000 HUA
would be required to be performed exclusively tiglpbanks.
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Emission of the payment cards
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Average amount of interbank transactions
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844. In addition, the largest banknote denomination kmdihe is UAH 200 which is the equivalent to
about € 26.00.

4.4.2 Recommendations and comments

845. Ukraine is largely compliant with this Recommendati Ukrainian authorities should consider
undertaking a risk assessment to review the cun@mfinancial businesses and professions which are
subject to the AML/CFT obligations.

443 Compliance with Recommendation 20
Rating Summary of factors underlying rating
R.20 LC AML/CFT obligations extended to other non finanddalsinesses
' without undertaking a risk assessment
5 LEGAL PERSONS AND ARRANGEMENTS AND NON-PROFIT

ORGANISATIONS

5.1 Legal persons — Access to beneficial ownership aedntrol information (R.33)

511 Description and analysis

Registration

846. All legal entities, irrespective of their organisaal, legal or property form, and natural persons
(individual entrepreneurs) in Ukraine required @orbgistered with the State Register of legal iestit
and natural persons - entrepreneurs of Ukraine jUBHRe Law On state registration of legal entities
and natural persons - entrepreneurs (Law on Segéstation) of 15 May 2003 describes the data and
documents which have to be submitted to the USRrdgistration of legal persons and individual
entrepreneurs. Article 3 of the Law on State Regfisin makes it possible to legally establish
peculiarities of the state registration of assémist of citizens (including trade unions), chariéab
organisations, political parties, agencies of staever and agencies of self-government, banks,
commercial and industrial chambers, financial &tif{including credit unions), exchanges, as well a
other entities and organisations.
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847. The following information (33 categories of data)kept in the USR concerning legal persons

(Article 17):

a) “full denomination of legal person and its abbré¢ieia in case of availability;

b) identification code of legal person;

¢) organization and legal form;

d) central or local agency of state power, to the areadministration of which state enterprise
pertains, or share of state in the statute funigégdl persons, if such share is not less than 25 pe
cent;

e) location of legal person;

f) the list of founders (participants) of legal persimeluding name, place of residence, identifigatio
number of natural person — tax payer if the foundea natural person; name, location and
identification code if the founder is a legal perso

g) types of activities;

h) surname, name and patronymic name of persons, \klaied the right to commit legal actions on
behalf of legal person without power of attornegcluding signing of agreements, their
identification numbers of natural persons — taxgoay

i) data on availability of limitations concerning repentation on behalf of legal person;

j) data on the size of the statute fund (statute osalaated capital), including shares of every
founder (founders), as well as the size of the g#atute fund (statute or consolidated capital) at
the date of state registration conduct and the afagepiration of its formation;

k) date and number of record on conduct of state tratjin of legal person, dates and numbers of
records on its amendments;

I) Dbasis for refusal in state registration;

m) series and number of certificate on state registratiate of issue and amendments to certificate
on state registration;

n) data concerning statute documents, dates and nwhbezords on their amendments;

0) basis for refusal in conduct of state registrabbamendments to the statute documents;

p) date and number of record on cancellation of statgstration of amendments to the statute
documents of legal person;

g) data on the date of registration and date of ta@ffithe register in the agencies of statisticatest
Tax Service, Pension Fund of Ukraine, funds ofadnsurance;

r) data on separated subdivisions of legal person;

s) data on the fact that the legal person is in tleecgss of discontinuance, in particular, date of
registration of founders’ (participants’) or agess;i authorized by them, decision concerning
discontinuance of legal person, information conicgyrrommission on discontinuance (liquidator,
liquidation commission, etc.);

t) data on approval of deed of assignment or disikibutalance;

u) data on legal persons, legal successor of whinkgistered legal person;

v) data on legal persons — legal successors;

w) date on approval, date of entering into force amahlmer of court decision on discontinuance of
legal person, which is not related to bankrupt@noerning institution (discontinuance) of legal
proceedings in case on bankruptcy, concerning é@sognition as bankrupt, concerning
cancellation of state registration of discontinugnc

x) date and number of record on state registratiodigfontinuance of legal person, basis for its
introduction.

y) date and number of record on cancellation of statgstration of legal person discontinuance,
basis for its introduction;

z) place of state registration conduct, as well aselaf conduct of other registration actions,

prescribed by the present Law;

aa) location of registration case;
bb) data on issuance of extracts, certificates fromMi8g&;
cc) surname, name and patronymic name of officer, whitloduced to the USR record on the state

registration of legal person, made amendments i rdtord and introduced record on state
registration of discontinuance of legal person;

dd) date of transfer of registration case to the stethival entity, address of its location;
ee) data, which were received in the procedure of infidion exchange with institutional registers of

agencies of statistics, state tax service, Perf&ionl of Ukraine, funds of social insurance: dates
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and numbers of records on registration in the ageraf statistics, state tax service, Pension Fund
of Ukraine, funds of social insurance, dates andbrers of records on taking out of registration in
the agencies of statistics, state tax service,i®eraund of Ukraine, funds of social insurance,
data on types of activities, including concerning main type of activities;

ff) other additional information on ensuring of coniatwith legal person.”

848. Legal persons founded by foreign legal persons lase to submit for registration purposes a
document confirming the registration of the forejggrson in the country of its location, in partaoul
extracts from commercial, banking and court registee passport of the founder of the legal person
is also required for registration purposes if thgistration is requested by the founder) or , endhse
of an authorised person to act on behalf of thendey, the authorised person’s passport and
document certifying the power of attorney.

849. The registration procedure includes the verifiaatibat all the information required is submitted,
the verification of documents, the introduction information into the register, the execution and
issuance of the certificate on state registratind gelevant extract. If no grounds for refusal of a
registration are identified, the USR issues a foemte on the state registration. The data is thiced
within three working days from the moment of sussion of the relevant documents.

850. The above-listed information is public. An exceptim the described publicity rule is made by
Article 20 of the Law on State Registration, whiglovides that identification numbers of natural
persons — tax payers cannot be disclosed. Theniatizn can be obtained by other authorities through
a written request to the USR. It is provided tonthizee of charge if this request is submitted in
connection with their duties. The law provides timddrmation requested should be submitted within
five working days from the date when the request regeived. The evaluation team was assured that
upon such requests the necessary information isdao within one day in practice. Furthermore, due
to the Action Plan 2008 on prevention and count&maco legalization (laundering) the criminal
proceeds and financing terrorism, approved by Riisol of Cabinet of Ministers of Ukraine and
National Bank of Ukraine No. 227 on March 19, 2008 227, a regulation was issued by the State
Committee for Regulatory Policy and Entreprenegrdido 95 on July 22, 2008 “On access to the
Unified state registry by legal and natural persemsepreneurships” recognising entities of finahci
monitoring (authorised agencies) as direct conssirfesers) of the USR. The evaluation team was
informed that new software was recently developedcbnnect competent law enforcement agencies
and the SCFM to the USR database and enable thaotéss such resources on an on-line basis. This
connection is not operational, due to the absehbedgetary resources. .

851. Changes to the statutory documents of legal perstmnges of surname/name and place of
residence of the natural person - entrepreneusudgct to mandatory state registration (artic&)y(
According to Article 7 of the Law on business asstiens (Law No. 1576-XIl of 19 September
1991) changes which are made in the associationstituent documents and are included into state
register are registered according to the procedwst@blished for the state registration of the
associations. However the evaluators have not aegmrovisions which would require that changes
in ownership and control information for all formElegal entities be kept up to date.

852. Financial institutions are also registered in thateS Register of Financial Institutions which is
established and maintained by the State Commissiofinancial Services Market Regulation, in
accordance with the SCFSMR Directive No. 41 No.8fAugust 2003 on the Statute of the State
Registry of Financial Institutions.

853. Professional participants of the securities maijk@tt investment and self regulated organisations
are also registered in the Register maintainedhbySCSSM in accordance with the Law on state
regulation of the securities market. Access toRlegister of registered securities owners concerning
their securities is limited and is performed througritten application legalised by the seal and
signature of the institution’s director.. Accesshis register is limited to the issuer, registepedsons,
prosecution agencies, agencies of Security SerMagstry of the Interior, the SCSSM in its control
functions, the Anti-Monopoly Committee, and othéats agencies upon their written request in
relation to operations in systems of registratibmominal securities performed by certain legal or
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physical entities. Access is free of charge. Actwydo item 2.6. of the Order for Forming and
Keeping of Register of Financial Institutions Pdiug Financial Services on Securities Market
approved by the SCSSM Resolution No. 296 of 14 RMP4, users of data from the register are also
State Authorities, Local Administration Authoritjesitizens of Ukraine, enterprises, institutions,
organisations, foreign legal entities and natueabpns. The Register holder is obliged to provige t
information and copies of relevant documents frdme tegister upon written request of the
SCSSM/regional offices within 5 days (unless anotéen is established in the request).

Records of the beneficial ownership and contrdégél persons

854. As described above, information requested for teggisn purposes in Ukraine does not appear to
include information on beneficial ownership of legarsons. Thus, the legal framework in place does
not require adequate transparency concerning thefio&@l ownership and control of legal persons.

855. Furthermore, the evaluators were advised thatifios companies existing in Ukraine pose an
essential risk for the country’s AML/CFT effortshi§ issue raised particular concerns on the reativ
ease of establishment fictitious companies andl/fagatical deficiencies of prevention of such a
practice.

Access in a timely fashion to adequate, accurate@nrent information on the beneficial ownershipda
control of legal persons

856. This mechanism does not enable competent autleotitiobtain or have timely access to adequate,
accurate and current information on beneficial aship and control of legal persons, as such
information is not available in the USR. As regamther information held, it remains uncertain
whether such information is accurate and up to.date

Bearer shares

857. According to Article 6 of the Law on securities astdck market, a share is defined as a registered
security that certifies the property rights of dsner (shareholder) that relate to the joint stock
company. Only joint stock companies can issue shane the authorities advised that all shares of a
joint stock company are nominal (Article 6 (4) ¢fetLaw on Joint Stock Companies) and shall
indicate the type of the security, title and looatbdf stock company, series and number of certéica
number and date of issue, international identiiicehumber of the security, type and nominal value
of the share, name of holder and number of isshages. The shares are registered and the State
Securities and Stock Market Commission of Ukrairsémtains a register of nominal shareholders.

858. The Ukrainian authorities indicated that bearerusges in circulation were issued before the
prohibition of issuing bearer shares took effec@®®6, and that currently they represent less 18an
of the total volume. All transactions with bearkaies are subject to compulsory financial monitprin

Additional Elements

859. As mentioned above, information contained in theRUSis public (with the exception of
“identification numbers of natural persons — tayqya”). It is accessible upon written request withi
days from the request (article 20(4) ) and paymématfee. The authorities advised for instance ithat
2008 around 845.000 requests for information from WSR were satisfied. However, the data held
does not enable financial institutions to have Keia ownership and control information of legal
persons. Furthermore, during the meetings withptlreate sector, the evaluators were advised that
financial institutions faced considerable problegesting access to the data in the USR, e.g. regjuest
took too long or were usually rejected.

5.1.2 Recommendations and comments

860. Ukraine should make the necessary legislative absmtmset up a system which ensures adequate
transparency of legal persons concerning their fimake ownership and control either through
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registration procedures or other means. Competehbaties should be able to obtain or have timely
access to such information.

861. Ukraine should strengthen preventative measuresidterring from the practice of setting up
fictitious companies.

862. The authorities should also consider measurescititdte access to the data contained in the USR,
in particular to the private sector.

5.1.3 Compliance with Recommendation 33
Rating Summary of factors underlying rating
R.33 PC * The existing system does not enable to achieve uateq

transparency concerning beneficial ownership andtrab of
legal persons

. Relative ease with which fictitious companies carebtablished
hinders the authorities AML/CFT efforts

e There are concerns on the timely access to adecaetarate
and current information contained in the USR
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5.2 Legal Arrangements — Access to beneficial ownershignd control information
(R.34)

5.2.1 Description and analysis

863. In the Ukrainian legal framework, trusts or othinikar legal arrangements do not exist. Ukraine
has not signed nor ratified the 1985 Hague Conweriin the Law Applicable to trusts and on their
recognition.

864. The Cabinet of Ministers Decree No. 23-93 of Ukeainf 17 March 1993 permits the
establishment and operation of “trust partnershipgiich are defined as an “added liability company
acting as an agent under contract with princigalsiplementing their property rights”. At the tiroé
the on-site visit, there were 2 trusts partnershiiéch were registered with the State Commission o
Regulation of Financial Services Markets of Ukraiffehe authorities explained that the trust
partnerships were created in early 1990s as finhnpools for depositing and accumulating
privatization certificates. Shortly after, a Pamient Commission investigated their activities and
qualified their experience to be negative for UkeaiConsequently, the Parliament Resolution No.
491/95-VR of 22 December 2005 was adopted, whiahipited trust partnerships from using
citizens' funds in their line of business. The &trpartnerships are no longer active and rerdaine
registered only de jure.

5.2.2 Recommendations and comments

865. Recommendation 34 is not applicable in Ukraine.

5.2.3 Compliance with Recommendation 34
Rating Summary of factors underlying rating
R.34 N/A

5.3 Non-profit organisations (SR. VIII)

5.3.1 Description and analysis

866. The Law No. 2460 on Association of Citizens of 1€ 1992 (in force on 18 July 1992) the Law
on Charitable Activity and Charity Organisationsléf September 1997 (in force on 15 October 1997),
the Law on Political Parties (5 April 2001) regelahe establishment and activities of non profit
organisations.

Review of the NPO sector

867. The authorities have advised that the Ministryusdtite had been working to elaborate and update
the Law on Associations of Citizens which was cdesgd obsolete. The authorities advised that the
draft law was developed on the grounds of Europkest practices and Ukrainian legislative
framework which ensures legal and organisationaligds relating to the freedom for association and
that this draft was pending before Parliament iwéober 2008.

868. The Ukrainian authorities do not appear to haveera#len reviews of the domestic NPO sector
aimed at identifying the features and types of NR@s$ are at risk of being misuses for for teritoris
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financing by virtue of their activities or charaistics nor conduct periodic reassessments by
reviewing new information on the sector’s potemntialiherabilities to terrorist activities.

869. The Ukrainian central authorities informed the eatibn team that no case was so far revealed
where the NPO sector might be found abused fooristrfinancing purposes. They have only inferred
that since there was no investigation initiatechwiégard to terrorist related activities of NPO® t
sector was deemed not being misused for terranah€ing. Notwithstanding that statement, during
meetings and discussions with the administrativihaities and law enforcement agencies in the
Autonomous Republic of Crimea, the evaluators wefermed that one of the major challenges in
that region as regards terrorism financing, isillegal activity of certain ethnic groups, inclusly
with the means of setting up NPOs for fundraising eonsequent terrorist supporting purposes.

Outreach

870. The authorities advised that in order to increasaraness of the NPO sector about the risks of
terrorist abuse, the SCFM permanently updates abtishes the list of persons involved in terrorist
activity on its official website. Though this infoation may target a broad audience, provided that
they consult the website out of their own initiatiit cannot be considered sufficient. Apart frdms t
measure, there is no other proactive outreachratdigeting specifically the NPO sector.

Measures to promote effective supervision or mango

871. The Law on Charitable Activity and Charity Organisas provides that the founder of a charity
organisation shall take decision on establishméoharity organization, approve its charter, congpos
managing body of the organisation, consider repafrtsupervisory council on control over targeted
use of funds and property of charity organisatiang solve other issues within its competence as
provided by the law and the charter of the orgditisaThe charter of a charity organisation should
contain, inter alia, information on the objectivasd stated activities of the organisation and its
management structure. Having been registered hidweer can be accessed by the authorised agencies.

872. The Law on Association of Citizens and the Law a@fitieal Parties in Ukraine also provide for
the content of the statutes of such unions, inetusf parties, which include information on theirads
and tasks, structure and peculiarities of composiof managing bodies. The authorities stated that
unions maintain information on the identity of perés) who own, control or direct their activities,
including senior officers, board members and teste their internal documentation, however no
evidencing legal reference was provided that tteduaiors could assess.

873. The evaluators were also advised that accordinigetd.aw on Association of Citizens (article 14),
the Law on Charitable Activities and Charity Orgaations (article 8), the Law on Political Parties
(article 11), information from the register of &lkrainian unions of citizens and international pabl
organisations registered by the Ministry of JustideUkraine is published in the “Governmental
Currier” .

874. Additionally, the Ministry of Justice provided tHellowing statistics on the held examinations
over the association of citizens:

Year Number of examinations

2005 131

2006 80
2007-2008 100

Total 311

875. Besides, territorial subdivisions of the Ministry dustice carried out examinations over the
statutory activity of associations of citizensspscified in the following statistical data:
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Year Number of examinations
2005 5738
2006 5567
2007 6367
2008 7259
Total 24931

Sanctions

876. The sanctions for violations of legislation on asations of citizens include: warning, fine,
temporary prohibition (suspension) of certain typésctivities, temporary prohibition (termination)
of activity, compulsory dismissal (liquidation)ijale 28 of the Law on Association of Citizensher
Law on Charitable Activities and Charity Organieati(article 8 (10)) provides that the decision on
state registration of a charity organisations carcéincelled through judicial procedure in caseswhe
registering agencies detect any falsification afigbry documents .

877. These sanctions are applied by the Ministry ofidesif Ukraine for all Ukrainian NPOs and by
the territorial administrations for the local on&s.case of breaches of taxation related requirésnen
sanctions will be applied by the Tax Administratiothe authorities cited two cases where an
association of citizens and an international pubiganisation received from the Ministry of Justice
warning of non compliance with the legislation. Tinéormation received did not enable to assess
fully whether measures in place were applied eiffelt.

Licensing or registration
878. All legal entities are registered in Ukraine (seet®n 5.1 of this report for further details).

879. NPOs shall be considered established after regehggistration on the basis of the Law on State
Registration. Article 3 of the Law specifies thae tMinistry of Justice of Ukraine and its territri
agencies execute registration (legalization) obeissions of citizens (including trade unions ahelitt
associations), charity organisations, politicaltiear creative associations and their territoreiters,
lawyers associations, commercial and industriahdders, exchanges, other entities and organisations,
prescribed by law, and issue certificates on sedéstration, drawn by the state registrar in refev
executive committee of city council of oblast sfgreince or in district, district in the cities ofyk
and Sevastopol state administrations accordingdation of legal person.

880. Pursuant to this provision, the Law on Charity &ithritable Organisations clarifies that state
registration of All-Ukrainian and international chable organisations shall be carried out by the
Ministry of Justice of Ukraine, while local chatila organisations, as well as offices (departments
representations) of All-Ukrainian and internatiortdlaritable organisations shall be registered by
relevant local bodies of executive pow&r

Record keeping

881. The Ukrainian legal framework does not appear tduote an explicit requirement for NPOs to
maintain for a period of at least 5 years recoriddamestic and international transactions that are
sufficiently detailed to verify that funds have hesgpent in a manner consistent with the purpose and
objectives of the organisation and to make thenilabla to appropriate authorities. Although the
Ukrainian authorities indicated that such inforroatis kept according to the Cabinet of Ministers
Order No. 41 of 20 July 1998 on General Archiveiflon (terms varying between 3 to 10 years

100 The evaluators were advised, but have not seenetheant texts, that the registration proceduresre set out in the

Cabinet of Ministers Resolution No. 382 of 30 Mad998 approving the Statute on the Procedureait Registration of

Charitable Organisations and in the Order No. 47/he Ministry of Justice of 14 February 2007 eqying the Statute on

main departments of justice in the Autonomous Répualb Crimea, oblasts, cities Kyiv and Sevastopities and towns.
177



depending on the nature of the document), it wees lelarified that this order did not establishtsuc
requirements.

Effective information gathering and investigation

882. Control over activities of NPOs, including theirngpliance to the legislation, is performed by the
Ministry of Justice. Additionally, NPOs should albe registered at tax authorities within a month
after receiving state registration. NPOs submitreports quarterly to the State Tax Administraton
the use of their assets and funds. The Tax Admatish may perform supervision over the NPOs on
the accuracy of their expenditures.

883. The Prosecutor’s Office, the Security Service, Tag Administration and other law enforcement
authorities of Ukraine, within their competenceidedl by the criminal legislation, can investigate
cases on NPOs. They can request and obtain anymafion from public and private entities,
including NPOs, on the basis of respective lawsyagig their activities (such as the Law on
Prosecution, the Law on Security Service of Ukragte).

884. The authorities advised that in order to enhangaedtic co-operation and promote exchange of
information between all appropriate state agentigslved in AML/CFT matters, an InterAgency
working group, which involves also the appropriatghorities that hold relevant information on NPOs
of potential terrorist financing concern. Interaggrco-operation is also dealt in the framework of
concluded agreements between the SCFM and theargldaw enforcement authorities. The
mentioned capacities for co-operation may also esemg mechanisms for prompt sharing of
information, when there is a suspicion or reasangbbunds to suspect that the NPOs are misused in
terrorist financing. Nevertheless, the effectivenesuch capacities and measures cannot be assesse
as they have never been used to target NPOs abuse.

885. In the course of an investigation, prosecutors hbhgepower to enter premises of NPOs; to have
access to documents and materials necessary foatarchecks, including those requested in writing
or those containing commercial or bank secrecy myr @nfidential information; to demand in a
written form submission of such documents , inalgdéoncerning transactions and accounts of legal
persons and other organisations; to assign sp&siadi conduct checks, institutional examinatidos;
summon officials and citizens. Also, according taidle 25 of the Law on Security Service of
Ukraine, in the course of terrorism or terrorisfated investigations, the Security Service, itsnages
and officials (under the written request of the ched the agency or its operative division) are
authorised to receive information and documentstlmn transactions, balance of accounts and
movement of funds through these accounts for aiceperiod of time (with deciphering of amounts,
date of payment and counteragent of the paymeeppsits, national and foreign contracts, and
certified copies of the documents, on the basehi¢imthe account of the legal entity or naturakper
has been opened from customs, financial and otfséitltions, enterprises, organizations (regardless
form of property). As regards the disclosure oflbaecrecy data, pursuant to Article 62 of the Ldw o
Ukraine on Banks and Banking, the information ogaleand natural persons that constitutes bank
secrecy shall be provided exclusively by the wmittequest of the court or court decision.

Responding to international requests for informatidpout an NPO of concern

886. The SCFM has been authorised as a competent agency-operate, interact and exchange
information with appropriate authorities of othesuatries and international organisations in the
AML/CFT issues, inclusive of those related to NP@s.the course of criminal proceedings, the
Prosecutor’'s Office and the Ministry of Justice aensidered to be the contact agencies for
responding to international requests. Additionakigcording to the Law on Security Service of
Ukraine, the Security Service may also establ@ftacts with foreign security services and respond
to their requests with regard to NPOs suspectée tinked with terrorist financing.
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5.3.2 Recommendations and comments

887. The Ukrainian authorities have undertaken to atéichiextent a review of the adequacy of part of
the legislation applicable to NPOs however this wag done with an aim to determine its
vulnerability to terrorist financing. Consideringetconcerns expressed by certain authorities abeut
risks for misuse of such entities, the evaluatoge uhe authorities to undertake a comprehensive
review of the system aiming at reviewing the adeguaf the legal framework, identifying the
activities, size and other relevant features ofsthetor and assessing possible vulnerabilitie et
its misuse for terrorist financing.

888. There is a clear lack of measures to raise awasanethe NPO sector about risks and measures
available to protect them against such abuse. A@neke and proactive outreach to the NPO sector
should be carried out for the purpose of protediiregsector from the terrorist financing abuse.

889. Legal requirements should also be introduced tarenthat NPOs maintain information on the
identity of person(s) who own, control or direct O activities, including senior officers, board
members and trustees and that such informatiowelisas data on the purpose and objectives of the
NPOs activities should be publicly available.

890. The authorities should also consider reviewingdfiectiveness of measures in place to sanction
violations of oversight measures or rules.

891. The Ukrainian authorities should ensure that ttereelegal requirements in place for NPOs to
maintain for a period of at least 5 years recoriddamestic and international transactions that are
sufficiently detailed to verify that funds have hespend in a consistent manner with the purpose and
objectives of the organisation and to make thenilabe to appropriate authorities.

5.3.3 Compliance with Special Recommendation VIII

Rating Summary of factors underlying rating

. No reviews undertaken of the domestic NPO sectogspect of
its misuse for terrorist financing

. Lack of outreach to the NPO sector

. Deficiency of measures to promote effective sups@mi or
monitoring of NPOs and it is unclear whether erigtrules
have been adequately enforced

SR.VIII PC . No explicit legal requirement is established stinlg the
NPOs to maintain the identity of person(s) who owantrol or
direct NPOs activities.

* There is no explicit legal requirement for NPOsntaintain
records for a period of at least 5 years and makéable to
appropriate authorities, records of domestic artdriational
transactions
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6 NATIONAL AND INTERNATIONAL CO-OPERATION

6.1 National co-operation and co-ordination (R. 31)

6.1.1 Description and analysis

892. Yearly action plans on prevention and counteractibfegalisation (laundering) of the proceeds
from crime and terrorist financing are adopted orearly basis since 2004 through a joint resolution
of the Cabinet of Ministers and the National BarfkUkraing'®. Central authorities of executive
powers are each responsible to inform on a montdgis the Cabinet of Ministers on the
implementation of the Action Plan.

893. Under the “Law of Ukraine On the National Bank” {iale 2) the National Bank of Ukraine is a
special central body of state administration. Tikait is not an executive authority and it doe$ n
submit to the Cabinet of Ministers of Ukraine. the same time, under the “Law of Ukraine On
Prevention and counteraction to legalization (larind)) of the proceeds from crime” the NBU is a
state financial monitoring entity and without itarficipation in preparing annual reports the effect
functioning of the AML/CFT national system is natgsible.

894. Under the joint Resolution of the Cabinet of Mirist of Ukraine and the NBU No. 1077 “On
approval of the 2009 action plan on prevention emdnteraction of the legalisation of the proceeds
from crime and terrorist financing” dated 12 Decem®008, the procedure for reporting regarding the
action plan’s accomplishment is as follows: evamgrter of the year each authority participatinghie
action plan must, within 10 days of the followingpmth, submit to the SCFM a report on the action
plan’s accomplishment. Information is processethieySCFM and in the form of a general report it is
submitted to the CMU and the NBU every quartethefyear within 20 days of the following month.

895. The procedure for channelling proposals to the @abfor the future yearly action plan is
determined by the Regulation of the CMU No. 95018f July 2007. The draft action plan is
constructed using the proposals submitted by thecermed authorities and is submitted to the
Ministry of Justice and then to the SCFM to belfgetl. After the SCFM receives the approval of the
Ministry of Justice this is submitted to the CMU fmnsideration.

896. Policy level coordination and co-operation and odirmation between all the agencies involved in
the AML/CFT efforts is undertaken through the laggncy Working Group regarding research of
methods and trends in laundering of proceeds fromec(IWG), established by the Decree of the
President of Ukraine on measures for developmetit@fAML/CFT system (Decree No. 740 of 22
July 2003) under the Cabinet of Ministers of Ukrailts structure and operative framework were set
out in the Cabinet of Ministers Resolution No. 1§8%ctober 2003).

897. The Statute of the SCFM provides that the SCFMegponsible for arranging the co-operation,
interaction and information exchange with statenages and the Head of the SCFM bares personal
responsibility to the Cabinet of Ministers for timeplementation of state policy on AML/CFT issues.
In practice, the SCFM plays a major leadership ioléhe co-ordination of the system through the
Interagency Working Group.

898. The IWG is a consultative-advisory body composed 18f members from the following
institutions: SCFM, National Bank, State Securiaesl Stock Market Commission, Security Service ,
State Commission for regulation of Financial SeegidMarkets, Ministry of Justice, Ministry of
Foreign Affairs, Secretariat of the Cabinet of Miers, Public Prosecutor’'s Office, Ministry of
Interior, Ministry of Economy and European IntegratIssues, State Customs Service, Supreme
Court, Administration of the President, Nationalc@®#y and Defence Council, State Tax
Administration. They are represented at the le¥dticst Deputy Minister, Deputy Minister, Deputy

101 Resolution No. 736 dated August 10, 2005, Resaiublm. 359 dated March 18, 2006, Resolution No. tiagd
January 31, 2007, Resolution No. 227 dated Mar¢l2098, Resolution No. 1077 dated December 10, 2008
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General Prosecutor. The League of Insurance orgfgons of Ukraine, the Ukrainian Association of
Banks and the National Depository of Ukraine asm ahembers on consent, that is upon invitation.
The resolution provides that in case of need, fif@rexperts from state bodies, scientific, public
institutions, mass media can be invited to parditgpn the work of the IWG in an advisory capacity.

899. The main tasks of the IWG are:

a) To analyse of the effectiveness of AML/CFT meastmgen;

b) To elaborate of proposals on the implementationhef FATF 40 Recommendations and other
international standards in this area;

c) To elaborate of proposals on drafting normative actthe organisation of the interaction between
agencies in the AML/CFT area;

d) To elaborate of proposals for the annual programotmbat laundering of proceeds from crime,
which is approved by the Cabinet of Ministers tbgetwith the National Bank and also long-term
programs and strategies of development of the matisystem of combating laundering of
criminal proceeds and analysis of its implementatio

e) To promote information exchange between the sg¢ades involved in the AML/CFT area and
to co-ordinate the agencies’ actions in ensuriegoberation of the Unified Information System;

f) To inform quarterly the Cabinet of Ministers on tlesults of its work

900. The SCFM is responsible for the organisation of[#W& and the meetings. Meetings of the IWG
are held once a month under the chairmanship dfitise Deputy of the SCFM. Decisions are taken at
a simple majority of votes of members present atet@tive agencies are obliged to consider them.
By July 2008, 50 such meetings were held.

901. The IWG meetings enable all represented agenciegetoan overview of results of action
undertaken as a result of case referrals, to disihiesquarterly work plan, discuss draft proposstst
specific issues such as co-operation and accaxfidial databases by banks, supervisory issues ove
gambling entities, etc. Working Group agendasiveckby the team indicate that the length of such
meetings are on average about 2 hours.

902. The representatives met by the evaluation teamesspd their satisfaction about the work
undertaken under the IWG and the analysis proviocgdhe SCFM on issues for consideration,
proposals for improvements, typologies, etc. Sormressed the wish to receive more feedback on
results of operational co-operation.

903. Furthermore, various interagency agreements haee signed between the FIU, law enforcement
authorities, supervisory bodies and other agenoieslved in the AML/CFT area, with the aim to
improve co-operation and exchange of informati@ncomplete list has not been provided but some
examples have been mentioned.

904. For instance, operational exchange of informat®mndertaken in accordance with Agreement
No. 5 of 11 July 2006 on interagency and informmatim-operation and Protocol No.1 . This
agreement enables the SCFM to be provided on agmemh basis and under request and shall refer to
registration data on tax payers, information onrthanking accounts covered by tax registration,
information on profits and taxes paid. Such infdiora is provided through the Unified State
Information System, which was established in 2@8&ted operating in 2004 and reached its maximal
operationability as of 14 March 2007.

905. Co-operation between the SCFM and law enforcemgen@es is covered through Joint Order of
SCFM, State Tax Administration, Ministry of Interiand Security Service of 28 November 2006 (No.
240/718/1158/755) which sets out the Procedursudbmission and consideration of case referrals.

906. The SCFM has also concluded several agreementshetMinistry of Interior, which cover also
co-operation at regional level:
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- Agreement on general principles of co-operationvbeh the SCFM and the Ministry of
Interior (No. 4/5949 of 30 May 2003)

- Agreement on information exchange (of 5 SeptembBéB82\o. 19/9390)

- Agreement with the National Bureau of Interpol G&ptember 2003 No. 21/15418)

907. Since establishing its territorial subdivisionsg tFIU has also signed 416 agreements with
territorial units of law enforcement authoritiesdaef supervisory bodies on co-operation and
information exchange. For instance, co-operatiaegional level between the SCSSM and the SCFM
is undertaken on the basis of a 2006 Protocol enpttocedure for information exchange, which
envisages consultative and methodical assistanctheinarea of legislation on securities market
between regional units of the SCSSM and the SCFM.

908. The SCFM also provides assistance to various agermi a daily basis through a ‘hot line’.
Consultation between the FIU and other agenciastales place through various meetings held for
this purpose, as well as training seminars.

909. Co-operation and co-ordination between regulatagnaies is undertaken in accordance with
article 22 of the Law on financial services andestagulation of financial services market which
provides that the NBU, the SCSSM and the SCFSMR haduty to inform each other of any maters
which are necessary in the performance of theifedutgrants each of them the right to access
information databases and sets an obligation t jodit meetings at least on a quarterly basis arem
frequently at the request of the Head of any o$e¢hagencies. The evaluators were not able to assess
whether there was sufficient co-ordination in piebn supervision and sanctioning.

910. The authorities advised that they have experieritte \mter-agency investigation carried out by
the law enforcement authorities, and they providadexample of one case (2006). The overall co-
operation between the police bodies is understodd tensured by the GPO.

911. Each of the law enforcement authorities exprestgeddsitive appreciation on the co-operation it
had with the other law enforcement authorities aittd the SCFM. They did not raise any particular
issues of concern, apart from an example of ddlaysceiving information in the context of cases
involving co-operation between agencies of diffénegions. The minutes of a meeting of the IWG
which the evaluation team received reported comcerh the State Tax Administration about
information sharing and an insufficient level of-aperation of the National Bank. The evaluators
could not see in the following meeting of the IW@yaeporting back or feedback on this matter from
relevant institutions on measures taken since tlewigus meeting to address the issue raised.
However, the evaluation team was informed thatiskae of improving co-operation between law-

enforcement agencies and state regulators (ingjuitie NBU) is a matter of constant concern of the
IWG.

912. In May 2008, the STA and the NBU signed a protamoltesting/exploitation of software on the
exchange of information.

Additional elements

913. Between 2003 to 2007, the SCFM has signed 10 memaraf co-operation with the following
self-regulatory organisations: Association of Ukian banks, League of insurance organizations of
Ukraine, Professional Association of Registrars dbepositaries, All-Ukrainian Association of
Pawnshops, National Association of Credit Uniongrdihian Association of Gambling Business
Participants, Federation of Insurance Intermediaridational Association of Non-governmental
Pension Funds of Ukraine, All-Ukrainian Associatioh Credit Unions, Ukrainian Association of
Investment Business.

914. In November 2008 the SCFM signed a memorandum edpevation with the Association of
Managers of Financial Companies (real estate markatso, the SCFM employees daily perform
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methodical consultations trough a ‘hot line’, irdillg consultation of specialists of solicitor
associations and unions, notaries and real esiatgdsa

915. Furthermore, a working group on consideration obbpgmatic issues of initial financial
monitoring entities — non banking entities has bestablished on 11 August 2006 which consists of
representatives of the law enforcement agenciesFtbl, supervisory bodies and of self regulatory
organisations. Representatives of self regulatoggmisations reported close dialogue with the SCFM.
Territorial working groups have also been establisin the regions of Lviv, Zaporiska, Sumska and
Chenigivska.

Review of the effectiveness of the AML/CFT systdRe¢ommendation 32.1)

916. Ukraine appears to have mechanisms in place tewetfie effectiveness of the AML/CFT system.
The authorities advised that the implementatiothefAML/CFT system is being assessed by the IWG
on an annual basis. Efficiency is being determimedhe basis of fulfilment of tasks envisaged by th
annual AML/CFT action plans. Information used this purpose includes statistics on (i) received
STRs, number of investigations, prosecutions anavictons for money laundering and terrorist
financing (ii) frozen, arrested and confiscated perty (iii) mutual legal assistance or other
international requests for co-operation (iv) resolt supervisory activity of state regulators. Hoere
the action plan provides that each of the cenutthaities are responsible to inform on a monthly
basis the Cabinet of Ministers on the implementatibthe Action Plan and does not appear to entrust
the review of its implementation to a specific maaism, which would review implementation of the
system as a whole.

917. As a result of the work undertaken by the IWG, thiowing policy and legal proposals were
developed:

- List of indicators on the efficiency of the natibreystem for counteraction of the
legalisation of the proceeds from crime and testdimancing (2008)

- Conception of the development of a system of préwenand counteraction of
legalisation of the proceeds from crime and testofinancing in the years 2005-2010
(Directive No. 315-R of the Government dated 3 ¥stg2005).

- Program of prevention and counteraction of thelisgion of the proceeds from crime
for 2004 (Resolution No. 45 dated on January 16420

- Annual national Action Plan for the prevention at@linteraction of the legalization of
the proceeds from crime and terrorist financing@®5, 2006, 2007, 2008, 2009.

- By-law On introduction of amendments into the Lafvlkraine on prevention and
counteraction to the legalization of the proceedsfcrime and proposals towards the
introduction of relevant amendments to the Crimibatle of Ukraine

Policy makers - Resources, professional standardd &aining (Recommendation 30)

918. The Ukrainian authorities provided general detailath on human resources of various authorities
dealing with AML/CFT issues which is summarised.

919. Beyond the general data provided on resource ditocavhich has been included in the report, the
Ukrainian authorities did not provide any specifetail on the allocation of other resources usegkto
up and maintain the AML/CFT system on the policyele apart from those on AML/CFT training for
policy staff of the NBU and the SCFSMR. Information the training of policy makers was provided
by the NBU, the SCFSMR and the SCSSM. The evaloatam was informed that policy makers
receive training through the MOLI-UA project ands@l through joint interagency workshops.
Professional standard requirements are set oteilConstitution, the laws on public service, onesta
secrecy, on information, and in internal normateés and statutes on professional standards.
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6.1.2 Recommendations and comments

920. The Ukrainian authorities have put in place mecrari which point in the right direction to
ensure that policy makers, the FIU, law enforcenaamt supervisors can co-operate and co-ordinate
domestically with each other concerning the devwmlept and implementation of policies and
activities to combat money laundering and terrdiigtncing.

921. These efforts should be pursued and current mesmmanishould be further enhanced by
considering the following improvements:

- developing further the strategic and collectiveigenof the performance of the AML/CFT system as a
whole and providing explicitty for a mechanism whids responsible for following up the
implementation of the annual action plan;

- considering that the IWG appears to be a high-lpeéty mechanism, it would assist to put in place
mid-management expert level working group whichldaueet on a regular basis so as to discuss
more in-depth specific policy issues before theytaken up and agreed upon at a higher leveldy th
IWG;

- ensuring that the IWG meetings enhances its feddiggorting mechanism which would enable that
there is a regular follow up at following meetings the issues of concern which have been raised
previously by an agency and on the solutions whiate been found at bilateral/inter-agency level to
address these issues in order to enhance accditptabi

922. More emphasis also needs to be given to consultati@ feedback to the financial sector and
involving other reporting entities.

6.1.3 Compliance with Recommendation 31 & 32.1
Rating Summary of factors relevant to s.6.1 underlying owvall rating
R.31 LC . Existing mechanisms in place point in the rightediion, however furthe

o

feedback and accountability is required, as welbeesater co-ordination an
co-operation, particularly at operational level abeétween supervisory
authorities

6.2 The Conventions and United Nations Special Resolots (R. 35 and SR.1)

6.2.1 Description and analysis

923. Ukraine signed the Vienna Convention on 16 Marc8918nd ratified it on 28 August 1991. The
Palermo Convention was signed on 12 December 20@0 ratified on 21 May 200%, with
reservations and declarations to article 13(6)clar2(b)'®®, paragraph of Article 16 (5) a, Article 18
(13), Article 18 (14), Article 26 (3). The main fmems, which have been identified in relation to
implementation of the noted conventions concernigbaes of criminalization of money laundering
offence, the liability of legal personss well as due application of confiscation and zional
measures in money laundering cases, which areildeddn sections 2.1. and 2.3.

924. Ukraine signed the TF Convention on 8 June 2000ratified it on 6 September 2002. Substantial
issues raised in respect of implementation of ¢hisvention relate to criminalisation of the tersori

102 aw on the ratification of the UN Convention agaiffransnational Organised Crime and the Prototh@seto (the
Protocol to Prevent, Suppress and Punish TraffickinPersons, Especially Women and Children; tldeol against the
Smuggling of Migrants by Land, Sea and Air) of bfteary 2004 No. 1433-IV.
103 The term "serious crime" corresponds to the telgnave crime” and "especially grave crime” in thkr&nian criminal
law. Grave crime means the crime for which the paawvides such type of punishment as imprisonmenaf least 5 years
and not exceeding 10 years (paragraph 4 of Arfi2lef the Criminal Code of Ukraine), and especialigve crime means
crime for which the law provides such type of ptnmient as imprisonment for more than 10 years eritifprisonment
(paragraph 5 of Article 12 of the Criminal Codeliiraine);
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financing offence, as well as further developmédntreezing mechanisms of terrorist funds or other
assets, which are detailed in sections 2.2 and 2.4

925. Ukraine has not implemented the full range of messseelating to the freezing of TF funds under
the UNSCR 1267 and 1373 and successor resolutitims. deficiencies noted in relation to the
implementation of SR. Il (its 1267 and 1373 comgat) are equally applicable in the context of SR.I.

Additional elements

926. The 1990 Council of Europe Convention on LaunderB®garch, Seizure and Confiscation of the
Proceeds from Crime was signed by Ukraine on 29 WR§7 and ratified on 26 January 1998 (in
force as of 1 May 1998Y.

6.2.2 Recommendations and comments

927. The same recommendations with regard to certairectéspof criminalisation of the money
laundering offence, as well as the application afvjsional measures and confiscation. Ukraine
should also institute criminal liability of legaépsons (see sections 2.1 and 2.3).

928. The same recommendations on criminalisation obtistrfinancing offence, as well as on further
improvement of freezing mechanisms of terroristduiare reiterated in this context. Ukraine should
take measures to fully implement the provisiont/BSCR 1267, 1373 and successor resolutions (see
section 2.4 of this report).

6.2.3 Compliance with Recommendation 35 and Special Rewemdation |
Rating Summary of factors underlying rating
R.35 PC Implementation of the Vienna and Palermo Converbns

e Certain elements of criminalisation of ML offencas well as
application of confiscation and provisional measueppear to b
deficient

* as regards specifically implementation of Palermon@ntion,
liability of legal persons is deficient

e Criminalisation of TF does not cover the elemeptsarth by article 2
of the Convention

« Liability of legal persons is not in line with até 5 of the Conventior]

117

SR.I NC *  There are a number of gaps in the implementaticthe@fTF Conventior
and of the

. UNSCRs 1267, 1373 and successor resolutions

104 | aw on ratification of the Convention on Laundegisearch, Seizure and Confiscation of the Prockeds Crime No.
738/97-VR of 17 December 1997.
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6.3 Mutual legal assistance (R. 36-38, SR.V)

6.3.1 Description and analysis

929. Ukraine provides mutual legal assistance (MLA) be basis of multilateral international treaties
and bilateral agreements, and in the absence af@ement, requests for legal assistance are jobvid
on the basis of the reciprocity principle via diplatic channels.

MLA treaties

930. Ukraine is a party to several multilateral and teilal agreements concerning mutual legal
assistance in criminal matters (see annex lll).rAfram the Conventions referred to in section 6.2,
Ukraine has also ratified the following Europeanwentions on MLA:

- European Convention on extradition (1957), as wslithe First (1975) and Second
(1978) Additional Protocols to the Convention;

- European Convention on mutual legal assistancerimiral matters (1959) and the
Additional Protocol to the Convention (2001);

- Convention on the transfer of sentenced persor&3ji#nd the Additional Protocol to the
Convention (1997);

- European Convention on the transfer of proceedimgaminal matters (1972);

- European Convention on the international validitgriminal judgments (1970).

931. MLA in relation to CIS countries can also be praddon the basis of the 1993 (CIS) Minsk
Convention on Legal Assistance and Legal Relatiovil, Family and Criminal Matters.

932. Ukraine has also signed 18 bilateral agreementdloh issues® and 12 agreements specifically
on extraditioh*®with foreign states.

933. The General Prosecutor’s Office of Ukraine is ay#r 86 agreements on mutual legal assistance
in criminal matters, including 27 interstate maltdral agreements, 25 interstate bilateral agresmen
(4 of which are agreements of former USSR), 2 gueernmental agreements, and 32 interagency
agreements.

Range of MLA

934. The evaluation team was advised that while exegutiiA requests the respective Ukrainian
authorities act on the basis of the domestic camimocedure legislation. Therefore, as the Ukeaini
legislation provides for a large spectrum of legmasures including those specified in R.36, it was
inferred that the competent authorities may executarder execution of such measures also for MLA
purposes which cover:

a) Taking of evidence or statements of suspects, sgéeg®or accused persons;

b) Disclosure of information by telephone operatohnsaiigh court order);

c) Service of documents;

d) Providing information concerning legal and physipatsons which contain bank secrecy on the
basis of articles 14-1 and 66 of the CPC;

e) lIdentification of natural and legal persons ;

f) Verification of a person’s residence and domicile;

g) conducting of expertise, search, selection of chffé categories of samples for conducting
expertise, seizure, identification, demanding édimation of medical nature, characterizing data,
etc.

105 gych agreements were signed with China, Polandyamia, Moldova, Estonia, Georgia, Latvia, MongplCanada, the
UK, the USA, Vietnam, Brazil (2 agreements), Hongnlg — China, the Republic of Korea, Iran, Egypt.
106 guch agreements were signed with Azerbaijan, Cf@nagreements), Kazakhstan, Armenia, India, Braalikistan,
Iran, Egypt, the Republic of Korea, and Turkmemista
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935. Central agencies authorised to execute communitaiio the framework of international
agreements on MLA are the Ministry of Justice @spect of MLA in court proceedings) and the
General Prosecutor’s Office (in respect of MLA ie4trial proceedings).

936. The Ukrainian authorities advised that procedufescecution of MLA requests are set by internal
regulations of each authorised agency, howevesethere provided only after the vi€it They also
advised that a new CPC was being drafted whichldvalso comprehensively address the MLA
procedures. For the Prosecutor’s Office, the proet set out in the General Prosecutor’s Order No
8 of 26 December 2005 on Organisation of the Amtivaf Prosecuting Bodies of Ukraine in
International Co-operation and Legal Assistance Ministry of Justice has indicated that it hB®a
established internal procedures for executing Meguests. The evaluation team remained concerned
about whether the legal framework in place was esking in a comprehensive manner all issues
related to the processing and execution of MLAIesqs.

937. Paragraph 3.3 of the General Prosecutor’s Order 8\provides that upon 10 days from the
reception of a foreign MLA request, the Prosecst@ffice should complete the related investigation
measures. Nevertheless, it was advised that irtipgatie timing varied significantly (from a week t
several months) dependant on the nature of a recqaras on whether its execution requires
undertaking of time-consuming procedural actiorfSeedback from other countries indicates that
assistance was provided in a timely manner. It pagicularly stressed that the integrity of the
responses received from Ukraine on the subject bA Mequests was significantly enhanced the
recent years.

938. No other conditions for refusing MLA request, aghdse stipulated by international conventions,
are legally endorsed or practiced in Ukraine, ngmiélthe request concerns an offence which the
requested Party considers a political offence,féenoe connected with a political offence, or adis
offence; if the requested Party considers that wat of the request is likely to prejudice the
sovereignty, security, public order or other egaéirtterests of the country. Ukraine has also mesb
the right not to execute a request if:

a) there are reasonable grounds to consider thatueseds intended for prosecution, conviction or
punishment on the grounds of features of race,ucotd skin, political, religious and other
convictions, sex, ethnic and social origin, soatus, place of residence, language and other
indications,

b) execution of a request contradicts the principle Iis in idem,

c) request is related to the offence according to Wwhinvestigation or judicial consideration has
already been initiated in Ukraine ,

939. Also, the authorities of Ukraine do not refuse exien of MLA requests on the sole ground that
an offence underlying the request is consideredvalve fiscal matters.

940. In the circumstances when processing of MLA recquestessitates disclosure of banking secrecy,
a court decision on obtaining relevant confiderdita is needed, pursuant to Articles 59 and 6Beof
Law of Ukraine “On banks and banking”. Such infotima is disclosed only through court order or
written request from the GPO, the SSU, the MOI witbard to transactions over a specific period of
time or in respect of taxation or currency exchargggilations with regard to transactions on account
of specific legal or natural persons for a spegficiod of time (art. 62(2) and (3) of the Law oarRs
and Banking). The referred law enforcement autiesritnay directly request and receive information
relevant to satisfy MLA from all other financialstitutions or DNFBPs.

941. Section 2.6 describes the powers of law enforcémgencies in the context of compliance with
R.28, which are also applicable in the contexta@foaition of MLA requests .

107 Joint Order of the Ministry of Justice Of Ukrairferosecutor General Office Of Ukraine, Security #&nof Ukraine,
Ministry of Internal Affairs of Ukraine, Supreme @u of Ukraine, State Tax Administration of Ukrajri&tate Penitentiary
Department of Ukraine No. 34/5/22/130/512/326/729fune 1999 on Approval of the Instruction onRhecedure of the
Implementation of European Conventions on the GrahProcess.
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942. It was assured that Ukraine has built up a positixperience to avoid conflicts of jurisdiction.
Compliant with international instruments, Ukrainiaumthorities conducting MLA are instructed that in
each case of assistance they should perform digmaetccording to the principles of mutual respect
of national sovereignty and non-interference imterinal affairs of foreign states. The CC (Artickes
8) stipulates the circumstances to determine oahriability under the Ukrainian legislation, whic
should also be considered for deciding the bestiedor prosecution, where it could be conducted in
more than one country.

943. The Ukrainian authorities stated that they reqdival criminality when providing MLA. This
requirement is ascertained for any type of requesigardless of its nature. Such a position is
substantiated with the necessity of assurancethigaresponse to the MLA request will serve for
deterring the same offence, as in Ukraine. On tlatemn of legal or practical impediments for
rendering assistance, it is noteworthy that wtalfying the European Convention On Extradition of
1957, Ukraine has reserved right not to transfes@es, if due to health reasons they cannot be
transferred without damage to health. Ukraine Hae atipulated that it will transfer only those
persons who have committed crimes punished by maxiterm of imprisonment of at least for 1 year
or more. Additionally, according to Article 25 ofie Constitution, Ukraine shall not transfer its
citizens (Article 10 of the CC also adds statefgmsons permanently residing in Ukraine). Technical
differences between the laws in the requesting trpuamd Ukraine do not pose an impediment to the
provision of MLA.

944. As it was elaborated in sections 2.3 and 2.4, Wkr& able to identify, freeze, seize and confescat
relevant property involved in the commission of mpraundering offence. Hence, such a legal
measure may be used for rendering MLA. The loophal®d inconsistencies mentioned in the above
sections in respect of freezing, seizure, or coafisn of property used or intended for us in the
commission of ML, FT or other predicate offences similarly applicable to the ability of using such
tools for responding to MLA requests. It is alsophasised that identification, freezing, seizure, or
confiscation of property of corresponding valuen@ possible under the Ukrainian legal framework
(see section 2.3), thus it could not be appliedfbA requests .

945. Ukraine has also made efforts to conclude arrangenier co-ordinating seizure and confiscation
actions with other countries. In particular, thenldiry of Justice of Ukraine jointly with the SCFM,
the Ministry of Economy and the National Bank ofrbike has worked out an extended list of the
countries with which it shall be expedient to cdesi the issue of concluding agreement on
apportionment of the confiscated property or itsregponding value (in particular, this list inclgde
Austria, Antigua and Barbuda, Belgium, United Kingd Virgin Islands, Estonia, Canada, Cyprus,
China, Colombia, Latvia, Lithuania, Moldova, GermarPoland, Russia, Singapore, Hungary,
Uruguay and the Czech Republic). To this end, theidity of Justice of Ukraine, together with the
expert group on preparation of the draft intermaldreaties of Ukraine on legal relations and llega
assistance in civil and criminal affairs, estal#igiby the Decree of the President of Ukraine of 24
April 2004, No 476, has drafted the interstate egrent on apportionment of the confiscated property
or its corresponding value. In 2006, by means @lodnatic channels, it was submitted to the
competent authorities of Belgium, Lithuania, Sing&p Hungary, Peru, Cyprus and Uruguay which
have expressed interest to conclude the above omexdti agreement with Ukraine. In 2008 an
arrangement for signing a similar agreement betwietigua and Barbuda and Ukraine has been
made. At the time of the on-site visit, no suclaagement had been concluded.

946. According to the criminal procedure legislation ghd Cabinet of Ministers Resolution No. 985
on approval of the procedure for disposition ofgandy confiscated as a result of a court deciaiah
transferred to the agencies of state executiveicgeréuch property is confiscated by the State
executive service and is transferred to the statigét, from where it can be used for other appabgri
purposes . The authorities have also indicatedttieadraft bill which is pending before Parliament
contained a specific provision on establishingecsd fund.

947. The authorities indicated that sharing of confisdadssets with other countries might be resolved
by bilateral agreements on co-ordination of seizumg confiscation actions.
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948. Mechanisms for international co-operation on caafimn measures have not yet been tested, as
Ukraine has not received any foreign confiscatiegquests to date.

Additional Elements

949. Non criminal confiscation orders are not recognigethe Ukrainian criminal legislation. Hence,
foreign analogues of such orders cannot be enfancBétraine.

950. The described analyses and deficiencies identidiex similarly applicable in this context and
impact on Ukraine’s to provide MLA in connection tli criminal, civil enforcement and
administrative investigations, inquiries and pratirgs relating to the financing of terrorism, teisb
acts and terrorist organisations.

Statistics
951. The Ministry of Justice of Ukraine as central ageid executive power performs statistical
registration of international requests made onbtiss of international agreements in criminal pesti

area. The following statistics of requests/warravege received before the visit :

Ministry of Justice

Title of international | 1998- | 2001 2002 | 2003 | 2004 2005 | 2006 | 2007 | 2008
treaty 2000

European Convention 8 41 370 351 1055 1871 1710 2895 2686
on Extradition, 1957
and its two Additiona
Protocols of 1975 and
1978

European Convention 532 152 386 586 960 1669 20%4 1430 1566
on Mutual Assistance in
Criminal Matters and
its Additional Protocol
of 1978

Convention on the 34 15 36 51 94 563 534 527 661
Transfer of Sentenced
Persons, 1983, and
Bilateral Agreements
on the Transfer of
Sentenced Person

European Convention - 5 9 9 21 57 45 51 15
on the Transfer of
Proceedings in
Criminal Matters, 1972
Convention on - - - 2 1 3 1 - -
Laundering, Search,
Seizure and

Confiscation of the
Proceeds from Crime,
1990

European Convention - - - - 3 2 2 7 9
on the International
Validity of Criminal
Judgments, 1970

European Convention - - - - 3 - 3 4 6
on the Supervision of
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Conditionally
Sentenced or
Conditionally Released
Offenders, 1964

United Nations| - - - - - - 2 - -
Convention Agains
Transnational

Organized Crime

Total number of 574 213 801 999 2137 4164 4351 4914 4943
international treaties in
the matter of crimina
justice, the execution qf
which is allocated tdg
the Ministry of Justice
is: 40 bilateral and 2
multilateral agreement
that is total 60

0 O

952. The following statistics were received after thgitvi

Year Legal assistance requests Legal assistance requests
received forwarded
Russia Other Russia Other
countries countries
2004 13 522 5 26
2005 17 661 8 33
2006 60 760 18 38
2007 58 665 10 35
8 months of 2008 52 522 6 17
year Confiscation requests Confiscation State Final result
received requests forwarded
2004 0 1 Russia Refused
2005 0 2 Lithuania Satisfied
Spain Refused
2006 0 1 Russia Refused
2007 0 0 0
8 months of 0 0 0
2008

953. The above figures constitute the received MLA retgigvith regard to all offences. Unfortunately,
the Ukrainian authorities were not in a positiorsabmitting relevant statistics on received, exedut
or refused MLA requests specifically related to ME/

Statistics from the GPO

Requests for legal assistance in
investigation of crimes, related to
legalization (laundering) of
proceeds from crime

as per September 30, 2008
Incoming requests 2 10 14 7 13 46

Outgoing requests 8 15 15 10 24 72

2004 2005 2006 2007 | 2008 Total
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954. The full extent of the international co-operatisariework could not be completely ascertained,
given that statistics are not kept on all aspeétMbA requests made or received, relating to the
predicate offences, ML or TF or on the outcomeuahsrequests.

955. A number of concerns were raised by several castsihen providing feedback on international
co-operatiorwith Ukraine in this area, namely:

- inconsistency in the use of reference numbers doious files ( when sending reminders
related to sent requests ) or for suspects (usefafence numbers instead of the name of
the person) as these numbers may vary throughcthregern the same case which renders
difficult the tracking of requests from Ukraine;

- low quality of sent materials, which appears tadbe to low technical equipment of law
enforcement agencies;

- materials sent by Ukrainian authorities often laegistration numbers and in numerous
cases (mostly in examination of witnesses) are \watidn, thus being difficult to read;

- lack of information on measures undertaken to prdaeith requests (article 21(2) of the
MLA Convention).

Recommendation 30

956. At the Ministry of Justice, there are 2 separatgisrs functioning as part of the Department of
Private International Law and International Legasistance that are responsible for: a) providing
mutual legal assistance in criminal matters, bpviging mutual legal assistance in civil cases. The
section on implementation of international treat@scriminal justice consists of 7 persons, one of
whom is a deputy director of the department. Thefaf the section organises the work of the sectio
and is engaged in the matter of enforcement ofesert including issues relating to confiscation. 2
persons are engaged exclusively in extraditioneiss@ persons are engaged in transfer of sentenced
persons, and 2 persons are engaged in issuesvigiproof mutual legal assistance in criminal matte
only. Each person deals with more than 100 requestsmonth including processing of requests,
submitting documents to the court and law enforecgnagencies. The Department is headed by the
Director. At the regional level, there is a spegifiy appointed person (in some regions, for exampl
in Donetsk, there are 2 persons) in every DepattneénJustice (there are in total 27 Chief
Departments of Justice in every region of Ukraineluding the cities of Kyiv and Sevastopol),
responsible for the provision of MLA. At least twi@ year training seminars are conducted for
regional staff of justice on the individual issudsnternational cooperation in criminal mattersbkc
servants both in the central authority and in regiare sufficiently equipped with computer
equipment.

957. At the GPO, the International Department is comgdose three different units dealing with
extradition (7 operative officers), legal assise{€ operative officers) and international co-ofiera
(6 officers). The department and each unit are geedy a Head seconded by a Deputy Head. Each
regional prosecutor’s office has a special asdistprosecutor who deals with international legal
issues. The authorities advised that they have uadegresources, the offices are provided with
computers, telephones, faxes and electronic conwation as well as Internet access. The authorities
advised that the staff had participated in 2 trajeiin 2006 (on ML/TF, enhancing co-operation in
combating organised crime), and 2 trainings in 2806d 2008 on extradition, MLA and trafficking in
human beings.

6.3.2 Recommendations and comments

958. Ukraine is able to provide MLA on the basis of niateral and bilateral agreements. Legal
provisions dealing with international co-operatiarcriminal matters are found in various partsh# t
CC and CPC, in an unconsolidated manner while ungans and procedures in place focus
exclusively on the implementation of the Europeanventions in criminal matters. Ukraine should
speed up the adoption of the new Criminal Proce@ade, as it is understood that it would provide
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for a more comprehensive framework and elaboratthdr detailed procedures for provision of
various types of MLA as well as related guidance dti staff working on these matters. Such
procedures should also stipulate timeframes fqyamses of MLA requests.

959. The Ukrainian authorities should enable renderingAMn the absence of dual criminality, in
particular for less intrusive and non compulsoryasuges.

960. The legal impediments in rendering extradition tedlaassistance, except those contradicting
fundamental principles of domestic law should heielated.

961. Ukraine should amend the loopholes and inconsigsnic identifying, freezing, seizing and
confiscating relevant property, as reflected irtises 2.3 and 2.4 for enabling such actions to se=lu
in provision of MLA.

962. Ukraine should consider the concerns raised abdwetwvstem from the experience of bilateral co-
operation and take any measures, as necessargiresadhese concerns.

963. The authorities should keep annual statistics dnViAIA and extradition requests (including
requests relating to freezing, seizing and confisop that are made or received, relating to Mlg th
predicate offence and FT, including the naturehefrequest, whether it was granted or refusedtand t
time required to respond.

964. Furthermore, the Ukrainian authorities should catdan assessment of the staffing levels in
authorities responsible for sending/receiving MLAdaextradition requests as well as the level of
workload and take any measures to ensure thatatewadequately funded and staffed in order for
them to be able to fully and effectively performeithfunctions.

965. Also, it is recommended to develop effective tnagniand guidance for staff handling MLA
requests, with a view to foster and raise the guafithe execution of MLA requests.

6.3.3 Compliance with Recommendations 36 to 38 and SpReleommendation V
Rating Summary of factors underlying rating
R.36 PC . Detailed procedures on the legal framework for fmion of various
types of MLA, inclusive of timeframes for respons#sMLA requests|
are missing

. Feedback from other countries indicates low qualftynaterials received
e  Effectiveness concerns

R.37 LC . Rendering MLA in the absence of dual criminality,garticular for less
intrusive and non compulsory measures is not plessib

e There are certain legal impediments in renderingradkion related
assistance.

R.38 LC . Loopholes and inconsistencies in identifying, fiegz seizing and
confiscating relevant property, as reflected intises 2.3 and 2.4 effegt
the ability of executing such actions for MLA.

SR.V PC e The deficiencies related to R. 36-38 have a negatffect on the rating
of this Recommendation.
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6.4 Extradition (R.37 and 39, SR.V)

6.4.1 Description and analysis

966. The relevant international legal instruments on libsis of which extradition can be carried out
are: the European Convention On Extradition (198¥%,Minsk Convention on Legal Assistance and
Legal Relations in Civil, Family and Criminal Matte(1993) for CIS member states, the UN
Convention on Transnational Organised Crime (2@0@) bilateral treaties which contain extradition
provisions ( see annex ).

967. Domestic provisions regarding extradition are ideld in: the Constitution (Article 25), the Law
on international treaties of Ukraine (article 18)% Law on ratification of the European Convention
On Extradition and the Criminal Code (Articles 798nd 10).

968. Article 1 (3) of the Law of Ukraine on ratificatiosf the European Convention on extradition and
additional protocols provides that the MinistryJofstice of Ukraine (in case of requests by couairsl)
the Prosecutor-General's Office of Ukraine (in aafseequests by bodies of pre-trial investigatiarg
responsible for the execution of extradition redqsiesd for examining the grounds on the basis of
which extradition requests are executed or refused

969. Ukraine has entered a reservation to the Europeaveation on extradition which provides that it
shall grant extradition only for offences which grenishable by imprisonment for a maximum period
of not less than one year or by a more severe fyere the minimum term for the sanction to money
laundering is 3 years of imprisonment (Article 2f¢he CC), it is inferred that money laundering is
an extraditable offence.

970. Extradition for money laundering is conducted adowy to the same laws and procedures
described above. The procedure to be followed tcwbe requests on the basis of the European
Convention on Extradition is set out in the jointl@r on approval of the instruction on the procedur
for the implementation of European Conventionstendriminal proce<&. The decision on execution
or refusal of an extradition request is taken by @eneral Prosecutor's Office or the Ministry of
Justice upon examination of the grounds precluditayling extradition. The General Prosecutor’s
Office is responsible for requests concerning ped-tnvestigation agencies while the Ministry of
Justice is responsible for courts’ rogatory lettemurts.

971. In accordance with reservations entered by Ukraihen ratifying the European Convention on
Extradition, the citizens of Ukraine cannot be adited to another state based on Article 25 (2hef
Constitution of Ukraine. A person is considered#a citizen of Ukraine if, in accordance with the
laws of Ukraine at the time when the decision ttraslite is taken, he/she is a citizen of Ukraine.
Ukraine does not extradite stateless persons pemtignresiding in Ukraine if the person whose
extradition is requested cannot, on account oharsstate of health, be extradited without damage t
his/her health.

972. Dual criminality is required for extradition. Theuthorities informed the evaluators that they
interpret the dual criminality broadly. The evalrat are reserved about the extent to which an
extradition request could be enforced where dualigality is invoked particularly in respect of ML
on the basis of tax offences. The deficiencieschotehe criminalisation of ML and TF may prove to
be an obstacle in executing extradition requests.

973. The Ukrainian authorities assured that while iprishibited to extradite own nationals, whenever
they are being requested to do so, they pass lénarg materials to the competent law enforcement
authorities for the purpose of prosecuting theraféeunder criminal legislation of Ukraine. There ar
no procedures for initiating criminal proceedinggéspect of Ukrainian nationals nor of any exgtin

108 30int Order No 34/5/22/103/512/326/73 of the Minyigif Justice, the General Prosecutor’s Office, Sleeurity Service
of Ukraine, the Ministry of Interior, the Supremet, the State Tax Administration of Ukraine ahd State Department
of Ukraine on execution of judgments of June 29919
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obligation to prosecute in case of non extraditibimere was no information available on requests for
extradition of nationals for ML and/or subsequdmrged brought against non-extradited nationals.

974. The possible cases of extradition are envisageditigle 10 of the CC, which stipulates that
foreign nationals, who have committed criminal offes on the territory of Ukraine and were
convicted of these offences under that Code, mayrdresferred to serve their sentences for the
committed offences in the state, whose nationady #ire. Foreign nationals or stateless persons not
residing permanently in Ukraine, who have committethes outside Ukraine and stay on the territory
of Ukraine, may be extradited to a foreign statedidminal prosecution and committal for trial, or
transferred to serve their sentence, where suchdition or transfer is provided for. The notedesas

of extradition are conditioned with a referencethe availability posed by international treaties of
Ukraine.

975. The Ukrainian authorities stated that Ukraine cerapes extensively with other countries on the
aspects of possible extraditions in the scope dfilateral and bilateral agreements. In respect of
required timing for rendering extradition requedtse evaluators were assured that requests for
extradition are considered without unreasonablaydelThe joint Order No 34/5/22/103/512/326/73
stipulates that the term of considering requestseftradition shall not exceed 45 days. But, it was
advised that in practice such term can be longerasge of existence of obstacles for transfer of an
offender (for example when a person requests geefstatus).

Additional elements

976. There are no simplified procedures for extraditidroffenders in Ukraine, and persons cannot be
exempted from formal procedures if consenting toaghtion.

977. The described analyses are similarly applied foraelition matters with regard to terrorist
financing.

Statistics
978. The following statistics were received after theitdnd cover ML cases:

Statistics from the Ministry of Justice

year Incoming extradition requests Outgoing extradition requests
2004 59 165
2005 89 257
2006 85 237
2007 110 179
8 months of 2008 94 123
year Requests on extradition of Requests on extradition of
convicted persons received convicted persons forwarded
2004 47 57
2005 28 104
2006 43 19
2007 55 76
8 months of 2008 52 82
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Statistics from the GPO

Year Number of received requests
No. No. of No. of No. of Average No. of

granted refused extradited | days for response
requests | requests persons

2004 - - - - -

2005 3 1 - 1 30

2006 - - - - -

2007 4 4 - 4 7-30

2008 (for 9 months) 3 3 - 3 30

979. Extradition requests were received from Russia 14r-2005, 2 in 2007, 1 in 2008), Georgia (2 in
2007), Belarus (2 — 1 in 2005, 1 in 2008), Azednaifl in 2005) and Kazakhstan (1 in 2008).

980. Ukraine has also sent requests for transfers ehdgrs who committed ML crimes to Russia (4 —
2 in 2006, 2 in 2007), Spain (1 - 2005), Norway gD06), Cyprus (1 - 2008) and Germany (1 - 2008).

Year Number of submitted requests
No. No. of No. of No. of Average No. of
granted refused extradited days for
requests | requests persons response
2004 1 1 - 1 60
2005 1 1 - 1 365
2006 3 1 1 1 180-365
2007 2 2 2 180
2008 (for 9 months) 2 - - - -

981. The above-mentioned statistics demonstrate thateftiedition system is functioning rather
effectively, however, more detailed informationtbe various aspects of the extradition process were
not provided, which did not enable to make a cotepdssessment of effectiveness.

6.4.2 Recommendations and comments

982. Ukraine should eliminate the legal impediments pose rendering extradition, except those
contradicting fundamental principles of domestig.la

983. Ukraine should address the missing elements dfih@F offences to ensure that dual criminality
requirements do not represent an obstacle fordititra in such cases (see also sections 2.1 and 2.2

984. Itis also advised to further develop further guicka for practitioners working at central level and
in the regions on procedural and evidentiary aspect
985. As recommended earlier, the Ukrainian authoritibeud also conduct an assessment of the

staffing levels in authorities responsible for segfteceiving extradition requests as well as thel
of workload and take any measures to ensure thgtahe adequately funded and staffed in order for
them to be able to fully and effectively perforneithfunctions.

986. Ukraine should also maintain comprehensive stasisti relation to ML/TF and predicate offences
which should cover all details of the extraditiongess.
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6.4.3 Compliance with Recommendation 37 & 39 and Spé&#lommendation V

Rating Summary of factors relevant to Section 6.4 underlyig overall rating
R.37 LC e Gaps in the incrimination of ML/TF offences andgicaite offences
R.39 LC e There are certain legal impediments in renderingraekion related
assistance.

e Current limitations in relation to the criminaligat of ML impact on
Ukraine’s ability to extradite persons sought for M

»  The effectiveness of the extradition system cowlthe fully assessed

SR.V PC . Reservations about the possibility of extraditiondll offences related tp
terrorist financing

. Deficiencies related to R. 36-39 impact have aatieg effect on the
rating of this Recommendation.

6.5 Other forms of international co-operation (40 and R.V)

6.5.1 Description and analysis

SCFM

987. The Basic Law (article 16) provides that the SCEMall co-operate internationally with relevant
agencies of foreign states in the area of exchahgeperience and information related to ML/TF on
the basis of international agreements in forcenoa ceciprocity basis. Its Statute sets out thiaadt the
right to conclude international interagency agressiavith competent authorities of foreign states
concerning AML/CFT co-operation and conduct infotima exchange with them.

988. The SCFM has signed 40 MOUs on co-operation withifm FIUs and over 10 MOUs have been
still under negotiation. Information exchange withunterpart FIUs is mainly conducted through the
Egmont Group and the FIU.NET to secure network® atthorities advised that they can exchange
information spontaneously, though Article 16 of Basic Law does not provide explicitly for such
possibility and have provided figures on instancBsuch exchanges (2006- 26, 2007 — 66, 2007 —
40).

989. Pursuant to Article 13 of the Basic Law, the SCRMVauthorised to transfer information from its
data base (inclusive of the Unified Information t8ys) and information on STRs upon requests filed
from foreign FIUs. The SCFM has also signed intermy MOUs with competent authorities, which
also can be allocated to request information duénternational requests. The evaluators were
advised that as of the on-site dates the SCFM didjgct any request received from foreign FIUs.

109 . Agreement On General Provisions of Co-operatioween FIU of Ukraine and State Commission for Filgnc
Services Markets Regulation of Ukraine dated Sepéer5, 2003.

- Agreement No. 63 On General Provisions of Co-opmrdietween FIU of Ukraine and Antimonopoly Commettof
Ukraine dated November 10, 2004.

- Agreement No. 60 On General Provisions of Co-oparabetween FIU of Ukraine and National Depositafy
Ukraine dated August 30, 2004.

- Agreement No. 59 On General Provisions of Co-oparabetween FIU of Ukraine and Pension Fund of Uiaa
dated August 21, 2004.

- Agreement No. 36 On General Provisions of Co-opmmabetween State Committee for Entrepreneurshigp an
Regulatory Policy of Ukraine and FIU of Ukraine eiiMay 21, 2004.

- Agreement No. 25 On Interaction between NationalkBaf Ukraine and FIU of Ukraine on informationaickange
issues dated January 30, 2004.
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990. The data received by the FIU cannot be used osrnéted to foreign agencies for investigation
without a specific request. The FIU can disclogerimation with restricted access to foreign agencie
on the condition that the latter guarantees thatnmation is protected at the same level than natio
standards and that such information is used exalysfor ML/TF cases.

991. A requests of a foreign state which involves fisceltters is not rejected if it is also related to
other crimes. The FIU advised that they have nfgcted so far any single case related to fiscal
matters, but information is provided only for intigation of cases related to ML or TF.

992. Analysis of the relevance of secrecy or confiddityi@equirements in provision of international
exchange of information is provided in Section & 4he Report.

993. The statistics on the SCFM’s co-operation with iigmecounterparts are provided below.

. Number Number of
Perted of request cooperating FIUs
Requests for| ,nd _
information 2" half of 2003 2157 more than 90
. 2008
submitted
1% half of 2008 366 around 50
Requests for| on paif of 2003 — o
information 610 around 60
! 2008
received
1% half of 2008 784 around 50

994. The evaluation team was advised that the averageftir responding to foreign requests is about
20 days. Feedback received from other countrigsrted that assistance was provided in a rapid and
effective manner and that the quality of responggsvery good.

995. Various law enforcement authorities (the Nationakdau of Interpol, the Security Service, the
State Tax Administration) are also authorised topevate with their foreign counterparts, inclusive
for ML/TF purposes. Law enforcement agencies atbasised to conduct investigations on behalf of
foreign counterparts on the basis of internatioc@iventions. The General Prosecutor’'s Office is
responsible for any procedural actions relatednt@stigation of criminal cases upon request from

- Agreement No. 920 On General Provisions of Co-dmerdetween FIU of Ukraine and Fund of State Priypef
Ukraine dated December 18, 2003.

- Agreement No. 21 On General Provisions of Co-opmraietween FIU of Ukraine and National Central &ur of
Interpol of Ukraine dated September 26, 2003.

- Agreement No. 20 between FIU of Ukraine and Staden@ission for Financial Services Markets Regulatioh
Ukraine dated September 05, 2003.

- Agreement No. 1®ix FIU of Ukraine and Ministry of Internal Affairs dfkraine dated September 05, 2003.

- Agreement No. 17 On General Provisions of Co-opmmabetween FIU of Ukraine and State Committee of
Statistics of Ukraine in the Sphere of Preventiod €ounteraction to the Legalization (Launderingjhe Proceeds from
Crime and Terrorist Financing dated August 29, 2003

- Agreement No. 15493/36/13 On Interaction between State Customs Servidgkedine and FIU of Ukraine dated
August 08, 2003.

- Agreement No. 4/14 On Interaction between FIU ofditke and Main Control and Revision Office of Ukaidated
August 08, 2003.

- Agreement No. 4 On General Provisions of Co-openatetween FIU of Ukraine and Ministry of InterAdfairs of
Ukraine dated May 30, 2003.

- Agreement No. 1 On General Provisions of Co-afi@n between FIU of Ukraine and State CommitteeSecurity
of State Border of Ukraine dated May 22, 2003.

10 Al requests have been duly responded.
111 38 requests have been responded and the remadnjngsts are pending.
197



foreign authorities. The authorities advised tlegtytdo not refuse requests for co-operation on the
grounds of laws that impose secrecy or confidettisbquirements or on the grounds that they do not
have access to certain information and two examplesre such co-operation was provided were
given in respect of Belgium and the United Stafe&rerica.

Security Service

996. The Security Service of Ukraine has also undertakégrnational co- operation with foreign
security agencies on the matter of AML/CFT. Thatistics of such co-operation is the following:

Year Number
MLA 2005 28
requests 2006 56
received 2007 88
2008 (first 6
months) 155
MLA 2005 31
requests 2006 61
submitted 2007 73
2008 (first 6
months) 90

Ministry of Interior

997. Co-operation between police services has been seghthrough the National Central Bureau of
Interpol. The Statute of the National Central Bure& Interpol, adopted by the corresponding Decree
of the Government, defines that the Bureau co-atds activities of national law-enforcement
agencies in the sphere of the combat of transraltionme and assists them in co-operation with
Interpol and corresponding state services. Sucbpewsation is provided by Ukrainian legislation
which regulates matters connected with the usentgrpol channels by Ukrainian law-enforcement
agencies during prevention, disclosure and investig of crimes. Apart from that, a Division of
Proceeding International Legal Commissions is gcitmthe Main Investigation Department of MIA,
which counts 6 employees. The division is compeiemmirovision of complete and efficient MLA in
criminal cases.

998. The following statistics were received after theitvi

2004 2005 2006 2007 10 months of
2008

Received | Submitted | Received | Submitted | Received| Submitted | Received| Submitted | Received| Submitted

requests requests | requests | requests | requests| requests | requests| requests | requests | requests
ML 354 494 525 454 435 442 431 389 309 254
Terrorism 248 261 272 183 129 145 123 160 110 81
Other
economic 4322 4726 3834 4094 4229 4687 2492 2492 2553 1480
crimes

999. The authorities advised that in the course of 8th®m 2008, the interaction between the Interpol
Bureau and law enforcement agencies of foreigrestegsulted in 484 documents (requests, orders,
reports) on facts related to laundering of procdentn crime. The major part of the information was
processed in co-operation with law enforcement eigenof Ukraine (232), Germany (37), Belgium
(26), Cyprus ( 15), USA (14), France (13), Czecpudic and Austria (11).
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1000. There are 21 liaison officers from foreign stité®ased in Ukraine and Ukraine has 8 liaison
officers in Germany, Poland, Romania, Hungary, €yritsrael, Russia and 1 in Interpol.

The State Tax Administration

1001. The State Tax Administration also carries out gffecco-operation with the foreign counterparts.
The AML department of the Administration has irtiéid submission of the following number of
requests to the foreign tax agencies, as well athdotrade-economic missions under Ukrainian
diplomatic institutions abroad: in 2004 — 267, B02 — 257, in 2006 — 861, in 2007 — 590, 1st half o
2008 — 135.

1002. The Basic Law, Article 16, Part 5 requires thattifi®s of state financial monitoring (excepted the
Authorized Agency) shall on the grounds of inteioral agreements of Ukraine conduct international
co-operation with relevant agencies of foreign estatoncerning exchange of experience and
information on regulation and supervision over #wtivity of financial institutions in the area of
prevention and counteraction to the legalizati@urfdering) of the proceeds and terrorist financing”
In addition, Part 6 provides for the SCFM, NBU, t8t&ommission on Securities and Stock Market,
and the State Commission on Regulation of FinanSivices Markets to co-operate with the
Financial Action Task Force (FATF), the Egmont Grand other international organizations in the
area of AML/CFT.

National Bank of Ukraine

1003. According to the Law on Banks and Banking, Artid@, Part 7, “In accordance with an
international treaty of Ukraine or under the priteiof reciprocity, the National Bank of Ukraineatth
have the right to provide the information receiasda result of its banking supervision activitythe
banking supervision authority of other countryhiete are guarantees that the information obtained
will be used exclusively for the banking supervisipurposes or for prevention of legalization
(laundering) of receipts from crime or terrorismdincing.” The international treaty condition seems
to be rather demanding.

1004. The NBU provided the following statistics on themher of requests received and the average
turnaround time:

2005 2006 2007 2008
Number of requests received 2 9 7 7
Number of requests where information wag 2 9 7 7
provided
Average number of days taken to respond t¢ 30 30 30 30
requests
Number of requests refused 0 0 0 0

1005. The NBU has also never provided international cewgarts with information on their own
initiative.

1006. The NBU has signed MOUs with supervisory agenciesrimenia, Belarus, China, Latvia, Poland,
Lithuania.

State Commission on Regulation of Financial Sesvidarkets

1007. The Law of Ukraine on Financial Services and SRegulation of Financial Markets, Article 32,
provides the State Commission on Regulation of ritiied Services Markets with the power to
cooperate with international organizations, stafenaies and non-government organizations of other
countries on issues attributed to their competeidee Commission may provide and obtain

112 Austria, Belgium, Belarus, United Kingdom, GreeGeorgia, Denmark, Israel, Germany, Poland, PoltlfA, Czech
Republic, Slovak Republic, Hungary, Romania, Swedeerbaijan, Lithuania.
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information on supervision of financial markets dmdhncial institutions which neither constitute a
state secret nor lead to disclosure of professiseetet. It may also provide information on atitag

of individual financial institutions in cases anccarding to the procedure specified by internationa
agreements in which Ukraine participates.

1008. The State Commission on Regulation of FinanciaviSes Markets is a member of the IAIS
which enables it to join the Multilateral Memorandwf Co-operation and information exchange
developed by the IAIS.

1009. The evaluation team was informed that the Commiskas sent proposals to 26 foreign financial
regulators on the issue of signing MOUs. Finanmgjulators of Austria, Egypt, Germany, Russian
Federation and Kazakhstan agreed on such propdsaleas negotiations and domestic procedures on
signing the MOUs are still ongoing.

1010. The State Commission on Regulation of Financialies Markets has received 11 requests for
information from international counterparts betweg05-2008 which took on average 30 days to
respond. The authorities advised that none of thhegeests contained references on AML/CFT
matters. No requests have been refused.

State Commission on Securities and Stock Market

1011. The Law of Ukraine on State Regulation of the SkiesrMarket, Article 7, Part 16 allows the
State Commission on Securities and Stock Marketotmperate with public authorities and non-
government organization of foreign states and mational organizations on matters relating to its
competence.

1012. The State Commission on Securities and Stock Mahest signed MOUs with the State
Commission on the Securities Market of Moldova [@)9%he China Commission on Regulation of the
Securities (1997), Securities Department underMir@stry of Finance of the Republic of Belarus
(2004), the State Agency for financial surveillareo& accounting of Kyrgyz Republic (2004), the
National Securities Commission of Georgia (2005)l dhe State Securities Commission of the
Azerbaijan Republic (2008) and work in on-goingsign MOUs with 8 additional countries. The
Commission is also a member of IOSCO.

1013. The State Commission on Securities and Stock Matteised that it has not received any requests
for assistance in relation to AML/CFT from interioaial counterparts.

1014. The NBU, State Commission on Securities and Stockket and the State Commission on
Regulation of Financial Services Markets do notehéhe power to conduct inquiries on behalf of
foreign counterparts.

1015. Finally, the analysis made in previous parts amelarly applied for the implementation of R.40 in
relation to obligations under SR.V.

6.5.2 Recommendations and comments

1016. In order to provide the widest possible range derimational co-operation to their foreign
counterparts, the Ukrainian authorities shouldeevihe current legal framework and make necessary
amendments so that competent authorities are asghidio exchange spontaneously information.

200



6.5.3 Compliance with Recommendations 40 and SR.V

Rating Summary of factors relevant to Section 6.5
underlying overall rating
R.40 LC e Gaps in the legal framework to enable exchangesinfdrmation
spontaneously
SR.V LC - Deficiencies related to R. 40 impact have a negatffect on the rating df

this Recommendation.

7 OTHER ISSUES

7.1 Resources and Statistics

1017. The text of the description, analysis and recomragods for improvement that relate to
Recommendations 30 and 32 is contained in allélevant sections of the report (i.e. all of secfigon
parts of sections 3 and 4, and in section 6). Therea single rating for each of these
Recommendations, even though the Recommendatienadairessed in several sections. Section 7.1
of the report contains the boxes showing the redimgjthe factors underlying the rating.

Rating Summary of factors underlying rating

R.30 PC »  Limited information which does not enable to assebether the SCS is
provided with adequate financial, human and tecim&sources

. Insufficient resources within the Ministry of Jugtito number of staff tp
deal with MLA and extradition

*  Supervisory authorities are not adequately statiad as regards the
SCFSRM, its independence is questionable as weét ability to attract]
and sustain competent staff

e Serious doubts regarding the Ministry of Financafslity to perform
AML/CFT supervision of casinos, given its scarcgotaces

. Lack of data on resources used to set up and nmaitita AML/CFT
system on the policy level

. Further training for staff of competent authoritfes combating ML ang
TF appears necessary
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R.32

PC

Collective review of the performance of the systasia whole an
strategic co-ordination needs developing;

No comprehensive statistics maintained by compedattiorities on af
annual basis on:

the number of cases and the amounts of properpefroseized an
confiscated relating to ML, TF and criminal procsed

reports files on domestic or foreign currency tesions above
certain threshold, cross border transportationufency and beare
negotiable instruments

all MLA and extradition requests (including reqestlating to
freezing, seizing and confiscation that are madeceived relating tq
ML, predicate offences and FT, including the natofe¢he request
whether it was granted or refused and the timeired o respond

on formal requests of assistance received or mating to or
including AML/CFT, and information on whether thequests wers¢
granted or refused by supervisors

=5
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IV. TABLES

Table 1: Ratings of Compliance with FATF Recommenattions
Table 2: Recommended Action Plan to improve the AM/CFT system
Table 3: Authorities’ Response to the Evaluation

Table 1. Ratings of Compliance with FATF Recommend#ns

Forty Recommendations | Rating Summary of factors underlying rating**®

Legal systems

1. Money laundering PC |+ Actions of conversion or transfer of property da appear to be
offence fully covered

. property does not seem to cover intangible asseds legal
documents or instruments evidencing title to, ¢eriest in such
assets

e there are no autonomous investigation and prosecuf the
ML offence, as well as no conviction for money ldaring
without prior or simultaneous conviction for a picade offence
proving that the property is the proceeds of crime

. 2 out of 20 designated categories of offences natefully
(insider trading and market manipulation) and riciag of
terrorism in all its aspects is not covered

e« The applied threshold for predicate offences isimdine with
the requirements of Recommendation 1

e There appear to be difficulties in the implemeiwotatiof the

offence
2. Money laundering pc +  While criminal liability of legal persons for ML isnot
offence Mental established, corporate civil or administrativebiligdy for ML,
elementand with the exception of liability for breaches of cpliance with
corporate liability the AML regime, appears to be deficient
*  The effectiveness of sanctions could not be fullyessed and in
any case, legal persons are not subject to propaté and
dissuasive criminal, civil or administrative sanos for ML
3. Confiscation and PC +  Confiscation of instrumentalities, confiscation pfoperty of

provisional measures corresponding value, as well as confiscation obine, profits

or other benefits from the proceeds of crime inedhin the
commission of ML offence are not covered in the dikian
legal framework.

. Property from the commission of certain predicafterees
cannot be confiscated,;

e The Ukrainian legislation is deficient in ensuric@nfiscation of
property used in or intended for use in TF.

e The effective application of confiscation measwrih regard to
ML or predicate offences cannot be assessed irattkence o

113 These factors are only required to be set out whemating is less than Compliant.
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relevant statistics

Preventive measures

4. Secrecy laws
consistent with the
Recommendations

PC

Limitations on the ability of law enforcement autities to
access information in a timely manner from somé¢hefsectorg
and lack of knowledge of relevant procedures applein this
area

The evaluation team had significant concerns ovactjal
implementation of banking secrecy provisions

5. Customer due
diligence

PC

For banks, CDD measures when carrying out occals
transactions above the applicable threshold argeliirto cash
transactions

The requirement to undertake CDD measures whegicgrout
occasional transactions that are wire transfersotsset out in
law or regulation

Banks are not explicitly required to undertake Cidben there
is a suspicion of money laundering or terroristafioing,
regardless of any thresholds

There is no explicit requirement in law or regudatifor dealing
with doubts about the veracity or adequacy of pnesfy
obtained customer identification data. The currequirementg
do not refer to undertaking CDD and do not coverfthl scope
of CDD.

The definition of beneficial ownership does not eowatural
persons and there is no requirement in law or ragjok
requiring financial institutions to determine whie dhe natura
persons that ultimately own or control the customer

Securities institutions are only required identibeneficial
owners and understand the ownership and controttate of
the customer in higher risk situations.

Securities institutions are only required to obfaiiormation on
the purpose and nature of the business relatiomstigher risk
situations.

There is no specific requirement in law or regolatio conduct
ongoing due diligence on the business relationapjgicable to
all financial institutions.

There is no requirement on non-bank financial fnstins that
ongoing due diligence should include scrutiny @nsactiong
undertaken throughout the course of that relatipngh ensure
that the transactions being conducted are consistéh the
institution’s knowledge of the customer, their mgsis and rish
profile, and where necessary, the source of funds.

There is no general requirement on financial iasths to
perform enhanced due diligence for higher risk gaties of
customers, business relationships or transactionsthe
requirements on banks do not cover certain elentdiE®D;

There is no explicit requirement for non-bank ficiah
institutions to apply CDD to existing customers.

6. Politically exposed
persons

NC

There is no definition for PEPs in other enforceabkans
There is no requirement on financial institutioagput in place

appropriate risk management systems to determinetheh a
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potential customer, a customer or the beneficiahewis a
politically exposed person

There is no requirement to obtain senior managempptoval
for establishing business relationships with PEiRs|uding
where a customer has been accepted and the custmm
beneficial owner is subsequently found to be, dryseguently
becomes a PEP.

There is no requirement to take reasonable meagursgablish
the source of wealth and the source of funds ofocwsrs and
beneficial owners identified as PEPs

There is no requirement to conduct enhanced ong
monitoring on a business relationship with the PEP

er

oing

7. Correspondent
banking

PC

There is no explicit requirement to gather suffitismformation
about a respondent to understand fully the naturethe
respondent’s business and to determine from pybdichilable
information the reputation of the and the qualitysopervision,
including whether it has been subject to a moneydaring or
terrorist financing investigation or regulatoryiant

No requirement to ascertain whether the responidstitutions
AML/CFT systems are adequate and effective.

There is no direct requirement to obtain approvaimf senior
management before establishing new  correspon
relationships.

8. New technologies and
non face-to-face
business

PC

There is no explicit requirement which requiresafinial institutions
to have policies and procedures in place to addmegspecific risks
associated  with
transactions.

non-face-to-face  business reldtipes or

9. Third parties
introducers

and

N/A

10.Record keeping

LC

Non-bank financial institutions are not required r@intain
records of the identification data for at leasefitears following
the termination of the account or business relatign

No requirement that transaction records shoulducient to
permit reconstruction of individual transactions.

11. Unusual transactions

LC

The obligation to examine as far as possible #ukground and
purpose of all unusual financial transactions is erplicitly
covered

There is an inconsistent implementation of the grileed scope
of data included in the register of financial tractsons subjec
to financial monitoring for the non banking finaalcsector

12.DNFBP - R.5, 6, 8-11

NC

Casinos

R.5

Real estate agents, dealers in previous metals shoides,
lawyers, notaries, other independent legal prodesds,
company service providers and accountants do ne¢ laay
obligations pertaining to Recommendation 5, 6,,8,0® 11

There is no requirement in law or regulation whigguires
casinos to undertake CDD when their customers engdag
financial transactions equal to or above USD/€3000.

Casinos are not required to undertake CDD whenetlera

dent

t

suspicion of money laundering or terrorist finamginegardless
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R.6

R.8

R.9 (N/A)

R.10

of any threshold.

There is no explicit requirement in law or regudatifor dealing
with doubts about the veracity or adequacy of pnesfy
obtained customer identification data. The currequirementg
do not refer to undertaking CDD and do not coverfthl scope
of CDD.

The definition of beneficial ownership does not eowatural
persons

There is no requirement in law or regulation reiq@giDNFBPs
to determine who are the natural persons that atély own or
control the customer.

There is no specific requirement in law or regolatio conduct
ongoing due diligence on the business relationship

There is no requirement on DNFBP that ongoing diligence
should include scrutiny of transactions undertakeoughout
the course of that relationship to ensure thattthasactiong
being conducted are consistent with the institisidmowledge
of the customer, their business and risk profiled avhere
necessary, the source of funds.

There is no general requirement on DNFBP to perfentmanced
due diligence for higher risk categories of custmnéusiness
relationships or transactions.

There is no explicit requirement to apply CDD toisérg
customers

There are concerns about the effectiveness okimghtation of
customer identification requirements in the casiector

There is no definition for PEPs in other enforceahnkans

There is no requirement on financial institutioagput in place
appropriate risk management systems to determinetheh a
potential customer, a customer or the beneficiahawis a
politically exposed person

There is no requirement to obtain senior managemgptoval
for establishing business relationships with PEiRs|uding
where a customer has been accepted and the custmm
beneficial owner is subsequently found to be, drsequently,
becomes a PEP.

There is no requirement to take reasonable measuesgablish
the source of wealth and the source of funds ofoocusrs and
beneficial owners identified as PEPs

There is no requirement to conduct enhanced ong
monitoring on a business relationship with the PEP.

There is no explicit requirement which requirehéwe policies
and procedures in place to address any speciiis Hssociateq
with non-face-to-face business relationships ardaations.

er

oing

]
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. Non-bank financial institutions are not requiredimtein records
of the identification data for at at least five y@a

R. 11

e There is no clear requirement for examining asafapossible
the background and purpose of all unusual finani@alsactions

*  There is an inconsistent implementation of the gilksd scope
of data included in the register of financial tractsons subject
to financial monitoring

13. Suspicious transaction «  The suspicious reporting regime could not be regmas risk-
reporting based and in line with the specifics of differestters
. No STR requirement in cases possibly involvingdesitrading
PC and market manipulation

«  All types of attempted transactions are not futlyered

. Low numbers of STRs outside the banking sector ragie
affects the effective implementation

14. Protection and no «  The Basic Law does not explicitly provide protentiof entities
tipping-off if they acted in a “good faith” and even if theyddiot know
what underlying criminal activity was, and regasdi®f whether

LC illegal activity occurred
. Financial institutions are not covered by the ftigpioff
prohibition
15. Internal controls, _ «  Apart for banks, neither law, nor the practice @iy require
compliance and audit compliance officer to be at the management level

* There is no legal requirement nor practice for hanking
financial institutions to maintain an adequatelgorced and
independent audit function to test compliance VAML/CFT

PC procedures, policies and controls

. Low awareness of the non-banking financial indtiteg on the
roles and responsibilities of the internal auditdiion

. Financial institutions are not fully required totpin place
screening procedures to ensure high standards wimamg

employees
16. DNFBP —R.13-15 & e The same deficiencies in the implementation | of
21 Recommendations 13-15 and 21 in respect of finhncia
NC institutions apply equally to DNFBP
e The effectiveness of the reporting by DNFBP is nul
e The compliance and audit functions of DNFBP areimgiace
17. Sanctions »  The pecuniary sanctions under the Basic Law aralisstiasive

and proportionate to the severity of a situatione Basic Law|
and the sectoral laws provide for different amoaohftfines,
which can create uncertainty on the amount of fithes$ could
be imposed

PC *  The efficiency of the sanctioning regime is quesiinle

*  According to the Law on Banks and Banking , théndiawal of
a bank license is limited to cases when banks isaffégnificant
loss of assets or income

e The sanctions are not broad and proportionateaaséverity of
the violation and the efficiency of the sanctianiregime is
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questionable

e There is no evidence for appropriate sanctioningjnte and
practice over the foreign exchange offices and ewdnansfer|
providers.

18. Shell banks

LC

Financial institutions are not clearly required datisfy themselves
that respondent financial institution in a foreigountry is not
permitting its accounts to be used by shell banks

19. Other forms of] C

reporting

20. Other DNFBP and
secure transaction
techniques

LC

*  AML/CFT obligations extended to other non finandiakinesses
without undertaking a risk assessment

21.Special attention for

higher risk countries

NC

e There is no clear requirement for financial ingiitns to give
special attention to all business relationship #mhsactiong
with persons from or in countries which do not msuifficiently
apply FATF recommendations

e There is no explicit requirement that the exaniimat of the
background and purpose of the financial transasti@nith
countries that do not or insufficiently apply FATF
recommendations should be extended as far as possib

. No enhanced mechanisms in place to apply full $etoanter
measures

22.Foreign branches and
subsidiaries

PC

e Apart from the special situation for banks, the®e no
requirement for the other financial institutionsptay particular
attention to their subsidiaries and branches imt@s which do
not or insufficiently apply the FATF Recommendation

. No requirement to ensure implementation of the drigh
AML/CFT standard by their foreign subsidiaries dmrdnches
to the extent that local laws and regulations permi

23.Regulation,
supervision and
monitoring

PC

e The SCFSMR does not conduct on-site AML/CFT supséoai
of the Ukrposta

e The legal provisions for non-banking financial ihgtons
(excluding to some extent asset management cong)atoenot
provide for an explicit barrier of criminals, orefh beneficial
owner, from holding a significant or controllingtémest

e The fit and proper criteria for for persons havangignificant or
controlling interest in the non-banking financialstitutions
(except to a certain degree the securities firmsl) their senior
managers are very limited

e The risk-based approach to AML/CFT supervision ist |n
implemented by all supervisors. NBU is the only exujsory
authorities that has necessary supervisory techsitpi conduc
risk-based AML/CFT  supervision, but its practical
implementation is constrained with the legal reguent for
annual AML/CFT on-site inspections

. SCSSM and SCFSMR do not implement a risk based|and
consolidated supervision .

e There is no adequate AML/CFT framework for AML/CFT
supervision over foreign exchange offices and payragstems

24.DNFBP - Regulation,
supervision and
monitoring

NC

e« The Ministry of Finance does not have adequate mwe
perform AML/CFT supervision and to monitor and d#nt
over gambling institutions
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Recommendation 17 not implemented in relation tbeot
categories of DNFBP

The licensing regime of gambling institutions satgisk for
different implementation and misuse

The criteria for preventing criminals or their asistes from
holding or being a beneficial owner or holding anagement
function, or being an operator of a casino areffitsent

Besides the recent positive trends related witletsams imposed
to the gambling institutions by the SCFM, the gaher
sanctioning practice and effectiveness of gamhhisitutions is
insufficient

Recommendation 24 not implemented in respect ofergth
categories of DNFBP

The resources of the Ministry of Finance to perfdkML/CFT
supervision is rather insufficient, as well as tle@mpetence

25.Guidelines and
Feedback

LC

SCFM does not provide case by case feedback tgembéntities
regarding the case referrals transmitted to laworesfment
agencies

The ML/FT guidance provided by SCFSMR and SCSSNhéo
specific sectors that they supervise could notrdgarded as
sufficient

Guidelines for all DNFBPs on issues other than saation
reporting need to be further developed

Institutional and other
measures

26.The FIU

27. Law enforcement
authorities

PC

There are concerns with the practical implementat the
procedures for ML/TF investigations and regardiigks of
duplication of efforts which impact on the propevestigation
of ML/TF

Corruption remains an issue of concern

Statistics show a decline in the number of crimicakes
initiated and in the number of criminal cases sutadito the
court, which casts doubts on the effectiveness aiv
enforcement authorities’ action.

28. Powers of competen
authorities

LC

There remained concerns as regards the obtainingeogssary
information for use in ML/FT investigations

29. Supervisors

PC

AML/CFT supervisory practices (except NBU’s praejicloes
not clearly extend to sample testing

There are no explicit provisions that specify tloepe of the
AML/CFT supervision and enforcement powers overeifgm
exchange offices

Apart from the specific situation of banks, the caming
regime does not include the possibility for pernmngmoval
from office of directors and senior managers

Maximum fines against financial institutions are tow

30. Resources, integrity
and training

PC

Limited information which does not enable to assebether
the SCS is provided with adequate financial, hunzam
technical resources

Insufficient resources within the Ministry of Justito number o
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staff to deal with MLA and extradition

Supervisory authorities are not adequately stadfedi as regard
the SCFSRM, its independence is questionable ak aselts
ability to attract and sustain competent staff

Serious doubts regarding the Ministry of Financafslity to
perform AML/CFT supervision of casinos, given itsace
resources

Lack of data on resources used to set up and nraithe
AML/CFT system on the policy level

Further training for staff of competent authostfer combating
ML and TF appears necessary

31. National co-operatio

LC

Existing mechanisms in place point in the rightediion,
however further feedback and accountability is nexgly as well
as greater co-ordination and co-operation, pagityl at
operational level and between supervisory autleariti

32. Statistics

PC

Collective review of the performance of the syst@sna whole
and strategic co-ordination needs developing;

No comprehensive statistics maintained by competethtorities
on an annual basis on:

the number of cases and the amounts of properiefig
seized and confiscated relating to ML, TF and arah
proceeds;

reports files on domestic or foreign currency teami®ns
above a certain threshold, cross border transjmmtabf
currency and bearer negotiable instruments

all MLA and extradition requests (including requeestlating
to freezing, seizing and confiscation that are madeceived
relating to ML, predicate offences and FT, inclufithe
nature of the request, whether it was granted fusee and
the time required to respond

on formal requests of assistance received or maldényg to

or including AML/CFT, and information on whethereth

requests were granted or refused by supervisors

33. Legal persons —
beneficial owners

PC

The existing system does not enable to achieve uatieq

transparency concerning beneficial ownership andtrab of
legal persons

Relative ease with which fictitious companies carebtablished
hinders the authorities AML/CFT efforts

There are concerns on the timely access to adecaatarate
and current information contained in the USR

34. Legal arrangements
beneficial owners

N/A

International Co-
operation

35. Conventions

PC

Implementation of the Vienna and Palermo Conventios

Certain elements of criminalisation of ML offenes, well as
application of confiscation and provisional measuappear
to be deficient

as regards specifically implementation of Palen

mo

Convention, liability of legal persons is deficient
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Criminalisation of TF does not cover the elemeptdarth by
article 2 of the Convention

Liability of legal persons is not in line with aifé 5 of the
Convention

36. Mutual legal
assistance (MLA)

PC

Detailed procedures on the legal framework for fsiown of
various types of MLA, inclusive of timeframes fasponses of
MLA requests are missing

Feedback from other countries indicates low qualftynaterials
received

Effectiveness concerns

37. Dual criminality

LC

Rendering MLA in the absence of dual criminality,garticular
for less intrusive and non compulsory measurestipossible.

There are certain legal impediments in renderingaéition
related assistance.

Gaps in the incrimination of ML/TF offences and gicate
offences impact in this context

38. MLA on confiscation
and freezing

LC

Loopholes and inconsistencies in identifying, fiegz seizing
and confiscating relevant property, as reflectecgentions 2.3
and 2.4 effect the ability of executing such acifer MLA.

39. Extradition

LC

There are certain legal impediments in renderingaéition
related assistance.

Current limitations in relation to the criminaligat of ML
impact on Ukraine’s ability to extradite personsgiat for ML

The effectiveness of the extradition system coudd e fully
assessed

40. Other forms of
co-operation

LC

Gaps in the legal framework to enable exchangeasfofmation
spontaneously

Nine Special
Recommendations

SR.I Implement UN
instruments

NC

There are a number of gaps in the implementatiothefTF
Convention and of the

UNSCRs 1267, 1373 and successor resolutions

SR.II Criminalise terrorist
financing

PC

Elements of the financing of terrorism are crimised solely on
the basis of aiding and abetting, attempt or caaspithus, FT|
is not criminalised in line with SR Il requiremengas an
autonomous offence

A number of requirements do not appear or are @alstly
covered (i.e. application to any funds as definedthie TF
Convention; 11.1(c)ii; 1.2, 1.3, R. 2 criteria 2~ 2.5).

SR.II Freeze ang
confiscate
terrorist assets

PC

Authorised state agencies (the SCFM or other) dohawve a
power to execute initial suspension (freezing) ofarficial
transactions.

It is not explicit that suspension (freezing) exte to funds
owned or controlled by persons who commit, or afterno
commit terrorist acts or participate in or faciéa the
commission of terrorist acts, where no nationalrtdacision or
appropriate foreign decision are existent.

Prompt determination and suspension (freezing) esfotist
funds on the basis of appropriate foreign requestived by
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the SCFM or other competent authorities (besidesSécurity
Service) are not available.

Suspension (freezing) of funds or other assetscoanected
with financial transactions is not possible.

There are no detailed publicly-known proceduresdeilisting
requests and for unfreezing the funds of delistedsqns or
entities in a timely manner, including in the caseersons of
entities inadvertently affected by a freezing medta

Ukraine had not established procedures for autihgrisccess tg
funds for basic expenses.

Confiscation of terrorist related funds is not polesin the
course of criminal proceedings on terrorist relaiffdnces.

SR.IV
transaction

Suspicious
reportin

PC

Shortcoming in the criminalisation of terrorist dimcing limits
the reporting obligation

No STR requirement in law or regulation
attempted transactions

The practice illustrates a lack of understandingTéf STR
obligation and overall lack of effectiveness of flystem

Deficiencies related to R. 40 impact have a negatifect on
the rating of this Recommendation.

for alpég of

SR.V
co-operation

Internationa

PC

The deficiencies related to R. 36-38 - 39 have gatiee effect
on the rating of this Recommendation.

Reservations about the possibility of extradition dll offences
related to terrorist financing

SR.VI AML requirements
for moneyl/value
transfer services

PC

There is no requirement on the MVT service opesafathether
they are registered to transfer national or foreigmrency) to
maintain a current list of agents which they use.

Implementation of Recommendations 5, 6, 7, 9, B),15, and
22 in the MVT sector suffers from the same deficiea as thosg
that apply to banks and which are described earlisection 3
of this report.

R.17 — Statistics on the number of sanctions impaseMVTs
were not provided to the evaluation team and thios
effectiveness could not be assessed.

SR.VII Wire transfer rules

PC

The requirements in Order No. 211 for Ukrposhtandd meet
the FATF requirements.

There is no explicit requirement on financial ingibns to adopt
effective risk-based procedures for identifying &addling wire
transfers that are not accompanied by completeinaitioy
information.

The competent authorities do not have the necegsamgrs or
measures in place to effectively monitor non-bamarfcial
institutions and Ukrposhta with the requirements NBU
Resolution No. 348.

The competent authorities do not have the neceg
mechanisms to impose sanctions for specific besacim
relation to NBU Resolution No. 348

SR.VIII
organisations

Non-profit

PC

No reviews undertaken of the domestic NPO sectoespect of
its misuse for terrorist financing

Lack of outreach to the NPO sector

sary
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Deficiency of measures to promote effective supémi or
monitoring of NPOs and it is unclear whether erigtiules have
been adequately enforced

No explicit legal requirement is established stpinlg the NPOS
to maintain the identity of person(s) who own, cohor direct
NPOs activities.

There is no explicit legal requirement for NPOs ntaintain
records for a period of at least 5 years and maledladle to
appropriate authorities, records of domestic arnérimational
transactions

SR.IX Cross Borde
declaration and disclosure

r

PC

NBU resolution and related explanatory form of 8@S do not
appear to cover all bearer negotiable instruments

No powers to stop or restrain declared cash orebesagotiable
instruments in case of a suspicion of ML/FT.

The administrative fines available for false or swtatlarations
are not dissuasive and not effective.

Shortcomings identified in R. 3 and SR.Ill also lgpm this
context.

Information and documents regarding various issmes not
provided in order to properly understand the fuomitig of the
system (e.g. full scope of information available the FIU,
adequacy of the coordination among relevant autbsyiand
assess the effectiveness of the system

Doubts about the human and financial resourceReo5CS and
relevant training.
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Table 2: Recommended Action Plan to improve the AMICFT system

AML/CFT System

Recommended Action (listed in order of priority)

1. General

No text required

2. Legal System and
Related Institutional
Measures

2.1 Criminalisation of
Money Laundering (R.1 &
2)

e Amend article 209 of the CC to include explicitliyet actions of
conversion or transfer of property in the physiaiments of the ML
offence.

. Ensure that the scope of property encompassess adsetvery kind,
including intangible assets and legal documentsinstruments
evidencing title to, or interest in such assets.

. Criminalise market manipulation and insider tradamg ensure th3
the range of offences set out in the CC which aedipate offences t
ML include all required categories of offences iih the relevant
forms.

. Review the current threshold for predicate offertcelsring it in line
with the requirements under FATF Recommendation 1.

. Place additional focus on autonomous investigatéind prosecution
of money laundering offences, which should ental ability to issue
a ML conviction without prior or simultaneous coction for a
predicate offence proving that the property is pheceeds of crime,
In this context, authorities should address thaessf the evidenc
required to establish the predicate criminalityaitonomous money
laundering cases by testing the extent to whiclererfces of
underlying predicate criminality can be made by rtoufrom
objective facts, with a view to obtaining authdrita court rulings.
The examiners advise that, as in some other jatisds, it may be
helpful to put beyond doubt in legislation thatameiction for money
laundering can be achieved in the absence of aildinding of guilt
for the underlying predicate criminality. Furtheridance and perhaps
consideration of further legislative provision tarify some of these
issues will be necessary.

. Review the current approach concerning criminabiliiz of legal
persons, and consider the possibility of amenttiegCriminal Code
to make legal persons criminally liable, in partizufor money
laundering offences.

. Review the legal framework in place and measudentao far so a
to ensure that legal persons are subject to effgqgtiroportionate an
dissuasive criminal, civil or administrative sanat for ML.

. Improve and implement adequate training programmesrder to
enhance the capacity of prosecutors to investigateprosecute ML
cases and of judges to effectively apply articl® 2@ particular on
the types and levels of evidence which the courighimconsider
acceptable to prove the physical and mental elesvrthe offence.

U=
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2.2 Criminalisation of
Terrorist Financing (SR.II)

e To ensure that the definition of terrorism fullyveos all the terrorist
acts set out in article 2(1) of the Terrorist Ficiag Convention;

. Amend the Criminal Code and introduce an autonomeusrist
financing offence fully in line with the requirenmsnset out in the
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article 2 of the Terrorist Financing Convention amdth the
characteristics set out in Special Recommendatjon |

Ensure that the terrorist financing offences aedjmate offences fo
money laundering;

Ensure that the TF offences would apply, regardédésshether the
person alleged to have committed the offence(sjnigthe same
country or in a different country from the one ihieh the terrorist/
terrorist organisation is located or the terroast(s) occurred/wil
occur;

Provide that the law would permit the intention&neent of the
offence of TF to be inferred from objective factamtumstances;

Review the current approach concerning criminabiliiz of legal
persons, and consider the possibility of amenttiegCriminal Code
to make legal persons criminally liable for TF, atherwise subjec
legal persons to civil or administrative liabilfigr TF;

Take measures as necessary to ensure that crintnal, or
administrative sanctions for TF applicable to nattand legal person
are effective, proportionate and dissuasive.

n

2.3 Confiscation, freezing
and seizing of proceeds of
crime (R.3)

The Ukrainian authorities should ensure that:

the legal framework explicitly provides for confidion of
instrumentalities, confiscation of property of @sponding value, &
well as confiscation of income, profits or otheméfits from the
proceeds of crime, in the context of a ML offence;

all the predicate offences to money laundering ipi@¥or possibility
of confiscation of an offender’s property, in livdth the FATF
requirements;

confiscation for the property used in or intended dse in terroris
financing cases is provided for;

comprehensive statistics are kept on an annuas basihe number o
cases and the amounts of property frozen, seizedcanfiscated
relating to ML, FT and criminal proceeds.

n
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2.4 Freezing of funds used
for terrorist financing
(SR.1NN)

The Basic Law Law should envisage the power forcetieg initial
suspension (freezing) of financial transactions ooty for the
designated financial and non-financial entitied, dso for authorizeg
state agencies (the SCFM or other).

Ukraine should prescribe in an evident manner thagpensior]
(freezing) of terrorist funds extends to the caségre no nationa
court decision or appropriate foreign decision exéstent, but the
funds are disclosed to be owned or controlled bys@e who
commit, or attempt to commit terrorist acts or gasate in or
facilitate the commission of terrorist acts.

Freezing mechanisms of other jurisdictions are ta#en through
the Security Service of Ukraine, which providestihe SCFM the
submitted court decisions and other decision oéifpr competen
authorities. It is recommended to enable promperd@hation and
suspension (freezing) of terrorist funds also om thasis of
appropriate foreign requests, received by the SCBM other
competent authorities.

The AML/CFT legal framework of Ukraine should eralslispensior
(freezing) of funds or other assets not connectdith financial
transactions.

t

Ukraine should review and complete the existingcedures for
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considering de-listing requests, develop procedimesanfreezing the
funds or other assets of delisted persons or esiiti a timely manne
and take necessary measures to ensure that suchdpres are
effective and publicly known.

Ukraine should establish procedure for authorigiogess to funds d
other assets that were frozen and that have beenndeed to be
necessary for basic expenses, the payment of rcdgpés of fees
expenses and service charges or for extraordingsnses.

It is recommended to review existing provisions émable
confiscation of terrorist related funds in the amurof criminal
proceedings on terrorist related offences (spetifi@der Articles
258, 258.1-258.4 of the CC).

=
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2.5 The Financial
Intelligence Unit and its
functions (R.26)

The SCFM meets Recommendation 26. The evaluatiam
nevertheless recommends that the SCFM should centireir efforts
in increasing the quality of case referrals suleditto all law
enforcement authorities, with special attention ttee issue of
timeliness of such referrals, and in reviewing ttiesemination
process to ensure that case referrals are subntittéte appropriate
law enforcement agency.

te

2.6 Law enforcement,
prosecution and other
competent authorities (R.21
& 28)

Ukraine should review the current situation in ligat of the specific
concerns raised by the law enforcement agenciesluae the
existing practical implementation problems relatedhe procedure
applicable to ML/TF investigations and take necgssaeasures ir
order to address these concerns and prevent rfségpdication of
efforts.

The procedures for obtaining documents and infdomab be used
in investigations should be carefully examined amatlified.

Also, relevant training should be provided to therspnnel of
authorities in the regions which will enable them dbtain this
information more easily.

Despite existing policy efforts to eliminate cortiop, it is
recommended to pursue current efforts in this syemsure that the
do not impede law enforcement authorities’ action.

Furthermore, given that the evaluation team wasimat position to
review the relevant framework covering requiremarftprofessiona
standards and ethics of conduct, the authoritiesecommended f
review the current situation and take all necessagsures to ensu
that staff of law enforcement authorities are regpgliito maintain high
professional and ethic standards.

The authorities should also pursue training effoatsd provide
guidance so as to increase the level of expertiseMb/TF and
financial crimes more generally.

The law enforcement and judicial authorities’ cotepeies in
AML/CFT should definitely be strengthened, partaly in the
regions, in particular through training developedi/ar continued
placing an emphasis on the systematic recourse irtandial
investigations, the use of existing tools and itigasive techniques|
analysis and use of computer techniques, and byiding relevant
guidance.

14
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2.7 Cross Border
Declaration & Disclosure
(SR.IX)

Ukraine should should make the necessary amendrirentsler that
the resolution of the NBU and the explanatory fagmovided with the
declaration form of the SCS also refer to all beamegotiable
instruments and not only to traveller’'s cheques.
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The SCS should have the authority to restrain aoyreor beare
negotiable instruments when there is a suspicidvilobr FT.

The authorities should review the current and enghat it covers
fully either all suspicious cross-border transpiota incidents ofr
enables the FIU to have direct information on déclarations mad
according to the declaration system. Informationtamed in custom
declarations is not retained by the SCS. A syssdmuld be
developed for storing this information.

The administrative penalties for false or non detians should bé

raised considerably.

The authorities are recommended to undertake aweof the human
and financial capacities of the SCS to ensure ithedin adequately
take necessary measures to detect and prevent droster
movements of currency and bearer negotiable ingmnisn

Furthermore, additional efforts should be made d¢wec through
relevant guidance and training issues relateddescborder cash an
bearer negotiable instruments movements and reldiednethods
involving the movement of cash to and from Ukraimed raise
awareness of customs bodies on ML issues.

Efforts to prevent and sanction corruption withie Customs Servic
should be pursued.

D

3. Preventive Measures —
Financial Institutions

3.1 Risk of money
laundering or terrorist
financing

3.2 Customer due diligencs
including enhanced or
reduced measures (R.5 to

Recommendation 5

All types of financial institutions as defined imetFATF Glossary ar
covered by AML/CFT obligations through a combinatif the Basic
Law, the Law on Financial Services and State Reéigulaf Financial
Markets and the Law of Ukraine on Securities andciStMarket.
However, Ukraine would benefit from setting out alg the
definitions in the Basic Law to ensure there is ansistency in
terminology.

Ukraine has a number of legislative and regulat@guirements
setting out AML/CFT obligations, many of which digalte each
other and can lead to some inconsistencies in eéfjginements o
financial institutions. Some of the financial ihsions interviewed
by the evaluation team felt that it would we helgfithe authorities
consolidated the requirements into fewer documertich would
help simplify things for them.

Given that many of the FATF standards are interideabply equally,
to all institutions, Ukraine is encouraged to ratilise its legislative
and ‘“other enforceable means” requirements to remdke
duplication. In particular, Ukraine should consideringing the
asterisk FATF criteria within the Basic Law.

In relation to Recommendation 5, Ukraine shoulduemghat the

following requirements are clearly covered by lawegulation:
- Banks should be required to undertake CDD w|
carrying out occasional transactions above theicgigé

11°
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designated threshold (ie. should not be limitedcash
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transactions only)

- Identify customers carrying out occasional trarieast
that are wire transfers

- Banks should be required to undertake due diligevin

there is suspicion of money laundering or terrarist

financing, regardless of any thresholds

- Undertake CDD when there are doubts about the itgrac
or adequacy of previously obtained customer

identification data. In particular the current regments

could be strengthened by making the requirementmor

explicit, ensure it refers to undertaking CDD amyears
the full scope of CDD
- The definition of beneficial ownership should eoall

elements of the FATF Glossary i.e. natural pergons

requiring financial institutions to determine whee ahe

natural persons that ultimately own or control the

customer

- conduct ongoing due diligence on the business

relationship applicable to all financial institutis

In addition, the following should be set out in |awgulation or other

enforceable means:

- Securities institutions should be required to idgrthe
beneficial owner and understand the ownership
control structure of the customer in all situaticaml not
just high risk situations

- Securities institutions should be required to ob

and

ai

information on the purpose and nature of the bugsine

relationship in all situations.

- For non-bank financial institutions there should &e¢
requirement that ongoing due diligence should elu

scrutiny of transactions undertaken throughoutcingrse
of that relationship to ensure that the transastibaing
conducted are consistent with the institution’s wiezlge
of the customer, their business and risk profife] ehere
necessary, the source of funds.

- Requirement to perform enhanced due diligence
higher risk categories of customers, businessioekstips
or transactions.

- Requirement to apply CDD to existing customers Wwhi

applies to non bank financial institutions.

Ukraine has some recognition of the risk-based agagir within the
various requirements. However, Ukraine should ictanghe explicit
recognition of the risk-based approach within thev land other

enforceable means. This would help Ukraine to nma&ee use of the

some of the requirements in the FATF standards hwlkie not
currently implemented in Ukraine including simpii and enhance
due diligence.

The Ukrainian authorities should ensure that fimgnmstitutions
have greater and simpler access to the informdtiom the State
register and the State Tax Administration

The discrepancy regarding SCFM Orders which ardicgiype to
banks but where the NBU is unable to impose sametior any
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breaches should be addressed. Although the NBi$exdithat mos
of the requirements in the SCFM Order are withinUNResolution
189, the authorities should consider to harmoitiiese requirement
in a consolidated manner .

%)

. The Basic Law should include a cross-referencénhéodefinition of
terrorist financing in the Criminal Code of Ukraine

Recommendation 6

* As regards Recommendation 6, the Ukrainian auibsrishould
implement the FATF requirements for PEPs as soqossible. This
should include:

- a clear and explicit definition for PEPs consistanith the FATF
Glossary;

- requirements on financial institutions to put irage appropriate ris
management systems to determine whether a potentsbmer, 4
customer or the beneficial owner is a politicabpesed person;

- a requirement to obtain senior management apprfovatstablishing
business relationships with PEPs. This should mistude where a
customer has been accepted and the customer ofidnewner is
subsequently found to be, or subsequently becorRé&sPa and

- a requirement to take reasonable measures to ishtdbé source of
wealth and the source of funds of customers ancfloéad owners
identified as PEPs

- Arequirement to conduct enhanced ongoing monigooin a busines
relationship with the PEP.

N

4

. In addition, given the concerns the authorities ehaegarding
corruption, Ukraine should consider explicity exdang the
provisions to include domestic PEPs.

Recommendation 7

. Ukraine would benefit by making requirements onregponden
relationships more explicit in NBU Resolution NIB9 rather thar
just relying on the information that is requiredtire questionnaire.
In particular this should include explicit requirents on the
following:

- to gather sufficient information about a respondeni
understand fully the nature of the respondent’snass
and to determine from publicly available informatithe
reputation of the and the quality of supervisiomliding
whether it has been subject to a money laundering o
terrorist financing investigation or regulatoryiant

- to ascertain that the respondent institutions AMETC
systems are adequate and effective; and

- to obtain approval from senior management before
establishing new correspondent relationships.

Recommendation 8

. Ukraine should ensure that there is an explicituiregqnent which
requires financial institutions to have policieslgmmocedures in plac
to address any specific risks associated with mage-fo-face busines
relationships or transactions. This is particylaimportant as
Ukraine’s financial sector grows and channels sasmon-face-to

on D
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face business are begun to be used more by finansiigutions.

3.3 Third parties and
introduced business (R.9)

Recommendation 9 does not appear to apply to thaitl&n system.
Considering nevertheless that the law does notatiplprohibit the
use of third parties, it is recommended that thevemnt legislation be
amended to provide clearly that financial instd@as are not
permitted to rely on third party verification ofeidtity or introduction
of business.

3.4 Financial institution
secrecy or confidentiality
(R.4)

Ukraine should review the current limitations whighpear to inhibit
the ability of law enforcement to access informatio a timely
manner from some of the sectors and take necesseagures tq
address the lack of knowledge of relevant procedaplicable in
this area.

The Ukrainian authorities should streamline and péifyn existing
procedures and provide relevant training to law os@ment
authorities so that they fully understand the resqaents and how t
comply with them in order to obtain court orderhisTshould include
training on the procedures available to law enforest.

3.5 Record keeping and
wire transfer rules (R.10 &
SR.VII)

Recommendation 10

Special Recommendation VII

As regards Recommendation 10, Ukraine would behgfitetting out
the requirementsn record keeping more clearly in law or regulati
These include:
- Ensure record keeping requirements refers to
necessary records on transactions” and not
documents.

- Requiring non-bank financial institutions to mainta

records of identification data for at least fiveaye
following the termination of the account or busi
relationship.

all
just
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- transaction records should be sufficient to pefmit

reconstruction of individual transactions so aprovide,
if necessary, evidence for prosecution of crimi
activities.

Ukraine should implement the detailed criteria iesph by FATF
Special Recommendation VII:
- Apply the exemptions that exist
- Ensure the requirements in Order No. 211 are cemsi
with those under NBU Resolution No. 348 and FATE
VII;
- Requirement to adopt effective risk-based procedioe
identifying and handling wire transfers that aret
accompanied by complete originator information.

The Ukrainian authorities should as a matter okenoy effectively
supervise non-banking financial institutions and rpdishta ‘s
compliance with the rules and regulations relatm§R.VII.

Ukraine should introduce mechanisms for the enfosd of specific
breaches for non-banking financial institutions andkrposhta by
competent authorities and ensure that sanctions aalequate
proportionate and effective for specific breachesdar NBU
Resolution no. 348.

Ukraine should put in places measures to ensutteUkposhta is|

nal
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effectively monitored for AML/CFT purposes.
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3.6 Monitoring of
transactions and
relationships (R.11 & 21)

Ukraine’s legislation should explicitly requireindéncial institutions
to examine the background and purpose of all theswad financial
transactions

Authorities should compel more efforts to ensurat thon-banking
financial institutions are aware of existing reguients and that the
is a consistent implementation of the prescribedps of datg
included in the register of financial transactiaudbject of financia
monitoring for the different sectors.

The financial institutions should be explicitly téced to give specia
attention to business relationship and transactiatts persons from
or in countries which do not or insufficiently applFATF
recommendations.

The Ukrainian authorities should amend laws andulegipns to
provide for a clear obligation for examining, as & possible, th
purpose and background of financial transactiorth wersons from
or in countries that do not implement or insuffidlg implement
FATF recommendations, if they have no apparent@oonor visible
lawful purpose.

Authorities should make sure that there is an gppate legal basis

which enables to apply appropriate counter meastoeall financial
institutions and in all cases where transactionsiresses or othe
relationships involve countries that continue nat apply or
insufficiently apply the FATF Recommendations.

11°
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3.7 Suspicious transaction
reports and other reporting
(R.13-14, 19, 25 & SR.IV)

Recommendation 13

Special Recommendation IV

Authorities should consider the possibility for ing the relevan
provisions and make them more suspicious basednaodnformity
with the nature and complexity of different typd®bliged entities.
Ukraine should criminalise insider trading and nedrfanipulation
so as to enable Fls to report STRs based on th@ceus that a
transaction might involve funds generated by ttguired range o
criminal offences.

The law or regulation should provide for a defwitiof the financing
of terrorism, as well as for suspicious indicatans relation to
financing of terrorism.

Although the Basic Law provides for coverage oftaier forms of
attempted transactions, there needs to be an ietiel requiremen
that will require reporting of all types of atteragttransactions, ng
just the one that have been refused by the obbgétles.

Authorities should reconsider harmonising the @gstregulatory
framework to ensure uniform implementation of thparting regime
especially regarding the period for submitting mpto the SCFM.
The predominance of STRs from compulsory finanamnitoring
indicates a lack of risk-based approach to momigpaind reporting o
suspicious transactions to the SCFM and raises etnacas tg
effective implementation. The system could bengbim a higher,
awareness of the AML/CFT regime outside the bankigjor, which
could be raised through an enhanced training proigie.

—

f

In the light of the information received during tisit, it appears th

Ukraine should provide more guidance to reportingfifutions on
how to detect suspicious transactions related torism in order t

enhance the effectiveness of the system for filIRgGSTRs.

The comments expressed for Recommendation 13.34; 4R als

applicable for SR IV. There needs to be an explégal requiremen
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Recommendation 14

Recommendation 25

that attempted transactions are subject of STRs.

Authorities should reconsider the wording of Arid@ of the Basic
Law, so that it provides for a “good faith” prerégjte associated with
the reporting requirement as well as protectioarttties, even if they
did not know what underlying criminal activity wamd regardless @
whether illegal activity occurred.

There should be a clear tipping off provisions glation with
financial institutions, not just directors and atle@mployees of the
financial institutions. .

—

%

The SCFM should be required to provide case by &ssdback to
obliged entities on information on the decisionresult if a case is
closed or completed, whether because of a conclpdesecution
because the report was found to relate to a legfiintransaction or
for other reasons, and if the information is adda
SCFM should consider the possibility of making teports submitted
to the supervisory authorities public, with morengeal analysis, for
ex. by type of entities (without stating the narogthe institutions).

SCFSRM and SCSSM should enhance their feedbackitiest
especially with providing the private sector withesb practice
techniques, methods and trends, as well as morepretwnsive
statistics. This could positively influence the aggng behaviour of
the non-banking sector.

3.8 Internal controls
compliance, audit an
foreign branches (R.15 4
22)

3]
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Recommendation 15

Recommendation 22

Clear provision should be made for compliance effiof the non-
banking financial institutions to be designatedhanagement level.

Authorities should alter the existing legislatiaequiring financial
institutions (except for banks) to maintain an adegly resourced
and independent audit function to test compliandt V\ML/CFT

rules. Authorities, especially SCFSRM and SCSSMukh place
more efforts in raising the institutions’ perception the role and the
importance of the internal audit function.
Requirements for financial institutions to put itage screening
procedures to ensure high standards when hirirffy(azart from the
requirements for the compliance officer and certasenior
management positions)) should be implemented, ¢iran explicit
legal requirement, or through the internal actgcedures of the
financial institutions. In practice, only banks kashown to have
internal screening procedures.

D—D

Apart from the special situation for banks, otheaficial institutions
are not required to pay particular attention tartlsebsidiaries and
branches in countries which do not or insufficigrapply the FATF
Recommendations and this should be addressed.

There is no requirement for all financial instiars to ensure
implementation of the higher AML/CFT standard bithforeign
subsidiaries and branches, to the extent that laeal and regulation
permit. Authorities should take appropriate stepalter the languag
of the Basic Law, accordingly.

[

3.9 Shell banks (R.18)

The established safety measures for preventing esponden
relationship with shell banks could benefit fronsgecific provision
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that will explicitly prohibit financial institutios from entering into of

continuing correspondent banking relationship wftell banks.

There should also be an explicit obligation plaaad financial
institutions to satisfy themselves that respondimatncial institution
in a foreign country is not permitting its accoutdse used by she
banks.

3.10 The supervisory and
oversight system -
competent authorities and
SROs. Role, functions,
duties and powers
(including sanctions) (R.23
29,17 & 25)

Recommendation 17

Recommendation 23

Recommendation 25

Recommendation 29

The authorities should review the sanctions withviaw to
establishing effective, proportionate and dissuasianctions to dea
with natural or legal persons which fail to compiith AML/CFT
requirements and that the range of sanctions isadorand
proportionate to the severity of the situation.

The scope of articles 73 and 74 of the Law on Barid Banking
regarding the possibility to impose fines on barfficials and
managers should be harmonised. In addition, this khould be
adequately amended so that the withdrawal of a bemfkse does ng
only cover cases when the violations induced “aii@ant loss of
assets or income”.

There is no evidence for appropriate sanctionimggnme and practice

over the foreign exchange offices and money trarsfeviders. The
authorities should review the situation and takeessary measures
this respect.

The SCFSMR should start conducting AML/CFT on-sit@ervision
of the Ukrposhta and enhance off-site supervision.

Authorities are advised to provide for a clear witiin of the term
“irreproachable business reputation”, that will bpparent to al
banks’ stakeholders.

The legal provisions for non-banking financial nustions (excluding
to some extent asset management companies) daaade for an
explicit barrier of criminals, or their beneficialvner, from holding 3
significant or controlling interest in a securitfasn.

The “fit and proper” criteria for persons havingsa@nificant or
controlling interest in the non-banking financiastitutions (except t
a certain degree the securities firms) and theiiosemanagers ar
very limited.

Supervisory procedures of the SCSSM and the SCFSkéuld
cover risk-based analysis and supervision on cafetet basis
Regardless of the possible low risk associated \ligh foreign
exchange offices, there has to be an adequate AMILACamework
in place that will enable AML/CFT supervision anésources
allocated for this purpose.

The SCSSM is encouraged to continue its action diatelecreasin
the number of fictitious companies.

The SCFSMR and SCSSM should develop further guelamcover
more adequately the various sectors superviselddy.t

Apart from the NBU, the extent to which sampleitests included as

part of the on-site supervisory actions of SCFSM& the SCSSM i$

not clear. The supervisory authorities should emstimat sample
testing is included as part of their on-site sujseny action.

al
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There are no explicit provisions that specify theope of the
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Recommendation 30

AML/CFT supervision and the power of enforcement fofeign
exchange offices.

All sectoral laws, apart from the specific situatifor banks, do no
enable removal of directors and senior manageis @sult of non-
compliance with legislation. This issue should bevigited as
recommended in the report.

According to the Law on Banks and Banking, NBU dempose
sanctions if it detects violation of the bankingifation. There is n(
clear reference that the Basic Law is considerqubasof the banking
legislation, which could constrain its efficient plementation. This
issue should be adequately addressed by the aighofh addition,
the authorities are advised to reconsider the piaws of the Law or
Banks and Banking with regard to the possibilitygmove manager
from office.

The sanctioning regime implemented with the exgtdML/CFT
legislation allow for imposing different sanctiordgpending on th
type of non-compliance (with the Basic Law or witthe sectora
laws). Since this situation could create uncenaitite system coul
benefit from clearer provisions in terms of thecimms that shoulg
be imposed.

The number of supervisory staff in all three supsemy authorities
should be increased in order to provide for effitiAML/CFT
supervision over the obliged financial institutions

There are some doubts related with the independandeautonomy
of the SCFSMR. In addition, this supervisory bodperience a high
turnover of its staff, which adversely affects pp®ssibility for
attracting and sustaining competent staff. Theaittbs should take
necessary measures to address these concerns.

According to the Law on Civil servants the trainstgould be made &
least once per every 5 years. This period seem$otapand should
be adequately altered.

SCSSM and SCFSMR should continue their effortgpfowviding its
supervisors with adequate AML/ CFT trainings.

1%
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3.11 Money value transfer
services (SR.VI)

MVT service operators (whether they are registetedtransfer
national or foreign currency) should be requiredntmntain a curren
list of agents which they use

In relation to MVT services, Ukraine should implerheequirements
in relation Recommendations 5, 6, 7, 9, 10, 13, &% 22, ag
discussed earlier in section 3 of this report.

t

4. Preventive Measures
— Non-Financial
Businesses and Profession

4.1 Customer due diligence
and record-keeping (R.12)

Ukraine should review as soon as possible the AMII/@egime to
ensure that all DNFBPs are adequately brought utthge AML/CFT
regime and that these measures are effectivelyeimgrhted.

Ukraine should impose specific customer identifaatand record
keeping requirements consistent with Recommendatioand 10 tg
real estate agents, dealers in previous metalsstores, lawyers
notaries, other independent legal professionalsnpamy service
providers and accountants as soon as possible.

Therefore, Ukraine should review the existing framek in respect
of casinos to cover all of the relevant criteria amroduce measure
to remedy this situation as soon as possible.

Specific AML/CFT requirements relating to Recommatiwhs 6, 8, 9
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and 11 should be extended to all DNFBP sectors.
Ukraine should also take steps to examine waysooérisure the
effectiveness of compliance with these AML/CFT riegments in
these sectors.

4.2 Suspicious transaction
reporting (R.16)

The scope of the Basic law needs to be enhancea $0 bring all
types of DNFBP under the STR regime. In the contekt
Recommendation 13, the reporting of DNFBP shoul@dxitionally
altered by elevating the existing constrain of @ei8 of the Basig
Law, which relates the suspicious reporting onlyhwéxecution of
financial transactions.

More outreach to this sector is necessary, pasilyuby providing
training and guidance.

Apart from the requirement to implement interndesufor financial
monitoring, the other requirements of Recommendalfié are not

applied by the DNFBP. Ukraine should adopt theeesary measurgs

to implement Recommendation 15 in relation to DNFBP
DNFBPs should be required to give special attentiorbusiness
relationships or transactions with persons frommtdes which do no
or insufficiently apply the FATF Recommendations.

4.3 Regulation, supervision
and monitoring (R.24-25)

The existing licensing regime of gambling instituis seems to dra
a number of inconsistencies, which sets a risk @ifferent
implementation, misuse and unequal treatment ofrtbmbers of this

market. These inconsistencies should be eliminatedall necessary

criteria regarding the owners and managers of gamlihstitutions
should be introduced.

Ukraine is urged to review the current regulatong asupervisory
regime applicable to gambling institutions and tddgislative and
other measures as relevant in order to ensurecisitos are subjec
to and effectively implementing the AML/CFT meassinequired
under the FATF recommendations.

Despite the positive trend in the last 2 years,suectioning regime
over gambling institutions cannot be regarded apgtionate ang
dissuasive. This situation should be addressedughrorelevant
changes to the legal framework.

Ukraine should also develop plans to deal effitjewnith unlicensed
gambling. It should also take measures to pregdntinals or their,
associates from holding or being the beneficial @waf a significant
or controlling interest, holding a management fimrcin or being arn
operator of a casino.

As regards the other categories of DNFBP, once rédevant
AML/CFT requirements are introduced, Ukraine shoailsb ensure
that DNFBP are subject to effective systems for itooing and
ensuring compliance with AML/CFT requirements imeli with
Recommendation 24.

There is a need for the competent authorities tasider taking
additional measures to assist DNFBPs to implemeait @@mply with
their respective AML/CFT requirements, such as tsieg sector
specific guidance explaining and supplementing gh@gjuirements
(on issues other than transaction reporting) antfinguresources
towards communication and outreach with DNFBPorder to

eliminate the existing low level of awareness a$ tector regarding

AML/CFT issues and provide guidance related to #pecific
professions’ needs and circumstances.

The resources of the Ministry of Finance shouldéxéewed in order
to enable it to cope with its now competenciesemms of AML/CFT

supervision over gambling institutions, and meassteuld be made
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to ensure that the staff undertaking such supervisire adequatel
trained.

4.4 Other non-financial
businesses and profession
(R.20)

o7

Ukrainian authorities should consider undertakimiglaassessment
to review the current non financial businessespntessions which
are subject to AML/CFT obligations.

5. Legal Persons and
Arrangements & Non-
Profit Organisations

5.1 Legal Persons — Acces
to beneficial ownership and
control information (R.33)

Ukraine should make the necessary legislative abearig set up
system which ensures adequate transparency of leg@ons
concerning their beneficial ownership and contridhex through
registration procedures or other means. Competéhbsdties should
be able to obtain or have timely access to sudtrimdtion.

Ukraine should strengthen preventative measuresid@rring from
the practice of setting up fictitious companies.

The authorities should also consider measuresdititdée access t(
the data contained in the USR, in particular topheate sector.

1574

5.2 Legal Arrangements —
Access to beneficial
ownership and control
information (R.34)

No recommendations

5.3 Non-profit organisation
(SR.VIII)

Considering the concerns expressed by certain atitisoabout the
risks for misuse of such entities, the evaluatoge uhe authorities t
undertake a comprehensive review of the systemrmaimi reviewing
the adequacy of the legal framework, identifyihg tctivities, size
and other relevant features of the sector and sisgepossible
vulnerabilities related to its misuse for terrofisincing.
An extensive and proactive outreach to the NPOosestould be
carried out for the purpose of protecting the sefitum the terrorist
financing abuse.
Legal requirements should also be introduced tarrenthat NPOS
maintain information on the identity of person(g)arown, control of
direct NPOs activities, including senior officebmard members an
trustees and that such information, as well as olatte purpose an
objectives of the NPOs activities should be publalailable.

The authorities should also consider reviewing ¢ffectiveness o
measures in place to sanction violations of ovétsigeasures o
rules.

The Ukrainian authorities should ensure that thame legal
requirements in place for NPOs to maintain for Bqueof at least 5
years records of domestic and international tramsss that are
sufficiently detailed to verify that funds have hespend in 3
consistent manner with the purpose and objectif/éiseoorganisatior
and to make them available to appropriate autlestiti

o o

6. National and
International Co-
operation

6.1 National co-operation
and coordination (R.31)

These efforts should be pursued and current mesinanshould be

further enhanced by considering the following imgnments:

developing further the strategic and collective ieav of the
performance of the AML/CFT system as a whole andviding
explicitly for a mechanism which is responsible folowing up the

D

implementation of the annual action plan;
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considering that the IWG appeatrs to be a high-lpeéty mechanism
it would assist to put in place a mid-managemepeexevel working

group which could meet on a regular basis so afisimuss more int

depth specific policy issues before they are takenand agreed upg
at a higher level by the IWG;

ensuring that the IWG meetings enhances its fesditmporting
mechanism which would enable that there is a redoliow up at
following meetings on the issues of concern whielvéhbeen raise
previously by an agency and on the solutions whioke been found &
bilateral/inter-agency level to address these s$su@rder to enhanc
accountability;

More emphasis also needs to be given to consuitatiol feedback t
the financial sector and involving other reportemgities.

=]

1

6.2 The Conventions and
UN Special Resolutions
(R.35 & SR.I)

The same recommendations with regard to certairecaspof
criminalisation of the money laundering offence, \asll as the
application of provisional measures and confiscatidkraine shoulg
also institute criminal liability of legal persoffsee sections 2.1 ar
2.3).

The same recommendations on criminalisation obtistr financing
offence, as well as on further improvement of fiegmechanisms o

terrorist funds are reiterated in this context. ditke should take

measures to fully implement the provisions of UNSCF67, 1373
and successor resolutions (see section 2.4 ofdghist).

=
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6.3 Mutual Legal Assistanc
(R.36-38 & SR.V)

Ce

Ukraine should speed up the adoption of the newi@&l Procedurg
Code, as it is understood that it would provide fa@r more
comprehensive framework and elaborate furtherilddtarocedures

for provision of various types of MLA as well adated guidance for

all staff working on these matters. Such procedwsisuld also
stipulate timeframes for responses of MLA requests.

The Ukrainian authorities should enable renderingAMin the
absence of dual criminality, in particular for ldasrusive and nor
compulsory measures.
The legal impediments in rendering extradition texaassistance
except those contradicting fundamental principlédamestic law|
should be eliminated.

Ukraine should amend the loopholes and inconsigendn
identifying, freezing, seizing and confiscatingengdnt property, a
reflected in sections 2.3 and 2.4 for enabling sactions to be use
in provision of MLA.

Ukraine should consider the concerns raised abdiehwstem from
the experience of bilateral co- operation and takg measures, 8
necessary to address these concerns.

The authorities should keep annual statistics dnMiLA and
extradition requests (including requests relatiogreezing, seizing
and confiscation) that are made or received, rejato ML, the
predicate offence and FT, including the naturehefrequest, whethe
it was granted or refused and the time requirag$pond.
Furthermore, the Ukrainian authorities should cabdun assessme
of the staffing levels in authorities responsitde $ending/receiving
MLA and extradition requests as well as the levieWorkload and
take any measures to ensure that they are adegdateled and
staffed in order for them to be able to fully arféeetively perform
their functions.

Also, it is recommended to develop effective tmnagnand guidance

[oNm2)
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for staff handling MLA requests, with a view to fesand raise th
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quality of the execution of MLA requests.

6.4 Extradition (R.39, 37 &
SR.V)

Ukraine should eliminate the legal impediments doiserendering
extradition, except those contradicting fundamergehciples of
domestic law.

Ukraine should address the missing elements oMb&F offences
to ensure that dual criminality requirements do nepresent am
obstacle for extradition in such cases (see alsiioss 2.1 and 2.2).
It is also advised to further develop further guica for practitioners
working at central level and in the regions on prhgal and
evidentiary aspects.

As recommended earlier, the Ukrainian authoritié®utd also
conduct an assessment of the staffing levels inoaities responsible
for sending/receiving extradition requests as veall the level of
workload and take any measures to ensure thatarewdequatel
funded and staffed in order for them to be ablilly and effectively
perform their functions.

Ukraine should also maintain comprehensive stesgisti relation to
ML/TF and predicate offences which should coverdaitails of the
extradition process.

6.5 Other Forms of Co-
operation (R.40 & SR.V)

In order to provide the widest possible range dérimational co-
operation to their foreign counterparts, the Ukiain authorities
should review the current legal framework and malezessary
amendments so that competent authorities are asghoilo exchang
spontaneously information.

11%

7. Other Issues

7.1 Resources and statisti
(R. 30 &32)

See the recommendations relating to the other re@rdations

7.2 Other relevant
AML/CFT measures or
issues

No recommendations

7.3 General framework —
structural issues

No recommendations
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Table 3: Authorities’ Response to the Evaluation {inecessary)

Relevant Section Country Comments
and Paragraphs
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V. COMPLIANCE WITH THE EU AML/CFT DIRECTIVE

Ukraine is not a member country of the Europeanobnand therefore not directly obliged to
implement Directive 2005/60/EC of the European iBarént and of the Council of 26 October 2005
on the prevention of the use of the financial ayster the purpose of money laundering and terrorist
financing (hereinafter: “Directive”) and the Commsien Directive 2006/70/E®f 1 August 2006
laying down implementing measures for Directive 2i80/EC of the European Parliament and of the
Council as regards the definition of ‘politicallyxmosed person’ and the technical criteria for
simplified customer due diligence procedures amdefeemption on grounds of a financial activity
conducted on an occasional or very limited basis.

The following sections describe the major diffeenbetween the Directive and the relevant FATF 40
Recommendations plus 9 Special Recommendationdowkio an analysis of the findings of the
evaluation and conclusions on compliance and éfferotss, recommendations and comments are made as

appropriate.
1. Self Laundering
Directive Self laundering is not explicitly addressed by fbieective but is not
excluded from its scope.
FATFR. 1 Countries may provide that the offence of moneyntmring does no

apply to persons who committed the predicate ofemnehere this ig
required by fundamental principles of their domekiv.

—F

Key elements

Is self laundering provided for in legislation?

Description and Analysis

Self laundering is not explicitly provided for il& money launderin
offence (article 209 of the Criminal Code). Neveidss, The Ukrainia
law enforcement authorities and judges confirmeat self laundering
can be prosecuted in Ukraine.

- O

Conclusion

The Ukrainian legal framework enables to prosesetelaundering.

Recommendations and
Comments

2

Corporate Liability

Art. 39 of the Directive

Member States shall ensure that natural and legralops covered by th
Directive can be held liable for infringements ok tnational provision
adopted pursuant to this Directive.

0]

1°2

FATF R. 2 and 17

Criminal liability for money laundering should ertk to legal persons.
Where that is not possible (i.e. due to fundamepticiples of domesti¢

law), civil or administrative liability should appl

Key elements

The Directive provides no exception for corporaability and extends i
beyond the ML offence even to infringements whiale dased of
national provisions adopted pursuant to the Divecti

Description and Analysis

Natural persons can be held liable for ML and piéesilset out in the
legislation appear to be proportionate and disseasi

According to the Ukrainian legal framework, onlytmal persons can b
held criminally liable, including in the case oébility arising from the
money laundering offence (article 18 of the Crinhi@ade). It seems tha
there is no fundamental principle of domestic lavhich prevents
Ukraine from establishing criminal liability for dgal persons. Civil an
administrative liability of legal persons is set quarticles 49 and 470 d
the Civil Code (deprivation of assets or income cises where a

154
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agreement is against the interest of the state soulety and the
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agreement was voided by a court ruling), articlés-297 of the Code of
Administrative Offences (sanction of specific imigements of the AM
legislation) As described in the mutual evaluation report, pin@visions
setting out the civil and administrative liabilibf legal persons do not enahle
to adequately held legal persons liable for moaemdlering.

As regards liability of natural and legal persons ihfringements of th
national AML/CFT provisions, these are provided for the above
mentioned provisions of the Code of Administrati@éfences, in several
sectoral laws (Law on Banks and Banking, Law onteSRegulation o
Securities Market, Law on Financial Services andteStRegulation o
Financial Services Markegind in article 17 of the Basic Lawer{minal,
administrative, disciplinary and civil liability sing from breaches of the
Basic Law). The latter provides the following:
“The persons guilty of violation of provisions ¢fis Law shall be subject t
criminal, administrative, disciplinary and civibbility pursuant to the law.
They may be deprived of the right to conduct certkinds of activity
pursuant to the laws.

The legal entities that conducted financial tratisas for legalization
(laundering) of the proceeds or financed terrorimay be liquidated by
court ruling.

A fine up to one thousand untaxed minimal incomey be imposed on any
entity of initial financial monitoring for its faire to comply with the
requirements set by this Law. Provided no agreememayment of fine ha
been reached, the decision on imposition of findearial of such impositio
shall be made by court at the request of the amyhtrat regulates th
activity of a subject of initial financial monitery and issues licenses
other kinds of special permits.

Repeated violation of this Law by entities of imitfinancial monitoring
shall result, by court ruling, in restriction, sesgion or termination of
license or any other special permit for certairdkiof activity in the manne
prescribed by the laws.”

The analysis of the above-mentioned provisionschvig further detailed im
the mutual evaluation report, concluded that thectans set out are not
effective, proportionate and dissuasive to deah witural or legal persons
which fail to comply with AML/CFT requirements arttat the range of
sanctions do not appear to be sufficiently broad proportionate to th
severity of the situation.

w (&)
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Conclusion The current legal framework does not address adelyuathe
requirements set out in Article 39 of the Directive

Recommendations and | In order to address the above-mentioned deficisnti&raine should:

Comments * Review the current approach concerning criminabiligy of
legal persons and consider introducing relevantvipions to
make legal persons criminally liable for ML offesge

¢ Review the legal framework in place and measurksntao far|
to ensure that legal persons are subject to effegtiroportionate
and dissuasive criminal, civil or administrativensgons for ML;

e Make necessary legal amendments to ensure thatinafin
administrative and civil penalties for infringemtgnof the
AML/CFT legislation applicable to natural and legersons are
effective, proportionate and dissuasive.

=

3. Anonymous accounts
Art. 6 of the Directive Member States shall prohibit their credit and ficiahinstitutions from
keeping anonymous accounts or anonymous passbooks.
FATFR. 5 Financial institutions should not keep anonymousaats or accounts in
obviously fictitious names.
Key elements Both prohibit anonymous accounts but allow numbesedounts. The
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Directive allows accounts or passbooks on fictdicmames bualways
subject to full CDD measures.

Description and Analysis

Anonymous or bearer passbooks cannot be issuedkining. Financia
institutions are explicitly prohibited from openingnd maintaining
anonymous or numbered accounts (Law on Banks an#lif&g Article 64,
Part 1 and.aw of Ukraine on Financial Services and State Raun of
Financial Services Markets, Article 18, Part 1). In. addition, the
requirement in the Basic Law, Article 6, Part 1feefively ensures tha
anonymous, humbered and fictitious named accouetaat allowed to exig
in the Ukraine by requiring that “an entity of iait financial monitoring
shall, on the basis of submitted original documeaartgheir duly certified
copies, identify the persons engaged in finanaiahgactions subject t
financial monitoring pursuant to this law.”

The financial institutions interviewed by the eation team stated that the

did not open or maintain anonymous, numbered ofitifias named
accounts.

—

o
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Conclusion

The requirements set out in article 6 of the Dikectare covered by th
Ukrainian legislation.

®

Recommendations and
Comments

4

Threshold (CDD)

Art. 7 b) of the Directive

The institutions and persons covered by the Divecshall apply CDD
measures when carrying out occasional transactiam®unting to
EUR 15 000 or more.

FATFR. 5

Financial institutions should undertake CDD measuvben carrying ou
occasional transactions abao¥e applicable designated threshold.

t

Key elements

Are transactions of EUR 15 000 covered?

Description and Analysis

Banks
Banks are required to identify “customers perfomgnicash transaction
without opening an account in the amounts exceeglipgvalent of UAH 5Q
000.00” (equivalent to approximately just underO€D) under the Law o
Banks and Banking (Article 64, Part 3, 3rd indent).

Non-bank financial institutions

Ukraine does not apply any threshold requirememtlation to non-ban
financial institutions. The Law of Ukraine on Fimded Services and Staf
Regulation of Financial Services Markets, Artick, Part 3, requires nof
bank financial institutions to identify “clientsahopen accounts [...] and/
conclude the contracts on rendering financial sexul' Therefore, they wil
identify the customers regardless of any threshold.

The authorities advised that in practice identtfara would also involve
verification.

%)

Conclusion

The requirement set out in Article 7 of the Direetis covered for banks i
the Law on Banks and Banking. For non-bank findniiatitutions the
threshold is not applied in Ukraine.

Recommendations and
Comments

The current requirements would benefit from a mexelicit reference ta
CDD rather than just identification.

5

Beneficial Owner

Art. 3(6) of the Directive

The definition of ‘Beneficial Owner’ establishesmithum criteria where
a natural person is to be considered as benefigialer both in the cas|
of legal persons and in the case of legal arrang&ne

FATF R. 5 (Glossary)

‘Beneficial Owner’ refers to the natural persong)o ultimately owns o

controls a customer and/or the person on whoseltbahsansaction is
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being conducted. It also incorporates those peradrsexercise ultimat
effective control over a legal person or legal agement.

17

Key elements

The country follows which approach in its definitioof “beneficial
owner’?

Description and Analysis

The definition of beneficial ownership is set authe:

e Law on Banks and Banking, Article 64, Part 6 “Irder to identify a
customer who is a legal entity the bank shall iiferthe individuals
who own, control, either directly or indirectly, drenefit from the
activity of such a legal entity; and

» Law of Ukraine on Financial Services and State Raiun of Financial
Services Markets, Article 18, Part 8: “In orderidentify the client who
is a legal entity, the financial institution shalentify natural person
who are owners of this legal entity, have direcintermediate influence
on it and get an economic benefit from its activity

However, both these requirements do not coverethents of the definitior
of beneficial ownership as defined in the Directi¥@e requirements onl
refer to a legal entity but there is no referencehe natural person wh
ultimately owns or controls a customer and/or per$@. natural person) o
whose behalf a transaction is being conducted.

W

o<

>

Conclusion

Ukraine’s approach to the definition of beneficim/ner does not cove
all criteria set out in Article 3(6) of the Direeé, & a result of which th

requirement to identify the beneficial owner doed cover all situations

expected under the Directive.

Recommendations and
Comments

Ukraine should amend existing provisions to enshae the definition of
beneficial ownership covers at a minimum the didteset out in Article
3(6) of the Directive.

6

Financial activity on occasional or very limited bais

Art. 2 (2) of the Directive

Member States may decide that legal and naturalopsrwho engage i
a financial activity on an occasional or very liedtbasis and where the
is little risk of money laundering or financing t#rrorism occurring dc
not fall within the scope of Article 3(1) or (2) tie Directive. Article 4
of Commission Directive 2006/70/EC further defitileis provision.

>

re

FATF R. concerning
financial institutions

When a financial activity is carried out by a persor entity on an
occasional or very limited basis (having regard giwantitative and
absolute criteria) such that there is little riskrooney laundering activity
occurring, a country may decide that the applicatof anti-money
laundering measures is not necessary, either futy partially.
(Methodology para 20; Glossary to the FATF 40 @uRec.)

Key elements

Does the country implement Article 4 of Commissi@irective
2006/70/EC?

Description and Analysis

Ukraine has not considered introducing this derogat

Conclusion

Ukraine has not considered introducing this detioga

Recommendations and
Comments

The authorities should consider whether the oppiamvided for in article
2(2) is relevant for the Ukrainian system.

7

Simplified CDD

Art. 11 of the Directive

By way of derogation from the relevant Article tb@ective establishe

instances where institutions and persons may nplyapDD measures.

However the obligation to gather sufficient CDDarhation remains.

"2

FATF R. 5

Although the general rule is that customers beextlip the full range o
CDD measures yet, there are instances where redacesimplified
measures can be applied.

Key elements

Establish the implementation and application ofidet3 of Commissior

Directive 2006/70/EC which goes beyond criterio®. 5.
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Description and Analysis

There are no provisions in Ukraine’s legislation ieth allow the
derogation foreseen in Article 11 of the Directitwe apply reduced o
simplified CDD measures.

=

Conclusion

Ukraine does not apply the derogation set out itickr 11 of the
Directive.

Recommendations and
Comments

This issue is not considered to be relevant forWhkeainian system at
present.

8

PEPs

Art. 3 (8), 13 (4) of the
Directive

The Directive defines PEPs broadly in line with FAZQ (Article 3(8)).
It applies enhanced CDD to PEPs residing in anokhember State or
third country (Article 13(4)). Directive 2006/70/E@rovides a wide
definition of PEPs (Article 2) and removal of PE&$er one year of
ceasing to be entrusted with prominent public fiorc{Article 2(4)).

FATF R. 6 and Glossary

Definition similar to Directive but applies to indduals entrusted with
prominent public function in a foreign country.

Key elements

Did the country implement Article 2 of Commissionir&xtive
2006/70/EC, in particular Article 2(4), and doesgyjiply Article 13(4) of]
the Directive?

Description and Analysis

There is no clear definition of PEPs in the Ukramiegislation, nor any
enforceable requirements for financial institutiotts conduct additional
CDD measures regarding PEPs. References to elemdanth can clarify
the definition of PEPs are found in various legatiuments:

- the SCFM Order No. 40, Appendix 1, refers tost if risk criteria tha
financial institutions should take account of irdihg customers who occup
(occupied) the position in which they have beeregia wide range power,
The Ukrainian authorities contend that this wouldlude senior officials o
central and local agencies of executive powerd;regllating bodies an
representatives of political parties. Howevers thinot defined anywhere.
- for banks, NBU Resolution No. 189, Appendix 7 \pdes a list of risk
criteria for money laundering which includes “Aetit is a person holding
(who held) a position with large powers (with cahtvodies and local bodigs
of government, local governments, political pajties is a member of th
family of such person.”

- the SCSSM Decision No. 538 stipulates an appraténtist of criteria fo
higher money laundering risk which includes if tbiestomer is a “ [...]
political activist and, for instance, occupies adi&g position in a political

party.”

1)

Conclusion

Requirements set out in Article 2 of Commissiondotive 2006/70/EC
and Article 13(4) of the Directive are not currgnimplemented in
Ukraine.

Recommendations and
Comments

The Ukrainian authorities should amend the curpeavisions in order tg
introduce a clear and consistent definition of PEfsch is in line with
the Directive and article 2 of the Commission Dinee 2006/70/EC
Furthermore, it should also introduce the requinet®eset out in article
13(4) of the Directive in respect of transactionduosiness relationship
with PEPs in other countries and consider also hdrgbersons who have
ceased to be entrusted with a prominent publictfandor a period of a
least one year, should be considered as PEPs1@nwlith article 2(4) of
the Commission Directive 2006/70/EC.

7]

<, Correspondent banking
Art. 13 (3) of the Concerning correspondent banking, Article 13(3)itisnthe application
Directive of Enhanced Customer Due Diligence (ECDD) to cqroeslent banking
relationships with institutions from non-EU memlgeuntries.
FATFR. 7 Recommendation 7 includes all jurisdictions.
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Key elements

Does the country apply Art. 13(3) of the Directive?

Description and Analysis

Ukraine’s requirements on correspondent bankingyafip institutions
from EU and non-EU member countries.

The existing requirements indirectly address somée requirements
including the gathering of sufficient informatiorb@t a responder
institution to understand fully the nature of tlespondent’s business a
the reputation of the institution; the assessmehtthe responden
institution’s action to prevent legalisation of peeds from crime an
controls, and to document the respective respditgbi of each
institutions. There is no direct requirement toaittapproval from senio
management before establishing new correspondennkiran

relationships. There are no specific requirememgarding payable

through accounts, as they do not exist in Ukraine.

Conclusion

Article 13(3)’s requirements are only partly addes and should be s
out explicitly for credit institutions.

Recommendations and
Comments

Ukraine should review the existing provisions amdrdduce more
explicitly the requirements set out in Article 13(3

10

Enhanced Customer Due Diligence (ECDD) and anonynyit

Art. 13 (6) of the
Directive

The Directive requires ECDD in case of ML or TFeats that may aris
from productsor transactionshat might favour anonymity.

FATF R. 8

Financial institutions should pay special attentibm any money

laundering threats that may arise from new or dmial technologies

that might favour anonymity [...].

Key elements

The scope of Article 13(6) of the Directive is bdea than that of FATF

R. 8, because the Directive focuses on productsansactions regardles
of the use of technology.

[}

5S

Description and Analysis

Financial institutions are required under SCFM Q@ide. 40, paragraph 3.%

to have policies in place to prevent the misusectinological developmen
in money laundering or terrorist financing. Howewbere is no reference
products or transactiomegardless of the use of technology.

4

o

Conclusion

There is no explicit requirement which requiresfinial institutions to hav
policies and procedures in place to address amgifpasks associated wit
products or transactions, regardless of the usecbhology.

D
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Recommendations and
Comments

Ukraine should ensure there is an explicit requéeinfor financial
institutions to pay special attention to any moreyndering threats tha
may arise from new or developing technologies thaght favour
anonymity. In particular, this should include acds on products o
transactions regardless of the use of technology.

it

=

11.

Third Party Reliance

Art. 15 of the Directive

The Directive allows to rely for CDD performance third parties from
EU Member States or third countries under certamddions and
categorised by profession and qualified.

FATF R. 9

Allows reliance for CDD performance by third pastibut does no
categorise obliged entities and professions.

t

Key elements

What are the rules for procedures for reliancelorltparties? Are thei
special conditions, categories etc.?

Description and Analysis|

Ukraine has not implemented provisions on thirdypeliance. All financial
institutions are obliged to identify their customender the Basic Law. Th
Ukrainian authorities advised that financial indfitns are not permitted t
rely on intermediaries or other third parties tofpen some of the elemen
of the CDD process. Intermediaries operate in tis&rance and securitig
sectors. Each entity within the process will haepasate obligations t
comply with the identification requirements. Theagee no outsourcin

o

S

O

arrangements provided for.
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Conclusion

N/A

Recommendations and
Comments

12.

Auditors, accountants and tax advisors

Art. 2 (1)(3)(a) of the
Directive

CDD and record keeping obligations are applicablauditors, external
accountants and tax advisors acting in the exexfigéeir professional
activities.

FATF R. 12

CDD and record keeping obligations
1. do not apply concerning auditors and tax advisors;
2. apply for accountants when they prepare for orycaut transactions
for their client concerning the following activise
e buying and selling of real estate;
e managing of client money, securities or other &sset
 management of bank, savings or securities accounts;
e organisation of contributions for the creation, @i®Nn or
management of companies;
e creation, operation or management of legal persamg
arrangements, and buying and selling of businesttiesn
(criterion 12.1 d).

Key elements

The scope of the Directive is wider than that af #ATF standards bu
does not necessarily cover all the activities afcamtants as described
by criterion 12.1d).

—

Description and Analysis|

Ukraine has not extended the AML/CFT obligations aaditors,
accountants and tax advisors acting in the exexfigbeir professional
activities.

Conclusion

Recommendations and
Comments

Ukraine should extend the AML/CFT obligations taldars, accountant
and tax advisors acting in the exercise of thedfgssional activities an
subject them to the relevant CDD and record keepislggations in this
context.

14

jon

13

High Value Deals

Art. 2(1)(3)e) of the
Directive

11°

The Directive applies to natural and legal persoading in goods wher
payments are made in cash in an amount of EUR 0%0énore.

FATF R. 12

[

The application is limited to dealing in precioustals and preciou
stones.

Key elements

The scope of the Directive is broader.

Description and Analysis

Ukraine has not extended the AML/CFT obligations hHigh value
dealers.

Conclusion

Recommendations and
Comments

Ukraine should extend the AML/CFT requirements &dumal or legal
persons trading in goods where payments are madasimin an amour
of EUR 15 000 or more, whether the transactionxiscated in a singl¢
operation or in several operations which appedettinked.

=3
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14

Casinos

Art. 10 of the Directive

Member States shall require that all casino custsrbe identified and
their identity verified if they purchase or exchargambling chips with
value of EUR 2 000 or more. This is not requirethédy are identified
entry.

FATF R. 16

The identity of customer has to be established \earified when they
engage in financial transactions equal to or aleW& 3 000.

Key elements

In which situations customers of casinos have toidemtified? The|
Directive transaction threshold is lower.
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Description and Analysis

A record of the identification would only be takiéithe amount paid out wa
equal to or over UAH 80 000 (approximately €7 749.8 This would be
done in order to comply with the compulsory monitgrrequirement unde
the Basic Law.
However, this does not meet the Directive requirgmehich requires
casinos to undertake CDD when their customers engag financial
transactions equal to or above €2 000.

n

Conclusion

There is no explicit requirement on casinos to fyethe identity of
customers if they purchase or exchange gamblingschith a value o
EUR 2000 or more.

Recommendations and
Comments

Ukraine should introduce the requirements set ouarticle 10 of the
Directive.

15.

Reporting of accountants, auditors, tax advisors, ataries and other independent legal

professionals via a self-regulatory body to the FIU

Art. 23 (1) of the
Directive

Option for accountants, auditors and tax advisarg] for notaries an
other independent legal professionals to repoduth a self-regulator
body that shall forward STRs to the FIU promptlylamfiltered.

T~

FATF Recommendationg

The FATF Recommendations do not provide for suchion.

Key elements

Does the country make use of the option as providetly Art. 23 (1) of
the Directive?

Description and Analysis

Ukraine has not extended the AML/CFT obligations accountants
auditors and tax advisors, notaries and other ieddent lega

professionals. This issue is addressed in a deaft pending before

Parliament.

Conclusion

The draft introducing changes to the Basic Law deeisenvisage th
option for accountants, auditors and tax advisarg] for notaries an
other independent legal professionals to repoduth a self-regulator
body that shall forward STRs to the FIU.

~ LW

Recommendations and
Comments

This issue was not considered relevant for the Wkaa system a
present.

16.

Reporting obligations

Art. 22 and 24 of the
Directive

The Directiverequires reporting where an institution knows, setp or
has reasonable grounds to suspect money launderitgyrorist financing
(Article 22). Obliged persons should refrain fromarnying out a
transaction knowing or suspecting it to be relatechoney laundering g
terrorist financing and to report to FIU who caopstransaction. If tg
refrain is impossible or could frustrate an invgation, obliged person
are required to report to FIU (Article 24).

=

n

FATF R. 13

Imposes reporting obligation where there is suspichat funds are th
proceeds of a criminal activity or related to teisbfinancing.

Key elements

What triggers a reporting obligation? Is there @ale framework
addressing Article 24 of the Directive?

Description and Analysis

The reporting regime of Ukraine includes two typég$inancial monitoring:
compulsory and internal. All transactions that fafider the compulsor
financial monitoring (Article 11 of the Basic lawhave to be reported to tk
SCFM (within 3 days). The transactions that aréngelfin Article 12 of the

Basic Law are considered as part of the intermarftial monitoring. For

these transactions, obliged entities should, basetheir own analysis, an
decides whether they are suspicious and whethgrstheuld be reported f
the SCFM. In addition, obliged entities are recquite inform SCFM on al
financial transaction when they have any reasondblétsthat a certain
financial transaction is carried out to legaliseu(ider) the proceeds (Artic
8 of the Basic Law). There is no evident crossrmfee between th

e

O o

[¢)

reporting obligation specified in Article 8, andethtwo-tier financial
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monitoring established with Articles 11 and 12tod Basic Law. This makes
the reporting regime established in Ukraine quipecffic and may b
considered as complex.

Obliged entities are also required by law (Arti@leof the Basic Law) tg
provide the SCFM with all additional information othe financial
transactions that have become an object of finhmegmitoring (including
information that is classified as banking or comer@rsecret), not later tha
3 working days.According to Article 7 of the Basic Law obliged #iets
have a right to refuse financial transaction ifytlid that the financial
transaction is subject to financial monitoring, wh&hould identify the
persons engaged the financial transaction and should notify B€FM.
The Law contains even stricter provisions for teations that are suspected
to be related with financing of terrorism. Entitise obliged to suspend the
execution of these financial transactions and pontethem to the SCFM (on
the same day).
The Law does not specify the actions that shouldubgertaken by thg
obliged entities if suspension is impossible olikisly to frustrate efforts tg
pursue the beneficiaries of a suspected money daingd or terrorist
financing operation, the institutions and persomscerned shall inform the
FIU immediately afterwards.

=]

D

Conclusion As described in the mutual evaluation report, teeorting system is
complex. As such, it does not cover all requirermesgt out in Articles 22
and 24 of the Directive

O

Recommendations and | Authorities should consider completing the repaytsystem to introducg
Comments the missing requirements set out in Articles 22 2d

17. Tipping off (1)

Art. 27 of the Directive | Art. 27 provides for an obligation for Member States to pobemployees of
reporting institutions from being exposed to thseathostile actions.

0]

FATF R. 14 No corresponding requirement (directors, officard amployees shall b
protected by legal provisions from criminal andilciibility for “tipping
off” which is the pendant to Art. 26 of the Direat)

Key elements Is Art. 27 of the Directive implemented?

Description and Analysis| Article 8 of the Basic Law specifies that “the &B8 of initial financial
monitoring, their officials and other personnel Ishet be disciplinary,
administratively and criminally liable or subjeab fcivil penalties for
submission of information about a financial tranigecto the Authorized
Agency, if they acted pursuant to this Law, eversuth actions caused
damage to legal entities or individuals, as welfasother actions related {
implementation of this Law”. This provision covgnotection of employee
who reported suspicious transactions to the FIUHB) but it does no
cover the internal reporting.

e}

Conclusion Ukrainian legislation covers part of the requiretsen Article 27 of the
Directive

Recommendations and | Ukraine should take all appropriate measures imrotol protect employegs

Comments of reporting entities who report suspicions of mpfeundering or terrorist

financing internally from being exposed to threathostile action.

18. Tipping off (2)

Art. 28 of the Directive | Prohibition on tipping off is extended to where amay laundering of
terrorist financing investigation is being or mag lbarried out. The
Directive lays down instances where prohibitiofified.

FATF R. 14 The obligation under R. 14 covers the fact tha®@R or related information
is reported or provided to the FIU.
Key elements Under which circumstances apply tipping off obligas?

Are there exceptions?
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Description and Analysis

The Basic Law provides that employees of reporéngties are prohibite
to disclose to the persons engaged in finan@aktictions or any other third
person the fact that information on any financi@nsaction subject t
financial monitoring is reported to the FIU. Thepibition does not cover
on-going ML or TF investigations.

The prohibition applies only to employees of théigdd entity who hav
submitted the STRs to the FIU, and not to otherleyegs that during th
conduct of their duties became aware of the faatt $hSTR was submitted,
nor does it apply to financial institutions.

This prohibition does not apply to information siutted to the SCFM
supervisory authorities and the law enforcementeigs. Being a countr
which is not an EU member, the requirements laidrd paragraphs 3, 4,
5, 6 and 7 of Article 27 are not explicitly coverdy the Ukrainial
legislation. The legislation provides for certaorrhs of co-operation wit
foreign FIU’'s or supervisory bodies, but not in @an® manner as it is
required with Article 27 of the EU Directive.

Conclusion

The prohibition on tipping off set out in the Badiaw covers certain
aspects set out in article 28 of the Directive.

Recommendations and
Comments

In order to comply with the requirements set outairicle 28 of the
Directive, Ukraine should amend the tipping off yisions to ensure that
applies to institutions and persons covered byéperting requirements arid
their directors and persons and should cover akthelfact that a mone
laundering of terrorist financing investigatiorbising or may be carried out.
In addition, there should be clear provisions tiefine the possibility tg
disclose information to relevant foreign institut® (from membe
countries and third countries that meet the ohilbget of this Directive).

—

<

19. Branches and subsidiaries (1)
Art. 34 (2) of the The Directive requires credit and financial indtidns to communicate the
Directive relevant internal policies and procedures on C2porting, record keeping,

internal control, risk assessment, risk manageneampliance management
and communication to branches and majority owndasidiaries in third
(non EU) countries.

FATF R. 15 and 22

The obligations under the FATF 40 require a broaahekr higher standard but
do not provide for the obligations contemplatedAsticle 34(2) of the EU
Directive.

Key elements

Is there an obligation as provided for by Art. 2% ¢f the Directive?

Description and Analysis

According to the scope of the Basic Law of Ukraiit® provisions apply ta
the obliged legal entities, including their brangheffices and other separs
units in Ukraine and abroad. In addition to thisdut provision, the SCFN
Order No. 40 defines that the internal rules foaficial monitoring of the
obliged entity should contain measures that shd@dundertaken by th
entity, including its separate subdivisions. Thesavisions (of the Basi
Law and the Order) do not cover all requirementdidicle 34(2) of the
Directive, since there is no requirement to comrmata relevant policies and
procedures where applicable to branches and majosihed subsidiaries i
third countries.

O PS4

-

Conclusion

Even though the activities of Ukrainian financiaktitutions abroad arge
limited (only banks have branches and subsidiariesther countries)
the current legal framework does not cover all led requirements g
Article 34 (2).

=

Recommendations and
Comments

-

Authorities should consider addressing this issuemore details, an
require credit and financial institutions commuati relevant policie
and procedures to branches and majority-owned dialnigis in third
countries.

1°2
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Branches and subsidiaries (2)

Art. 31(3) of the Directive

—

The Directive requires that where legislation ofh&d country does ng
permit the application of equivalent AML/CFT measr credit ang
financial institutions take additional measuresffectively handle the ris
of money laundering and terrorist financing.

FATF R. 22 and 21

Requires financial institutions to inform their cpetent authorities in suc
circumstances.

Key elements

What are financial institutions obliged to do ircbwircumstances?

Description and Analysis

According to SCFM Order No.40, financial institut® are required t
inform “the entity of state agency, which accorditm the legislation
executes functions of regulation and supervisiogr érem, in case of failur
of its branches and other separated subdivisiohghnare situated abroa
to take measures for counteraction to legalizaflanndering) of proceed
from crime and terrorist financing, defining reasoof failure to execut
them”. Apart from this requirement that is @tcordance with Article 3
first subparagraph of paragraph 1, there is norattirement applicable t
all financial institutions, that could be regardedbe in line with Article 31
(3) of the Directive.
The only additional measures to effectively hanthe risk of money
laundering or terrorist financing in these casemjld be found in the
legislation covering the banks’ operation. The NBtants a permit fo
establishment of subsidiary, branch and represeetaffice in the territory|
of other countries. When issuing the permit (Reijuta No. 143 on
Establishment of Subsidiary, Branch and Repredeatéliffice of Ukrainian
Bank in the Territory of Other States), NBU consgdiie host country of th
subsidiary or branch, whether it has “joined inédional agreements @
prevention and counteraction to the legalizatioprofceeds from crime an
terrorism financing, and financial sector whereaé mo negative record
the conclusions of international organizations carithg valuation of state
and/or their financial sectors compliance with kieg international standard
in this area”. The NBU may decide to limit, stop tmrminate bank’s
transactions performed by a branch, if it detersitiat “the branch is ng
able to fulfil the provisions of the Laws of Ukrainas a result of
contradictions with the Laws of the host countr®dditionally, NBU
performs on-site supervision of foreign branches subsidiaries.

D~ O

o

—

Conclusion

Excluding banks (to certain extent), there is rftentrequirement applicab
to all financial institutions that could be regatde be in line with Article 31
(3) of the Directive.

Recommendations and
Comments

Authorities should take appropriate steps to dherlanguage of the Bas
Law, in order to enable an adequate measures d¢otieffly handle the ris

of money laundering or terrorist financing inherémtbranches/subsidiaries

—F

in countries where legislation does not permit dpplication of equivalen
AML/CFT measures.

21. Supervisory Bodies
Art. 25 (1) of the The Directive imposes obligation on supervisory ibedo inform FIU
Directive where, in the course of their work, they encourfmsts that could
contribute evidence ahoney laundering or terrorist financing.
FATF R. No corresponding obligation.

Key elements

Is Art. 25(1) of the Directive implemented?

Description and Analysis

Article 10 of the Basic Law requires the superws@uthorities of
Ukraine to inform the SCFM on detected cases ofatilon of relevant
AML/CFT legislation and to submit to the SCFM aftiformation and
documents essential for fulfilment of its duties.

Conclusion

Article 10 of the Basic Law could be regarded asappropriate manne
to address the requirements of Article 25(1) of Divective
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Recommendations and
Comments

Authorities should clarify Article 10 in order togure that information
reported covers not only detected violations of AML/CFT legislation
but also facts which could be related to ML or ThRdathat such
information should be promptly brought to the atitem of the SCFM.

22.

Systems to respond to competent authorities

Art. 32 of the Directive

The Directive requires credit and financial ingtdns to have systems
place that enable them to respond fully and promiatlenquires from the
FIU or other authorities as to whether they mamtar whether during th
previous five years they have maintained, a busimeationship with &
specified natural or legal person.

— w3

FATF R.

There is no explicit corresponding requirement duth circumstances
can be broadly inferred from Recommendations 2326hd 32.

Key elements

Are credit and financial institutiongquired to have such systems in place
and effectively applied?

Description and Analysis

Article 5 of the Basic Law specifies the obligatoof the financial
institution, which,inter alia, include:

a. to help the SCFM and the supervisory authoritiesaimalysing
financial transactions, which are subject to finahmonitoring;

b. to keep documents concerning identification of pess which
conducted financial transaction, which in accoré@awith this Law are
subject to financial monitoring, and all documeiataton conducting
financial transaction during five years after coctihg of such
financial transaction;

c. to provide in accordance with legislation additibirgformation at
request of SCFM, related to financial transactionbjch became
object of financial monitoring, including informati, constituting
banking and commercial secret.

Furthermore, banks can disclose information to @ffice of the Public
Prosecutor, the Security Service, the Ministry mteinal Affairs, the Tax
Administration concerning transactions on accowfita particular legal or
natural person upon their written order or in gahapon a written order of
the court of by the court decision (Law on Bankd Banking).

Conclusion

Even though there is no explicit requirement far fimancial institutions
to have systems in place that will enable them toaedgully and promptly
to enquire from the FIU or other authorities, thewe-mentioned provision
constitute a basis enabling the FIU and other aitik® to obtain
information on businesses relationships with natiréegal persons.

%)

Recommendations and
Comments

Authorities should nevertheless consider providifay a clearer
requirement for credit and financial institutiomshave effective systemn|s
in place which would enable them to respond fullyd arapidly to
inquiries from the FIU or other relevant authostias provided for if
Article 32.

23.

Extension to other professions and undertakings

Art. 4 of the Directive

The Directive imposes anandatory obligation on Member States
ensure extension of its provisions to other proéesds and undertaking
whose activities are likely to be used for moneynidering or terroris
financing.

[0

7]

FATE R. 20

Requires countries only to consider such extensions

Key elements

Has the country effectively implemented Art. 4 bétDirective? Is this
based on a risk assessment?

Description and Analysis

The list of institutions and professionals to whighIL/CFT requirements
are extended is set out in Article 4 of the BasawL This list does nat
include all institutions and persons covered byicdat2(1) of the Directive
Ukraine has extended AML/CFT requirements to otimen-financial
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businesses and as a result has designated ndndifeance, reinsuranc
pawnshops, cash lotteries and commodity exchangestig¢neers). The
Ukraine authorities were unable to provide any en@ or risk assessme
which explains why the scope of the AML/CFT obligas extends to thes
sectors. However, the evaluation team was advisatithe sectors wer
included in scope as a result of international ficac

WD

@D O

Conclusion

Given that Ukraine has not made a risk assessneerdentify which
professionals and undertakings are likely to hdnegrtactivities used fo
money laundering or terrorist financing, the regqmient set out in articl
4 of the Directive has not been effectively implenssl.

D

Recommendations and
Comments

Ukraine should conduct a risk assessment to establihich other
institutions and persons engage in activities wtdoh likely to be use
for ML and TF purposes, other than the ones redietoein article 2(1) of
Directive, and amend the Basic Law so as to extertdem in whole o
part the AML/CFT requirements, as appropriate.

| =

24

Specific provisions concerning equivalent third contries?

Art. 11, 16(1)(b),
28(4),(5) of the Directive

The Directive provides specific provisions concamicountries which
impose requirements equivalent to those laid dawthé Directive (e.g
simplified CDD).

FATF R.

There is no explicit corresponding provision in tRATF 40 plus 9
Recommendations.

Key elements

How does the country address the issue of equit/tiénd countries?

Description and Analysis

There are no such provisions.

Conclusion

Recommendations and

Comments

This issue is not considered to be relevant for Wkeainian system a

present.

242



