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PREFACE

This assessment of the anti-money laundering (A&t combating the financing of terrorism (CFT)
regime of Armenia is based on the Forty RecommemusP003 and the Nine Special Recommendations
on Terrorist Financing 2001 of the Financial Actitessk Force (FATF), and was prepared using the
AML/CFT assessment Methodology 2004. The assessisamt considered all the materials supplied by
the authorities, the information obtained on siterty their mission from February 23 to March 1002,

and other verifiable information subsequently pded by the authorities. During the mission, the
assessment team met with officials and represeasatf all relevant government agencies and the
private sector. A list of the bodies met is setiauknnex 1 to the detailed assessment report.

The assessment was conducted by a team of assessgrssed of staff of the International Monetary
Fund (IMF) and two experts acting under the sugésiiof the IMF. The evaluation team consisted of:
Giuseppe Lombardo (LEG, team leader); Franciscadtimp (LEG); and Gabriele Dunker and Lisa
Kelaart-Courtney (both LEG consultants). The asgss®viewed the institutional framework, the

relevant AML/CFT laws, regulations, guidelines antlder requirements, and the regulatory and other
systems in place to deter and punish money laumglékiL) and the financing of terrorism (FT) through
financial institutions and Designated Non-Finan&8atinesses and Professions (DNFBP). The assessors
also examined the capacity, implementation, anectffeness of all these systems.

This report provides a summary of the AML/CFT measun place in Armenia at the time of the mission
or shortly thereafter. It describes and analyzesdhmeasures, sets out Armenia’s levels of congaian
with the FATF 40+9 Recommendations (see Table d)pravides recommendations on how certain
aspects of the system could be strengthened (d8e 2a

The assessors would like to express their gratitodee Armenian authorities for their support and
cooperation and for the high standard of orgaroeatiroughout the assessment mission.



EXECUTIVE SUMMARY
Key Findings

1. Armenia has made considerable improvements in M&/&FT framework in a relatively short
timeframe, particularly by replacing a first AML/CHaw, enacted in 2005, with a more comprehensive
law, which was passed in 2008. The new law needbetamplemented effectively, especially by
DNFBPs. The authorities have not yet conductedstesyic assessment of ML and TF threats and risks in
Armenia to support the development and implemeontadf a robust AML/CFT regime.

2. Armenia’s financial system remains small and baokiithated. Total assets of the banking sector
accounted for approximately 91 percent of the agadhe financial system. Most banks are domdstica
owned but there is a major foreign presence insilsem. The non bank financial sector plays a small
role in financial intermediation.

3. The risk that the financial system can be usedha ‘tayering” stage of ML or to launder
proceeds is not high (although certain financiatrintments, such as bearer securities pose a ris&ing
used for ML). Armenia appears to be more vulnerabléhe “integration” stage of ML, because of the
highly cash-based economy, the significant volurhe@emittances from abroad, the relevant level of
proceed-generating crime and the lack of adequite/&FT mechanisms in certain sector, such as real
estate.

4, Although Armenia has established a mechanism tostb@oordination among the various
authorities responsible for AML/CFT, in the form @i Interagency commission, and political
commitment in fighting against ML and TF is strongpre focus should be placed on an overall
assessment of the risk of ML Armenia is exposdokitause of the above mentioned vulnerabilities.

5. The risk of TF is extremely low.

6. The Financial Intelligence Unit — the Financial Ntoning Center (FMC), established within the
Central Bank of Armenia — is a young though verowledgeable and active FIU. However it is
understaffed to properly undertake the new respditisis assigned to it by the new AML/CFT law.

7. The money laundering offence is criminalized brgddlline with the international standard. A
range of technical deficiencies have been idenitifiith respect to the terrorism offense. The seiand
confiscation framework needs to be further stremigild, in particular with respect to the predicate
offenses. Armenia should revisit its response tdSGRs 1267 and 1373 as the current mechanism is
inadequate.

8. The Vienna, Palermo and SFT Conventions have ledied by Armenia and many, albeit not
all, provisions of the Conventions have alreadynbeglemented.

9. The Armenian AML/CFT preventive measures for finahmstitutions operating in the financial
system are comprehensive, provide for risk-basemenhts, and relatively close to the FATF
Recommendations. However, implementation acrosseditors is evolving, particularly for the non-
banking sectors. In general, the supervisory aiiésrare conducting AML/CFT on-site inspections
which are largely focused on regulatory compliance.



Legal Systems and Related Institutional Measures

10. Armenia’s criminal provisions for money launderiage basically sound and address many
criteria under the FATF standard. Although there smme convictions, it has not yet been ascertained
through a court judgment that money launderinglmprosecuted as an autonomous stand alone offense
and in the absence of a conviction for the prediacdtense. Legal persons are not subject to crimina
liability under Armenian law. The number of ML crimal investigations, prosecutions and convictias i
low if compared to the number of criminal investigas, prosecutions and convictions for the main
proceeds-generating predicate offenses. The sodg@roof applied by the courts to establish #ssets
originate from crime remains a challenge.

11. The criminal provisions relating to terrorism fimdmg are broadly in line with the TF
Convention. However, the provisions should be aradn be applicable to all nine Conventions and
Protocols Annexed to the TF Convention and to ctivemotion of “funds” as defined in the Convention
Moreover, the TF criminal provision is not in lindgth FATF Special Recommendation Il, because it
does not extend to situations in which propertyumds are provided to individual terrorists or ¢teist
organizations without the intention or knowledgattthe funds will be used in the commission a djgeci
act of terrorism.

12. The provisions relating to the confiscation of mdp involved in the commission of money
laundering, terrorism financing and predicate off=n meet several albeit not all criteria of the
international standard. Most notably, confiscatisnnot available for all FATF designated predicate
offenses. Armenian financial secrecy is regulatgdalnumber of different provisions, which have not
been harmonized and in practice are interpretedha most restrictive way. This creates some
uncertainties in the application of the legal framek and limits the power of law enforcement ageaci
to identify and trace property that is or may beeosubject to confiscation, especially prior to the
identification of a suspect or where the informatsmught relates to a person other than the suspeet
confiscation and seizing provisions do not seetlvetamplemented effectively.

13. The freezing mechanism applied by Armenia to additssobligations under UNSCR 1267 and
1373 is deficient; the AML/CFT law provides for tfreezing of terrorist-related assets only formaitied
period of time, after which domestic proceedingsdaspecific offense must be instigated, includimg
the case of designations pursuant to UNSCR 1267.

Preventive Measures—Financial Institutions

14. The AML/CFT Law establishes the principal preveatigbligations for financial institutions
broadly in line with the FATF Recommendations. TARIL/CFT legal provisions are implemented
through detailed requirements contained in thelegigun issued by the Central Bank of Armenia (CBA),
the sole regulatory authority of financial instituts. Other sector specific sector laws complentleat
AML/CFT obligations. Both laws and the implementireggulations are enforceable and sanctionable in
accordance with the provisions established in p@ieable AML/CFT Law and financial sector laws.
The CBA, through the FMC, issues guidance to firanastitutions to improve the implementation of
the preventive measures.

15. The AML/CFT law and regulations cover all finanaastitutions and activities as set out under
the FATF definition of financial institution, ancthpose detailed AML/CFT requirements on the financia
sector for; inter alia, CDD including for PEPs, as-keeping, correspondent banking, unusual, langk
suspicious transaction reporting, internal controtsmpliance management arrangements, and training.
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However, there are a number of areas where theiresgents do not comply with the FATF
Recommendations. These include the lack of: prbbibifor opening a business relationship through or
using bearer bank records or other bearer seqjriifective risk management procedures concerning
conditions under which a customer is permitted tiiza the business relationship prior to CDD
verification; and CDD measures to existing cust@aman the basis of materiality and risk. In addition
there are no requirements with respect to thirdiggaand introduced business. Finally, measurelindea
with compliance management arrangements and intgrograms and control are deficient.

16. Implementation of the preventive/regulatory regmeats by financial institutions varies, for
example, slightly more advanced in the bankingasedtut less so in other important and risky sector
(i.e., securities, insurance, foreign exchangece$fi and money remitters). The AML/CFT Law and
regulations provide for risk-based elements forppees of CDD. Going forward, these risk-based
provisions could be better supported with secteesi guidelines, and refinements to the simptifie
CDD regime allowed for in the regulations. CDD riggments for introduced business and third parties
should also be revised to provide for more compusive measures. There is a clear obligation tortepo
suspicions of ML and FT; however, the level of sciss transaction reports is very low and restdct
mainly to the banking sector.

17. The CBA, through the Financial Supervision Depanh{&SD) is the sole supervisory authority
responsible for AML/CFT compliance supervision afar the enforcement of the preventive
requirements of the AML/CFT Law and regulation. TBBA has broad powers to obtain access to and
inspect financial institutions under its jurisdati and to sanction for noncompliance. In practibe,
CBA has applied administrative sanctions, includiimgs for noncompliance with the AML/CFT Law
and implementing regulations. The FSD has implepteatfairly comprehensive system for supervision;
however, it could enhance this system by updatiqpesvisory tools like the examination manual and
related examination procedures to incorporate waked elements and the requirements of the 2008
AML/CFT Law.

18. This supervisory process could benefit from theothtiction of more risk-based processes and
updated examination manuals/procedures in line it 2008 AML/CFT Law and implementing
regulation. The Armenian authorities acknowledge tteed to update their supervisory manuals and
examination procedures in line with their risk-tthsgproach to supervision and the 2008 AML/CFT
Law (e.g. for the credit organizations, securitiasyrance, foreign exchange offices, and moneyjices
sectors).

Preventive Measures—Designated Non-Financial Busiases and Professions

19. All DNFBPs as described in the FATF definition amcompassed within the AML/CFT Law as
reporting entities. The preventive measures for BR§ set forth in the AML/CFT law are similar to
those for financial institutions; however the aabdial regulations, rules or guidance in place fioarcial
institutions to complement the requirements of &ML/CFT law are not applicable to DNFBPs.
Consequently, the DNFBPs legal regime of preventigasures is substantially deficient. No obligation
for the treatment of politically exposed person&KB) or any other high risk customer or business
transaction is in place and there are no legalegulatory measures to prevent criminals or their
associates from holding or being beneficial owngra significant or controlling interest, holding a
management function, in or being an operator Gsano.

20. Implementation of preventive measures by DNFBPsalequate across the sector and no
DNFBP has ever yet filed a suspicious transactggont. A number of DNFBPs including independent
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lawyers and firms providing legal services, dealarprecious metals or dealers in precious stones a
independent accountants and accounting firms alieemsed and unsupervised for compliance with
AML/CFT obligations. Further, the licensing and ntoring regime in place for the remaining DNFBPs
is not focused on AML/CFT or in some instances sashadvocates (attorneys) there is a complete
absence on a supervisory or monitoring framewonker@ll, minimal resources of authorities, and in
some instances limited technical expertise, wereplece, with a view to improving AML/CFT
compliance. The trust and company service provid&GSP) sector is not established in Armenia,
although TCSPs are subject to the AML/CFT law.

21. For the most part, the effectiveness of impleménatbf the existing requirements and
obligations is marginal with DNFBPs on a whole eefing very little knowledge or understanding of
their obligations and very little evidence of praetof their obligations.

Legal Persons and Arrangements & Non-Profit Organiations

22. Armenia has measures in place that ensure thatniafeoon on beneficial ownership of legal
entities is obtained and maintained. However, duthé very recent enforcement of those measures, it
could not be determined that they are already impteed effectively. Armenian law does not recognize
trusts or any other forms of legal arrangementseiia is also not a signatory to the Hague Coneanti
on Laws Applicable to Trusts and on their Recogniti

23. Both foreign and domestic NPOs operating within Ania are required to be registered with the
Legal Persons State Register of the Republic ofelim Ministry of Justice (State Register). NPOstak
the form of charities, foundations or other sociajanizations, and over 5500 NPOs were registeigd w
the State Registry at the time of the assessmédtitodgh no vulnerabilities to abuse for TF purposes
were identified by authorities when a review of #pplicable laws was undertaken, it is recommended
that the authorities undertake outreach to, amVigw, of the sector.

National and International Co-operation

24, Significant improvements in the national coopemati@mmework and practices have taken place
over the past few years with the establishment oational body with a wide mandate in relation to
financial crime. Known as thénteragency Standing Commission on Fight againsiufterfeiting
Currency, Plastic Cards, and Other Payment Instmtsgagainst the Money Laundering, as well as
Financing terrorism in the Republic of Armeniflhteragency Commission), it is the principal fordor
cooperation and coordination between domestic aitig The Interagency Commission’s membership
represents all relevant authorities although cdasah with the financial institutions and other
businesses subject to supervision for AML/CFT pegsois passive with only the Association of Barfks o
Armenia formally represented.

25. The Interagency Commission’s mandate includes $utot limited to AML and CFT policy
considerations and directives; the oversight araduation of the effectiveness of implemented pe#ci
and programs on AML/CFT, information sharing omtte and methodologies and educational programs.
However, the Interagency Commission has not unkiemtan analysis of the risk of ML/TF in Armenia to
determine vulnerabilities, sectors at risk, typépmedicate offenses committed in Armenia that doul
generate proceeds. Such assessment should seavieaass for streamlining its AML/CFT strategy and
further develop the work already undertaken.

26. Additionally, formal gateways are in place througlateral Memorandums of Understanding
(MoUs), specific to ML and TF, between the finahciatelligence unit, known as the Financial
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Monitoring Center, and the National Security Sesyithe Police, State Revenue Service and the
Prosecutor’s Office. The MoUs all have the samepaters for co-operation in relation to the excleang

of information on suspicious ML/TF transactionsinjodiscussions on suspicious ML/TF transactions;
mutual assistance in drafting the rules, guides @ihér methodological materials on combating the
ML/TF; joint activities on maintaining case statist and development of typologies; and the

implementation of joint training, education and solting programs on combating the ML/TF.

27. The legal framework for mutual legal assistance @Ylland extradition is sound and the
provision of MLA is not subject to any unreasonabiteunduly restrictive conditions. Even though not
required by law, in practice Armenia provides aoynf of MLA only subject to dual criminality. This
also entails that the shortcomings noted with retspe the money laundering and terrorism financing
provisions may impact Armenia’s ability to providautual legal assistance, for example if the request
involves a legal entity. Equally, the limitationstad in regard to provisional measures (includieigiag,
freezing and tracing), confiscation and financiedrecy can affect the provision of MLA. Both ML and
TF are extraditable offenses under Armenian lawndmia has not received or made any requests for
MLA, including extradition request, relating to Mir FT.

Other Issues
28. The lack of comprehensive and meaningful statigtiexluded a meaningful assessment of the
level of effectiveness of AML/CFT measures acrdbsextors. There is also a present need for amfditi

human resources, particularly in the area of AMLTCIupervision and within the FMC, and need for
specific AML/CFT training for law enforcement authies, particularly the NSS.

13



1. GENERAL
1.1. General Information on Armenia

29. The Republic of Armenia is a landlocked mountainoaantry in the South Caucasus. It has a
territory of 29,800 square kilometers. Armenia slaborders with Georgia in the North, Iran in the
South, Turkey in the West, and Azerbaijan in thatBand in the East.

30. According to the Constitutidrof Armenia, the President is the head of governni¥re executive
power is exercised by the government. Legislatiegvgr is vested in the parliament. A unicameral
parliament (the National Assembly) consists of #8puties. National Assembly deputies are elected fo
a four-year term.

31. Armenia is a member of the United Nations, the @mgion for Security and Cooperation in
Europe, the World Trade Organization, the CounfciEurope, the European Bank for Reconstruction and
Development, the World Bank, the International Mang Fund, and other international organizations.

32.  Armenian dram (AMD) is the official currency in Agnia.

33.  The population of Armenia is 3,231,900 (2008 est@harhe country is highly urbanized, with 64
percent of all residents living in cities or towii$ie population is concentrated in river valleyspeaxially
along the Hrazdan River, where Yerevan, the capitdl largest city, is located. Armenia’s officithte
language is Armenian.

34. Armenia has a large diaspora: according to somienatsts, about 9 million Armenians live
outside of Armenia. There are Armenian communigiésround the globe—the largest ones found in the
Russian Federation, the USA, France, Iran, andna@ha

35. Armenia had a Gross National Product of USD 6.&obilin 2006 (USD 2,501 per capita) and of
USD 9.5 billion in 2007 (USD 2,939 per capita). Témonomy grew by around 11-13% per annum in
2005, 2006, and 2007.

36. Since the collapse of the Soviet Union in 1991, &nim has made significant progress in
implementing many economic reforms including piization, price reforms, and prudent fiscal policies
By 1994, the Armenian Government launched an amisteconomic liberalization program that resulted
in positive growth rates. Economic growth has agedaover 13% in recent years. The country managed
to reduce poverty, slash inflation, stabilize itgrency, and privatize most small- and medium-sized
enterprises. Under the old Soviet central plansiygiem, Armenia developed a modern industrial secto
supplying machine tools, textiles, and other mactufad goods to other Soviet republics in exchdoge
raw materials and energy. Armenia has since switthesmall-scale agriculture and away from thedarg
agro industrial complexes of the Soviet era.

37. Natural resources in Armenia include copper, mofyhdn, zinc, gold, perlite (a lightweight
aggregate used in concrete and plaster), and grdiie country lacks deposits of petroleum, natyasl
and coal, and has to import these energy resources.

38.  One of the most important sectors in the exporusty is the diamond industry. Diamonds are
imported from countries (e.g. Russia) and are ms®e through the Armenian diamond cutting industry
and exported afterwards. At present, Armenia amypuatports approximately USD 250 million of

! Armenia adopted (July 5, 1995) and amended (NoeerB, 2005) its Constitution by national referemgu
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jewellery and gems to the world markets, makingne of the top-ten diamond processing countries
globally.

39. Armenia has a large shadow economy unofficiallynestied to be at least one third of GDP that
does not rely on the formal financial sector. Tine$ and individuals in this economy rely exclugjen
cash for transactions, partly to evade taxes. Thezealso substantial remittances from abroad, twhic
could be as large as one-quarter of nominal GDRy Tnovide a source of funds for investment and rea
estate expenditures that reduces the need forciimgqfrom the financial sector.

1.2. General Situation of Money Laundering and Finacing of Terrorism

40.  Although Armenia is not considered a country ofhifigant money laundering concérthere is
ample evidence of proceeds-generating crimes. Owongs geographical location in the Caucasus,
Armenia has the potential to become a transit plmintdrugs and other trafficking (especially human
trafficking). Corruption remains a serious problgwoughout Armenia Armenia ranks 109 (out of 180
countries) in the 2008 corruption perceptions indsked by Transparency Internatiohal.

41. Moreover, Armenia is a cash-based society whickgmts a challenge to implementing effective
AML/CFT measures. There is also a high level ofitemces, as the Armenian economy largely depends
on remittances from abroad, which account for aldel¥ of GDP. About 40% of these remittances
come from seasonal labor migrants, the vast mgjofitvhich are in Russia. Remittances are alsdddel

by a large Armenian diaspora established in Wedtarope and the United States.

42. The following offences were found to be the majources of illegal proceeds in 2005-2008
(during the first 9 months):

1) Tax evasion and other duties — related crimes ¢kr205 of the CC);

2) robbery and theft (Articles 176 & 177 of the CC);

3) fraud (Article 178 of the Criminal Code);

4) embezzlement and squandering, extortion (ArticiEs & 182 of the Criminal Code);
5) illegal or false entrepreneurial activity (Articlé88 & 189 of the Criminal Code);

6) abuse of authority, corruption, bribery (Articled83 311& 312 of the Criminal Code).

2 Source: 2008 International Narcotics Control ®ggtReport (INCSR) issued by the United States Bepat of
State to Congress.

% Source: 2009 International Narcotics Control ®ggtReport (INCSR) issued by the United States Beynt of
State to Congress.

* Source: Transparency International 2008 Corrug@ierceptions Index.
http://www.transparency.org/news_room/in_focus/26p2008

® As per 2006-2008 GDP data and data on non-comaiéransfers of individuals.
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43.

The table below shows statistical data on predicHnces to money laundering.

Offence type

2005

2006

2007

2008
(first 9 months)

16

27

38

2

1

2 3

Article 175
Racketeering

10

61

2

94

52

76

38

111 48

Article 176
Robbery

16

109

171

10

12

68

157 69

Article 177
Theft

24
63

1962

11

3090

18
53

15

27
12

14
65

2204

1011

Article 178
Fraud

46

346

416

32

10

43

33
5

257 167

Article 179
Embezzlement or
squandering

12

88

78

52

69

43

63 30

Article 182
Extortion

15

15

12

10

19

14

35 29

Article 188
Unlawful
entrepreneurial
activity

23

17

48

37

16

14

37 15

Article 188.1
Unlicensed
dealing in foreign
currency

17

15

10 4

Article 189
False
entrepreneurial
activity

23

12

13

Article 200
Commercial
bribe

Article 202
Counterfeiting
currency or
securities

60

52

57

59 1

Article 203
Counterfeiting or
realization of
false payment
documents

Article 205
Evasion from
taxes, duties,

other mandatory

21

11

50

40

59

32

104 33

5 Number of registered crimes.
" Number of disclosed crimes.
8 Number of crimes committed by foreigners.




payments

Article 215 50 31| 15 62| 45| 28| 77| 53| 12 39 15 6
Smuggling

Article 216 15 15 - 25| 23 -| 17| 17 - 17 16 -
Acquisition or
realization of
illegally acquired
property

Article 235 26 236 8 211 | 19 4| 20| 17 2 189 161 2
Procurement, 4 1 4 5
storage, carrying,
and
transportation of
arms,
ammunition,
explosives or
incendiary
devices

Article 266 76 57 3 162 | 12| 10| 23| 17 3 170 101 -
lllegal 2 5 5
distribution of
narcotics,
psychotropic
substances,
equivalents and
precursors
thereof

Article 308 26 21 - 22| 15 -1 21| 14 - 51 17 -
Abuse of official
authority

Article 311 7 5 - 14| 10 - 5 3 - 46 10 -
Taking bribery

Article 312 1 1 - 3 3 - 2 1 - 3 - -
Giving bribery

44, The number of ML investigations and prosecutiongyuste low relative to the number of
investigations, prosecutions and convictions fer phedicate crimes. This indicates the law enfoszgm
authorities’ tendency to focus more on the repogsef these crimes, rather than ML.

Statistics on instigated ML criminal cases
Initiated | Suspend Cases with
Year PENde! yiscontinued Acquittals Seized property | Convictions Penalties
cases d cases .
prosecution
2005 5 1 1
Fine of
2006 4 2 1 400,000 AMD
2007 3 3 1
40,000 EUR
and
2008 6 ! 31,650,000
AMD
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Confiscation
4 1 of 4,600,000
AMD

2009(as of
15/02)

45.  According to the authorities, the analysis of theney laundering or suspected money laundering
cases suggests that the most common money laugdetiemes are:

. Tax evasion, where natural persons transfer lamgeuats of funds for business purposes, in an
attempt to conceal the actual flows of the respeatompany and thereby to avoid the fulfillment
of tax obligations;

. Structured transactions, where the purpose isnoeal the source of funds and the actual
beneficiaries.

46. As for the types of financial institutions, DNFBR other businesses used in ML activities,
authorities indicated that the money launderingesdés are realized mainly through the banking system
However, during the mission the real estate sentdrthe use of undertakings were also pointed ®at a
profitable way to launder illegal proceeds.

47. The authorities acknowledged that the risk of THow in Armenia: no terrorist financing
incidents, attempt or suspicion was registeretienterritory of the Republic.

1.3. Overview of the Financial Sector

48. The Armenian financial system is comprised of 2BkKsa(with 380 branch offices), 25 credit

organizations (with 48 branch offices), 10 secesiinvestment firms, 11 insurance & re-insurance
companies, 5 insurance brokerage firms, 11 moneyttexs, 288 foreign exchange offices (including
branch offices), and 2 foreign exchange dealerkdrso

49. The financial system remains small and bank dorathafotal assets of the banking sector
accounted for about 91 percent of the assets ifirtaacial system. Most banks are domestically avne
but there is a major foreign presence in the systme non-bank financial sector plays a small inle
financial intermediation.

50. The legal and regulatory AML/CFT framework is implented and administered by the Central
Bank of Armenia (CBA), which is the sole regulator financial institutions in Armenia. The CBA also
regulates and supervises 71 pawnshops and 1 cdeakitory institution. The CBA is responsible for
the licensing of all financial institutions seekitmyoperate within the financial sector of Armearad for
the supervision of compliance with AML/CFT obligaits imposed by law and regulation.

51.  The table below reflects the breakdown for eaclk tyjpfinancial institution operating in Armenia.
Statistical Table 1. Structure of Financial Secicember 31, 2008.

Number of Total Assets ($ Authorized/ Registered

Institutions  million) and Supervised by:
Banks 22 $3,330 CBA
Credit organizations 25 $217 CBA
Securities/Investment firms 10 $25.2 CBA
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Insurance & Re-insurance 11 $38.1 CBA
companies
Insurance brokerage firms 5 $0.8 CBA
Money remitters 11 $13.4 CBA
Foreign exchange offices 288 $1.5 CBA
Foreign exchange dealers- 2 $0.2 CBA
brokers
Central Depository 1 $0.55 CBA
Pawnshops 71 $15.6 CBA
* Data provided by the CBA authorities.
52. The following table sets out the types of finandratitutions that can engage in the financial
activities that are within the definition of “finaial institutions” in the FATF 40+9.
Statistical Table 3. Financial Activity by Type Binancial Institution
Type of financial activity Type of financial AML/CFT
(See glossary of the 40 Recommendations) institution that regulator &
performs this activity supervisor
1. Acceptance of deposits and other repayable 1. Banks 1. CBA
funds from the public (including private banking)
2. Lending (including consumer credit; mortgage 1. Banks 1.CBA
credit; factoring, with or without recourse; and 2. Credit 2.CBA
finance of commercial transactions (including organizations 3.CBA
forfeiting)) 3. Pawnshops
3. Financial leasing (other than financial leasing 1. Banks 1.CBA
arrangements in relation to consumer products) 2. Credit 2.CBA
Organizations
4. The transfer of money or value (including finiahc 1. Banks _ 1. CBA
activity in both the formal or informal sector 2. Money remitters 2. CBA
(e.g. alternative remittance activity), but notlirting
any natural or legal person that provides financial
institutions solely with message or other support
systems for transmitting funds)
5. Issuing and managing means of payment (e.gitcred 1. Banks 1. CBA
and debit cards, cheques, traveller's cheques,ynone
orders and bankers' drafts, electronic money)
6. Financial guarantees and commitments 1. Banks 1. CBA
2. Credit Organizations 2.CBA
7. Trading in: 1. Banks 1. CBA
(a) money market instruments (cheques, bills, CDs, f2 Securities /lnvestment 2. CBA
derivatives etc.); rms 3. CBA
_ o 3. Foreign exchange 4. CBA
(b) foreign exchange; offices (only (b)) 5. CBA
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(c) exchange, interest rate and index instruments;
(d) transferable securities;
(e) commodity futures trading

4. Foreign exchange
dealers-brokers (only
(b))

5. Credit Organizations

8. Participation in securities issues and the [iowi of 1. Banks 1. CBA

financial services related to such issues 2. Securities /Investment 2. CBA
firms

9. Individual and collective portfolio management 1. Banks (only 1.CBA
individual portfolio 2.CBA
management)

2. Securities /Investment
firms (only individual
portfolio management)

10. Safekeeping and administration of cash ordiqui 1. Banks 1. CBA

securities on behalf of other persons 2. Securities /Investment 2. CBA
firms 3.CBA
3. Credit Organizations

11. Otherwise investing, administering or managing 1. Banks 1. CBA

funds or money on behalf of other persons 2. Credit Organizations 2. CBA

12. Underwriting and placement of insurance anémth 1. Insurance & Re- 1. CBA

investment related insurance (including insurance insurance companies 2. CBA

undertakings and to insurance intermediaries (agent 2. Insurance

and brokers))Note: There is no life insurance intermediaries

underwriting or placement in Armenia.

13. Money and currency changing 1. Banks 1. CBA
2. Foreign exchange 2.CBA
offices 3.CBA
3. Credit Organizations

Source: Data provided/confirmed by the CBA autlesit

1.4. Overview of the DNFBP Sector

53. All DNFBPS listed in the FATF Recommendations Géogsare covered under the Republic of
Armenia Law on Combating Money Laundering and Tisro Financing (AML/CFT Law). The
categories of DNFBPs, as defined in the AML/CFT Lare “realtors (real estate agents); notaries;
attorneys, as well as independent lawyers and fimmgiding legal services; independent accountants
accounting firms; independent auditors and audifimys; dealers in precious metals; dealers iniprec
stones; persons and casinos organizing prize gamdslotteries, including the persons organizing
internet prize games; trust and company serviceigecs”.

54.  The majority of categories of DNFBPs are preserthnRepublic of Armenia with the exception

of the business of providing Trust and Company 8esv (formation of legal structures, nominee
directors, nominee shareholders, professional dess$iips, business addresses, etc). There are no
prohibitions to such activities contained in thevlahowever there has been not demand for the
establishment of such activities nor was evidencad of such operations in Armenia.
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55. There are terrestrial 131 gambling establishmehtshach 14 are casinos and 117 operators of
prize gaming, generating approximately 6.6% of Amras GDP. All of the entities are licensed and
supervised by the Ministry of Finance pursuanti RA Decree 895. Additional to the AML/CFT Law,
casinos are subject to the provisions of the Lawsambling.

56. Real estate agents covering the residential ananewnial real estate sectors, of which there are
215°, are licensed and supervised by the State Conamoftéhe Real Property Cadastre (Cadastre). The
assessors were advised by the industry and audisattitat less than 10 per cent of real estatedcioss

are conducted through real estate agents as tharitpaare private transactions though such private
transactions still need to be notarized and sulesgtyuregistered with the Cadastre, who perfornes th
registration of property rights pursuant to the LawTitle Registration.

57.  There are 30 auditors, of which 26 are audit corigzaand 4 independent auditors, licensed and
supervised by the MoF. In addition to the AML/CFBW, the auditing profession is subject to the
provisions of the Law on Audit Activities.

58. In relation to legal services, any person, regasdtef the background, expertise or profile, can act
as a representative or provide consultations irctvieand administrative proceedings if there ipaver

of attorney verified by the notary (Article 40, @iProcedure Code “CPC” and Article 21 Administvati
Procedure Code “APC"). Also, pursuant to the CR, @erson can act as a representative of the person
(e.g. victims, civil plaintiff, etc.) involved inhe criminal proceedings, except for the defense¢hef
suspected or the accused, which is the prerogatigdvocates. It is not evident that the foresaitises

do not exclude acting as a consultant or repreteatar providing legal services, for example
transactions on real estate or the establishmembakiness that do not amount to a court repratsemt

59. The Law on Advocacy applies only to Advocates (akgs). Advocates are registered with the
Chamber of Advocates and abide by the Code of &tuicl the Charter of the Chamber, pursuant to the
Law of Advocates however the Law of Advocates dnes empower the Chamber to undertake any
supervisory activities in relation to AML/CFT. Inrenia the provision of legal services (including
representation in court) is not exclusively resdrt@ advocates; such services can be renderedyby an
individual, or legal person.

60. Notaries, currently numbering 70, are licensed sunpervised by the Ministry of Justice and are
further subject to the provisions on the Law of &l System. Notaries are members of the Chantber o
Notaries, of which the Chamber’s Code of Ethicdliapfo all members.

61. The number of dealers in precious metals and deateprecious stones is unknown and no
system is in place for monitoring and ensuring cliengpe by either a competent authority or Self-
regulatory Organization (SRO). The Republic of Anmaehas a gold mining industry, though the size
cannot be determined, and a diamond processingtiydand annually exports jewelry and gems worth
approximately USD 250 million and is one of the ldtr top ten diamond processing countries.

° Based on the estimated GDP of US$12.07 billiotp&twww.cia.gov/library/publications/the-world-
factbook/geos/AM/html) and the annual turnoverha tasino and prize game industry of nearly US3Bomias
supplied by the RA authorities.

19 As of April 2009.

1 The Jewelry and Gemstone Industhe Ministry of Economy of the Republic of Armenktp://www.mineconomy.am/en/37
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Armenia is a signatory to the Kimberley Proc&ésthe purpose of which is the prevention of angile
turnover of conflict diamonds. Armenia declaredtdy undertake trade of diamond raw materials with
Countries-Members of the Kimberley Process sinceudly 1, 2002, therefore any cargo of rough
diamonds should have Kimberley Certification givey the exporting country irrespective of the fact
whether it is imported in the country or is expdrte

62. Further, the Ministry of Economy has recently am®d that a national diamond and jewelry
exchange will be established in the capital, Yen&va

63. A number of DNFBPs covered under the AML/CFT Lawing independent lawyers and firms
providing legal services, independent accountant$ @ccounting firms; dealers in precious metals;
dealers in precious stones; are currently not iedror supervised as no licensing provisions apgsice

by way of laws, rules or regulations.

DNFBP Activities as provided under the laws ofNumber of | Supervisory Body
the Republic of Armenia licensed
entities
Notaries *  Authentication of transactions 70 Ministry of Justice

(contracts, wills, letters of
authorization, agreements, etc.);

* measures to preserve heritable
property;

e issuing legatee right certificates;

»  issuing ownership certificates with
respect to a common or shared
property;

» confirmation of document
submission terms;

» transfer of applications, statements,
or other documents of natural
person and organizations to third
party natural persons and
organizations;

* acceptance, safe keeping, delivety,
and return of monies and
securities;

» safe keeping of documents;

e providing evidence;

» authentication of minutes of
common board meetings or of
sessions of other collegial bodies]

12 The Decision of the Government of the Republidofienia from 19.12.2002 N2081-N “On connectiontsf Government of
the Republic of Armenia to Kimberley Process”.

13 The World Federation of Diamond Bourses supportediian initiative to establish diamond BourB¢B Limited, July 6,
2009. http://mww.wfdb.com/index.php?option=com_eon&task=view&id=178
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legal assistance;

clarification or legal opinion;
preparation of transaction drafts
and other legal documents;
other relevant legal and notarial
services.

Attorneys
(Advocates)

Consultancy, i.e. providing legal
advice to clients on their rights ar
responsibilities, and on relevant
aspects of the judicial system;
examination and preparation of
legal documents;

legal representation, including
representation in court;

defense in criminal cases;

legal assistance, unless prohibite
by law;

representing state and local self-
government bodies in court
proceedings of civil and
administrative offences.

855

o

The Chamber of
Advocates of the
Republic of
Armenia

Other
independent
legal
professionals

The laws of the RA prescribe no
specific activities.

Unknown

Nil

Independent
auditors and
auditing firms

Independent inspection of the
information reflected in the
financial statements and providin
an audit conclusion thereupon;
introduction, restoration, and
maintaining accounting, as well a
compiling financial statements;
teaching accounting in the field o
economics, finance, and audit;
asset/liability valuation;
projection and calculation of taxe
duties, and other mandatory
payments;

analysis of financial-economic
activities of an organization;
accounting, economic, financial,
tax, managerial, and legal
consultancy;

preparation of business plans;

29"

[}

\Y4

expert examination in the fields o

[

Ministry of Finance

1424 peing legal entities and 5 natural persons.
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or in connection with accounting,
audit, finance, taxes, duties and
other mandatory payments;
research/publications in the fields
of or in connection with
accounting, audit, finance, taxes,
duties and other mandatory
payments.

Independent
accountants an
accounting
firms

Introduction, restoration, and
maintaining accounting, as well a
compiling financial statements;
teaching accounting in the field o
economics, finance, and audit;
asset/liability analysis;

projection and calculation of taxe
duties, and other mandatory
payments;

analysis of financial-economic
activities of an organization;
accounting, economic, financial,
tax, managerial, and legal
consultancy;

preparation of business plans;
expert examination in the fields o
or in connection with accounting,
audit, finance, taxes, duties and
other mandatory payments;
research/publications in the fields
of or in connection with
accounting, audit, finance, taxes,
duties and other mandatory
payments;

highlighting mistakes and
omissions;

identifying violations of
requirements on accounting and
compilation of financial
statements;

analysis of specific issues;
elimination of mistakes and
omissions, where provided under
the agreements or as necessatry.

Unknown
S

f

Nil

Persons and
casinos
organizing prize

Installation and operation of prize
gaming devices or other
arrangement providing means for
participating in commercial prize

131"

Ministry of Finance

1524 peing legal entities and 5 natural persons.
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games including gaming.
persons
organizing
internet prize
games
Real estate « commercial intermediation in real| 215° State Committee of
agents/agencieg estate market transactions; the Real Property -
* consultancy on real estate Cadastre
transactions;
* overview of and consultancy on
real estate market and prices;
e organization and operation of
public real estate auctions;
» other paid services in real estate
market.
Trusts; legal «  No activities described in place by Nil Nil
person law, rules or regulations.
registration
service
providers
Dealers in + Retail and wholesale dealing in | Unknown Nil
precious metals precious metals;
dealers in » Hallmarking of precious metals;
precious stones| *  Control of assay of precious
metals;
» Refined of precious metals;
*  Manufacturing of bank gold and
standardized ingots.

1.5. Overview of Commercial Laws and Mechanisms Gavning Legal Persons and
Arrangements

64. Article 50 of the Civil Code defines “legal persoas “an organization that has separate property
in ownership and that is liable for its obligatiomith this property and may acquire and exercisgperty
and personal non property rights in its own name@y lduties and be a plaintiff or a defendant irrtéou

65. Article 51 of the Civil Code provides for two typesf legal entities: commercial and
noncommercial ones. Whereas commercial entitiedwdntheir activities for the main purpose of
generating profit, noncommercial entities do notenaxtraction and distribution of profit as theigim
purpose but may only conduct commercial activiligsserves the achievement of their noncommercial
purpose and these activities corresponds to thisoge. In addition, the Law on Foundations provate
the establishment of foundation.

66. Articles 52(4) & 56 (3) Civil Code as well as Aitec3 Law on Foundations in connection with
Article 3 Law on State Registration of Legal Emtitiprovide that the legal capacity of a legal peliso

16 As of April 2009.
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obtained on the date of its registration with thet&SRegistry. All information held at the StatggRey is
publicly accessible pursuant to Article 17 Law dat& Registration.

67. For all legal entities, the State Registry mairgdaiformation on the management.

68. Armenian law does not prohibit the use of nomineentiers or nominee directors. However,
nominee shareholders are allowed both pursuartetd.-aw on Joint Stock Companies and the Law on
Securities Market, whereby the latter defines tlasnithe person on whose nominal securities owned by
other persons are registered without the trandfemmership rights”. However, based on a decisign b
the government, only professional intermediarigsictvin turn are required under the AML/CFT Law to
obtain, verify and maintain information on the birial owners, are allowed to act as nominee
shareholders.

69. Joint Stock Companies are the only form of legaitythat may issue stocks. Although the Civil
Code menions the possibility to issue bearer shamicle 39 Law on Joint Stock Companies requires
that stock certificates are issued on name of laeeholder, therefore effectively prohibiting tksuance

of bearer shares. Bearer shares do not seem ttiomeeé under Armenian law and according to the
authorities also do not exist in practice.

Commercial Companies:

70. Commercial companies may take the form of (a) BassSnpartnerships, (b) Business Companies
and (c) Commercial Cooperatives.

71. Business partnerships may be founded as genetalepstips or limited partnerships. Business
Companies may take the form of limited liabilityngpanies, supplementary liability companies or joint
stock companies. The capital of all partnerships @mpanies is broken down into ownership interests
of the founders. All forms of partnerships and camips require at least one founder. Whereas legal
entities may be founders of business companiesamiibutors (but not partners) in limited partrgps,

only natural persons and commercial organizatioag be participants in general and partners in dichit
partnerships.

72.  For both forms of partnerships, management mayobelucted exclusively by full partners. For
limited liabilities companies, the form of managemis to be determined by the meeting of participan
whereby management has to consist of at least ensop. Joint stock companies and all forms of
cooperatives are managed by the general meetiapokholders or its members, who may elect a board
of directors. Corporate directors are allowed urftenenian law.

Noncommercial Companies:

73. Noncommercial companies are: (1) Social Organirati¢2) Funds; (3) Unions of Legal Entities;
and (4) Noncommercial Cooperatives.

74. Social Organizations are voluntary organizationscitizens who have joined in a manner
provided for by a law on the basis of communalifytieeir interests to satisfy spiritual or other
nonmaterial needs. The general provisions of tivd Cbde as well as Article 122 apply. Union of laég
Entities are regulated through to Articles 125-1QiXil Code and are established by commercial
organizations for the purpose of coordination @itlentrepreneurial activity and the representatind
protection of common property interests.
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Foundations:

75. Foundations are regulated by the Law on Foundaasnsell as Articles 123 & 124 of the Civil
Code.

76. Article 124 Civil Code defines a foundation as ‘@aganization not having membership, founded
by citizen and/or legal entities on the basis ofumtary property contributions, pursuing social,
charitable, cultural, educational, and other sbciaseful purposes.” Article 3 Law on Foundations
further provides that a foundation is consideratbacommercial organization and is a legal persa@h an
has property separate from that of the founder.

77. A foundation may be created by one person, inctydimy legal person, through written decision
or will, or by two or more founders through a weaittagreement.

78. Pursuant to Article 4 Law on Foundations, foundatiomay have potential and actual
beneficiaries, which are those for whose benefitaie payments have been made, services have been
provided or to whom foundation property has beandferred. Until recently, Article 8(6) of the Lam
Foundations contained a provision, prohibiting fders of a foundation to be beneficiaries. However,
this provision was amended in February 2007 aisdribw possible for founders to be beneficiariethef
foundation. Representatives of the State Regisatgd that this change in the law has not restitteuh
increase of registration of foundations.

79. While it is not required that the Charter of theuridation provides for the name or other
information on the beneficiaries, it is requiredtth general description of the category of beiaafas is
provided. In addition, since 2008 Article 23.2 aflL on State Registration of Legal Entities requihed
upon incorporation, the State Registry is providétt the names of the beneficiaries of Foundation.

80. Pursuant to Article 21 Law on Foundations, the esdif the foundation, at a minimum, are the
board of trustees, which is the supreme manageamehsupervising body for the foundation and should
consist of at least three natural persons, andndagager or executive director, who directs theequrr
activities of the foundation. Founders of a fourmatmay take the function of a board member or
manager of the foundation. However, for a changbefeficiaries of the foundation a court order is
required in all cases. Foundations are not perehitiessue stocks.

81. As of March 2, 2009, approximately 56,000 legaiitexst were registered in Armenia. Of those,
approximately 80% were commercial companies and/ aflout 20% were foundations and non-
commercial companies.

General Limited Limited Supplementary| Joint Stock| Commercial | Foundations

Partnership | Partnership | Liabilities | Liabilities Companies | Cooperatives (as of 2007)
Companies | Companies

1175 8 38.975 N/A 4139 5063 273
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1.6. Overview of Strategy to Prevent Money Laundeng and Terrorist Financing

AML/CFT Strategies and Priorities

82. While the RA government has not published an AMLTCstrategy, as such, a political
commitment has been given by the establishmenefihteragency Commission on the Fight against
Counterfeiting Currency, Plastic Cards, and OthayRent Instruments, against the Money Laundering,
as well as Financing terrorism in the Republic aim&nid (Interagency Commission). The foresaid
Commission was established by the President ofRAg with a published mandate to focus on the
combating and reducing of financial crime includibgt not limited to ML and TF. Members of the
Interagency Committee include all of the relevamindstic authorities in the field of ML and TF.

83. In support of the domestic initiative, the main exitjves of the authorities of the Republic of
Armenia in the field of AML/CFT are:

. to implement a unified collaborative national pglin the field of AML/CFT,;

. to formulate an effective enforceable legal framewn compliance with the international
standards;

. to ensure the equal and non-discriminatory legglirements in the field of AML/CFT applied
by relevant state bodies and the private sector;

. to provide education and training to enhance tmtopaance and the capabilities of relevant state

bodies and the private sector in the field of AMERC

84. The financial and non-financial sectors have bemn,a whole, passive participants in the
development of the RA’s AML/CFT strategy. Whilstnsiltation is undertaken on certain aspects of the
regime, representation at the Interagency Commmisai@ integration in the policy process is limited
representation from the banking sector, being tesogiation of Banks of Armenia.

85. The authorities advised the assessors that the isgies are to ensure the full enforcement of
normative legal acts regulating the field of AML/CRo develop risk based ML/TF prevention policies
within the financial institutions; ensure the awsass about the AML/CFT issues among the non
financial institutions and general public; increag® competence of law enforcement bodies in
adjudicating on the ML/TF cases.

86. Looking forward, a number of significant programsdainitiatives of the RA relating to
AML/CFT are under consideration including but natited to the development of a universal
information system in the field of the AML/CFT; nection of the ML risks through the expansion of the
financial intermediation sector and the limitatimincash transactions; formulation of domestic tpgs

in the field of the ML/TT and dissemination of thigormation to all parties in the AML/CFT system;
development of the ML/TF prevention systems withive financial institutions through effective
supervision; raising awareness of ML/TF prevennoechanisms among non- financial institutions and
the general public and implementation of such meisinas; expanding the analytical capabilities of the
FMC based on the best practice of the internationastigative bodies; and development and effectiv
practical application of mechanisms and capalslibeé law enforcement and of the judicial system in
adjudicating on the ML/TF cases.
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The Institutional Framework for Combating Money Laundering and Terrorist Financing
National AML/CFT coordination

87. The Interagency Commissibris the principal forum for discussing AML/CFT issui@ the RA.
The Commission is both an advisory and a policy in@lgroup which meets at least bi-annually. It
comprises regulators, ministries such as MoJ an8,N&w enforcement authorities though with minimal
industry representation via the Association of Baok Armenia and no professional representatives.
Chairmanship of the Interagency Commiss®eld by the chairman of the CB.

88. The Interagency Commission’s focus is related tttems concerning the cooperation of different
state bodies in the field of AML/CFT, strategic gtiens concerning AML/CFT system, needs for
educational programs, and matters raised by membbesCommission is supported by a working group
to discuss the status of issues, to present amoopam forthcoming topics and to draft the proceduior

the implementation of the Commission decisions. FREC, in the capacity of the Secretary, coordinates
the work of the Commission.

89. The Commission reports to the RA President on dlieypdecisions and outcomes.

Ministries

Ministry of Finance

90. The Ministry of Finance (MoF) formulates and impkms the policy of the RA Government
regarding the state income formation and the maneageof public funds. Its primary functions related
AML/CFT include membership at the Interagency Cos®ian, and the licensing and supervision of
activities of private auditing companies, legal gues conducting audit activities, operators of griz
gaming, lotteries and casinos.

Ministry of Justice

91. The Ministry of Justice (MoJ) is comprised of stural subdivisions such as the Legal Persons’
State Register Agency, the Compulsory Judicial Baforcement Service, and the Penitentiary Service.
The principal responsibilities and objectives of toJ in relation to AML/CFT are membership of the
Interagency Commission, and as a consultation nmestmain all legislative initiatives in the field of
AML/CFT.

92. Additionally, the MoJ is entitled to perform thegbd appraisal of all the departmental normative
acts relating to AML/CFT (for example: the normatikegulations adopted by the Central Bank Board)
and state registration. The MoJ also appoints apérsises the notaries and is the assigned supgyvis
function over the activities of non-commercial argations.

" Established pursuant to the Presidential DecreeNe1075 of March 21, 2002 and operates within
the framework set forth by the Regulation of thadtions of the Interagency Commission.
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Ministry of Foreign Affairs

93. The Ministry of Foreign Affairs (MoFA) under the meral guidance of the President of the RA,
formulates and implements the policy of the RA Gaweent in the area of foreign affairs, as well as
organizes and administers consular services, desgnated.

94. Participation of the MoFA in the field of AML/CFThvolves membership of the Interagency
Commission. Additionally, the MoFA coordinates theocess of conclusion and implementation of
international treaties of the RA in the field of AKCFT and accommodates the membership of the RA
with the existing international organizations ire tAML/CFT field and regularly presents the UN
Security Council Resolutions in connection with teerorist financing, that shall be enforced, te th
authorized bodies.

95. The FMC consults with the MoFA in relation to thstlof countries or regions, where the
international requirements for AML/CFT are not itage or are not properly enforced, as prescribed
under Article 19 of the AML/CFT Law.

Criminal justice and operational agencies

The Financial Monitoring Center

96.  The Financial Monitoring Center (FME&)f the Central Bank of Armenia (CBA) is the finaalc
intelligence body in the Republic of Armenia andsa&s a central body for the AML/CFT system. The
FMC's statute, as approved by the CBA Bd3rdets forth the objectives and functions of theCGFMs
well as the structure, the funding and other issuesnnection with the FMC and the FMC was acadpte
as a member of the Egmont Group in 2007.

97. The FMC operates within a cycle of three-year sgyiat plans, with its objectives clearly set forth
in the current strategic plan and focused on AMWIGRcluding to build institutional and operational
capacities of the FMC; raise public awareness infilld of AML/CFT; strengthen both domestic and
international cooperation in the field of AML/CFTand to secure non-discriminatory legislative
requirements in the field of AML/CFT.

Law enforcement agencies

The National Security Service

98. The National Security Service (NSS) formulates dmplements the policy of the RA
Government in the field of national security andnasters the national security bodies. The Service
comprises the Central Apparatus, provincial bodies,border-guarding forces, the training centtrs,
special-purpose units, and other subdivisions. ANKin place between the FMC and the NSS.

99. The NSSis involved in AML/CFT through the follovgn

18 Established on December 14, 2004 pursuant to Arfiolof the AML/CFT Former Law of the RA.

1% Resolution N0.97-A of March 3, 2005.
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. the Deputy Head of the NSS is a member of the dgiarcy Commission;

. the Service is designated to perform intelligenoefions, pursuant to Article 8 of the Law on
Operative Intelligence, hence it may also deal MthTF cases;

. the Service, as provided under Article 56 of the&CCB also an investigative body, that may also
engage in investigation of ML/TF cases;

. as provided under Article 190 of the Criminal Prhaee Code, the inspectors at the NSA carry

out preliminary examination of ML/TF cases, as priéed under Articles 190 & 217.1 of the CC,
respectively
Police

100. The Police which, pursuant to its authority, forates and implements the policy of the RA
Government in the field of fight against the criared infringement of law, safeguard public order and
security. The Police exercise its authority pursuanthe Law on Police. The Police incorporate the
Central Police Apparatus and its immediate subiding Police Departments of Yerevan city and the
provinces (Marzes) and the subsequent divisions.

101. Like other agencies, the Police hold membershipthi@ Interagency Commission and are
designated to perform operative intelligence fuonti pursuant to Article 8 of the Law on Operative
Intelligence; hence they may also deal with ML/&Ses. Further, as provided for under Article Séhef
Criminal Procedure Code, the Police are also arestigative body, which may also engage in
investigation of ML/TF cases.

102. The Police and the FMC have a Memorandum of Undedatg (MoU) in place governing the
respective responsibilities of the two bodies iatien to AML and CFT.

Prosecution authorities

103. The Prosecution of the RA is a unified system casepl of the Prosecutor General’s Office, the
Central Military Prosecution Office, the Prosecigaffices of the Yerevan city and its communitsesl
the provinces, and the Garrison Military Prosecat@ffice.

As set forth by Article 4 of the Law on Prosecutitme prosecution authorities are designated:

. to initiate criminal proceedings;

. to ensure the legitimacy with respect to invesiogaaind preliminary examination;

. to pursue charges in the court;

. to lodge claims with the courts for the sake ofljmuibterests;

. to dispute court orders, judgments and decisions;

. to ensure the legitimacy of execution of punishreemtd other compulsory measures.

104. The prosecution authorities are involved in AML/CRfrough the membership of the
Interagency Commission, providing control and oigdrisin relation to the legitimacy of investigation
and preliminary examination of the ML/TF cases; #mal pursuit of criminal charges against the crimes
that involve ML/TF in the court. Additionally, an &l in place between the Prosecutor’s office and the
FMC, governing the respective responsibilitieshaf two bodies in relation to AML/CFT.
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State Revenue Commitee

105. The Customs Division of the State Revenue Comm({$C) has also an important role to play
in AML/CFT responsibilities, including by way of bier controls and, in particular, implementing
measures for cross-border movement of cash or iab¢@instruments.

106. In June 2008 the tax and customs bodies of the edengder the State Incomes Committee by
the RA Government. The aforementioned Committeeesponsible for the administration and control
over the collection of state income (taxes, custdoiges, etc.). The Committee is also a law enfoea
body that may, through its respective subdivisi@rgage in operative intelligence, investigationd a
preliminary examinations. The Committee is involvied combating money laundering through the
membership at the Interagency Committee, with saprtive from both the taxation and customs fields
The State Incomes Committee has an active MoUdoepWith the FMC to facilitate information sharing
and governing the respective responsibilities.

107. Task forces or commissions on ML, TF or organizeche.

108. A Council on Combating Corruption was establishethie RA, pursuant to President of the RA
Decree No. NH-100-N of June 1, 2004. By status,Rfime Minister of the RA chairs the Council, and
its members are the heads of all the agenciesvieeidh combating corruption. In addition, a Comett
on Monitoring the Anti-Corruption Strategy implentation is operated by the Council.

Financial sector bodies
Central Bank

109. Pursuant to the Law on Central Bank, the CBA ifatited to license, regulate, and supervise all

financial institutions which comprise of banks, diteorganizations, persons engaged in dealer-broker
foreign currency trading, foreign currency tradimgrsons providing cash (money) transfers, persons
rendering investment services in accordance wighLimv on Securities Market, central depositary for

regulated market securities, insurance (includieghsurance) companies and insurance (including
reinsurance) brokers, pawnshops.

110. The CBA is the designated body in the field of figigainst ML/TF, pursuant to the AML/CFT
Law. For licensing and supervisory actions inclgdisanctions, a committee, the Licensing and
Supervision Committee, considers the recommendatioom the legal department (responsible for
licensing financial institutions) and the financwlipervision department (responsible for supergisin
financial institutions) and, based on the restifis, CBA Board makes relevant decisions.

111. Furthermore, the functions of the centralized dapns of the centralized register, and of the
operator of the securities book-entry system ofpinglicly traded securities in the RA are assigiwethe
Central Depository as provided under the AML/CFTwi-¢he later is considered a reporting entity.he t
RA the securities’ market is regulated by the stex&hange. Only the investment services providess a
eligible to participate in the stock exchange.

DNFBP and other matters

Ministry of Finance
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112. The MoF, through designated departments, underthlkelicensing and supervision with respect
to the casino activities and operators of prize iggnand lotteries; private auditors and legal pesso
conducting audit activities.

Ministry of Justice

113. Notaries are appointed and supervised by the MoJ.

State Committee of the Real Estate Cadastre

114. The State Committee of the Real Property Cadastrédesignated the competent authority to
license and supervise the real estate agents amtiag.

The Chamber of Advocates of the RA

115. The Chamber is responsible for qualifying lawydrattare considered reporting entities. The
activities of the Chamber are defined in the LawAoiwvocacy.

Other DNFBPs

116. For the following DNFBPs, no specific licensingsupervising procedures are prescribed under
the laws of the RA:

. private entrepreneurs and legal persons providiggllservices;
. private entrepreneurs and legal persons providingunting services;
. dealers in precious metals/stones.

Reqistry for companies and other legal persons

117. In the RA all legal persoﬁ% are required to register at the State Registemégef Legal
Persons. The agency comprises the central boditsareional subdivisions.

Mechanisms relating to non-profit organizations

118. As prescribed under Article 3 of the Law on StategiRtration of Legal Persons the state
registration of non-profit entities such as nonguownent organizations (NGOs), charities and
foundations is performed by the Central Body of $tiate Register. As prescribed under Article 1éhef
Law on NGOs Article 38 of the Law on Foundationsl afrticle 18 of the Law on Charities, the
aforementioned non-profit organizations are licenbg the designated body, the Ministry of Justice.
Additionally, all non-profit organizations are recpd to report their financial turnover to the tax
authorities.

Other agencies or bodies

119. The self-regulatory bodies in connection with timaficial institutions sector are:

% |n the RA there exists no organizational-legahfaf legal arrangements other than that of thel legeson.
Hence, any legal arrangement shall, prior to conuaement of its activities, register as a legal perso
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. the Association of Banks of Armenia, of which thea@man of the Association is a member of
the Interagency Commission;

. the Union of the Credit Organizations;
. Association of Insurers;

. Securities’ Central Depository;

. the Stock Exchange.

Approach Concerning Risk

120. Armenia has not yet undertaken a systemic revieth@fML and TF threats and risks that exist
within the financial sector and other sectors imAnia. It has however issued AML/CFT regulations fo
financial institutions that include risk-based edats for customer due diligence, including enhardesl
diligence for higher-risk areas and reduced or Bfiag customer due diligence measures for low-risk
areas. The authorities, in particular the CBA, haeeently adopted a risk based approach to
implementing preventive measures in the financietta. However, supervisory tools including
examination procedures for banks, credit orgaromati insurance companies, securities firms, foreign
exchange houses, and money remitters have notupslated to reflect the new risk based approach and
the requirements of the 2008 AML/CFT Law. Moreowathough the AML/CFT Law provides for the
waiving of certain articles to non-financial ingtibns with less than 10 employees, no formal satto
review of ML/TF risks has been conducted/providedustify the limited scope of application of the
AML/CFT framework. The main justification appeaostte relative to the size of the entities (asse&.s

Progress Since the Last IMF/WB Assessment or Mutudtvaluation

121.  OnJuly 9, 2004, the MONEYVAL'’s Plenary Sessionmaped the I and 2° Evaluation Reports

on the RA. At that time, Armenia was assessed utideFATF's 2002 Methodology. In connection with
the consultations put forward in the report, Arnaepiesented a Progress Report, as well as Comglianc
Report on specific issues. Measures were undertpkesuant to the practical implementation of the
recommendations presented in the evaluation repsrtwell as strengthening the overall AML/CFT
regime in line with the new international standaréls such, the Armenian authorities have addressed
most of the recommendations of the last assessikeatfollowing table reflects corrective actionkaa

by the authorities.

Reference Recommendation Undertaken measures

Scope of the Ratification of the UN 1999 RA ratified the UN 1999 Convention for the
criminal offence of| Convention for the Suppression off Suppression of the Financing of Terrorism on
money laundering | the Financing of Terrorism and the Mmarch 3, 2004.

(FATF 4-6) Council of Europe 1990 Conventidnrhe council of Europe 1990 Convention on
on Laundering, Search, Seizure anq , ,nqering, Search, Seizure and Confiscation|of
Confiscation of the Proceeds of . i

the Proceeds of Crime was ratified on Octobern 8,

Crime. 2003.
Provisional Adopt provisions making it possiblgArticle 233 of the CPC was amended on
measures and to seize and confiscate proceeds, | November 28, 2006 by introding
confiscation property and instrumentalities. sequestration/freezing of property in
(FATF 7) Consider adopting provisions connection with adjudicating on money

making confiscation mandatory in
particular types of offences,
including money laundering, and
possibly drug trafficking and other

laundering and the predicate offences as
mandatory judicial action.
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major proceeds-generating offenc

e§ he same year, Article 55 and the sanctions
under Article 190 of the CC were amended f
prescribing the confiscation of the property
obtained from money laundering offence as
mandatory sanction.

Yy

Customer
identification and
record-keeping
rules (FATF 10-
13)

Adopt provisions for all relevant
intermediaries on identification an
record-keeping on occasional
customers when performing
transactions over a specified
threshold. Adopt clear customer
identification provisions for the
securities sector.

Articles 15 & 20 of the AML/CFT Law

I adopted by the Parliament of the RA on May
26, 2008 promulgate detailed provisions for
reporting entities on identification and record
keeping when establishing business
relationships and in connection with occasio
transactions. These provisions extend to
specialized participants in the securities
market.

all

nal

Increased diligence

of financial
institutions (FATF
14-19)

Adopt provisions for all relevant
intermediaries on the performance
of on-going monitoring of accounts
and transactions. Adopt for all
relevant intermediaries a mandato
reporting regime on suspicious
transactions and activities.

Articles 15 & 16 of the AML/CFT Law
provide for requirements for on-going
monitoring and additional examination of
customers.

r3f\/landatory reporting of suspicious transactiq
by all reporting entities is promulgated under
Articles 4-6 of the Law.

Measures to cope
with countries with
insufficient AML
measures (FATF
20-21)

Consider on an up-dated basis
providing all relevant intermediarig
with information about which
countries and jurisdictions should
be considered non-cooperative in
AML/CFT context.

The mentioned recommendation was

Simplemented pursuant to Article 19 of the
AML/CFT Law, that specifies the
responsibilities of designated body, that, in

Rlonsultation with the authorized body of the
Republic of Armenia in the field of foreign
affairs, produces and updates the list of the
countries and jurisdictions that do not apply
appropriate measures, if any, to combat the
ML/FT, based on the data published by
international organizations involved in
AML/CFT.

Considering this requirement, on July 4, 200
the FMC circulated, among all financial
institutions operating in the RA, brochures o
the FATF Statement of February 28, 2008,
proposing actions to be taken in response tg
risks highlighted in the above statement.

the

Administrative Co-
operation —
Exchange of
information
relating to
suspicious
transactions
(FATF 32)

Adopt an STR regime making it
possible internationally to exchang
information relating to suspicious
transactions, persons and
corporations.

The FMC is an Egmont group member since
€2007 that enables it to exchange information
with foreign financial intelligence units
relating to suspicious transactions, persons
organizations.

With respect to this, Article 14 of the
AML/CFT Law provides, that the authorized
body (FMC) may, on a reciprocal basis, upo
request for, or on its own motion, exchange
information (also such as rendered secret ur]

and

na

der
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the law) with foreign financial intelligence
units, which, as so required under bilateral
agreements or arising in connection with
membership in international organizations,
commit to ensure equal secrecy and use the
information only for AML/CFT purposes.

8 Special
recommendations
on terrorist
financing

[I. Criminalizing

Adopt a separate offence on

Article 217.1 amended the CC by

the financing of terrorist financing. incorporating provisions for terrorist financing
terrorism and offence on December 14, 2004.

associated ML

lll. Freezing and | Adopt a comprehensive normativel Article 25 of the AML/CFT Law provides for
confiscating act providing a mechanism to the sequestrations/freezing of funds associated

terrorist assets

implement the freezing without
delay of assets suspected to be

related to the financing of terrorisn

with financing terrorism.

Part 5 of Article 55 and sanctions under Artiq
.

le

217.1 of the CC provide for the confiscation pf
the funds.
IV. Reporting Adopt for all relevant The mandatory reporting with respect to
suspicious intermediaries a mandatory suspicious transactions related to financing
transactions related reporting regime on suspicious terrorism is mandatory for the reporting
to terrorism transactions and activities related Qntities under part 2 of Article 6 of the
the financing of terrorism. AML/CET Law .
VI. Alternative Adopt an obligation to identify Customer identification requirements are
remittance clients exchanging or transferring | provided under Article 15 of the AML/CFT
large portions of money or other | | aw. Article 18 also specifies the obligations
giigtesdgﬁg f[ih ??&Eﬂgg:ﬁgféﬁtﬁgn%f the financial institution in connection with
15.000). money transfers.
Law Enforcement | Setting up and making operational & he national financial intelligence unit in the
and Prosecution | Financial Intelligence Unit (FIU). | RA is the FMC of the CBA. The FMC was
The FIU should be properly established on December 14, 2004 pursuant to
resourced and should be able to | the AML/CFT Former Law and the FMC
ethange relevant information with Statute.
nat|onf_;1l_ law enforcement_ The authority of the FMC, as well as its
authorities as well as foreign . .
counterparts. functlon§ Wlth. respect to exchange of.
information with law enforcement bodies ang
international counterparts, are defined in
Articles 10, 13, 14 of the AML/CFT Law
Law Enforcement | A comprehensive training strategy] The following measures were taken to organize
and Prosecution | for the agencies involved in comprehensive training in the field of fight
AML/CFT issues should be against the money laundering:
embarked upon. 1. the Interagency Commission Session of
March 28, 2006, approved the strategy for the
National Educational/Training Program on
AML/CFT, that involves training of the law
enforcement and prosecution employees in the

field of the AML/CFT;
2. Armenian authorities were involved in a

number of training activities organized by th

1]
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UNODC and IMF. A group of trainers was
formed comprised of representatives from
various agencies;

3. The abovementioned group of trainers
undertook assessment of training needs ampong
the law enforcement and prosecution staff, and
organized the training thereof in the field of
AML/CFT.

Law Enforcement
and Prosecution

Further use of investigative means,
including special investigative
techniques, such as controlled
deliveries.

The law enforcement bodies are authorized,
also when investigating ML/TF cases, to
undertake all the investigative actions,
provided for under part 8 of the Criminal
Procedure CodeThe law enforcement bodies
(those authorized to perform operative
intelligence functions) are authorized to make
control purchases, as prescribed under Articles
14 & 18 of the Law on Operative Intelligence.

Law Enforcement
and Prosecution

All relevant law enforcement
authorities and the Office of the

Prosecutor General should addregsGeneral of the RA in investigating ML/TF

the issue of the importance of
financial investigations.

The cautiousness of the law enforcement
bodies and of the Office of the Prosecutor

cases is corroborated by the high level
discussions of the issues arising in the course
of investigations, particularly within the
Interagency Commission.

Moreover, by the bulletin No. 2/1-1-05 by the
Prosecutor General of the RA of February 8,
2005 the attention of all the law enforcement
bodies was called upon identifying and
analyzing money laundering offences in
financial cases being investigated, and
initiating judicial proceedings with respect
thereto.
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2. LEGAL SYSTEM AND RELATED INSTITUTIONAL MEASURES

Laws and Regulations

2.1.Criminalization of Money Laundering (R.1 & 2)
2.1.1. Description and Analysis

Legal Framework:

122. Armenia has criminalized money laundering througtiche 190 of the CC. The offense was first

introduced in 2003 and the definition of money kdemng amended in 2006. The most important
amendment to the provision was a change from acriaties to a list approach in defining the predicat

offenses for money laundering.

123. The first paragraph of the provision defines thsibanoney laundering offense whereas the
second and third paragraphs provide for increaaedti®ns in aggravated circumstances.

124. Article 190(1) stipulates that the “conversion r@nisfer of property obtained in a criminal way, if
it is known that such property was obtained assaltef criminal activities, which had the purpasfe
concealing or disguising the criminal origin of Byaroperty, or of assisting any person to avoililiiy

for a crime committed by such persons, or the calnoent or disguising of the true nature, source,
location, disposition method, movement, or rightdhwespect to, or ownership of such property,
knowing that such property was obtained as a reduitiminal activity, or the acquisition, possessi
use or disposition of property, knowing, at thediof receipt, that such property had been obtairseal
result of criminal activity” constitutes money lalaring under Armenian law.

125. Conduct as defined in Article 190(1) CC may be saned with imprisonment of up to four
years and confiscation of the property involvedticde 190(2) &(3) provides for stricter sentences i
aggravated circumstances.

Criminalization of Money Laundering (c. 1.1—Physichand Material Elements of the Offence):

126. Armenia has signed and ratified both tbeited Nations Convention Against Transnational
Organized Crimdthe Palermo Convention) and tbaited Nations Convention Against lllicit Traffin i
Narcotic Drugs and Psychotropic Substanftee Vienna Convention)

127. The first part of Armenia’s money laundering offencovers the conversion or transfer of
proceeds of crime, whereas the second part crile@sathe concealment or disguise of such property.
The third part criminalizes the acquisition, posg@s, use or disposition of criminal proceeds & th
person knew at the time of receipt that proceests $tom the commission of a crime.

128. Armenia’s money laundering offence therefore covallsmaterial elements of the money
laundering offences as defined in the Palermo aedna Conventions.

The Laundered Property (c. 1.2):

129. Article 190 defines the term “property obtainedaircriminal way” in line with the international
standard to include “any type of property, inclyliassets, securities and property rights, and other
objects of civil rights derived or obtained, ditgcor indirectly, through commission” of a predieat
offense.
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Proving Property is the Proceeds of Crime (c. 1.2)1

130. Article 190 CC does not require that a person bevicted of a predicate offense to prove the
illicit origin of proceeds. However, from discussgowith the authorities it appeared that until rnelge

the common understanding was that in practice aicton for the predicate offense was required to
prove that proceeds stem from a predicate offeBsé¢h representatives of the General Prosecutor’s
Office and the Judiciary stated that after haviregeived training on AML/CFT, the general
understanding would now be that a conviction oajalrproceedings for the predicate offense wowd n
longer be required to convict a person for autonmmmoney laundering, but it is too early to deteeni
whether the courts will be receptive of this neveotation.

131. The authorities pointed to one judicial case incihmoney laundering was the sole offence
being adjudicated, which had resulted in a commictiHowever, this case (Armenia vs. Vahan Suren
Madatyan Case No. N 1/11-2006) is not conclusiveabse the defendant had been convicted for the
predicate offense (illegal logging) in an earligalt In a second judicial case also referred tothwy
authorities, (Armenia vs. Volodya Tsatur Ghukas¢ase No. EADD/0041/0/08), parallel charges were
brought for both the predicate offense (commerbidbery) and the money laundering offense and a
conviction was handed down for both charges. Thughe judicial practice so far, a conviction for
money laundering was obtained either based ongether with a conviction for the predicate offense.

132. The authorities also informed the assessors thatastigation only for the money laundering
offense is currently in the pre-trial stage and M@oon be filed with the courts. It is expectedttthis
case will clarify the court’s position on whetheclaarge for a standalone money laundering canldux fi
even in the absence of a conviction or pendinggedings for the predicate offense.

133. The authorities stated that the standard of prppfieable to prove that property is proceeds of
crime would be the “beyond reasonable doubt” stahda@his means that the prosecutor will have to
prove the specifics of the predicate offensg, that the conduct amounted to a designated offahse,
timeframe when the predicate offense was committexl perpetrator, the types of assets that origihat
from the predicate offense. The assessors cortsiides rather high standard of proof.

The Scope of the Predicate Offences (c. 1.3):

134. All FATF designated categories of predicate offernaee covered, as outlined below. In addition,
tax evasion is criminalized through Articles 202286 CC and constitutes a predicate offense for gnone
laundering under Armenian law.

Predicate Offense Law

Participation in an organized criminal group apdrticle 222, 223 & 224 CC.
racketeering
Terrorism, including terrorism financing Articleg 2, 388, 389 CC.

Trafficking in human beings and migrant Articles 132, 132.1, & 168 CC.
smuggling

Sexual exploitation, including sexual Articles 132, 132.1, 166, 261&d 262 CC.
exploitation of children

lllicit trafficking in narcotic drugs and Articles 215, 266 CC.

psychotropic substances

lllicit arms trafficking Article 215, 235 CC.

lllicit trafficking in stolen and other goods Artic216 CC.
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Corruption and bribery

Articles 200, 201, 311, 31313 CC.

Fraud

Article 178, 184, 194, & 212 CC.

Counterfeiting Currency

Articles 202 & 203 CC.

Counterfeiting and piracy of products

Articles 1987 CC.

Environmental crime

Articles 281, 284, 286, 2878,2339, 291,
292, 295, 297 & 298 CC.

Murder, grievous bodily injury

Articles 104, 11213, 117 CC.

Kidnapping, illegal restraining and hostage-
taking

Articles 131, 132, 133, 134, & 218 CC.

Robbery or theft Articles 175-181, 234, 235, 230,2383
CC.

Smuggling Article 215 CC.

Extortion Article 182 CC.

Forgery Article 269 CC.

Piracy Articles 220, 221 CC.

Insider trading and market manipulation

Article$1999 & 214 CC.

Threshold Approach for Predicate Offences (c. 1.4):

135. Since 2006, Armenia follows a list approach in dieff the predicate offenses for money
laundering. As outlined above, all FATF designatatkgories of predicate offenses are covered By thi
list.

Extraterritorially Committed Predicate Offences (c. 1.5):

136. Under Armenian law money laundering is punishableneif the predicate offence has been
committed abroad if the underlying conduct alsostitutes a criminal offence in Armenia. Article CC
provides that Armenian criminal law applies toalmes that “started, continued or finished” in Axmia

as well as to any act that was carried out “in digitp with a person who committed crimes abroad”.
The provision further states that for conduct thas been committed both in Armenia and another
jurisdiction, the Armenian criminal provisions appf the person was subjected to criminal liability
Armenia. Thus, if just an individual part of thencluct occurred in Armenia (for example the launufgri
activity), Armenian law would be applicable. Thas,long as part of the laundering activity tookcplan
Armenia, the Money Laundering provisions apply algth respect to predicate offenses committed in
another jurisdiction.

137. In addition, Article 15 CC provides that, with regpto Armenian citizens and stateless persons
permanently residing in Armenia, there is jurisidicteven when no part of the offence occurred in
Armenia, provided the act constitutes a crimindede in the country where the conduct occurred.
Armenia is therefore in compliance with this criber.

Laundering One’s Own lllicit Funds (c. 1.6):

138. Article 190 CC criminalizes the conversion or tfansthe concealment or disguise and the
acquisition, possession, use of disposition of icrain proceeds regardless of whether the predicate
offence has been committed by the money launderea third party. Self-laundering is therefore
criminalized for all acts constituting money laundg. This was confirmed i\rmenia vs. Grigoryan
(1/11-2006) where the court convicted the defendants for blo¢hpredicate and the money laundering
offense. Representatives of the General Prosesu@ifice stated that, at the time of the onsitet,vis
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another case for self laundering was pending betorgt. This was also confirmed through a chart
provided by the authorities, which indicates thatist of all money laundering cases investigated or
pending before the courts. Armenia is thereforemamnt with this criterion.

Ancillary Offences (c. 1.7):

139. Ancillary offences are defined in the general sectf the CC and apply to all criminal offenses,
including money laundering.

140. Article 33 CC provides that sanctions for a crinhimdfense are not only being applied to
completed crimes but also to attempted crimes gbaaty who prepares a crime. Pursuant to Article
34CC a crime is considered attempted if a willfcd @r inaction immediately aimed at the committang
crime has been taken and the crime was not conapfetereasons beyond the person’s control. Article
35CC furthermore provides that a crime has beepapegl if means or tools for the commission of a
crime requiring direct willfulness have been preddor adapted or other conditions for the commissio
of a crime have been willfully created and the eriwas not completed for reasons beyond the person’s
control. Persons voluntarily refusing to complédte trime and preventing the completion of the crioye

the perpetrator are not subject to criminal lidpili

141. Article 38 CC defines a number of types of accoogsj including organizers (the person who
arranges or directs the commission of the crima group for the purposes of committing a crime);
abettors (person who assists the main perpetréttireocrime through persuasion, financial incergjve
threats or means) and helpers (person who askistsain perpetrator of the crime, through pieces of
advice, instructions or information, or who proddeneans or tools or eliminates obstacles to the
commission of the crime, or who has promised hatbdhe criminal, or to hide means and tools of a
crime, traces of the crime, or items acquired thloa crime, or the person who has promised to exqui
or sell such items).

142. Article 39CC further stipulates that the maximummcgaon for all types of accomplices is the
same as for the main perpetrator, whereby the @and degree of participation of each of them in
committing the crime has to be taken into accoyrthle court.

143. The FATF standard requires that countries crimieadiither conspiracy or association to commit
money laundering. Conspiracy as generally knowedmmon law systems is not criminalized under
Armenian law, which is a civil-law jurisdiction. €hArmenian law provides for the criminalization of
“preparation” (by Article 35, described above)haligh the authorities confirmed that at a minimam,
preparatory act as defined in this Article haseachrried out for a person to be held criminalhple. A
mere agreement (as in the case of conspiracy) wbatdfore not constitute the crime of “prepardtion

144. However, Article 223 CC criminalizes the “creatioha criminal association” and Article 41 CC
further defines the term “criminal association™asstable group of individuals who previously udit®
commit one or more crimes.”

Additional Element—Whether an act occurs overseas fich does not constitute an offence
overseas, but would be a predicate offence if it ldanot occurred domestically, leads to an offence of
ML (c. 1.8):

145. For certain grave offenses committed abroad angymed through Article 15 CC, Armenian
citizens or stateless persons permanently residingrmenia may be held criminally liable under
Armenian law regardless of whether the conductlirea does or does not constitute a criminal offense
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in the country where it occurred. Amongst othelng, list of designated offences includes internation
terrorism, warfare, genocide, violations of intdiro@al humanitarian law.

Liability of Natural Persons (c. 2.1):

146. The language of Article 190 CC provides that widspect to the acts of converting or
transferring proceeds, the offender has to act wipurpose of either concealing or disguising Hnsti
origin of the property or to assist another persmrevade liability for a crime. No specific purpose
element is required for the other acts envisagedrbgle 190 CC.

147. Article 28 CC provides that all crimes require tlila¢ perpetrator acts willfully unless it is
specifically stated that a certain crime may be mitbed negligently. Article 29 CC further differéaies
between “direct willfulness” where the person ustieod the danger and foresaw the consequences of hi
action and desired these consequences and “induiéftiiness” where a person “did not desire those
consequences but knowingly allowed them to takeeplaFor all acts covered by Article 190 CC, the
offender therefore has to be acting with dirednhdirect willfulness.

148. With respect to the property involved in the consitia of the money laundering offense, for the
acts of “conversion, transfer, concealing or distng”, Article 190 CC requires that the perpetratbthe
money laundering offense knew that property is @eds of crime. With respect to “acquisition,
possession and use” that knowledge has exist dintieeof receipt of the property.

149. Article 190 CC therefore meets thens reaequirement as stipulated in the Vienna and Palerm
Conventions.

The Mental Element of the ML Offence (c. 2.2):

150. Although the criminal law does not explicitly foess that the intentional element of the ML
offense may be inferred from objective factual winstances, Armenia, as confirmed by the authorities
relies on the principle of free evaluation of evide by the judiciary (codified by Article 25, CP@hich
enables the judge to make this inference.

151. In accordance with this principle, the intentioe@ment of any crime may therefore be inferred
from factual circumstances as required by the Vdesimd Palermo Conventions.

Liability of Legal Persons (c. 2.3.); Liability of Legal Persons should not preclude possible parallel
criminal, civil or administrative proceedings & c. 2.4):

152. Armenian law does not currently provide for crintiliability of legal persons.

153. While the authorities held that two principles afwenian criminal law, namely the principles of
“personal liability” or ‘nullum crimen sine culpatvould preclude the criminal liability of legal gens,
the assessors could not confirm that this amowungsftindamental principle under Armenian law as thi
is not confirmed by any provision in the ArmeniaonGtitution, nor through a ruling to that effect th
Supreme Court.

154. In any case, the authority’s interpretation asioetl above does not seem convincing as a draft
law introducing the concept of criminal liabilityf tegal persons in the area of corruption is cuiyen
being considered by government. The authorities @#ceded that the introduction of the same pplaci
for money laundering offences (but not for ternariBnancing) was being discussed.

155. Legal persons involved in money laundering are, du@x, subject to administrative sanctions
pursuant to Article 28 AML/CFT Law. Sanctions magclude fines, revocation, suspension or
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termination of the legal person’s license and djliof a request with the courts to liquidate thealeg
person.

Sanctions for ML (c. 2.5):

156. Person guilty of money laundering pursuant to Aetid90 CC may be sanctioned with
imprisonment of up to four years and confiscatidrithe property involved pursuant to Article 55(4)
CC?. Confiscation is a mandatory sanction for moneykering.

157. In aggravated circumstances, i.e. if the offens@lires amounts exceeding 500-fold minimal
salary at the time when the offense was commit¢dhe time of the onsite visit, the minimum salary
was 1000 AMD and threshold was therefore 500,00@Aslpproximately 16,367 USD or 12,835 EUR).
If the offense was committed based on a prior ageee¢ of a group of people, the sentence may be
increased on imprisonment of four to eight yeard @anfiscation of the property involved in accorcian
with Article 55(4) CC.

158. In particularly grave cases, i.e. when the offeinselves amounts exceeding 10000-fold of the
minimal salary set at the time of the offense wasmitted (approximately 32,730 USD or 25,700 EUR),
or the offense is committed by an organized grofipemple or with abuse of official functions, the
sanction may even be increased to imprisonmenixabswelve years and confiscation of the property
involved.

159. The sanctions for money laundering seem to be stamdiwith the sanctions applicable for other
financial crimes under Armenian law. For examptaufl may be sanctioned with imprisonment of two
years or a fine (Article 184 CC), embezzlement wiphto two years and a fine (Article 179 CC), marke
manipulation with up to one year and a fine (Agi@04 CC), and extortion with imprisonment of ugtto
years and a fine (Article 182 CC).

160. The statutory sanctions available for money lauingepursuant to Article 190 CC seem to be
proportionate and would be dissuasive. Howeves, difficult to reach a conclusion as to whethezyth
are effective as, since the introduction of the bffence, only two convictions were obtained fortsuc
offence and in neither case did the court sentémeedefendant to imprisonment. In the first case th
sanction actually imposed was a fine of 400,000 Afdpprox. 1,040 EUR or 1,308 USD), whereby the
defendant was relieved from payment of the fineeas amnesty. In the second case, the court irdpose
a fine of 300,000 AMD (approx. 780 EUR or 980 USIdd confiscation of the property laundered in the
amount of 4,600,000 AMD (approx. 12,000 EUR or 4R,USD).

Statistics and Effectiveness:
Statistics:

161. Statistics on criminal investigations initiated amught before the courts are maintained on a
centralized basis by the Information Center ofRloéice. The relevant law enforcement agencieslae a
required to periodically provide to the FMC statiston the conducted ML/TF criminal investigaticass
required by Central Bank Board Decision 23-N ofudayg 27, 2009.

%L As of June 10, 2009 the sanctions for the ML afemnhave been amended. Basic ML is now sanctioited w
imprisonment for 2 to 5 years and confiscationhef property involved and the aggravated offensés wi
imprisonment for five to ten years or six to twelaars, depending on the gravity of the case, anfiszation of
the property involved.
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162. Since 2005, about 15,000 investigations for predicdfenses were initiated, most of which
involved the crimes of “Theft”, “Swindling”, “llli¢ Turnover of Narcotic Drugs or Psychotropic
Substances with the Purpose of Sale”, and “lliggaturement, Transportation or Carrying of Weapons,
Ammunition, Explosives or Explosive Devices.”

The type of crime Investigations
2 S S g
Q Q Q «
Kidnapping (Article 131) 22 26 25 27
Trafficking in human beings and
migrant smuggling (Article 132) 11 13 8 15
Counterfeiting Currency (Article 202) 52 44 44 70
Counterfeiting alcoholic beverages
(Article 207) 16 13 15 10

lllicit Trafficking in Narcotic Drugs,
Psychotropic Substances and Arms)

Article 215 50 62 77 69
Banditry (Article 175) 103 90 75 122
Robbery (Article 176) 152 147 94 171
Theft (Article 177) 1998 2489 2148 2573
Swindling (Article 178) 445 380 412 384
Embezzlement (Article 179) 119 75 68 75
Extortion (Article 182) 15 10 16 19
lllegal Entrepreneurial Activity (Article

188) 23 46 15 13
Trade of Foreign Currency without a

License (Article 188.1) 0 0 0 3
False Entrepreneurial Activity (Article

189) 23 13 8 3
Bribery (Article 200) 3 1 0 9
Counterfeiting Payment Documents

(Article 203) 3 4 2 0
Tax Evasion (Article 205) 21 48 53 16
llicit Trafficking in Criminally Obtained

Goods (Article 216) 15 22 15 16

lllegal procurement, Transportation or
Carrying of Weapons, Ammunition,
Explosives or Explosive Devices (Article

235) 212 190 184 214
[llicit Turnover of Narcotic Drugs or
psychotropic Substances wit the Purposeg 76 161 235 282
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of Sale (Article 266)

Abuse of Official Authority (Article 308) | 26 22 21 60
Taking Bribes (Article 311) 7 14 5 49
Giving a Bribe (Article 312) 1 3 2 10

163. Between 2005 and February 15, 2009, 22 criminaésdsr money laundering were instigated,
whereby three of those cases have been suspenmuedf(them in 2005, and the other two in 2006). Of
the remaining 19 cases, five were discontinuedaterpending before the courts, one led to an gagui
two led to a conviction and one case was trangfetoe another jurisdiction. Of the 22 criminal
investigations, 12 were instigated by the NSS,bsixhe GPO’s Investigation Department, two by the
police and two by regional prosecutor’s offices.tld 22 criminal investigations, seven were inséda
on the basis of the FMC's referrals (one case Bb26wo cases in 2006, two cases in 2007 and taesca
in 2008).

164. The statistics provided do not indicate the numidferases in which Law Enforcement Agencies
(LEAs) conducted operational-search activities witBpect to an alleged ML cases and subsequently
decided not to instigate a criminal case.

Statistics on instigated ML criminal cases
Initiated | Suspende F:ases_ L . . Convictio .
Year discontinued | Acquittals Seized property Penalties
cases d cases . ns
prosecution
2005 5 1 1
Fine of 400,000
2006 4 2 1 AMD
2007 3 3 1
40,000 EUR
2008 6 1 and 31,650,000
AMD
2009(as 4 1 Confiscation of
of 15/02) 4,600,000 AMD
Effectiveness:

165. While the money laundering criminal provision isgely in line with the material elements of the
Vienna and Palermo Conventions, questions coulgised in regard to its effective implementation.

166. The overall number of cases investigated versusctheictions obtained for ML would be
reasonable for a jurisdiction the size of Armergapecially considering that, until recently, a prio
conviction for the predicate offence was required.

167. However, compared with the overall number of inigegions instigated for predicate offenses,
which since 2005 amounts to approximately 15,08&gaas outlined in the table above, the number of
cases instigated for money laundering, which is &@ears to be rather low. While the assessors
acknowledge that many of those predicate offensag Inave been petty crimes, the comparison still
gives rise to questions regarding the effectivelémentation of the money laundering provisions.
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168. Also, assessors were unable to determine whettelintiplementation of the ML offence is
effective, as approximately the 80% of criminalastigations and prosecutions are still pendingyene
discontinued or suspended.

2.1.2. Recommendations and Comments

« Undertake appropriate initiatives (such as outremdhaining, for example) to all authorities
involved in investigating, prosecuting and adjudim@money laundering (ML) cases to: (1)
assess what barriers exists for prosecuting MLexample whether and to what extent the level
of proof applied to show that property stems frév& ¢commission of a specific predicate offence
poses an obstacle to obtaining convictions fords&lone money laundering; and (2) to further
raise the awareness on the statutory requireméttie &L provisions.

«  Amend the law to provide for criminal liability @brporate entities.

2.1.3. Compliance with Recommendations 1 & 2

Rating Summary of factors underlying rating

R.1 LC e It remains unclear whether to prove that propextgroceeds of crime a
conviction for a predicate offense is required.

=2

e The low number of ML criminal investigations comedito the number @
criminal investigations for proceeds-generatingness, as well as the hig
standard of proof applied by the courts to esthlihisit assets originate
from crime, indicate an issue of effectivenessimitnplementation of the
ML criminal provision.

oy

174

R.2 LC e There is no criminal liability of corporate entiie

. Because of the limited number of convictions, thseeasors could not
determine whether the sanctions are applied effdyti

2.2. Criminalization of Terrorist Financing (SR.II)
2.2.1. Description and Analysis

Legal Framework:

169. Terrorist financing is criminalized through ArticBL7.1. CC. The provision was first introduced
in 2004 and has last been amended in 2008. Atithe of the onsite mission, there have been no
investigations or prosecutions for terrorism finagcand any discussion as to its interpretatiorthsy
prosecuting authorities therefore has not beenircoadfl through case law.

170. Armenia has ratified the International Conventiar the Suppression of the Financing of
Terrorism (“TF Convention”) on March 16, 2004 angshacceded to all nine treaties listed in the TF
Convention’s annex.
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Criminalization of Financing of Terrorism (c. I1.1) :

171. Article 217.1. CC provides that the direct or imdir provision or collection of financial means
with the criminal intent or the knowledge that theads will be used, fully or in part, by a terrdris
organization or an individual terrorist to comnetrorism constitutes the offense of terrorist ficiag
and may be sanctioned with imprisonment of threesdwen years and confiscation of the property
involved in the commission of the crime.

172. The CC does not provide for a definition of “tersbrorganization” or “individual terrorist”.
However, the authorities stated that the definitadr‘terrorist” as contained in the Law on the Righ
against Terrorism would be applicable to Articler21 CC. Article 5 of this law defines “terrorists
“any person having committed an act of terrorismhaving prepared or attempted such.”

173. If the offense is committed by a group of peopledshon a prior agreement, or by an organized
group, the sanction may be increased to imprisohmeright to twelve years and confiscation of the
assets.

174. Special Recommendation Il requires that the testdihancing offense extends to any person
who provides or collects funds by any means, diremt indirectly, with the intention that they bead
for terrorist acts as defined in the TF Conventlmna terrorist organization or by an individuartesist:

Financing of Terrorist Acts as defined in the TH@ention

175. “Terrorism” is defined through Article 217 CC asctimns inflicting significant damage to
property or actions causing danger to the pubtitheat of such actions, if these actions werernitad
with the purpose of violation of the public secyrintimidation of the population or exerting press on
decision making by a state official, or for the pusge of fulfilling another demand of the perpetrdto

176. Pursuant to Article 2 TF Convention, “terrorist&dinclude: (1) offences as defined in the nine
Conventions and Protocols listed in the Annex ® T Convention; and (2) any other act intended to
cause death or serious bodily injury to a civilianto any other person not taking an active pathée
hostilities in a situation of armed conflict, whtre purpose of such act, by its nature or coniextp
intimidate a population, or to compel a Governmanan international organization to do or to alvstai
from doing any act.

177. With respect to the generic terrorism offense iuldoappear that the scope of Article 217 CC
covers all but one aspect of the TF Conventionfndion. While the TF Convention’s definition also
includes acts designed to intimidate an internafiarganization, no such reference to international
organizations is contained in Article 217 CC.

178. Article 217 CC does not contain an express referetoc the offenses defined in the nine
Conventions and Protocols listed in the Annex ® T Convention. To satisfy the requirements of the
international standard on that point, the genegitotism offense would therefore have to be broad
enough to cover all offenses defined in the ninenv@ations and Protocols. However, the generic
terrorism offense as defined in Article 217 CC laspecial intent requirement, namely that an act is
committed “with the purpose of violation of the fialsecurity, intimidation of the population or ekag
pressure on decision making by a state officialfoorthe purpose of fulfilling another demand oé th
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perpetrator,” whereas most of the offences as défin the nine Conventions and Protocols listethén
Annex to the TF Convention do not require suchraenit?

179. In addition, while the infliction of damage to peaty or the causing of danger to the public or
threat with such action is required for an actdlh éinder the definition of Article 217 CC as onoéd
above, one of the offenses in the Conventions antbé&vbls do not require the occurrence of damage or
danger or threat thereof. The Nuclear Material @omition makes it a terrorism offense to fraudulently
obtain nuclear material, regardless of whetheratrtime perpetrator uses or threatens to use theriaat
against the public or any state.

180. The scope of the terrorism offense therefore dagsxtend to all “terrorist acts” as defined in
the TF Convention.

Financing of Individual Terrorist or Terrorist Omjaations pursuant to Special Recommendation Il

181. Article 217.1. CC criminalizes the financing of raists or terrorist organization only if the
financial means are being collected or providedhwhie intention or the knowledge that the propeiitly

be used to commit a specific act. Thus, the promigir collection of funds to finance a terroristg(e
supporting life style) or terrorist organizationngeally is not covered. This was also confirmed in
discussions with the authorities. Therefore, theotest financing provision does not cover all the
requirements of Special Recommendation Il on thiatp

182. With respect to all criminal offenses, Article 2€ Clifferentiates between two forms of intent,
namely “direct willfulness,” where the person urgleod the danger and foresaw the consequences of hi
action and desired these consequences, and “ihdiifitiiness”, where a person did not desire those
consequences but knowingly allowed them to takeeplaVhen providing or collecting funds, the
offender of the terrorism financing therefore has¢t with direct or indirect willfulness. In addin, the
offender has to have the intent or the knowledge fitmds will be used for terrorism. The internatb
standard requires that the perpetrator of a temofinancing offense acts willfully and with intethtat

the funds be used, in the knowledge that theyabetused, for financing of terrorism and Armeriam
therefore meets the international standard orapect of Criterion Il.1(a).

Funds:

183. While the language of the TF provision does notcrilisinate between “legitimate and
illegitimate” assets (and therefore includes baies of funds), the notion of “financial meansnist
defined in the law. Paragraph 3 of Article 217.T, ®owever, defines the term “objects of terrorism
financing” aspropertyaimed at terrorist financing, including “the progyeused or intended to be used to
finance acts as defined in Article 217.1. CC ad althe crime instruments intended fo the commissi
of terrorism and owned by the convicted, and ifpgmby linked to terrorism financing has not been
discovered, other property of equivalent value.& Téarm “property” is further defined in the Civib@e

to include all funds as defined in the FATF staddar

184. The authorities confirmed that the terminology usedoaragraph 1 (“financial means”) and
paragraph 3 (“objects of terrorism”) does not madake to a legal drafting mistake. However, theydhel

2 Only the offenses defined in the Hostage Takingv@ation require a similar intent, namely that pleepetrator
acts with the intent to “compel a third party [..0]do or abstain from doing any act as an explicitaplicit
condition for the release of the hostage [...]".
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that for the purpose of interpreting the scopehef terrorism financing provision in paragraph J th
scope of “objects of terrorism financing” wouldllstie applicable. Due to the lack of any case lamtlos
point, however, this view has not yet been confirbg the courts, Thus, to ensure that Article 21ZQ
applies to all “funds” as defined in the FATF stardl and avoid any possibility to challenge the
authorities’ interpretation, the assessors wouldsitter it important to harmonize the terms used in
paragraphs 1 and 3 of Article 217.1. CC.

185. Article 217.1. CC provides that the offence of eeist financing is committed when a person
collects or provides funds with the intention t@gart a terrorist act. The language of the provisioes
not require that funds have actually been usea@y out or attempt to carry out a terrorist acthat the
funds collected/provided are linked to a specifit @an the list. Representatives of the General
Prosecutor’'s Office confirmed that Article 217.1.@@es not require that a specific act has beefedarr
out or attempted. The mere provision or collectifrthe funds with the required intent or knowledge
would suffice to prosecute a person for terrorigmaricing.

Ancillary Offenses pursuant to Article 2(5) TF Cemtion:

186. The provisions in the general part of the CC dafinancillary offenses apply to all crimes,
including terrorism financing. As outlined in détander Recommendation 1, criterion 7, Article 3@ C
criminalizes attempt and Article 38 CC extendsrig person acting as accomplices in the commisdion o
a crime or who arranges or directs the commissiothe crime or directs or abets a group for the
purposes of committing a crime. All ancillary offes as defined in Article 2(5) TF Convention are
therefore covered under Armenian law.

Predicate Offence for Money Laundering (c. 11.2):

187. Terrorist financing is listed in Article 190 CC atitkerefore constitutes a predicate offense for
money laundering under Armenian law.

Jurisdiction for Terrorist Financing Offence (c. Il .3):

188. Article 217.1. CC provides that the provision oll@ction of funds with the intention that they
are to be used by terrorists or terrorist orgaiomatis a criminal offense. Article 217.1. does not
discriminate between the financing of terroristsdl &errorist organizations located in Armenia analsth
located abroad.

189. In addition, Article 14 CC provides that Armenia&gminal laws are applicable to all conduct
committed in Armenia. As long as the “provisionamilection” takes place in Armenia, Article 217.1.
therefore applies even in situations where thefi@agy is located outside of Armenia.

190. Furthermore, terrorist financing offenses committedside Armenia by Armenian citizens as
well as stateless persons permanently residingnmeAia are subject to criminal liability under Amnign

law if the act constitutes a criminal offense ie tountry where the conduct occurred. Therefore, th
Armenian terrorism offense applies regardless oéthwr the person alleged to have committed the
financing offense is in the same country or a défie country from the one in which the terroristtioe
terrorist organization is located or the terroaist occurred or will occur.

The Mental Element of the TF Offence (applying c. 2 in R.2):

191. Article 25 CPC provides for the application of tgeneral principle of free assessment of
evidence in criminal cases. According to this ppte the judge is not bound by strict rules inesseng
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and evaluating the evidence gathered but may deciderding to his own conviction. In accordancehwit
this principle, the intentional element of any czgimay therefore be inferred from factual circumeésn

Liability of Legal Persons (applying c. 2.3 & ¢. 24 in R.2):

192. Armenian law does not provide for criminal liabyliof legal persons but administrative sanctions
are available. The detailed analysis carried odeufRecommendation 2, criteria 2 and 3 also appdies
the terrorism financing offense.

Sanctions for TF (applying c. 2.5 in R.2):

193. Terrorist financing pursuant to Article 217.1. C@yrbe sanctioned with imprisonment of three
to seven years plus confiscation of the assetdvadolf the offense was committed by a group ajpe
based on a prior agreement, or by an organizedpgithe applicable sanction is eight to twelve years
imprisonment and confiscation of the property ineal.

194. The sanctions available for terrorist financingrede be proportionate and would be dissuasive.
However, in the absence of any case law it is imipies to establish whether they are also effective.

Effectiveness:

195. As of the time of the onsite visits, there haverbee inquests, investigations or prosecutions for
terrorism financing.

2.2.2. Recommendations and Comments

. Amend the definition of “terrorism” pursuant to Ate 217 CC (1) to cover all terrorism offenses
as defined in the nine Conventions and Protocstediin the Annex to the TF Convention and
(2) to include a reference to “international orgations”, as required by Article 2 of the TF
Convention;

. Amend Article 217.1. CC to cover situations in whtbe property or funds are provided or
collected generally for use by an individual teisbor a terrorist organization when there is no
intention or knowledge that the funds or propertly e used in the commission a specific act of

terrorism;

. Harmonize the terms used in paragraph 1 (“finamoiens”) and paragraph 3 (“objects of
terrorist financing”) to clarify that Article 217.applies to all "funds” as provided for in the TF
Convention;

. Amend the law to provide for criminal liability abrporate entities.

2.2.3. Compliance with Special Recommendation Il

Rating Summary of factors underlying rating

SRL.II PC * Article 217.1. CC does not criminalize the finamcof terrorist or terrorist
organizations in situations where the propertyumidts are provided or
collected without the intention or knowledge tha funds or property will
be used in the commission a specific act of tesnorias required under SR
Il.

«  Due to the inconsistent use ot terminology in paagly 1 “("financial
means”) and paragraph 3 (“objects of terroristrfiring”), it is unclear
whether Article 217.1. CC applies to all “funds”defined by the TF
Convention.
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e The definition of “terrorism” referred to by the fovision does not
contain a reference to “international organizatipas required by the TF
Convention.

e The purposive element required by Article 217 tesm) unduly restricts
the application of the TF provision to most of taeorism offenses
stipulated in the nine Conventions and Protocstedi in the Annex to the
TF Convention.

e There is no criminal liability of corporate entgie

2.3. Confiscation, Freezing and Seizing of Proceed§Crime (R.3)
2.3.1. Description and Analysis

Legal Framework:

196. Depending on the crimes involved, different pramis of Armenian Law provide for the
confiscation of property. For predicate offenses)fiscation of property is provided for through gk
55(3) in combination with Article 55(1) CC. For Mtffenses, property may be confiscated pursuant to
Article 55(4) CC and for TF offenses pursuant ttidde 55(3)CC.

197. For all predicate, ML and TF offenses, seizing meas are available based on Article 233 CPC.

198. Additional powers to identify and trace propertattis or may become subject to confiscation or
is suspected of being the proceeds of crime abe found in Articles 225-228 CPC and Articles 14680
the Law of Operational and Search Activities (LOS%&)outlined under Recommendations 27 and 28 of
this report.

Confiscation of Property related to ML, TF or other predicate offences including property of
corresponding value (c. 3.1); Confiscation of Propty Derived from Proceeds of Crime (c. 3.1.1

applying c. 3.1):

199. Confiscation is defined pursuant to Article 55(1 @s “the compelled and ultimate deprivation
of property or its part found to be owned by théeddant and its conversion into the state’s owriprsh

200. Article 55 comprises three separate confiscatiavipions: 55(3) is the general confiscation
provision which, with a few exceptions, is applieato all grave and particularly grave crimes. élgs
55(4) & 55(5) contain confiscation provisions appble exclusively to ML and TF offenses,
respectively.

201. Article 55(3) provides that “confiscation of propercan be applied to grave and particularly
grave crimes [...] in cases stipulated by the Spdeat of the CC” and with the exception of those
defined by Articles 55(4) & 55(5), which relate ¢ases of ML and TF, as for those crimes the more
specific confiscation provisions of Article 55(4)da(5) apply as outlined below.

202. For the ML offence, Article 55(4) provides that tdscation is mandatory with regard to illicit
property including the property derived, directly indirectly, from legalization of illicit proceedand
commission of the offenses defined by Article 190, Ce. income or other benefits from the use af th
property the instruments used or intended for nséhé commission of those offences, and if theitlli
property has not been discovered, other properggoofesponding value.” While the language of Adicl
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55(4) CC would suggest that the provision is agblie not only to ML but to all offenses involvirgait
proceeds, in discussions with the authorities & siated repeatedly that the scope of the provismrid
be limited to ML only and that the provision cotltetrefore not be used to confiscate property rejatn
the predicate offense.

203. Article 55(5) stipulates that “confiscation is mataty with regard to property linked to,
including property used or intended to be usedif@ancing the actions defined in Article 217 CC and
including income or other benefits from the use¢hait property, the instruments used or intendediser

in the commission of those offences and, if thepprty [...] has not been discovered, other propefty o
corresponding value.”

204. In all three cases, confiscation is a convictioadshsentence. However, whereas confiscation is
mandatory upon conviction for ML and TF, it is adlietionary sanction in the context of Article 5543
outlined above.

Property relating to the money laundering offense:

205. Article 55(4) CC provides for mandatory confiscatiof illicit proceeds, including of property
derived or obtained, directly or indirectly, froegalization of illicit proceeds and the commissodriML
offenses, including income or other benefits frdme use of that property, the instruments used or
intended for use in the commission of money lauindesffenses, and in cases the illicit property has
been discovered, property of corresponding valusutd illicit proceeds.

206. The provision further stipulates that the propstipuld be confiscated regardless of whether it is
owned or held by the defendant or a third partgrdfore also allowing for the confiscation of prage
that has been transferred to a third party. Thaaities clarified that the provision would extetal
property over which the defendant has legal owrierahd property of which the defendant merely Imas i
his possession, as well as to any property thawised or held by a third party. Bona fide thirdtjesr are
protected from confiscation as outlined below.

207. Article 55(4) CC therefore allows for the confisoatof proceeds from, instrumentalities used for
or intended for use in the commission of the MLeafe. While Article 55(4) CC does not expressly
refers to the property laundered, the courimenia vs. GhukasygikADD/0041/01/08) confiscated the
proceeds of the predicate offense as the objetiedfIL offense pursuant to Article 55(4) CC.

Property relating to the commission of a terrdiisincing offense:

208. Article 55(5) CC stipulates that confiscation is ndatory with regard to property linked to
terrorist financing, including property used orentled to be used for the financing of actions @efim
Article 217 CC, income or other benefits from thee wf that property, the instruments used or irednd
for use in the commission of those offences, ahthd property has not been discovered, property of
corresponding value.

209. As in the case of confiscation relating to ML, pedy relating to TF may be confiscated
regardless of whether it is held by a defendaat ird party.

210. The Article 55(5) therefore covers both the obfdhe TF offense as well as the proceeds from,
instruments used or intended for use of the comariss the offense.

Property relating to the predicate offense:

211. As outlined above, while the language of Articl§B5CC would suggest that the provision is
applicable not only to ML but to all offenses inwiolg illicit proceeds, in discussions with the awilhies
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it was stated that the scope of the provision waudieéed be limited to ML only and could not be used
confiscate property relating to the predicate aféen

212. However, for crimes other than ML and TF, the gaheonfiscation provision of Article 55(3)
stipulates that confiscation of property may be ligdpto “grave and particularly grave offences
committed with mercenary motives” in cases providedin the Special Part of the CC and with the
exception of cases of ML and TF.

213. Article 55(1) further specifies that all propertgund to be owned by the defendant may be
confiscated, whereby certain private items, suchaasehold items in use, books needed for profeakio
study, and moving accessories for disabled peramgxcluded from confiscation pursuant to Sec3ion
Penitentiary Code. All other items owned by theedefnt, including instrumentalities used for or
intended for use in commission of predicate offepseceeds from the commission of the offense and
property of corresponding value may be confiscated.

214. “Grave offenses” include any willful act with a riamum applicable sentence of five to ten
years, whereas “particularly grave offenses” cosgeny such act with imprisonment of ten year#éo |
pursuant to Article 19(4) & (5) CC. Most of the gieate offenses as defined in Article 190 CC do not
fall under the categories of “grave” or “particijagrave” offense. In particular, Article 55(3) doaot
allow for the confiscation of proceeds from certaffenses relating to sexual exploitation (hamély t
crimes of “involvement in prostitution” and “proniig prostitution”), the basic arms trafficking ofifee,
illicit trafficking in stolen or other goods, a niner of offenses relating to fraud, corruption amithery,

the offence of counterfeiting of products, moseaffes constituting environmental crimes, many sten
relating to theft or robbery, and the basic extorffence.

215. Article 55(1) CC only applies to property owned tine defendant and only with respect to a
limited range of predicate offenses as outlinedvabo

216. Thus, as the scope of Article 55(3) CC does natrekto all predicate offenses as outlined above,
Armenian law only allows for the confiscation obpeeds of and instrumentalities used or intenddxto
used for the commission of some but not all pradicéfenses.

Provisional Measures to Prevent Dealing in Propertgubject to Confiscation (c. 3.2):

217. As a general rule, Article 233(1) CPC allows foe #eizure of property in criminal cases only to
secure civil claims and court expenses, wherelgueeiis possible only if: (1) the material to bézed
may be hidden, spoiled or consumed; (2) there fiscEnt grounds to suspect that the accused or the
person possessing the property will hide, spoit@msume it; and (3) the property is or may become
subject to confiscation. Seizure of property isasgd both on the property of the suspect as welase
persons whose actions can cause financial respliysibegardless of who possesses and owns that

property.
218. Article 233(1) refers to property that is or mayctme subject to confiscation and thus implies

that all property that is or may become subjeatdofiscation as outlined under criterion 3.1. coallsb
be seized.

219. However, Article 233(1.1.) CPC provides that wiglspect to a list of criminal offenses, including
ML, TF and all FATF designated categories of pratiicoffenses, the prosecuting body shall impose a
seizure on property if the evidence collected ia tlase provides a sufficient basis to assume Hieat t
suspect, the accused or person who possessesapertprcan hide, spoil, or consume the property
subject to confiscation. The provision allows fbe tseizure of property derived or obtained, diyeotl
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indirectly through the commission of the enlisteffenses, including income or other benefits,
instruments used or intended to be used in the ¢ssion of any such crime, immediately after their
discovering. Seizure is available with respectrmpprty held or owned by the defendant or a thartyp
Unlike the confiscation provisions discussed undi@erion 3.1., Article 233(1.1.) CPC does therefor
not allow for the seizing of legitimate assets qtigalent value to proceeds from or instrumentditi
used or intended for use in the commission of ME OF predicate offenses.

220. The decision to seize property does not requireoartcorder but may be taken by the
investigating body, which in the case of ML and iSRhe NSS, anytime after a criminal case has been
instigated and subject to the supervision of thes@cutor’s office pursuant to Article 55 CPC in
combination with Article 233(1.1.) as outlined abov

221. The Armenian CPC does not provide for separateraiastpowers. Bank accounts would
therefore be secured just like any other properdynely through a seizing order pursuant to Artz38
CPC. In addition to Article 233 CPC, Article 13 Cp&vides for the “security of property” defined as
the “imposition of an arrest on bank deposits atitbioproperty of a person” after a criminal case ha
been instigated. The measure may be taken evdm ialtsence of a court order and based on a decision
by the competent investigative or prosecuting body.

222. The Armenian CPC provides for three stages of iyating cases of ML and TF - the
instigation of a criminal case, the stage of indjuesd the investigation of a case (all at prd-teieel).

223. Pursuant to Article 182 CPC, a criminal case maly te instigated if there are “reasons and
grounds” to do so or “on the occasion.”

224. A detailed discussion of the various stages of a ddise, including the difference between
instigation, inquest, and investigation, is prodider under Recommendation 27 of this report.

225. Article 233(3) CPC further provides that the demisto seize assets must indicate the property
that may be seized. Article 235 stipulates thatnup@king a decision to seize property, the invasig

or prosecutor, as the case may be, should handtlwzetecision to seize to the owner or managehef t
property and demand that the property be submittetie demand is rejected, or there are grounds to
suspect that the property will not be surrender@gkld on the seizing order, the prosecutor may apply
the court for a search warrant to facilitate erdonent of the seizing order. The decision to seippqrty
may be appealed to the prosecutor but an appeslragrevent execution of the decision.

226. Additional powers are provided for in the Law orli@a Article 20 states that the police has the
right to “enter [...] into the areas occupied fooguction and other entrepreneurial activitie$ &nd [...]
perform inspection, including the vehicles, andfmate [...] documents, samples of raw material$ a
production directly associated with the offencettiéle 19 provides the police with the power torsea
hand-luggage and suitcases of train, air and sesepgers and to confiscate items of which the sipm
is prohibited. Article 23 further allows for thesiection of places in which arms are being traddapt
and to confiscate and destroy the arms which areilpted from circulation.

Ex Parte Application for Provisional Measures (c. 3 ):

227. Article 233(2) CPC provides that the decision tze@roperty is made by the investigating body
or the prosecutor, as the case may be. It is mpiined to obtain a court order to seize assetsupntso
Article 233 CPC. The seizing measure remains ieeplantil the case has either been terminated or the
court has issued a conviction. The measure magftirer be applied ex parte and without prior nota@e
the parties concerned and Armenia is in compliavite this criterion.
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Identification and Tracing of Property subject to Confiscation (c. 3.4):

228. Both the CPC and the LOSA provide for a range cdsuees to identify and trace property that is
or may become subject to confiscation. Furtherigrons dealing with access to confidential inforimat
held at financial institutions are provided fortle Banking Secrecy Law and the AML/CFT Law.

229. The measures provided for in the LOSA include adntwver correspondence, mail, telegrams,
phone conversations and other communications,nakerbservations of a person or premises by means
of technical devices, controlled delivery and pas#h of goods and services, and access to finadatial
and secret control over the financial transactioms financial institutions.

230. The CPC further provides for the seizure of evigeand documents and the issuance of search
warrants by the courts. However, as outlined alas/evell as in the sections of this report dealinidp w
Recommendation 28, investigative measures pursadghe CPC are only available after a case has been
instigated. Prior to the initiation of a criminahse measures pursuant to the LOSA are available
(discussed later under Recommendation 27).

231. For the analysis of the provisions concerning acadscompetent authorities to information
covered by financial secrecy, please refer to Rescendations 4 and the issues noted therein. For the
analysis of the provisions concerning access torfindition which is protected by professional secrecy
please refer to Recommendation 26 and Recommend2@iand to the issues noted therein.

Protection of Bona Fide Third Parties (c. 3.5):

232. Both seizure pursuant to Article 233(1.1.) CPC andfiscation pursuant to Article 55(4) and (5)
CC are possible regardless of whether the properguestion is owned or held by the defendant or a
third party. With respect to predicate offensesydéner, Article 55(3) does not allow for the conéiton

of the defendant’s assets if they are held or owmed third party and protection of bona fide third
parties is therefore not provided for.

233. With respect to confiscation, Article 55(6) spegdfly provides that property held by bona fide
third parties may not be confiscated, whereby “bfida third party” is defined to include any person
who, at the time of the transfer of the propertyotber persons or at the time of acquisition of the
property, did not know or could not have known ttet property will be used or is intended to beduse
for illicit purposes.

234. The provisions are therefore in line with this efibn
Power to Void Actions (c. 3.6):

235. There is no express provision in the CPC that walilow a court or prosecutor to prevent or
void actions, whether contractual or otherwise, n@htbe person involved knew or should have known
that as a result of those actions the authoritiesldvbe prejudiced in their ability to recover peoy
subject to confiscation. However, transactions imayoided pursuant to Article 313 of the Civil Catle
they were made under the influence of fraud or dhasea bad-faith-agreement of the parties involved.
Armenia’s law is therefore in line with this criken.

Additional Elements (Rec 3)—Provision for: a) Confscation of assets from organizations
principally criminal in nature; b) Civil forfeiture ; and c¢) Confiscation of Property which Reverses
Burden of Proof (c. 3.7):

236. Armenian law does not provide for civil forfeitum confiscation of property with a reverse
burden of proof to show the lawfulness of the progpm question. Equally, the law does not allow tive
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confiscation of assets of criminal organizatiortseotthan those directly related to an offense foictv a
conviction has been obtained.

Effectiveness and Statistics (R 32)

237. Statistics relating to seizures and confiscatioms raaintained by the Service for Compulsory
Enforcement of Court Decrees.

238. According to those statistics, since 2005 Armen#s Iseized property in three ML cases
instigated, amounting to EUR 40,000, AMD 15,000,0&0prox. 49,155 USD or 39,200 EUR) and AMD
16,650,000 (approx. 54,560 USD or 43,600 EUR)hinfirst case, the decision to seize was repealéd a
the assets of EUR 40,000 returned. In the othercses, the trials are still pending.

239. In one case, assets in the amount of 4,600,000 Aafiprox. 12,000 EUR or 12,040 USD) were
confiscated upon conviction for ML.

Year Number of | Total value of | Number of caseg Total value of
criminal  cases| property seized | with property | property
with  property confiscated confiscated
seized

2005 - - - -

2006 - - - -

2007 - - - -

2008 3 EUR 40.000 and - Trials in process.

AMD 31,650,000
2009 (as of Feb] - - 1 AMD 4,600,000
15, 2009)

240. Since 2005 approximately 15,000 cases for predicHénses have been instigated, whereby in
121 cases property in the total amount of approteipé00,000,000 AMD (approx. 1.3 million EUR or
1.6 million USD) was confiscated.

241. While the legal framework provides for the avail@piof seizing and confiscation measures with
regard to property laundered, proceeds from artcuimentalities used in and intended for use in MH a
TF and some predicate offenses, based on thetismi@s outlined above assessors seriously question
how effectively those measures are implementedaatige and in the context of ML and other cases.

242. In particular, it is unclear why in only three aft 22 cases prosecuted for ML the authorities
decided to seize property or instrumentalities\@hg only one case led to the confiscation of proper

243. Looking at the overall number of cases investigdtegredicate offenses and the total of assets
confiscated in such proceedings, it seems thatlaheenforcement authorities are familiar with the
seizing and confiscation provisions of the CC alCCand also use those measures in the context of
cases other than ML. It is therefore unclear whilincases, seizing measures have so far been nded o
in limited cases.
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2.3.2.

Recommendations and Comments

With respect to all predicate offenses not covéredirticles 55(3) CC, measures should be put
in place to allow for the confiscation of proceéasn and instrumentalities used or intended to
be used for the commission of the offenses asagdlif legitimate assets equivalent in value to
such property.

Article 55(3) CC should be amended to allow for ¢bafiscation of property regardless of
whether it is held or owned by the defendant driral party.

Put in place measures to allow for the seizinggitimate assets equivalent in value to proceeds
from or instrumentalities used or intended for umsthe commission of ML, TF or predicate
offenses.

Harmonize Article 10 LBS with Article 29 LOSA andrtficle 13.1 LBS with Article 13
AML/CFT Law so that they provide the same condisiomith respect to access to information
covered by financial secrecy and to ensure that éaforcement authorities can effectively
identify and trace property that is/may become esttito confiscation or is suspected of being the
proceeds of crime, including in cases where a ‘stiSfhas not yet been identified.

The law enforcement authorities should ensuregt@tisional measures with respect to property
that may become subject to confiscation are impleatk effectively in the context of
inquests/investigations/pre-trials for ML and TF.

Armenian authorities should reconsider their apgnd@ confiscation with a view to increasing
the number of confiscation actions and to encoumageore frequent use of the confiscation
provisions.

The authorities should consider assessing the maimaw framework to determine whether it
would be appropriate to introduce civil forfeiture;, confiscation of property with a reverse
burden of proof or the confiscation of assets ahiral organizations other than those directly
related to an offense for which a conviction hasrbebtained.

2.3.3. Compliance with Recommendation 3
Rating Summary of factors underlying rating
R.3 PC . The confiscation provisions cover some but not FNTF designatec

predicate offenses.

. Article 55(3) CC does not allow for the confiscatiof property that ig
held or owned by the defendant or a third party.

. Article 233(1.1.) CPC does not provide for seizafgroperty equivalent
in value to proceeds from or instrumentalities usethtended for use i
the commission of ML, TF or predicate offenses.

. The legal and effectiveness issues noted in reigaadcess to information
covered by financial secrecy have an impact on lewforcement
agencies’ ability to effectively identify and trapeoperty that is or may
become subject to confiscation, especially priothi® identification of 3
suspect or where the information sought relates person other than the
suspect.

. Confiscation provisions and provisional measurdah vaspect to propert
that may become subject to confiscation do not seebe implemente
effectively.

—

_—<<
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2.4. Freezing of Funds Used for Terrorist FinancingSR.III)
2.4.1. Description and Analysis

Legal Framework:

244. The provisions of Article 25 AML/CFT Law are aimed the implementation of both UNSCR
1267 and UNSCR 1373. Pursuant to Article 25 AML/AEw, “to adhere to the resolutions of the UN
Security Council[...] the Authorized Body shall retealists of persons linked to terrorism and ensure
immediate freezing of funds” of listed persons erspns linked to terrorism. Article 3(11) AML/CFT
Law provides that for the purposes of the AML/CFawL, the CBA is the Authorized Body. Article 10.2.
in combination with Article 10.1.(18) AML/CFT Lawufther provides that the CBA authority to release
the lists pursuant to Article 25 AML/CFT Law is dghted to the FMC.

245. The term “funds” is not defined in the law. It tb@re remains unclear to what extent Article 25
AML/CFT includes “property of every kind, whetheorporeal or incorporeal, tangible or intangible,
moveable or immoveable, however acquired, and légaliments or instruments in any form, including
electronic or digital, evidencing title to or ingst in such funds or other assets, including, butimited

to, bank credits, travelers checks, bank checksiemarders, shares, securities, bonds, drafterdettf
credits, and any interest, dividends or other ine@m or value accruing from or generated by suodgu
or other assets.” The authorities stated that krt&5 AML/CFT Law would merely extend to financial
assets but not to property such as real estatéher economic resources.

246. The reporting entities covered by the AML/CFT Lawdatherefore subject to obligations
pursuant to Article 25 include a number of DNFBI#es,example the “body responsible for maintaining
the integrated state cadastre of real estate [..gnwamongst others] buying or selling real estale”.
would therefore appear that the obligation to fecagsets of designated terrorists could also ayoply
property that is real estate. In discussions with duthorities it was stated that while in thearghsan
obligation would exist, it is unclear how the friggof such property would be implemented in piati
should such a case arise. The State Registry ddl lE&gtities serves as another example, as it isreov
by the AMLCFT Law but it is nevertheless uncleanttbe freezing mechanisms envisaged by Article 25
would apply in the case of businesses or compdiieese were to be found in the possession/confrol

a designated terrorist or terrorist organization.

247. “Terrorism related person” is defined in Article23] of the AML/CFT Law as “any individual or
organization included in the list of individualsdaorganizations published by the UN Security Colunici
designated by the Authorized Body, as well as persuspected, accused or convicted for terrorism.”
Article 3(29) further defines the “freezing of fusidas the “blocking for a certain period of tima,the
manner established by this law, of the factual Eghl movement of funds of the persons linked to
terrorism.”

248. Based on Article 25(3) AML/CFT Law, the freezing foids can be either initiated directly by
the reporting entities (in case of a match theyolteyed to freeze) or instructed by the Boardhef CBA
(upon a proposal by the FMC). The funds are frdpem period of 5 days. In the case in which thedfi
are frozen directly by the reporting entity, theading entity is obliged to file a Suspicious Tsantion
Report (STR) with the FMC. Prior to the expiratiminthose 5 days, the board of the CBA may, eitmer o
its own initiative or upon request by the reportemdity, revoke the freeze.

249. Within the 5 days, the FMC either has to forwarel thport to the law enforcement authorities for
investigation or revoke the decision to freezendfdecision is taken within the prescribed peribe,
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freeze automatically expires. Once a report has lh@evarded to the law enforcement authorities, the
freeze is automatically extended for a period ofdas. If within those 10 days the law enforcement
authorities decide to instigate a case for temorisancing, the property may be seized in accardan
with Article 233 CPC. Otherwise, the freeze autooadly expires after 10 days.

Freezing Assets under S/Res/1267 (c. Ill.1):

250. While Article 25 AML/CFT Law is meant to implemeiNSCR 1267, the freezing measure
pursuant to Article 25 is merely of a temporaryunat The authorities stated that also in the cdraéx
lists received from the UN Security Council pursuanUNSCR 1267 the freeze can only be maintained
based on the initiation of domestic criminal pratiegs and remains in place until the end of such
proceedings. This approach is problematic as thearsce of a domestic freezing order is within the
discretion of the Armenian courts while under UNSCE7 countries clearly do not have any discretion
to freeze property of designated individuals oramigations. Armenia’s approach to link the freezing
measures under Article 25 AML/CFT Law to domestiogeedings would also mean that a freeze can
only be initiated if the authorities meet the stnd articulated in the domestic legislation farianinal

law freeze.

251. Also, since the initiation of domestic proceediigslependent on the identification of a suspect,

under Article 25 AML/CFT Law are also not availakléh respect to legal entities designated by the U
Security Council. No other procedures or measuaq@ately addressing the requirements under
UNSCR 1267 are available under Armenian law.

Freezing Assets under S/Res/1373 (c. 111.2):

252. As outlined above, while Article 25 AML/CFT Law @ the CBA the authority to designate
persons linked to terrorism and release such tiktdesignation, this power has been delegateddo th
FMC pursuant to Article 10 AML/CFT Law.

253. The authorities stated that in practice it has nbeen considered necessary to make designations
pursuant to UNSCR 1373 based on national inteligeor other information received. The authorities
further stated that on two occasions, lists frolmeofurisdictions with a request to freeze the taseé
designated individuals and entities (the US OFAgsliand the EU regulations on terrorism related
persons and groups) have been received by Arméghia.FMC in consultation with the Interagency
Commission considered the requests and decide aotopt those designations. Therefore, the listew
not forwarded to the financial institutions or DNIE8operating in Armenia. However, representatifes o
the FMC stated that in both cases the names distieel individuals were added to the FMC database s
that STRs and CTRs submitted by reporting entivesild automatically be checked for a match, in
which case the FMC would immediately freeze angdaations affected. The approach of the authorities
took in those cases is not entirely comprehensitethe one hand, the names on the OFAC and E4J list
have been maintained for STR purposes, meaningsti@t person’s funds would be frozen if a STR
regarding that person would be received. On therdtand, the names were not sent to the institsifion
matching persons, for the possibility that a suepievould be raised and thus a STR filed if thaneaa
appears.

254.  Armenia has not adopted any formal screening proesdor incoming lists of other countries.
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Freezing Actions Taken by Other Countries (c. IlI.3:

255. Armenia has never received a request to give efibeiteezing actions initiated under the freezing
mechanisms of other jurisdictions. Should the s, the FMC may, based on Article 25 AML/CFT
Law, freeze property for a period of 15 days. Aftapiration of this period, the freeze can only be
maintained if domestic proceedings for TF can ligbed.

Extension of c. Ill.1-111.3 to funds or assets conblled by designated persons (c. 111.4):

256. Article 25 AML/CFT Law provides for the freezing &tinds of the persons included in [...] lists
as well as of other persons linked to terrorisnaficing”. There is no specific reference in the miown

to property owned jointly and it is unclear whetlibe freezing measures may also be applied with
respect to funds merely controlled but not legalsned by such individuals.

257. As discussed in the overview, the term “funds”as defined anywhere in the law and it therefore
remains unclear to what extent Article 25 AML/CHitludes all funds and other assets as defineckin th
FATF standard.While the reporting entities covelgdthe AML/CFT Law and therefore subject to
obligations pursuant to Article 25 include a ran§®NFBPs, it remains unclear how the freezinguafts
property would be implemented in practice. The arities stated that Article 25 AML/CFT Law would
merely extend to financial assets but not to prtgparch as real estate or other economic resources.

Communication to the Financial Sector (c. II1.5):

258. As outlined in the overview, while Article 25 AMLET Law makes the CBA responsible for the
“release” of lists of “persons linked to terrorisnifi practice Article 10 AML/CFT Law delegates this
authority to the FMC.

259. The authorities stated that the lists issued pmtstaUNSCR 1267 would be forwarded to the
financial institutions as well as the supervisoodies of DNFBPs of hardcopy, instructing the finahc
institutions and DNFBPs to freeze, without delayy &unds held by listed entities or individuals.ngo
but not all financial institutions and supervisdagdies of DNFBPs acknowledged receipt of such amitt
notifications.

260. In addition, the FMC would also make a natificatiof the update on the FMC homepage,
reminding reporting entities of their obligations freeze any funds held by designated entities and
providing a direct link to the relevant UN web page

261. With respect to designations made by the CBA asAllborized Person, the authorities stated
that while such designations have never been nmgeactice, dissemination of such designations @oul
take place through circular letters should the caise.

Guidance to Financial Institutions (c. 111.6):

262. The FMC has not issued any formal guidance to tempentities and other persons or entities
that may be holding targeted funds or other ass®iserning their obligations in taking freezingiaics
pursuant to Article 25 AML/CFT Law.

De-Listing Requests and Unfreezing Funds of De-List Persons (c. Il.7); Unfreezing Procedures
of Funds of Persons Inadvertently Affected by Freemg Mechanism (c. 111.8):

263. The authorities have not issued any guidance arephiares on how entities or persons listed by
the Central Bank as “persons linked to terrorismtld challenge this decision and apply for delgptin
should the situation arise. Persons and entits#sdiby the Security Council pursuant to UNSCR 1267
could apply for a delisting directly with the Urdt&lations.
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264. However, since freezing actions pursuant to Art@te AML/CFT Law are dependent on the
initiation of domestic proceedings and limited ke tduration of such proceedings, upon determination
that a person is not guilty the seizing measurelavbe lifted even with respect to persons or egiti
designated by the Security Council or the CBA. abéhorities confirmed that freezing measures taken
both in respect of entities or persons designateduant to UNSCR 1267 and 1373 could be lifted
through domestic proceedings. This would apply mdigas of whether the appeal is filed by persons
claiming to be inadvertently affected or persongesing the measure on the merits of the case.

265. Once the assets have been seized, the individyatake recourse to the prosecutor.
Access to frozen funds for expenses and other purpes (c. I11.9):

266. Article 25 AML/CFT Law provides that persons ardited to apply to the court for an order,
allowing them access to frozen funds for family,dical, and other personal means. In the context of
freezing measures issued for entities listed pumsttaUNSCR 1267, the court order should be issned
accordance with and in the manner provided fohieyresolutions of the UN Security Council.

Review of Freezing Decisions (c. 111.10):

267. As outlined in the previous sections, the maintepaof freezing measures applied pursuant to
Article 25 AML/CFT Law is dependent on the init@ti of domestic proceedings. During the initial 5
days of the freeze, in which the Authorized Bodyoisnake a decision on whether or not to forward a
specific case to the law enforcement authorities,nheasure cannot be appealed against by the parson
entity whose funds or other assets have been fradigna view to having the measure removed. The
same is true for the 10 days following a transfahe case to the law enforcement authorities. Hawe
once the law enforcement authorities have takeacsitn to seize assets pursuant to Article 233,CPC
the individual concerned may challenge the seih@fore the prosecutor and eventually the pre-trial
court based on Article 290 CPC.

Freezing, Seizing and Confiscation in Other Circumsnces (applying c. 3.1-3.4 and 3.6 in R.3, c.
.11)

268. As outlined in the general section above, ArticleAML/CFT Law not only applies with respect
to persons designated by the UN Security CounctherCBA as the authorized person, but also with
respect to domestic proceedings where a persobdwsidentified as a “suspect, accused or convicted
In addition, seizing and confiscation measures daseArticle 55(5) CC and Article 233 CPC apply. A
detailed discussion and analysis of these mea®upesvided for under Recommendation 3 of this repo

Protection of Rights of Third Parties (c. 111.12):

269. In confiscation matters, third party protectioncesvered by Article 55(7) CC, which expressly
excludes from confiscation those assets that armedver held by bona fide third parties, definedaas
person who, at the moment of transfer of the ptgperother persons, did not know or could not know
that the property was obtained in a criminal way.

270. Outside of criminal proceedings, there are no sppeeid appropriate provisions on protection of
bona fide third parties caught in the initial freegprocess pursuant to Article 25 AML/CFT Law.

Enforcing the Obligations under SR 111 (c. 111.13):

271. The authorities stated that compliance with Art28eAML/CFT Law would be monitored in the
course of the CBA'’s supervision for AML/CFT purpss&/hen conducting AML/CFT audits, financial
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institutions would be required to provide theireimtal procedures with respect to freezing measamds
be instructed to remedy any shortcomings identified

272. Any violations of Article 25 AML/CFT Law may be setioned pursuant to Article 28 AML/CFT
Law.

2.4.2. Recommendations and Comments

. Armenia should review the freezing mechanisms sghfin Article 25 AML/CFT law that are
meant to implement obligations under UNSCR 1267,SGR 1373 and SR lll. In particular,
Armenian law should provide for meeting the desigmaand freezing responsibilities set forth in
the UN Resolution in all instances regardless oétivr it is possible to instigate an investigation
or prosecution of a terrorist offence. It shouldyide an indefinite freezing mechanism that is
available regardless of the initiation or outconiea@omestic criminal proceeding and does not
allow for any discretion in implementing a freemecase of a match with the UN Security Council
lists;

. Put in place a mechanism to give effect to freeaiciipns initiated under the freezing
mechanisms of other jurisdictions beyond the 15 deyich are currently provided by the law.
The freezing measures should be available in sihirces for property owned jointly by a
designated person or entity as well as with resjpeitinds merely controlled but not legally
owned by designated entities or individuals;

. The freezing measures should apply not only to$und also to any financial assets and property
of every kind, as defined in the FATF standard toedinterpretative Note to Special
Recommendation IlI;

. The FMC should issue formal guidance to reportinigfies and other persons or entities that may
be holding targeted funds or other assets conagthair obligations in taking freezing actions
pursuant to UNSCR 1373 and Article 25 AML/CFT Law;

. The FMC should issue guidance or procedures ondmtities or persons listed by the Central
Bank could challenge this decision and apply fdistiag, should the situation arise;
. Article 25 AML/CFT Law should make provision forelprotection of bona fide third parties

caught in the initial freezing process.
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2.4.3. Compliance with Special Recommendation Il

Rating Summary of factors underlying rating

SRL.II NC | The freezing mechanisms envisaged by Article 25 ABHT Law are not
in line with the freezing obligations stemming fradhSCR 1267 and 1373
and are not consistent with SRIII, as such measaredependent of the
institution of domestic proceedings and in the absef a conviction are
therefore merely of a temporary nature.

e Beyond an initial period of 15 days, Armenia doeshave a mechanism |n
place to give effect to freezing actions initiatedtler the freezing
mechanisms of other jurisdictions.

« In the absence of legal criminal liability for légmtities, funds and other
assets of legal entities cannot remain frozen aftpiration of the initial 15
days.

* The freezing measures do not apply to financiadtasand property other
than funds.

* The freezing measures are not in all instancedadlaifor property owned
jointly by a designated person or entity as wellvih respect to funds
merely controlled but not legally owned by desigulgntities or
individuals.

e Lack of guidance to reporting entities and othespes or entities that may
be holding targeted funds or other assets conagthair obligations in
taking freezing actions pursuant to UNSCR 1373/urtitle 25 AML/CFT
Law.

« No guidance or procedures have been issued on hiitie® or persons
listed by the CBA could challenge this decision apgly for delisting,
should the situation arise.

* Article 25 AML/CFT Law does not provide for the peotion of bona fide
third parties caught in the initial freezing prages

2.5. The Financial Intelligence Unit and its Functns (R.26)
2.5.1. Description and Analysis

Establishment of FIU as National Centre (c. 26.1)ral Dissemination of Information (c. 26.5):

273. The ROA Law on Combating Money Laundering and thmaifcing of Terrorism (June 21, 2008
HO-80-N, hereinafter “AML/CFT Law”) provides for atAuthorized Body for Combating Money

Laundering and Terrorism Financing” (Article 10)tisle 3, paragraph 11 of the AML/CFT Law states
that such Authorized Body is the Central Bank ofm&nia (CBA). The ROA Law on the Central Bank of
the ROA (hereinafter “Law on CBA") indicates, amotige objectives of the CBA also “organize and
regulate combating legalization of criminal proceethd financing of terrorism’ (Article 5, paragraph

1(d)).

274. Article 10 of the AML/CFT law enumerates variousiétions of the Authorized Body in the area
of AML/CFT, which are performed by a “responsibteustural unit” established within the CBA- the
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Financial Monitoring Centre (FM&) These functions, according to Article 10, parpbr&, (and on
FMC'’s Statute) are to be exercised directly byRMC — except in some cases, in which the functains
the Authorized Body are conferred either directlyits “supreme management body” or through its
competent divisiorf& The supreme management body, according to Artigleparagraph 1 of the Law
on CBA, is the Board of the CBA.

275.  For the purpose of determining whether the FMC mé® R26 definition —that is an FIU that
serves as a national centre for receiving, anadyaird disseminating disclosures of STR and othevaat
information concerning suspected ML or TF actidt{eereinafter referred to as “FIU’s core functiprs

it should be noted that among the various functishese performance is assigned to the FMC dirduxtly
the law, Article 10 of the AML/CFT law specificalipndicates theeception “of reports from reporting
entities and information from state bodies and oizgtions” (paragraph 1.(1); thanalysis of the
“received reports and information” (paragraph %.@)d thedissemination of a “statement to criminal
investigation authorities” when the FMC has reabtmasuspicions of money laundering or terrorist
financing, as a result of the analysis of a refitati by a reporting entity or of other informatidArticle

2 According to Article 10, paragraph 2 of the AML/CRaw the following are the functions of the Autfred Body which are

performed by the FMC:

¢ Receive reports from reporting entities and infaforafrom state bodies and organizations;

¢ Analyze the received reports and information;

« Send a statement to criminal investigation autlesrin cases stipulated by Article 13 of the AMLICEaw;

*  For the purposes of the AML/CFT Law, request otharmation from reporting entities, including imfoation constituting
secrecy as prescribed by law, except for the catfmdated by Part 3 of Article 4 of the AML/CFT wa

¢ For the purposes of the AML/CFT Law, request othfarmation from state bodies, including superwsand criminal
investigation authorities, including informationnstituting secrecy as prescribed by law;

*  When reporting entities submit inaccurate or inctatgreports, or fail to submit such reports inesasstablished by this
Law, as well as when deficiencies are found initibernal legal acts of reporting entities, issugigraments for rectifying
them;

*  Provide reporting entities with data necessarydentification of persons or with typologies, basgdwhich reporting
entities shall be obligated to suspend the busiredasonships or transactions matching with suames (titles) or
typologies, or to reject their execution;

« In the manner established by normative legal actiseoAuthorized Body, regularly provide reportiegtities with
information (feedback) on the reports filed by them

«  Organize trainings in the field of combating mofeyndering and terrorism financing and coordinhgettainings
organized by other bodies, as well as confer guoatibn on the staff of the internal compliancetsinif financial
institutions based on Part 2 of Article 22;

« In the manner established by its legal acts, pidgliannual reports on its activities stipulatedtiy Law;

* Raise public awareness on combating money laurgiarid terrorism financing;

*  Conclude agreements of cooperation with internationganizations and foreign financial intelligenogts in the manner
established by Article 14 of this Law; exchangeiniation (including information constituting secyexs prescribed by
law);

¢ Perform other authorities and functions stipuldigdhis Law.

2 According to Article 10, paragraph 3 of the AML/CHaw the following are the functions of the Auttmmd Body which are

conferred to the Board of the CBA and exercisedubh its competent divisions:

¢ Inthe field of combating money laundering anddgsm financing, adopt legal acts, approve guigdjrand promulgate
typologies as stipulated by this Law, in cooperatidth reporting entities, supervisory and othedies and organizations,
where necessary;

¢ Contribute to the supervision over reporting eesitin the manner and cases established by this Law;

« Define the cases and frequency for conductiontefimal audit by financial institutions in the fieddl combating money
laundering and terrorism financing; require congucof external audit;

¢ Impose sanctions established by this Law for fifariostitutions and legal persons, as well asdilgetition for imposing
sanctions on reporting entities in cases estaluliblygehe AML/CFT Law.
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10, paragraph 1(3) and Article 13, paragraph Jaesvely). As mentioned earlier, the AML/CFT law
assigns the performance of these “functions anloaities stipulated for the Authorized Body” dirgcto
the FMC, which is therefore the FIU for Armenia.

276. The FMC was established in 2005, pursuant to @eofirst AML/CFT law, adopted by Armenia
on December 14, 2004 (this law was then supersieyl¢ine adoption of the new AML/CFT Law in 2008).
According to the Article 10 of the former AML/CFaw established the FMC as a separate divisioneof th
CBA. The FMC is composed of the Head, Deputy Headl &ecretary Assistant and of three division:
“Legal compliance and International Relations DmnS(5 employees); “Analysis Division” (3 employges
and “Information Technology (IT) division” (4 emplees).

277. The FMC has the following structure:

“ Head of the FMC “

Secretary
/Assistant
Deputy Head of the FMC
Analysis Legal Compliance and Information System Design
Division International Relations and Development Division
(3 employees) Division (4 employees)
(5 employees

278. The functions and structure and organization of RMC are further detailed in the “Statute”,
adopted by the CBA Board with Decision no. N97AtedaMarch 3, 2005. In addition to restating the
responsibility to receive, analyze and dissemintateceompetent investigative authorities referrals on
ML/TF that are the result of the analysis the Se&atdescribes analytically what these functions
encompass and indicate various other functiongyvaelt to the FATF recommendations, such as the
exchange of information and cooperation with o®te authorities and foreign FIUs; training offsth
state authorities and reporting entities; supewmigin the implementation of the AML/CFT requirengent
formation of a database. While these other funstiare performed (either fully or for certain aspect
only) “with the support of the relevant subdivisiohthe CBA” (Article 5.2. of the Statute), the eor
FIU’s responsibilities envisaged by R26 are sotélthe FMC.

279. The FMC is also responsible to initiate the procelssuspending a suspicious transaction or
business relationship (Article 24 of the AML/CFW)aand it is the authority responsible to “reletise
lists of the persons linked to terrorism” and tadtije the freezing mechanisms envisaged by the
AML/CFT law. Although the responsibility to “releaghe lists of terrorist” is vested in the CBA as
authorized Body and not specifically assigned totfe FMC by anad hoc provision, the FMC is
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adamant that such responsibility stems from thevipian in the Law according to which any
responsibility vested in the Authorized body thiaisi not assigned to the CBA board is by default
assigned to the FMC. As paragraph 18 of such Artsthtes that the Authorized Body “performs other
authorities and responsibilities stipulated bylthe” (and such provision is not among the ones lictv

the Authorized Body'’s responsibilities are vestethie Board of the CBA), it follows that the autityto
“release the list” is of the FMC (by virtue of Aste 25, in combination with Article 10, paragrap®).1
However, while the FMC has the power to initiate fIiocedure for suspending a transaction/termigatin
the business relationship and the freezing mechmnia the case of persons linked to terrorisms, the
relevant decision is of the Board of the CBA, irttboases (Article 10, paragraphs 1(12) and 3)).

280. Pursuant to Article 5 of the AML/CFT law, that tdgtes the reporting of transactions
requirements, the FMC receives from reporting msti8 types of reports:

a. Transactions above the threshold of 20 million drdapproximately $55,000); from all
reporting entities except attorneys, as well ap@sons providing legal services, independent
auditors and auditing firms, independent accoustant accounting firms.

b. Transactions related to real estate above thettbigesf 50 million drams (approximately
$130,000, these reports, as well as the ones mextionder a) will be hereinafter referred to as
“threshold transaction reports” TTR);

C. Suspicious transactions or business relationstegsydless of any amount.

281. In addition, the FMC may receive information relevéo ML or TF from other State bodies and
organizations.

282. Most reports of the reporting entities (from alkk tfinancial institutions, the majority of notaries
and the State Cadastre for real estate transactomseceived in electronic formats, through aisetine
that enabled reporting entities have with the CBB8A Net network + TR20/50). A “Manual on internal
procedures of the FMC” details the responsibilitte®l the procedures for processing the information
(including the case in which the information iseied by other state bodies, or foreign FIUs), fridie
moment it is received until a determination is tal@ the case: referral to competent investigation
authorities (the NSS), inclusion in a “monitoririgt'l, suspension of the case in the case of need of
additional analysis, filing of the case. In additto this Manual another Manual (adopted with denisf

the Chairman of the CBA 1/38 FOU-L and dated Deaamdh 2007) deals specifically with the actions to
be taken by the FMC “in the course and as resudtnaflysis of suspicious transaction cases” which ha
introduced a risk-based approach aimed at theifiration of the processing and analysis of STRs.

283. The analysis process of the incoming informatioddscribed by the following sequence:

. preliminary analysis;

. decision to open a case/absence of grounds foirgparcase. A case is open in the following
circumstances;

. match of the incoming information with the terratist (an internal list maintained by the FMC)

and a monitoring lists (which contains informatmmsubjects/businesses/transactions
considered at risk). These lists are maintaingtlérdatabase of the FMC,;

. on the basis of a match of the information with ¢h&eria/typologies of suspicious and/or higher
risk transactions (these are criteria are trangpaselgorithms into the database and allow
automatic red- flagging);

. on the basis of an STR; or
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. on other grounds;

. analysis (including tactical analysis, that corss@t a preparation of a analysis report for each of
the opened case);
. conclusion of the case analysis: this can either) beferral to law enforcement; ii) entering the

case in the monitoring list; and ii) suspensiofusther case analysis.

284. The major features of the analysis procedure ae@ew of the information received either
through the CBA network/FMC'’s electronic mail/hardpy-received information; entry of the hard copy-
received information into the FMC database; retiiesf electronic-received information in the forms
excerpts (TR). In the case of STRs (either receeledtronically or on hard paper) these are foredrd
the Head of FMC for “appropriate instructions” (unting the opening of a case); entry of terrorists|
and “monitoring lists” into FMC database; regulareening/matching of data received against tetrand
monitoring lists; regular review of FMC databasé¢hweference to criteria/typologies of suspiciond/ar
higher risk transactions. The analysis is corroteataif needed, by access to additional informafrom
the reporting entities or from other state boddsoussed later on in this section).

285. The FMC also conducts “Strategic analysis”, mostlythe TTRs received, aimed at identifying
typologies of risks and identify flows of money.i$lanalysis also consists of compiling an outliheach
case analyzed each year and summary of suspiamidsranigh risk criteria/typologies.

Guidelines to Financial Institutions on Reporting IR (c. 26.2):

286. Regarding the manner on reporting, specificatiorregorting forms and the procedures that
should be followed, these are envisaged directlytiey AML/CFT law and further substantiated by
decisions of the CBA board (for financial instituts only). Therefore such responsibility is notedily
vested in the FMC but — as allowed by R.26 — imother competent authority”. The FMC indicated that
has also provided guidance to the reporting estitiéther in the course of training initiativesiorthe
context of verbal feedback with respect to the imys transaction reporting obligation and, spealfy,

on “the manner of reporting”.

287. The rules on the submission of STRs as well asndwedatory content of the STRs, applicable to
all reporting entities, are stipulated directlytile AML/CFT law (Article 7), in a quite articulateathd
detailed manner (the provision requires the datthercustomer, authorized persons and of the hzalefi
owner, differentiated in the case of a natural lgal persons, a description of the transactienyatue
and the grounds for suspicions as well as indigame procedural rules for the way or reportidhe

% Article 7 states that a report shall contain:

« Data on the customer, the authorized person, ther plarty to the transaction and, in case of aisiogs transaction, also
data on the beneficial owner, including:

« for natural persons and private entrepreneursst-dind last names, place of residence, year, naothiate of birth,
citizenship, serial and successive number of thatification document, year, month and date ofisiance; whereas for
private entrepreneurs — also number of the staistration certificate and taxpayer identificatiommber;

« for legal persons — name, location, number of taggegistration certificate and, in case of répgrby the financial
institution, also taxpayer identification number;

* In case of reporting by financial institutions s@the number of the customer’s bank account;

« Description of the subject of transaction;

¢ Price (value) of the transaction;

* Date of concluding the transaction.

(continued)
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provision also establishes that normative legas aftthe Authorized Body “shall establish the rules
timeframes and forms for filing reports” (Article garagraph 6). This responsibility falls with tBeard

of the CBA (which has the responsibility to adolgigal acts and guidelines” which are stipulatedhsy
law, pursuant to Article 10, paragraphs 1(7) and (3

288. Different forms are available for: i) banks, credrganizations and financial intermediaries; ii)
insurance companies; and iii) all DNFBPs, exceptlets in precious metals and stones, and dealers in
artworks and organizers of auctions. The reporfioigns for lawyers, notaries, real estate agents,
independent accountants and independent auditaes approved on January 27, 2009, but only entered
into force on March 12, 2009 (right after the ce snission).

289. Unless a specific requirement exists (such inctdse of DNFBPs or for the Cadastre) the form is
for all STRs, TTRs and suspension of transactiensihation of business. With decision Number 231-N,
dated July 31, 2008 the CBA Board has adopted atestl version of the form for reporting STR for
financial institutions, which also includes “Guithads for filling out and transmitting the forms” cithe
timeframe for the transmission.

290. The specified timeframe indicates that a TTR shdugdsubmitted to the FMC within three
working days of concluding the transaction, whelieabe case of an STR it should be submitted withi
the same working day or, if it is not possible giheases are indicated by the Guidelines), befova of
the following working day.

291. As mentioned earlier, most reports of the reportamgities are received by the FMC in an
electronic format, through a secure line that exdbkporting entities have with the CBA (CBA Net
network + TR20/50). Banks and other financial tusitbns confirmed that they are reporting to theGM
using the CBA secure line and that they are usimgagram which was provided by the FMC. All
DNFBPs met by the assessors stated they receipadkage from the FMC, including reporting forms.
However with the exception of banks, the remairfitg) have not yet reported a single STR (except 1
STR submitted by a bureau de change) and aregpstting the TRs that fall in the threshold of 2@ a
50 million drams.

Access to Information on Timely Basis by FIU (c. 28):

292. Financial, administrative and law enforcement infation is accessible to the FMC mostly in an
indirect way, based on written requests to theveale authorities. The legal basis for the powethef
FMC to request information and the relevant oblagafor the requested parties to provide it, ig\iticle

10, paragraph 1(5) and Article 13, paragraph 5: fire¢ provision empowers the FMC to request
information (including information classified asceet as prescribed by the law) from state bodmrsthe
purpose of the AML/CFT law; the second provided thihen such information is requested pursuant to
the AML/CFT law, the state bodies, including supgwwy and law enforcement authorities must provide
it within ten days. A different timeframe for theopision may be indicated in the request of the FMC
(shorter eventually, in order to accommodate cadesh may require a quicker reply), but, conversely

The report on a suspicious business relationshipansaction shall also contain the ground, theeoin for recognizing the
business relationship or transaction as suspicitaidescription, as well as an indication on sasp®, rejecting the transaction
or business relationship, or freezing proceede@persons linked to terrorism.

The reports stipulated by this Article should bemiited with an indication of their successive n@mhhe signature of the
responsible employee of the reporting entity (farchcopies, also sealed, if any). The report stwitain an indication of the
reporting entity’s registration number at the Auihed Body.
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the requested state body can also delay the poovidithe information, although in such a caseaduld
be required to provide substantiated reasons &tr th

293. The FMC has stipulated MoUs with the GPO, NSS, deplState Revenue Committee, which
restate the obligation for these authorities tovjgi® information “if the inquiry is justified by thneed to
implement the analysis of a ML/TF offence”. In thiwUs with the GPO such information entails also
“information classified as investigation or prelmary examination secret”; whereas in the case @f th
State Revenue Committee the information entail&fative and preliminary confidential information”.

294. Through written requests, the FMC has thereforeesgdo the information maintained by the
following authorities:

. GPO

. NSS

. Police

. State Revenue Committee

. State Cadastre

. State Register of Legal Persons

295. The following are statistics on FMc's domestic exwape of information and referrals

(notifications) received/made by the FMC to othemeéstic authorities under signed MoUs.

Statistics on domestic exchange of information witthe FMC

2007 2008 2009 (as of 01.04.2009)
Agencies Outgoing | Incoming| Outgoing Incoming to Outgoing Incoming
from FMC | to FMC from FMC FMC from FMC to FMC
General 5 5 4 5 0 2
Prosecutor’y
Office
National 1 3 9 12 2 6
Security
Service
Police 2 3 6 2 1 1
State 4 2 4 2 1 1
Revenue
Committee
296. A specific agreement with the Financial Supervidi@partment (FSD) of the CBA foresees the

exchange of information between the FMC and the BBRined as a result of conducting supervision,
which relates to AML/CFT, as well as the exchanderaevant information on ML/TF suspicious
transactions. Such information is exchanged botthénstages of planning, conducting supervision and
the conclusion of its results. The agreement sigacihat the FSD will provide information eitherskd

on a request of the FMC—in which case the FMC’auest| must “substantiate the necessity of taking
actions with regard to transactions related to MR/ or on its own initiative, if the exercise dbi
supervisory tasks reveals “characteristics of @igps$ transactions”. The agreement also envisggas “
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discussions” between the FMC and the FSD on MLM@IRted suspicious transactions, “aimed at the
disclosure of suspicious transactions and at thdfichtion of the circumstances thereof’. The FMC
indicated that these discussions are not on thes&TrBceives but on “high risk transactions”.

Additional Information from Reporting Parties (c. 26.4):

297. The AML/CFT law (Article 10, paragraph 1(4) clearygtablishes the power of the FMC to
request from requesting entities “other informationthe purpose of this law (i.e. aimed at AML/QFT
While financial secrecy law cannot be opposed ® BMC by reporting entities that are financial
institutions for the express provision of this Al#, there is an exception (by way of cross refesdn the
cases stipulated by Article 3, paragraph 4) in ¢hse of notaries, attorneys, persons providingl lega
services, independent auditors and auditing filndgpendent accountants and accounting firms.dseth
instances Article 4, paragraph 3 provides the alkilbgp to provide the information “only in cases not
contradicting to the confidentiality requirementstablished under the legislation regulating their
activities’. For these types of reporting entities it is mooenplex to establish whether, legally, they
could claim professional secrecy to refuse the ision of additional information to the FMC, becawude
the language of Article 4, paragraph 3.

298. From the laws the assessors had access to andHeoimformation gathered during the meetings
with DNFBPs, it was determined that professionatregy exists at least in regard to attorneys
(advocates), notaries, accountants and auditoes.|as regulating these activities note specifjctie
requirements stemming from the AML/CFT law and prige that the regulated subjects abide by it; but
these laws only generically refer to the duty tafgren “responsibilities provided by the law on
Combating Money Laundering and Terrorism Financin@or lawyers, notaries, auditors and
accountants). Only in the case of notaries theeegpecific provision (Article 5, paragraph 9 oe tAw

on notaries) that allows the notary to provide iinfation to the CBA in compliance with the AML/CFT
Law.

299. The Law on Advocacy, pursuant to Article 19, statest advocates cannot reveal ‘advocates
secrets’ except for cases provided by the law. Almokate’s secret is defined in Article 25 as infation
confidentially provided to an advocate by a cliastwell as information and evidence obtained in the
course of the advocate’s activity. Further, theaagdte can disclose the information if “there isimied
information about preparation of grave or espegigive crime provided by the CC of the republic of
Armenia.” While the Law on Advocacy contains a sfieqrovision (Article 19(7) which requires the
advocate to “perform obligations set forth by thepRblic of Armenia Law “On Combating Money
Laundering and Terrorism Financing”, this provisiersilent as to whether it would comprise the powe
of the FMC to provide additional information. Besauwf the cross reference to the notion of sedrecy
the relevant laws it could be argued that the ioni of the additional information is not due witee

ML offence is not “grave” (i.e. for basic ML).

300. The provisions set forth in the Law on Notarial ®8ys specifically require notaries to ensure
observance of the provisions of the AML/CFT Law t{@le 23(6)), but, as noted earlier, pursuant to

% The provision further states that “Legally defirmmhfidentiality requirements for non-financial iitstions or persons shall be
applicable only to the information disclosed to #fierementioned organizations or persons in peifayrtheir legally provided
authorities”. The aim of this provision is to réstithe privilege only to the information which wiggally disclosed to/acquired
by the DNFBPs.
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Article 5, paragraph 9 the notary is permitted tovle information to the CBA in compliance witheth
AML/CFT Law.

301. In relation to the audit profession, the Law on Audctivities contains a confidentiality
provision in Article 18 whereby auditors are expelcto keep all information obtained in the courbe o
their duties confidential except to perform resploifises provided by the AML/CFT Law.

302. For accountants, Article 5.3 of the Law on Accongtrequires “accounting of an organization
shall be maintained in accordance with the requergsiof the Law On Combating Money Laundering
and Terrorism Financing”. Article 18 of the Law dwcounting further provides that “information
[contained in] the [...] accounting documents, ac¢daooks, as well as in the reports for internal isse
considered to be commercial secrecy and can bessetepon the permission of the organization’sfchie
executive in cases and by the procedure providebtyfahe founding documents of the organization and
the legislation.” Ambiguity arises on whether thdigations of the AML/CFT law override the secrecy
provisions and permits the provision of additioinérmation.

303. No DNFBP raised issues with the confidentiality uegments and the ability to waive such
requirements under the relevant laws for the pepad the AML/CFT law. All DNFBPs met by the
mission interpret this provision that confidentiplis waived for the reporting obligations and athe
obligations under the AML/CFT Law. However, no DNFEhas filed an STR, so the matter of
confidentiality has not been tested. All understtiwat the provisions allowed for the waiver of figge

in the event of information needing to be suppiigth the competent authority, the meaning of itaadtl
the purpose. The FMC reckoned that obtaining actesslditional information to a DNFBPs which is
entitled to claim professional privilege can bellgmaing.

304. The law does not require that the additional infation needed be linked to a received STR or
limited to the reporting entity that has filed litpwever in practice the provision has been impldet:n
that if the additional information is for an STRr (BTR) the FMC would request it from the reporting
entity that has filed the report, whereas in otfeeg. when the need for additional information @& n
originating by a report filed by a reporting emt#tior the information related to the report invelgeme
institution other than the reporting entity) théommation would be usually requested by the FSkhef
CBA, on behalf of the FMC.

Operational Independence (c. 26.6):

305. Although the FMC operates within the CBA and thdaws AML/CFT responsibilities described
above are vested by the AML/CFT law directly in @BA as the “Authorized Body”, the AML/CFT law
gives a specific status and autonomy to the FMCdéfning it a “responsible structural unit” and,
moreover, by specifically vesting it with the respibility to implement the FIU’'s core functions of
receiving, analyzing and disseminating the infororateceived pursuant to the AML/CFT law, as wsll a
other responsibilities envisaged therein. The autonof the FMC as a separate structure within tB&C

is also manifested by the fact that the FMC (unbkeer departments of the CBA) has a specific &atu
only the Internal Audit Group in the CBA enjoyseparate Statute. This circumstance also confir@is th
the core FIU’s functions relevant to R.26 and t® definition of FIU adopted by the Egmont Group are
the sole responsibility of the FMC. The FMC ha®aseparate budget.

306. Regarding the independent performance of the Fddi® functions by the FMC, it should be
noted that these include the decision as to whefieeinformation received pursuant to the law stidod
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referred to the competent investigation authoritesere the FMC “has reasonable suspicions on ML or
TF” as the outcome of the analysis of such inforomaf, or, where the analysis has failed to substantiate
such suspicions, to discard the case or to stdaretiie “internal monitoring list”. As stated eauj the
procedures for the reception and analysis of thenmation and for the referral of a case to the petant
authorities or for the dismissing of it or storimgthe internal monitoring lists, are not only régad in
detail by a specific manual but also designedwaw to prevent the risk of undue influence/intezfere.

307. The role of the Board of the CBA is limited to apping the strategy, the annual program and the
budget of the FMC as well as deciding upon the psap of the FMC to suspend a transaction or to
terminate a business relationship pursuant to lard of the AML/CFT law and to approve the deaisio

to suspend a transaction/terminating a businesgiorships (Article 24) or the freezing mechanisms
stipulated by Article 25. The FMC has informed thission that, so far, in all instances in whiclhais
proposed the Board of the CBA to adopt one of thesasures the Board has always sustained the
proposal. Finally, the FMC submits reports to CBAaderly (and, once a year submits the public tepor
on its activity).

308. Unlike other heads of structural units within thBA=— who are appointed and removed based
on a decision of the Chairman of the CBA—the apmént/removal procedure of the head of the FMC
is within the responsibility of the Board of the £Bhence ensuring more collegiality in the decision
process. The FMC enjoys also different procedurdhe hiring process of its employees (detailedeund
the analysis of Recommendation 30). The FMC's btitlge a different status within the CBA budget, in
that (as an exception to the preparation/allocatfaine budget of the CBA), it is composed and aped

as a stand-alone expenditure line (category) withinoverall budget of the CBA. This entails thze t
Head of FMC proposes the forthcoming yearly budtfethe FMC (with an internal specification of
certain categories), which should be inserted enGBA’s Budget without any alteration. The Budggtar
commission, which oversees the budget allocatiosgss for the CBA, has no right to change the FMC'’s
budget, but can only make recommendations foritthér substantiation. If such recommendations are
raised, the Head of FMC substantiates the budgetgrgnditures before the Board of the Central Bank.
Then, by approving the CBA’s overall budget, FM®Gisdget is considered automatically approved as a
part of it.

309. Overall, it can be concluded that the role of tleal of the CBA vis-a-vis the FMC does not
undermine the operational independence and autordrttye FMC, nor influence or interfere with the
FMC'’s activities.

310. Looking at the legal structure and responsibilibéthe FMC as envisaged by the AML/CFT law,
it can be fairly concluded that the FMC enjoys ®ight operational independence and autonomy.
However, it has to be noted that the Statute o€, approved in 2005, has not yet been chafiged
reflect the wider spectrum of responsibilities gssd by the new AML/CFT law directly to the FMC.
According to the Statute some of the AML/CFT respbifities assigned by the AML/CFT law to the

27 See Article 13, paragraph 3 of the AML/CFT law. %o article 2.3.3.(c) of the FMC'’s Statute anel Mtanual
on Internal Procedures of the FMC, which statestttaHead of the FMC instructs the Head of thelysia
division (who gives instructions in this respecthe case analyst) to prepare a message addredsed t
enforcement body (Chapter 5, Article 5.2.); thisssage is then approved by the Heads of the 3 aingif the
FMC and by the FMC’s Deputy Head and confirmedheyiead of the FMC (Chapter 6, Articlel).

% 0On September 17, 2009 the authorities informediisessment team that the CBA board has appraved a
Statute of the FMC.
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FMC are, however, to be implemented with the suppbother structures of the CBA These include
training of reporting entities, domestic coopenatwith other AML/CFT competent authorities, and
cooperation with foreign FIUs (although the lati®is only limited to the development of concepts o
cooperation with foreign FIUs, preparation of cogpen agreements, coordination of their adjustment
and signing procedures: the exchange of informatath with domestic counterparts and with foreign
FIUs, is to be performed solely by the FMC, acaogdio section 2.3.4. of the FMC Statute). These
responsibilities may be not specifically pertaintoghe FIU’s core functions envisaged by R26,thaty

are nevertheless relevant to other FlU-related FA@¢ommendations and important for the FIU to
properly develop as an autonomous “interface” wiltle relevant counterparts, at domestic and
international level. The fact that for these regoilities the FMC can rely on the support of ot@BA
units is not per se an issue (an intertwining betwthe FMC and the CBA is a consequence of the FMC
operating within the CBA) except that the limitadff assigned to it makes it more likely that tHd&
has to heavily rely on the CBA (particularly withet FSD) in order to effectively perform these other
functions.

Protection of Information Held by FIU (c. 26.7):

311. Article 10, paragraph 7 of the AML/CFT law estabéis that only staff of the FMC can have
access to the information “in the course of the Fdfeceiving and analyzing of the information”
received pursuant to the law. Paragraph 8 furttetes that the FMC’s employees who have access to
“the received and stored information shall maintnfidentiality of the information constitutingcecy

as prescribed by law and by the legal acts of th#hdrized Body, both in the course of performingith
duties and after termination thereof, as well adldtear legally defined responsibility for its amiful
disclosure”. Furthermore the provisions states shah information “can be used only for the purgase
this Law”. The FMC'’s premises are accessible oolifMC's staff with a special pass (electronic key).

312. All the information maintained by the FMC is cldigsl and it is protected pursuant to the
regulations of the CBA and to the legislative psisis relevant to the classification of informatias
“state secret” or as “confidential information” fdéhe purpose of the Law on banking secrecy, as
appropriate. The information maintained in hardycdp in partly stored within the FMC’s premises,
which are not accessible to other staff than FM@&stly in a separate section of the archive ofGB&,
which is subject to restricted access by a selauteaber of staff, subject to confidentiality reauirents
under the CBA'’s rules. The information that is ntained in a database is only accessible to FMC's
designated staff. The list of the server users,stape of their responsibilities, and other reaugdiof

2 According to the Statue of the FMC, the FMC rebesthe support of other CBA department in theofolhg

areas:

a) “formation and development of information datban fight agains ML and FT” (section 2.3.);

b) “development and adjustment of effective coopi@namethods, agreemets on fight against ML and&tween
relevant authorized bodies, coordination of agésgion their signing and further cooperation” (set2.3.3. b.);

c¢) development of concepts of cooperation withifaggdinancial intelligence units, preparation obperation
agreements, coordination of their adjustment aguisg procedures (section 2.3.4. b);

d) implementation of activities aimed at the depetent of lesgilation, normative and other legasant fight
against ML and FT (section 2.3.5. b);

e) monitoring of compliance of activities of erd#ireporting to Authorized Body with internatioaald national
standards on fight against ML and TF, implementatibneeded, of joint checks with other subdivigmf the
Central Bank and other state authorities (sectiBr62c); and

f) implementation of consultation and training aght agains ML and TF (section 2.3.7.).
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information security are considered confidentiatl ame available to authorized personnel only. Every
case of access to data is monitored and regulatgatdredures requiring written confirmations in the
electronic registers. These registers are limiechdministrators of information security and sesver

(system) with read-only permissions only.

313. For the purpose of network safety the FMC emploge@arate Domain system, which is used to
manage and monitor the exploitation of informatiothe FMS network by the users with corresponding
authorities. The FMS exchanges information with ‘ésdernal world” using physically separated dibita
channels. The software security of this commumcagystem is ensured with a reliable and advanced
network operation system (Lotus Domino System). $ysem is extended to all financial institution in
Armenia, i.e. banks, credit organizations, (re)irasge organizations, and currency dealers. Thesceht
the system service is located in the Central Bavikich is run by high-class experts of a separate
department.

314. While access to the information maintained by thM&CFelectronically is restricted to FMC'’s staff
only, the IT maintenance/security is of the resfulity of the IT staff of the CBA. However accegs
the servers where such information is stored igestitto a double password (one of which is known to
the designated staff of the FMC only). The serveerg the database of the FMC is maintained (inotydi
a machine used for back-up purposes) is locatedenthe CBA'’s servers are stored. Access to suamroo
is also protected by password-based entry system.

Publication of Annual Reports (c. 26.8):

315. In accordance with Article 10, paragraph 1(15) FivC, “in the manner established by its legal
acts, publicize annual reports on its activitiesd. far, the FMC has published an annual repor2@@7.
At the time of the on site mission the 2008 repaat being finalized. While the report for 2007 urdgs
information regarding FMC'’s activities, it does mutlude statistics and trends.

Membership of Egmont Group (c. 26.9):

316. The FMC obtained the status of a member of the Bgrn@roup during the Egmont Group
Plenary Session on March 29, 2007.

Egmont Principles of Exchange of Information AmongrIUs (c. 26.10):

317. As a member of the Egmont Group, the FMC has regatde Egmont principle of Exchange of
information among FIUs which were adopted in Thgiaon June 13, 200These principles are also
at the base for the MoUs which the FMC has soitares (at the time of the on-site visit, with
Belarus, Georgia Russia, and Ukraing)andom check done on a sample of received stguer
information, comparing the requests of exchange ifbormation received from the FMC and the
responses provided to the requesting FIUs, showediverage time of 7 days for providing the
information and of 3-4 weeks (if the request prozdpthe need to obtain information not maintained by
the FMC). Additional information on internationalaperation is provided under the analysis for R.40.

Adequacy of Resources to FIU (c. 30.1):

318. The current total staff of the FMC is of 16 stafiquding the Head, Deputy Head and the
Secretary-assistant and one contractual staff). Thegal compliance and International Relations
Division” has 5 employees, the “Analysis Divisiotiiree and “Information Technology (IT) division”

four. One pending vacancy is to be filled and thCFis currently considering to open two more. The
assessors deem the number of FMC's staff insufficiespecially given the broader responsibilities
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assigned to the FMC by the new law and the likabrease of the volume of reporting (which has been
low so far, for the STRs), once the new AML/CFT hawll be fully implemented, including by DNFBPs.

319. The budget allocated to the FMC has so far beeropppte for the FMC to properly undertake
its functions. The FMC budgets for years 2005, 2@@0®7, 2008 and the 2009 budget estimation are set
forth below, broken down per year.

= i s iies 2005 2006 2007 2008 2009
thousand | Thousand| thousand | Thousand
drams drams drams drams
Operational costs
(subscriptions to information databases|, 5,180.0 7,080.0 1,440.0 12,985.0
costs associated with memberships in
international organizations)
Administrative costs
(business trips of the staff, representation 11,430.6| 16,001.2| 16,456.2 26,328.6
expenditures, literature and stationary,
excluding wages and bonuses)
Fixed assets purchase
(Office equipment, computers, software, 19,897.0f 18,371.0 4,211.0 9,050.0
excluding capital investments and
projected construction costs)
Operational Costs
(Conferences, summits, regional - - 4,000.0 12,400.0
workshops, translation of legal acts)
Administrative Costs
(Wages, bonuses, social protection and 31,412.70| 50,661.72| 61,853.77| 74,224.52
other costs)
Total 67,920.30 92,113.92 87,960.97 134,988.12
320. Additional budget may be needed to increment FMgEaf, as well as for additional training for

reporting entities, especially with regard to detecof STRs (all, especially financial institut&nand
outreach to DNFBPs.

321. The FMC is presently equipped with technical resesmecessary for the proper implementation
of its functions (computers, printers, etc.).

I ntegrity of FIU Authorities (c. 30.2):

322. For the purpose of ensuring the high reputation #&mactionality of the FMC, several
requirements are set out for the professional, hdharacteristics and the corresponding skills hef t
FMC employees, in accordance with the Labor Codeyell as the job descriptions established for each
job position. The FMC has also its own code of emtdwhich sets outs professional and ethical
standards for its employees.

323. Allocation and removal of the FMC staff are regethby the internal procedures of the CBA.
Each vacancy at the FMC is filled with a competitiirocess. According to the Statute of the FMC, the
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Board of the CBA determines the number of FMC mambihe requirements towards them and the job
descrptions. The selection process entails anvieter which is held by the FMC Head (or substitute)
Head of the relevant FMC division, and Head ofkite department (or substitute) who is responsible fo
organizational logistics. Short-listed applicartsrt pass a written exam, which is arranged baseteon
guestionnaire provided and periodically updatedtiy FMC. Examination papers are anonymously
checked by ad-hoc random panels, chosen from th€ BNt other CBA departments relevant to the
vacancy’s profile (the latters are designated leyAMC through the HR). The assessment of examimatio
papers is done through an established gradingmeysthe HR department then calculates the average
grade of each applicant’s paper and such resutsyaoduced to the Central Bank’s Board considienat
(this is exceptional for the FMC only, based onaParof Article 10 of the AML/CFT law, since in the
case of other structural units of the CBA, thengrof the staff is vested in the Chairman of theALB
Before considering the issue at the Board, therhaleSecurity Department of the CBA conducts
screening of applicants based on its confidentiadce@dures. During the discussions of written
examination results at the Central Bank’s Board,Hiead of the FMC introduces his (her) substamtiate
opinion regarding the preferred candidacy, base@ich the Board takes a decision on recruiting the
successful applicant.

324. FMC's staff, as employees of the CBA are subjed¢h&oconfidentiality requirements set forth by
Article 28 of the Law on Central Bank (accordingvihich the staff of the Central Bank may neither
publicize nor otherwise disseminate informationtaoring secrets, nor may use such information for
personal gain). In addition to this provision a dfie requirement is set forth in the AML/CFT law
(Article 10, paragraph 8), which states that thelegees of the FMC, who have access to the received
and stored information, shall maintain, in the manprescribed by law and legal acts of the Autleatiz
Body, the confidentiality of information constitag secret in the course of performing their dutied
after their termination, as well as shall be legaisponsible for its disclosure. Appropriate semmst
exist for non compliance of these confidentialdguirements.

Training for FIU Staff (c. 30.3):

325. All the employees of the FMC have been trained MLACFT. The employees of the FMC
participate in internal or external trainings on IM@FT issues in a semi-annual periodicity on averag
Training is mostly provided in the context of ev@ntganized by international organizations and dano
The staff of the FMC has also participated in-howaming events organized by the Central Bankher t
FMC (the FMC regularly organizes training when affsmember participated to training initiatives
abroad and in the occasion of drafting off typodsgand guidance for the reporting entities).

Statistics (applying R.32 to FIU):

326. The FMC maintains statistics on STRs and aboveshtimid transactions report; on cases
disseminated to competent authorities and on iatemmal cooperation with foreign FIUs. The lattall w
be discussed under Rec. 40. The following tablevsha breakdown of STRs and above-threshold
transactions reports by type of financial inst@ati DNFBP, or other business or person making 3aiR,
both ML and FT.

Reports filed to the FMC in Reports filed to the FMC in Reports filed to the FMC in
2006 2007 2008
: T Above- - Above- - Above- -
Reporting entities threshold Susp|C|qus threshold Susp|C|qus threshold Susp|C|qus
; transaction . transaction . transaction
Transactions Transactions Transactions
Reports Reports Reports
Reports Reports Reports
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Banks

52006

27

74090

27

89588

36

Credit
organizations

112

382

498

Persons engaged i
foreign currency
trading

>

Persons engaged i
dealer-broker
foreign currency
trading

>

386

269

71

Licensed persons
providing cash
(money) transfers

Persons rendering
investment service
in accordance with

the Republic of

Armenia Law on

Securities Market

739

976

250

Central depositary
for regulated
market securities ir
accordance with
the Republic of
Armenia Law on
Securities Market

Insurance

(including
reinsurance)

companies

16

69

167

Insurance
(including
reinsurance)
brokers

Pawnshop

Realtors (real
estate agents)

Notaries

148

1546

1232

Attorneys, as well
as independent
lawyers and firms
providing legal
services

Independent
auditors and
auditing firms

Independent
accountants and
accounting firms
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Dealers in precious
metals

Dealers in precious
stones

Dealers in artworks

Organizers of
auctions

Persons and
casinos organizing
prize games

Persons organizing
lotteries

Persons organizing
internet prize
games

Trust and company
service providers

Credit bureaus

The Authorized
Body responsible
for maintaining the
integrated state
cadastre of real
estate

390

1546

The state body
performing
registration of lega
persons (the State
Registry),

Charity
organizations

1

5

5

Total

53,408

27

77,730

27

93,357

37

327.  The following tables show a breakdown of the casedyzed by the FMC, referred to the law

enforcement authorities and the criminal proceeslimtiated by the latter (table 1) and a breakdown
showing how many cases resulted from the analysiSTdRs, transactions above threshold and other
sources (table 2).
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Table 1

2009 (as of
Status 2005 2006 2007 2008 15/02)
Cases/ episodes analyzed
by the FMC 6 6 35 46 12
Cases referred to law 1 5 11 11 0

enforcement authorities
Criminal proceedings

initiated by law 5 4 3 6 4
enforcement authorities

328. Of 22 criminal cases instigated over the perio@@5-2009 (as of February 15, 2009), 7 cases
have been instigated on the basis of FMC's refetaldesignated LEA-s (in particular, in 2005- $e&a
in 2006-2 cases, in 2007-2 cases and in 2008-3kase

Table 2

The breakdown of the cases/ episodes analyzedsyMIC

2009
2005| 2006| 2007| 2008| (as of 15/02)
Cases/ episodes analyzed by the FMC 6 6 35 46 12
Cases started on STRs 0 5 9 18 1
Cases started on self-initiatives using
above threshold reports 0 0 6 22 2

Cases started on the requests or
notification from other agencies
and/or counterparts 6 1 20 6 9

Effectiveness

329. The low number of the staff assigned to the FMGt{@alar to the Analysis division) compared
to the number of information it receives and witigard with the various responsibilities assignethéo
FMC by the law may affect the effectiveness of fiMC, especially if the number of STRs will increase
once the implementation of the law by reportingte®t will be fully operational. There are issuds o
effectiveness due to shortage of staff in regarth®analysis of TTRs, as also indicated by the low
numbers of requests of information from FMC to otdemestic agencies (notably nil in the case of the
Registrar of legal persons and the State Cadastre).

2.5.2. Recommendations and Comments

. Amend the Statute of the FMC to reflect the newpoesibilities envisaged by the new AML/CFT

law.
. Increase the number of staff, particularly of thealysis division.
. Consider establishing a unit (or a sub-unit inAlmalysis division) to deal specifically with the

analysis of TRs.
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. Outreach to DNFBPs protected by professional sgdia@articular lawyers, accountants and
auditors) to clarify the ambit of application oftiste 4, paragraph 3 of the AML law and, if
needed, modify the text of the law to ensure thatreference to professional secrecy does not
hamper ability of FMC to request additional infotioa.

. Provide guidance to and issue reporting form f@aehs in precious metals and stones (and
dealers in artworks and organizers of auctiondpalFBPs regarding the manner of reporting.

2.5.3. Compliance with Recommendation 26

Rating Summary of factors relevant to s.2.5 underlying ovall rating

R.26 LC . Unclear relation between AML law and professiorerecy provisions (in
the case of lawyers, accountants and auditors)affagt the power of the
FMC to require additional information.

. Lack of guidance on the manner of reporting forl@san precious metals
and stones.

«  The shortage of staff of the FMC affects the effertess of the FMC in
fulfilling its responsibilities, particularly in #nfinancial analysis, and may
affect the operational independence of the FMC.

2.6. Law Enforcement, Prosecution and other Compete Authorities—the Framework for the
Investigation and Prosecution of Offenses, and fdConfiscation and Freezing (R.27 & 28)

2.6.1. Description and Analysis

Legal Framework:

330. The Armenian CPC provides for three stages of iya$ng cases of money laundering and
terrorism financing —the instigation of a case,stege of inquest, and the investigation of a ¢asetrial
level). Depending on what stage of the proceedagsse is in, different authorities are competent t
conduct investigative measures. The relevant pimwsare contained in the CPC as outlined below.

331. It is worth noting from the outset that investigatimeasures pursuant to the CPC as outlined
below are only available after a case has beeigatst.

332. Prior to the instigation of a criminal case, onpecational-search activities pursuant to the Law on
Operational and Search Activities (LOSA) as outlifeelow may be taken by competent authorities
(Article 8 of the LOSA).

Designation of Authorities ML/TF Investigations (c.27.1):

333. Pursuant to Article 56 CPC, the authorities compietie instigate a criminal case and thus to open
an investigation for ML or TF include the policbetNSS and also other bodies, such as the tax and
customs authorities, if the cases arises in corntibmavith a predicate offense that falls within ithe
competency. Once a decision to instigate has kmemt Article 190 CPC provides that the NSS is the
competent authority to conduct investigations ne¢ato money laundering or terrorism financing case
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334. Once a case has been instigated, the prosecutsupasvisory powers over the investigating
body.

335. The provisions of the CPC regulate the processlasis.

Instigation of a Criminal Case.

336. The first step of the investigating ML or TF cases$he instigation of criminal charges pursuant
to Article 175 CPC, which has the effect of elewgta case to the pre-trial level. Pursuant to Ati75
CPC, a case may be instigated by the prosecumintiestigating body or a competent law enforcement
body if there are “reasons and grounds” for doimg s

337. Pursuant to Article 176 CPC, if the competent authaeceives statements or mass media
reports on or discovers information about crimbere are “reasons” to instigate a criminal case. [aw
does not clarify the meaning of “grounds” to irtidiariminal charges. However, the authorities stétat
according to academic interpretations, the termlevoeiquire that objective “grounds” for initiatioof
charges as listed in Article 176 CPC are suppdoted subjective belief or perception by the rel¢van
competent authority that a crime may indeed haes lsemmitted.

338. Once a competent authority has determined whethaobthere are “grounds and reasons” to
instigate a case, it has three options pursuafitttdles 57(3) and 181 CPC: either to instigateiminal
case and forward the case to the competent aythoribvestigate a crime, which in the case of Mida
TF would be the NSS, to forward the case to the H8&ugh the prosecutor’s office without making a
decision as to whether or not a case should bigatet, or to dismiss the initiation of a crimiralse.

339. Bothin case of a dismissal of the case or a detisi instigate a case, Article 57(3) CPC requires
that within 24 hours a copy of the decision is faréded to the prosecutor, who in turn will check the
decision on its legitimacy and conformity with Ates 175 & 182 CPC. In patrticular, the prosecutiir w
confirm that there are “reasons and grounds” fatiation of a criminal case and that the decision
specifies the offense to be investigated. Therefotéle the decision as to whether or not to irestiga
case lies with the relevant competent authority #lways subject to review by the prosecutor.

340. Where the prosecutor comes to the conclusion thegjextion is not warranted due to the
existence of reasons and grounds for initiatiora afase, he may instigate the case pursuant toléirtic
53(1) CPC. At the same time, in cases where intghigas not warranted, he may overrule the body of
inquest’s decision and dismiss the initiation afianinal case.

341. The prosecutor’s decision not to instigate a caag be appealed to the court by the physical
person or legal entity which reported about a criR@suant to Article 185(5) CPC the court thehegit
eliminates the decision appealed against, or cuoefiits adequacy. The elimination of the decision
appealed against makes the initiation of the cgdbdprosecutor mandatory.

342. A decision to instigate a case may be “on the aongswhich means no suspect has been
identified, or based on identification of a suspadhereby the term “suspect” is defined pursuant to
Article 62 CPC as “the person detained upon thpisio® in committing a crime or with regard to whom
a resolution on the selection of precautionary mesais adopted.”

The Stage of Inquest (Optional Stage)

343. If a case has been instigated “on the occasioe’cise may enter the second stage of pre-trial
proceedings, the stage of inquest, which allowscthapetent authority 10 days to identify a suspect.
Within those 10 days, the inquest is consideredriiti@l phase of the investigation, therefore guoavers
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under the CPC, i.e. the seizing of assets and fso@ee available. Article 197 CPC provides thia¢ra
expiration of the 10 days, at the latest, the istjséage is considered to be over and the casto Haes
forwarded to the NSS, even in the absence of antifal suspect. If a suspect is identified before
expiration of the 10 days, the case immediatelytbde forwarded to the NSS for investigation.

344. Pursuant to Article 56 CPC, inquests relating tovaylaundering or terrorism financing may be
carried out by the police, the NSS and also otletids of inquests, such as the tax and customs
authorities, if the cases arises in combinationsifpredicate offense that falls within their cotepey.

All of these bodies have a specialized inquest idieeant.

345. Article 57 CPC provides all bodies of inquest witle power to conduct measures according to
the LOSA as well as measures provided for in th€ CP

Investigation of a Criminal Case

346. The third stage of the process is the formal ged-tnvestigation. Once a case has entered the
investigation phase, Article 190 CPC provides thatNSS has exclusive competency to investigate bot
money laundering and terrorism financing offens@gor to 2007 the Police was the designated
investigative body for money laundering and teswrifinancing offenses.

347. While the NSS is the body conducting the invesiigmt according to Article 53 CPC the
prosecutor’s office has to instruct and supervi®eNSS in investigating money laundering and tesnor
financing cases, including to prepare materialstfiercase, to conduct investigative measures iimgjud
measures provided for in the LOSA, to compose tlegtigative team, to cancel any actions undertaken
by the investigative officers, to dismiss investiga from further participation in the investigatjand to
instruct the investigators to conduct additionakistigative measures.

348. The power to file a case with the court rests esigkly with the prosecution.

349. In cases where multiple parallel investigationsdiaried by investigatory agencies are combined
into one investigation, or the investigation ofpedfic crime turns out to belong to another alitiiter
competence, the prosecutor has the power to deterwiiich is the relevant competent authority fa th
case in question.

350. The authorities informed the assessors that a ne@ i€ in the draft stage, which will eliminate

the distinction between “inquest” and “investigati@nd provide the prosecutor with the sole power t

instigate a case and therefore commence criminadegutions. Implementation of the new CPC is
expected to take place at the end of 2009.

Ability to Postpone / Waive Arrest of Suspects or &zure of Property (c. 27.2):

351. While there is no express provision in the CPC esking the ability to postpone or waive the
arrest of suspects or seizure of property, the éaforcement authorities stated that they would such
powers under the general provisions of Articles &3,& 57 CPC and in practice have done so many
times.

Additional Element—Ability to Use Special Investigaive Techniques (c. 27.3); Additional
Element—Use of Special Investigative Techniques fdiL/TF Techniques (c. 27.4):

352. A wide range of special investigative techniques jarovided for through the LOSA. Certain
measures provided for in Article 14 LOSA requireaurt order and are therefore subject to judicial
supervision pursuant to Article 34 LOSA, wheredsedd may be taken based on the decision of the head
of the operative subdivision of the body performgugh activities in accordance with Article 36 LOSA
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Article 35 LOSA expressly provides that while thegecutor may supervise the legitimacy of measures
taken pursuant to the LOSA in accordance with tigesvisory powers provided for in the CPC, he has
no authority to supervise the organization andqguerdnce of such measures.

353. With respect to money laundering and terrorismrfaliag cases, measures specified in the LOSA
may be taken both prior to (Article 57 CPC) ancmafhstigation of a criminal case (Article 55 CPC).

However, not all measures are available to all é&®daionducting inquests or investigations as outline

below.

354. The measures provided for in Article 14 LOSA andolhmay be taken also in the course of
inquests or investigations for money launderindude:

. Operational inquiries, defined as the collectionimformation about prepared or committed
crimes, including through asking natural and legaisons that do or may possess information
relevant to the case questions and receive ansavére questions posed;

. Acquisition of operational information about pers@mnd facts of operational interest;

. Controlled selling and purchase of gods and sesvicddentify participants of crimes, including
of such goods and services which are prohibitdskteold freely or unlimited;

. The observation of persons in open space or puyditices by means of technical devices or
otherwise, as well as the recording of the obsemain video, photo, electronic or other devices;

. The observation of persons in their apartmentselsas the recording of observation findings on
video, audio, photo, electronic or other devicescolirt order pursuant to Article 34 LOSA is
required for this measure;

. The identification of persons based on externalssi§ingerprints and other traces;

. The external examination of buildings, facilitieghicles, structures and other premises, the
identification of their features and other inforinat by means of special and other technical
devices, and the recording of examination findifigee measure may not be taken by the tax and
customs authorities;

. Wire tapping phone conversations, including intermenversations and other electronic
communications, including the recording of conviéoses and identification of phone numbers
and collection of data and information on the stibsc to the identified phone numbers. A court
order pursuant to Article 34 LOSA is required fbistmeasure. The measure may not be taken
by the tax and customs authorities;

. Control over correspondence, mail, telegrams, famesl other communications as well as
identification of the person having sent the cqroeslence. A court order pursuant to Article 34
LOSA is required for this measure. The measure matybe taken by the tax and customs
authorities;

. Cover actions, defined as the secret introductibnstaff members or persons secretly
cooperating with bodies performing measures putsieathe LOSA. Persons cooperating with
the bodies performing measures pursuant to the L@®Aexempt from criminal liability for
committing a crime pursuant to Article 13 LOSA,;

. The power to acquire information from banks andepfinancial institutions about banking and
other accounts, as well as the permanent survedlaner such transactions without knowledge
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of the person involved in such transactions. A tauder pursuant to Article 34 LOSA is

required for this measure. The measure may noakentby the tax and customs authorities. A
detailed description and analysis of the relatigndletween Article 14 LOSA and Article 10

LBS, including the conflicting requirements und&e ttwo provisions, is provided for under
Recommendations 3 and 4 of this report.

355. In discussions with the LEAs it was stated thatesalof these powers have been and are still
being used in the context of money laundering cases

356. Pursuant to Article 40 LOSA, findings acquired thgh measures taken pursuant to and in
accordance with the LOSA are formal evidence.

Additional Element—Specialized Investigation Groups& Conducting Multi-National Cooperative
Investigations (c. 27.5):

357. Armenia has set up a group within the NSS speeidlim financial investigations. Members
include financial investigators, general investigat and intelligence officers. The work of thi®gp is
coordinated by the corresponding division of the&al Prosecutor’s Office.

358. LEAs the assessors met with stated that in the passaisures pursuant to the LOSA have been
carried out in cooperation with LEAs of other caigg, albeit not in the context of money launderimg
terrorism financing cases.

Additional Elements—Review of ML & TF Trends by Law Enforcement Authorities (c. 27.6):

359. Methods, means and trends in combating ML and E-pariodically reviewed on the inter-
governmental level through the Interagency Commissihe FMC as well as all bodies of inquest are
consequently provided with the information obtainaay analyses thereof and other research reslilts.
authorities the assessors met with confirmed réadifnformation on typologies from the Interagency
Commission. The identified typologies are also gediscussed in the course of workshops conducted by
the FMC.

Ability to Compel Production of and Searches for Douments and Information (c. 28.1):

Compelled Production of documents and information

360. Pursuant to Article 20 Law on Police, citizens afiicials may be summoned to the police for
interrogation purposes with respect to pending ic@aincases. The summons may also specify materials
that have to be brought to the police station.hi évents of hon-compliance or inadequate comgianc
with the summons, the persons and requested materdy be brought to the police by force.

361. In addition, a number of provisions in the CPC tooa the subject of compelling the production
of documents. Most notably, Articles 59 (2.3.),(73.) and 79 (5.4.) CPC provide that the injunedi
criminal case as well as legal representativebefrijured, the plaintiff, the suspect and the aedwpon
request by law enforcement authorities have toigeoitems and documents. These provisions do not,
however, provide for the compelled production otwwnoents and information held by other persons,
including witnesses, that may be in possessionfofmation relevant fo the case in question.

362. Absent a summons for appearance and short of mg&wer, the provisions in the CPC are not
sufficiently wide to allow for law enforcement aatities or the courts to compel the production of
documents and information in all cases.
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Search Persons and Premises for documents andnafan

363. Article 225 CPC provides for the search of premigd#aces and persons based on sufficient
grounds to suspect that there are items or docwmwemich can be significant for the case and for the
taking of such documents and items. The searclowfel measure may only be conducted based on a
court order. Searches pursuant to Article 225 CR§ amly be carried out after a criminal case hanbe
instigated.

Seize and obtain documents and information:

364. Article 226 CPC provides for the seizure of docuteemd other Articles significant for a case if

it is known for sure where those Articles and doeuota can be found and in whose possession they are.
Paragraph 3 of the provision states that no legalatural person has the right to refuse to give th
investigator the Articles or documents he demamdsopies thereof. The decision to seize documents o
items may be taken by the investigator. Neithepurtocorder nor permission from the prosecutor baset
obtained.The measure may only be conducted after a crincisg has been instigated.

365. Additional powers are provided for in the Law orli@a Article 12 states that the police has the
right to “enter [...] into the areas occupied fooguction and other entrepreneurial activitie$ &nd [...]
perform inspection, including the vehicles, andfsmate [...] documents, samples of raw materiat$ a
production directly associated with the offencettiéle 19 provides the police with the power torsba
hand-luggage and suitcases of train, air and sesepgers and to confiscate items of which the shippm
is prohibited. Article 23 further allows for thesimection of places in which arms are being tradddpt
and to confiscate and destroy the arms which areilpited from circulation.

366. With respect to access to documents and informatiotected by banking secrecy, please refer
to the discussion under Recommendation 4.

367.  With respect to information subject to professiasedrecy law enforcement authorities have two
avenues for gaining access.

368. First, law enforcement authorities may request simfbrmation directly from the notary,
accountant, advocate or auditor based on Articke @PC, which provides that “no person who is asked
by [law enforcement authorities] which carry ouiminal proceedings [...] to report or disclose
information constituting a secrecy protected by I|flvas] the right to refuse fulfillment of that
requirement by reference to the necessity of pvasgofficial, commercial and other secrecy progelct
by law.” However, law enforcement authorities majyyanake such a request if the information sought i
considered “necessary” for the criminal proceediaigd the person requested to provide the informatio
has a right to request clarification as to why ¢hisra necessity of obtaining the requested infaoma
The authorities clarified that the notion of “nesigg’ is not defined by law but that in the coursea
criminal case the investigative body, based on éinbelief or moral certainty” decides whether the
“necessity” requirement is met. With the exceptasrninformation covered by notarial secrecy, no tour
order is required.

369. Secondly, as already outlined under criterion 26f4his report, law enforcement authorities may
request such information through the FMC. Howewdrile the AML/CFT Law provides that the FMC
has the right to obtain privileged information, tharious laws regulating the professions covered by
secrecy do not clarify to what extent and basedloich conditions such access has to be granted.
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Power to Take Witnesses’ Statement (c. 28.2):

370. Article 55 CPC provides the investigating authowtith the power to summon withesses and
interrogate the suspect, the accused, the injaratiany witnesses. In addition, Article 112 CPCrjules
that information given by the witness in written @anal form at the pre-trial legal or in court islled
testimony of the witness. It can thus be inferteat £ven in the absence of an express provisiohigo
effect, the investigative bodies, including the NSS, Iesgower to take witness statements.

371. In addition, Article 14(1) LOSA provides for theratuct of operational inquiries, defined as the
collection of information about prepared or comedttrimes, including through asking natural andilleg
persons that do or may possess information releteatite case questions and receive answers to the
guestions posed. The measure is available botreahguest stage and the investigative stage dsawel
prior to the initiation of a criminal case in thaiih of an operational-search activity.

Adequacy of Resources to Law Enforcement and OtheAML/CFT Investigative or Prosecutorial
Agency (c. 30.1.):

The Police

372. The structure and funding of the Police as welh&sobjectives, rights and obligations of police
officers are set forth by the Law on Police.

373. In 2005, a special police division under the Daparit for Combating Organized Crime has been
set up to investigate financial crimes, including &hd TF, has been established. The division ctensfs
eight professional staff. The assessors have besidpd with an organizational chart of the Policat
reflect this structure.

374. The decision in 2007 to make the NSS the competetitority to investigate crimes of money
laundering and terrorism financing did not leacatdownsizing of the division’s staff, as the polsatil
stayed and still remains very involved in the figlgfainst these crimes. Representatives of theegpolic
stated that the cooperation with the NSS on ingattig money laundering is very productive and good
and that the police is always being involved intsimvestigations by NSS based on their strong digeer

375. The division’s budget comes out of the generalgaotiudget. Representatives of the police stated
that they believe their human and technical ressuto be sufficient to fully and efficiently conduc
inquests and support investigations for money lating and terrorism financing.

The Prosecution

376. The structure of the prosecution, the requiremémtduman, technical and financial resources
are set forth by the Law on Prosecution.

377. A special department within the Prosecutor Gener@lffice is responsible for supervising all
cases investigated by NCS, including money laundeand terrorism financing. The department
comprises of three prosecutors and three suppaft Sthe assessors have been provided with an
organizational chart of the General Prosecutorfac®that reflects this structure.

378. Representatives of the General Prosecutor's Offitsded that while the workload of the
department’s prosecutors is rather heavy, the tlepat would be equipped with sufficient technicadl a
other resources. Additional human resources coeldeuested from the General Prosecutor at anytime
and that the request would be granted. At the tinthe onsite visit, the department superviseq fift
investigations pending with the NSS, including ooy laundering and terrorism financing.
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379. The special department’s budget comes out of tmergé budget of the General Prosecutor’s
Office. Representatives of the General Prosecuf@ifige stated that if the number of money launagri
investigations were to increase, the departmentidvaquest the General Prosecutor to create aapeci
unit dealing with AML/CFT cases only.

380. The General Prosecutor’s Office as a whole comprage330 prosecutors in all of Armenia.

National Security Service

381. The structure of the Armenian National Securityviger, the requirements for human, technical
and financial resources are set forth by the LaviNational Security Bodies and the Law on Service in
National Security Bodies.

382. The NSS has two separate departments dealing vatfeynlaundering and terrorism financing
cases, namely the inquests department and thetigstien department. The inquest department
comprises of 5 and the investigation department3oprofessional staff. Representatives of both
departments stated that the human and technicalunees were sufficient to implement their
responsibilities with respect to AML/CFT. The butigef both divisions come out of the NSS’s general
budget.

State Revenue Committee

383. Since June 2008, the State Tax Service and th@@asservice of Armenia are united under the
State Revenue Committee.

384. Tax: The structure and funding of the State Tax @ittee of the Republic of Armenia as well as
the objectives, rights and obligations of tax d@fi& are set forth by the Law on Tax Committee.rAthe
case of the NSS, the tax authorities have two deeats having competences with respect to tax and
customs offences involving money laundering andoteam financing, namely the inquest department,
comprising of 12 professional staff, and the inigedbry department, which has 22 professional staff
The authorities were confident that all two deparits were provided with sufficient computers and
other necessary office equipment. The division'sidai comes out of the general budget of the Tax
Committee. However, the tax committee also set gpexial development fund, which is used to fund
operative-search and inquest activities.

385. Customs: The structure of the Customs Authoritg, thquirements for human, technical and

financial resources are set forth by the Law ont@us Service. The customs authority has two separat
divisions for conducting inquests on the one hand @&vestigations on the other. Whereas the
department of inquest consists of 4 professiordf, dhe investigative department has 4 staff. bhdget

of both divisions comes out of the Customs’ genbralget. Representatives of the Customs authority
stated that both departments had sufficient teelh@od human resources to implement their tasks wit

respect to AML/CFT.

Integrity of Competent Authorities (c. 30.2.):
The Prosecution

386. Article 32 specifies the general requirements fgpantment to a position in the Office of the
Prosecutor General. Citizens residing in Armenig rba appointed as a prosecutor, if he or she has
obtained a legal education in Armenia or has obthia similar degree in a foreign country, which has
been recognized and confirmed through a procedimalated by law.
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387. In addition to the educational requirements, apyplis are subject to close scrutiny by a special
committee, which ensures that the applicant hasngwessary skills and qualifications to become a
prosecutor. Once a person has been hired, he/stiges four to six months of training at the Schiool
Prosecutors.

388. Background checks include police reports to entweno case is pending or judgment has been
issued against that person. Armenian prosecuterbarnd by a Code of conduct.

National Security Service

389. According to Law on Service in National Securitydszs and the provisions of the legal acts of

the NSS, the employees conducting operative-inyatgiry activities, inquest and investigation fosea

of ML/TF offences, must meet high standards of ggefonalism, and must have a higher education,
knowledge of a foreign language, special physicahing, training at the Educational Center of the

National Security Service, skills for employing ywea and computer knowledge.

390. The NSS conducts thorough background checks bhfing new staff.
The Police

391. The requirements for the Police employees arecstt in the Law on Police Service. Article 11
of the Law stipulates, that a person under ageéofears may be engaged in police service, if hdislse
completed mandatory military service, masters Araretanguage, is in capacity to perform the duty of
the police serviceman in terms of his/her operatiopersonal, moral characteristics, education|tinea
and physical training. Circumstances in which aspermay not be engaged in service for the police
system are also provided for.

392. Representatives of the police stated that in tharseo of hiring new staff, police checks,
intelligence background checks and Interpol recamishe person to be hired would be obtained and a
number of personal interviews be conducted to enthe person’s integrity, skills and high standaird
professionalism.

State Revenue Committee

393. Tax: According to Article 12 of the Law on Tax See; a citizen may be appointed to a tax
service position in the Tax Authority if he/she mesis Armenian language, has graduated from a state-
accredited higher education institution and hakdrigducation in a specialization accredited bysthte.

394. Limitations are set out for the activities of tlax tservicemen by Article 13 of the Law, e.g. the
tax serviceman may not hold another state positieept for scientific, pedagogical and creative
activities, be involved in entrepreneurship. Besjdecording to Article 20 of the Law, at least -timied

of the tax servicemen are required to pass antaiitas every year. According to Point 5, Article 80
the Law, the responsibilities of the tax servicemeclude maintaining the state, service and other
confidentiality with law in a manner prescribedthg law, including when being out of service.

395. Tax servicemen are bound in the course of thewices by a Code of Conduct holding all staff to
a high standard of professionalism, skill and intgg

396. Customs: In accordance with Article 8 of the LawQumstoms Service, Armenian citizen may be
appointed to a customs service position, if helse higher education, corresponds to the requirtsmen
of the job description for that position establidiy the supreme tax authority.

397. All customs officers are bound by a Code of Ethigich requires that the officers’ work ethics
is based on moral standards, such as integrityanngtity and fair treatment, law-adherence and
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discipline, conscientiousness and patience andatfiaers carry out their work based on prudence an
professionalism.

Training for Competent Authorities (c. 30.3.):
The Prosecution

398. The staff of the Prosecution is provided with regufaining on AML/CFT through participation
at seminars, tutorials and other international fuln 2007, Armenian prosecutors have participated
the discussions on the cooperation program on tFAgiainst Terrorism Financing and Other Expression
of Extremism” in Minsk, at an International Workghtor the South Caucasus in Thilisi on “Combating
Terrorism Financing and Criminal Prosecution” ahd aeminar on “Encouraging Co-operation on Issues
Related to Combating Corruption, ML and Organizedm@” in Bucharest. In 2008, Armenian
prosecutors participated at a workshop on AML/C§lotogies organized by the IMF in Syracuse, Italy.

399. In addition, lectures were given to the audiencthefprosecutor’'s school on the following topics
“Criminal-legal Characteristics of Terrorism andribgism Financing”, “Laundering of lllicit Proceeds
(money laundering), Criminal-legal Analysis of tBfences”.

National Security Service

400. The staff of the inquest department has receivetksmaining by the FMC in 2008, specifically
on AML/CFT in 2008. Members of the investigatiorpdement, however, have not received any training
or attended any seminars or training courses, wisicgurprising given that the NSS has the exclusive
authority to conduct money laundering and terroffisrancing investigations.

The Police

401. All eight staff of the special investigative unie law degrees and a strong background in the
use of intelligence measures and techniques. Bet@885 and 2008, all eight officers completed a 40
day training course specifically on AML/CFT, whicinganized by Egyptian police training center. In
addition, a number of officers have participatedaatTraining of Trainers on AML/CFT” seminar
organized by the UNODC and held in the UK in 208&tween 2006 and 2008 the police also
participated at a number of workshops conductethbyArmenian FMS. The general requirements for
entering the service in the police are regulateoutih the Law on the Service in the Police.

State Revenue Committee

402. Tax: Most staff of the two departments has law degr Since 2007, tax officials have

participated in two training courses on AM/CFT aged by prosecutor’s office. The FMC arranged two
seminars on AML/CFT, both of which had participafitsn a number of domestic authorities, including
tax. In addition, representatives of the tax autiesr participated in the UNODC'’s “Training of Trers

on AML/CFT” seminar held in the UK in 2008. The edtional requirements for entering the tax
services are set out in the Law on Tax Services.

403. Customs: Inquest officers of the Customs Authop&yticipated in AML/CFT training courses
organized by FMC. The materials received in thazerses were consequently distributed amongst all
staff of the investigation and inquest departmehigwever, representatives of the customs authority
stated that officers could use additional trairoamgAML/CFT.

Additional Element — Training and Education for Judges (c. 30.4.):

404. The judges and the employees of the courts aradadwvith trainings in the School for Judges.
Certain lectures are periodically held in this s#thon matters related to the characteristics of the
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legislation on combating ML/TF and the implemertatiof the latter, as well as different actions
specified by the Criminal Procedure Code, includiagzure and confiscation of property. For example,
2008, the curriculum of the School for Judges doeth 10 academic hours on AML/CFT. In 2008, 25
judges attended the School of Judges for continwaiging. Representatives of the courts statetlttiea
aim was to eventually have judges specialized inLABFT.

405. In addition, representatives of the court partitggain the UNODC’s “Training of Trainers on
AML/CFT” seminar held in the UK in 2008.

Statistics (applying R 32):

406. In the absence of complete and accurate statistiahe number of M| cases forwarded to the
NSS by all bodies competent to instigate such catsessdifficult to assess the effective operatairthe
law enforcement authorities with respect to conidgcML investigations. The numbers provided for in
the column “Inquests conducted by law enforcemerthaities” below are estimates obtained through
interviews with the various authorities.

Cases forwarded tpCases forwarded byCases instigated
NSS by FIU law enforcement
authorities competent
to instigate ML cases.
2006 3 1 (Police) 4 (100% of 4l
forwarded cases)
2007 11 1 (Police) 3 (about 25% of all
forwarded cases)
2008 11 14 (12 NSS, 1 customsy (about 24% of al
1 tax) forwarded cases)
2009 (as of 15/02) 0 4
Effectiveness:

407. In the absence of complete and accurate statistiahie number of ML cases forwarded to the
NSS by all bodies competent to instigate such casissdifficult to assess the effective operatimfrthe
law enforcement authorities with respect to condgdWiL investigations. With specific regard to ttine
NSS as the designated authoritity empowered towdnédL and TF investigations, it should be noted
that the lack of AML/CFT specific training for stadf the NSS’s investigation department and thaass
noted in regard to financial secrecy provisionsehawn impact on the effectiveness of ML and TF
investigations.

2.6.2. Recommendations and Comments
. The CPC should be amended to provide for a geperaér of the law enforcement authorities or
the courts to compel the production of documentsiaformation in ML and TF cases, including

also in cases where the information is requestmu f witness or a person other than the injured,
or the plaintiff, suspect or accused.
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. Harmonize Articles 10 LBS with Article 29 LOSA a#diticles 13.1 LBS with 13 AML/CFT Law
so that they provide the same conditions with resfgeaccess to information covered by financial
secrecy and to ensure that law enforcement ausdan effectively access and compel
production of information, transaction records,aot files and other documents or information
that is covered by financial secrecy, especiallyases where a suspect has not yet been identified
or where the information is sought with respeqte¢osons other than the suspect.

. Staff of the NSS’s investigative department as vaslithe custom’s inquest and investigation
departments should receive AML/CFT specific tragnito ensure effectiveness of the ML/TF
investigations.

2.6.3. Compliance with Recommendations 27 & 28

Rating Summary of factors relevant to s.2.6 underlying ovll rating

R.27 LC . Lack of AML/CFT specific training for officials ahe NSS’s investigatio

department as well as legal and effectiveness s$ssated in regard t

access to information covered by financial seciegye an impact on the

effectiveness of ML and TF investigations.

R.28 PC . Legal and effectiveness issues noted in regarddess to information
covered by financial secrecy have an impact ondafercement agencies
powers to obtain information and documents coveésefinancial secrecy,
particularly prior to the identification of a sugper where the informatior
sought relates to a person other than the suspect.

e Absent a summons for appearance and short of angetrder, the
provisions in the CPC are not sufficiently wide #&low for law
enforcement authorities or the courts to compel greduction of
documents and information in all cases.

. In the absence of complete and accurate statisticdie number of ML
cases forwarded to the NSS or instigated by lawreafnent as well as the
number of ML cases dismissed by law enforcementaaities it is difficult
to gauge the effectiveness of the law enforcematiogities.

| €D e )

2.7. Cross Border Declaration or Disclosure (SR.IX
2.7.1. Description and Analysis

Mechanisms to Monitor Cross-border Physical Transpdation of Currency (c. 1X.1):

408. The requirements for declaration of cross-bordendportation of currency and currency valued
instruments, is pursuant to the rules for “Trantdan, Delivery, Import, Export and Declaration of
Currency Values” (Currency Declaration Rules) a GB#ard Decision 386-N July 29, 2005.

409. The content of the declaration is pursuant to ther&hcy Declaration Rules wherein the
declaration must include concise information abthé& currency or payable securities and means of
transportation as well as other information reqlifer the customs control and customs. Payable
securities are defined in Article 153 of the Ci@bde, which defines securities to include, amongst
others, bank books and bank certificates of deposdnds, checks and appears to encompass the FATF
term of bearer negotiable instruments. The Curré@wmglaration Rules set forth the threshold amotorts
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currency and payable securities and declarationiregents pertaining to those threshold amounts and
goods. Further, the requirements are set forthenappendix, titled “Form” of the Rules for Applian

of Dual Channel System during Customs Control ob@obeing escorted by Individuals arriving and
leaving from the International Airports of the Repa of Armenia (Rules for Customs Control over Air
Transportation of Goods) and the Rules for AppiwaDual Channel System during Customs Control of
Goods being escorted by Individuals Arriving andaviag the Custom Borders of the Republic of
Armenia by vehicle transportation (Rules for Cusiddontrol vehicle transportation).

410. Natural and legal persons can, with the exclusiobamks, credit organizations and secure and
registered transportation service providers whocigfizge in this work, export currency or payable
securities up to 5 million dram (USD13,000 at timeet of assessment) and equivalent foreign currency
represented by banknotes and coins, and payableriteex (outbound physical cross-border
transportation). Export of Armenian dram and cuckemmounts exceeding this threshold must be
undertaken by way of non - cash methods (i.e. Warik transfer) or, in the case of out bound playsic
transportation of payable securities, must be apamied by a written customs declaration pursuant to
Article 2.1 of the Currency Declaration Rules. Heee the actual utilized customs declarations
(Reference CD-1 of Armenian Customs Service, “Riitibnhs and Restrictions”) set forth that the
exporting of cash in any currency in the sum nateexling 5 million AMD is permitted though no
mention of payable securities.

411. For importing (in bound physical cross-border pbgkitransportation), the allowance for cash
and payable securities is to equivalent up to Blr@®00 without a declaration. Over this threshthe,
import of cash and payable securities is subje¢héocompletion of a customs declaratpursuant to
Article 2.2 of the Currency Declaration Rules. Aduhially, pursuant to the appendix “Form” in thel&u
for Customs Control over Air Transportation of Geodnd rules for Customs Control vehicle
transportation, payable securities, cash bankrastdsoins exceeding the equivalent of Euro15,008t mu
be declared. However, the data required for thenas not reflected in the actual utilized customs
declarations (Reference CD-1 of Armenian Customi&e "Prohibitions and Restrictions”) which
require a customs declaration when ‘importing dasdny currency exceeding the sum equivalent twEur
15,000” and the utilized declaration does not makg reference to any type of payable securities.

412. The above mentioned requirements for inbound ti@magon of currency and other payable
securities are also applicable in the case of imhoough post or cargo, although no such requirdse
exist if the case of out bound transportation tgrounail or cargo (Article 2.3(8) of the Currency
Declaration Rules).

413. Authorities advised that for the current year, declarations have been received for amounts
above the threshold limits, with a total value wdtjover USD 148,000 with two declarations being 10
percent more than the declaration threshold. Althef declarations relate to importing and all were
declared at one particular land crossing custornmg pad none at the international airport custossp

Breakdown of the declarations

1. arrival 21,000 USD Meghri Custom-port
2. arrival 36,000 USD Meghri Custom-port
3. arrival 34,000 USD Meghri Custom-port
4. arrival 20,000 USD Meghri Custom-port
5. arrival 20,000 USD Meghri Custom-port
6. arrival 17,000 USD Meghri Custom-port

TOTAL 148,000 USD
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414. No declarations were received in the previous waarthe authorities opined that this was due to
less public knowledge of the declaration requireisiefihe low number of declarations, and the factmf
declarations at the international air customs poigive concern to the quality of data collection,
knowledge of the public to declare and the moniprof required declarations by the authorities.
Assessors were informed that Customs have stawadeaess raising initiatives (such as distributwbn
brochure) regarding declaration requirements.

Request Information on Origin and Use of Currency €. 1X.2):

415. The authority to request and obtain informatiomfrthe carrier with regard to the origin of the
currency or bearer negotiable instruments and thinded use upon discovery of a false declaraticn
failure to declare is provided by Article 133 oktlRustoms Code. This provision sets the generaepow
for the Customs authorities to request informatidrich is subject to declaration (as in the casénof
bound and out bound physical transportation of esway and payable securities in excess of the
established thresholds) and establishes also fBasttms bodies have the right to demand other
information and documents in cases defined by ttesegmt Code and other legal acts”. In addition
Customs have the general authority under the La®maration and Search Activities (LOSA) to perform
“operational requests” and acquire operationalrmfition (“with the purpose of identify smugglingdan
other crimes”, according to Articles 8 & 14 of th@SA).

Restraint of Currency (c. IX.3):

416. Customs authorities do not have the power to stapgirain currency where there is a suspicion
of money laundering or terrorist financing (becafmethese crimes they do not have the legal aitthor
of “body of inquest”, which is only limited to smgling). As a “body of inquest” for smuggling-reldte
crimes such power would be granted in the casefafsa declaration, pursuant to the provisionshef t
CPC.

Retention of Information of Currency and Identification Data by Authorities when appropriate (c.
IX.4):

417. The obligation for registering passenger identtfwa data and the amount of cash or payable
securities exceeding the designated thresholdgparguant to Article 2 of the Currency Declaration
Rules. Such information includes, but is not lirdite, the passenger’s name, nationality, passgbails,
amount of currency or payable securities.

418. A Memorandum of Understanding (MoU) between theG-bhd the State Revenue Committee
establishes reporting of information and data ®EMC and such reporting requirements further mequi
the capturing of data, including the identificatidata of the passenger/declarer on imports of cayrer
import and export of payable securities exceedibfR@/USD 15,000; violations of legal requirements
for imports or exports of currency or payable sgi@s or other currency values, on cases of imports
exports of currency that in the opinion of Statedteie Committee are suspicious in terms of ML or TF

419. Authorities advised that information is retainedaircentral repository, both in hard copy and in
an electronic data base, on all declarations whieh provided for by Customs law, including those
relating to currency and bearer negotiable instnimeAdditionally, as set forth in the MoU, infortizan
pertaining to the detection of non-declaration ofrency and bearer negotiable instruments above the
reporting thresholds, false declarations and wkiezee is a suspicion of ML or TF is also retain€he
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information is retained for a minimum five year iper pursuant to RA Government Decision dated
March 09, 2006 on “sample list of documents suld@etrchiving with the terms of retention”.

Access of Information to FIU (c. IX.5):

420. The information obtained by Customs is formally reldawith the FMC under the reporting
obligations set forth in the MoU. Pursuant to Agié of the MoU, Customs must report to the FMC on
imports of currency or payable securities exceediB@00 Eurand the export of currency and payable
securities exceeding 5 million drams on a quartedgis; violations of legal requirements for impaot
exports of currency or payable securities on a higrdasis and four days on cases of imports or #gpo
of currency or payable securities that are suspicia terms of ML or TF. The reports detail thel ful
name of passenger or sender (if by post); citizgngiersonal identification information; the typada
amount of currency; transportation; whether itrigort or export and the originating and destination
countries and any other pertinent information. Bl¢horities provided statistics only for the repdid
the FMC of suspicious operations: for the periodyM08-March 2009 there were 4 reports of
suspicious transactions (one of which resulted irefarral to the Prosecutor’'s office and the State
Revenue Committee.

Date of | Date of the| Subject Measures undertaken

Reporting on | feedback matter

Suspicious provided by

imports/exports | the FMC

May 22, 2008 June 13, 2008  SuspicignHypothesis of ML case refuted in the
on ML result of analyses

September 25, November 11) Suspicion | Hypothesis of ML case refuted in the

2008 2008 on ML result of analyses

April 14, 2009 April 30, 2009  Suspicion Hypothesis of ML case refuted in the
on ML result of analyses

March 13, 2009 April 22, 2009 Suspicion Referral sent to the Prosecutor's
on ML Office and State Revenue Committee

Domestic Cooperation between Customs, Immigrationral Related Authorities (c. 1X.6):

421. A number of formal gateways are in place for domesb-operation. The State Revenue
Committee is a member of the Interagency Standiogn@ission Against Fraud and Forgery in Plastic
Cards and Other Payment Methods and on Fight Agaiomey laundering and Terrorism Financing
(Interagency Commission) and Customs is one ofdépeesentatives from the State Revenue Committee.
The Interagency Committee is a multi-lateral intstgynmental platform and the Committee’s mandate,
as discussed in Recommendation 31 in this repogiriongst others to set policy, facilitate inforiowat
sharing on trends and methodologies and effectsseagthe ML and TF regime between the members of
the committee, which is comprised of representatofehe authorities.

422. Additionally, the bilateral MoU between the FMC atiek State Revenue Committee sets forth
the co-operative arrangements and information sgafireas of co-operation, as set forth by Artzlef

the MoU, include:

. exchange of required information on suspicious MiL{flansactions;

. joint discussions on suspicious ML/TF transactions;
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. control in the area of transportation (import opest) of currency values;

. mutual assistance in drafting the rules, guidesahdr methodological materials on combating
the ML/TF;

. joint actions on maintaining case statistics ancetigpment of typologies;

. Implementation of joint training, education and solting programs on combating the ML/TF.

International Cooperation between Competent Authoriies relating to Cross-border Physical
Transportation of Currency (c. IX.7):

423. At the time of the assessment, there were 14 Matgplace with counterparts in other
jurisdictions being Turkmenistan, Ukraine, Tajikist Kazakhstan, Romania, Bulgaria, Lebanon, Greece,
Latvia and Egypt, Islamic republic of Iran, Sytialy and Georgia.

424. The authorities further advised that where no Moliste, co-operation is undertaken through
requests received or made through the CIS Conventidiplomatic channels.

Sanctions for Making False Declarations / Disclos@s (applying c. 17.1-17.4 in R.17, c. IX.8

425. Pursuant to Article 2.4 of the Currency DeclaratRules, the exporting or importing of currency
values exceeding the amount stipulated in Currédeglaration Rules without completing the customs
declaration or providing incomplete or falsifyingfermation will result in liability stipulated byhe
legislation of the Republic of Armenia. Civil salocting powers are set forth in Chapter 37 of the
Customs Code, which sets forth any illegal actiongactions of a person in contravention of custom
controls and formalities shall be considered agktion of customs regulations and subsequentiyrin
liability.

426. Sanctions, pursuant to Chapter 37 of the Custonae @ce applicable to any person for violating

customs regulations deliberately or imprudentlytighe 189, paragraph 2). The sanctions includeabeit
not limited to:

. Failure to provide “declaration on goods and meahdransportation” upon the Custom'’s
demand, necessary documents related to the gdous af 50,000 dram (USD130) as set forth in
Article 194 of the Customs Code;

. Failure to declare goods and means of transpantatimssing the customs border of the Republic
of Armenia, i.e. failure to submit accurate infotioa in specified form, as well as declaration of
goods and means of transportation under false ngmadded absence of indications of crime,
carries a penalty in the amount of customs valudefjiven goods and means of transportation
(Article 203 of the Customs code);

. Deliberate non-compliance with legitimate requiraise of an Official of the Customs
Authorities shall entail caution or penalty in tamount equal to 10,000 drams (USD26), per
Article 190 of the Customs Code.

427. The term “goods” is defined in Article 2 of the Guss Code and includes “currency and
currency values”, as set forth in Article 3 of tR& Law on Currency Regulation and Currency Control
types of property as currency value include forgigd domestic currencies and payable securities.
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428. The authorities advised that five breaches of thdadation requirement have been detected by
Customs which resulted in one administrative sandbieing applied, three cases sent to the apptepria
authorities for settlement and one breach whiclehasulted in the suspension of the administratase
procedure. Two of these breaches were detectedoataind crossing customs ports and three at the
international airport in the capital of Yerevan.

429. Most of the statutory sanctions are too low. In #iesence of statistics it is not possible to
determine whether sanction are effective, propoétie or dissuasive.

Sanctions for Cross-border Physical Transportationof Currency for Purposes of ML or TF
(applying c. 17.1-17.4 in R.17, c. IX.9):

430. There are no specific sanctions, other than theseildd in IX.8, applicable for cross border
physical transportation of currency or payable géea for the purposes of ML or TF. Criminal séons
set forth in the CC, as discussed elsewhere ingjeart, are available to deal with natural perdbas fail

to comply with AML or CTF requirements.

Confiscation of Currency Related to ML/TF (applyingc. 3.1-3.6 in R.3, c. IX.10):

431. Customs can only confiscate the cash which hasbeen declared or in the case of a false
declaration, by virtue of Article 212, which enyes that “Goods being the direct object of customs
regulations infringement..... shall be subject tofismation”. For currency or other bearer negotiable
instruments that are related to ML or FT, Customgehno powers to seize or investigate and mustyappl
to competent authorities for such measures and easispicious transaction report to the FMC.

Confiscation of Currency Pursuant to UN SCRs (appling c. III.1-111.10 in SR IIl, c. 1X.11):

432. The freezing requirements envisaged by SRIIl &dUNSCRs are not available in the case of
persons who are carrying out a physical cross-batrd@sportation of currency or bearer negotiable
instrument that are related to TF. In such instarice responsibilities to adopt the measures resglilay
the CPC (and described under SRIII) is not of thet@ms but of the NSS.

Notification of Foreign Agency of Unusual Movemenbf Precious Metal and Stones (c. IX.12):

433. In the event of discovering an unusual cross-borderement of gold, precious stones or
precious metals, the notification of competent arities of the originating or intended destination
country, whilst Customs do not have any formalgdtiions contained in laws or rules, however, Custom
advised the assessors that notification would goutfh the normal protocols of either through the
channels available in an MoU or enquiry through@® Convention. In the event of suspicions, thioug
the formal channels of the FMC after an STR has ledged.

Safeguards for Proper Use of Information (c. 1X.13)

434. The safe guards and protocols for saving and arghicustoms documentation including
declarations are set forth in Customs protocol&ithng the archiving every 3 months with a peridd o
storage of five years and declarations and supmgprdiocumentation retained in both electronic and
documentary databases and Customs advised durieginge that access to such information and
databases is conducted under stringent conditiocisiding limited strict access to senior designated
personnel only. The archiving and storage procedare set forth in the Law on Archives.

Additional Element—Implementation of SR.IX Best Practices (c. 1X.15):

435. In discussions with Customs, there was no awarenesbe Best Practices Paper for SRIX
however, some of the factors contained with thet Beactices Paper are in place including inspeation
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a person, baggage or mode of transport, interrgtiomd domestic co-operation and threshold linots f
declarations. Elements of the Best Practice Paperestricted in implementation as Customs do ageh
criminal authority to seize cash or payable sei@srifexcept in the case of failure to declare tsefa
declarations).

Additional Element—Computerization of Database andAccessible to Competent Authorities (c.
IX.15):

436. The information and documentation obtained in r@tato cross border transportation of currency
or payable securities is retained in both electramd documentary databases and the information is
available to the FMC pursuant to the reportinggstions of Customs as set forth in the MoU. Anyds

or analysis undertaken on data may be shared vathlyars of the Interagency Commission and Customs
advised that a dedicated department has beenisbtablvithin Customs for analysis of captured data
statistical purposes such as customs duties or @uafltleclarations.

Effectiveness:

437. The small number of declarations received by Custmfiects a low knowledge by the public of
the declaration requirements combined with the tooinig of the declaration requirements by Customs a
check points, including the main international aitpin the capital of RA. The clarity of the utiid
declaration may lead to non-declaration of, and& leic understanding of declaration requirements for,
payable securities.

438. The low level of breaches indicates that a conesedr effort may need to be undertaken to
ensure full compliance with the declaration rul@aring the on-site meetings, assessors were adbiged
the authorities that data analysis has not focoseshy analysis regarding ML or TF and due to thalk
number of declarations and breaches, the effeassenf analysis is doubtful.

2.7.2. Recommendations and Comments

439. The authorities should consider:

. Extend the declaration requirements in the caseibbound transportation through mail or cargo;

. Provide Customs authorities with the power to stopestrain currency where there is a suspicion
of money laundering or terrorist financing;

. Increase the level of sanctions;

. Introduce freezing requirements envisaged by S&itl the UNSCRs in the case of persons who
are carrying out a physical cross-border transgiortaf currency or bearer negotiable instrument
that are related to TF;

. Avenues to increase the public awareness of the teedeclare imports and exports of cash and
payable securities that exceed the specified tbteésh

. Align the explanations of the requirements for deations on imports and exports contained in
the utilized declarations to clearly also coveraidyg securities;

. The effectiveness of the current level of finesetwourage declarations and to include in the
sanctions regime specific penalties for ML or TF;
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. The authority of Customs, in laws, rules or regala, to request information on the origin of the
currency or payable securities and their intends u

. By way of law, rules or regulations, notification bther countries’ competent authorities in
relation to unusual cross-border movement of gmlecious metals or stones;

. Analyze the information collected under the dedlararequirements to develop AML/CFT
intelligence.

2.7.3. Compliance with Special Recommendation IX

Rating Summary of factors relevant to s.2.7 underlying ovell rating

SR.IX PC * No declaration requirements in the case of out Qdransportation through
mail or cargo.

«  No power to stop or restrain the currency in theeoaf suspicions of ML ofr
FT.

e Customs have limited confiscation and seizure pswer

* The freezing requirements envisaged by SRIIl ared WINSCRs are naqt
available in the case of persons who are carryuigaophysical cross
border transportation of currency or bearer nebtgiegnstrument that arge
related to TF.

*  Most of the statutory sanctions are too low. Indhsence of statistics it |s
not possible to determine whether sanction arec&fs proportionate of
dissuasive.

* Issues of effectiveness.
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3. PREVENTIVE MEASURES —FINANCIAL INSTITUTIONS

Customer Due Diligence & Record Keeping

3.1. Risk of Money Laundering or Terrorist Financing

440. The Armenian’s legislative framework for financi@istitutions consists primarily of the
“AML/CFT Law” and the “Regulation on Minimum Reqements Stipulated for the Financial
Institutions in the Field of Combating Money Lauridg and Terrorist Financing”. Although both the
law and the regulation impose clear and directgalibns on financial institutions with respect to
prevention of money laundering and terrorist finagcthe authorities have not yet conducted a ayiste
review or assessment of potential money laundeaind terrorist financing risks affecting financial
institutions that could serve as a basis for apglyénhanced and/or reduced measures in the fihancia
system. As such, the existing AML/CFT legal andesujsory frameworks have been developed without
considering ML/TF risk levels,although the law alb financial institutions to apply risk sensitive
approaches to compliance with customer due diligerdigations.

441. Meetings with Armenian authorities and official®rr financial institutions visited during the
assessment revealed that their perception of MLT&nhdsk is low. Nevertheless, authorities andadfis
were of the view that like neighboring countrids tnain sources of risk facing their financial itugitons

are arising mostly from fraudulent activities (bdtiternal and external), drug trafficking and other
criminal activities (counterfeiting of currency amggods) generating illegal proceeds, which are then
potentially introduced in the financial system ongerted into assets.

442. Another important factor that potentially affectset AML/CFT regime in Armenia is the
predominant cash based economy. Contributing te thish based economy is a large diaspora of
Armenian citizens (with a significant presence insBa and the United States) that provides for hard
currency inflows via formal and informal channeifrmal remittances come via transfers executed
through licensed and regulated financial institugio(banks and money remitters); and informal
remittances come through other systems (not licewseaegulated) in the form of cash. Some of these
cash flows seem to be supporting a booming reateesbnstruction sector, which is driven by Armesia
abroad.

443.  Terrorism financing is not considered to be aifiggmt threat to financial institutions.

3.2. Customer Due Diligence, Including Enhanced dReduced Measures (R.5 to 8)
3.2.1. Description and Analysis

Legal Framework:

444. AML/CFT Law; Regulation on AML/CFT Related Minim&equirements; and Guidance on Risk
Based Approach.

445. The legal framework for AML/CFT preventive measuyresluding customer due diligence
(CDD) requirements is constituted mainly by the M@ET law. The preventive measures regime set
forth by the AML/CFT law is also complemented bydikhative acts and guidelines adopted by the
Authorized Body”, adopted by the CBA pursuant tdiéde 11 of the AML/CFT law and by the “internal
legal acts of reporting entities”, financial ingtibns (all) and DNFBPs with more than 10 employaes
required to adopt for the prevention of ML and Rfticles 21 & 3(6) of the AML/CFT law).
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446. Article 11 of the AML/CFT law clearly establishdgetresponsibility of the Authorized Body —
that is the Board of the CBA, according to ArticlH41) & 10, paragraphs 1(7) & 2 of the AML/CFT
law, in combination with Article 19, paragraph 1tbe Law on the Central Bank of the Republic of
Armenia, hereinafter Law on CBA—to issue “normatilegal acts” to establish, in addition to the
requirements set forth directly in the AML/CFT latminimal requirements” in several areas related to
AML/CFT®, including for “customer identification, due ditigce (including enhanced or simplified
measures), recording, collecting, and updatingatd’d(Article 11, paragraph 1(2)). In addition bat the
Authorized Body (Board of the CBA) is also empowete “adopt and provide to reporting entities
guidelines expounding the procedures for the implaition of this Law and the normative legal acts
adopted on basis of this Law” and to “promulgafgotpgies” (Article 11, paragraph 2).

447. Furthermore, the responsibility for the CBA to isstnormative, internal and individual legal
acts” and to “arrange and regulate combating legttin of criminal proceeds and financing of
terrorism” are clearly vested in the CBA by the LaavCBA (Article 2 and Article 5, paragraph 1(d)).

448. Pursuant to Article 11 of the AML/CFT law the CBAadiissued a “Regulation on Minimal
Requirements Stipulated for the Financial Institoéi in the Field of Combating ML and TF and
Declaration Form about Presence (Absence) of a fidgdeOwner in the Transaction” (Decision
September 9, 2008, No. 269 N, hereinafter “Regutatin Minimal Requirements”) and a “Guidance for
Financial Institutions on Adopting the Risk-Basedpfoach for Combating ML and FT” (hereinafter
RBA Guidance).

449. For the purpose of this assessment the Regulatioklinimal Requirements are considered as

“Regulations” under the FATF standard, as the pgwesuant to which they have been adopted can be
considered as “authorized by a legislative bodyd #mey are subject to sanctions for non compliance.
The RBA Guidance can be considered as “Other egdédnle mean”, because it is issued by a competent
authority and sets out enforceable requirementh, seinctions also for non compliance.

30 Article 11, paragraph 1 The normative legal adispaed by the Authorized Body shall establish:

1. Minimal requirements with regard to the functiorishe management bodies of financial institutidnsluding the internal
compliance unit, and to the rules for performingtstunctions in the field of combating money lauriiig and terrorism
financing;

2. Minimal rules for customer identification, due diince (including enhanced or simplified measuresprding, collecting,
and updating of data;

3. Minimal rules for recording and maintaining of dawents (data) by financial institutions in the fielicombating money
laundering and terrorism financing;

4. Rules for approving and amending the internal legés of financial institutions in the field of cbating money laundering
and terrorism financing; the minimal criteria wittgard to such internal legal acts;

5. Minimal rules for the audit of financial institutis’ activities in the field of combating money lal@ening and terrorism
financing;

6. Rules for submission and the standard form of theladation on beneficial owners filed to the stately performing
registration of legal persons;

7. Criteria for high or low risk of money launderingdaterrorism financing, and the rules for theiredetination;

8. Forms, timeframes, and rules for filing above-thmdd and suspicious transactions (business rektips) reports to the
Authorized Body by reporting entities;

9. Minimal rules for identifying suspicious transactio(business relationships) and for consideringelevance of reporting
to the Authorized Body by financial institutions;

10. Minimal rules for the selection, training, and dfiehtion of competent staff of financial institatis in the field of
combating money laundering and terrorism financing;

11. Content, submission rules, forms, and timeframesghi® collection of statistics maintained by stadelies; and

12. Other issues stipulated by this Law.
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450. The Regulation on Minimal Requirements establish#ss and criteria for various AML/CFT
aspect8, including minimal rules for customer identificati and CDD (including enhanced and
simplified CDD).

451. Finally, Article 21 of the AML/CFT law requires reging entities that are financial institutions
(or DNFBPs with more than 10 employees) to adaptetnal acts” (defined as “policy, rule, procedure,
instruction, or regulation”) aimed at the preventimf ML and FT. These acts — that cover also CDD-
related requirements— are reviewed by the Authorized Body, which césoaequire reporting entities
to change the submitted acts. The failure of thmonteng entities to adopt these acts is subjeca to
sanction (stipulated by Article 27, paragraph 2s0Athe actual non-compliance to a requiremerititha

3 Chapter 1, paragraph 2: “this Regulation stipuldtesrequirements, rules and criteria in the fieldnoney laundering and
terrorism financing (hereinafter referred to as WIE) prevention:

a) Minimal requirements with regard to the functiaf the management bodies of financial institugjancluding the internal
monitoring body, and to the rules for performinglsufunctions in the field of combating money lauridg and terrorism

financing;

b) Rules for approving and amending the interngdll@cts of financial institutions in the field cdmbating money laundering
and terrorism financing; the minimal criteria wittgard to such internal legal acts;

c) Criteria for high or low risk of money laundegiand terrorism financing, and the rules for tlieitermination;

d) Minimal rules for customer identification;

e) Minimal rules for customer due diligence (inéhgienhanced and simplified);

f) Minimal rules for the recording, collecting angdating the documents (information) for the finahmnstitutions in the field

of ML/TF prevention;

g) Minimal rules for identifying suspicious transiaas (business relationships) and for considettiregrelevance of reporting to
the Authorized Body by financial institutions;

h) Minimal rules for the audit of financial instttans’ activities the field of ML/TF prevention;

i) Minimal rules for the selection, training andadjtication of the competent staff in the field dL/TF prevention”.

32 Article 21 establishes that:

1) Reporting entities should have in place internglleacts (policy, rule, procedure, instruction,regulation) aimed at
prevention of money laundering and terrorism finagcThe internal legal acts stipulated by thistRaould at least lay
down:

a. The internal procedures to be carried out withvileey of conducting customer due diligence and reédaeping;

b. The list of the documents and other informationessery for customer due diligence and enhanceditigence;

c. The manner and conditions for conducting intermliteof the compliance with the procedures and ireguents of the
internal legal acts, in cases when conduction tefiral audit is required by law;

d. The internal procedure for the operations of therimal compliance unit;

e. The procedures for collating, recording and mairitej information on suspicious and other transasti(business
relationships);

f.  The internal procedures for suspending (rejectingatrry out) transactions (business relationshipsgzing funds of
the persons linked to terrorism;

g. The requirements for recruiting, training, and pesional development of the staff of internal caamgle unit or other
employees charged with functions stipulated by thésv, with regard to the legislation on combatingpray
laundering and terrorism financing, to other legats (especially in respect of the obligations o$tomer due
diligence and of reporting suspicious businesdicglahips or transactions), as well as with regarthe present risks
and typologies of money laundering and terrorigmariicing;

h. The criteria for recognizing a business relatiopgiritransaction as suspicious;

i.  The internal procedure for reporting to the Authed Body;

j-  The internal procedures for ensuring compliancén wither requirements established by this Law aednttrmative
legal acts of the Authorized Body.

2) Reporting entities shall provide a copy of eaclerinal legal act specified in Part 1 of this Artittethe Authorized Body
within one week after their approval, as well aerafaking amendments and changes to them. Byetpaest of the
Authorized Body, reporting entities shall be oblaghto make the respective changes and amendnoethisitt internal legal
acts”.

101



stipulated by these internal act can be subjeet $anction: Article 27, paragraph 2, establishas rlot
only an infringement of the requirements of the ARIET law but also of requirements dégal acts
adopted on the basis of this Law (i.e. the AML/Q&W) by financial institutionstrigger a “sanction
under the legislation regulating their activity tire manner established by that legislation.

452. The internal legal acts established and adoptefinaycial institutions, for the purpose of this
assessment, are not considered as "other enfoeces#ns"”, since they are not issued by a competent
authority.

Coverage of “Financial Institution”

453. Article 3, paragraph 4 of the AML/CFT Law coverslamge number of financial institutions
within the Armenian financial sector mostly in lingth the list of financial institutions listed the FATF
Glossary. In the context of Armenia, financial legs financial guarantees and commitments; indigldu
and collective portfolio management; trading in eypmarket instruments; commodity futures trading;
and safekeeping and administration of cash ordigeicurities on behalf of other persons are coreside
as activities carried out by financial institutiofi®., banks, credit organizations, investment ganies,
etc.).

Prohibition of Anonymous Accounts (c. 5.1):

454. Article 17, paragraph 1 of the AML/CFT Law expllgitprohibits the opening, servicing or
provision of anonymous accounts or accounts ittibicls names, as well as other payment documents.
The same prohibition applies to accounts solelyesged in numbers, letters or other conventiogalssi
However, prior to the 2008 AML/CFT Law the CBA s#oned a financial institution for “opening and
maintaining anonymous or fictitiously named acceuas well as accounts expressed in digits, ledteils
other conventional signs” (the sanction was isquaguant to Article 16, paragraph 2 of the formgd4
AML/CFT Law).

455. The authorities indicated that after discovering tact, the Financial Supervision Department of
the CBA initiated concerted actions to ensure tivasuch accounts exist elsewhere in the systemngimo
those actions, further examinations in most banksewconducted, including a respective check of
software and documentation. The authorities mairttzt, as a result of these concerted actionss tre

no other anonymous accounts in the Armenian firsrsgistem. Between 2006 and 2008, 14 banks were
inspected. Although the risk may be minimal, it mainbe entirely ruled out until the full completiofh

the inspection cycle that other banks may be seg/fimaintaining anonymous or fictitious accounts.

456. It also has to be noted that financial instrumentbearer form, including bearer certificates of
deposits and bearer “bank records” (“bank books"bank certificate of deposits”, Article 148 of the
Civil Code) are permitted and regulated by the IGBode (Articles 153-161), as well as the AML/CFT
Law. The bank book refers to the “bank deposittidde 902; this is different from a “bank account”,
which is regulated by Article 912 of the Civil CQdé&or the bank deposit, Article 911 stipulatest tha
“Unless otherwise provided by the agreement ofpiagies, the concluding of a contract of bank depos
with a citizen and the deposit of monetary fundstdoaccount on the deposit is evidenced by a bank
book. The contract of bank deposit may provide for tlsmiasice of a bank book in a nawrea bearer
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bank book”*. Authorities mantain that such bank books areeidsagainst an account number (that is,
according to the Civil Code, a deposit account) sehioolder must undergo CDD process.

457. In the case of the certificate of deposit (thatliigerent from the bank record) it is not clear
whether such certificate is linked to an account.

458. The authorities referred to the CBA Board decisio. 501 N, (into force on October 26,
2006"), which prescribes that the certificate of degbaitk book should contain “The name of the owner
of the bank (deposit) certificate, for a physicatgon [it should be] the information from the owser
identification document, for a legal person [it slib be] name of the company, registration data”.
However this decision is only applicable in regaraertificates that are in nominative form (seep8e

of the decision “type of the bank deposit — nonjireld do not prescribe the indication of the bank
account.

459. Finally, in addition to bearer bank books and &iegtes of deposit; there are also “checkbodks”
that can be in bearer form. These are checkbodatsatte issued against a legal entity’s bank account
Any holder of the check (duly signed by the autbedi person of the legal entity on whose name the
account is opened) can cash the check.

460. Under Article 17, paragraph 2 of the AML/CFT law,anks could offer these
instruments/products to their customers, but tlve laquires financial institutions to consider these
instruments/products as high risk and obliges firsninstitutions to conduct enhanced customer due
diligence when dealing with them. Enhanced custataerdiligence procedures are explained under ¢.5.8
below, and entail enhanced monitoring of transasti@nd regular review of business relationships.

461. The transferability and the negotiability of thésstruments render thene factolegal tender,
making it difficult for identification of the trubéeneficial owner (especially in the case in whibhse
instruments are transferred several times befotastiment) and, therefore, more susceptible andaehigh
risk of being used for ML and FT, as in the casamdnymous accounts. As such, the anonymity and
transferability regime pose a significant challerfge financial institutions to conduct ongoing due
diligence throughout the life of the business ietathip with the “customer”.

When is CDD required (c. 5.2):

462. Article 15, paragraph 1 of the AML/CFT Law estab#is the obligation on reporting entities for
customer identification. It states that any “buseeelationship” with a “customer” may be estaldislor

an “occasional transaction” may be concluded orggruthe receipt of the identification documents
(information) by reporting entities and upon cheackihe veracity of the identification documentstide
3(10) defines a business relationship as “recursenvices provided to the customer, which are not

% According to Article 911 of the Civil Code the foling must be indicated in the bank book and corit by the
bank: “The name and place of location of the bawk & the deposit was made at a branch, alssat#gpective
branch, number of the account for the deposit ésaall sums of monetary funds deposited to theaat all sums
of monetary funds withdrawn from the account, drelremainder of monetary funds on the accountesatiine of
presentation of the bank book to the bank”.

3 “The List of Documents Required to Make a Bank @sp the Requisites of the Documents Required akévia
Bank Deposit, [the Requisites of] Bank Books [Chembks], Bank (Deposit) Certificate”.

% Article 155 of the Civil Code defines a check asrfenercial paper with an unconditional written instion of
the check drawer to the bank to pay the holdeh®ftheck the sum indicated in it.”
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limited to one or several occasional transactiori¥ragraph 3(9) of the same Article defines an
occasional transaction as “a transaction, whicls s give rise to obligations between the custcanelr
the reporting entity to provide recurrent servi¢ee business relationship is established)”; partyra
3(14) of the same Article defines customer as ‘f@qe establishing or involved in business relatigps
with the reporting entity, as well as a person, wfffers the reporting entity to conclude an occaaio
transaction or to render other services aimedrayiog out the transaction”. It is not clear if,rsuant to
the above mentioned definition contracts or sesvféered by financial institutions which are usyalot
recurrent service (such as a safety box, for exahwbould be captured by those definitions.

463. Under paragraph 2 of Article 15, reporting entisésuld identify their customers and verify their
identity, based on reliable documents or otherrmédion received from competent sources, when:

. Business relationships are being established;

. An occasional transaction is being carried outluidiog a domestic or cross-border wire transfer
at a value above 400-fold of the minimal salargdiams or in foreign currency (this figure
equates to approximately €1,000 as of the missid@, éh line with the FATF standard), unless
stricter provisions are stipulated by other legata

. Suspicions arise with regard to the veracity ogadey of previously obtained customer
identification data; and

. Suspicions arise with regard to money launderirdy(an) terrorism financing.

464. Therefore the circumstances that trigger the ifieation/verification requirements in the
AML/CFT law coincide with those set forth by R.Xcept that there is a single threshold for the cdise
occasional transactions that apply to both non-waesactions and wire transactions.

Identification measures and verification sources (¢5.3):

465. As mentioned above, paragraph 2 establishes thgatibh to identify the customers and to
verify their identity; this applies irrespective gther the customer is permanent or occasional and
whether natural or legal persons. Paragraph 2 negjtiat this process be “based on reliable doctsmen
or other information received from competent sosiré®. government sources. Paragraph 3 states that
when identifying the customers and verifying thdentity reporting entities should do the following

. For natural persons: documentation should includiglentification document or another valid
official document with a photo (passport, militaxgrd, social security card) and issued by a
respective authorized state body which shouldnaingmum include the first and last names of
the person, the details of the identification doentmthe place of residence, the date and place of
birth of the person, and for private entreprenaiss the number of the state registration
certificate and the taxpayer identification numizexwell as other information stipulated by law;
and

. For legal persons: documentation should includeast the name, the location, the number of the
state registration certificate and the taxpayentifieation number of the legal person, as well as
other information stipulated by law.

Identification of Legal Persons or Other Arrangemerts (c. 5.4):
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466. For customers that are legal persons, Article Hsagraph 5 of the AML/CFT Law states that
when an “authorized person” acts on behalf of th&tamer, the reporting entity is obliged to identif
such a person and verify his/her identity and leis/authority to represent the customer using the
measures described in paragraph 3 above. Artidé)3¢f the AML/CFT Law defines an authorized
person in quite broad terms —that cover the conoépfperson purporting to act on behalf of the
customer” referred to by criterion 5.4(a)—as “a qoer authorized to carry out a transaction or to
undertake certain legal or factual actions in therse of business relationship upon the assignaneht
on behalf of the customer; including the person whieducts representation by a power of attorndyyor
any other legal authorization of the customer; aff &s the person who actually acts on behalf anup
the assignment of the customer, or undertakes dheittions at the expense or for the benefit of the
customer without a power of attorney”. The verifica of the status of the legal person is carrigchb
described earlier by requesting the state regisiratertificate, which establishes the existencehef
legal person, address, names of directors, and sxaimauthorized persons to act on behalf of thalleg
person.

467. There are no legal provisions specifically relatitmgtrusts or similar legal arrangements in
Armenia. However, this lack of provisions does mweclude the opening of an account/business
relationship from a foreign trustee (foreign trudfleeting with banks revealed that the openinghis t
type of business relationship would be handled aataral person, with respect to identifying thestee,
and as a legal person, with respect to the trustegal arrangement, which would require the
identification of the beneficiaries or natural persexercising control. However, none of the finahci
institutions has ever encountered this situation.

Identification of Beneficial Owners (c. 5.5; 5.5.% 5.5.2):

468. Under Article 15, paragraph 4 of the AML/CFT Lawpbprting entities are required to undertake
the necessary measures to find out the existeneebaneficial owner and, if any, identify and verif
his/her identity following the identification anerification requirements described in paragrapb@va.
Article 3(15) of the AML/CFT law defines the Bergfil owner as “a natural person who is not a piarty
the business relationship or transaction, and ooseMbehalf or for whose benefit the customer actd,
(or) who ultimately owns and (or) controls the amsér or the person on whose behalf the transaidion
being carried out. The beneficial owner of a lggaison is the natural person, who exercises fateaill)
control over the legal person or transaction (bessrrelationship), and (or) for whose benefit theifess
relationship or transaction is being carried oditie definition goes on by giving some cases in tlac
natural person may be recognized as the benefigiaér of a legal perséh

469. Chapter 7, Article 30 of the Regulation on Mininfaéquirements further requires reporting
entities that before establishing a business olahip with a customer or carrying out an occagiona
transaction, when there is a high risk, to cheekdhkistence of the beneficial owner using a detitara
filed by the customer (Declaration about Existe(esence) of a Beneficial Owner). By completingsthi
declaration form the customer acknowledges thaemnxig or absence of a beneficial owner. This fam i

38 This is when such natural person:
a.owns 20 percent or more of the voting stocks (égiishares; hereinafter: stocks) of the givenllpgeson; or, by force of
his/her participation in or under the agreementchated with the legal person, has the ability tedetermine its decisions;
b.is a member of the management and (or) governidyg bbthe given legal person;
c. acts in agreement with given legal person, dasecommon economic interests.
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also required for established relationships, ifrmythe account relationship a beneficial owneresgpg or
when there is a change in beneficiary.

470. Paragraph 31 of the same Chapter further requhedsriformation obtained during the customer
identification must be checked by the customer isendivision and if necessary by the internal
monitoring body or by other divisions. Identificati measures and verification procedures for beiaéfic
owners, including natural and legal persons, artopred as described under criterion 5.3 and 5c¥@b
The check may not include the whole identificatioformation, but it should be sufficient to verifige
real identity of the customer. For this purposefthancial institutions can use both paper-basetiraom-
paper based methods of checking.

471. As mentioned earlier, paragraph 5 of Article 15h&f AML/CFT Law requires reporting entities
to identify the person acting on behalf of the oostr. Also, under Chapter 5 of the Regulations on
Minimal Requirements, which describes the critéoiahigh risk and the rules for their determination
paragraph 24, states that when “the structure onagwment of a legal person is unreasonable
complicated”, this should be considered as high ris

Information on Purpose and Nature of Business Relanship (c. 5.6):

472. The requirement for reporting entities to obtaifioimation when establishing the account
relationship on the purpose and intended naturehef business relationship is contained in the
Regulations on Minimal Requirements under Chaptgrabagraph 25, where the financial institution is
required to compare the nature and purpose of tistomer’s occasional transaction. Although this
requirement as intended only applies when dealiity Wigh risk criteria during the customer due
diligence process, Section 7, paragraph 4 undept€na of Part 2 of the Risk-Based Approach Guidanc
further requires financial institutions to obtaiofficient information to understand the customer’s
circumstances and business activities, includiegettpected nature and level of transactions.

Ongoing Due Diligence on Business Relationship &.7; 5.7.1 & 5.7.2):

473. Pursuant to Article 16, paragraph 1 of the AML/CEdaw, reporting entities are required to
conduct ongoing customer due diligence throughoeicburse of a business relationship. In the coofrse
the customer due diligence, reporting entities khaonduct monitoring of the transactions with the
customer in order to ensure the veracity of therimation on the customer, his/her business and risk
profile and, where necessary, the source of hisfteme. However, meetings with financial instituis
revealed that additional guidance/guidelines isdedeto ensure that institutions understand thegsoc
for conducting ongoing due diligence and implemeoiais effective.

474. In addition, part 2, paragraph 7(4) of the Riskdsh#\pproach Guidance, requires financial
institutions to obtain sufficient information to derstand the customer’s circumstances and business
activities, including the expected nature and leféfansactions.

475. Under paragraph 2 of the same Article, reportiniifies are required to update the data obtained
for customer identification in the business relasiop, with the frequency for updating such dat®eo
determined by the own reporting entity. However tlequirement as established is considered too
general with respect to the frequency for updatmstomer data.

Risk—Enhanced Due Diligence for Higher Risk Custonms (c. 5.8) and Risk Based Application of
CDD to be Consistent with Guidelines (c. 5.12):

476. Article 15, paragraph 7 of the AML/CFT law statkattin the case of the presence of “high risk
criteria”, reporting entities should take adequagasures to the risks of ML and TF. Then parag@ph
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the same Article states that in the presence di higk criteria, financial institutions should pemin
enhanced due diligence. Article 3, paragraph 2hefAML/CFT Law defines “high risk criterion” as
“criteria established by the Law, by normative legets of the Authorized Body, as well as by ingrn
legal acts of the reporting entities, which evidetire high likelihood of money laundering and tesm
financing, including the politically exposed persoand their affiliated persons, bearer securities,
including bearer check books, and offshore teig&r The details of the criteria for high risk andes

for their determination are substantiated by Chaptef the Regulations on Minimal requirements. The
criteria includes some of the following categoésustomer, business relationship or transaction:

. the resident natural person or legal person custoegistered (performing an activity) in an
offshore country or territory;

. the relation of the customer’s business relatigmshioccasional transaction to such countries
(territories), where the international standardscfombating ML/TF are not appropriately applied,
as well as to the countries released by the UMich sanctions are applied;

. the residence (location) of the customer in thentries (territories) mentioned above;
. charity and non-profit organizations;
. bearer securities (including the bearer bank baokkcertificate of deposits), which are put into

circulation during the business relationships ersarbject of an occasional transaction;

. cases, when suspicions arise on the veracity amgagnce of the obtained identification data
including the existence of real beneficiaries aacheity of data on them;

. cases, when it becomes clear that the establishohénisiness relationships with the customer or
conclusion of the transaction has been rejecteahibyher financial institution;

. cases, when there is a customer making a large sash circulation, business relationship or
occasional transaction;

. customers, whose accounts are used for frequeniraglainable moves of funds to various
financial institutions;

. business relationships or occasional transactidtispalitically exposed persons, members of
their families, as well as affiliated with them pens;

. private banking;

. establishment of non face-to-face business relghigs or occasional transactions through
electronic means or correspondence (non face-w#ationships);

. business relationships or occasional transactlmesigh such account or means, which have not
been used for more than 6 months;

. corresponding banking; and

107



. allowing credit to the customer, when the creditscated are ensured by the deposits at the same
institution.

477. The RBA Guidance also provides, under Part 2, krtB(3) that financial institutions should
conduct enhanced due diligence in respect of higisér customers, and under Article 9 it requires
financial institutions to undertake appropriate swras and conduct oversight for mitigating the ME/T
risks of customers, who have been identified bguaht financial institutions to pose higher riskaas
result of the implemented risk-based approach. & he=msasures and oversight may include:

1) ensuring high level of awareness on highek dgstomers and transactions of the financial
institution;

2) applying increased level of Know Your Customengiple or enhanced due diligence;

3) enhanced monitoring of transactions;

4) increased level of on-going oversight and l@gueview of business relationships/continuous
monitoring.

Risk—Application of Simplified/Reduced CDD Measuresvhen appropriate (c. 5.9) and Risk Based
Application of CDD to be Consistent with Guidelinegc. 5.12):

478. Article 15, paragraph 6 of the AML/CFT Law providdéee reporting entities with the option to
perform simplified customer due diligence in thegence of low risk criteria, when identifying the
customer or the beneficial owner, or when verifyihgir identity. A definition for “low risk critedn” is
provided under Article 3, paragraph 26 of the sduame as follows: “criteria established by this Law o
normative legal acts of the Authorized Body, whislidence the low likelihood of ML and TF, including
the financial institutions efficiently supervisemd terms of combating ML and TF, state bodies aesta
owned organizations.” Criteria for low risk are aaladdressed under Chapter 6 of the Regulation on
Minimal Requirements where the following persong&res or objects are considered low risk:

. effectively controlled financial institutions frothe viewpoint of combating ML/TF;
. public bodies;

. local self-governing bodies;

. organizations founded by the state;

. payments to the consolidated budget of the Repoblarmenia; and

. payments for public utilities.

479. However, the authorities have not issued guidaocaunidelines to assist financial institutions in
making a determination as to how to evaluate whetH@ancial institution is effectively controllesith
respect to AML/CFT.

480. Chapter 8, paragraph 37 of the Regulation on MihiRaquirements further provides that

simplified customer due diligence for natural pesscshall at least include the clarification and

registration of the following information: name rsame, account number, if any; and data on ID. &Vhil

paragraph 38 provides that the simplified custochee diligence for the legal persons shall at least
include the clarification and registration of th@ldwing information: name of the legal person;isler
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number of the state registration certificate; ashehtification data on the person entitled to manhge
bank accounts of the customer.

481. The RBA Guidance further provides, under Part 2jche 8(2) that the approaches for CDD
conducted by financial institutions relevant toleaastomer, may be as follows:

a. a normal level of due diligence to be applied tcastomers,
b. the normal level being reduced in recognized longr categories, such as:
. natural persons whose main source of funds is e@ifitom salary, pension, social benefits from

identified sources, where the features of the cettansaction are not materially different from
regularly exercised transactions;

. customers, where the information on their iderdityg actual beneficial owners are publicly
available and whose activities are subject to agktdy state authorities;

. certain transactions, where de minimis amountsferrequired for execution (e.g. utility
payments, insurance payments, etc.).

Risk—Simplification/Reduction of CDD Measures relaing to overseas residents (c. 5.10):

482. The AML/CFT Law and Regulations set the requireradat simplified CDD based on low risk
criteria. However, customers resident in anothemtry are considered high risk and therefore suithec
enhanced CDD measures. As such, simplified/redGgad measures are not applicable.

Risk—Simplified/Reduced CDD Measures Not to Apply Wwen Suspicions of ML/TF or other high
risk scenarios exist (c. 5.11):

483. As discussed above, simplified CDD measures ar@ewbitted under the circumstances referred
to by the criterion as these cases are considégadibk criteria, where enhanced CDD is required.

Timing of Verification of Identity—General Rule (c. 5.13) and Timing of Verification of Identity—
Treatment of Exceptional Circumstances (c.5.14 & 84.1):

484. Article 15, paragraph 1 of the AML/CFT Law covelng ttiming for verification of the customer’s
identity where it states that any business relatignwith a customer may be established or an antals
transaction may be concluded only upon the reagighe identification documents (information) by
reporting entities and upon checking their veracijowever, reporting entities may obtain the
identification information and check their veracigtso in the course of establishing a business
relationship, or concluding an occasional transactor thereafter within a reasonable timeframe,
provided that the risk of money laundering or tesm financing has been effectively prevented doad t
this is necessary in order not to impair the norimadiness relationships. While the legal requirdamen
provides for a “reasonable timeframe”, this is ratirely reflecting the FATF standard which permits
financial institutions to complete verification tife identity following the establishment of the iness
relationship provided that this occurs “as soomessonably practicable.” The authorities are adaman
that in the Armenian legal practice the term “rewdme timeframe” (used also in other laws) is
understood and applied “as soon as reasonablyiqahle.”
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485. There is no requirement for financial institutioms adopt risk management procedures
concerning conditions under which a customer isngézd to utilize the business relationship prior t
verification as required by this criterion.

Failure to Complete CDD before commencing the Busess Relationship (c. 5.15) and Failure to
Complete CDD after commencing the Business Relatiship (c. 5.16):

486. When reporting entities are unable to comply wite required CDD measures, Article 24,
paragraph 5 of the AML/CFT Law requires them toecgjcarrying out a business relationship or
transaction, that is to refrain from endorsing arrging a business relationship or from concludang
transaction, or if they are unable to perform corgtoidentification. Paragraph 6 further requirest ih
case of rejecting to carry out a business relafignsr transaction, reporting entities should cdesithe
relevance of filing a suspicious transaction repmthe Authorized Body.

Existing Customers—CDD Requirements (c. 5.17):

487. There is no requirement for financial institutiagnsapply CDD measures to existing customers on
the basis of materiality and risk and to condue diligence on such existing relationships at apipate
times.

Existing Anonymous-account Customers — CDD Requireants (c. 5.18):

488. Although anonymous account or accounts in fictsiaoames are prohibited by Article 17,
paragraph 1 of the AML/CFT Law (and originally undeticle 16 of the former Law), there is evidence
supported by sanctions imposed by the CBA thateastl a financial institution was opening and
maintaining these types of accounts. Although thke may be minimal, it cannot be entirely ruled out
until the full completion of the inspection cycldat other banks may be servicing/maintaining
anonymous or fictitious accounts. Also, banks déer dearer bank books or bank certificate of dépos
With respect to this issue, officials from bankingtitutions visited during the mission indicatédt they
have not opened, maintained, or seen anonymousi@iscor bearer bank books/certificates of deposits.

Analysis of effectiveness:

489. In Armenia, CDD is conducted at the moment the ress relationship is established. The
AML/CFT Laws and Regulations on Minimal Requirengerget out the customer identification
requirements. In practice, financial institutiondtain sufficient identification, information and
documentation from the prospective customers tow@ately conduct the required due diligence. Onee th
documentation is obtained, the financial institnsoproceed with verifying this identification
information. Meetings with officials from these dincial institutions revealed that most of them @ty
original/official documents and/or documents prdpegertified, including passports, military cards,
social security cards, state register certificelt@rter/Articles of incorporation, tax identificati number,
and power of attorney for authorized persons. fesy banks were using independent sources, like
World Check to verify documentation. Financial ingtons also mentioned that the identity of the
authorized signatories (a list if more than ongls® verified.

490. With respect to legal persons, in the existing ficac in addition to the documents mentioned
above, these other documents are required ancheltaiefore the business relationship is establigijed
registered corporate name and any trading names (igecomplete current registered address; cquntr
of residence (if foreign); (iii) telephone, fax nber and email address; (iv) date and place of
incorporation; (v) corporate registration numben) {iscal residence; (vii) business activity; {yiname
and address of group, if applicable; (ix) inforroatiregarding the nature and level of the businedset
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conducted; (x) information regarding the origintbé funds; (xi) information regarding the source of
wealth or income; (xv) and list of shareholders.

491. Financial institutions are also required to idgntieneficial owners. This is done through the
completion of an Annex (standardized form), whére prospective customer declares the name of the
beneficial owner (if there is one) or the lack g This form is signed by the prospective custoamel
retained as part of the customer identificationwhoentation package. With respect to a prospective
customer acting on own behalf or on behalf of amofierson, the practice is for the financial ingitns

to ask the question and document the response.

492. Information related to the purpose and intendedireabf the business relationship is also
obtained and documented in the application dutiegrnterview process, including the origin of theds
and the source. Within the securities sector, p@i@ation also includes information to determihe t
acceptable level of risk and investment productsetoffered to the prospective customer. With régar
ongoing due diligence on the business relationghip,current requirement is too general given that
allows each financial institution to determine igvn frequency for updating customer data. The
authorities indicated that at least once a yeaffittacial institutions should be updating theistmmer
data. This statement was validated by the majaityhe financial institutions visited where offitda
indicated that their internal policies require omsér data to be updated at least annually. Thergfor
ensure consistency and effectiveness by finanoatitutions, the authorities should consider primgd
additional guidance in the establishment of adegtiateframes for updating customer data. The afea o
enhanced due diligence for high risk criteria iseagively covered in both the law and regulatidriss

is done in both the law and regulations by way xdingples. In the practice, however, the financial
institutions refer to these examples and they becdme trigger point for conducting enhanced due
diligence instead of adopting a risk-based appréathe customer identification process.

493. The law also allows financial institutions to apptymplified/reduced measures and many
institutions are implementing them. However, addiéil guidance/training is needed with respect & th
application of these measures. In practice, fir@ngstitutions currently classify their customer® two
groups of customers: 1) those considered high(tsing as a trigger point the criteria/examplesjoied
under the Regulations for Minimal Requirements)] @hthose considered low risk, again also usimg th
criteria/lexamples for low risk provided in the REgions for Minimal Requirements, which the
authorities indicated is an exhaustive list.

494. As mentioned earlier, the verification of the idgnof the customer, including certification of the
existence (absence) of beneficial owners, is caedubefore establishing the business relationship o
allowing the customer to execute any transactidhe. AML/CFT provides for financial institutions to
complete the verification of the identity of the stmmer and beneficial owners following the
establishment of the business relationship, buerairthe financial institutions visited had opted this
approach. The practice is to conduct the veriftcatit the commencement of the relationship.

495.  With respect to failure by financial institutions tcomplete the CDD process before establishing
the business relationship, officials from finandiatitutions indicated that if the CDD is not cdeted

the relationship is not established and they waadsider completing a STR and forwarding it to the
FMC. There are no specific requirements for finahanstitutions to apply the CDD requirements to
existing customers. Meetings with bank officialyaaled that in one bank, not all existing customers
have undergone CDD in line with the requirementshaf new Law, while another bank was in the
process of sending letters to existing customersugdate their information. As such there is no
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consistency in ensuring that information is mamedi on existing customers to comply with the new
requirements of the 2008 AML/CFT.

496. Overall, the level of implementation of preventimeeasures by financial institutions to ensure
compliance with the obligations of the AML/CFT Laand implementing regulations is called into
guestion given the assessors’ review of copies @mn reports (excerpts) (for (1) bank, (1) ctedi
organization, (1) insurance company, and (3) foredgchange offices) provided by the authorities. A
review of the excerpts for the bank, the creditaoigation, and the insurance company revealedirthat
those financial institutions visited and inspectey CBA supervisors numerous and significant
shortcomings were identified including: lack of CDBeasures when dealing with natural and legal
foreign persons, and lack of adequate measures @halng non face-to-face and new technologies.
Based on these results, the assessors call ingiiguéhe overall effectiveness of financial ingiibns
adequately implementing the obligations establishyedhe AML/CFT law and regulations (preventive
measures).

Foreign PEPs—Requirement to Identify (c. 6.1):
497. Politically exposed person (PEP) is defined undeicks 3, paragraph 20 of the AML/CFT Law

as “an individual, who is or has been entrustedh \pitominent state, political, or public functiomsa
foreign country or territory, namely:

. heads of the state or government, ministers ortgtepinisters;
. members of the parliament;
. members of supreme courts, constitutional courtstloer high rank judiciary, whose decisions are

not subject to appeal, except for special circuntss;

. members of audit courts or of the boards of ceibtaaks;

. ambassadors, charges d’affaires and high rankeoffiof the armed forces;

. outstanding members of political parties;

. members of administration, management, or supewvisadies of state-owned organizations..

498. Article 15, paragraph 7 of the AML/CFT Law addresseastomer identification requirements for
reporting entities, for which purpose, PEPs aresittamed “high risk” and reporting entities are rieed

to take adequate measures to address risks of MITRrby having internal risk management processes
embodied in their internal legal acts in place étedmine whether the customer is a PEP or a meaiber
his/her family or a person affiliated to him/her, whether there are other high risk criteria. Adi8,
paragraph 17 of the AML/CFT provides a definitiam faffiliated person” by referring to the legigtat
regulating the activities of the given reportinggmn; whereas in the absence of such definitioreférs

to the persons stipulated by Article 8 of the LawBanks and Banking.

499. In addition, Chapter 5, Article 22, paragraph 1@h& “Regulation on Minimal Requirements for
the Financial Institutions for AML/CFT” (“AML/CFT Bgulation”) establishes the “criteria for high risk
and the rules for their determination”, includingusiness relationships or occasional transactiatis w
PEPs, members of their families, as well as persdfigated with them”. Paragraph 27 of the same
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chapter, indicates that financial institutions genform the following activities in order to determa the
political influence of a person: i) conduct an imgwf information from the possible customers eceipt
of data about the customers and nature of actvifethe persons affiliated with them; and ii) stuaf
public information and use of private databasesitB&Ps (for example, World-Check).

Foreign PEPs—Risk Management (c. 6.2; 6.2.1):

500. Financial institutions are required, pursuant téicke 15, paragraph 8(1) of the AML/CFT Law
to perform enhanced customer due diligence whehndeaith high risk customers. This means that in
addition to conducting customer identification amglification procedures as required under paragBaph
of the same Article, when a PEP is involved finahaastitutions are required to obtain the apprafal
senior management: i) before establishing the lssirrelationship; ii) for continuing the business
relationship with a customer identified as a PER] &) when the customer or the beneficial owrger i
subsequently found to be or subsequently becorfésPa

Foreign PEPs—Requirement to Determine Source of Wéta and Funds (c. 6.3):

501. Article 15, paragraph 8(2) of the Law further ragsifinancial institutions to take reasonable
measures to establish the source of wealth anddbece of funds of a customer or beneficial owner
identified as a PEP.

Foreign PEPs—Ongoing Monitoring (c. 6.4):

502. In addition to the obligation to perform enhancedtomer due diligence as described above,
financial institutions are also required, pursusmtArticle 15, paragraph 8(3) of the Law to conduct
enhanced ongoing monitoring on the PEP relationship

Analysis of effectiveness:

503. In practice, all reporting entities visited by théssion appeared to be knowledgeable of the
concept of and the need to identify PEPs. Only imsétution visited acknowledged having PEPs as
customers and described the enhanced CDD undertakime with the obligations imposed by the
AML/CFT Law. All of them also considered PEPs aghhrisk persons and made reference to the high
risk criteria contained in the AML/CFT Law and tRegulations on Minimal Requirements. However,
some banks, credit organizations, insurance corapaai securities firm, and money remitters were not
aware of the enhanced ongoing monitoring procedreggired by law when establishing a business
relationship with a PEP. The meetings with thegeonting entities also revealed that they also pay
attention to business relationships with domedsE@$ although the obligation is imposed with respec
foreign PEPs.

Domestic PEPs—Requirements (Additional Element c..5):

504. The current requirements do not extend to PEPs Wwbld prominent public functions
domestically.

Domestic PEPs—Ratification of the Merida Conventior{Additional Element c. 6.6):

505. Armenia signed and ratified the United Nations Gaontion against Corruption (Merida
Convention) on May 19, 2005 and March 8, 2007,eetypely. The Convention came into force on April
7, 2007.

Cross Border Correspondent Accounts and Similar Raltionships — introduction

Legal framework: AML/CFT Law and Regulation on AMLFT Related Minimal Requirements.
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Requirement to Obtain Information on Respondent Insitution (c. 7.1): Assessment of AML/CFT
Controls in Respondent Institution (c. 7.2): Approwal of Establishing Correspondent Relationships
(c. 7.3): Documentation of AML/CFT Responsibilitiesfor Each Institution (c. 7.4): Payable-
Through Accounts (c. 7.5):

506. There is a specific obligation under Article 15rgggraph 10 of the AML/CFT Law for financial
institutions to establish through their internajdeacts rules for opening and maintaining corragpat
accounts of foreign banks, as well as the spegifacedures for the opening and maintaining their
correspondent accounts with foreign banks in ordermake sure that they have not established
correspondent relationships with shell banks ohwanks that allow shell banks to use their acaunt

507. The Article further requires that when establishitrgss-border correspondent relationships,
banks should:

. gather sufficient information, as specified in native acts and by their internal legal acts, to
understand fully the nature of respondent bank&@rass and, from publicly available and other
reliable information specified in their internagld acts, to determine the business reputation of
the respondent bank and the quality of its supienvjsncluding whether it has been subject to a
money laundering or terrorism financing criminalestigation or any other proceeding;

. assess the respondent bank’s internal proceduresiabating ML and TF (in a manner
established by their internal legal acts);

. obtain approval from senior management before ksitélig new correspondent relationships; and
. document the respective functions of each corredgaarbank.

508. As indicated above, the law requires reportingtiestito assess the respondent bank’s internal
procedures for combating ML and TF. The authoriiigdicated that although not clearly stated this
obligation requires financial institutions to detéme whether the internal procedures and contras a

adequate and effective.

509. With respect to “payable through accounts”, bartksutd make sure that the respondent bank
(their customer) has disclosed the identity inalgdtonducting all CDD measures of the customers who
have access to its accounts (the accounts of tfiespondent) and continuously conducts their orgyoin
monitoring, and that upon request it (the respot)demble to provide relevant customer informatifaia

to the correspondent bank.

510. Because correspondent banking activities are cereidas “high risk” pursuant to Article 22,
paragraph 14 of the Regulation on minimal requingsie¢hese activities are also subject to the erdthn

due diligence measures established under Chapt@gadgraph 34 of the Regulation on Minimal
Requirements. Under this paragraph, financialtunsbins are required to at least:

. perform more comprehensive and in-depth checkef/éracity of the documents (information)
necessary to establish business relationshipstidgticustomer, for example by requiring other
justifying documents (information);

. require information about the customer’s assetstlagid origin;
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. examine the information about the customer, businglationships and transactions through the

databases;

. make inquiries from other reporting or other bogdiesluding foreign partners, to check the
information about the customer, business relatisshith him/her and occasional transactions;
and

. undertake other measures to have real and compiderstanding about the customer, business

relationships with him/her and occasional transagti
Analysis of effectiveness:

511. In Armenia, correspondent relationships only applybanks. Meetings with officials of banks
visited revealed that they are mainly the responfieancial institution to institutions establishatiroad

and that their relationships are governed by aesigrontract reflecting their responsibilities andies to
each other. One of the officials (from a foreigmkavith a global presence) indicated that corredpon
banking relationships for his institution are efitited at the group level and in line with the Arizan
requirements, the European Directives, and the Wdiot Act requirements. Other officials also
indicated that when establishing their respondetdtionships many documents were requested and
provided to the correspondent, while few documenmtwre provided to them and that additional
information was obtained from public sources like tnternet, in order to comply with the requiretsen
imposed.

Misuse of New Technology for ML/TF (c. 8.1):

512. Legal framework -AML/CFT Law and Regulation on AML/CFT Related Minahn
Requirements

513. Under Article 8, paragraph 3 of the AML/CFT Lawdincial institutions are required to establish
and apply through their internal legal acts (ascdlesd in R.5) relevant measures for counteradtithg
or TF risks associated with new or developing tebtbgies.

Risk of Non-Face to Face Business Relationships &2 & 8.2.1):

514. Article 8, paragraph 3 also requires financial itn§bns to provide preventive measures to
address all risks associated with non face-to-barsginess relationships or transactions when estaij
business relations or conducting ongoing due diligeof their customers, in a way which is to be
regulated by their internal legal acts (which imtduthe policies supporting the preventive measures.
Article 22, paragraph 12 of the AML/CFT Regulatioesjuires financial institutions to consider ashhig
risk criteria the establishment of non face-to-fdmgsiness relationships or occasional transactions
through electronic means or correspondence. AsdstatArticle 15, paragraph 8, in the presenceighi h
risk criteria, financial institutions should pemioienhanced CDD as described earlier.

515. Reporting entities are required to performed enbdn€DD measures when dealing high risk
criteria. Because non face-to-face customers amsidered high risk, they are subject to enhance® CD
measures. In addition to the enhanced CDD measiirésle 26 of the AML/CFT Regulations, requires

reporting entities to also undertake, at a minimthme, following additional measures: conduct norhcas
transactions — except for the cash payments dameigh payment terminals and ATMs; and ask for
additional documents, like contracts, payment mseair other justifying documents.
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Analysis of effectiveness:

516. Officials from financial institutions visited duignthe mission indicated that it is not possible to
establish account relationships through the intebezause all require a personal interview with the
applicant. Although there is no obligation estdi#d by law or regulation for persons (applicantshé
present when establishing/opening accounts, ditutisns visited, with the exception of one, inatied
that as a general policy, the person needs to lysiqailly present in order to sign the documents
establishing the business relationship. In the cdskegal persons, the authorized person needsto b
present as well. Once the relationship is estaddishon face-to-face transactions like electromicking

are permitted through the use of a personal ideatibn code and password. With respect to theofise
other new technology like debit and credit cards] prepaid cards, officials indicated that thes® al
require the presence of the customer at the tiniesafince.

517. Meetings with financial institutions visited revedl an instance where account business
relationships were opened and established througimdace-to-face process, via email and facsiamile
where customer verification was conducted by matgisignatures on the documents provided. Most of
these relationships were with non-residents (foreig living abroad). Further conversation with @éis

of this institution revealed the lack of approvateinal legal acts in place; use of cash when kst
business relationships; lack of adequate internalitimg coverage, training, employee screening
procedures; and an overall low level of knowledfjthe revised AML/CFT law and regulation. As such,
this situation/institution may expose the systegtfseto undue risk and the potential for misuseMdr

and TF purposes.

3.2.2. Recommendations and Comments
The authorities are recommended to:

. Prohibit bearer bank books and certificates of dep@r other bearer securities, by way of
repealing/changing articles of the Civil Code ang ather regulations that make available these
instruments in bearer form or regulate them;

. Provide additional guidance to financial institutsowith respect to adequate timeframes for
updating customer data to ensure consistent aadte# implementation;

. Provide additional guidance to specify the reastentimeframe that financial institutions should
follow when obtaining identification information @rchecking the veracity of such information in
the course of establishing a business relationship;

. Establish a direct requirement for financial ingtiins to adopt effective risk management
procedures concerning conditions under which aoowst is permitted to utilize the business
relationship prior to CDD verification;

. Establish a direct requirement for financial ingdti@ns to apply CDD measures to existing

customers on the basis of materiality and risktarmbnduct due diligence on such existing
relationships at appropriate times;
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. Ensure financial institutions are more effectiviehplementing the obligations imposed by the
AML/CFT and implementing regulations with respectdDD measures, by way of training or
other types of outreach;

. Provide additional guidance/training to financiadtitutions in relation to the enhanced ongoing
monitoring procedures required by law when esthlvigga business relationship with a PEP;

. Provide through regulation or guidance a physicas@ence requirement when establishing a
business relationship. Also, review the Basel Caemion Banking Supervision Customer Due
Diligence Paper, section 2.2.6 dealing with “Noré-to-Face Customers, which provides
additional measures for financial institutions tmsider to mitigate risk when accepting business
from non face-to-face customers, to complementwleadditional measures in place.

3.2.3. Compliance with Recommendations 5 to 8

Rating Summary of factors underlying rating

R5 PC * Availability of financial instruments in bearer fos, in some instances
similar to anonymous accounts.

e Lack of requirements for financial institutions to:

» adopt effective risk management procedures conmugeonditions
under which a customer is permitted to utilize lisiness
relationship prior to CDD verification; and

» apply CDD measures to existing customers on this loasnateriality
and risk and to conduct due diligence on suchiegistlationships at
appropriate times.

* Low level of implementation/effectiveness of finalgenstitutions
(particularly for credit organizations and othendmank financial
institutions) with respect to the obligations ef&dted by the AML/CFT
law and implementing regulations.

R.6 LC * Insufficient knowledge by financial institutionsaftiks, credit
organizations, insurance companies, securities fimd money remitters)
interviewed by the mission with respect to the C@bBhanced) measures
established by law and regulation dealing with P&Ren establishing a
business relationship.

R.7 C

R.8 LC * Lack of measures in place, at a securities firmpfmening and establishing
business relationships through a non face-to-facegss.
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3.3. Third Parties And Introduced Business (R.9)
3.3.1. Description and Analysis

Legal Framework: AML/CFT Law

Requirement to Immediately Obtain Certain CDD elemats from Third Parties (c. 9.1);

Availability of Identification Data from Third Part ies (c. 9.2); Regulation and Supervision of Third
Party (applying R. 23, 24 & 29, c. 9.3); AdequacyfdApplication of FATF Recommendations (c.
9.4); Ultimate Responsibility for CDD (c. 9.5):

518. The AML/CFT Law, under Article 15, paragraph 11lnggacally allows reporting entities to the
use of data obtained in customer identification a&edfication process performed by other reporting
entities, specialized intermediaries, or personpamred to represent third parties, as “a basisthe
“course of customer identification and verificatiohlowever the possibility to rely on third partiés
perform elements of the CDD is not further substéed by the law or by any other regulations and
guidance. The law defers to the Fls for the deteation of the conditions/procedures for the releann
third parties by stating that such can be doney‘imkases and in the manner established by tieenialt
legal acts of the reporting entities”.

519. The reference in Article 15, paragraph 11 to “speed intermediaries or persons empowered to
represent third parties” is not defined by the AKIET law, and it is inconsistent with the FATF
definition of subjects which can be relied upon ttee purpose of CDD. The Armenian definition is too
broad, in that it would encompass any person, g &s this person is empowered to represent theb thi
party whereas the FATF definition of “intermediafieand “third party” for the purpose of R.9 (see
Glossary) requires that such subjects be finano#itutions or DNFBPs that are supervised and that
meet the Criteria 9.1 - 9.4 (definition of “thirdagy”). Although the Glossary defines the notion of
“intermediary” to include also “other reliable pens or businesses” it does require that such
persons/businesses too meet the criteria 9.1 - 9.4.

520. The existing requirement also falls short in théofeing aspects:

1) there is no requirement for reporting entitiesthe AML/CFT law or in the Regulations to
immediately obtain from the third party the necegsaformation concerning certain elements of
the CDD process, as required by criterion 9.1;

2) there is no requirement for reporting entitiestake adequate steps to satisfy themselves that
copies of identification data and other relevantuinentation relating to CDD requirements will
be made available from the third party upon requékiout delay, as required by criterion 9.2;

3) there is no requirement for reporting entitesatisfy themselves that the third party is ratpd
and supervised and has measures in place to camiplyhe CDD requirements as set out in R.5
and 10, as required by criterion 9.3;

4) there is no indication that the authoritieséhaetermined in which countries the third partyt tha
meets the condition can be based, as requiredteyicn 9.4,

5) there is no requirement to indicate that themalte responsibility for customer identificationda
verification should remain with the financial irgtion relying on the third party as required by
criterion 9.5;
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6)

specialized intermediaries or persons empoweredpresent third parties have not been defined
by the Authorized Body. The requirement also dekgdhe responsibility for establishing the
measures for dealing with specialized intermedsade persons empowered to represent third
parties to the reporting entities instead of reqgirthe supervisory competent authority to
establish common criteria to ensure consistency edfettive the implementation by reporting
entities.

Analysis of effectiveness:

521.

Financial institutions visited indicated that thaye not relying or using intermediaries or other

third parties to perform some of the elements ef @D process or to introduce business. All of them
indicated performing their own CDD process.

3.3.2.

3.3.3.

Recommendations and Comments

Amend the regulation on Minimal Requirements t@lelsh the obligations for financial
institutions relying on intermediaries or third pes to:

. immediately obtain from the third party the necegsaformation concerning certain
elements of the CDD process (Criteria 5.3. to 5.6);

. take adequate steps to satisfy themselves thadsopidentification data and other
relevant documentation relating to CDD requiremevilisbe made available from the
third party upon request without delay; and

. satisfy themselves that the third party is regalated supervised (in accordance with
Recommendation 23, 24, and 29), and has measupéacinto comply with, the CDD
requirements set out in R.5 and R.10.

Define the notion of “specialized intermediariegpersons empowered to represent third parties”
in a manner that is consistent with the FATF stashda particular to limit the requirement to
“third parties” that are Fls or DNFBPs only and tmtpersons empowered to represent third
parties”;

In determining in what countries the third partyiefhcan be relied upon for the CDD process can
be located, the authorities should take into accimfiormation available on whether those
countries adequately apply the FATF Recommendations

Establish an obligation that the ultimate respdhisiior customer identification and verification
shoud remain with the financial institution relyiag the third party.

Compliance with Recommendation 9

Rating Summary of factors underlying rating

R.9

NC . Lack of requirements to:

* immediately obtain from the third party the necegg&aformation
concerning certain elements of the CDD process;
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» take adequate steps to ensure that that copidemtfication data and
other relevant documentation relating to CDD regmients are made
available from the third party upon request withodetfay; and

» ensure that the third party is regulated and sugpethand has measures
in place to comply with the CDD requirements.

. Specialized intermediaries or persons empowereepiesent third partie
not defined,;

7))

. Lack of measures to determine whether the couritriediich the third
party is based adequately apply the FATF Recomntemda and lack of
requirement to establish an obligation for finahmatitutions to remain
ultimately responsibility for customer identificati and verification wher
relying on third parties.

3.4. Financial Institution Secrecy or Confidentialty (R.4)
3.4.1. Description and Analysis

Legal Framework:

522.  AML/CFT Law, Law on Banking Secrecy, Law on InsucanCriminal Procedure Code, Law on
Operation and Search Activities.

523. The Armenian legal framework regulating financialstitution secrecy and the powers of
competent authorities to access information requiceperform AML/CFT functions is quite complex
and fragmented. There is a specific law—the LawBank Secrecy No. AL-80, adopted on October 14,
1996 and amended several times (the last in Feb@4i8; hereinafter: LBS)—that defines what is the
information constituting “bank secrecy” and regefatthe provision of information subject to bank
secrecy to the criminal prosecution, the court &nxdauthorities (Articles 10, 11 & 13, respectivell
also contains a provision that deals with “bankregg circulation among banks” (Article 14) and a
specific Article on “provision of information coritstting bank secrecy in the framework of combatimg
legalization of proceeds of crime and financingesforism” (Article 131).

524. The AML/CFT law has also several provisions thégetffinancial secrecy: Article 4, paragraph
2 establishes the obligation of the reporting &#jtin the manner established by law and intdegal
acts, to submit to the Authorized Body information money laundering and terrorism financing as
specified in this Law and other legal acts adomtedhe basis of this Law, “including the informattio
constituting secrecy as prescribed by law”; Artidle, vests the Authorized Body with a quite broad
power to request information, also constituting kiag secrecy, from the reporting entities (with the
exception of information covered by professionatreey, discussed under Recommendation 26) and
from state bodies; Article 13.4 requires the Auibed Body, upon receiving a request from criminal
investigation authorities to provide “available drmhation, including the information constituting
secrecy”, subject to certain conditions (i.e. tlguest must contain “sufficient justification of a
substantiated suspicion” or “case of ML or TF")tidle 14 enables the Authorized Body, upon its own
initiative or in case of request and based on thieciple of reciprocity, to exchange information
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(including the information constituting secrecypmsscribed by law) with foreign financial intelligee
units under certain conditions (ensure of adeqeatdidentiality of the information and use of the
information only for the purposes of combating MidarF).

525. In addition to these laws, specific provisions exisregard to the powers of law enforcement
authorities to get access to information that stemted by financial secrecy, in the criminal pchae
code (CPC) and, in particular, in the Law on Openratl and Search Activities No. HO-223, adopted on
October 22, 2007 (hereinafter: “LOSA”). While itdks like that these laws provide for access by law
enforcement authorities to information protectedfibgncial secrecy with a court order, it is nodan
whether this power is available also prior to thiiation of a criminal case and, moreover, what e
conditions for obtaining a court order, becausarofipparent conflict between the CPC and the LOSA,
on the one hand, and the LBS, on the other. Tlesses$ are discussed more in detail later on.

526. Finally, the legal framework is completed by Menmata of Understandings (MOUS), signed by
the FMC between the National Security Service (N8%) General Prosecutor’s Office (GPO), the Police
and the State Revenue Service, which regulate xbleaege of information, including for information
covered by financial secrecy.

Definition of “Information subject to Bank Secrecaiid “third party” in the LBS

527. Article 4 of the LBS states that it is subject tmhk secrecy the “information that becomes known
to the bank in the course of its official activityith its customer, such as information on customer’
accounts, transactions made by instruction or worfaf the customer, as well as the customer’setrad
secret, facts relating to any projects or plangtofactivity, invention, sample products and anleot
information which the customer has intended to keegecret and that the bank becomes aware or may
have become aware of such intention”. The notiofnfdrmation subject to bank secrecy is therefore
very broad, and it encompasses also documentgasmiation that the bank has obtained in the coafse
performing CDD.

528. The notion of “information subject to bank secreextends to the information on banks and their
customers which is obtained by the CBA in the cewksupervision activities; also for the purpo$e o
the LBS banks are deemed as “customers of the &&#nk” (Article 4, paragraph 2 of the LBS).

529. According to Article 5 of the LBS “third parties ah be considered to be all other persons
excepting the given bank and its customers”, extt@pCBA, banks and credit organizations (as ddfine
by the law “On Credit Organizations”) and Deposita@antee Furid as defined by the law “On
Guarantee of Remuneration of Bank Deposits of lehy&ntities”.

Inhibition of Implementation of FATF Recommendations (c. 4.1):

Ability of competent authorities to access inforioat the CBA and the FMC

530. There are no impediments hindering the CBA’s arel FIMC’s access to information for the
effective implementation of the FATF recommendagian particular for compliance with the AML/CFT
obligations contained in the AML/CFT Law and redigas. The CBA, as the competent supervisory

3" The Deposit Guarantee Fund (“The Fund”) is defineder Article 17 of this law as a non-profit-drivieal
entity whose founder is the CBA and responsiblepfotection of deposits.
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authority for the financial sector has access tp documentation and information maintained by the
financial institutions (reporting entities) listedder Article 4 of the AML/CFT Law.

531. In particular, financial secrecy does not congtitam obstacle for the effective implementation of
the AML/CFT requirements envisaged by the AML/CEWland does not affect the ability of the CBA
or of the FMC to access information they requirerperly perform their AML/CFT functions.

532. As mentioned above, the LBS clearly establishes fthancial secrecy is not opposable to the
CBA, which is not regarded as “third party” by th8S. This is extended to the FMC, which is a
structural unit of the CBA. For the purpose of AMIET, Article 4, paragraph 2 of the AML/CFT Law
clearly establishes the obligation of reportingitesg to submit to the Authorized Body (i.e. the EM
information on money laundering and terrorism ficiag “including the information constituting secyec
as prescribed by law”. Furthermore, by virtue otide 10, paragraph 4 of the AML/CFT Law, the
Authorized Body (i.e. the FMC) has the power toues} other information from the reporting entities,
including information constituting secrecy as présad by law.

533. With specific regard to the insurance secrecy,Litn@ on Insurance (Lol) clearly empowers the
CBA to access this information: Article 117, pasggr 2 of the Lol states that in executing its aghrts
the CBA shall be empowered to obtain and reviewrmftion relating to customers of the insurers,
reinsurers, and insurance intermediary, evenvfaitild represent an insurance secret. In additiahito
provision, Article 116 of the Law on Insurance éfithes that: “Where the Central Bank reviews the
information, as prescribed by the Armenian Law asmBating Legalization of Criminally Obtained
Proceeds and Terrorism Funding, to find out thatdhtas been a case for legalization of illicitceexds

or an attempt of terrorism funding, it shall ditgeeport to the relevant criminal prosecution awity”.

Ability of competent authorities to access inforioat Law Enforcement Authorities (LEAS)

534. The situation regarding the powers and ability &Als (i.e. Prosecutors, NSS, Police and Tax
Authorities) to get access to financial informatiermore complex and not entirely clear. For LEA® t
avenues are possible to gain access to finand@minmation that is covered by financial secrecythay

can either get this information from the FMC, ifistrelated to ML/TF, or b) directly from the banks
through the (apparently different) procedures eagesl by the LBS or the CPC and the LOSA subject to
the different responsibilities LEAs have as inquastnvestigative bodies (spelled out by Article® 5
“bodies of inquest” and Article 189 & 190 “Investigpn Bodies” of the CPC). This second avenue
envisages procedures and requirements that aréheatame for all LEAs and seem contradictory or
conflicting in certain instances, as outlined below

535. Article 13, paragraph 4 of the AML/CFT laws obligdsee FMC to submit, upon receiving a
request from criminal investigation authorities| (REAs referred to earlier) to provide “available
information, including the information constitutingecrecy”, if the request contains “sufficient
justification of a substantiated suspicion” or tetato a “case of ML or TF”. This means that iftihe
course of an inquest or an investigation LEAs naetkss to information covered by financial secrecy
they can request it to the FMC/CBA, provided tHa tequest substantiates a suspicion or a case of
ML/TF.

536. In comparison, Article 13.1 LBS states that the CBway” provide information “containing
bank secrecy” either when disseminating the andlyaformation it receives from the reporting emsti
(the recipient of these referrals is the NSS) on ‘the basis of a request received from criminal
investigation authorities” (these are all LEAs &s Article 189 CPC). Unlike the AML/CFT law, the
LBS therefore (1) makes the provision of confidaninformation optional and not mandatory and (2)
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does not require the requesting authorities to l@asabstantiated suspicion or a case of ML or THe T
information provided to the LEAs based on Article.1. LBS or Article 13 AML/CFT Law does not,
however, constitute formal evidence and may theeafiot be used in court.

537. The FMC has concluded MoUs with LEAs (GPO, NSSjdeoand State Revenue Committee)
which, inter alia, set rules for the providing bME of information covered by bank secrecy. These
provisions seem to set a higher standard thanrteeenvisaged by the AML/CFT law (which, in addition
to “case of ML or TF” can also be “sufficient jugtation of a substantiated suspicion”), as theydition

the providing of “information on someone’s bank @aat, transaction and also information containing
banking or other confidential information” on a wegt “originat[ing] from acertain criminal case or
material” (GPO, NSS, Police). Interestingly, only for thase of the State Revenue Committee the
conditions required are lower, as the providingtte information is conditioned to the request being
“justified by the need to implement analysis of NIE/offence”. The reason for this double standard is
not clear, and is not justified vis-a-vis the cdiwti required in the MoU of the NSS, consideringtth
pursuant to Article 190 CPC the NSS and not théeSRevenue Service is the designated body
responsible for investigating ML/TF offenses.

538. The LEAs interviewed by the mission, particulatig NSS, confirmed that cooperation with the
FMC in this field is good and that they usually abtfrom the FMC information which is covered by
banking secrecy, although they note that the pimvisf such information by the FMC at the stage of
investigation can be more difficult because thewaht information provided would be also accesdible
the defense of the suspect/criminally charged perdavith a risk of lawsuits for breach of LBS
confidentiality rules).

539. As mentioned earlier LEAs also have avenues toimlitéormation that is covered by banking
secrecy directly from the banks based on Articlefithe LBS and the procedures envisaged by the CPC
in combination with Article 29 of the LOSA. Theseopedures pose some hindrances to the effective
ability of LEAs to obtain information covered byrbasecrecy; moreover they are conflicting in certai
instances.

540. Article 10, paragraph 1 of the LBS provides thahks based on a court order, shall grant
prosecuting authorities with access to confidentifdrmation concerning astispect (defined through
Article 62 CPC as the person who is “detained upersuspicion in committing a crime or with regssd
whom a resolution on the selection of precautiomagasure is adopted”) or aactused (defined in
Article 64 CPC as a person against whom criminatgés have been filed with the courts).

541. The powers under Article 10 of the LBS are therefoot available before a criminal case has
been formally initiated. Due to the requiremenhéve at least an initiated case and an identifisgect,

the existing Armenian legal framework does notwalfor access to information concerning legal pesson
as they cannot be subject to criminal respongibilitder Armenian law nor can they be a suspect or a
criminally charged person for the purpose of Adidl0. Furthermore, this provision only allows for
access to information on the “suspect” or “accusady, and does not provide for access to inforomati
covered by secrecy which may be required for etidgnreasons but concern a person other than the
“suspect” or the “accused”.

542. In the case of the State Revenue Service (=Taoaty)) the powers granted under Article 13 of
the LBS are broader, as the LBS states that thading of information is subject to “a court deaisi
taken under the CPP or CPC as well as on a lawfal fudgment of a court effected for impounding
customer bank accounts”, but does not require emtifted suspect or accused.
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543. These procedures are not applicable for other LEAsthe NSS and the Police, Article 14 of the
LOSA on “Types of operational and intelligence (ség measures” (in combination with Articles 55 &
57 CPC), indicates that the NSS and the Police—betbre initiation of a criminal case and during th
stage of inquest—are entitled based on a court ¢Adacle 14, paragraph 1(15) and paragraphs 2 &3
combination with Article 34 of the LOSA) to “ensng access to financial data and covered surveédlanc
on financial transaction®’ Unlike Article 10 of the LBS, Article 29 of theQSA does not seem to limit
the access to information only to the case of apgeat” or the “accused”. Interestingly the StatedReie
Service (=Tax authority) is explicitly excluded finothe list of LEAs empowered to request such
measures; which conflicts with Article 12 of the 8Bs described above.

544. To complete the analysis of the legal frameworkhibuld be noted that the LOSA specifically
provides, with respect of terrorism, that if a galataking a measure pursuant to Article 29 of tIESA,
including the access to confidential informatioraymead to the commitment of terrorism or events or
actions threatening the state, military of enviremtal security of Armenia, the measure may be taken
even in the absence of a court order. Howeveryéh situations the court, within 48 hours of takihg
measure, has to either approve the action or dgsléermination and the destruction of all materiahd
information acquired.

545. While Article 29 of the LOSA seems to provide LEA®th powers beyond those provided for
through Articles 10 of the LBS, namely to accesshsinformation already prior to the initiation of a
criminal case, and, during the inquest stage,wigorespect to persons other than the suspecatausad,

the LEAs interviewed by the mission held the vidattthis was not the case because the court would
apply the more restrictive provisions envisagedths/ LBS in any case and require a “suspect” or an
“accused” to grant the order, even if the requesstte court order were to be submitted based diclér

29 of the LOSA.

546. This restrictive interpretation, due to an appagemtflict of the provisions of the LOSA and CPC
with the LBS, basically makes it impossible for LEA1) to directly obtain information covered bynka
secrecy from financial institutions prior to thetimtion of a criminal case; or (2) during the sagf
inquest, when a “suspect” or “accused” has nobgen identified.

547. Once the inquest is over and the stage of invegiigdas been entered into, direct access to
confidential information may only be provided basedArticle 10 of the LBS. Thus, only information
concerning the suspect or accused but not reltdiagy other person may be accessed.

548. The assessors are of the opinion that at all s@afgpesminal proceedings this seriously affects the
ability to access information that is required topgerly perform LEAs functions in combating ML oF T
LEAs interviewed by the mission confirmed that thed in the past posed a problem particularly with
respect to ML cases, where such information waslewbdo further develop a case, or during the
investigative stage where access to informatiorceonng somebody other than the suspect or accused
was sought or to “substantiate the suspicion” ofeotto obtain the information from the FMC, usihg t
other “avenue”, described earlier.

¥ This is defined by article 29 of the LOSA as felln “ensuring the access to the financial datasamdeillance
over financial transactions is the receipt of infiation from banking and other financial organizasi@about
banking and other accounts (deposits), as weh@pérmanent control over the financial transastigithout the
knowledge of the persons that those transactianatzout”.
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549. It was stated that during the investigation stdige courts had previously denied applications for
a court order due to a lack of compliance withabaditions set out through Article 10 of the LB$ioP

to the intiation of a criminal case, the LEAs haever applied to the court for issuance of a cotder
based on Article 29 of the LOSA and therefore thiationship between Article 29 of the LOSA and
Article 10 of the LBS at that stage of criminal peedings has never been clarified. The authomimEs
adamant, however, that Article 29 of the LOSA wontt confer additional powers on LEAS to access
confidential information at any stage of criminabgeedings.

Sharing of information between competent authaitieomestically or internationally

550. As mentioned earlier Article 13 of the AML/CFT laanables the Authorized Body, upon
receiving a request from criminal investigationheuities to provide “available information, inclungj
the information constituting secrecy”, subject tertain conditions (i.e. the request must contain
“sufficient justification of a substantiated suspit’ or “case of ML or TF"). Article 14 enables the
Authorized Body, upon its own initiative or in caserequest and based on the principle of recipyoto
exchange information (including the information stituting secrecy as prescribed by law) with foneig
financial intelligence units under certain condiggensure of adequate confidentiality of the imfation
and use of the information only for the purposesashbating ML and TF).

551. The LBS also contain a specific provision, discdsearlier that states that the CBA “may”
provide information “containing bank secrecy” eithghen disseminating the analyzed information it
receives from the reporting entities (the recipiehthese referrals is the NSS) or “on the basis of
request received from criminal investigation auities”. This provision also reinstates the powetha
CBA (=Authorized Body=FMC) to provide informatiomwered by banking secrecy to foreign FIUs, on
the basis of the AML/CFT law.

Sharing of information between financial institur#o

552. Article 14 of the BLS provides that banks may exaeor provide within each other or with
credit organization information on their customieattis covered by secrecy, but only “with the aom t
assure safety of their activities as well as enseceverability of loans and other investments ébér
However, this ability to share information betwe@rancial institutions is not relevant to informati
required under R.7, R.9, or SR. VII.

3.4.2. Recommendations and Comments:

. Harmonize Article 10 of the LBS with Article 29 tie LOSA and Article 13 of the AML/CFT
Law with Aritlce 13.1 of the LBS so that they prdgithe same conditions with respect to access
to information covered by financial secrecy;

. Ensure that access by law enforcement authorpiagi¢ularly the NSS) to information covered
by financial secrecy is not conditioned on the tdmation of a “suspect” or “criminally
charged” person, as this condition undermines trapgr performance of the NSS as the
competent authority to investigate ML/TF and prageaccess to such information in cases
relating to legal persons or regarding any perdbardhan the “suspect” or the “accused”;

. Amend the LBS to allow financial institutions toash information covered by financial secrecy
where it is required by R.7, R.9 or SR.VILI.
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3.4.3. Compliance with Recommendation 4

Rating Summary of factors underlying rating

R.4 PC |* Legal and effectiveness issues impact on law eefoenit agencies’ abilit
to get access to information covered by financarecy, particularly priof
to the identification of a suspect or where infotiora is sought with
respect to a person other than the suspect, arzk lzam inhibit effective
implementation.

<

. Armenian financial secrecy laws do not allow thargig of information
among financial institutions where this is requibydR7, R9 or SR.VII.

3.5. Record Keeping and Wire Transfer Rules (R.10 &R.VII)
3.5.1. Description and Analysis

Legal Framework: AML/CFT Law

553. Article 20 of the AML/CFT law deals with “maintaimj records” requirements. According to this
provision, reporting entities are required to ma@imtin a manner consistent with the established
normative legal acts of the Authorized Body, atinimum the following:

. Customer identification data, including accourgdiand flows on account, as well as data on
business correspondence — for at least 5 yeaosiol) completion of the business relationship
or, in cases prescribed by law, for a longer period

. Data on the main conditions of the transactionifi®ss relationship), which would permit
reconstruction of the real nature of the transacdfiusiness relationship) — for at least 5 years
following completion of the transaction (terminatiof business relationship) or, in cases
prescribed by law, for a longer period.

554. The “normative legal acts of the Authorized bodgferred to by Article 20, are described under
Article 11 of the AML Law, which, among many, ediab also minimum requirements for recording and
maintaining of documents (data) by financial ingitns in the field of combating ML and TF
(“Regulation on Minimal Requirements Stipulated fioe Financial Institutions in the Field of Comipati
Money Laundering and Terrorist Financing and Detlan Form about Presence (Absence) of a
Beneficial Owner in the Transaction”, issued by Buard of the CBA on September 9, 2009, hereinafter
“Regulation on Minimal Requirements).

555. The Regulation on Minimal Requirements reaffirmatthnancial institutions must register and
keep “customer identification data as establishethk law” and “data about the main conditionshaf t
transaction (or business relationship)” (Articlg 442)).

556. Customer identification data is described in Agidl5, paragraph 3 of the AML/CFT Law and
includes the following:

i) for natural persons: an identification documentanother valid official document with a photo
and issued by a respective authorized state bodyt, least include the first and last names of the
person, the details of the identification documdeime, place of residence, the date and place of
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birth of the person, and for private entrepreneals® the number of the state registration
certificate and the taxpayer identification numizer well as other information stipulated by law;
and

i) for legal persons at least the name, the lonathe number of the state registration certiica
and the taxpayer identification number of the lggakon, as well as other information stipulated
by law.

557. Neither the AML/CFT law, nor the Regulations on Mmal requirements define what are the
“main conditions of the transaction (business refeship)”. The authorities explained that this test@ms
from the Civil Code, in particular from Article 44&hich indicates the main elements which are ng¢tede
to constitute a contract. It is not clear, thougbw these elements could be relevant to identify th
elements of a transaction for record keeping puwp@sthe case of transactions that are not cdatrac

Record-Keeping & Reconstruction of Transaction Recals (c. 10.1 & 10.1.1):

558. Paragraph 1(2) of Article 20 of the AML/CFT Law tégs financial institutions to maintain
records “on the main conditions of the transactidos at least 5 years following completion of the
transaction (business relationship) or for a lorggriod if this is so prescribed by the law. Altigbunot
explicitly stated in this Article, the authoritié@sdicated that, in the absence of a specific refegethe
requirement applies to all types of transactionsh lolomestic and international.

Record-Keeping for Identification Data, Files and @rrespondence (c. 10.2):

559. Paragraph 1(1) of Article 20 of the AML/CFT Law téges financial institution to maintain

records on customer identification data. This idekl also account files and transaction historyhef t

account, as well as data on business correspondforcat least 5 years following completion of the
business relationship or for a longer period i§ tkiso prescribed by the law.

Availability of Records to Competent Authorities ina Timely Manner (c. 10.3):

560. Article 20, paragraph 2 of the AML/CFT Law furth&tiates that the information required by the
Law and maintained by reporting entities, includiog transactions, should be sufficient to provide
comprehensive information about transactions (@irtass relationships) in the case this is requdsged
the Authorized Body or by criminal investigativetlaarities. This obligation is substantiated by Alei

39 of the Regulation on Minimal Requirements, ttiatifies that the information subject to registoat
and keeping should be maintained in “a way which @nsure its use in the future as evidence”. The
authorities referred to norms of the Civil and Grial Procedure Codes that establish what and it wha
form can be considered “evidence”.

Analysis of effectiveness:

561. Financial institutions visited were knowledgeabfetlee recordkeeping obligations imposed by
the AML/CFT Law and implementing regulation. In gtige, officials (from banks, securities firms,
credit organizations, and insurance companies)cateld that the documentation maintained includes
copies of the documentation obtained during thdocoer identification process (for natural persons
(resident & non-resident): account application, iespof passport, military card, social securitydcar
documents evidencing place of residence, placengil@yment, utilities bills; and for legal persons
(resident & non-resident): account application, ldys, state register certificate, charter/artictds
incorporation, notarized documents, authorized gress(with power of attorney); beneficiary(ies)
information, CEO and directors with copies of thpassports and social security cards), transaction
history, correspondence to/from customers (inclgdimails or faxes); type of currency transacted, an
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contracts. Officials from money remitters and exdes bureaus stated that in their case documemtatio
maintained included only passports, military caats] social security cards as they did not condogt
business with legal persons. Based on these meedimg) responses received it appears that the fatanc
institutions in Armenia maintain adequate records.

562. In addition, officials indicated that all financiahd non-financial information is available to the
CBA and that the CBA has unrestricted access toiioymation or staff (see discussion on access to
financial information covered by the Law on BankiBgcrecy under R.4). With respect to the FMC, if
information is needed from financial institutionsngetimes the request comes through the CBA
Supervision Department. Any other competent authdwut the CBA/FMC is required to obtain and
present a court order to access information (howegediscussed under R.4 LEAs can get accessato th
information through the FMC based on the legal {@ions and MoUs there described. Such information
cannot be used as evidence in court).

Special Recommendation VII
Legal framework: AML/CFT Law
Obtain Originator Information for Wire Transfers (a pplying c. 5.2 & 5.3 in R.5, c.VII.1):

563. As discussed earlier in this Report, Article 15rgqomaph of the AML/CFT Law establishes the
obligation on reporting entities for customer idfécetion, and it states that any business relatidm
with a customer may be established or an occastmradaction may be concluded only upon the receipt
of the identification documents (information) bypeeting entities and upon checking the veracityhef
identification documents. Reporting entities mayagbidentification information as specified ingHiaw

and check the veracity of the identification docuatsealso in the course of establishing a business
relationship or concluding an occasional transaatiothereafter within a reasonable timeframe, iole
that the risk of money laundering or terrorism fiolg has been effectively prevented and thatithis
necessary in order not to impair the normal busimelationships.

564. Then, with respect to wire transfers, paragraph @{2he same Article requires reporting entities
to identify their customers and verify their idéytiusing reliable documents or other information
received from competent sources when carrying aubaasional transaction, including a domestic or
cross-border wire transfer at a value above 400-d6the minimal salary in drams or in foreign ey,
unless stricter provisions are stipulated by otlegral acts. (This threshold was approximately the
equivalent of €$1,000 as of the mission date). Haregiven the floating of the exchange rate, theay

be instances where the established threshold @auilidconsistent with the standard.

565. In addition, Article 18, paragraph 1 of the samevlfarther states that when carrying out wire
transfers, financial institutions shall identifycawerify the identity of the originators of suclarisfers in
cases and the manner stipulated by Article 15 abloverder to identify and verify the identity, the
following information about the originator shoulé bequested and maintained: name and surname;
account number (in its absence, the unique referanmber accompanying the transfer); and details of
the identification document.

Inclusion of Originator Information in Cross-Border Wire Transfers (c. VIL.2); Inclusion of
Originator Information in Domestic Wire Transfers (c. VII.3); Maintenance of Originator
Information (c.VIl.4):

566. Article 18, paragraph 2 of the AML/CFT law statbattthe information specified in paragraph 1
above (that is, the originator's name and surnahee;account number, and details of the identifocati
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document) should be included in the payment ordepmpanying the transfer. This is irrespective of
whether the transfers is domestic or cross-boreg.issue of batch transfers is not addresseckitath

or regulation, although there are no exceptiorthirequirement with respect to batch transfeterg

are however exceptions, as listed under paragragttle same Article when: i) the transfers cariaeel
carried out between financial institutions in thewn name (that is, the financial institution isttbthe
originator and beneficiary); and ii) for transaosocarried out through the use of credit or deardc
provided that the terms of the transaction includermation about the numbers of such cards. These
exceptions are in line with the type of paymerdteli in the Methodology and for which SR.VII doe$ n
apply.

567. Paragraph 3 of the same Atrticle requires finariogtitutions to maintain all information required
by this Article and obtained for identification, agll as the data on the account (in its abserue, t
unique reference number accompanying the tranafet)the business correspondence, in the manner and
for the timeframe defined by Article 20 of the AMIFT (i.e. for at least 5 years following completioi

the business relationship or in cases prescribddviyfor a longer period).

Risk Based Procedures for Transfers Not Accompaniely Originator Information (c. VII.5):

568. The AML/CFT law provides, under Article 18, paragh 6 that reporting entities carrying out
wire transfers should reject any request for trmsf the information on the originator is missirand
also reject the receipt of a transfer, if the wiansfer does not contain the originator’s inforioratas
described in paragraphs 1 & 2 of Article 18. Farsh situations, Article 18, paragraph 7 furtheuies
the reporting entities to file a suspicious tratisacreport to the Authorized Body.

Monitoring of Implementation (c. VII.6) and Application of Sanctions (c. VII.7: applying ¢.17.1 —
17.4):

569. Compliance with the law and regulations implememtime requirements of this recommendation
is monitored through the CBA'’s onsite inspectiddanctions may be applied in line with the proceslure
described in R.17.

Analysis of effectiveness:

570. In Armenia, banks are the only financial institatiicensed by the CBA to conduct wire
transfers. Meetings with bank officials revealedtttransfers are carried individually using the EWI
system. Hence, the concept of batch files is nptiegble in the Armenian context. Under the SWIFT
system, banks are required to complete all mangdietds including originator’s information and
payment instructions. Officials indicated thatidléls are left blank or not properly completedimelwith
SWIFT instructions, the system is designed to dekexlack of information and rejects the transfer.

571. In practice, bank officials indicated that whernransfer is received without adequate originator
information, the transfer is place on “hold stapesding receipt of additional information” (wheiteet
funds are not available to the recipient) for umtmonth, and if information is not received withinat
timeframe, the transfer is rejected and sent bathed sending originating institution.

572. Conversations with officials from the CBA Bank Sopsion Department also revealed that the
wire transfer area is inspected during their prtidéronsite visits and that no problems have been
detected.

Additional elements: elimination of thresholds (cVIl.8 and c. VII.9) (c. VII.8 and c. VII.9):
573. NA —There is a threshold established.
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3.5.2. Recommendations and Comments

. Clarify in the Regulation on Minimal Requirementsmother enforceable guidance the notion of
“main conditions of the transaction (business refethip)” subject to the record keeping
requirements, in the cases which such transactieneot contracts;

. Provide requirements by law or regulations for lg#hing the threshold for customer
identification when a wire transfer is involvedth® equivalent of €/$ 1,000. In this wagven
the floating of the exchange rate, reporting exgtittan ensure that the threshold remains
consistent with the standard.

3.5.3. Compliance with Recommendation 10 and SpetRecommendation VII

Rating Summary of factors underlying rating

R.10 LC * Lack of guidance as to the notion of “main conai§®f the transaction
(business relationship)” subject to the recordkegpequirements, in the
cases which such transactions are not contracts.

SR.VII LC e Threshold established for wire transfers inconststath the standard
(threshold affected by exchange rates).

3.6. Monitoring of Transactions and RelationshipsR.11 & 21)
3.6.1. Description and Analysis

Legal Framework: Republic of Armenia Law on CombgtMoney Laundering and Terrorism Financing.
Special Attention to Complex, Unusual Large Transamons (c. 11.1):

574. Article 8, paragraph 1 of the AML/CFT Law estabéshthe obligation for all reporting entities,
including financial institutions to conduct addned scrutiny of all complex and unusually large
transactions (business relationships), as weltassactions involving unusual patterns with no appia
economic or other legitimate purpose.

Examination of Complex & Unusual Transactions (c. 1.2):

575. Although not clearly and directly stated, the auties indicated that by conducting additional

scrutiny of all complex and unusually large tratiems, as required under Article 8 above, financial
institutions are indirectly examining as far asgiole the background and purpose of such transestio

The requirement to set forth their findings in wg, as required by this criterion is addressedwel

Record-Keeping of Findings of Examination (c. 11.3)

576. Article 8, paragraph 2 of the AML/CFT Law obligesporting entities, including financial
institutions to maintain the data on all compéed unusually large transactions (business reldtips},

as well as transactions involving unusual pattéonst least five years after termination of thesiness
relationship or execution of the transaction orgases prescribed by law, for a longer time peifad.the
authorities, this requirement applies to the infation and examination conducted during the scrutiny
the complex and unusually large transactions atagqu above. Reporting entities are also requioed
submit such data to the Authorized Body when reigaeso do so, except for the cases where the
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reporting of such data contradicts confidentiah&guirements. However, there is no clear and direct
requirement for financial institutions to keep flrelings available for auditors for at least fiveays.

Analysis of effectiveness:

577. The law establishes the general obligation for r@pp entities, including financial institutions to
pay attention to complex, unusual large transasti@md all unusual patterns of transactions (basine
relationships), which have no apparent economirvigible lawful purpose. In practice however, most
non-bank financial institutions concentrated theiforts mainly in monitoring large transactions to
comply with the obligation to report all transacisoexceeding the 20 million drams and 50 millioands
established thresholds, and not for the purposecahplying with the requirements of this
recommendation. Several officials made direct exfee to the “requirements of the law and regulation
and to the “list of offshore countries” provided the CBA, as the basis for addressing this requérgm
With the exception of one bank, officials indicatdtht their respective internal acts addressed this
requirement and the process undertaken by theitutiens to ensure that these unusual transactine
properly identified, analyzed, and documented. &heere several officials that also made reference t
the “UN list of terrorists” as an additional toa@lrfidentifying these transactions. Based on thigppears
that most of the non-bank financial institutionsitdd need additional guidance and training toeiase
their knowledge in this area and strengthen theictires with respect to handling unusual transasti
as it seems that the process is mainly driven leyligt of threshold requirements, list of offshore
countries and UN list of terrorists, and not by thignificance of the transactions relative to the
relationship and the established customer riskilprof

Special Attention to Countries Not Sufficiently Apdying FATF Recommendations (c. 21.1 &
21.1.1):

578. Article 19, paragraph 1 of the AML/CFT Law establis the obligation for reporting entities,
including financial institutions to conduct enhadcelue diligence when establishing business
relationships or carrying out transactions withspas, including financial institutions, locatedfdameign
states or territories, where the international déads on combating money laundering and terrorism
financing are not or are insufficiently applied.

579. Under Chapter 5 of the Regulation on Minimal Reguients, the business relationships and
transactions with the persons identified underdletil9 above are considered as “high risk”. As such
Article 22 of this Chapter defines the criteria fogh risk and the rules for their determinatioml atates
that the following persons, events or objects amsiclered high risk: i) the resident natural pereson
legal person customer registered (performing aiviggt in an offshore country or territory; ii) the
relation of the customer’s business relationshiparasional transaction to such countries (teresr
(according to the lists stipulated by the Authadibedy and respective international organizatievigre
the international standards for combating ML/TF @oe appropriately applied, as well as to the coesit
released by the UN, to which sanctions are apptiad;iii) the residence (location) of the custoimethe
countries (territories) mentioned above. Followihg criteria described above and Article 15 of the
AML/CFT Law, in the presence of high risk criterraporting entities should perform enhanced custome
due diligence. Enhanced due diligence in addresse@r Chapter 8, Article 34 of the Regulation on
Minimal Requirements and described in detail urd®8 of Recommendation 5.

580. With respect to measures in place to ensure thandial institutions are advised of concerns
about weaknesses in the AML/CFT systems of othants, Article 19, paragraph 2 of the AML/CFT
Law provides that the Authorized Body shall defamel update the list of the states or territoriecg@d

in this Article. To ensure compliance with the ghlion imposed by this Article, the FMC publishesl a
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makes available on their public domain (websitelfdito warnings issued by the FATF and to theolist
individuals and entities associated with terrorissued by the UNCTC. Many of the financial insiias
visited indicated that through the FMC website tipalarly under the link entitled “Help Organizat®
Directory”, they also have access to the lists fihmre jurisdictions, as well as to links to other
international organizations involved in preventadML/TF. These links alert financial institutiom®out
present and potential concerns and weaknesseg IANIL/CFT systems of other countries. The list of
offshore jurisdictions has also been publishedarmdilated among financial institutions.

581. The RBA Guidance for Financial Institutions on Adlog the Risk-Based Approach for
Combating Money Laundering and Terrorism Finangimgreafter ‘RBA Guidance’) provides by way of
examples four factors that may determine if a agushould be considered high risk. These examples
are, when a country is:

. subject to embargoes, sanctions or other simil@soes issued by the UN;

. identified as lacking appropriate arrangement amaglémentation of AML/CFT laws,
recommendations and regulations according to tteenmation published by credible sources
(e.g. FATF, IMF, World Bank and Egmont Group);

. identified as having significant level of corrupticand criminal activity according to the
information published by credible sources (e.g.n§parency International, GRECO, Doing
business, EBRD-World Bank Environment and EnteepRerformance Survey (BEEPS), etc.);
and

. identified as supporting the financing of terrorjsor having more frequent terrorist acts
performed within them according to the informatjmublished by credible sources (e.g. national
security services of different countries, publiocati in media).

582. The Guidance also outlines that every financiatituméon, based on its own experience and
operational distinctions, is entitled to determindtether a country or territory poses higher risk.

Examinations of Transactions with no Apparent Econmic or Visible Lawful Purpose from
Countries Not Sufficiently Applying FATF Recommenddions (c. 21.2):

583. There is a general obligation under Article 19¢fi}jhe AML/CFT Law for financial institutions
to conduct enhanced due diligence when establidhirsiness relationships or carrying out transastion
with persons (including financial institutions) iding (located) in foreign states or territoriehete the
international standards on combating money laundem@nd terrorism financing are not or are
insufficiently applied. In addition, Article 8(1)fothe AML/CFT Law further requires financial
institutions to conduct additional scrutiny on e@rt transactions, including those involving unusual
patterns with no apparent economic value or otbkgitimate purpose. However, this requirement is
directly related to complex and unusually largensections with no apparent economic value or other
legitimate purpose and not to transactions witlsqas from or in countries which do not or insuéiaily
apply the FATF Recommendations. As such, the géobligation does not require financial institution

i) to examine as far as possible the backgroundpanglose of transactions from or in countries whtdoh
not or insufficiently apply the FATF Recommendastpii) document the findings in writing; and iii)
make the written findings available to assist cotmpeauthorities and auditors. Therefore, the lalls f
short in these respects.
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Ability to Apply Counter Measures with Regard to Cauntries Not Sufficiently Applying FATF
Recommendations (c. 21.3):

584. The authorities have established counter measorepgly when a country does not apply or
insufficiently applies the FATF recommendationg;liring recognizing customers as high risk, which
obliges financial institutions to conduct enhanckee diligence on these customers and to scrutinize
transactions from these countries; and issuing wanetters to financial institutions regarding oties
identified by FATF as countries of concern with stalmtial deficiencies in their AML/CFT regime.

Analysis of effectiveness:

585. The legal and regulatory obligations require aflaficial institutions to conduct enhanced due
diligence on persons, business relationships aadsactions in or from countries that do not or
insufficiently apply the FATF Recommendations. Mieg$é conducted with financial institutions revealed
that in practice, these institutions are using ltkieof “offshore countries”, the UN list of perseror
countries involved in terrorist activities, the wang letters received from the FMC with respect to
countries of concern (including those identifiedhwveaknesses in their AML/CFT regime) as mentioned
by the FATF as the identification tool and triggeyipoint for conducting enhanced due diligence for
potential matches.

3.6.2. Recommendations:

The authorities are recommended to:
R.11

. Establish a clear and direct requirement for fimanastitutions to examine as far as possible the
background and purpose of complex, unusual largas#rctions and all unusual patters of
transactions which have no apparent economic ablgidawful purpose as required by this
recommendation;

. Extend the requirement to keep the findings of ékamination of complex and unusual large
transactions also available to auditors for attlées years;

. Provide additional training, particularly to nonrAiafinancial institutions to ensure that attention
is given to all transactions that fall into the sual, large, and complex categories, regardless of
any offshore and UN lists.

R.21

. Establish a requirement folinancial institutionsto: i) examine as far as possible the
background and purpose of transactions with pergons or in countries which do not apply or
insufficiently apply the FATF Recommendations;td) document the findings; and iii) to make
the written findings available to assist competarthorities and auditors.

3.6.3. Compliance with Recommendations 11 & 21

Rating Summary of factors underlying rating

R.11 LC . Lack of clear and direct requirement for finanamnstitutions to examine a
far as possible the background and purpose of @mphusual large
transactions and all unusual patters of transagtidnich have no apparent

U7
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economic or visible lawful purpose. Lack of requient to keep the
findings of the examination of complex and unudagaje transactions alsg
available to auditors for at least five years.

R.21 LC *  Lack of requirements to examine as far as postieéackground and
purpose of transactions from or in countries wldomot or insufficiently
apply the FATF Recommendations, document the fggliand make
findings available to competent authorities andtausl

3.7. Suspicious Transaction Reports and Other Repting (R.13-14, 19, 25 & SR.IV)

586. Legal Framework: The Republic of Armenia Law on ®atng Money Laundering and
Terrorism Financing; Guidance on the Criteria fars@cious Transaction Criteria; Statute of the
Financial Monitoring Centre of the Central Banktlné Republic of Armenia; and the Manual on Internal
Procedures of the Financial Monitoring Centre ef @entral Bank of the Republic of Armenia.

3.7.1. Description and Analysis

587. The Law on Combating Money Laundering and Terrorfamancing (AML/CFT Law) obliges
‘reporting entities’, being professions and occigra including financial institutions, listed in #ale
3(4) of the AML/CFT Law, to report suspicious trangons in relation to ML or TF and also for
transactions that reach a monetary threshold regsmrdf whether the transaction was undertakerably c
or other means.

588. In addition to financial institutions, two state dies are all deemed ‘reporting entities’ for
transaction threshold and STR reporting being tteeSRegistry of the Ministry of Justice, which
undertakes registration of legal persons, and ted Rstate State Cadastre Committee of the Repaiblic
Armenia.

589. The (TTR) requirement is above 20 million dramsufealent to USD52,000 as of the date of the
assessment), excluding real estate transactions,which the threshold is 50 million drams
(USD130,000).

590. Financial Institutions can lodge STRs and TTRs @secured electronic platform that is enabled
by a unique pass code supplied and maintainedebi#MC. Based on data supplied by the authorities on
STRs and TTRs since 2006, the vast majority of msp@ceived by the FMC is TTRs; STRs have been
lodged by banking institutions only and the numiseconsidered marginal. Additionally, in light dfet
number of TTRs lodged vis-a-vis STRs, concernsteéixat some of reporting entities may not delin& th
STR requirement and the TTR requirement.

Requirement to Make STRs on ML and TF to FIU (c. 13 & IV.1):

591. The definition of a suspicion transaction or raaship is set forth in Article 3(12) of the
AML/CFT Law wherein “a transaction or business tielaship when, in cases established by this Law,
the guidelines established by the Authorized Baohd the internal legal acts of reporting entit@sin
other cases, it is suspected or there are suffigemunds to suspect that the assets involved én th
transaction or business relationship proceed froime; or that such assets are linked to terrorism
financing, as well as when the funds or other asse¢ linked to or intended for use by terrorist
organizations or individual terrorists for the posp of terrorism”.
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592. In the manner established by law, by other legtd adopted on the basis of the AML/CFT Law
and by internal legal acts adopted by the repomimiifies, financial institutions must take measui@
identifying and preventing such suspicious relafops or transactions,or attempted transactions.

593. The obligation for financial institutions to repatispicious transactions is pursuant to Article 5,
paragraph 1.3 of the AML/CFT Law where reportinditess are required to submit to the FMC any
suspicious transactions or business relationskeigardliess of the amount. The obligation appliesotib

ML and TF.

594. Article 6 of the AML/CFT law states that Guidelinestablished by the Authorized Body (these
are the “Guidance on the Criteria for Suspiciouangeaction Criteria”) and the internal legal actghef
financial institution shall define the grounds arderia for suspicious transactions pursuant toche
6(1) of the AML/CFT Law.

595. In addition, Article 6(3) of the AML/CFT Law indites directly examples of potential
transactions that could be considered suspicious.

596. Furthermore, there is also a general obligatioabtished by Article 6(4) of the AML/CFT Law
for reporting entities to submit a report to the EMn a suspicious transaction regardless of whetleer
grounds for suspicion are detailed in the AML/CFaw, the Guidance on Suspicious Transaction
Criteria or the reporting entities’ own internajjéé acts.

597. Article 6(2) of the AML/CFT Law states that if theers a suspicion that the business transaction
or relationship involves funds or other assetschvlaire either linked to or for the intended usedoxorist
organizations or individual terrorists, a suspisittansaction report is to be submitted.

598. As detailed in Recommendation 26 else in this egbe FMC serves as a national centre for
receiving, analyzing and disseminating discloswkeS&TR and other relevant information concerning
suspected ML or TF activities. Among the variousclions performed by the FMC, Article 10 of the
AML/CFT law specifically indicates the receipt @fports from reporting entities.

599. STRs and TTRs can be lodged electronically overeeure platform or in hard copy. The
businesses interviewed advised that they have guarpass code that allows access to the electronic
lodgment platform. Supporting documentation thay tma required is supplied in hard copy.

600. The rules on the submission of STRs as well asriiiedatory content of an STRs, as discussed
in Recommendation 26 of this report, are pursuadtrticle 7 of the AML/CFT law Decision No. 231-N,
dated July 31, 2008 issued the CBA Board has addptelatest version of the form for reporting STR,
TTR, or a suspensions of a transaction for userantial institutions, which also includes “Guiadels

for filling out and transmitting the forms” and thieneframe for the transmission. The AML/CFT law
(Article 6(1)) establishes that, in case a suspgidransaction is detected a report should be
“immediately” filed to the Authorized Body (=FMCJhe Guidelines specified timeframe indicates that a
TTR should be submitted to the FMC within three kitog days of concluding the transaction, whereas in
the case of an STR should be submitted within &émeesworking day or, if it is not possible (thessasa
are indicated by the Guidelines), before noon efftllowing working day.

601. With regard to TF, the FMC has not issued any forguédance to reporting entities and other

persons or entities that may be holding targetewiduor other assets concerning their obligations in
taking freezing actions pursuant to Article 25 bé tAML/CFT Law. The guidelines on suspicious

transactions do not contain specific typologieatesl to TF.
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602. The STRs received by the FMC are detailed in th@etdelow. The numbers of STRs are
considered low, especially in comparison to the loeinof reports received by the FMC for TTRs.

Reports filed to the FMC in  Reports filed to the FMC in | Reports filed to the FMC in
2006 2007

2008
3 Above- Above- Above-
Reporting threshold Suspicious threshold Suspicious | threshold
entities . . ; . ;
Transactions transaction | Transactions | transaction | Transactions
Reports Reports Reports Reports

Suspicious
transaction
Reports Reports
Banks 52,006 27 74,090 27 89,588 36
Credit
organizations 112 ) 382 ) 498
Persons
engaged in
foreign - - 1
currency
trading
Persons
engaged in
dealer-broker
foreign 386 - 269 - 71
currency
trading
Licensed
persons
providing cash - -
(money)
transfers
Persons
rendering
investment
services in
accordance
with the 739 - 976 - 250
Republic of
Armenia Law
on Securities
Market
Central
depositary for
regulated
market
securities in
accordance - -
with the
Republic of
Armenia Law
on Securities
Market
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Insurance

(including
reinsurance)

companies

16

69

167

Insurance
(including
reinsurance)
brokers

Pawnshop

Realtors (real
estate agents)

Notaries

148

1,546

1,232

Attorneys, as
well as
independent
lawyers and
firms
providing legal
services

Independent
auditors and
auditing firms

Independent
accountants
and accounting
firms

Dealers in
precious
metals

Dealers in
precious
stones

Dealers in
artworks

Organizers of
auctions

Persons and
casinos

organizing

prize games

Persons
organizing
lotteries

Persons
organizing
internet prize
games

Trust and
company
service
providers
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Credit bureaus - - - - - -
The
Authorized
Body
responsible for| 390
maintaining
the integrated
state cadastre
of real estate
The state body
performing
registration of
legal persons
(the State
Registry)
Charity
organizations

Total 53,408 27 77,730 27 93,357 37

- 1,546 -

1 - 5 - 5 -

STRs Related to Terrorism and its Financing (c. 13):

603. The definition of a suspicion transaction or relaship, pursuant to Article 3(12) of the
AML/CFT Law encompasses suspicions that the asddtse transaction or relationship, funds or other
assets are linked to, or for the intended usegrobtism financing. The obligations to submit apscisus
transaction report pursuant to Article 5(1.3) af /AML/CFT Law are not limited to ML and Article 6(2

of the same law further states that a businesgiaeship or transaction should be recognized as
suspicious, if it is suspected or there are sw@fitigrounds to suspect that the business relairsh
transaction involved funds or other assets, whioh linked to or intended for use by terrorist
organizations or individual terrorists for the posp of terrorism.

No Reporting Threshold for STRs (c. 13.3):

604. The obligation to report suspicious transactiomgréless of the amount is pursuant to Article 5,
paragraph 1.3 of the AML/CFT Law. Article 6(1) dfiet AML/CFT Law further clarifies that the
suspicion is relevant to attempted business reiglhiip or transactions as well.

605. The CBA has the power to release reporting entfti@s the obligations to report, pursuant to
Article 5(5) of the AML/CFT Law; however the releasf reporting obligations applies only to TTRs.

Making of ML and TF STRs Regardless of Possible InMlvement of Tax Matters (c. 13.4, c. IV.2):

606. No reporting restrictions are contained within thew and Regulations on the grounds that
transactions might also involve tax matters. Taas@n is included as a predicate offense for ML as
discussed on section 2 of this report.

Additional Element - Reporting of All Criminal Acts (c. 13.5):

607. Financial institutions are required to report sagpis that the assets involved in transaction are
proceeds of crime, pursuant to the definition afgcious transactions or business relationshipsyaunt
to Article 5(12) of the AML/CFT Law.
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Analysis of effectiveness

608. Financial institutions in Armenia are subject te thbligations to report suspicious transactions to
the FMC. Meetings with financial institutions visit during the mission revealed for the most paxded
understanding of the obligation to report and @& ¢hiteria that constitutes a suspicious transacts
provided in the law and regulations. The officiitem these institutions also indicated that the FNKS
provided training in this topic and typologies ffurther reference to identify potential suspicious
transactions. In spite of this, the number of stieps transactions report (STR) is very low (27 STR
were reported for 2007 and 37 STRs reported foB20@ll reported by banks, compared to 77,730 and
93,357 transactions exceeding the establishednibidss were reported for 2007 and 2008, respecbively
considering that Armenia has predominantly a casinemy and based on the authorities comments, a
“shadow economy”. This low level of reporting coldé attributed in part to the lack of frequent and
going supervision by the CBA. With respect to réipgrtransactions linked to TF, without exceptitre
authorities referred to the UN list of individuadad entities associated by individuals, that isilalke
through the FMC website. There were few institusitimat did not have the list available and othérere

the list was dated. So far there has not been gesmatch with the lists of the UN Security Council
Resolutions within the financial institutions. Withe exception of banks, most institutions were not
aware of the obligation to report all transactioimgluding attempted ones and those suspicious with
respect to tax matters. Although training has h@ewided by the FMC, additional training is needed
ensure that all institutions are aware of and fatynply with the STR reporting obligations.

Protection for Making STRs (c. 14.1):

609. The legal provision for protection pursuant to &ldi 27 of the AML/CFT Law provides that
reporting entities or their employees (includingnagers, directors and officers) shall not be suhjec
criminal, administrative, civil or other respondiyi for duly performing their duties as stipulatedthe
law including the reporting suspicions and supgyiimformation to the FMC under the obligations fué t
AML/CFT Law.

Prohibition Against Tipping-Off (c. 14.2):

610. The prohibition for tipping off is pursuant to Aaté 5, paragraph 4 of the AML/CFT Law where
reporting entities, their employees, and represeataare prohibited from informing the person dmom

a report or other information has been submittethéoFMC, as well as other persons, about thedfact
submitting such report or information.

Additional Element—Confidentiality of Reporting Staff (c. 14.3):

611. Pursuant to Article 12 of the AML/CFT Law, the FME€prohibited from disclosing, facilitating
disclosure or otherwise providing any informatidrttte person reporting, or someone who participated
in the reporting, a suspicious transaction to thCF

Analysis of effectiveness:

612. Officials of financial institutions visited were awe of the obligations imposed by law with
respect to confidentiality of the information andt rdisclosing to the customer if a STR had been
prepared and submitted to the FMC, even thosesthédr have not yet reported were able to artieudat
response. Officials were also aware of the pratacthat the law provides for such reporting. Bank
officials indicated that to date, no names or peataletails of their employees or compliance office
have been made public in relation to a STR. AltilnBons were also aware to the fact that the CBA
could impose sanctions for disclosing STR inforoati
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Consideration of Reporting of Currency TransactionsAbove a Threshold (c. 19.1):

613. In addition to the obligations for reporting suspis transactions or relationship, there is a
transaction threshold reporting requirement fororépg entities. The reporting obligation pursuamt
Article 5(1) of the AML/CFT Law establishes thapogting entities are required to file a report witlie
FMC on any of the following transactions:

. Transactions above the threshold of 20 million drdequivalent to USD52,000 as of the date of
the assessment), excluding real estate transagteons

. Transactions related to real estate above thehibieksf 50 million drams (equivalent to
USD130,000).

614. Certain provisos apply in relation to transactieparting wherein dealers in precious metals or
stones, dealers in artworks, organizers of auctitnist and company service providers, independent
lawyers and accountants, accounting firms and fipnawviding legal services are not required to repor

transactions exceeding the thresholds until thabéshment of the licensing requirements for these
activities and professions are embedded in lansyant to Article 29 of the AML/CFT Law.

615. The Real Estate State Cadastre Committee undertidieegransaction threshold reporting
requirements, in lieu of real estate agents, putsieeArticle 5, paragraph 5 of the AML/CFT Law whi
permits the FMC to release a reporting entity frim@ obligation to report threshold transactionse Th
release of threshold reporting obligations by esdate agents was by the Decision of the CBA Board
January 27, 2009 for the purposes of relieving tlabministration on the same transaction.

616. The transaction threshold reporting obligation does differentiate between cash or non-cash
transactions and assessors were advised by indbstryhey do not apply a differentiation and ttiet
threshold reporting requirements apply regardless.

617. The information contained within the TTR and sulbedtto the FMC is captured within a central
electronic database maintained by the FMC. Howdwem the statistics provided by the FMC it appears
that very little, if none, of the information reged on above-threshold transactions have geneaatade
which was then subsequently disseminated to laareament for investigation.

Additional Element—Computerized Database for Currercy Transactions Above a Threshold and
Access by Competent Authorities (c. 19.2):

618. Pursuant to Chapter 2 of the Statute of the FMGQhef CBA, the FMC has established a
centralized database for information inflow andflowt, related documents, requests and reports. Such
database is to allow for the development of algarg of information validation, trends analysis,
identification of techniques and the study of tyygés on ML and TF cases. Detailed guidance on the
input, processing and analysis of such informat®rcontained in the FMC Guidance on Internal
Business Processes.

619. The Manual on Internal Procedures of the FMC of@BA FMC Guidance on Internal Business
Processes sets forth the extraction of collatearinétion and includes the provision that the infation

may be disseminated to competent authorities sadava enforcement agencies regarding the results of
analysis.
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Additional Element—Proper Use of Reports of Curreng Transactions Above a Threshold (c. 19.3):

620. The centralized database referenced in criterio, ¥ the central reciprocal storage facility for
information on threshold transactions, is operateder strict conditions and safeguards as set fiortine
(FMC Guidance on Internal Business Processes).

Analysis of effectiveness:

621. Financial institutions in Armenia comply with theporting obligation with respect to all
transactions that exceed the established thresheldsquired by law. These reports are sent t&-khe.
Meetings with officials from these institutions eated a thorough understanding of the requiremeaht a
where to report. It is apparent that financial itnsibns concentrate their efforts in complying hwvihis
requirement, given that some have been sanctianadbreporting or for late reporting. Once again,
within the financial sector, banks are the ondadilthe most transaction reports, followed by dredi
organizations and securities firms. However, githe very low number of reports on suspicious
transactions, it appears that financial institsiare overly focusing on the reporting of transagti
above the threshold, which is detrimental to thiect®n of suspicious transactions and may haniper t
effectiveness of the reporting obligation.

Feedback and Guidelines for Financial Institutionswith respect to STR and other reporting (c.
25.2) [Note: guidelines with respect other aspectd compliance are analyzed in Section 3.10]:

Feedback to Financial Institutions with respect t&STR and other reporting (c. 25.2):

622. In relation to feedback from the Authorized Bodyrguant to Article 10, paragraph 1(13) of the
AML/CFT Law, the Authorized Body is obliged to rdgtly provide feedback to reporting entities on the
reports filed by them. This is done verbally orvimiting. In particular the FMC acknowledges the
reception of the reports by sending an acknowleagmaeeipt to reporting entities.

623. The FMC has issued guidance on Risk-Based Apprfmcfinancial institutions, on Suspicious
Transaction Criteria and on Typologies. Additiopalthe CBA has issued guidance to financial
institutions under Decision No. 1/886a of Septente2008 on the criteria for suspicious transation
and also under Decision No. 1/913a of Septembe208, where it provides guidance typologies of ML,
but not specifically on TF. There are no typolodies DNFBPs. The FMC has not issued any formal
guidance to reporting entities and other personentities that may be holding targeted funds oeoth
assets concerning their obligations in taking fiegactions pursuant to Article 25 AML/CFT Law or
specific typologies for TF.

3.7.2. Recommendations and Comments

. The authorities are recommended to provide addititaining to reporting entities to ensure that
staff is knowledgeable about the obligations impldsg law. Training should specifically cover
detection and reporting of suspicious transactamsshould consider typologies and trends
(differentiated along the types of activities, aspky for DNFBPS);

. The authorities should provide guidance on thezfrgpobligations and on TF-related typologies.
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3.7.3. Compliance with Recommendations 13, 14, 1825 (criteria 25.2), and Special
Recommendation IV

Rating Summary of factors underlying rating
R.13 LC Low level of suspicious transaction reports by Fls
R.14 C
R.19 C
R.25 C
SR.IV LC Lack of guidance hampers the effective implemeoratif the reporting
obligation.

I nternal controls and other measures

3.8. Internal Controls, Compliance, Audit and Foregn Branches (R.15 & 22)
3.8.1. Description and Analysis

Legal Framework: AML/CFT Law and Regulation on AMIFT Related Minimal Requirements.

624. The requirements for financial institutions to degepolicies and controls, screening, training

and audit are regulated by the AML/CFT Law (in pautr Article 22, which establishes the obligation

for reporting entities to have in place an interr@hpliance unit or an employee dealing with préeen

of money laundering and terrorism financing, origisghis function to respective persons engaged in
such professional activities (hereinafter: the rima compliance unit) and by “Regulation on Minimal

Requirements Stipulated for the Financial Instiasi in the Field of Combating Money Laundering and
Terrorist Financing (in particular Chapter 3), isduoy the Board of the CBA on September 9, 2009,
(hereinafter “Regulation on Minimal Requirementsihich was adopted pursuant to Article 11 of the
AML/CFT Law (“Normative Legal Acts and Guidelinesiépted by Authorized Body”).

625. The provision of Article 11 above requires the Aurthed Body - the CBA, to adopt normative
legal acts and guidelines for reporting entitiasprider to establish minimal requirements, intex, an:

. the functions of the management bodies of finarogtltutions, including the internal
compliance unit, and the rules for performing sfustctions in the field of combating ML and TF;

. minimal rules for the audit of financial institutis’ activities in the field of ML and TF; and

. minimal rules for the selection, training and gfiedition of competent staff of financial
institutions in the field of ML and TF.

626. In addition to these minimal requirements, reportmtities, pursuant to Article 21, paragraph 1
of the AML/CFT Law, are required to have in plaogernal legal acts aimed at preventing ML and TF.
These internal acts should lay down, inter alia:
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. Internal audit; internal compliance unit; and reting, training, and professional development of
the staff of the internal compliance unit or otherployees charged with functions relevant to
AML/CFT (such as CDD or reporting of suspiciousgactions).

Establish and Maintain Internal Controls to PreventML and TF (c. 15.1, 15.1.1 & 15.1.2):
15.1

627. Furthermore, paragraph 2 of Article 21 of the AME/C Law requires reporting entities to
provide a copy of each internal legal act to thehatized Body within one week after their approw,
well as after making amendments and changes to. thiém Authorized Body also has the power to
require reporting entities to make the necessaapg@bs and amendments to their internal legal acts.

628. As mentioned above, Article 21 of the AML/CFT laequires financial institutions to have in
place legal acts (either in the form of policy,euprocedure, instruction or regulation) aimedha t
prevention of ML and TF. Article 4 of the Regulation Minimal Requirements vests in the Board of a
financial institution and in the executive body tiesponsibility to establish an effective interagstem

of ML/TF prevention, and ensure its current adiatand supervision; Article 8(1) of the Regulataiso
states that the Board should, inter alia, “stiputhe policy of the financial institution to comidaL/TF”,
whereas Article 9(2) vests the executive body ef sponsibility to “ensure the implementation foe t
policy of combating ML/TF. Although there is notspecific reference in these provisions that these
procedures, policies and controls should cover Cidaprd retention, the detection on unusual and
suspicious transactions and the reporting obligatinese areas are specifically addressed by other
provisions of the Regulation on Minimal Requirenseamd the AML/CFT law.

15.1.1

629. Reporting entities are required, under Article g&agraph 1 of the AML/CFT Law to establish
an internal compliance unit or designate an em@dygedeal with the prevention of ML and TF, or gasi
this function to individuals engaged in such prefesal activities, which implies individuals thatanot
employees of a financial institution. The “intercampliance unit” is defined under Article 3, paigah

22 of the law as “a division or employee of a ficiah institution, or a professional performing the
function of preventing ML and TF.” Article 22, pagraph 5 of the Law further requires reporting it

to designate the internal compliance unit at th@osemanagement level and be independent. In the
context of Armenia, only an employee of the finahdnstitution could be designated at the senior
management level.

15.1.2

630. With regard to timely access on minimal requirerseot the AML/CFT compliance unit to
customer identification data and other CDD inform@t transaction records, and other relevant
information, Article 15 of the Regulation providist the internal monitoring body (“internal congpice
unit”) should have direct access to all documemtslding credit files, working documents, contsct
etc.) concerning the customer’s accounts and tciogsa. Under this Article, the internal monitoring
body is also entitled to require clarificationsrfrany staff member or other sub-divisions on bissine
relationships (transactions), customer, authortzedies, as well as real beneficiaries. In practicere
are no legal restrictions on access to informataod meetings with financial institutions visited
confirmed that none exist. Although there are nplieit/direct provisions in the regulations addigags
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the aspects of the timely access to all necesdaty iGformation, transactions records, and othexvaht
information, the authorities indicated that the @apt of direct access includes the element of timass.

Independent Audit of Internal Controls to Prevent ML and TF (c. 15.2):

631. The obligation for financial institutions to maimtaan adequately resourced and independent
audit function to test compliance is partially asiled by Article 23, paragraph 1 of the AML/CFT Law
Under this Article, reporting entities are requitedconduct internal audit in cases and at theuaqy
established by the normative legal acts of the éutled Body in order to check the proper perfornganc
of the duties stipulated by the Law. Article 23dsmplemented by Article 50, Chapter 11 of the
Regulation on Minimal Requirements, which requitesinternal audit to perform an audit at leasteoac
year to make sure that the executive body andntieenal compliance unit ensure the full compliante
the financial institution with the requirementgsiated by the Law, the regulation and other legé#d, as
well as the internal legal acts.

632. This Article goes further to indicate that when thaction of combating money laundering and
terrorism financing (that is, the internal comptarunit) is assigned to the internal audit divisborstaff
member, then the audit should be performed by tuy ksomeone other that the internal auditor) and i
the order established by the internal legal actheffinancial institution. Furthermore, the int@raudit

is also required, under Article 51 of the Regulatim Minimal Requirements to submit to the Board an
executive body reports about its evaluations asdlagures, including its conclusions about releganc
and efficiency of staff training in the field of mtating ML/TF.

633. Article 23, paragraph 2 of the AML/CFT Law furthexquires reporting entities to order their
external auditor to check the extent of implemeaotaand effectiveness of legislation on combating M
and TF. Although not clearly stated, it seems toirbplied that reporting entities maintain an audit
function. The authorities indicated that the oltiigga for financial institutions to establish thedmal
audit function is contained in the Law on BankiAgticle 21, paragraph 1(c), where the responsibdit
the Board of the financial institution is to establstandards of internal control, including théeinal
audit function.

Ongoing Employee Training on AML/CFT Matters (c. 153):

634. Article 10, paragraph 7 of the AML/CFT Law establis the responsibility on the Authorized
Body to adopt legal acts, approve guidelines, amdnplgate typologies, in cooperation with reporting
entities, supervisory and other bodies and orgéiniza Article 11, paragraph 10 of the same laviesta
that the normative legal act adopted by the AutentiBody should establish the minimal rules for
training in the field of ML and TF. Then, the Imtei legal acts, under Article 21, paragraph 1(7dhef
AML/CFT Law, require reporting entities to estahligequirements for recruiting, training, and
professional development of the staff of the irdércompliance unit or other employees charged with
functions stipulated by this Law, legal acts, adl &we with regard to the risks and typologies of ldihd
TF. Furthermore, Chapter 12, Article 78 of the AIGET Regulations on Minimal Requirements requires
reporting entities to regularly organize trainifigsall the staff dealing with AML/CFT. Also in thevent

of employing new personnel, a training on AML/CFSBues should be organized within the first three
months of employment.

635. Article 80 of the same Regulations states thafitiacial institution should stipulate training for
the Board members, executive body personnel, iatenonitoring body personnel, customer service and
audit department personnel. This training of thpsesonnel should ensure that they have appropriate
knowledge about the requirements and proceduresofobating ML and TF, in particular: i) about high
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and low risk criteria; criteria for suspicious tsaction identification and reporting or business
relationships, including the typologies of the sosus transactions provided by the Authorized body
guidelines; and ii) about the legislation of thepRlalic of Armenia, the provisions of this Regulatiand
internal legal acts (which include the requiremefuts customer identification and due diligence as
required by Article 21 of the AML/CFT Law) on conibey ML and TF. Lastly, Article 81 of the
Regulation on Minimal Requirements requires thattthining courses of the financial institutionk o
their materials, as well as the names and sigrairé¢he persons that took part in them be regidter
separately and kept for at least 5 years.

Employee Screening Procedures (c. 15.4):

636. Article 22 of the AML/CFT Law addresses the intdroampliance unit of reporting entities.
Paragraph 2 of this Article states that “the stdiffhe internal compliance unit shall pass quadiiicn in

the manner and based on the professional relevenitegia established by the Authorized Body”. In
addition, Chapter 12 of the Regulation provides thimimal rules for the selection, training and
gualification of the competent staff in the fiell AML/CFT. However, the requirements established by
Law and Regulations focus mainly on the staff @f ititernal compliance unit and on other staff thay

be vested with AML/CFT responsibilities; it is reoigeneral requirement to have screening procedures
place to ensure high standards when hiring/reaguiéill employees. As such, the current requirements
fall short with respect to this criterion.

Analysis of effectiveness:

637. Financial institutions are required, by their imt@rlegal acts to establish and maintain internal
policies, rules, procedures, instructions or refjta to prevent ML and TF. The same internal legas
require the designation and appointment of an rialecompliance unit or compliance officer at the
management level; conduct internal audit at lease@ year, and provide training to employees. g iser
also a direct requirement for financial institusai® order an independent external auditor to etalthe
institution’s level of compliance with the law.

638. In practice, the internal legal acts developedahopted by financial institutions are for the most
part copies of the AML/CFT Law and the RegulationMinimal Requirements and do not incorporate
risk factors, the size of their institutions, tr@mplexity of their operations, the clients, produservices,
and geographical locations served. With respecedtablishing appropriate compliance management
arrangements, banks visited had established amatteompliance unit and/or appointed a compliance
officer at the management level. However, in otfieancial institutions, like credit organizations,
securities firms, insurance companies, money remittand exchange bureaus, due to their size and
resources available, the compliance managememgamgents and compliance officer positions were
shared responsibilities for both, day-to-day openst and AML/CFT compliance. In some of these
institutions, the head of the internal audit depearit, the Chief-Executive Officer, or the operasion
manager had been appointed as the complianceroffice

639. Based on visits conducted, financial institutionsoétly banks) with adequate resources both
financial and human had established separate ait@wmpliance and internal audit units. Resource
constrained institutions applied the requiremeftaracle 50 of the Regulation on minimal requirnten
and assigned to the internal auditor the functionternal compliance unit. This compliance arranget
was confirmed in at least two non-bank financiatittions visited; however, none of these ingtios
had taken the necessary measures to ensure thatividual conducting the audit (in lieu of theemal
auditor) to test compliance with the law, regulasipand internal legal acts remained independesit, w
resourced, qualified and had received adequatangaio take over such auditing responsibilities.
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640. In the area of training, banks visited had adomed established formal training programs
addressing AML/CFT matters. However, other finahamstitutions, again, because of their size and
limited resources did not have in place formalgérent nor ongoing training programs for employees.
The majority of the training received by finandiadtitutions was provided by the FMC in responsthto
new AML/CFT Law. Additional training is also need&d the area of identification and analysis of
unusual transactions in line with the requirement.11.

641. Based on copies of examination reports providethbyauthorities, the assessors determined that
the CBA supervisors had identified numerous andhiia@nt shortcomings within banks, credit
organizations, and insurance companies includiagk lof or inadequate compliance management
arrangements and inadequate internal control sgstemluding issues with lack of independence of
compliance officer and internal audit. Based ors¢heesults, as documented in the examination port
the assessors call into question the overall éffeaess of financial institutions adequately impbgrting

the obligations established by the AML/CFT law amgyulations related to the requirements of this
recommendation.

642. Finally, there is no direct requirement for finaaldnstitutions to establish screening procedures
to ensure high standards when hiring employeegradtice, some institutions conducted background
checks on potential employees, but this practice med consistent through the institutions visited.

Additional Element—Independence of Compliance Offier (c. 15.5):

643. The AML/CFT Law provides under Article 22, paragnap that the internal compliance unit
should be independent and should have a statusnidrsmanagement of the reporting entity. Senior
management is defined under Article 3, paragrapbfiBe Law as “a body or employee of the reporting
entity entitled to make decisions on behalf of tygorting entity on issues related to preventing afid
TF, or to participate in making such decisionstide 22 further provides that the internal comptia
unit should be entitled to report directly to iengr management (for example in the case of bartks
the board of directors) about the problems takilagegat the reporting entity with respect to AML/ICF

Application of AML/CFT Measures to Foreign Branches& Subsidiaries (c. 22.1, 22.1.1 & 22.1.2):

644. Reporting entities are required, under Article g@ragraph 3 of the AML/CFT Law, to instruct
their branches and representative offices locatddreign states or territories (including in thates or
territories where the international standard on AGIET are not or are insufficiently applied) to aptiie
requirements of the AML/CFT Law and other legalsaatiopted on the basis of it if the requirements
envisaged therein are stricter than the norms ksfteld by the host countries.

Requirement to Inform Home Country Supervisor if Fareign Branches & Subsidiaries are Unable
Implement AML/CFT Measures (c. 22.2):

645. Also under Article 19, paragraph 3, the branchepresentative office is required to notify the
reporting entity, and the reporting entity is reqdito notify the Authorized Body (=CBA) when tlaas
and other legal acts of the country of locatiom difranch or representative office prohibit or domake

it possible to apply the requirements of the AMLICIEaw or other legal acts adopted on the basis®f t
Law.

Analysis of effectiveness:

646. As of the mission dates there were no brancheslmidiaries of Armenian financial institutions
operating abroad.
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Additional Element—Consistency of CDD Measures at dup Level (c. 22.3):

647.

The authorities indicated that the Armenian legista does not define the concept of

financial groups.

3.8.2.

648.

Recommendations and Comments

The authorities are recommended to establish,vinda regulation, requirements for financial

institutions to:

Ensure that financial institutions establish andnteén internal procedures, policies, and controls
having regard to the risk of ML and TF and the sizéhe business;

Amend the regulations to introduce an explicit divdct provision highlighting the ability of the
internal compliance unit/designated complianceceffito have access in a timely manner to all
necessary CDD information, transactions records aginer relevant information;

Put in place formal procedures to screen all &afinancial institutions, particularly for staffi i
areas that are relevant to AML/CFT. These formatedures should be aimed at ensuring high
standards when hiring/recruiting employees;

Ensure financial institutions maintain and indeparnidind adequately resourced internal audit
function, particularly when audit is assigned/dateg to staff other that the internal auditor;

Provide additional training to staff in all aspectsAML/CFT, and particularly with respect to the
requirements of R.11;

Ensure that financial institutions are effectivishplementing the requirements of the AML/CFT
and implementing regulations.

3.8.3. Compliance with Recommendations 15 & 22

Rating Summary of factors underlying rating

R.15 PC . Internal legal acts (internal procedures, polica®] controls) are

inadequate as they do not consider the risk of MdL BF and the size of
the business.

. Lack of screening procedures for hiring employeéser than the staff of
the internal compliance unit.

. Lack of measures in place for financial instituBdo maintain an
adequately resourced and independent audit fungiaticularly when the
internal auditor is delegated/designated as theptiante officer/internal
compliance unit.

. Insufficient training provided by financial institans to staff hampers
effectiveness of implementation and compliance wétduirements.

. Low level of implementation of obligations of théVA/CFT Law and
regulations by financial institutions.

R.22 C
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3.9. Shell Banks (R.18)
3.9.1. Description and Analysis

Prohibition of Establishment Shell Banks (c. 18.1):

649. Article 17, paragraph 3 of the AML/CFT Law expllgitprohibits the establishment of shell
banks in the Republic of Armenia. Article 3(30)tbe AML/CFT law defines a shell bank as “a bank
which, while being registered in a state, doeshaye an actual place of presence and activity én th
territory of that state and is unaffiliated withhet operating financial institutions”. However ttedéerence

to “unaffiliated operating financial institution’ogs not conform to the FATF requirement, which nefe
to “unaffiliated with aregulated financial services group that is subject dffective consolidated
supervisior'. According to the Armenian definition, it woulceliherefore sufficient for a bank not to be
considered as a shell bank, if affiliated outsidesgulated services group or in the lack of effecti
consolidated supervision.

Prohibition of Correspondent Banking with Shell Barks (c. 18.2) and Requirement to Satisfy
Respondent Financial Institutions Prohibit of Use bAccounts by Shell Banks (c. 18.3):

650. Article 15, paragraph 10 of the AML/CFT Law requireanks to establish through their internal
legal acts rules for opening and maintaining cgmeslent accounts of foreign banks, including rites
ensure that banks do not establish correspondkatioreships with shell banks or with banks thabwll
shell banks to use their accounts.

Analysis of effectiveness:

The banks, as well as the CBA supervision depattineicated that there are no shell banks operating
Armenia.

3.9.2. Recommendations and Comments
. Clarify the definition of “shell bank” in a way thes consistent with the FATF standard.

3.9.3. Compliance with Recommendation 18

Rating Summary of factors underlying rating

R.18 LC «  The definition of “shell bank” in the Armenian Istation does not comply
with the FATF standard.

Regulation, supervision, guidance, monitoring and sanctions

3.10. The Supervisory and Oversight System—CompeteAuthorities and SROs. Role,
Functions, Duties, and Powers (Including SanctiongR. 23, 29, 17 & 25)

3.10.1. Description and Analysis

651. Legal FrameworkAML/CFT Law; Law on Currency Control, Law on Renaitice Systems, Law
on Pawnshops, Law on Banking, Law on Credit Orgstions, Law on Securities Market, Law on
Insurance, Regulation 3/01, Regulation 4/01, Remuid 0, Regulation 12, Regulation 13.

148



Regulation and Supervision of Financial Institutiors (c. 23.1):

652. Article 3, paragraph 4 of the AML/CFT covers alltbg financial sector institutions listed in the
FATF Recommendations Glossary. All of these inBons are subject to regulation and supervision by
the CBA for both prudential and AML/CFT obligationEhe legal and regulatory framework requires
financial institutions to prevent, detect and réuspicious transactions. Under Article 10, paapr9,
the CBA has statutory responsibility for the supon over financial institutions. The CBA is also
empowered under Article 5 of the CBA Law to arraagel regulate combating legalization of criminal
proceeds and financing of terrorism.

653. The CBA is the sole competent supervisory authdatybanks, credit organizations, insurance
companies, securities firms, foreign exchange luseaoney remitters, and pawnshops. As of the
mission date, there were 446 financial institutioegulated and supervised by the CBA. Supervisfon o
all these institutions is the responsibility of ffi@eancial Supervision Department of the CBA.

Designation of Competent Authority (c. 23.2):

654. As indicated above, the CBA is the competent aitgheith delegated responsibility for ensuring
that financial institutions adequately comply withe requirements to combat money laundering and
terrorist financing. Article 5 of the CBA Law empevs the CBA to license banks, as well as other
entities, and regulate and supervise their aawitiArticle 20 of the CBA Law also gives extensive
powers to the Board of the Central Bank to amohegrstadopt the normative acts of the CBA (paragraph
e).

655. The CBA is responsible for the supervision of tledofving financial institutions (reporting
entities).

Financial Institution Number
Banks 22
Credit Organizations 25
Dealers-brokers in foreign currency 2
Dealers in foreign currency (Exchange offices) 288
Money transfer services (money remitters) 11
Securities/Investment firms 10
Central Depository 1
Insurance & re-insurance companies 11
Insurance intermediaries 5
Pawnshops 71
Total: 446

656. In the case of AML/CFT, these include the normategal acts listed under Article 11 of the
AML/CFT which establish the minimal legal requiram® and rules. The CBA'’s inspection powers are
described under Chapter 5, Article 39 of the CBAvL@hese powers extend to conducting inspections of
compliance of financial institutions with respeatthe obligations imposed by the AML/CFT law and th
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Regulation on Minimal Requirements. Subsections Asficle 39 include some of the following
components:

» Supervision and Inspections, carried out by thetit@eBank;
» Terms of inspections;

» Obligations of the supervised entity;

* Responsibility of the Central Bank;

* Rights and liabilities of the inspection team;

» Scope of inspections and follow-up;

* Inspections of branches of the supervised Entity.

Fit and Proper Criteria and Prevention of Criminals from Controlling Institutions (c. 23.3 &
23.3.1):

657. The sector specific laws provide the licensing nexuents for their respective institutions as
follows:

Sector Legislation Prohibition to Licensing requirements

carryout activity with

a license issued by the

CBA

Law on Banking Article 4, paragraph 2 Chapter 3:

Article 23. Banking License

Article 24. Stages of Licensing

Article 25. Documents to be Submitted for
Preliminary Consent to Licensing

Article 26. Preliminary Consent to Licensing

Article 27. Registration of Banks and of
Branches of Foreign Banks

Article 28. Registration of a Branch and of a

Representation

Article 29. Essential Conditions for Licensin

Article 30. Payments Related to Registratio
and Licensing

Article 31. Registry of Banks

Article 32. Voiding the License, Legal
Consequences

Article 33. Registration of Amendments

Article 34. Voiding of Registration

Regulation 41, Article 5 — CBA Law Article 38. License to the imsince business

Chapter 4 and Law on Article 39. Scope of activity license

Insurance Article 40. Company registration and
licensing

Article 41. Decision on registration and
licensing

= o)
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Article 42. Grounds for refusal to application
for registration and licensing

Law on Credit Article 5, paragraph 1 | Article 5. State Registratamd Licensing of
Organizations Credit Organizations; Registration
of Legal Entities Engaged in Crediting
Activities
Law on Securities Article 33, paragraph 1  Article 33 License for Hstan of
Market Investment Services

Article 34. Scope of the License

Article 35. Provision of Investment Services
by the Banks and Credit Organizations

Article 36. Registration and Licensing of the
Investment firm

Article 37. Decision on Registration and
Licensing

Article 38. Bases for Rejecting the
Registration and Licensing Application

Foreign Exchange - | Chapter 1, paragraph 1  Chapter 2. Licensing foreigiange

Regulation 10 purchase and sale operations

“Fit and Proper” Requirements:
Law on Banking

658. Article 22 of the Law on Banking addresses the iregoents for managers of banks and their
gualification assessment. The Article defines maragf the bank as: the chairman of the board @f th
bank, his (her) deputy and members of the boare;give director, his (her) deputies, chief accaont
and his (her) deputy, head of internal audit, memsibé&the internal audit, members of bank’s direstie,

as well as heads of territorial and structural stibidns of the bank (heads of department, divisionit),

as well as employees of the departments havinlgeinvell-reasoned opinion of the CBA direct linkhe
main activities of the bank, or operating under diate supervision of its executive director, ovihg
any influence on decision-making process in theagarg bodies of the bank, when satisfying the Kddte
determined by the CBA.

659. The parties mentioned above cannot be bank man#igers

. they have criminal record for deliberately comedttrime;

. are deprived by court of the right to hold positian financial, banking, tax, customs,
commercial, economic, law areas;

. are recognized as bankrupt and have outstandirigrfiven) liabilities;

. their qualification and professional integrity dot romply with the criteria determined by the
CBA;

. they committed actions in the past that accordiniipé guidelines established by the CBA and in

the opinion of the CBA give grounds to suspect thatgiven person as bank manager is not able
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to direct the relevant field of banking activity, lis action may cause the bankruptcy of the
bank, deterioration of the financial state or untiemg business reputation of the bank;

. are engaged in a criminal case as suspect, defeodaccused.

660. The CBA also has the right to determine the procedor assessing the qualification and the
criteria of their professional integrity. If goegrther to indicate that the chairman or the mendfghe
board of the bank cannot be at the same time timebmeof the executive body of the given bank oeoth
employee, as well as a member of board of anothek br credit organization, a member of executive
body or other employee, except for the case whemgitten bank or other bank or credit organizatimn a
related parties.

661. Likewise, the executive director of the bank, tleputy director, the chief accountant, members
of directorate, the head of internal audit andnigsmbers cannot be at the same time an executetalir

of another bank, his (her) deputy, a chief accauntamember of directorate, head of internal aodits
member.

Law on Insurance

662. Article 18 of the Law on Insurance establishes tiet Board of the CBA may reject the
application for a prior consent for acquisitionaoualifying holding in the statutory capital osurance
company, if:

. a natural person acquiring a qualifying holding baen convicted of a deliberately committed
crime which has not been quashed or expungedmdatgd by law;

. the party acquiring a qualifying holding has naiyed the legitimacy of the proceeds invested for
the acquisition of the holding;

. a natural person acquiring a qualifying holding besn declared as disabled or partially disabled
in the order stipulated by law;

. a natural person acquiring a qualifying holding basn, by a court judgment entered into force,
deprived of the right to assume an office in firahansurance, banking, tax, customs,
commercial, economic or legal areas;

. the party was declared bankrupt and has outstatidini(ities;

. the acquisition of a qualifying holding is aimed @t leads to, or may lead to, restriction of free
economic competition;

. the party acquiring a qualifying holding or the tges affiliated thereto have in the past acted in a
way that, according to the opinion of the Boardhef CBA, it gives grounds to believe that the
actions of the mentioned party as a member witbhd to vote during the decision making of the
highest management body of the insurance compaany Je&ad to the bankruptcy or deterioration
of the financial situation or compromise the busfand professional reputation of the insurance
company;
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. the shareholder acquiring a qualifying holdingtie statutory capital of insurance company as a
result of a transaction aimed at obtaining a gualif holding or the party affiliated thereto,
according to the opinion of the Board of the CBAgsd not have a sound financial position, or the
financial standing of the party acquiring a quatifyholding or the party affiliated thereto may
result in the deterioration of the financial sitoatof the insurance company, or the operations of
the party acquiring a qualifying holding in thetatary capital of the insurance company or the
party affiliated thereto or the nature of his relas with the insurance company, according to the
justified opinion of the Board of the CBA, may intjgethe exercise of efficient supervision by the
CBA or does not allow to identify or efficiently mage the risks of the insurance company;

. the documents were submitted with violations ofréguirements defined by prudential
regulations of the CBA or the documents or infoiiorasubmitted contain false or inaccurate
data, or the documents are incomplete.

663. Article 22 addresses the professional adequacygaatification of managers. Under this Article
the CBA establishes the criteria for the standdodsqualification and professional adequacy of the
managers of insurance and reinsurance companieglags insurance intermediaries, except for the
heads of structural subdivisions, as well as procedor testing the professional adequacy and
qualification. It also provides that the professibmdequacy and qualification of managers of the
Company may be examined at the CBA if such is pledifor under prudential regulations of the CBA.

664. With respect to fit and proper criteria for managehrticle 23 provides that a position of a
manager of a Company may be assumed by any conpetsion who:

1) meets the professional adequacy and qualidicaiandards defined by the CBA;
2) has not been quashed or expunged of crimicatdeprovided for by law;

3) has not been deprived of the right to assumefice in financial, insurance, banking, tax,
customs, commercial, economic, legal areas by & deaision;

4) has not been recognized bankrupt and has mstboding liabilities;

5) has not in the past acted in a way that, acagtd the opinion of the Board of the CBA, it give
grounds to believe that the given person, in hgacay of a manager of an insurance company,
cannot duly manage the relevant field of the attigiof the insurance company or his actions
may lead to the bankruptcy or deterioration offthancial situation of the insurance company or
compromise the professional and business reputdtereof;

6) is not engaged in a criminal case as a suspexaised or defendant.

665. It further states that the chairman or a membehetoard of company shall not simultaneously
be a member of the executive body or hold any gtbsition in the given insurance company, as well a
be a chairman or member of the board, a membeneokxecutive body or hold any other position in
another insurance company, except for the cases dth are parent and subsidiary companies.

666. Similar to the Law on Banking, the Law on Insurastates that the executive director, deputy
executive director, chief accountant, members ef ilanagement body, the head or the members of
internal audit group of company shall not simultauedy hold the same or other position in the given
company or another insurance company.

Law on Credit Organizations
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667. Article 9 of the Law on Credit Organizations addess the managers of Credit Organizations,
competences and qualifications. Paragraph 1 sthtss credit organization managers shall be the
chairman of the board of the credit organizatiovafld of directors or observers board) and its depod
board members, executive director and its depufnaging director and its deputy and members, chief
accountant, its deputy, audit committee chairmendeputy and audit committee members. Paragraph 2
further states that credit organization manageai bt be:

a) persons who have been already convicted oftanded crime;

b) persons who have been deprived by law of a tmhld positions in financial, banking, tax and
customs duty, commercial, economic and legal areas;

c) persons recognized as insolvent and have ufipaitities;

d) persons whose qualification or professiondlsskio not comply with professional competences
or eligibility criteria stated by the CBA;

e) persons who are arraigned for a crime as a sysgmeused or defendant;

f) persons who are by the laws of the RA recoghia®disabled or partially disabled.

668. Paragraph 3 covers qualification and professiotigibdity criteria for credit organizations
managers and procedures for testing, which shaukkkablished by the CBA.

Law on Securities

669. Article 58 addresses the requirements for manadérsler paragraph 1, managers of the
investment firm are the chairman and the memberth®fboard of directors (observers council), the
executive director and the members of the executivdy, the deputy executive director, the chief
accountant and the deputy chief accountant, thd hed members of the internal audit, as well as the
managers of regional and structural divisions. §razh 2 indicated that the following persons shatl

act as managers of investment firms:

1) Persons deemed incapacitated or partially dapataccordance with the procedure defined by the
law;

2) Persons who do not have the relevant profeakipmnalification as specified in Point 2 of Article
50 in this Law;

3) Persons who in pursuance of the court decisiendeprived of the right to hold position in

financial, economic and legal fields in cases wih@explicitly stated in the court decision;
4) Persons declared bankrupt or having outstantad) debts;

5) Persons engaged in past deed (activity oriwiggt which in the opinion of the CBA based on
the guidelines set forth by regulations of the @dritank, makes room to believe that the given
person, as a manager of the investment firm, igpgable to adequately manage the corresponding
field of the investment firm’s activity or his/hactions may lead to bankruptcy of the investment
firm or deterioration of its financial position destroy its authority and business reputation.

Foreign Exchange Bureaus

670. Chapter 3 of Regulation 43 establishes the quatifia criteria and assessment. It states that an
officer of exchange office shall hold a certificatieprofessional qualification issued by the Cdrigank,
which will be obtained once the following criteage met:
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a) knowledge of the currency laws and regulatidris® Republic of Armenia;
b) knowledge of currency operations he performs.

671. This chapter also covers the assessment for profiedsantegrity of the eligible parties which
shall be conducted by the Licensing and SuperviSiommittee of the CBA (hereinafter referred to as
‘the Committee’) by using a computerized test- baseethod. An examination in writing involves a
document of questions which is designed by the C&#d changes and amendments thereto shall be
approved by Chairman of the CBA. For participation an assessment for professional integrity,
applicants shall present the following documentieéoCBA:

a) an application for participation in assessniEatm 8);
b) a receipt of payment of state duty for paratipn in assessment;
c) information on the exchange officer (Form 4)¢a

d) the copy of passport.
Application of Prudential Regulations to AML/CFT (c. 23.4):

672. All financial institutions under the regulation asdpervision of the CBA are also subject to
prudential supervision. As such, these institutionsst maintain adequate risk management systems, an
effective internal control structure, adequate rékeeping systems and practices, and an independent
internal audit function to test compliance with thequirements imposed by sector specific laws,
regulations, as well as those imposed by the AMI/@Rd its implementing regulations. There is also a
requirement for annual external audits. There arnancial groups operating in Armenia.

Licensing or Registration of Value Transfer/Exchang Services (c. 23.5); Monitoring and
Supervision of Value Transfer/Exchange Services (23.6); Licensing and AML/CFT Supervision of
other Financial Institutions (c. 23.7):

673. Money remitters and foreign exchange bureaus aemdied, regulated, and supervised by the
CBA. As such, they are subject to all legal andit&iry obligations imposed by the CBA, includirg t
obligations contained in the AML/CFT Law and Regigia on Minimal Requirements. Additional
information is provided under SR.VI with respectiioney/value transfer services.

Analysis of effectiveness:

674. The sector specific laws provide the legal framdwfar licensing financial institutions, the
gualification for persons holding a manager or higposition within the institutions, and the "fihch
proper" criteria applicable. The requirements iacpl are very similar for each type of institutidine
Licensing Division of the Legal Department of th8ACis responsible for receiving, processing and
conducting an evaluation of the adequacy of thdiggin information provided, determining the soair
of funds and source of wealth of the applicantsd, r@viewing business plans.

675. As mentioned earlier, the Armenian financial systenoverseen by the CBA. The Licensing
Division of the Legal Department of the CBA is respible for obtaining, evaluating and recommending
the granting of licenses to financial institutioas, well as control over ownership and investmants
financial institutions.

676. All regulated financial institutions require auttmation from the CBA to operate in Armenia.
Under their sector specific laws (Article 18 of thaw on Banking; Article 17 and 18 of the Law on
Insurance; Article 10 of the Law on Credit Orgatimas; Articles 54 and 55 of the Law on Securities
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Market; and Article 7 of the Law on Currency Coffrahese entities are subject to strict licensing
requirements including the vetting of owners, dives and compliance officers for technical compegen
solvency, and integrity. Staff from the LicensingviBion, indicated that rigorous and extensive &lisec
are conducted, including banking and personal eaefses, evidence of financial capacity and integrity
verification of qualifications, declaration of bdicgal ownership, professional experience, and orah
background checks (both with domestic and inteonati law enforcement agencies). These
procedures/checks are conducted for all and anyiéthahl requesting submitting a license application
banking, credit organizations, securities, insueamaoney remitters, and foreign exchange officém T
process is the same for resident and non-resigmiicants, with the only variation that in the cade
non-resident, the Licensing Division conducts imgsi also through internet and to foreign competent
supervisory authorities.

677. In addition to the background checks, all potentiahers, directors, managers, and other key
personnel are required to complete a declaration fwrtifying, among other things, that they hayeo
criminal record for a deliberately committed crinignot been deprived by judgement or court verdic
the right to hold positions in financial, bankingx, customs, commercial, economic, or legal ariias;
not been held liable for a criminal offence as jmed for in the Criminal Code of the Republic of
Armenia; and iv) not been held liable for a crintioffence as provided for in criminal laws of other
countries.

678. The declaration form referred to above is completed signed by the potential owners with the
understanding that any misstatements of any doctsnmrfacts shall entail criminal, administrativieda
disciplinary liability under the law. By signingithdeclaration, the individuals are also committed
notify the CBA of any change in the information yiceed. Once all the application process is comglete
the decision to grant a license or not, is thenate responsibility of the Board of the CBA.

679. The following information received from the LicengiDivision of the CBA reflects the number
of applications received (Table 1), granted (Tablewithdrawn (Table 3), declined (Table 4), and th
number of licenses revoked (Table 5) by the CBAtlerperiod of 2006-2008.

Table 1.

Number of applications Received

Financial Institutions 2006 2007 2008
Banks 0 1 2
Credit Organizations B 5 5
Insurance Companies 0 1 13*
Insurance Brokers D 2 7
Investment Companies 5 5 10
Money Remittance Services 3 8 4
Processing and Clearing 0 5 2
Companies

Pawnshops 23 11 12
Foreign Exchange Dealers 1 4 1
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Exchange Bureaus 96 26 28

* Two companies have also applied for a reinsurdiceese.

Table 2.

Number of licenses Granted

Financial Institutions 2006 2007 2008

Banks 0 1 0

Credit Organizations ¥ 4 4

Insurance Companies 0 1|8 companies
relicensed, 5*
licensed

Insurance Brokers D 0 6

Investment Companies 5 5|9 companies licensed,
1 - licensed

Money Remittance Services 2 5 3

Processing and Clearing 0 3 2

Companies

Pawnshops 16 9 10

Foreign Exchange Dealers 0 2 1

Exchange Bureaus g5 21 25

Table 3.

Number of applications

Withdrawn

Financial Institutions 2006 2007 2008

Banks 0 0 0

Credit Organizations D 0 1

Insurance Companies 0 0 0

Insurance Brokers D 0 1

Investment Companies 0 0 0

Money Remittance Services 0 1 0

Processing and Clearing 0 0 0

Companies

Pawnshops 0 0 0

Foreign Exchange Dealers 0 0 0

157



Exchange Bureaus

Table 4.

Number of
Declined

applications

Financial Institutions

2006

2007

2008

Banks

Credit Organizations

Insurance Companies

Insurance Brokers

Investment Companies

Money Remittance Services

Processing and Clearin

Companies

Nl N O N Ol | O

O k| O O O o o

Pawnshops

N

N

Foreign Exchange Dealers

Exchange Bureaus

Table 5.

Number of licenses Revoked

Financial Institutions

2006

2007

2008

Banks

Credit Organizations

Insurance Companies

12

8=

13

Insurance Brokers

Investment Companies

Money Remittance Services

Processing and  Clearin

Companies

ol r| ©|

o O o N

Pawnshops

12

D

oo

w

Foreign Exchange Dealers

0

4

Exchange Bureaus

11

8

31

23

*1 Six licenses were revoked pursuant to the appibns submitted by the companies.
*2_ Six licenses were revoked pursuant to the appibtns submitted by the companies.
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*3 One license was revoked pursuant to the apgpica submitted by the companies.

680. The CBA, through the Financial Supervision Departtnéhas been conducting AML/CFT
supervision of financial institutions as part of prudential supervisory activities. In 2008, thBAC
authorities adopted and implemented a methodologydnducting risk-based supervision of banks for
prudential and AML/CFT matters. The risk-based apph is part of a “Bank Risk Assessment System —
BRAS”, which is a supervisory tool for both offaiand on-site activities. It is aimed to assessratel
bank risk levels through the analysis of risks ask management quality and producing a composite
rating of bank risks which considers bank-relatetl nsks and the bank’s ability to manage them. As
such, the supervision of banks is organized alarginiess lines and functional activities. With redge
AML/CFT, the authorities indicated that the apptodocuses on the review of compliance with the
various requirements established in the law, rdiguia and other measures.

681. The general process for complex inspections, inetutbr AML/CFT matters, generally involves
planning based on input from off-site process, itm@sits, report writing communicating the resudif

the visit, corrective actions, and sanctions whecessary. While the CBA has adopted and developed a
risk-based approach to supervision, in practicefdlbas on onsite examinations largely remains galle
compliance (with main emphasis placed on reponihguspicious transaction reports and submission of
reports for transactions exceeding the establighegsholds) given that the examination procedures
currently in used have not yet been updated torfrozate the established risk-based approach and the
requirements of the new (2008) AML/CFT Law.

682. The mission reviewed copies of examination repdescerpts), for (1) bank, (1) credit
organization, (1) insurance company, and (3) foragchange offices, provided by the authorities. A
review of the excerpts for the bank, the credianigation, and the insurance company revealedBat
supervisors had identified numerous and signifistmartcomings within these institutions includitegk

of CDD measures for dealing with natural and lefmeign persons, non face-to-face and new
technologies; lack of or inadequate compliance mament arrangements; and inadequate internal
control systems, including issues with lack of ipeledence of compliance officer and internal addie
reports provided on the foreign exchange officesused mainly on non-compliance with CBA
regulations and resolutions related to “licensimgl @egulation of foreign exchange transactions” and
“procedures for issuing foreign exchange buy of sehsaction confirmation by specialized entities”
Based on these results, the assessors call inaiiguéhe overall effectiveness of financial ingiibns
adequately implementing the obligations establismwedhe AML/CFT law and regulations (preventive
measures). The reports did not provide sufficierformation for the mission to confirm whether
sanctions had been imposed on these institutionsoio-compliance based on the findings. The residlts
these inspections, validated the mission’s concegladed to meetings with financial institutionsited
where in general a low level of knowledge and awase with respect to preventive measures partlgular
in institutions like credit organizations, insurancsecurities, foreign exchange offices and money
remitters was noted.

683. It is also important to note that no copies of exeation reports for securities/investment firms
were provided to the mission. The authorities haverdicated that a decision was made, by the CBA,
not to conduct onsite examinations of this seatortfie period of January 1, 2008 through January 6,
2009. This decision/justification was based on tnain factors: 1) the Securities Market law (amended
on October 11, 2007 and enacted on February 28)26Quired companies delivering brokerage services
in the securities market to be re-registered adteased as investment companies by June 30, 2008;

2) there was no examination manual in place (theeldpment of such manual was included in the 2009
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work plan of the Department for Financial Systentidyaand Financial Sustainability — the annual work
plan of the department was approved by the CBAamuidry 13, 2009).

The mission also reviewed copies of the examinananuals, currently used by the supervision team of
the FSD of the CBA and noted the following:

Sector Off-site Off-site On-site On-site
Activities — Activities Examination Examination
Manual in include Procedures — Procedures include
place? procedures | Manual in place? for AML/CFT?
for
AML/CFT?
Banks Yes No Yes Yes. However,

these procedures
were in line with
the 2004 AML law.
Procedures were

outdated.
Credit Organizations Note: CBA | No See Note. See Note.
authorities
indicated that
the manual for
Banks is also
used/applicable
to this sector,
Insurance companies  Yes No Yes No
Securities/investmentNone provided| Unable to | No. — Authorities| Yes — “Draft
companies by the determine. | provided a Manual
authorities. “Draft Manual” | incorporates
presented to the | procedures
CBA addressing

Administration | AML/CFT

Board on July 7,| measures.

2009, However, given its
approximately 5 | recent presentation
months after the | to the

onsite visit. Administration
Board, it is too
early to test
effective
implementation.
Foreign exchange | None provided| Unableto | Yes No. Just a general
offices by the determine. statement to review
authorities. transactions to
assess compliance
with the AML/CFT
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and provisions of
the Guidance on
STR, and other

legal acts.
Money remitters None provided Unable to | None provided | Unable to
by the determine. | by the determine.

authorities. authorities.

684. Considering the information contained in the tabbove, it is difficult for the assessors to
determine the level of effectiveness of the FSDtled CBA in conducting adequate and effective
surveillance activities and on-site inspectionsterl to AML/CFT. It is also evident that supervisor

manuals for banks and insurance companies needdiateaipdating to include AML/CFT procedures in
line with the requirements of the 2008 Law and ienpénting regulations. In other cases, like for itred
organizations, securities firms, foreign exchanffeees, and money remitters, supervisory manuads ar
needed.

Guidelines for Financial Institutions (c. 25.1):

685. Article 10, paragraph 1(7) of the AML/CFT Law ol#ig the Authorized Body — the CBA, to
adopt legal acts, approve guidelines, and promelygiologies in the field of AML/CFT, in cooperatio
with reporting entities, supervisory and other lesdand organizations. Under this obligation, theACB
issued the “Guidance for Financial Institutions Adopting the Risk-Based Approach for Combating
Money Laundering and Terrorism Financing”. Thisdguice is comprised of two Parts, Part | contained
four chapters addressing: 1) country/geographic 23 customer risk; 3) product/service risk; and 4
variables that may impact the perceived risk lewdijle Part Il contains two charters addressing: 1)
customer due diligence; and 2) risk level analgsid oversight.

Analysis of effectiveness:

686. Financial institutions were knowledgeable of thédguace issued by the CBA. However, while
assessing other recommendations it became evidanhatiditional guidance/guidelines were needed by
financial institutions, particularly in the follomj areas:

. Determining the appropriate timeframe for updatngtomer data or information (in line with R.5
(c.5.7);
. Performing CDD measures, by financial institutiovieen applying simplified or reduced CDD

measures (in line with R.5 (¢.5.12);

. Conducing ongoing CDD throughout the course ofatiginess relationship for regular customers
(in line with R. 5.7.1) and enhanced ongoing maimtpon a PEP business relationship (in line
with R.6 (c.6.4).

Power for Supervisors to Monitor AML/CFT Requirement (c. 29.1):

687. The CBA is the legal entity and sole regulatoryhauty® of financial institutions (banks, foreign
bank branches, credit organizations, payment ati&sent organizations, security market participant

% The CBA is also responsible for the licensingutation, and supervision of pawnshops.
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investment companies, pawnshops and any otherskckparties to carry out activities in the finahcia
sector) in Armenia. The CBA powers are vested uAdtcle 2 of the Law on CBA. Article 5 of the Law
on CBA establishes the objectives of the CBA, wisenae of the objectives of the CBA are:

. to arrange and regulate combating legalizatiorriafinal proceeds and financing of terrorism
(Article 5, paragraph 1(d));

. to license banks, as well as other entities, agdlagée and supervise their activities (Article 5,
paragraph 2(c)); and

. to regulate and supervise activities of paymentsaitlement system, including those of non-bank
organizations, which provide such services (Artsl@aragraph 2(e)).

688. The AML/CFT Law and Regulation on Minimal Requiram®subject the financial institutions to
comply with requirements to identify the customeesnduct ongoing and enhanced customer due
diligence; report suspicious transactions to theCEMeport transactions exceeding the established
thresholds; maintain records; develop, adopt, amgldment internal legal acts; scrutinize transastio
handle wire transfers; and establish internal caanpk units. The law and regulations also provigle f
sanctions for non-compliance with the requiremelntshis respect, the CBA is responsible for marnitg

and ensuring compliance with respect to the AML/GE&Guirements.

689. In addition to the supervisory powers granted kgy/lthw on CBA, the AML/CFT law provides
under Article 10, paragraph 1(9) that the authakizedy (defined in Article 3, paragraph 11 of tlaie as
the Central Bank) has the authority to “contribtdehe supervision over reporting entities”. Ovkrtide
regulatory legal framework in place provide the CBAth comprehensive powers for supervision of
financial institutions.

Authority to conduct AML/CFT Inspections by Supervisors (c. 29.2):

690. The specific provisions of Chapter 5 (of the Law@entral Bank) provide the authority and the
framework for the CBA to conduct inspections, sufon, and examinations as follows:

Chapter 5 - Article 39: Activity as defined in Article Department responsible

Article 391 Supervision and Inspections, Inspection Departmefit
Carried out by the Central Bank

Article 392 Terms of Inspections Inspection Depantitn

Article 393 Obligations of the Supervised Inspection Department
Entity — Responsibility of the CBA

Article 3% Rights and liabilities of the Inspection Department
inspection team

Article 3% Scope of Inspections and Follow+ Inspection Department
up

Article 3% Inspections of Branches of the | Inspection Department
Supervised Entity

0 Article 391, paragraph 3 states that inspectisasarried out by an authorized department of tBé @eferred to
as the inspection department).
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691.

Article 39 also empowers the CBA to implement ylaiff-site supervision of supervised entities

based on statements, references, submitted to Bhely supervised entities, and other documents or
information, as required by law, normative reguas of the CBA and by the CBA Board, Chairman or
inspection department, based on the CBA normaggelations.

692.

Supervision of financial institutions is conduct®dthe Financial Supervision Department (FSD)

of the CBA through the following divisions:

FSD 1, 2, and 3 — responsible for Banks;

FSD 4 and 5 — responsible for Insurance companies;

FSD 6 — responsible for Securities/Investment fiamd Central Depository;
FSD — responsible for IT and Money transfer sesjice

FSD - responsible for Credit Organizations and Rénps; and

FSD - responsible for Foreign Exchange Offices.

693. The following table reflects the onsite inspectiocenducted by the CBA for the periods
indicated.

Financial Institution ** Number | 2006 2007 2008
Banks 22 5 3 6a
Credit Organizations 25 4 4 5b
Dealers-brokers in foreign currency 2 3 3 0
Dealers in foreign currency (Exchange offices) 288 | 529 399 191f
Money transfer services (money remitters) 11 0 3 3
Securities/Investment firms 10 3 9 1d
Central Depository 1 L ! 0
Insurance & re-insurance companies 11 3 3 3c
Insurance intermediaries 5 2 2 0
Pawnshops 71 26 30 24e
Total: 446

a- Of which 5 were inspected under the 2004 Land, - under the 2008 Law
b - Of which 3 were inspected under the 2004 Lawd, Z2- under the 2008 Law

“1 The Central Depository was inspected in 2006 ai¥ 20owever during these inspections complianch ANIL legislation
was not examined, since the Central Depositorynvads reporting person under the 2004 AML/CFT Laivbecame a
reporting person under the 2008 AML/CFT Law.
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C- Of which 1 were inspected under the 2004 Lawd, 2- under the 2008 Law

d- The company was inspected under the 2008 Law

e - Of which 18 were inspected under the 2004 laawd, 6 - under the 2008 Law
f- Of which 64 were inspected under the 2004 Lamg 127 - under the 2008 Law

694. CBA authorities stated that in practice the anringpection program included inspecting all
institutions at least once a year (with foreign lextge offices receiving more frequent onsite Visits
However, based on the table above, it seems thatumber of institutions inspected annually is inot
line with the practice indicated by the authoriti@ased on this information, it would take the CBA
approximately four years to inspect all banks, itredganizations, money remitters, and insurance
companies and intermediaries. For the inspectiomslucted, the authorities indicated that on average
four to six supervisors were assigned to bank ictspes; three supervisors to credit organizations
inspections; four to five supervisors to insuragoepanies; two supervisors to investment companies;
two supervisors to pawnshops; and two supervisonsaney remitters and foreign exchange offices.

Power for Supervisors to Compel Production of Recals (c. 29.3 & 29.3.1):

695. The CBA, as the competent supervisory authorithML/CFT matters, has adequate powers to
compel production of or to obtain access to all Ksporecords and other information relevant to
monitoring compliance with the obligation imposgdthe AML/CFT Law and implementing regulations.
In addition, Article 393 of the Law on CBA statdsat the supervised entity must observe lawful
requirements of the head and members of the inspeigiam and must deliver explanations, information
and clarifications, in writing or verbatim, to thead and members of the inspection team regarbiig t
documents and information subject to inspectioriichr 3%, empowers the inspection team to demand
necessary documents from the supervised entitynatsagers and relevant staff, even if such docwsment
contain banking, commercial or other secrecy. Adhsthe CBA'’s inspection team access to information
is not predicated on the need to require a codkror

Powers of Enforcement & Sanction (c. 29.4):

696. The powers of enforcement and sanction againsndiad institutions, and their directors or
senior management for failure to comply with orgedy implement requirements to combat ML and TF
are granted under Article 27, paragraph 2 of theLABFT Law. Under this Article, the imposition of
sanctions falls under the sector specific legistatgoverning the financial institutions’ activities
follows:

Financial Institutions Legislation Sanctions avialéa
Banks, branches and Law on Banking — Articles 60 | -warnings and directives to
representative offices of through 65 eliminate infringements
foreign banks. -fines
-deprivation of the qualification
certificate
-nullification of the license
Credit Organizations, Law on Credit Organizations - -warnings and remedial
including credit unions, Articles 18 & 19 sanctions to liquidate the
savings unions, leasing and infractions
factoring organizations, and -fines
other credit organizations. -disqualification and revocation
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of manager’s certificate
-revocation of license

Entities performing currency | Law on Currency Control — -warnings and directives to
transactions Article 10 eliminate infringements

-fines

-revocation of activity license
Payment and settlement Law on Remittance Systems — -warnings and assignments to
systems (PSS) and Payment| Articles 26 & 27 remedy infringement
and settlement organizations -fines towards PSO or its
(PSO) manager

-withdrawal of certificate of
gualification for manager of

PSO
-suspension of validity of
license
-revocation of license
Persons who issue and invest Law on Securities Market — -warnings to correct the
in securities, regulated market Article 209 violations
of securities and the field of -fines
non-regulated trade, and the -revocation of license
Central Depository -deprivation of the professional
gualification
Insurance and re-insurance | Law on Insurance — Article 14%  -warnings and inginns to
companies, insurance and ret remedy the violations
insurance intermediaries and -fines
other relations associated with -depriving the manager or
insurance official of the qualification
certificate
-revocation of the activity
license

Analysis of effectiveness:

697. The CBA is empowered to conduct AML/CFT supervisihfinancial institutions under its
jurisdiction and to request and have access torrrdton it considers necessary to perform its
supervisory mandate. It is evident that since 2afB6, CBA Financial Supervision Department has
concentrated its efforts and resources in condgietiore frequent onsite inspections of foreign ergea
offices; however, the frequency of inspections witbpect to banks, credit organizations, mone\sfeas
services (money remitters) and securities/investrfiems, for the same period, calls into questibe t
effectiveness of implementation.

698. The mission also reviewed copies of the inspeatiamual for banking activities and determined
that the procedures in this manual dated back @3 20hich appear to be in line with the requireraenft

the former (2004) AML Law. The authorities indicatthat the same manual was used when inspecting
credit organizations. Examination manuals (in Ariaantext) for the securities, money remitters,
insurance, and foreign exchange offices were pealidy the authorities. However, a closer review of
these manuals revealed that except for the exaimmnatanual for banking activities (which is alseds
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for credit organizations) there were no examinaposcedures covering both off- and on-site AML/CFT
activities for the insurance, securities, foreigntenge offices, and money remitters’ sectors.

Recommendation 17

699. Legal framework: AML/CFT Law, Law on Central Bankaw on Banking, Law on Credit
Organizations, Law on Currency Control, Law on Ré&mnice Systems, Law on Securities Market, Law
on Insurance, and Administrative Offences Code.

Availability of Effective, Proportionate & Dissuasive Sanctions (c. 17.1) and Range of Sanctions—
Scope and Proportionality (c. 17.4):

700. Article 27 of the AML/CFT Law, establishes the admtrative sanctioning regime applicable in
the case of non compliance to the obligations @eh fin the AML/CFT law or in the legal acts adapte
on the basis of this law. This regime is differatéd on the type of reporting entity: if the repagtentity

is a financial institution, the infringement of trequirements of the AML/CFT Law will be subjecttte
sanctions established under the legislation reigglalheir activity, in the manner established by slector
specific legislation (Article 27, paragraph 2);thHe infringement is committed by a non financial
institution that is a legal person (as defined biticke 6, paragraph 6 of the AML/CFT law), the nedet
sanction is directly established by Article 27, ggaaph 3. Finally, for non financial institutions o
individuals that are natural persons will triggke tsanctions established by the Code of Adminigéat
Violations.

701. Therefore, in the case of financial institutionanaions for noncompliance with respect to
obligations set forth in the AML/CFT law are cowveiia the following legislations:

Sector Legislation Sanctions

Law on Central Bank —

Article 39
Banks, branches and Law on Banking — -warning and assignment to
representative offices of Articles 60 — 65 remedy the infringement
foreign banks. -fine imposed on the institution

and/or the manager
-revocation of the qualification
certificate of the manager
-revocation of the institution’s

license
Credit Organizations, Law on Credit Organizations - -warning and assignment to
including credit unions, Articles 18 & 19 remedy the infringement
savings unions, leasing and -fine imposed on the institution
factoring organizations, and and/or manager
other credit organizations. -revocation of the qualification

certificate of the manager
-revocation of the institution’s

license
Entities performing currency| Law on Currency Control — -warning and assignment to
transactions Article 10 remedy the infringement

-fine imposed on the institution
and/or manager
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-revocation of the institution’s
license

Payment and settlement
systems (PSS) and Paymen
and settlement organization
(PSO)

Law on Remittance Systems
t Articles 26 & 27

N

D

-warning and assignment to
remedy the infringement

-fine imposed on the institution
and/or the manager
-revocation of the qualification
certificate of the manager
-suspension of the institution’s
license

-revocation of the institution’s
license

Persons who issue and inve
in securities, regulated
market of securities and the
field of non-regulated trade,
and the Central Depository

st.aw on Securities Market —
Article 209

-warning and assignment to
remedy the infringement
-fine imposed on the institution
and/or the manager
-revocation of the institution’s
license

-revocation of the qualification
certificate of the manager

Insurance and re-insurance
companies, insurance and r
insurance intermediaries an
other relations associated
with insurance

Law on Insurance —
2 Article 145
)|

-warning and assignment to
remedy the infringement
-fine imposed on the institution
and/or the manager
-revocation of the qualification
certificate of the manager
-revocation of the institution’s
license

702. Article 27 of the AML/CFT Law addresses the resgitisy for infringing the Law and legal
acts adopted on the basis of the Law in the casemfiinancial institutions that are legal persdssder
paragraph 2 of this Article, legal persons (finahanstitutions) are subject to the following péies for
noncompliance with the obligations establishedigyAML/CFT Law and legal acts.

Infringement of: Sanction applicable: Sanctioning
Authority

Article 5 Part 1 (1 &| -Warning and assignment to remedy the infringeme@BA

2) of the AML/CFT | and/or

Law -Penalty of 500-fold amount of the minimal salary

Article 5 Part 1(3) -Warning and assignment to réynile infringement]; CBA
and/or
-Penalty of 1000-fold amount of minimal salary

Article 5 Part 3 -Warning and assignment to remtdeyinfringement; CBA
and/or
-Penalty of 800-fold amount of the minimal salary
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Article 10 Part 1 (4 | -Warning and assignment to remedy the infringeme@BA
& 6) and/or

-Penalty of 500-fold of the minimal salary
Article 15 -Warning and assignment to remedy tlierigement;| CBA
and/or

-Penalty of 800-fold of the minimal salary
Article 16 -Warning and assignment to remedy ttierigement;| CBA
and/or

-Penalty of 800-fold of the minimal salary
Article 19 -Warning and assignment to remedy tlierigement;| CBA
and/or

-Penalty of 800-fold of the minimal salary
Article 20 -Warning and assignment to remedy tlierigement;| CBA
and/or

-Penalty of 600-fold of the minimal salary
Article 21 -Warning and assignment to remedy ttierigement;| CBA
and/or

-Penalty of 200-fold of the minimal salary
Article 22 -Warning and assignment to remedy ttierigement;| CBA
and/or

-Penalty of 800-fold of the minimal salary
Article 23 -Warning and assignment to remedy ttierigement;| CBA
and/or

-Penalty of 500-fold of the minimal salary
Article 24 -Warning and assignment to remedy tlierigement;| CBA
and/or

-Penalty of 700-fold of the minimal salary
Article 25 -Warning and assignment to remedy ttierigement;| CBA
and/or

-Penalty of 2000-fold of the minimal salary

703. Finally, the sanctions for non-financial instituigor individuals with a status of a natural person
are stipulated by the Code on Administrative Violas. Article 165, paragraph 9 of the Code on
Administrative Violations provides for the same a#ons for noncompliance as listed above.

704. The AML/CFT Law and the Code on Administrative \4bbns provide under Article 27,
paragraph 8 and Article 165.9, paragraph 2, res@dgt that infringements by government officials
should carry a sanction in the form of a penalt2G@d-fold amount of the minimal salary. The auttiesi
stated that the minimal salary for the calculambrsanctions was established at 1,000 drams (elguiva
to approximately US$3.25).

Designation of Authority to Impose Sanctions (c. 12):

705.  Within the functions and authorities vested onAlaghorized Body, Article 10, paragraph 1(11)
of the AML/CFT Law and paragraph 3 empowers therdbad the CBA to impose the sanctions, as
established by Law, on financial institutions aeddl persons, as well as file a petition for impgsi
sanctions on reporting entities in cases estalliblgethis Law.
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706. Article 27, paragraph 5, establishes that in treeaaf “non financial institutions or individuals”
the responsibility to apply the sanctions, as regd by the Code of Administrative Violations, ested

in the authorities that have supervisory respolis#s over these subjects. The supervisory respiitg

is defined with reference to the power of licensorgappointing these subjects. However “supervisory
authorities” are defined in a broader way in thelARFT Law (Article 3, paragraph 1(7)).

707. If such non financial institutions or individualgeanot subject to licensing or appointing
requirements the responsibility to issue sanctitalls with the supreme management of the CBA
(paragraph 6).

Ability to Sanction Directors & Senior Management d Financial Institutions (c. 17.3):

708. Sanctions are available to both legal and natuexsgns (including managers, directors,
senior/executive management, and other officiath@freporting entity) under Article 27, paragragh&

4 of the AML/CFT Law, as well as under each of ssetor specific legislations including: Article 39,
paragraph 7 of the Law on CBA,; Article 61, paragwr&pof the Law on Banking; Article 19, paragraph 2
of the Law on Credit Organizations; Article 10 oz on Currency Control; Article 27, paragraph 1 of
the Law on Remittance Systems; Article 213 of thevlon Securities Market; and Article 145, paragraph
3 of the Law on Insurance.

Analysis of implementation:

709. The AML/CFT Law empowers the CBA with the obligatito sanction financial institutions,
employees, managers, officers, and senior manageworenon-compliance with the requirements of the
law and implementing regulations. The sanctionsbéoimposed are covered under sector specific
legislations. The range of sanctions availableh® €BA, as the sole competent authority, include
warnings, fines, revocation of qualification caddte, and revocation of the license, which aresimred
proportionate. Although this range of sanctionsegpp somehow limited, in practice when the CBA
addresses AML/CFT infringements, the CBA evalu#itesinfringement in relation to prudential matters
and makes a determination on a case-by-case badidbased on the severity and recurrence of the
AML/CFT Law infringement.

710. The CBA has exercised these sanctioning powergaetimes with respect to both prudential
and AML/CFT non-compliance issues, including assgsfine for AML/CFT non-compliance range
from 50,000 drams to 17,500,000 drams, which ansidered also proportionate and dissuasive.

711. Although there are no specific criminal sanctiomsthe violations to the AML/CFT law or other
related regulations, intentional failure by indiwéds to comply with the AML/CFT provision could be
punished under the CC, if the conduct amountsefample, to aiding or abetting ML or TF (including
attempt).

712. The table below reflects some of the numerous sarxtimposed by the CBA on financial
institutions for non-compliance with AML/CFT prewiere measures.

Type of financiall Date Measures undertaken Amount of fine (AMD)
institutions sanctioned
Insurance company 12/30/08 Warning with assignmént

to take measures aimed |at
prevention of such
violations in the future

169



Credit organization

11/10/08

Fine and warning witt00,000

assignment to taki
measures aimed
prevention of

violations in the future

such

At

Credit organization

10/29/08

Warning with assigntned

to take measures aimed
prevention of
violations in the future

such

at

Bank

12/25/07

Fine

200,000

Bank

12/26/07

Warning with assignmend

to take measures aimed
prevention of
violations in the future

such

at

Bank

10/30/07

Fine

200,000

Credit organization

9/11/07

Warning with assignm
to take measures aimed
prevention of
violations in the future

such

et
at

Bank

8/21/07

Fine

200,000

713.
financial institutions:

Based on information provided by the authoritibg, CBA imposed the following sanctions on

Type of financiall Date Measures undertaken Total amount of fines
institution sanctioned (AMD) imposed
13 Banks 2008 Warnings and Fines 300,000
12 Banks 2007 Warnings and Fines 650,000
1 Bank 2006 Fine 18,500,000
2 Credit organizations 2008 Warnings and Fines QOm,
1 Credit organization| 2007 Warning 0
3 Insurance 2008 Warnings 0
companies
3.10.2. Recommendations and Comments
. Strengthen AML/CFT supervision through the incogtimn of risk elements to the overall

supervisory cycle and in particular update the sripery examination procedures to incorporate
the; risk-based approach to supervision and thainemgents of the new (2008) AML/CFT Law;

. Ensure that financial institutions, particularlyedit organizations, insurance, securities, foreign
exchange offices and money remitters are adequetemplying with the requirements to combat
money laundering and terrorist financing;

170



. Conduct frequent and ongoing AML/CFT inspectionbdaifiks organizations, money transfers
services (money remitters) and securities/investiiens;

. Update the AML/CFT examination procedures for atiters in line with the requirements of the
new AML/CFT Law (2008).

. Provide additional guidance/guidelines to finanaiatitutions, particularly in the following
areas:
. Determining the appropriate timeframe for updatngtomer data or information; and
. Conducing ongoing CDD throughout the course oftliginess relationship for regular customers

and enhanced ongoing monitoring on a PEP busieéssonship.

3.10.3. Compliance with Recommendations 17, 23, 39

Rating Summary of factors underlying rating
R.17 C
R.23 LC . Low level of compliance and effectiveness of preéwenmeasures by

financial institutions in the system, particulachedit organizations,
insurance, securities, foreign exchange officesraodey remitters.

. Outdated examination procedures in place, foregitas, do not reflect the
requirements of the new (2008) AML/CFT Law.

R.25 LC *  No guidance issued to assist financial institutionthe effective
implementation of obligations dealing with updatmgstomer
data/information; and conducting ongoing due diligefor regular
customers and enhanced ongoing monitoring of PERaeships.

. No specific guidance on typologies of FT, nor arefting obligations.

R.29 LC . Partial implementation of inspections for bankegditrorganizations,
money transfers services (money remitters) andrsiesfinvestment firms
as provided by law.

. Lack of updated and effective supervisory inspestiprocedures in
relation to the 2008 new AML/CFT Law.

3.11. Money or Value Transfer Services (SR.VI)
3.11.1. Description and Analysis (summary)

Legal Framework: Law on Central Bank, Law on Reanitie Systems, and Regulation 16

Designation of Registration or Licensing Authority (c. VI.1); Application of FATF
Recommendations (applying R.4-11, 13-15 & 21-23, &RI-I1X)(c. VI.2); and Sanctions (applying c.
17.1-17.4 in R.17)(c. VL.5):

714. Under Article 5, paragraph 2(c) & 2(e) of the CahBank Law, the CBA is responsible for the
licensing, regulation and supervision (including flompliance with the licensing requirements) of
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money or value transfer (MVT) service operatorsAtmenia, these entities operate as money remitters
In addition, Chapter 2 of the CBA Resolution 16 reddes the licensing requirements of Money Transfer
Organizations, which are described under R.23.

715. MVT/money remitters are listed under Article 3, ggnaph 4(d) of the AML/CFT Law as
reporting entities and subject to all obligatiomposed by this law, including:

. Customer identification (Article 15);

. Ongoing and enhanced customer due diligence (Agitb & 19, respectively);
. Reporting suspicious transactions to the FMC (Aath);

. Reporting transactions exceeding established toldsliiArticle 5);
. Record keeping (Article 20);

. Internal legal acts (Article 21);

. Scrutiny of transactions (Article 8);

. Wire transfers (Article 18);

. Sanctions for infringements (Article 27);

. Internal compliance unit (Article 22); and

. Pay attention to complex and large transactions.

716. The Law on Remittance Systems - "Payment and $edtie Systems and Payment and
Settlement Organizations" defines two types oftiesti 1) payment and settlement systems (PSS)2and
payment and settlement organizations (PSO). Thesetypes of entities are defined in the following
manner:

. PSS: a system entirety (generality) of paymentunsénts, of common rules, procedures and
supportive technical and program facilities for lexpentation of clearing, transfer of funds and
execution of final settlement, which is used tovmle a payment to a beneficiary. Rules for PSS
operation are considered a component of regulafi®SS activities, which are subject to
approval by a management body of the PSS opegatdr;

. PSOs are, as described in Article 19 of this lalggal entity having received a license as required
under this law and CBA normative regulations tadesrpayment and settlement services.

717. As of the mission date, there were eight licensedey remitters operating in Armenia. The list
of licensed money remitters is maintained by theehsing Division of the Legal Department of the CBA
and by the Financial Supervision Department, whechesponsible for its regulation and supervision.
Anecdotal evidence revealed that a money remifipears to be operating in Yerevan, Armenia without
a license and not subject to the regulation anérsigion of the CBA. CBA officials indicated thaidy
are not aware of any such money remitter operatidgmenia.
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Monitoring of Value Transfer Service Operators (c.VI.3):

718. As indicated above, the CBA is responsible forghpervision of these money remitters (which
are included in the list of reporting entities untlee Armenian regime) to ensure compliance with th
obligations imposed by the AML/CFT Law and the Ragan on Minimal Requirements. In addition,
Article 24 of the Law on Remittance Systems adaéressersight of PSO activities where it states thet
CBA is exclusively authorized to exercise oversighPSO in connection with rendering payment and
settlement services. Article 24, paragraph 1 ofLtia on Remittance System states that the CBA shoul
exercise oversight as required by the Law on CeBaak and CBA normative regulations. It further
states under paragraph 2 of the same Article tmatGBA staff should carry out examinations and
inspections in PSO pursuant to the Law on CenteaikBand as per procedure, terms and conditions,
event and frequency determined by CBA.

List of Agents (c. VI.4):

719. There is no requirement for money remitters to ma@na current list of their agents and that
such list is made available to the designated ctenpeauthority (which, in this case, is the CBA).
Nevertheless, because money remitters and agemteauired to register with and obtain permission
from the CBA to conduct their activities, a listmintained by the CBA.

Sanctions (applying c. 17.1-17.4 in R.17)(c. VIL.5):

720. As described under R.17, Article 27 of the AML/CEBw establishes the sanction regime
applicable to money remitters in the case of nama@nce with the obligations set forth in the lanin

the legal acts adopted on the basis of the AML/QRW. Article 27, paragraph 2 states that if the
reporting entity is a financial institution, thefrimgement of the requirements of the AML/CFT Lawlw

be subject to the sanctions established undeetisldtion regulating their activity, in the cadarmney
remitters the legislation regulating their actiegtiis the Law on Remittance System. The table below
shows the range of sanctions available, per theira®emittance System.

Payment and settlement Law on Remittance Systems - -warnings and assignments to
systems (PSS) and Payment| Articles 26 &27 remedy infringement

and settlement organizations -fines towards PSO or its
(PSO) manager

-withdrawal of certificate of
gualification for manager of
PSO

-suspension of validity of
license

-revocation of license

721. Although the sanctions above are applicable toingéments related to prudential matters,
infringements of the AML/CFT Law and Regulations ®imimal Requirements are sanctioned under
Article 27 of the AML/CFT Law (refer to analysis 8%.17 for a detailed description of the sanctioning
regime).

722. Money remitters are subject to all the obligationgposed by the AML/CFT Law and
implementing regulation. Because they are licersethe CBA, they are also subject to regulation and
supervision by the CBA Supervision Department. €hey no requirement for money remitters to
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maintain a current list of their agents and thathslist is made available to the designated conmpete
authority (which, in this case, is the CBA).

Analysis of effectiveness:

723. Money remitters are considered reporting entities subject to all the provisions established by
the AML/CFT Law and implementing regulation (Redida on Minimal Requirements), including
sanctions. The CBA maintains a list of the licensemhey remitters operating in the system, including
list of the money remitters’ agents and subagéntpractice, the money remitters visited, actingais-
agents maintained a list of their agents, mostlg tvanks, which are also under the supervision and
regulation of the CBA. With respect to their adi®$, money remitters activities are limited to
conducting money remittance services to naturadgrex only. The CBA license does not allow them to
transact with legal persons or to act as an exahbuaggau, for this, a separate license is needed.

Additional Element—Applying Best Practices PaperS® VI (c. VI.6):

724. The authorities have adopted a number of the measaddressed in the Best Practices paper for
SR. VI, including:

. Extending all the obligations of the AML/CFT LawdRegulations on Minimal Requirements
to money remitters, which are considered reporinigties;

. Money remitters are required to be licensed by @®A and subject to regulation and
supervision by the CBA,;

. Money remitters are required to provide the CBAsimy the licensing process of their business
address;

. Money remitters are subject to sanctions for nomg@ance with the AML/CFT Law and
Regulations.

3.11.2. Recommendations and Comments

. It is recommended that the authorities follow uptoe money remitter that appears to be
informally operating in the financial system with@BA registration and approval.
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3.11.3. Compliance with Special Recommendation VI

Rating Summary of factors underlying rating

SR.VI LC »  Potential scope for abuse through the unauthorizenkey remitter
informally operating in the financial system.

4, PREVENTIVE MEASURES—DESIGNATED NON-FINANCIAL BUSINESSESAND
PROFESSIONS

4.1. Customer Due Diligence and Record-keeping (RL
4.1.1. Description and analysis

725. All DNFBPs, by the FATF Glossary definition of dgsated non financial businesses and
professions, are defined as “non-financial indtitug or persons” and are ‘reporting entities’, parg to
Article 3 of the AML/CFT Law and subject to the AMLFT requirements envisaged thereof. The scope
of application of the obligations and requiremesgtablished by the AML/CFT Law varies in accordance
to the type of DNFBP.

726. Article 3, paragraph 4 (letterss) of the AML/CFT Law lists the following DNFBPs as
“reporting entities”:

. realtors (real estate agents);

. notaries;

. advocates (attorneys), as well as independent lavayed firms providing legal services;

. independent accountants and accounting firms;

. independent auditors and auditing firms;

. dealers in precious metals;

. dealers in precious stones;

. persons and casinos organizing prize games amdli¢stt including the persons organizing

internet prize games;
. trust and company service providers.

727. Whilst for financial institutions additional regtilans (the Regulation on Minimal Requirements)
and guidance (the Risk Based Guidance) underpirAMEe/CFT Law, these are not applicable in the
case of DNFBPs. For DNFBPs with less than 10 engasycertain obligations of the AML/CFT Law are
disapplied such as the requirement to have in ptaeenal legal acts such as policies, rules, pioces,
instructions, or regulations (Article 21) or to leaan external audit to check the extent of implaatémn
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and effectiveness of legislation on combating molaeydering and terrorism financing (Article 23.2).
Risks remain despite the number of employees, anassessment by authorities has been undertaken in
relation to risks or impact in this regard.

728. A number of DNFBP activities and professions hayecsic laws in relation to their
professional licensing and operations though tless do not contain any additional ML/TF obligaton
Additionally, no SRO has issued requirements dieat relation to ML and TF other than the code of
ethics that members are to abide by.

729. Legal Framework: Republic of Armenia Law on Combating Money Laumdgrand Terrorism
Financing; Republic of Armenia Law on Prize Gamed &asinos; Republic of Armenia Law on Audit
Activities; Republic of Armenia Law on AccountinBepublic of Armenia Law on State Registration of
Property Rights; Republic of Armenia Law on Noth&ystem; Republic of Armenia Law on Precious
Metals; Republic of Armenia Law on State Registratdf Legal Entities; Republic of Armenia Law on
Licensing; Republic of Armenia Law on Advocacy.

CDD Measures for DNFBPs in Set Circumstances (Appigg c. 5.1-5.18 in R. 5 to DNFBP) (c. 12.1):

730. The requirement to undertake CDD measures by DNF8Bst forth in Article 15, paragraph 12
of the AML/CFT Law and is differentiated by the &@f DNFBP and type/size of a transaction, as
follows:

. Real estate agengse required to apply CDD only with regard to ttesactions related to buying
and selling of real estate for their clients;

. Attorneys, persons providing legal services, nesrindependent auditors and auditing firms,
independent accountants and accounting firms rmdentake customer due diligence for
transactions prepared or carried out for theintgenly in the:

. buying and selling of real estate;

. managing of client money, securities or other asset

. managing of bank accounts;

. provision of funds or other assets for establishtirgperation, or management of legal
persons;

. the establishment, operation or management of [ggabns as well as the acquisition or

sales of stocks or shares, over 20 million dran®&R,000 at the time of assessment) or
75 percent of authorized capital of a legal entity.
731. The requirements are not extended to the manageshbank, savings or securities accounts.

732. For dealers in precious metals and stofiasluding dealers in artworks and organizers of
auctions), the threshold for CDD is a cash tramsacetbove 5million dram (USD13,000).

733. For casinosand operators of prize games, the CDD thresholdrisransactions above 1 million
drams (USD2,600) and transactions include the msetof chips, making of stake and collection of
winnings. No provisions apply for accumulative ggeegated transactions which may reach or exceed
the monetary threshold; however Article 6, paraigrd@b) of the AML/CFT Law alerts the reporting
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entity to the event where the customer may keewdhee of the transactions lower than the threskmwld
avoid being identified. The industry advised tmahsactions above 1 million drams are negligibégih

all were aware of the designated threshold andrékeirements contained in the Law however with
minimal understanding of the provisions containedArticle 6 and no application of accumulative or
aggregated transactions.

734. For trust and company service providedsen they act as a formation agent (of legal pessm
rendering company registration services; act oarge for another person to act as a director of a
company, a partner of a partnership, or performilainfunctions of a legal person’s management;
provide accommodation (operational, correspondenadministrative address) to a legal person; act o
arrange for another person to act as a trust mamdga express trust; act or arrange for anotkeesqn

to act as a nominee shareholder for another lesgabp.

Prohibition of Anonymous Accounts (c. 5.1):

735.  No permissions exist in the laws, rules or regoitest for DNFBP to open or maintain anonymous
or fictitious accounts, or to open or operate aot®wn behalf of customers, anonymous or otherwise.
DFNBPs interviewed by the mission confirmed thalytkdo not maintain such type of accounts.

When is CDD required (c. 5.2):

736. The analysis of CDD requirements for Fls set farththe AML/CFT Law in Section 3 is
applicable to DNFBPs including the obligation faistomer identification.

Identification measures and verification sources (¢5.3):

737. The obligations of DNFBPs in relation to identifiicen measures and verification sources are
pursuant to Article 15(2) of the AML/CFT Law to ity the customer and verify the identity, based o
reliable documents, as detailed in Section 3.2s Thiirrespective of whether the business relatigns
with the customer is established or an occasioaakaction.

Identification of Legal Persons or Other Arrangemerts (c. 5.4):

738.  The analysis in section 3.2 of this report appligeally to DNFBPs. For legal persons or other
arrangements notaries and auditors utilize the seaistration certificate issued by the State &egiand

in some instances, the taxpayer identification nemrior identification and verification. Notariesear
required to verify the identity of the representatdf the legal entity, pursuant to Article 40 bétLaw on
Notarial System. The documentation used to idertitgd verify a natural person are most commonly
either the original of the passport, a military ntiéication card, passport and residency visa for
foreigners.

Identification of Beneficial Owners (c. 5.5; 5.5.% 5.5.2):

739. The identification of beneficial owners, pursuantArticle 15, paragraph 4 of the AML/CFT
Law, discussed in Seoh 3.2 of this report, applies equally for DNFBPRs.number of auditors in
practice identify beneficial owners before acceptm new client due to their internal client take-on
procedures and the obligations stipulated by th& ba Audit which requires information in relation t
the ownership structure.

Information on Purpose and Nature of Business Relanship (c. 5.6):

740. There is no requirement in the AML/CFT Law for refong entities to obtain information on the
purpose and intended nature of the business nesdtips. Further, regulations, rules or guidances hrat
been issued to DNFBPs in relation to this critedon as such this criterion is not satisfied.
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Ongoing Due Diligence on Business Relationship @&.7; 5.7.1 & 5.7.2):

741. Article 16 of the AML/CFT Law requires DNFBPs tormhuct ongoing due diligence throughout
the course of the business relationship includhe monitoring of transactions for the veracity loé t
information on the customer, the business and piskile and where necessary, the source of income.
Both of these provisions should be supplementeduigance (as, for example, they do not outline any
frequency requirements or any triggers for a reyiew

742. DNFBPs are required to update the data obtaineccdstomer identification in the business
relationship, with the frequency for updating suleita to be determined by the reporting entity, yams

to paragraph 2(16) of the AML/CFT Law. However, tleguirement is too general with respect to the
frequency for updating data. There are no addititawes, regulations or rules for DNFBPs to givetlfigr
obligations to these requirements.

743. Auditors interviewed advised that they practicehsangoing due diligence due to their internal
protocols and the requirements contained in the bawAudit. No other DNFBP actively undertook
ongoing due diligence or were aware of the oblayei

Risk—Enhanced Due Diligence for Higher Risk Custonrs (c. 5.8):

744. Article 15, paragraph 7 of the AML/CFT law statbattin the case of the presence of “high risk
criteria”, reporting entities should take adequateasures to the risks of ML and TF. The remaining
obligations in paragraph 7, applicable to finanédredtitutions only, cover aspects of having in plac
internal legal acts (policies, procedures) to adesif the customer or family is a PEP or whetlnere
are other high risk criteria. Then paragraph 8hef éame Article, states that in the presence df hgk
criteria, “financial institutions” should perforrmeanced due diligence. The provision is, therefoot,
applicable to DNFBPs and the obligations for enkdrdue diligence for DNFBPs are deficient.

745. DNFBPs undertook transactions with and from notide¥ customers. Lawyers, accountants,
auditors, notaries and real estate agents reguladgrtook transactions with legal persons. Howetber
concept of enhanced due diligence was poorly utmtmtdoy DNFBPs.

746. Further, there has been no additional criteriagdshy the authorities by way of law, rules,
regulations or guidance applicable to DNFBPs toyapphanced due diligence and the requirement to
apply enhanced due diligence for higher risk cust@business relationships or transactions, asresh

by the criterion, is not met.

Risk—Application of Simplified/Reduced CDD Measuresvhen appropriate (c. 5.9):

747. Article 15, paragraph 6 of the AML/CFT Law provid®NFBPs with the option to perform
simplified customer due diligence in the presenicow risk criteria, as detailed in Section 3.2tbis
report. No additional guidance/training is in plaeessist DNFBPs to apply this approach.

748. The concept of reduced due diligence was not utmmisby DNFBPs who advised that they
apply what is required by the law to all custoneard transactions.

Risk—Simplification / Reduction of CDD Measures rehting to overseas residents (c. 5.10):

749. The AML/CFT Law sets the requirements for simptifi€EDD based on low risk criteria, as
described in Section 3.2. However, these provisfatisshort of indicating whether reporting entgtie
(including DNFBPs) located in Armenia, are perndtte apply simplified or reduced CDD measures to
customers resident in another country, and if Isat, practice be limited to countries where theingh
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country (Armenia) is satisfied are in complianceghwand have effectively implemented the FATF
Recommendations.

Risk—Simplified/Reduced CDD Measures Not to Apply Wen Suspicions of ML/TF or other high
risk scenarios exist (c. 5.11):

750. The AML/CFT Law does not specifically address ie trovisions of reduced CDD measures
that such measures cannot be applied for highsaskarios or when suspicions of ML/TF exist. Whilst
elsewhere in the AML/CFT Law, in particular Articl®, paragraph 7 refers to requirements for repgrti
entities to ‘take appropriate measures adequathetaisk of ML and TF' in the presence of high risk
criteria, it is not explicit for DNFBPs that simfsid or reduced CCD measure cannot apply in thateve
of high risk scenarios existing.

Risk Based Application of CDD to be Consistent wittGuidelines (c. 5.12):

751. There are no guidelines issued by authorities fNiIFBPs in relation to applying a risk based
approach to CDD. Hence the criterion of 5.12 ajablie to DNFBPs is not satisfied.

Timing of Verification of Identity—General Rule (c. 5.13) and Timing of Verification of Identity—
Treatment of Exceptional Circumstances (c.5.14 & 84.1):

752. The analysis contained in Section 3.2 in relatmthe provisions set forth in the AML/CFT Law
covering the timing for verification of the custoriseidentity is equally applicable to DNFBPs. Thaw,
pursuant to Artcicle 15.1, falls short of determmiwhat is considered a “reasonable timeframe” to
follow when verifying the identity of the customéuring the establishment of the business relatipnsh
There is no guidance issued to DNFBPs on what reagohsidered a reasonable timeframe.

753. There is no requirement for DNFBPs to adopt riskaggement procedures concerning conditions
under which a customer is permitted to utilize tisiness relationship prior to verification as lieeg by
this criterion.

Failure to Complete CDD before commencing the Busass Relationship (c. 5.15) and Failure to
Complete CDD after commencing the Business Relatiship (c. 5.16):

754. When reporting entities (including DNFBPs) are udmatm comply with the required CDD
measures, Article 24, paragraph 5 of the AML/CFTvLr@quires them to reject carrying out a business
relationship or transaction, that is to refrainnfrendorsing or carrying a business relationshifram
concluding a transaction, or if they are unablgdoform customer identification. Paragraph 6 furthe
requires that in case of rejecting to carry outusifiess relationship or transaction, reportingtiesti
should consider the relevance of filing a suspisiansaction report to the Authorized Body.

755. Interviews with DNFBPs did not elicit reports ofdiess declined and existing relationships
terminated resulting from existing clients’ refusalprovide customer and beneficial owner inforomati
as required by the AML/CFT Law.

Existing Customers—CDD Requirements (c. 5.17):

756. There is no requirement for reporting entities I(idang DNFBPs) to apply CDD measures to
existing customers on the basis of materiality ask and to conduct due diligence on such existing
relationships at appropriate times.
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Existing Anonymous-account Customers — CDD Requireents (c. 5.18):

757. As discussed above, no permissions exist in the,lawes or regulations for DNFBP to open or
maintain anonymous accounts.

Effectiveness:

758. Whilst a basic legal framework is in place for Ciidbe undertaken by DNFBPs as set forth in
the AML/CFT Law, and the rudimentary requirementsrev understood by DNFBPs, there is no
application of a risk based approach or the apjpicaof high or low risk criterion by DNFBPs. DNFBP
did not demonstrate any practice of ongoing dugetilce nor in particular did casinos consider apgly
an aggregate for the CDD requirements to apply. BRE-interviewed reflected undertaking CDD as a
requirement set forth by law and did not exhibity amnderstanding of the purpose behind the
requirements.

759. Many DNFBPs are currently unlicensed, hence unsigest, and therefore their understanding
of the requirements is minimal due to lack of oatte Further the DNFBPs that are supervised are not
subject to a rigorous supervisory regime, on-sitetberwise, that focuses on AML or CFT and thigyma
reflect the minimal knowledge of the DNFBPs on Cbligations. Additionally no guidance or
additional laws and rules have been issued by atidsofor DNFBPs to underpin and expand on the
obligations set forth in the AML/CFT Law in relaido CDD and no DNFBPs, except for one auditing
firm which had international group-level internaarsdards that they must abide by, applied any other
CDD measures other than those proscribed in the /&HTL Law.

760. No dealer of precious metals or stones was availaolring the onsite assessment and the
Ministry of Finance advised that limited understagdof the obligations of this DNFBP category would
be in place due to the lack of outreach and licensi

CDD Measures for DNFBPs in Set Circumstances (Appiyg Criteria under R. 6 & 8-11 to DNFBP)
(c.12.2):

Foreign PEPs—Requirement to Identify (c. 6.1), RisiManagement (c. 6.2; 6.2.1), Requirement to
Determine Source of Wealth and Funds (c. 6.3), Ongw Monitoring (c. 6.4):

761. The requirements concerning PEPs envisaged by te/@FT law are only applicable to
financial institutions, and not to DNFBPs. There ao additional laws or regulations issued for DINEB
on PEPs. Hence, no explicit obligation is in the IARFT Law for DNFBPs to identify PEPs and there
are no further regulations or guidance issued byatlthorities for DNFBPs specifically on ML or TF o
on the identification and treatment of PEPs.

762. DNFBPS did not understand the concept of a PEPtaraded all transactions and business
relationships the same when it came to ML/TF risks.

Misuse of New Technology for ML/TF (c. 8.1), Risk oNon-Face to Face Business Relationships (c.
8.2&8.2.1):

763. The obligations pursuant to Article 8, paragrapbf3he AML/CFT Law in relation to having
relevant measures in place counteracting ML or $$oaiated with new or developing technologies is
only applicable to financial institutions and is eatended to DNFBPs.
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Requirement to Immediately Obtain Certain CDD elemats from Third Parties (c. 9.1), Availability

of Identification Data from Third Parties (c. 9.2), Regulation and Supervision of Third Party
(applying R. 23, 24 & 29, c. 9.3), Adequacy of Apation of FATF Recommendations (c. 9.4),
Ultimate Responsibility for CDD (c. 9.5):

764. The analysis and findings as detailed in R.9 amglyally to DNFBPs. The law defers to the
reporting entities for the determination of the ditions/procedures for the reliance on third party
stating that such can be done “only in cases aticeimanner established by the internal legal @ictise
reporting entities”; however, these internal legetls are only required for DNFBPs employing mosnth
10 persons hence limited effectiveness.

765. Effectiveness:No DNFBP evidenced relying on a third party to utale some of the CDD
process though it would be expected that lawyarspuntants and auditors may have this process arise
when dealing with, for example, non-resident legafsons as customers. The AML/CFT Law has
included trust and company service providers arigeifpopulation of these sectors grows, or thenegsi
activities for other DNFBPs becomes complex, tteuirements for the availability of information and
documentation to be retrieved from a third partyheisit delay and clarification of the terminology of
what certain third party representatives is requil®@NFBPs had a very low understanding of these
matters.

Record-Keeping & Reconstruction of Transaction Recals (c. 10.1 & 10.1.1):

766. As detailed in Section 3.2, Article 20 of the AMIFT Law deals with the requirements of
“maintaining records” with minimum requirements &mth. Additional maintenance consistent with the
established normative legal acts of the AuthoriBedy, being the Regulation on Minimal Requirements,
are not applicable to DNFBPs.

Record-Keeping for Identification Data, Files and @rrespondence (c. 10.2):

767. Paragraph 1(2) of Article 20 of the AML/CFT Law téges DNFBPs to maintain records “on the
main conditions of the transactions” for at leagears following completion of the transaction (bess
relationship) or for a longer period if this is @@scribed by the law.

Availability of Records to Competent Authorities ina Timely Manner (c. 10.3):

768. Article 20, paragraph 2 of the AML/CFT Law furthexquires the information required by the
Law and maintained by reporting entities, includiog transactions, should be sufficient to provide
comprehensive information about transactions (@irtass relationships) in the case this is requdsged
the Authorized Body or by criminal investigativetlaarities.

Effectiveness

769. All DNFBPs reflected knowledge of the record kegpirquirements though the record keeping
practice was not demonstrated in a robust form byraber of small DNFBPs including casinos.

Special Attention to Complex, Unusual Large Transamons (c. 11.1):

770. Article 8, paragraph 1 of the AML/CFT Law estabéshthe obligation for DNFBPs to conduct
additional scrutiny of all complex and unusuallygk transactions (business relationships), as al|
transactions involving unusual patterns with noaappt economic or other legitimate purpose.
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Examination of Complex & Unusual Transactions (c. 1.2):

771. DNFBPs are required to conduct additional scrutofyall complex and unusually large
transactions (business relationships), as well fagramsactions involving unusual patterns with no
apparent or other legitimate purpose as requiregmuArticle 8 of the AML/CFT Law and as discussad i
R11. This provision indirectly requires DNFBPs twamine as far as possible the background and
purpose of such transactions. Additionally, thedaace on Suspicious Transaction Criteria (Ground 2)
outlines that any unusual transaction is subjecadditional scrutiny; however no DNFBP reflected
knowledge of the Guidance on Suspicious Transacd@ateria. There is no stated requirement for
DNFBPs to set forth the findings of such an exatmain writing, as required by this criterion.

Record-Keeping of Findings of Examination (c. 11.3)

772. The critique contained in R.11 on the requiremeetsforth in the AML/CFT Law is applicable

to DNFBPs and like other reporting entities, DNFB&s also required to submit such data to the
Authorized Body when requested to do so, excepttlier cases where the reporting of such data
contradicts confidentiality requirements. The exiapis applicable only to notaries, attorneys,spes
providing legal services, independent auditors anditing firms, and independent accountants and
accounting firms. The laws that regulate thesegagibns contain provisions concerning professional
secrecy with a widely worded requirement to applyabl of the obligations set forth in the AML/CFT
Law. Whilst no DNFBP concerned seemed to hold finafessional secrecy was an obstacle, the matter
has not arisen where authorities have requiredtt@eval of maintained records from such entitinder

the provisions of the AML/CFT Law.

773. Effectiveness: Whilst some of the requirements to meet the cdterare absent from the
AML/CFT Law, DNFBPs had no appreciation for any gdex or unusual transactions and applied one
approach for all unless the transaction was corsidarge in their practice though the interesseadi
from a large transaction was not linked with treksiof ML and TF. Further, DNFBPs did not have any
knowledge of evolving trends, the scale and coniplexf the mechanisms used in ML or TF activities
and the typologies published by the authoritiesrditireflect any specific areas for DNFBPs to ble &t
understand or apply any specific practices for dempr unusual transactions.

4.1.2. Recommendations and Comments

The authorities are recommended to:

. Remove the threshold that limits CDD in relatiorthie acquisition or sales of stocks or shares -
for attorneys, persons providing legal servicesames, independent auditors and auditing firms,
independent accountants and accounting firms;

. Provide guidance to casinos and prizing games tgysrt ensure that CDD requirements are
undertaken for transactions that in the aggreggteleor exceeding the threshold;

. Establish a direct requirement for DNFBPs to obtafarmation on the purpose and intended

nature of the business relationship regardlesshether the transaction is considered high risk or
not;

183



Develop guidance for DNFBPs to ensure that theaecisnsistent system for conducting ongoing
due diligence taking into account the threats arderabilities of the nature, scope and operation
of the DNFBPs and establish the frequency for updatustomer information;

Establish requirements and guidance in relatiarotaducting enhanced due diligence for higher
risk customers, business relationships or trarmastind the application of simplified/reduced
CDD measures for low risk customers, includingrfon-resident customers;

Explicitly prohibit the application of reduced CDBeasures when suspicions of ML/TF exist or
in the event of high risk scenarios;

Provide guidance to DNFBPs on the determinationtwdt constitutes a “reasonable timeframe”
to follow when verifying the identity of the custemduring the establishment of the business
relationship;

Establish a direct requirement to adopt effectisk management procedures concerning
conditions under which a customer is permittedtiiize the business relationship prior to CDD
verification;

Establish a direct requirement to apply CDD meastoexisting customers on the basis of
materiality and risk and to conduct due diligennesoch existing relationships at appropriate
times;

Provide through law, rules or other enforceablesuess with respect to CDD requirements for
PEPs at the establishment of the business relaifpasd during the course of such relationship;

Set forth requirements to ensure that the findofgsxaminations of the background and purpose
of transactions identified as complex, unusuallgéaor transactions involving unusual patterns
with no apparent or other legitimate purpose ateilde in writing and to ensure that outreach to
the sector by published typologies or other measargeveloping trends of ML and TF is
effective and relevant;

Establish a specific framework when DNFPBs may oglythird parties or intermediaries to
perform CDD measures;

Undertake an analysis on the risks and impactefiteapplication of Article 21 (internal legal
acts) and external audit of systems and controlsdmpliance with the AML/CFT Law (Article
23.2) for DNFBPs with less than 10 employees;

Bolster the record keeping requirements and pregitié DNFBPs to ensure that it is effective and
meaningful and practiced as to not hamper any tigans as given the importance of records
related to business relationships and transactibastandard and quality of record keeping needs
to be considered by the authorities in line with thitigation of risks and also have a tangible
effect in providing law enforcement agencies amkstisory authorities with reliable data to be
used in their AML/CFT investigations.
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4.1.3. Compliance with Recommendation 12

Rating

Summary of factors relevant to s.4.1 underlying ov@ll rating

R.12

NC

For casinos and prizing games operators, CDD reaugints do not take

into consideration transactions that in the aggeeggual to or exceed the
threshold.

No implementing requirements in the law or othdbereable means, nor
any type of guidance and training, for DNFBPs to:

obtain information on the purpose and intendedneatf the business
relationship;

conduct effective ongoing due diligence measuresusiness
relationships, taking into account materiality ais#t and to conduct
due diligence on such existing relationships atr@mpate times
including establishing the frequency for updatingtomer information

conduct enhanced due diligence for higher riskarusrs, business
relationships or transactions;

apply simplified/reduced CDD measures for low isistomers,
including for overseas residents;

prohibit the application of reduced CDD measuréemnvsuspicions of
ML/TF exist or in the event of high risk scenarios;

apply CDD measures on a risk sensitive basis;

adopt risk management procedures concerning éonslitnder which &
customer is permitted to utilize the business i@hship prior to
verification;

apply CDD measures to existing customers on tkis lod materiality
and risk and to conduct due diligence on suchiegistlationships at
appropriate times;

apply CDD measures for PEPs at the beginningeofetationship and
ongoing monitoring after the relationshiop is ekthied:;

apply when relying on third parties or intermeaiarto perform CDD
measures;

examine as far as possible the background andgeirgf transactions
identified as complex, unusually large or transargiinvolving unusua
patterns with no apparent or other legitimate psepo
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. Lack of Guidance to DNFBPs for determining the s@aable timeframe”
to follow when verifying the identity of the custemduring the
establishment of the business relationship.

e There is a threshold that unduly limits CDD in tigla to the acquisition of
sales of stocks or shares where business transadtiting under the
threshold are exempt from the CDD requirements.

*  Weaknesses in the actual record keeping practices.

*  There is no measurement of risks for the disapipdicaof internal legal
acts or external audit requirements for DNFBPs Ve#is than 10

employees.

. Issues of effective implementation and practices.

4.2. Suspicious Transaction Reporting (R.16)

Suspicious Transaction Reporting (R.16)

4.2.1. Description and Analysis

774. The AML/CFT Law obliges ‘reporting entities’ to regt suspicious transactions (ST) in relation
to ML or TF and also for transactions that reacimanetary threshold regardless of whether the
transaction was undertaken by cash or other means.

775. The obligation to report ST, as well as the oblmatto report TR as detailed in R.19, is
differentiated along the different types of DNFBRsnumber of DNFBPs being independent lawyers,
firms providing legal services, independent accants and accounting firms, dealers in precious Isjeta
dealers in precious stones, trust and companycgepvoviders have no obligations for TR reporting.

Requirement to Make STRs on ML and TF to FIU (applyng c. 13.1 & IV.1 to DNFBPs):

776. As discussed earlier in this report the definitoidra suspicion transaction or relationship is eeif

in Article 3, paragraph 12 of the AML/CFT Law whegrehere is a suspicion that the assets involved in
the transaction or relationship are from the prdseef crime or that the assets of the transaction o
relationship, funds or other assets are linkeatdor the intended use, of terrorism financingefiéiore
the obligation to report applies both in cases afand FT.

777. The obligation for reporting entities to report giggous transactions of ML and TF is pursuant to
Article 5, paragraph 1(3) of the AML/CFT Law wharaieporting entities are required to submit to the
FMC any suspicious transactions or business relsitips regardless of the amount.

778. Article 5, paragraph 2, (2)-(4) & (6) differentiat¢he reporting requirements (both for STs and
TRs) along the different types of DNFBPs:

. Persons organizing prize games and lotteries, aasas well as real estate agents must report in
all instances: STs, regardless of any thresholds;
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. Notaries, attorneys, as well as for persons pragitegal services, independent auditors and
auditing firms, independent accountants and acaaogifitms are obliged to report all STs but
only with regard to the following transactions pegd or carried out for their clients:

. buying and selling of real estate;

. managing of client money, securities, or otherigsse

. management of bank and securities accounts;

. provision of funds or other assets for establishtir@gperation, or management of legal
persons;

. performing functions of establishment, operatiannanagement of legal persons, as

well as alienation (acquisition) of contributiosbiares and the like in the authorized
capital (equity capital and the like) of legal pars, or alienation (acquisition) of stocks
(equities, shares) of legal persons at a nominalarket value.

779. There are provisions regarding legal privilege lbwyers, notaries and other legal professions
(discussed later on in this section), which magetfthe reporting obligation of STs.

780. Dealers in precious metals, dealers in preciousestare obliged to report STs only with regard
to cash transactions with their clients.

781. Trust and company service providdedthough such businesses are not currently dlailen
Armenia) are subject to reporting STs with regarttansactions, when they:

. act as a formation agent (representative) of lggabons in rendering company registration
services;
. act (arrange for another person to act) as a dir¢ekecutive body) of a company, a partner of a

partnership, or perform similar functions of a legerson’s management;

. provide accommodation (operational, correspondemceadministrative address) to a legal
person;

. act (arrange for another person to act) as annasgger of an express trust;

. act (arrange for another person to act) as a nashareholder for another legal person.

782. A number of CBA Decisiort have been entered into force between Septemb@& &0 March
2009 in relation to the approval of the ST repartiform and guidelines for the completion and

2 CB Decisions approve the reporting forms for MandaReporting and Suspicious Transactions or BsirRelationships,
Rules and guidelines for completion and submission:
(a) organizers of prize games and lotteries,uiiolg the persons organizing internet prize ganmgered into force on
September 6, 2008;
(b) Notaries entered into force on October 1@&0
(c) Attorneys, Independent Lawyers and Firms Riiog Legal Services, Real Estate Agents, Independecountants and

Accounting Firms, Independent Auditors and Auditifigns came into force March 12, 2009
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submission of the reporting forms. Moreover, theXdBecisions have been issued for notaries, att@ney
independent lawyers and firms providing legal smsj real estate agents, the State Registry, indepé
accountants and accounting firms, independent @sdiand auditing firms and casinos. Dealers in
precious metals or stones do not have any appnegeating form or related guidelines.

Legal privilege

783. For the analysis of professional secrecy provismorgerning access to competent authorities to
information covered by financial secrecy, pleaserré¢o Recommendation 4 and to the issues noted
therein. For the analysis of the provisions coniogrmaccess to information which is protected by

professional secrecy please refer to Recommendaédiriterion 26.4) and Recommendation 28 and to
the issues noted therein.

STRs Related to Terrorism and its Financing (applyig c. 13.2 to DNFBPs):

784. As noted above, the definition of a suspicion teatisn or relationship extends to “assets of the
transaction or relationship, funds or other assets linked to, or for the intended use, of termoris
financing”.

785. Article 6, paragraph 2 of the AML/CFT Law furthetates that a business relationship or
transaction should be recognized as suspicioltsisifuspected or there are sufficient groundsuspect
that the business relationship or transaction waealfunds or other assets, which are linked totemided
for use by terrorist organizations or individuakteists for the purpose of terrorism. This appbéso for
DNFBPs.

No Reporting Threshold for STRs (applying c. 13.3 &8V.2 to DNFBPSs):

786. The obligation to report suspicious transactiomgréless of the amount is pursuant to Article 5,
paragraph 1.3 of the AML/CFT Law. Article 6(1) dfiet AML/CFT Law further clarifies that the
suspicion is also relevant to attempted transastiwmelationship.

Making of ML and TF STRs Regardless of Possible ImMvement of Fiscal Matters (applying c. 13.4
and c. IV.2 to DNFBPs):

787. The requirement to report suspicious transactiomduding for DNFBPs applies regardless
whether transactions are thought to involve taxsira Tax evasion is included as a predicate offdois
ML as discussed on section 2 of this report.

Implementation and Effectiveness:

788. Serious issues can be raised about the effectisesfethe suspicious reporting requirements for
DNFBPs. Although for certain DNFBPs these requinetwievere also provided by the first AML/CFT
law (entered into force in 2005) no ST report hasr deen lodged by a DNFBPs.

789. Part of this may be due to some contradictionsstwadtcomings in the AML/CFT law. The CBA
Decisions in relation to the STR/TR forms and amded guidelines have only been recently
implemented for notaries and casinos (the remaibearg effective March 12 2009) and the current
effectiveness is considered minimal as neither tfppNFBP reported knowledge of such a decision or
related guidance. The CBA Decisions do not inclddalers in precious metals or stones and as such
these professions do not have any approved regddim or related guidelines.

790. The FMC has issued “Guidance on Suspicious Traiosa€lriteria” though their relevance to
DNFBPs is marginal and further. DNFBPs did not myrtany knowledge of such guidance or their
ability to access such guidance and reporting fdroma the FMC website.
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791. There is concern that independent lawyers, firmeviging legal services, independent
accountants, accounting firms, and dealers in puscmetals or stones may not be fully versed om the
obligations in relation to the reporting of suspis transactions due to no current licensing or
supervisory provisions in place to embed such wtdading and their knowledge and understanding of
obligations is questionable. Such provisions ase abt in place for trust and company service [leng,
however, there are no such operations in Armentiaeatime of the assessment.

792. A number of DNFBPs interviewed were well awareld teporting requirements related to TRs
however were not as well versed in a no-threshpfgr@ach for suspicious transactions. Concerns also
exist that some of reporting entities cannot delthk STR requirement and the above-threshold
transaction requirement.

793. All DNFBPs interviewed had some level of awarenesghe UN list of individual and entities
associated by individuals, though to varying degrek knowledge in relation to its accessibility and
where it may be located (that is available throtighFMC website), application of the list and tleed to
ensure the list used is the current version.

794. The majority of DNFBPs were not aware of the oliliya to report all transactions, including
attempted ones and those suspicious with respéax tmatters.

795. DNFBPs interviewed indicated that the FMC has mteditraining, by way of a seminar, in this
topic and typologies for further reference to idfgrpotential suspicious transactions. Additioralining
and outreach is needed to ensure that all DNFB&aware of and fully comply with the STR reporting
obligations.

796. No DNFBP raised issues with the confidentiality uiegments and the ability to waive such
requirements under the relevant laws for the pwpad the AML/CFT law. All DNFBPs interpret this
provision that confidentiality is waived for theparting obligations and other obligations under the
AML/CFT Law. However, no DNFBP has filed an STR tbe matter of confidentiality has not been
tested. All DNFBPs interviewed during the causehaf onsite mission understood that the provisions
allowed for the waiver of privilege in the eventinformation needing to be supplied with the corepét
authority, the meaning of it all and the purposewéver the weaknesses in the regime highlighted
elsewhere in the report apply.

Protection for Making STRs (applying c. 14.1 to DNBPSs):

797. Protection is afforded by way that ‘reporting @astor their employees (managers) shall not be
subject to criminal, administrative, civil or othe¥sponsibility for duly performing their dutiess aset
forth in Article 27 of the AML/CFT Law. This appbealso to DNFBPs.

Prohibition Against Tipping-Off (applying c. 14.2 to DNFBPSs):

798. The provisions discussed in Section 3 addresspgniy-off apply equally to DNFBPs. The
wording is broad and covers ‘reporting entitiexitlemployees, and representatives, as well ag othe
persons’ are prohibited from tipping off.

Effectiveness:

799. DNFBPs interviewed were aware of the obligationghwiespect to confidentiality of the
information and not disclosing to the customer $BR had been prepared and submitted to the FMC
though there was limited awareness in relatioméoprotection afforded by the law for such repagytin
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Establish and Maintain Internal Controls to Prevent ML and TF (applying c. 15.1, 15.1.1 & 15.1.2
to DNFBPs):

800. The analysis and findings in Recommendation 15elation to the provisions set forth in the
AML/CFT Law apply equally to DNFBPs. The obligat®set forth in Article 22 of the AML/CFT Law
require a compliance function to be in place howdthe provisions do not cover the ability for the
AML/CFT compliance officer to have timely and urtrasned access to CDD or transaction records and
information. Further, no risk management practiese demonstrated for the separation of duties or
management of conflicts of interests of the conmaéafunction and an operational function with the
DNFBP.

801. The requirement to establish and maintain intgpnatedures, policies and control to prevent ML
and TF though internal legal acts are not requimngdNFBPs with less than 10 employees pursuant to
Article 3(6) of the AML/CFT Law. In the instanceshere DNFBPs have more than 10 employees,
Article 21 of the AML/CFT Law applies and sets fothe requirements to have ‘internal legal acts’
covering such matters as CDD, record retentiondétection and reporting of suspicious transactaoms
the related reporting obligation.

802. There is a concern in relation to the ‘internaldlegcts’ that in some instances the acts may only
mirror the requirements of the provisions of the knd not the functionality for the business aggilan.

Independent Audit of Internal Controls to Prevent ML and TF (applying c. 15.2 to DNFBPs):

803. As discussed in R.15, reporting entities with mibr@n 10 employees, under their own initiative
or at the request of the Authorized Body, are tgage an external audit that will check the extdnt o
implementation and effectiveness of legislationAML and CFT. No further regulations or guidelines
for DNFBPs exist that give clarity to any frequerafysuch an audit and the authorities advised rbat
external audits have been requested to be undarsaicd examinations of DNFBPs.

Ongoing Employee Training on AML/CFT Matters (applying c. 15.3 to DNFBPSs):

804. The analysis and findings detailed in R15 regardivegprovisions set forth in Article 21 of the
AML/CFT Law are equally applicable to DNFBPs whoséanore than 10 employees. The Internal Legal
Acts require reporting entities to establish regmients for recruiting, training, and professional
development of the staff of the internal compliangét or other employees charged with functions
stipulated by this Law, legal acts, as well as wébard to the risks and typologies of ML and Tle. N
further regulations or guidelines are in placeDNFBPs that give granularity on timing, frequenthe
scope of training for all personnel, trends, mettogies or the like.

Employee Screening Procedures (applying c. 15.4 BINFBPS):

805. The analysis and findings of R.15 in relation te hML/CFT Law obligations for employee
screening procedures apply equally to DNFBPs wheiiicle 22, paragraph 2 states that “the staff of
the internal compliance unit shall pass qualifimatin the manner and based on the professionajamste
criteria established by the Authorized Body.” Hoeg\the requirements focus mainly on the stafhef t
internal compliance unit and on other staff thay e vested with AML/CFT responsibilities and there
no general requirement to have screening procedureplace to ensure high standards when
hiring/recruiting all employees.
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Effectiveness:

806. Only a limited number of DNFBPare required, by their internal legal acts to disthband
maintain internal policies, rules, procedures,rudtons or regulations to prevent ML and TF dué¢hi®
threshold of 10 employees or more. Additionally thternal legal acts used by these DNFBPs arthéor
most part copies of the AML/CFT Law and do not eefl the operational aspects of the business
including the application of risks for nature, siseope and profession. No DNFBP met advised the
outsourcing of the compliance function to a de@da¢xternal service. The training provided for, and
undertaken by the DNFBPs, was limited to a semniivedd by CBA and there is doubt that the relevant
compliance officer attended the seminar in allanses as a number of DNFBPs advised that another
member of staff, who did not have an AML/CFT detkchfunction, attended. There are no formal
training programs in place either initially or on an-going basis and there were no background sheck
undertaken on employees in relation to ML and T$ksi No SRO currently offers training and
certification in ML and TF. No fithess and propyiebr screening checks, were undertaken by DNFBPs
for the purposes of ensuring high standards whenghemployees, including key functions such as
compliance or senior management.

807. Ambiguity exists in relation to the commercial gmfessional secrecy provisions for lawyers,
accountants, auditors, and attorneys as set fortbach related law and the provisions set fortthin
AML/CFT Law. As no DNFBP has reported an STR, timeartainty in the relevant laws has not been
tested.

Special Attention to Countries Not Sufficiently Apdying FATF Recommendations (c. 21.1 &
21.1.1):

808. The analysis and findings contained in R.21 of thort in relation to the obligations set forth in
the AML/CFT Law apply equally to DNFBPs. The FMChtishes and makes available on their public
domain the lists in relation to offshore jurisdicts and also FATF, MONEYVAL statements and other
relevant matters pertaining to weakness of jurtsgial AML/CFT systems. However, no DNFBP had
knowledge of such lists or other published documiiont and the availability of such on the FMC
website.

Examinations of Transactions with no Apparent Econmic or Visible Lawful Purpose from
Countries Not Sufficiently Applying FATF Recommenddions (c. 21.2):

809. The analysis and shortcomings detailed in R.21hi teport apply equally to DNFBPs. The
requirement to conduct additional scrutiny on dertaansactions, including those involving unusual
patterns with no apparent economic value or oteeitimate purpose applies (Article 8(1) of the
AML/CFT Law) however, it is not extend to transaais with persons from or in countries which do not
or insufficiently apply the FATF Recommendationsalddition, there are no requirements establislyed b
law: i) to examine as far as possible the backgioamd purpose of transactions from or in countries
which do not or insufficiently apply the FATF Recorandations; ii) document the findings in writing;
and iii) make the written findings available to iasg€ompetent authorities and auditors. Thereftre,
requirement falls short in these respects.

Ability to Apply Counter Measures with Regard to Cauntries Not Sufficiently Applying FATF
Recommendations (c. 21.3):

810. The analysis and findings of R21.3 in Section 3has report is equally applicable to DNFBPs;
however, unlike the warning letters issued to fmahinstitutions, such warnings regarding coustrie
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identified by FATF as countries of concern with stalmtial deficiencies in their AML/CFT regime are
not extended to DNFBPs.

4.2.2. Recommendations and Comments

811. The authorities should consider:

. Clarifying the ambiguities of the confidentialitpé privilege regime for notaries, advocates,
persons providing legal services, independent axgdénd auditing firms and accountants to
remove any possibility of arbitrage as noted elsawlin this report, particularly to the obligation
to provide additional information and introduce sw@a&s that could provide for systemic
checking in order to put at rest the concerns stiegnfnom the uncertainty in the relevant laws;

. Implementing requirement for screening of persosneh as fithess and proprietary
requirements;
. Issue guidelines on the manner of reporting folefsan precious stones or precious metals and

relevant typologies of STs for DNFBPs;

. Instigating outreach by way of supervision, tragnor other means to ensure that a clear
differentiation is in place between TR and ST répgrobligations including no thresholds for
STR obligations, ST for attempted transactionsthnde suspicious with respect to tax matters;

. Facilitating training for DNFBPs, including comptiee personnel, through channels such as direct
or through certified courses held by service prekddncluding SROs and ensure ongoing training
requirements are embodied in law, rules or regurati

. Implementing risk management controls to ensurettigacompliance function is properly staffed
and any conflict that may arise by the compliangsefion holding a compliance role and an
operational role are managed,;

. Raising awareness of DNFBPs in relation to theanirpublished list of offshore jurisdictions and
further, develop measures to advise DNFBPs of goscaebout weaknesses in the AML/CFT
systems of other countries;

. Establishing requirements for DNFBPs to ensure that internal legal acts are relevant to
compliance systems and controls and not a repriothuct the AML/CFT Law;

. Establishing a direct requirement foNFBPsto examine, as far as possible, the background and
purpose of transactions with persons from or inntées which do not apply or insufficiently
apply the FATF Recommendations and to documerfirtdangs; and to make the written findings
available to assist competent authorities and axslit

4.2.3. Compliance with Recommendation 16

Rating Summary of factors relevant to s.4.2 underlying ov@ll rating

R.16 PC « No STRs reported by any category of DNFBP.

*  The overall awareness of reporting obligationslation to STRs is low in
particular to the lack of understanding differetmig an STR and a TTR;
and the requirement for STRs to be raised for gitechsuspicious
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transactions and in relation to tax matters.

* Internal legal acts mainly reflect the contenttef AML/CFT Law and do
not address the risks nor the nature, size or sabitee DNFBP operation.

e The compliance function is mainly undertaken byspanel involved in
operations and no separation of duties, manageofeohflicts or a deep
understanding of compliance was demonstrated.

« No requirement for ongoing training is in place ace there any training
avenues by way of service providers or courses.

*  Alack of direct requirement to examine, and docuinfimdings on the
background and purpose of complex, unusual lasgeséctions and all
unusual patters of transactions which have no appaconomic or visible
lawful purpose.

. No effective measures to advise DNFBPs in relatomweaknesses in the
AML/CFT systems of other countries.

« No requirement to examine as far as possible thlegnaund and purpose
of transactions, document the findings, and mahdirigs available to
competent authorities.

«  No appropriate counter-measures to apply when atgodoes not apply
or insufficiently applies the FATF Recommendations.

»  Concerns on the robustness of confidentiality amdl@ge for notaries,
advocates, persons providing legal services, int#gr& auditors and
auditing firms and accountants.

* Issues with the effectiveness of the regime.

4.3.Regulation, Supervision, and Monitoring (R.24-2)
4.3.1. Description and Analysis

812. The table below outlines the category of DNFBPgfession or business and the supervisory
body. A supervisory body is defined in the AML/CE&w pursuant to Article 7 as an authorized body
“issuing licenses to (appointing, conferring a dficdtion, or otherwise permitting the activitieand
supervising) reporting entities.”

DNFBP Number of Supervisory Body
licensed entities

Notaries 70 Republic of Armenia Ministry of
Justice

Attorneys (Advocates) 855 The Chamber of Advocatake
Republic of Armenia

Independent auditors and auditing firms “329 Republic of Armenia Ministry of
Finance

324 being legal entities and 5 natural persons.
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Persons and casinos organizing prize| 131* Republic of Armenia Ministry of

games and lotteries, including the Finance
persons organizing internet prize games
Real estate agents 215" State Committee of Real Property

Cadastre of the Government of the
Republic of Armenia

Independent lawyers and firms Unknown Nil
providing legal services

Dealers in precious metals or dealers|iinknown Nil
precious stones

Independent accountants and Unknown Nil
accounting firms

Trust service providers Nil Nil
Company service providers Nil Nil

813. DNFBPs have varying degrees of supervision and rabeu of DNFBPs, being independent
lawyers and firms providing legal services, indegmnt accountants and accounting firms; dealers in
precious metals; dealers in precious stones; hagipervision due to the absence of licensing prows
being in place.

814. DNFBPs with more than ten employees are requirdtht@ in place internal legal acts (policies,
rules, procedures, instructions or regulationskpaint to Article 3, paragraph 6 of the AML/CFT Law.
Authorities advised that in practice, the interdegjal acts have only recently started to be subthiéind
reviewed by the FMC and if required, the FMC willase the content of the internal legal acts with th
relevant supervisory bodies.

815. DNFBPs are subject to a sanctions regime for be=adf the obligations set forth in the
AML/CFT Law and imposed in the manner establishgdhie Code of Administrative Sanctions for non-
financial institutions or individuals with the stiatof a natural person, pursuant to Article 27ageaph 4

of the AML/CFT Law. The sanctions applicable untter Code of Administrative Sanctions are the same
as the sanctions set forth in Article 27 of the AKIET Law and as detailed in R17. No sanctions have
been applied to any DNFBP in relation to ML/TF.

Regulation and Supervision of Casinos (c. 24.1, 241, 24.1.2 & 24.1.3):

816. Persons and casinos organizing prize games (h'eesimos’) are licensed and supervised by the
competent authority, the Ministry of Finance (Mgijrsuant to Government Decree 1164-N of July 29
2004. The authorities advised that there werehattime of assessment, no internet casinos omigtter
prize gaming currently in operation, nor had anliappon been received. The licensing of casinos is
undertaken pursuant to the obligations sets fartthe Law on Licensing (Law on Licensing) and the
Law on Prize Games and Casinos (Law on Gamblingdwbtovers such aspects as the principals, aims,
validity of the license, process of application luging supporting documentation, alterations and
cancellations of the license, rejection of an aggpion for a license and remedies for rejectiore Thw

*4 14 terrestrial casinos and 117 terrestrial opesaibprize gaming.

4> As at April 2009.
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on Licensing does not have any specific ML or TEu® though the Law on Gambling, pursuant to
Article 6, requires casinos to abide by the requésts under the AML/CFT Law.

817. Article 26, paragraph 1 of the AML/CFT Law setstfothat supervision of compliance with the
obligations contained in the AML/CFT Law shall besecised by the supervisory body (i.e. MOF) and
‘upon request of the Authorized Body” (i.e. CBA)etMOF shall conduct on-site examinations based on
the information on ML and TF. The provisions fopswision of casinos, including the requirements fo
off-site and on-site supervision, are pursuanttiick 9 of the Law on Gambling though with no sfiec
processes or protocols for ML and TF.

818. The licensing and supervision department of the M&#ponsible for casinos is staffed by three
employees, who also have the responsibility for arhendments and revisions.

819. Onsite supervision is undertaken in accordance tith provisions set forth in the Law On
Organizing and Conducting Control in the Repubfidamenia (Law on Inspections) and Article 2 lists
the ‘public authorities performing controls’ incind the MoF. The procedures for on-site supervisign
detailed Article 7 of the Law on Inspection inclu@eongst others, unhindered access to the premises
the company of a representative of the superviséityethe request of documents and other inforomati
including statements, determination of timeframesdmedy of violations which do not give rise to
criminal or administrative liability, recommend tioe ‘managing body’ of the MoF corrective measures
in relation to abuses and other violations subjecadministrative and criminal liability, and fohe
purpose of verifying the accuracy of cash operaticonducted by the entity and the formation of repo
and calculations, conduct cross-examinations onother side of the transaction only in terms of the
lawfulness of the transaction in question.

820. The cycle for on-site assessments is each casic® @ayear unless issues arise that may require
more attention to an entity, with the average tinan@ke onsite of two days for casinos and one day of
prize games. Further, the assessors were advisg¢dthth MoF employees have undertaken training
provided by the CBA on casino supervision.

821. Article 27, paragraph 5 of the AML/CFT Law setstfothat in the case of “non financial
institutions or individuals” the responsibility tapply the sanctions, as regulated by the Code of
Administrative Offences (Code of Administrative $&ons) is vested in the authorities that have
supervisory responsibilities over the entities parg to Article 244.12 of the Administrative Offexsc
Code. In the case of administrative sanctions fdrinigements of the obligations contained in the
AML/CFT Law by casinos, this is the MoF.

822. Article 27 of the AML/CFT Law details the adminiative sanctions for non compliance to the
obligations set forth in the AML/CFT Law. The sdoot are determined by the type of reporting entity
and include, amongst others, that if the infringetne committed by a non financial institution thsita
legal person (as defined by Article 6, paragrapf thhe AML/CFT law), the relevant sanction is digdi

as detailed in R.17 and undertaken by the MOFe@sdhctioning authority.

823. No sanctions have been applied for breach or nofeomance with the obligations set forth in
the AML/CFT Law and all sanction issued to dateenbeen on such matters not related to ML and TF
such as a casino having more gaming machines tiediceénse permitted or that the serial numbetbef
machines did not match the detail held by the MoF.

824. There are no fit and proper checks in place for agament, owners or beneficial owners of
casinos. Nor are there requirements in the AML/QC&Ww, Law on Licensing or Law on Gambling that
would prevent criminals or their associates frondimy or being beneficial owners of a significamt o

195



controlling interest, holding a management functionor being an operator of a casino. No casino
interviewed undertook such fitness and proprietipamkground checks on owners or controllers.

Monitoring Systems for Other DNFBPs (c. 24.2 & 24.2):

Attorneys

825. Advocates (attorneys) are registered with the Clearob Advocates of the Republic of Armenia
(Chamber of Advocates), pursuant to the Law on Adey. An advocate is defined, pursuant to Article
17 of the Law on Advocacy as a person “who hasioéthan advocates license in the manner prescribed
by this law, who is a member of the advocate’s diemmwho took an oath. An advocate is an
independent consultant on legal issues”. Articl8saad 29 of the Law of Advocacy set forth the
requirements for receiving an advocate’s licensenfthe Chamber of Advocates and the procedure for
issuing the advocate’s license by the Chamber obadtes respectively.

826. However no provisions or powers are conferred éoGhamber of Advocates for the supervision
of advocates in relation to the obligations sethfém the AML/CFT Law and officials of the Chambafr
Advocates advised that no systems, protocols oicatti and experienced staff are in place by the
Chamber for such supervision of compliance. Addaity, the Law on Inspections does not cover SROs
as one of the ‘public authorities performing col#tro

827. Sanctions shall be imposed by the Authorized Bdldg, FMC, pursuant to Article 28 of the
AML/CFT Law as the Chamber has no mandated powers.

Notaries

828. Notaries are reporting entities pursuant to Art(g of the AML/CFT Law and are licensed and
sanctioned by the Ministry of Justice (MoJ), purdua the power vested in the Ministry of Justiceler
Government Decree 274. Article 19 of the Law ona¥ial System (Law on Notarial System) sets forth
the provisions of supervision of notaries and de-assessments are conducted in accordance with the
Law on Inspections and the MoJ is included in thedf ‘public authorities performing controls’ agr
Article 2 of the Law on Inspections. The authostigave undertaken seven inspections in 2007, one in
2008 and 12 inspections are planned for 2009. Thé Nas a schedule in place since 2008 to inspect
every notary every 4-to-5 year cycle.

829. The Notarial department, who is responsible forlitensing and supervision of notaries and of
which there are 3 employees, attended two semin@@08 held by the CBA.

Real Estate Agents

830. Real Estate Agents are licensed, supervised, ardisaed by the State Committee of the Real
Property Cadastre of the Government of the Repuflidrmenia (Cadastre), pursuant to Government
Decree 895, which also empowers the Cadastre te iésenses for appraisers, valuers, land surveying
and topographic mapping. On-site assessments adeicted in accordance with the Law on Inspections
and the Cadastre is included in the list of ‘pulalithorities performing controls’ implicitly as Aste 2
refers to, amongst other state bodies explicitiytioaed, as ‘state bodies granting licenses’. Auities
advised that there have been no specific ML or figpeéctions though approximately 20 to 24 general
inspections have been undertaken, which were wdartby a dedicated committee comprising of nine
members.
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Audit profession

831. Independent auditors and auditing firms (hereinkmas ‘auditors’) are licensed and supervised
by the MoF. Such licensing requirements and thegdasion of licensing duties to the Ministry of
Finance are pursuant to the Law on Licensing Astit}.

832. On-site assessments are conducted in accordanketheitLaw on Inspections as the MoF is
included in the list of ‘public authorities perfoimg controls’ as per Article 2 of the Law on Inspeas.
Further provisions in relation to inspections agé ferth in Article 30 of the Law on Audit Activis
(Law on Audit) wherein the MoF as the authorizedlp@an organize and implement inspections of
auditors to verify the normative legal acts and €ofiEthics applying to auditors.

833. The dedicated department of the MoF in chargeceiing and supervising auditors comprises
of 5 staff who have further duties such as develpmnd amending laws, certification practices and
procedures in relation to auditors.

Trust and company service providers

834. Currently, no trust or company service providerrapes in the Republic of Armenia and there is
also no licensing or supervisory framework in place

Independent lawyers and firms providing legal s=9j independent accountants and accounting firms;
dealers in precious metals; dealers in preciousesto

835. No licensing requirements are in place in any lavd &ence, no supervisory activities are
undertaken.

Effectiveness:

836. DNFBPs have varying degrees of supervision thoughenof the supervisory activities are
focused on the DNFBPs’ obligations pursuant the AWRET Law nor any particular ML/TF risk per
occupation or activity. There is no supervisoryrieavork or practice in place for advocates and abarm

of DNFBPs, being independent lawyers and firms igliag legal services, independent accountants and
accounting firms; dealers in precious metals; aglats in precious stones have no supervisionaltiet
absence of licensing provisions being in placalltases, the authorities interviewed noted tlogtae

of technical resources (staff numbers and expgrasean obstacle to implementing effective on-site
supervision specifically in relation to AML and CFT

837. Of particular concern is no fitness an proprietyuieements are in place for management, owners
or beneficial owners of casinos and no preventiobarioninals or their associates from holding orriggi
beneficial owners of a significant or controllingtérest, holding a management function in, or baing
operator of a casino.

Guidelines for DNFBPs (applying c. 25.1):

838. Other than guidelines issued in relation to conipheind submission of STR forms for certain
DNFBP$® and associated Suspicious Transaction Criteriagumdelines have been issued by any

“% As sighted in R16, CB Decisions have been issmedlation to the approval of the ST form, and glites for
completion and submission of the forms. The Densiand guidelines have not been issued for deal@recious
stones or metals.
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supervisory body or SRO specifically for DNFBPs itoplement and comply with their respective
AML/CFT requirements.

Feedback (applying .25.2):

839. As noted in the analysis of R.25.2 in Section & Authorized Body is obliged to regularly
provide feedback to reporting entities on the repfiled by them, pursuant to Article 10, paragrdph3)

of the AML/CFT Law and further the FMC acknowleddgés reception of the reports by sending an
acknowledgment receipt to reporting entities. Siggudback has not been activated as no STR has been
lodged by a DNFBP.

840. The Guidance on Money Laundering and Terrorism rigimgy Typologies issued by the FMC
have marginal application to DNFBPs and no DNFBRalestrated any knowledge of the issuance or
location of the typologies.

4.3.2. Recommendations and Comments

841. The authorities are recommended to consider:

. Designating competent authorities or SROs for nooimgy and ensuring compliance with the
AML/CFT obligations for independent lawyers andrg providing legal services, independent
accountants and accounting firms; dealers in puscioetals; and dealers in precious stones for
effective monitoring and compliance on a risk sevsibasis;

. Implementing a supervisory regime for advocatesiiatys);

. Introducing for casinos and operators of prize gafiteess and propriety requirements for
managers, owners, and beneficial owners includtranl proper checks for management,
owners or beneficial owners. Further, implementmgway of law, rules or regulations,
requirements that would prevent criminals or tlasigociates from holding or being beneficial
owners of a significant or controlling interest]ding a management function in, or being an
operator of a casino or operator of a prize game;

. Staffing levels and technical abilities focusedinand TF of the supervisory bodies;

. Issuing guidelines for DNFBPs to assist with th# fmplementation and compliance of the
applicable obligation set forth in the AML/CFT Law;

. Developing relevant feedback processes on numbdisdiosures and results, current techniques,
methods and trends, or money laundering casebaiatbeen sanitized relevant to DNFBPs.

4.3.3. Compliance with Recommendations 24 & 25 (teria 25.1, DNFBP)

Rating Summary of factors relevant to s.4.3 underlying ov@ll rating

R.24 NC |* Lack of competent authorities for monitoring and@mng compliance with
the AML/CFT obligations for independent lawyers dinchs providing legal
services, independent accountants and accounting;fdealers in precious
metals and dealers in precious stones.

e Absence of a supervisory regime for advocatesr(es).

198



« Nofitness and propriety requirements for managessers, and beneficial
owners of casinos.

* No legal or regulatory measures to preclude critainatheir associates
from holding or being beneficial owners of a sigraht or controlling
interest, holding a management functions in, ongp@in operator of a
casino.

. Insufficient staffing numbers, and in some instanspecific skill sets, to
implement and practice effective supervision iatieh to AML and CFT.

* There are no effective systems in place for supgryicompliance.

R.25 pc |* Minimal guidelines in place for DNFBPs to ensure thll implementation
and compliance of the applicable obligations sehfm the AML/CFT Law.

« No outreach to DNFBPs on relevant techniques, valikties of the sector
methods or trends.

4.4, Other Non-Financial Businesses and Professieadlodern-Secure Transaction Techniques
(R.20)

4.4.1. Description and Analysis

842. The Armenian authorities have applied certain miovis of the AML/CFT Law to a variety of
additional businesses and professions as repatitities including persons organizing lotteriesaldes

in artworks, and organizers of auctions. Pawnslamgsinvestment advisers are licensed, regulated and
supervised by the CBA and are included under threvéhtive Measures for Financial Institutions” —
Section 3 of this report.

843. No provisions are in place for dealers in highueabnd luxury goods other than dealers in
artworks, organizers of auctions and dealers inipus metals and stones, which are discussed edsewh
in this report.

844. The obligations set forth in the AML/CFT Law forgamizers of lotteries, organizers of auctions
and dealers in artworks are the same as thoseatibhg for DNFBPs and the analysis and findings in
Section 4 are equally applicable to these reposingies.

Other businesses andReporting Entity under theCompetent Authority
professions AML/CFT Law *

Investment Advisors Yes CBA

Pawnshops Yes CBA

Organizers of Auctions Yes Nil

47 Article 3 of the AML/CFT Law.
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Dealers in Artworks Yes Nil

Persons organizing lotteries Yes Ministry of Financ

Other dealers in high value andNo Nil
luxury goods

Other Vulnerable DNFBPs (applying R. 5, 6, 8-11, 135, 17 &21 c. 20.1):

845. For other vulnerable non-financial businesses antepsions like organizers of lotteries, dealers
in artworks and organizers of auctions, the AML/CEdw sets forth the similar obligations to those
described for DNFBPs under Recommendation 12, @edtiof this report.

846. These other businesses and professions are subjebe following requirements under the
AML/CFT Law: suspicious transaction reporting (Al& 5); protection for STR reporting/tipping off
(Article 12); requirement to have in place intertegal acts (Article 21); requirement to have iaga an
internal compliance unit (Article 22); sanctionsr fmfringements (Article 27); and enhanced due
diligence for transactions with persons locatedfareign states or territories when the internationa
standards on ML and TF are not sufficiently appljadicle 19). The obligations to maintain ‘polisie
rules, procedures, instructions, or regulation®efinal legal acts) as set forth in Article 21, applicable

to non-financial businesses and professions witlerbployees or more pursuant to Article 3(6) of the
AML/CFT Law.

847. With respect to Recommendation 5, the analysisfemlihgs of the obligations set forth in the
AML/CFT Law in R5 (Section 3) and R12 (Section 4) this report apply to other business and
professions. The requirement to undertake CDD mreasapply when undertaking cash transactions with
clients above 5 million dram (USD 13,000 at theetiof assessment) and for organizers of lotteriegnw
the transaction is above 1 million dram (USD 2,6d®jere is no requirement in the AML/CFT Law for
these reporting entities to obtain information dw tpurpose and intended nature of the business
relationships.

848. The description and analysis of effectiveness &mommendations pertaining to DNFBPs, as
detailed previously in section 4, are equally agglle to organizers of lotteries, dealers in arksa@and
organizers of auctions.

Modernization of Conduct of Financial Transactions(c. 20.2):

849. Armenia is predominantly a cash based society amttaft law is pending to address cash
transactions within the domestic economy. Thisratsbeen considered in the assessment. The Mission
was informed that most, if not all, transactiongmbtteries, and pawn brokers were cash trangatio

850. Effectiveness: There is no outreach program to raise awarenessddalers in artworks,
organizers of auctions or organizers of lottertence the level of their understanding in relatmnthe
obligations set forth in the AML/CFT Law may be sadered marginal. Some of the criterion has limited
application to lotteries, dealers in artworks, aigars of auctions including undertaking transaxgiwith
customers in other jurisdictions including jurigtbos that may not apply or insufficiently apply FA
recommendations.
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4.4.2. Recommendations and Comments

The authorities are recommended to consider:

. Undertaking a risk assessment in order to deterihotber NFBPs are at risk of being misused
for ML or TF.
. Take measures to reduce the use of cash and egeaue activity within the formal sector.

4.4.3. Compliance with Recommendation 20

Rating Summary of factors underlying rating

R.20 PC |+ No measurement of the risks to other NFBPs fromdvilF.

» Lack of outreach to other NFBPs who have obligationder the AML/CFT
Law.

* No measures in place to develop and utilize modatdhsecure techniques
for conducting financial transactions that are kadggerable to money
laundering.
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5. LEGAL PERSONSAND ARRANGEMENTS & NON-PROFIT ORGANIZATIONS
5.1. Legal Persons—Access to Beneficial OwnershipdiControl Information (R.33)
5.1.1. Description and Analysis

Legal Framework:

851. The legal framework for legal entities, includifgeir registration, is set out in the Civil Codeg th
Law on Foundations, the Law on State Registratiobegal Entities the Law on Stock Companies, the
Law on Limited Liability Companies, and the Law Balitical Parties.

Measures to Prevent Unlawful Use of Legal Persons.(33.1):

852. Armenia’s State Registry is operating as a sepagdacy of the MoJ and is financed through the
MoJ’s general budget. The State Registry has 4fbmad offices, which are mainly responsible for
registering commercial entities at the location kehéhey operate, and one central office, which is
responsible for registering all foundations.

853. All information collected at the regional officesprovided to the central office within 10 days of
receipt. The information is provided in hardcopynfioand is then manually fed into an electronic
database maintained at the central office. Theonagioffices are not linked through nor have direct
access to this database. Any requests for infoomaiticluding from the regional office, thereforavie to

be made through the central office.

854. Articles 52(4) & 56(3) Civil Code as well as ArticB Law on Foundations in connection with
Article 3 Law on State Registration of Legal Emtitiprovide that the legal capacity of a legal peliso
obtained on the date of its registration with thaté& Register. For foundations Article 16 Law on
Foundations requires that registration has to pd&ee within 2 months after the decision to esshbihe
foundation has been taken.

855. The main measure in place to ensure that informatio beneficial ownership of legal entities
established under Armenian law is Article 23.2. Lamw State Registration. According to the provision,
any legal entity upon registration or upon chandimg statute capital has to submit a declaratioitsof
beneficial owners to the State Registry. A copyhef declaration has to be provided to the CentaakB
upon request.

856. Article 23.2. does not define the term “beneficiainer.” However, the CBA through Board
Decision 20-N of January 27, 2009 approved a tet@plat has to be filled out by registering eritier

the purpose of ensuring compliance with Article223and that provides that “a beneficial owner in
connection with a legal person is a natural pevglon has actual (real) control over the legal persoits
transactions (business relationships), or one wdretits from those.” The definition therefore toash
upon but does not entirely match the definitiorflneficial owner” as contained in the FATF stamtar
which covers not only persons who have control avéegal entity and the beneficiaries but also “the
natural person(s) who ultimately owns a customeat/anthe person on whose behalf a transaction is
being conducted.” However, other provisions of ltlev on State Registry as outlined below ensure that
information on the owners is provided to the Skegistry.

857. In addition to the template, the CBA through theowab mentioned Board Decision issued
“Procedures and Deadlines for Filing DeclarationBeheficial Owners by Legal Persons at the Legal
Person’s State Register” which require that legaspns submit the template on beneficial ownersimvit

2 business days of submission of an applicationstate registration or from the day of any
change in statutory capital, founders, participamsmbers, stakeholders or shareholders.
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858. Article 23.2. Law on State Registration of Legalif®s only came into effect in May 2008 and
the template and the Procedures and Deadlines avdyeissued by the CBA in January 2009. The
assessors could therefore not establish that thesmn is implemented effectively.

859. Even prior to May 2008, however, the Law on StaggiBtration of Legal Entities contained a
number of provisions which would ensure that infation on beneficial owners of legal entities is
provided to the State Registry.

860. Article 21 Law on State Registration of Legal Bestrequires that an application of the person
authorized by the founders, records of the foundeeéting, or the decision of the sole founder er th
written agreement of joint founders, or the willtbé founder of a foundation establishing the |exypity,
and at least two copies of the legal person’s ehdrave to be submitted as well as confirmatiothef
payment of state duties.

861. Article 55 Civil Code applies to all legal entitie®d sets out the information that has to be
contained in the founding document. Pursuant ttbeision, the charter has to indicate the namihef
legal entity, its place of location defined as thace of its permanently acting body, the procedare
managing its activity, and in the case of a noncenaml entity, the subject and purpose of its agtiv
The provisions dealing with each form of legal gntequire the charter to contain additional infatian

as outlined below.

862. Article 20 Law on State Registration of Legal Bestfurther requires that information regarding
the head of the legal entity or the acting chietaetive of the legal entity, including name, suream
passport data, place of residence and means of gpioation, is provided to the State Registry.
Information on the management of all legal entittetherefore maintained by the State Registry.

863. For commercial companies Articles 78, 91, 97 and fArtbvide that the Charter has to state the
amount and composition of the contributed or charépital, the amount of ownership interests oheac
partner or participant and the procedure for chanownership interests in the contributed capsabell

as the liability of the participants for violatimyties to make contributions. Ownership interestddgal
entities other than joint stock companies are foeeanaintained by the State Register and the itxalod

any transfer dependent on the registration of tew pwner. In addition, the Charter for joint-stock
companies has to provide the conditions on thegoaites of shares of stock, their stated value aed t
number of capital share stocks issued.

864. For foundations, the Charter also has to contagnnthimes, passport information and place of
residence of natural person founders and the ndate of state registration, location and name rafotibr

or the representative of legal person foundersthEtmore, the value of the foundation property and
categories of beneficiaries of the foundation hivbe provided. Information on the foundation bsdie
the number of staff and its powers, and the detisi@king procedures have to be provided as well.
Beneficiaries have to be indicated in a descripthanner, but it is not required that the hamestioero
information on individual beneficiaries is providesince 2008, however, Article 23.2 of Law on State
Registration of Legal Entities requires disclosofréhe beneficiaries of foundations.

865. Articles 12 & 22 Law on State Registration of Legaitities sets out a general obligation for
legal entities to provide the State Registry witly apdates to registered information. While thevjgion
does not provide for a timeframe within which infa@tion has to be updated, provisions in the various
laws on legal entities (i.e. Article 10 Law on Liel Liabilities Companies, Article 17 Law on Joint-
Stock Companies) stipulate that with respect tadthiarty, any changes to the Charter only come into
force after registration of such information wittetState Registry.
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866. In summary, the State Register maintains infornmatio the owners of legal persons other than
joint stock companies, the founders of foundatiaaswell as information on the managers of all legal
entities. For about 25% of all joint stock companiegistered in Armenia, the Central Depositorgiret
the names of nominee and actual shareholdershEautstanding 75%, a register has to be maintaihed
the company level.

867. Joint Stock Companies are the only form of legaitgthat may issue stocks. While Article 39
Law on Joint Stock Companies requires that stockficates are issued on name of the shareholder,
therefore effectively prohibiting the issuance efler shares, Article 157 Civil Code provides 8tatks
“may be bearer or nominal, freely circulating orttwa limited range of circulation and common or
preferred.” However, as outlineder under R 33.8.abthorities stated that there is no conflict bheeaof

the principles established for succession of laws.

868. Both the Law on Securities (Article 3) as well hs taw on Joint Stock Companies (Article 52)
allow for the use of nominee shareholders, meattiagnot the actual owner of the share but a nosine
defined in Article 3 Law on Securities Market asé'tperson on whose nominal securities owned by othe
persons are registered without the transfer of osine rights,” may be indicated on and registerdith w
the shareholder registry. To avoid any abuse of dbvecept of “nominee shareholders” for money
laundering or terrorism financing purposes, therBad the CBA through Decision 33-N of February 6,
2007 regulates that only investment service provittenpanies, who in turn are obliged under the
AML/CFT law to obtain, verify and maintain benefitownership information, may act as a nhominees of
securities.

869. Article 51 Law on Joint Stock Companies requirdshamenian Joint Stock Companies to keep
shareholder registers. In addition, pursuant tackrtl95 Law on Securities Market shares have to be
registered with the Central Depository. Howevere da the fact that there are not sanctions for non-
compliance with Article 195, in practice only abd200 of the 4139 Joint Stock Companies incorpdrate
under Armenian law have registered their shards thiéd Central Depository.

Access to Information on Beneficial Owners of LegaPersons (c. 33.2):

870. All documents held by the State Register are plypbrcessible (Article 56 Civil Code and
Article 12 Law on State Registration of Legal Ees).

871. The government, through a decision issued on J\2Q01 (N 674) further regulated access to
information held at the State Registry. Accordiadite decision, information held at the State Regis
open for public knowledge, can be used by statenamticipal bodies, legal entities and natural pesso
and be obtained either directly from the centréitefof the State Registry or by post.

872. However, the process applied to obtain requestednmation seems to be rather time consuming.
To obtain information, a written application hasbi® filed with the central office or the regiondfice,
indicating the list of information required. Thdammation must be provided in written form and with
days. The authorities stated that in practice, estjufrom the FMC and law enforcement authorities
would be responded within 2-3 days.

Prevention of Misuse of Bearer Shares (c. 33.3):

873. As outlined above, Joint Stock Companies are tiyeform of legal entity that may issue stocks.
While Article 39 Law on Joint Stock Companies regsithat stock certificates are issued on the full
name of the shareholder, therefore effectively jmithg the issuance of bearer shares. Article Cbil
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Code provides that stocks “may be bearer or nomineély circulating or with a limited range of
circulation and common or preferred.”

874. Authorities stated that there is no conflict beeaabthe principles established for succession of
laws, although this was not entirely clear becabselLaw on Joint Stock Companies was replaced by a
new version.

875. In addition it was pointed out that the Law on JoBtock Companies would require the
maintainance of a shareholder register, that asyster of or change in the name of the shareholder
would have to be registered and that a new shatlkeoname of he new owner would have to be issued.

876. While bearer shares do not seem to be allowed b@séuke provisions of the Law on Legal Acts
and according to the authorities would also nosteii practice, the assessors would still consiter
important to eliminate the reference to bearereshar Article 157 Civil Code.

Additional Element—Access to Information on Benefi@al Owners of Legal Persons by Financial
Institutions)(c. 33.4):

877. All information held at the State Registry is pebli accessible, including by financial
institutions.

5.1.2. Recommendations and Comments

. Ensure that Article 23.2. Law on State Registradbhegal Entities is implemented effectively.
. Amend Article 157 Civil Code to eliminate any reface to bearer shares.
. The authorities should consider putting in placelactronic live-time database linking all

regional offices of the State Registry and thus/jgliag the public as well as financial institutions
and law enforcement authorities with quick accesaltinformation maintained at the Registry.

5.1.3. Compliance with Recommendations 33

Rating Summary of factors underlying rating

R.33 LC * Due to its recent enforcement, assessors couldatetmine that Article
23.2. Law on State Registration of Legal Entitegriplemented effectively,

« Access to registered information may be time corisgriven that the
regional and central State Registries are not tirlieand are not searchabl
in electronic form.

[¢]

5.2. Legal Arrangements—Access to Beneficial Owndrip and Control Information (R.34)
5.2.1. Description and Analysis

Legal Framework:

878. Armenian law does not recognize trusts or any ditrens of legal arrangements. Armenia is also
not a signatory to the Hague Convention on Lawsliéable to Trusts and on their Recognition. In
discussions with the private sector it was confitrtieat the setting up and management of trustetigan
service provided by members of the Armenian legaflgssion.

879. The Recommendation is therefore not applicabl@ééncbntext of Armenia.
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Measures to Prevent Unlawful Use of Legal Arrangemés (c. 34.1):

880. Criterion is not applicable in the context of Armen

Access to Information on Beneficial Owners of Legahrrangements (c. 34.2):
881. Criterion is not applicable in the context of Armen

Additional Element—Access to Information on Benefiml Owners of Legal Arrangements by
Financial Institutions)(c. 34.3):

882. Criterion is not applicable in the context of Armen

5.2.2. Recommendations and Comments

883. N/A

5.2.3. Compliance with Recommendations 34

Rating Summary of factors underlying rating

R.34 NA . Recommendation is not applicable in the conteX&rafienia.

5.3. Non-Profit Organisations (SR.VIII)
5.3.1. Description and Analysis

884. The Civil Code describes what is considered a acpfofit organization (NPO). A Social
Organization is defined in Article 122 of the Ci@bde as ‘voluntary organizations of citizens wiawén
joined in the manner provided by a law on the baSommunality of their interests to satisfy sjial or
other non-material needs.” Whereas a Foundatiosuamt to Article 123 of the Civil Code is ‘an
organization not having membership, founded byeits and/or legal entities on the basis of volyntar
property contributions, pursuing social, charitabtailtural, educational, and other socially-useful
purposes’. The Civil Code sets forth that a NPOtrhesa legal entity and prescribes that all legdties
must be registered with the relevant State Regis&ng the Legal Persons State Register of thaskiyn

of Justice (State Register), pursuant to Articlebthe Code.

885. NPOs must register with the State Register pursioafitticle 3, paragraph 2 of the Law on State
Registration of Legal Entities and the Ministry fstice (MoJ), through its dedicated state redistra
office, being the State Register, is the compedettiority for the registration of NPOs. NPOs, dejieg

on their activity, are subject to the provisionstlod Law on Non-Governmental Organizations; Law on
Foundations; Law on Charity which cover, amongs$tert, requirements in relation to formation, the
charter and by-laws and reporting requirementsghdbese laws do not contain any specific proviion
for ML and TF.

886. The AML/CFT Law also (Article 26) contains some yigions concerning NPOs: they should
maintain for at least 5 years identification datananagers (in the same manner prescribed by Artis|
discussed earlier in criterion 5 and elsewherehia teport); foundation documents and decisions of
management bodies as well as documents relatéuhiacfal and economic operations.
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887. Upon request of the Authorized Body, the MoJ thtoug operational arm, the State Register, as
the supervisory body of NPOs, shall undertake nreaso prevent involvement or misuse of NPOs in TF
as set forth in Article 26 of the AML/CFT Law.

888. The authorities advised that at the time of thesswent, there were over 5,500 NPO’s registered
with the State Registrar consisting of 5287 nonegonment organizations, 464 Charitable organizations
and 273 foundations and that NPQO’s consisted df suganizations as charities and foundations vhigh t
majority of non-government organizations being thending raising activities of schools and
kindergartens; organizations established to promsptts clubs and associations; hobby clubs; youth
club and the like. Other entities that are regestewith the State Register which do not fall witkine
category of charities or foundations comprise ditigal parties; employee and employer unions and a
chamber of commerce.

Review of Adequacy of Laws & Regulations of NPOs (&/I111.1):

889. A review of the laws applicable to NPOs was undenain 2007 with the resulting changes
reflected in the AML/CFT Law, effective in 2008. &meview was undertaken within the ambit of the
Interagency Commission of which the MoJ is a memfdre Interagency Commission’s mandate,
amongst others, is policy formation and directitire evaluation of the effectiveness of strategiesd a
regulations, information sharing on trends and w@tfogies and educational programs in relation to M
and FT. Going forward, no set review schedule envilinerability of the NPO sector to TF is planned
and no framework is in place to consider a reviewsell on new information of potential vulnerabititor
the activities, size and features of NPOs.

890. The State Register has access to information ralabn the activities, size and other relevant
features of the NPOs for the purpose of identifying features and types of NPOs through the formal
registration process however there is no demoimtrétat this information available at registratgtage

is used for supervision of NPOs specifically inatwin to TF. Every NPO must register various
documents with the State Register including a aafpthe instrument by which it is established, sash
the founding charter pursuant to Article 55 of @igil Code and the details in Article 15 of the Law
State registration of Legal Entities which includest is not limited to, the objectives, naturegpse and
purpose of activities, and voting rights. Furthiérany charter or by-law is amended, such proposed
amendments must be lodged with, and approved bySthte Register. Additional information is sourced
through the annual reports issued by NPOs whicht rooger the income and expense report and in
addition for foundation NPOs, a report on its ati#g including sources of funding and for charity
NPOs, the process of implementation of charitabbgmmams.

891. Other available sources of information come throtlgh Interagency Commission in relation to
information sharing on trends and methodologiesytath the MoJ is a member.

Outreach to the NPO Sector to Protect it from Terraist Financing Abuse (c. VIII.2):
892. There is no comprehensive outreach to the NPO rsewto any discussion forums on the scope
and methods of abuse of NPOs, emerging trends iand-protective measures, any best practices or

advisory papers or other such resource. Additignalb guidance notes have been issued specifically
addressing TF vulnerabilities and risks of NPOs.
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Supervision or Monitoring of NPOs that Account for Significant Share of the Sector’'s Resources or
International Activities (c. VIII.3):

893. Enabling provisions for the monitoring and supeonsare pursuant to Article 18 of the Law on
Charities which contains the monitoring and supgowi of compliance of the laws by the NPOs by the
Authorized Body and Article 38 of the Law of Foutida sets forth the MoJ’s supervision of compliance
‘and in cases envisaged by the law, also by otbepetent state bodies, according to the procedares
their authorities, inspections and examinationsustite by the law’. Additionally, pursuant to Atec26

of the AML/CFT Law, upon request of the AuthoriZBddy, the MoJ as the supervisory body of NPOs,
shall undertake measures to prevent involvementisuse of NPOs in TF.

894. No onsite monitoring is undertaken by the Stateifteg as the MoJ department responsible for
registering NPOs undertake such inspection by taatong of a ministerial decree to undertake an
inspection after a complaint was received. TheeSRagistry does undertake a desk-top review of NPOs
by-laws and objectives when applying for registnatto ensure they comply with all Armenia Law
provisions for NPOs though as advised by the aittbsr with no focus on TF. Branches and
representative offices of foreign NPOs must file thy-laws and registration of the parent NPO and
further lodge the by-laws, approved by the panehevant to the RA operation. The branch by-lawstmu
be compliant with RA Law and are reviewed by that&Register, though as with domestic NPOs, with
no specific focus on TF.

895. As discussed above, NPOs are required to issuamumabpublic report, published in the mass
media, detailing the income and expense reportNIRis who are foundations, the annual report meist b
published no later than six months after the enfinaincial year and report on its activities inchgl
sources of funding and a copy of the published ntepast be lodged with the State Register purstant
Article 39 on the Law on Foundations. Charities thpugblish the annual report no later than threethsn
after the end of financial year and disclose tlue@ss of implementation of charitable programs yaums

to Article 18 of the Law on Charities.

896. Audit requirements for foundations with financiattigities of 10 million dram or more
(USD26,000 at the time of assessment) apply, patseaArticle 39 of the Law on Foundations. The
Audit requirement relates to the conclusions of @émmual financial report however, the audit is not
specifically focused on elements of TF and no awgdjtiirements apply to other NPOs. The publication
the annual reports is the avenue available folStiate Register to capture data on NPOs which atcoun
for a significant portion of the financial resouscender control of the sector however the autlesriti
advised that no data analysis is undertaken froasaect of TF vulnerabilities or activities.

897. There are no procedures in place that differentle@eNPOs for supervision or monitoring based
on financial resources or substantial shares ofst#wor’s international activities and the authesit
advised that due to the number of staff vis-afesrumber of NPOs, there are no plans going fortard
undertake any on-site monitoring or structural desto the approach of desk-top review.

Information maintained by NPOs and availability to the public thereof (c. VIII.3.1):

898. As discussed above, NPOs are required to issuenanah public report which includes the
financial activities, source of funding, programgpiemented or accomplished. Further, every NPO must
maintain and register various documents with treeSRegister including a copy of the instrument by
which it is established, such as the founding @ngoursuant to Article 55 of the Civil Code and the
details in Article 15 of the Law on State registratof Legal Entities which includes, but is noniied

to, the objectives, voting rights and the like. Isadirectly relevant to the NPOs’ activities, suchtlae
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Law on Charities and the Law on Foundations, carfiaither detail in relation to, but not limited, tihe
requirement for and the contents of the charter;athligations and responsibilities of the membéithe
governing body (Article 18.3 of the Law on Chas)eand, as stipulated by the Law on Foundations
(Article 21) the Board of Trustee members or a meamtf another body of the foundation and the
Manager or Executive Director of the foundationt{@e 21) who is in the position of directing the
current activities of the Foundation (Article 2Assessment on the accuracy of the information phét

is not reviewed by the MOJO.

899. As mentioned earlier, Article 26 of the AML/CFT Lawquires NPOs to maintain for at least 5
years identification data of members of their mamagnt bodies, foundation documents such as charters
and by-laws, and decisions of management bodie$irantcial-economic documentation.

900. Certain information is publicly available througdtetinformation contained in the General State
Register Book, held and maintained by the StatagRegpursuant to Article 17 paragraph 4 of the Law
on State Registration of Legal Entities. The Genstate Register Book (Register Book) contains data
all the legal entities and sole proprietors regetethroughout Armenia and the Register is updated
later than once every 10 days. Pursuant to Ar2€ldChapter 1ll) of the Law on State Registratidn o
Legal Entities the Register Book includes, butdslimited to, the type of foundation, date of fdation,
the domicile of the legal entity, the ‘compositiofi the founders (participants, members, partners,
shareholders) and other data relating to them'thiearArticle 20 states that the Register Book, when
comes to legal entities of which NPOs are, willlgef data available in the registration certificate
however Article 18 of the Law on State Registratidriegal Entities, which describes what is corgdin
in the registration certificate, does not discltdse ultimate controllers, directors or the like.ddtibnally

to the information available through the RegisteoB Foundations must publicly disclose annually,
pursuant to Article 29 of the Law on Foundatioh®, tull names of members of the board of trustees a
the manager and other persons of the Foundatitaffsifsthey have utilized the foundation’s ‘meassd
services within the accounting year'. Additionaltile state registration certificate contains infation

on the management of the NPO, pursuant to Arti8lefthe Law on Registration.

Measures in place to sanction violations of overdig rules by NPOs (c. VII1.3.2):

901. As discussed in Section 2 of this report, Armen&am does not provide for criminal liability of
legal persons but administrative sanctions arelablai The administrative sanctions detailed incat
28 of the AML/CFT Law relate to sanctions applieddgal persons for the involvement of ML and FT.
Further, paragraphs 1 and 3 specifically apphh®itvolvement of a legal person who is not a repgr
entity under the AML/CFT Law. The sanctions inclutie imposition of a penalty to the value of the
received assets of crime, as specified by Partt&lar55 of the CC, but not less than approximately
USD5,200 (at the time of assessment) for the irerolent in money laundering. For the involvement in
terrorism financing, the sanctions include the isipon of a penalty at the value of the assets tised
FT, as specified by Part 5 Article 55 of the CCt bot less than approximately USD26,000 (at thestim
of assessment). Both sanctions include an actitwe ided to the court requesting liquidation o tlegal
person. The sanctions are imposed by the MoJ a®#pective supervisory body pursuant to Article 28
paragraph 6 of the AML/CFT Law.

902. Additionally, the State Register has administratiemedies available through written notices of
violations of the laws relating to each NPO andrigbt to appeal to court to remedy, if no remedg h
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been undertaken following the issuance of a writtetice, or liquidate the NP®This does preclude any
additional civil or administrative proceedings wreéspect to NPOs or persons acting on their behatf
the State Register may wish to pursue through abet.c

903. All actions undertaken by the Authorities in redatito non-compliance do not relate to TF and
relate only to the late or absent publication néficial performance and other obligations for mmation,
lodgment of returns, failure to submit a propose@adment to a charter or by-law.

Licensing or registration of NPOs and availabilityof this information (c. VII1.3.3):

904. As discussed in VIII 3.1, NPOs are required to dgstered with the State Register which is the
public registry, pursuant to the Law on Registratd Legal Entities. In addition to the registratiavith

the State Registry, registration of NPOs must b Wie State Revenue Service as the taxation atythor
and that such information supplied is the saméhadrformation required for the registration witiet
State Register as an NPO including charters, bg;lawembers of governing bodies, purpose and
intention and in addition to the details of specjfrojects for the purpose of taxation exemption.

905. Such information is available to the FMC pursuanftticle 9(1) of the AML/CFT Law, upon
request from the State Registry.

Maintenance of records by NPOs, and availability t@ppropriate authorities (c. VIII. 3.4):

906. The maintenance of records is set out in the piangsof Article 26 of the AML/CFT Law
wherein NPOs must maintain records for at leagt yigars on the identification data of members eirth
management bodies; foundation documents and desisip management bodies and documents related
to financial and economic operations.

907. Sharing of information between the appropriate eochpetent authorities has been undertaken
for taxation related matters.

Measures to ensure effective investigation and gathing of information (c. VII1.4):

908. As discussed in Section 2 of this report, legaltiestare precluded from criminal liability of
legal persons and investigations into the NPO legdity itself would encounter the same inhibitass

other legal entities. However, if the investigativas involving a natural person involved in somerfo
with the NPO, investigative powers contained in@RC are applicable.

909. Taking into account the aforementioned inhibitéicle 26, paragraph 4 of the AML/CFT Law
sets forth that the Authorized Body (i.e. the FMIB in cases stipulated by law also other bodigs ma

“8 Article 34 of the Law of Foundations permit théekant authority, being the Ministry of Justice aoply to the court for the
liquidation of the foundation for such infringemenincluding but not limited to the foundation ‘contting numerous or gross
violations of the law or it has regularly carriedt @ctivities contradicting its statutory goals’ibthe founder, whilst establishing
the foundation, ‘has committed gross violationshef law or falsifications’. Further, Article 38 tife Law of Foundation permits
the State register to issue a notice to remedgrigrviolations of the provisions contained in trelLof Foundations, such as if
the annual financial report is not published witkix months of the end of the financial year, dml $tate Register can further
appeal to the court for liquidation for non-reaition. The Law on NGOSs, pursuant to Article 16agaaph 3 states that the
‘organization and its officials are liable for unial activities they engage in as provided underldw’. Article 19 of the Law
on Charity is permitted to issue a written notieedny activities carried out by the charity thanhtradict the goals stipulated by
the law on Charity and further can invalidate ttedes‘qualification and registration of the chasiaprogram’ in the event that
the implementation of the program contained sigaiit violations of law.
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request information related to ML and TF from NP&w® from their supervisory bodies, which in the
event of NPOs includes the Legal Persons Stateskegif the MoJ.

Domestic cooperation, coordination and informatiorsharing on NPOs (c. VII1.4.1):

910. A number of gateways exist to allow co-operatiom @he sharing of information including
through the Interagency Commission, an intergovemtal commission against money laundering and
terrorism financing of which the Ministry of Justiecs a member, whose mandate includes conducting
corresponding operations by state and non-statboatiks, information sharing on trends and
vulnerabilities and policy setting.

911. Additionally, a bi-lateral Memorandum of Understarglis in place between the FMC and the
State Revenue Committee and the application irtioeldo NPOs correlates with the requirements for
NPOs to be registered with the tax authorities.

912. Further, Article 13 of the AML/CFT Law enables tAethorized Body, being the FMC, to co-
operate for the purposes of AML and CFT with ote&ate bodies including such co-operation with
supervisory and criminal investigation authoritiegth or without bilateral agreements.

Access to information on administration and managemnt of NPOs during investigations (c.
VII.4.2):

913. The analysis contained in Section 2 of this repad criterion 4 above on investigative measures
wherein the limitation of investigating legal eig#t, and access to information, applies equalpjR®s.
Article 26, paragraph 4 of the AML/CFT Law provids the FMC to request information related to
money laundering and terrorism financing from NR@d from the supervisory bodidaurther, Article
18.4 of the Law on Charities states that no infdiomaon the structure, income, property, expendiur
staffing and relative remuneration and involvenmntolunteers shall be considered a commerciaksecr

Sharing of information, preventative actions and iwestigative expertise and capability, with respect
NPOs suspected of being exploited for terrorist fiancing purposes (c. VIII.4.3):

914. In addition to the gateways in VIII 4.1, Article 2Baragraph 4 of the AML/CFT Law provides
for the FMC to request information related to mofayndering and terrorism financing from NPOs and
from the supervisory bodies. Investigative expertind capability would rest with the LEAs as disews

in Section 2 of this report.

Responding to international requests regarding NPOs points of contacts and procedures (c.
VIIL.5):

915. Formal requests for assistance are through the p8uant to Article 14 of the AML/CFT Law
and as discussed in Section 2 of this report.

Effectiveness:

916. Authorities acknowledged that there is no outrdadne NPO sector and further that there are no
dedicated staff to the on-going supervision of NR@d any related supervision or monitoring is only
undertaken when an application to establish isivedeor for requests for amendments to charters, by
laws and the like. There are no procedures in pthe¢ differentiate the NPOs for supervision or
monitoring based on financial resources or subistiasthares of the sector’s international activiti€se
number of staff vis-a-vis the number of NPOs igrdmbitor to undertaking effective risk analysistbe
sector.
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917. However, in line with the FATF objectives and gexigrinciples applicable to NPOs, NPOs are
required to maintain information on the purposes aljectives of their stated activities and thentdg

of the governing body, all of which is publicly aadble. A registration system for all NPOs, domesti
and foreign, is in place which requires publicatairannual financial statements and that the fuards
dispensed in a manner consistent with the NPOtedtactivities. The obligations of record keeping a
set forth including the requirement to document fthancial operations however the requirement does
not directly related to the verification of whethtee funds have been dispersed in a manner camisiste
with the charters, by-laws and objectives.

5.3.2. Recommendations and Comments

Authorities should consider:

. Ensuring that periodic assessments are undertakeaviewing new information on the sector’s
potential vulnerabilities to terrorist activities;

. Establishing outreach to NPOs in relation to tlekgiof TF abuse and available measures to
protect against TF abuse;

. Applying appropriate resources and technical capaeithe NPO sector with a focus on TF risks.

5.3.3.Compliance with Special Recommendation VIl

Rating Summary of factors underlying rating

SR.VIII PC « The frequency for periodic assessments, eitheutfirehe Interagency
Commission or other means, is not mandated or sdd@dor are any
trigger events for an assessment, by way of aditior new
information on trends or methodologies.

* Currently, there is no outreach program in placéhieyauthorities to the
NPO sector.

» Limited resources and technical skills to addressresks of TF within
the NPO sector and no current focus on the risks.
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6. NATIONAL AND INTERNATIONAL CO-OPERATION
6.1. National Co-Operation and Coordination (R.31)

918. Legal Framework: 1) Order on Establishment of thieragency Standing Commission Against
Fraud and Forgery in Plastic Cards and Other PalyMethods and on Fight Against Money laundering
and Terrorism Financing; 2) Work Regulation of theeragency Standing Commission Against Fraud
and Forgery in Plastic Cards and Other Payment ddisttand on Fight Against Money laundering and
Terrorism Financing; 3) Memorandum of Understandiegveen the Financial Monitoring Centre of the
Central Bank of the Republic of Armenia and thesRoutor's Office of the Republic of Armenia; 4)
Memorandum of Understanding between the Financiahiddring Centre of the Central Bank of the
Republic of Armenia and the Police of the RepubdlicArmenia; 5) Memorandum of Understanding
between the Financial Monitoring Centre of the €anBank of the Republic of Armenia and the
National Security Service under the Republic of Ania; 6) Memorandum of Understanding between the
Financial Monitoring Centre of the Central Banktheé Republic of Armenia and the State revenue
Service of the Republic of Armenia.

6.1.1. Description and Analysis

919. Mechanisms for co-operation and coordination arailalvle by way of the interagency
commission which was established for the preventibfinancial crime including but not limited to
money laundering and terrorism financing. Additibnaa number of domestic bi-lateral memorandums
of understanding are in place and signed by the FMt government bodies, namely the law
enforcement; National Security Service; Prosecstoffice and the State Revenue Service.

Mechanisms for Domestic Cooperation and Coordinatio in AML/CFT (c. 31.1):

920. The Interagency Standing Commission Against Fraud orgery in Plastic Cards and Other

Payment Methods and on Fight Against Money laumdernd Terrorism Financing (Interagency

Commission) was established following the issuarfdbe President Decree No.NK-1075 of March 2002
and consists of senior representatives from ther@leBank, General Prosecutor’s office, Ministry of

Finance, Foreign Affairs Ministry; Ministry of Finae; National Security Service; State Revenue
Committee with a representative from both tax andtams; National Central Bureau of Interpol in

Armenia; Association of Banks of Armenia; Crimin@hamber of the Court of Cassation; Financial
Monitoring Center and the assistant to the PresideArmenia. Some bodies, such as SROs, that dhoul
play a key role are not represented at The Intei@g€ommission’s mandate includes but is not lichite

to the oversight of the effectiveness of implemédnpmlicies and programs on AML/CFT and the

evaluation of the effectiveness, information shagrion trends and methodologies and educational
programs.

921. The Interagency Commission is mandated to meetast bi-annually, pursuant to Article 4(11)
of the Work Regulation of the Interagency Commissaod the reports from the meetings are to the RA
President. In practice the Interagency Committeetsnen an average of 2 to 3 times a year and is
supported by working groups.

922. Any agency or authority represented at the Intarag€ommission may propose an issue to be
discussed at a forthcoming meeting. The agendanzatérials for the meetings are arranged by the
Secretariat of the Commission, which is conductethe FMC. The FMC also acts as the secretariat and
a quasi-control mechanism for the implementatiothefdecisions taken by the Commission such that it
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composes and disseminates through member institutiee minutes of the meeting, sends relevantsette
to the management of member institutions inforntimgm about their proposed actions pursuant to the
agreed decisions, and where appropriate the ssatetequests feedback from institutions on the
conducted actions. The Head of the FMC in the agpatthe Secretary of the Commission informs the
Commission about the status of pending or outstanidsues.

923. The Interagency Commission has undertaken a nuotbactivities, some emanating in policy
decisions, in recent years such as:

. Developing an AML/CFT training policy (2006);

. Conclusion of MoUs between the FMC and nationdettalders (2006-2008);

. Compliance enhancing procedure to MONEYVAL requieais (2006);

. Seeking Armenia’s observer status to Eurasian GamgpFMC’s membership to Egmont Group

(2006-2007);
. Reforming Armenia’s AML/CFT legal framework (200D28);

. Reviewing efficiency of AML/CFT relating TA projestonducted in designated institutions
(2007-2008);

. Determining status and effectiveness of FMC’s cafsrals for the law enforcement action
(2008);

. Considering annual outcomes of FMC’s and othertutigins activities in AML/CFT (2007-
2008);

. Considering Armenia’s compliance status and furttations with regard to various FATF

requirements: e.g. SR VI, IX; R 30 (2007-2008);

. Reviewing ML trends and typologies and coordinatetions towards their deterrence (2007-
2008);
. Reviewing the pre-arrangements for the Armeniatsrdund assessment of its AML/CFT

framework (2008-2009).

924. The FMC has entered into four bi-lateral MemoransiwhUnderstanding (MoUs) as mentioned
above, with the National Security Service, the é&liState Revenue Service and the Prosecutor'seQffi
first signed in 2006 and re-executed in 2008. ThJM are specific to ML and TF and all have the sam
parameters for co-operation in relation to the axcfe of information on suspicious ML/TF transacion
joint discussions on suspicious ML/TF transactiansifual assistance in drafting the rules, guidas an
other methodological materials on combating ML/Jétnt activities on maintaining case statistics and
development of typologies; and the implementatibjoimt training, education and consulting programs
on combating ML/TF.

925. The number of requests made under the umbrellacofMoUs and the exchange of the requested
information is as follows:
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2007 2008 2009 (as of 01.04.2009)
Agencies Outgoing | Incoming Outgoing Incoming Outgoing | Incomin
from FMC to FMC from FMC to FMC from FMC gto
FMC
General 5 5 4 5 0 2
Prosecutor’s
Office
National 1 3 9 12 2 6
Security
Service
Police 2 3 6 2 1 1
State 4 2 4 2 1 1
Revenue
Committee

926. The current mechanisms for co-operation and coatdin seem adequate however effective
implementation and improvements emanating from woritertaken needs to be measured. Additionally
consultation and outreach with regulated instingiand SROs can be further developed. The Intecggen
Commission could benefit from undertaking ongoin@lgsis of the risk of ML/TF in Armenia (to
determine vulnerabilities, sectors at risk, typépredicate offences committed in Armenia, thatldou
generate proceeds) which should serve as a basstr&amlining its AML/CFT strategy and further
develop the work already undertaken.

Additional Element - Mechanisms for Consultation B&veen Competent Authorities and Regulated
Institutions (c. 31.2):

927. Whilst dialogue between the authorities and theodisgion of Banks of Armenia exists through
the mechanisms of the Interagency Commission, herdbrmal structures are in place for consultation
with financial and non-financial institutions.

Statistics (applying R.32)

6.1.2. Recommendations and Comments

The authorities should consider:
. Undertaking ongoing analysis of the risk of ML/Td~streamline its AML/CFT strategy;

. additional or alternative outreach mechanisms dmsaltation with regulated entities either by
way of the existing arrangements or by other means;

. Follow up on the effectiveness of decisions madktha full implementation of policies
emanating from these decisions.
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6.1.3. Compliance with Recommendation 31

Rating Summary of factors underlying rating

R.31 LC * Insufficient risk assessment of the varying sedtorglation to ML or TF
risk.
* Mechanisms for consultation with regulated insiatg are limited with

only the Association of Banks of Armenia being amber of the
Interagency Commission.

6.2. The Conventions and UN Special Resolutions @ & SR.I)
6.2.1.Description and Analysis

Ratification of AML Related UN Conventions (c. 35.):

928. Armenia has ratified the United Nations Conventigiainst Transnational Organized Crime (the
Palermo Convention) on July 1, 2003 and the UnNdions Convention Against lllicit Traffic in
Narcotic Drugs and Psychotropic Substances (thende&onvention) on September 13, 1993.

Ratification of CFT Related UN Conventions (c. 1.1)

929. Armenia has ratified the International Conventiar the Suppression of the Financing of
Terrorism on March 16, 2004 and has ratified 1#hefother 15 international conventions and protcol
on terrorism. Armenia has not signed the Amendmtnthe Convention on the Physical Protection of
Nuclear Material, the Protocol to the Conventiontfee Suppression of Unlawful Acts against the &afe
of Maritime Navigation, and the Protocol to the t8oml for the Suppression of Unlawful Acts agaitist
Safety of Fixed Platforms Located on the Continietelf.

Implementation of Vienna Convention (Articles 3-1115, 17 & 19, c. 35.1):
930. Armenian law has implemented most provisions ofMlena Convention.

931. Confiscation measures are available for all offere®defined in the Vienna Convention. Seizing
powers are available but do not extend to legitin@toperty intermingled with proceeds of crime or
instrumentalities used or intended for use in crif@thermore, the legal and effectiveness issudeldn

in regard to access to information covered by fii@insecrecy have an impact on law enforcement
agencies’ ability to effectively identify and trapeoperty that is or may become subject to confisoa
especially prior to the identification of a suspecivhere the information sought relates to a peber
than the suspect. Absent a summons for appearadcghart of a seizing order, Armenian law allows fo
law enforcement authorities or the courts to contpel production of financial records only from the
injured in a criminal case or the legal repres@rgatof the injured, the plaintiff, the suspecttbe
accused.

932. Armenia may provide a wide range of mutual legaisiance with respect to drug-related ML
offenses and the assessors have not identifieduargasonable or unduly restrictive conditions am th
provision of such assistance. Armenian law provithes requests for mutual legal assistance aresto b
fulfilled based on Chapters 1- 53 of the CPC, therallowing the Armenian authorities to take any
powers provided for in the CPC on behalf of anotbeuntry that could be taken with respect to a
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domestic investigation or prosecution. Howevers #imtails that the shortcomings identified withpesg
to domestic tracing and seizing powers also apjlly respect to MLA requests for such measures. Drug
related ML is an extraditable offense under Armerzav.

933. Armenia’s declaration system for the physical clossler transportation of currency and bearer
negotiable instruments by way of mail or cargo cmpplies to incoming but not outgoing cross border
transportation by way of mail or cargo.

934. Armenia’s LOSA provides for a wide range of speadiavestigative techniques, including
controlled delivery. While most law enforcementlautties have attended training seminars and ceurse
on investigation and prosecuting ML, Members of tRational Security Service’s investigation
department have not received any training spedificam AML/CFT, which is surprising given that the
NSS has the exclusive authority to conduct monegdaring investigations.

Implementation of Palermo Convention (Articles 5-7,10-16, 18-20, 24-27, 29-31 & 34, c. 35.1):

935. Armenian law has implemented most provisions ofRaermo Convention. However, Armenian
law does not provide for criminal liability of lelgantities and it remains unclear whether to prthet
property is proceeds of crime a conviction for edicate offense is required.

936. Confiscation measures are available for some butatooffenses as defined in the Palermo
Convention. General seizing powers are availabteafooffenses but the measure does not extend to
legitimate property intermingled with proceeds dfne or instrumentalities used or intended for imse
crime. Furthermore, the legal and effectiveneaseidsioted in regard to access to information cavbye
financial secrecy have an impact on law enforcenagetncies’ ability to effectively identify and teac
property that is or may become subject to confisnaespecially prior to the identification of aspect or
where the information sought relates to a persbardhan the suspect. Absent a summons for appmaran
and short of a seizing order, Armenian law allowssldw enforcement authorities or the courts to peim
the production of financial records only from timgured in a criminal case or the legal represergatbdf

the injured, the plaintiff, the suspect and theuaed.

937. Armenia may provide a wide range of mutual legaistance and the assessors have not
identified any unreasonable or unduly restrictisaditions on the provision of such assistance. Aiare
Law provides that requests for mutual legal assigtaare to be fulfilled based on Chapters 1- 5thef
CPC, thereby allowing the Armenian authoritiesaket any powers provided for in the CPC on behalf of
another country that could be taken with respeet domestic investigation or prosecution. Howetlgs,
entails that the shortcomings identified with redp® domestic seizing and confiscation powers also
apply with respect to MLA requests for such measukL is an extraditable offense under Armenian
law.

938. Armenia’s LOSA provides for a wide range of spkdiavestigative techniques, including
controlled delivery. While most law enforcementlautties have attended training seminars and ceurse
on investigation and prosecuting ML. Members of tRational Security Service’s investigation
department have not received any training spedificam AML/CFT, which is surprising given that the
NSS has the exclusive authority to conduct monegdaring investigations.

Implementation of SFT Convention (Articles 2-18, ¢35.1 & c. I.1):

939. Armenia has criminalized terrorism financing brgeidl line with the SFT Convention. However,
some deficiencies as outlined under SR Il have hdentified. Most notably, due to the purposive
element required by Article 217, the TF provisismpt applicable to most terrorism offenses stigada
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in the nine Conventions and Protocols listed in Ammex to the TF Convention and the definition of
“terrorism” referred to by the TF provision doed gontain a reference to “international organizagio
as required by the SFT Convention. Due to the isist@nt use ot terminology in paragraph 1 “("finahc
means”) and paragraph 3 (“objects of terroristriziag”) of Article 217.1. CC, it is unclear whethie
terrorism financing offense encompasses the notbn“funds’ as defined by the Convention.
Furthermore, legal persons may not be subjectitarcal liability under Armenian law.

940. For the issues noted in regard to the confiscadiuh seizing provisions regime in place for TF
see, these may be found under the analysis und@Baind SRIIlI and the issues noted therein.

941. Armenia may provide a wide range of mutual legadistance and the assessors have not
identified any unreasonable or unduly restrictieaditions on the provision of such assistance.sT&ni
extraditable offense under Armenian law.

Implementation of UN SCRs relating to Prevention ad Suppression of TF (c. 1.2)

As outlined in great detail under SR I, Armeniagsponse to UNSCR 1267 is inadequate and many of
the requirements of UNSCR 1373 are not fully adslrds Armenia relies on the domestic criminal
provisions to implement UNSCR 1267 and UNSCR 137@ does not have any measures in place to
immediately freeze assets in all instances regssdde whether it is possible to instigate an ingasion

or prosecution for a terrorist offence.

Additional Element—Ratification or Implementation of Other relevant international conventions
(c. 35.2):

942. Armenia has ratified the UN Convention against Qption (Merida Convention) on March 8,
2007 and the Council of Europe Convention on Latinde Search, Seizure and Confiscation of the
Proceeds from Crime (Strasbourg Convention) on l&t8, 2003 and the Council of Europe Convention
on Laundering, Search, Seizure and Confiscatioth@fProceeds from Crime and on the Financing of
Terrorism (Warsaw Convention) on June 2, 2008.

943. Armenia has also ratified the European Conventiothe Suppression of Terrorism, the Criminal
and Civil Law Conventions on Corruption and the @umunwealth of Independent States (CIS)
Agreement on Countermeasures against Money Laungdand Terrorism Financing.

6.2.2. Recommendations and Comments

. Provide for criminal liability of legal persons;
. Put in place confiscation measures for all offerasedefined in the Palermo Convention;
. Provide for the seizing of legitimate property imténgled with proceeds from or instrumentalities

used or intended for use in the commission of csiaedefined in the Vienna and Palermo
Conventions;

. Provide law enforcement authorities or the couits & general power to compel the production
of financial records, including in cases where itifermation is requested from a witness or a
person other than the injured, the plaintiff, thepect or accused:;

. Harmonize Articles 10 LBS with Article 29 LOSA addticles 13.1 LBS with 13 AML/CFT Law
so that they provide the same conditions with ressfzeaccess to information covered by financial
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6.2.3.

secrecy and to ensure that law enforcement au@®ritan effectively access and compel
production of information, transaction records,aot files and other documents or information
that is covered by financial secrecy, especiallgares where a suspect has not yet been identified
or where the information is sought with respeqtéosons other than the suspect;

Apply the declaration system for the physical crbssder transportation of currency and bearer
negotiable instruments also to outgoing transportdity way of mail or cargo;

Officials of the National Security Service's invigsttion department should receive more specific
AML/CFT training;

Define the TF offense in line with the definitiasf, the offense in the SFT Convention;
Put in place adequate measures to fully addresetugrements under UNSCR 1267 and 1373.

Compliance with Recommendation 35 and SpatRecommendation |

Rating Summary of factors underlying rating

R.35

PC « Armenian law does not provide for criminal liakjlibf legal persons.

+ Confiscation measures do not extend to all offeasadefined in the
Palermo Convention.

* ltis not possible to seize legitimate propertgrimingled with proceeds
from or instrumentalities used or intended for usthe commission of
crimes as defined in the Vienna and Palermo Convast

« Absent a summons for appearance and short of angewrder, the
provisions in the CPC are not sufficiently wideattow for law enforcement
authorities or the courts to compel the productmh documents an
information in all cases.

|-

* The legal and effectiveness issues noted in regaatcess to informatio
covered by financial secrecy have an impact ondafrcement agencies
power to obtain information and documents covergditancial secrecy
particularly prior to the identification of a susp@r where the information
sought relates to a person other than the suspect.

=

« The declaration system for the physical cross botdensportation o
currency and bearer negotiable instruments does cover outgoing
transportation by way of mail or cargo.

e Lack of the specific AML/CFT training for officialsf the National Security
Service’s investigation department.

SR.I

PC « FTis not defined in line with the definition ofdtoffense stipulated in the
SFT Convention.

* Armenia’s responses to UNSCR 1267 and 1373 arequade.
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6.3. Mutual Legal Assistance (R.36-38, SR.V)
6.3.1. Description and Analysis

Legal Framework:

944. Armenia’s Criminal Procedure Code allows for thevision of mutual legal assistance in
criminal cases both on the basis of a bilaterahtarnational agreement and on an ad hoc basisghro
application of the principle of mutuality. All acdb requests have to be submitted through the MOFA.

945. Armenia has entered into bilateral agreements aekevor the provision of mutual legal
assistance in criminal matters with ten countriemnely Bulgaria, Romania, Ukraine, Iran, Georgia,
Greece, UAE, Lithuania, Egypt and Lebanon. Armeh&s also joined a number of international
agreements relevant for the provision of mutualpsupin criminal cases, including the Vienna and
Palermo Conventions, the Terrorism Financing Cotivanthe Merida Convention, and the Strasbourg
and Warsaw Conventions as outlined above. Reqbestd on a bilateral or multilateral treaty may be
directly submitted to the relevant authority in Asnia, if provided for in the treaty.

946. Article 474 CPC stipulates that unless the termsao$pecific request for assistance are
determined by a corresponding international agre¢ntiee request will be carried out in accordanitb w
the CPC. Accordingly, in this section of the reptrere will be no distinction made between the
procedures applicable to carry out mutual legaktssce requests based on international agreerardts
those carries out based on the principle of mutuali

947. The relevant provisions in the CPC are set outriicikes 474-499 CPC. All provisions relating to
the provision of mutual legal assistance, includaxgradition, apply equally to all criminal offersse
including money laundering or terrorist financing.

Widest Possible Range of Mutual Assistance (c. 3%.1

948. Pursuant to Article 482 (4), requests received frimreign countries are processed by the
Prosecutor General's Office (GPO) if the requesates to a case in the pre-trial phase and by the
Ministry of Justice (MoJ) if the request relatesitoase being tried before the courts of a fore@mtry.

949. Mutuality is required in all cases. The decision@a#/hether mutuality is provided is made by the
MoJ and the GPO, respectively, and based on prewealings with the requesting country. If Armenia
has had no previous relationship with the requgstimuntry, the authorities would provide mutualdieg
assistance based on good will. Once it has beablssted that a country will afford reciprocity to
Armenia in providing mutual legal assistance, @aaste may be provided to that country for as losig a
the arrangement has not been eliminated or replagcea applicable bilateral or international agreatn

950. The MoJ or the GPO, respectively, has to proviéerdguesting country with a translation of the
Article 482 CPC. In general, a request for MLA hagprovide information on the crime involved, the
type of assistance requested, an excerpt of theestigg country’s criminal code, and if the request
relates to a court order, a copy thereof. Formguirements are checked by the GPO and the MoJ,
respectively.

951. Article 484 provides that mutual legal assistaremuests are to be fulfilled based on Chaptersi-
53 of the CPC, thereby allowing the Armenian auttes to take any powers provided for in the CPC on
behalf of another country that could be taken wébpect to a domestic investigation or prosecution.
However, this entails that the shortcomings idexdifwith respect to domestic seizing and confiscati
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powers as outlined under Recommendation 3 alsy ayth respect to MLA requests for such measures.
In addition, based on the practical applicatiodwél criminality, the shortcomings identified witspect

to the TF and ML offenses may limit Armenia’s afyilto provide assistance, for example in situations
where criminal proceedings involve a legal entitywthere a request relates to an act of terrorism
financing not covered by the Armenian TF provision.

952. By way of reference (Article 53(4) CPC)) the measuprovided for in the LOSA may also be
taken upon request by a foreign country. In pakdicuhe following forms of mutual legal assistamcay
be provided.

Production, search and seizure of information, doaments or evidence (incl. financial records) from
financing institutions, or other natural or legal persons:

953. Articles 225 & 226 CPC allow for the search of pregs and the seizure of documents, evidence
and other property as outlined in great detail uftBcommendation 28.

954. With regard to access to information covered bykban secrecy, domestic law enforcement
authorities have direct access to such informaiased on a court order pursuant to Article 29 LOSA.
However, as outlined in great detail under Recontagon 4, the courts seem to apply the more
restrictive requirements of Article 10 Law on Bamii Secrecy in all cases, and therefore also in
situations where court order is sought based oagaest for mutual legal assistance from a foreign
countries. It would therefore appear that such sxagill be granted only if: (1) a suspect has been
identified; and (2) only with respect to informatioelating to the suspect but not any other perbon.
practice, this situation has never occurred as owontty has ever requested Armenia to provide
information that is subject to banking secrecy. &gdlinder under Recommendation 4, information
covered by financial secrecy may also be obtaitredugh the FMC but inconsistencies in the legal
provisions regulating such indirect access havangract on law enforcement authorities’ ability to
effectively use those powers, including in casegnethihe information is sought based on a request fo
MLA.

955. For the discussion of powers to access informatimrered by professional secrecy, please see
the analysis under Recommendations 26 and 28 aridghes noted therein.

956. While the provision of mutual legal assistance @ subject to dual criminality, the authorities
stated that in practice requests would not be gdaifitdual criminality is not met. It is therefodeubtful
that requests for information relating to proceduaigainst legal persons would be granted, as Aaneni
law does not provide for criminal liability of lelgaersons.

957. The authorities stated that in practice, no reguést access to confidential information or
information held by a legal person have been reckiv

Taking of evidence or statements from persons; fddating the voluntary appearance of persons for
the purpose of providing information or testimony © the requesting country:

958. Article 14(1) LOSA provides for the conduct of opional inquiries, defined as the collection of
information about prepared or committed crimesluding through asking natural and legal persons tha
do or may possess information relevant to the gasstions and receive answers to the questionslpose
The measure is available both before and afteaiimh of criminal proceedings. The authoritiestexta
that in practice, witness statement have been taiany times based on a request by foreign countries
albeit not with respect to ML/TF cases.
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Providing originals or copies of relevant document@nd records as well as any other information
and evidentiary items to requesting country:

959. While there are no specific provisions in the CRf@utating the submission of documents,
evidence and records to foreign countries, bothessmtatives of the GPO and the MoJ stated that in
practice they would and in the past always haverigeal the requesting country with the originals or
copies of the requested documents and items.

Effecting service of judicial documents

960. While there are no specific provisions in the CRQarding the servicing of foreign judicial
documents, representatives of the MoJ and the G&€dsthat in the past this type of assistancébas
provided many times in cases other than ML or TpotJreceipt of a foreign judicial document, the
authorities would take the document to the reqadesi@rty, obtain a signature and send the signed
document back to the requesting state.

Identifying, freezing, seizing and confiscating agts laundered or intended to be laundered, the
proceeds of ML and assets used for or intended farse for FT, as well as instrumentalities of such
offences and assets of corresponding value:

961. Based on the confiscation provisions of Articles GG, and as outlined in great detail under
Recommendation 3, all assets as outlined above lraagonfiscated based on a conviction for money
laundering or terrorism financing. The authoritiated that confiscation orders from countries tvhic

recognize civil forfeiture would not be implemeniedArmenia.

962. Seizing measures pursuant to Articles 232 & 233 @GR also be taken based on a request by a
foreign country. A court order is not required fbese measures. However, the scope of Article 23 C
does not extend to legitimate assets equivalemalne to proceeds from or instrumentalities used or
intended for use in the commission of ML or TF ofes.

963. The authorities stated that seizing or confiscatimasures have never been taken based on the
request of another country and that Armenia hasmieeen requested to do so.

Provision of Assistance in Timely, Constructive andeffective Manner (c. 36.1.1):

964. The CPC does not provide for clear timeframes iicitWMLA requests have to be handled. In the
absence of any requests received for ML and T8, dlso not possible to determine how long it would
generally take to respond to such requests.

965. Representatives of the GPO stated with respect lté Mequests received in other cases, on
average it would take about one month to responeédoests, depending on the scope of the request.
However, there are no formal timeframes in placepriBsentatives of the GPO stated that upon
instructing another authority to take action to liempent a request, they would normally ask for a
response within 15 to 20 days. After receipt ofriggponse from the domestic authorities, the GP@dvo
send a notification to the requesting country, imfimg them about the measures taken and the results
obtained.

966. Representatives of the MoJ stated with respect k& Mequests received in other cases, on
average it would take about two months to respandetjuests, depending on the complexity of the
request. It was further stated that requests foAMIould be dealt with by a special unit within thteJ,

comprising of two professional staff. Requests wdg checked on compliance with form requirements
and then be forwarded to the relevant agency campetith a request to submit a response within one
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month, whereby the timeframe is not obligatory. peceiving a response from the competent authority
the MoJ would validate the responses and sendethdts to the requesting country either through the
MoFA or directly, in case of an applicable treaty.

967. Both representatives of the GPO and the MoJ st#tatl requests not meeting the form
requirements would be sent back to the requestoumtey with a request to provide the additional
information or heal the mistake.

No Unreasonable or Unduly Restrictive Conditions oMutual Assistance (c. 36.2):

968. Article 484 CPC provides that a request for MLA nimy denied if granting it may damage the
independence, constitutional order, governmentousty of Armenia or would conflict with the laves
Armenia. In such cases, the documents sent byetheesting country do not have to be returned.

969. While not required by law, the authorities statiealt tin practice, MLA would not be provided in
the absence of dual criminality. In addition, asgise may be refused if requested by a countrydibes

not afford reciprocal privileges to Armenia. In ather cases other than those specified in Ardélé
CPC, documents provided by the requesting courdwe lio be returned together with a statement as to
why the request was denied.

970. The decision as to whether or not a request shoelldenied based on these grounds rests with
the MoJ and the GPO, respectively.

971. No requests relating to ML or TF have ever beerived by Armenia, therefore none of the
reasons outlined above ever gave rise to rejecfi@request.

972. Overall, Armenia’s laws do not seem to unduly oreasonably restrict the provision of mutual
legal assistance.

Efficiency of Processes (c. 36.3):

973. Neither the GPO nor the MoJ have formalized timefa in place for the execution of MLA

requests in a timely way and without undue delagweler, based on the discussions with the autbsriti

it seems that in practice, requests are being aetit within a reasonable time frame of one to two
months. No statistics have been provided to sugperauthorities’ claim.

Provision of Assistance Regardless of Possible Invement of Fiscal Matters (c. 36.4):

974. The CPC does not indicate that a request may hisagdfon the sole ground that the offense is
also considered to involve fiscal matters. The auities stated that requests would not and in & p
have never been refused on the sole ground thatlénant offence involves fiscal matters.

Provision of Assistance Regardless of Existence $&crecy and Confidentiality Laws (c. 36.5):

975. For access to information covered by banking amafegsional secrecy see analysis under
criterion 36.1. above and Recommendations 4, 2628nd

Availability of Powers of Competent Authorities (applying R.28, c. 36.6):

976. As outlined above, through Article 484 CPC, all swas provided for in the LOSA and the
CPC, including the powers of law enforcement autiesrunder these provisions, are also availabta wi
respect to the implementation of requests for MLA.
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Avoiding Conflicts of Jurisdiction (c. 36.7):

977. Armenia has never faced a situation where coondinatith other countries was required to
determine the best venue for prosecution of therdkfnt in cases where both Armenia and the other
country resume jurisdiction over a case. Howeves,duthorities stated that such coordination cbeld
done based on a MoU with the other country.

Additional Element—Auvailability of Powers of Competent Authorities Required under R28 (c.
36.8):

978. Direct requests for MLA can be channeled throudbripol or based on bilateral agreements with
the counterpart in the foreign jurisdiction. Themeos available in such cases are based on thefispeci
terms of the treaty.

International Cooperation under SR V (applying c. $.1-36.6 in R. 36, c. V.1):

979. The provisions outlined under Recommendation 38yafip any category of crime, including
offences of terrorism financing.

Additional Element under SR V (applying c. 36.7 & 8.8 in R.36, c. V.6):

980. The provisions outlined under Recommendation 38yafip any category of crime, including
offences of terrorism financing.

Dual Criminality and Mutual Assistance (c. 37.1 & J.2); International Cooperation under SR V
(applying c. 37.1-37.2in R. 37, c. V.2):

981. Pursuant to Article 482 CPC, mutual legal assistanay be granted with respect to all criminal
offenses and regardless of the crime involved. Bhéy measure which explicitly requires dual
criminality is Article 499.9 CPC, which allows ftine rejection of criminal judgments issued by fgrei
courts in the absence of dual criminality. Foraatler forms of assistance, Armenian law does rutire
dual criminality when providing mutual legal asaiste. However, in comprehensive discussions with
both representatives of the GPO and the MoJ, itstated that in practice no request would be gdainte
the absence of dual criminality, regardless ofrtieasure requested.

982. The authorities further stated that dual crimiyalitould be met if all the elements of the offence
are present and the conduct underlying the offdocewhich the request was received satisfies the
requirements of the relevant Armenian provisiorchinécal differences would not be taken into account

983. In the absence of any requests received for ML BRdoffenses, however, it could not be
determined whether and to what extent the practipalication of the dual criminality principle may
negatively impact Armenia’s ability to provide matlegal assistance.

Timeliness to Requests for Provisional Measures ihaling Confiscation (c. 38.1); Property of
Corresponding Value (c. 38.2):

984. As already stated above, based on the practicdicappn of dual criminality, the shortcomings
identified with respect to the TF and ML offenseaynimit Armenia’s ability to provide assistancer f

example in situations where criminal proceeding®lve a legal entity or where a request relateano

act of terrorism financing not covered by the Arma@nTF provision.

Enforcement of foreign confiscation or restrainimiglers in Armenia:

985. Article 499.8 CPC provides that outside of applieatveaty frameworks, foreign judgments,
including foreign seizing orders, may be directiypiemented in Armenia if they have been recognized
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by the Armenian Court of First Instance. Once agjodnt has been recognized it may be executed in
accordance with the CPC. Article 499.9 further jtes that recognition of a foreign court order rbay
denied if the action for which the person has bemmlemned is not a penal action or the punishment
provided by the sentence is the death penalty.

986. As already outlined under Recommendation 3, Armien@PC allows for the confiscation of
proceeds from, instrumentalities used for or ingzhtbr use in the commission of the money launderin
or terrorism financing offense as well as to argitimate property equivalent in value to such prope
However, Armenia’s confiscation provisions do nover all FATF designated predicate offenses.

987. The authorities confirmed that foreign confiscat@ders may be implemented in Armenia only
if they are based on a conviction. Civil forfeitumelers would therefore not be recognized.

Freezing or seizing orders based on a request foyedgn country:

988. As already stated earlier, the Armenian authorities/ take any measures on behalf of another
country that could be taken in the course of doimgsbceedings. Accordingly, countries may request
that Armenian authorities take provisional measy@suant to Articles 13 or 233 CPC with respect to
property that was derived or obtained, directlyralirectly through the commission of those ML, T o
predicate offenses, including income or other hieneistruments used or intended to be used in the
commission of any such crime. Seizure is availdloih with respect to property held or owned by the
defendant or a third party. However, as alreadjired under Recommendation 3, Article 233 CPC does
not provide for seizure of property equivalent i@mue to proceeds from or instrumentalities used or
intended for use in the commission of ML, TF ordicate offenses.

989. If there are grounds to suspect that the propeitiynot be surrendered based on the seizing
order, the prosecutor may apply to the court feearch warrant to facilitate enforcement of theisgi
order.

Coordination of Seizure and Confiscation Actions (c38.3):

990. No formal arrangements are in place to coordinaieirgy and confiscation actions with other
countries. However, the authorities stated that smartangements could be made on an ad hoc basis,
should the need arise.

International Cooperation under SR V (applying c. 3.1-38.3 in R. 38, c. V.3):

991. The provisions outlined under Recommendation 38yafip any category of crime, including
offences of terrorism financing.

Asset Forfeiture Fund (c. 38.4):

992. Armenia’s Interagency Commission has consideredbéshing an asset forfeiture fund for
confiscated property. However, a decision was reddo refrain from such an initiative given the
characteristics of the financial-fiscal and crintifegal systems. Confiscated property is beingdfemed
to the RA Budget and afterwards is used based cesséy.

Sharing of Confiscated Assets (c. 38.5):

993. The Interagency Commission considered authoriziveggharing confiscated assets with other
countries. It was decided that the question woeldusther discussed should any request for tharghar
of assets be received from a foreign country.
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Additional Element (R 38) — Recognition of ForeignOrders for: a) Confiscation of assets from
organizations principally criminal in nature; b) Ci vil forfeiture; and, c) Confiscation of Property
which Reverses Burden of Proof (applying c. 3.7 iR.3, c. 38.6):

994. Armenian law does not provide for the recognitioi amplementation of foreign civil forfeiture
orders. There are no provisions that would allow tfee confiscation of property from organizations
principally criminal in nature or confiscation ofgperty with a reverse burden of proof to show the
lawfulness of the property in question.

Additional Element under SR V (applying c. 38.4-3& in R. 38, c V.7):

995. The provisions outlined under Recommendation 38yafip any category of crime, including
offences of terrorism financing.

Statistics (applying R.32):

996. Statistics on mutual legal assistance are mairdainethe Office of the Prosecutor (requests
relating to pre-trial investigations) and the Minysof Justice (requests relating to cases on)trial
respectively. However, since 2004, no mutual legsiistance requests relating to ML or TF have been
received or made by the Office of the Prosecutor.

6.3.2. Recommendations and Comments

. The shortcomings identified with respect to thevmional and confiscation measures available
under Armenian law should be remedied as they nmait Armenia’s ability to take such
measures based on foreign requests. For examgleguthorities should be able to confiscate
proceeds of, instrumentalities used or intendebaaised for the commission of all predicate
offenses and to seize property equivalent in véduproceeds of or instrumentalities relating to
the commission of ML, TF or predicate offenses;

. Harmonize Article 10 LBS with Article 29 LOSA andrtficle 13.1 LBS with Article 13
AML/CFT Law so that they provide the same condisiamth respect to access to information
covered by financial secrecy and to ensure thaletgfor assistance in gaining access to such
information can be fully complied with;

. Clarify whether dual criminality is required forehprovision of mutual legal assistance to
determine whether the deficiencies identified witkpect to the ML and TF offenses as outlined
under Recommendations 1, 2 and Special Recommenditimay limit Armenia’s ability to
provide assistance in certain situations, and irtiquiar the ability to provide mutual legal
assistance for proceedings against legal persons.

6.3.3. Compliance with Recommendations 36 - 38 & 8pial
Recommendation V

Rating Summary of factors relevant to s.6.3 underlying ov@ll rating

R.36 PC |* The shortcomings identified with respect to the vgional and
confiscation measures available under Armenian laay also limit
Armenia’s ability to conduct such measures basefbi@ign requests.

«  The legal and effectiveness issues noted in regaagcess to information
covered by financial secrecy have an impact on Aiaig ability to
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provide assistance in obtaining information andutieents covered by
financial secrecy, particularly prior to the iddicttion of a suspect g
where the information sought relates to a persbardhan the suspect.

=

The practical application of dual criminality mamit Armenia’s ability to
provide assistance due to the shortcomings idedtifiith respect to the
ML offenses where a request relates to a criminadgreding involving a
legal person.

R.37

LC

While not required by law, in practice all formsMEA may be rendered
only under dual criminality.

(Composite Rating)

R.38

PC

The shortcomings identified with respect to thevigional and
confiscation measures available under Armeniannfey also limit
Armenia’s ability to conduct such measures basefbi@ign requests.

The legal and effectiveness issues noted in regaadcess to information
covered by financial secrecy have an impact on Aiaig ability to
provide assistance in obtaining information andutioents covered by
financial secrecy, particularly prior to the iddictition of a suspect g
where the information sought relates to a persbardhan the suspect.

=

The practical application of dual criminality magit Armenia’s ability to
provide assistance due to the shortcomings idedtifiith respect to the
ML offenses where a request relates to a criminatgreding involving a
legal person.

SR.V

PC

The shortcomings identified with respect to thevpional measures
available under Armenian law may also limit Armésiability to conduct
such measures based on foreign requests.

The legal and effectiveness issues noted in regaadcess to information
covered by financial secrecy have an impact on Aamenia’s ability to
provide assistance in obtaining information andutioents covered by
financial secrecy, particularly prior to the iddictition of a suspect g
where the information sought relates to a persbardhan the suspect.

=

The practical application of dual criminality magit Armenia’s ability to
provide assistance due to the shortcomings idedtiiith respect to the T
offenses.

(Composite Rating)

227



6.4. Extradition (R.37, 39, SR.V)
6.4.1. Description and Analysis

Legal Framework:

997. Armenian law provides for extradition based onteilal or multilateral agreements as well as on
an ad hoc basis, whereby the latter is discretionar

998. The extradition process is regulated through Aetich79, 487-499 CPC and Article 16 CC. All
provisions relating to extradition apply equallydth criminal offenses, including money launderiog
terrorist financing.

Dual Criminality and Extradition (c. 37.1 & 37.2)

999. Article 487 Criminal Procedures Code provides fue extradition of persons for any acts that
constitute criminal offenses both under Armenian Bnd the law of the requesting state and that are
punishable with imprisonment for at least one y&aicases where a person has already been convicted
and extradition is sought purely for the purposésearving a sentence in the requesting state, dual
criminality is still required but the petition mawe granted if the statute of limitation under the lof the
requesting country runs for a duration of six mernthmore.

1000. Dual criminality is therefore required for the pasges of extradition. To enable the authorities to
determine whether dual criminality is met, Articd89 Criminal Procedures Code requires that the
requesting country submits a description of théufalccircumstances of the conduct in question dkase
the original text of the law on the basis of whitle act is considered a crime. A statement by the
requesting country, confirming that the statutdiroitation has not expired for the required times ha be
provided as well.

1001. As in the case of other requests for MLA, extraditrequests are forwarded by the MoFA to the
MoJ if the request relates to the extradition gieason which is on trial or has already been cadadior

to the GPO if extradition is sought for a persoasgcuted in the requesting jurisdiction. In bothesa
the decision taken may be appealed against to timewian Appellate Court.

1002. Both representatives of the MoJ and the GPO stheddn determining whether dual criminality
is met, consideration is given to the elementshaf trime. However, technical differences in the
denomination/categorization of the offense betwle@nof the requesting state and Armenia would not
pose an impediment to extradition.

Money Laundering as Extraditable Offence (c. 39.1):

1003. Article 487 Criminal Procedures Code does not thsciate between different categories of
offenses. Subject to dual criminality, all criminaffenses constitute extraditable offenses, incigdi
money laundering and terrorism financing.

1004. Pursuant to Article 488 CPC, extradition requesigetio be denied if, at the time of receipt of the
request:

. Criminal prosecution may not be instigated or thdgjment may not be executed in the
requesting country due to the expiration of théusteof limitations;

. The request is for extradition of an Armenian eitizThe authorities stated that in the past, this
has been the main reason for denying any requeskfiadition;
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. The person to be extradited may be subject to¢laghdoenalty in the requesting state and the
requesting state has not provided sufficient ags@sthat the penalty will not be imposed; or
that the death penalty will be imposed by the retjng state.

1005. Furthermore, Armenia has discretion to reject ehti@n if the requested person has been granted
political asylum in Armenia, is subject to proseéeuatin the requesting country based on politicatial

or religious grounds, or for committing a war crigethe time of peace, or has committed the crime i
guestion in Armenia.

1006. Article 16 CC reemphasizes some of the provisidnArtcle 488 CPC, stating that Armenian
citizens may not be extradited to foreign countéesl that no person may be extradited if there are
serious reasons to believe that he/she may becsubjéorture or that the death penalty will be ased

by the requesting state.

1007. Article 490 CPC specifies the information that hasbe contained in an extradition request,

including the name, citizenship, and address ofpdeson for whom extradition is sought, the factual

circumstances of the conduct for which extraditisrsought, a confirmed copy of the arrest warrant
issued by the court of the requesting state, aadiimage caused by the crime. Formal shortcomihgs o
the request may be healed. Requests are reviewembrigpliance with the formal requirements by the

MoJ and the GPO, respectively.

1008. Once a decision on a specific extradition requast teen made, Article 495 CPC requires that
the competent authority in the requesting statafemed about the time and place of the extraditib

the requesting state does not accept the extragi#esbn within 15 days of the time specified in the
notification, the person is to be released froniais

1009. Pursuant to Articles 16 CC and 490 CPC, if an eldiien request is denied, the person for whom
prosecution is sought is to be prosecuted for ttiemec committed abroad in accordance with the
Armenian law.

1010. The CPC allows for the arrest of persons for exiad purposes based on an arrest warrant
issued by the competent court in the requestingtepiiArticle 491) and, in limited circumstancesea

in the absence of such a warrant (Article 492).tharmore, the Code contains provisions relating to
competing requests from several states (Article) 4A@1repeated extradition (Article 495) as welltas
delayed and temporary extradition (Article 493).

Extradition of Nationals (c. 39.2):

1011. Both Article 16 CC and Article 488 CPC prohibit teetradition of Armenian citizens to foreign
countries.

1012. As in all other cases, where an extradition is é@riased on the Armenian citizenship of the
person for whom the request is made, Article 16 dD@ Article 498 CPC require that the person for
whom extradition was sought is prosecuted for tivaeccommitted abroad in accordance with Armenian
law. Representatives of the MoJ stated that whay tlejected requests for extradition based on
nationality in the past, the authorities always regped their willingness to prosecute the person
domestically. In many cases, the requesting couhty provided the authorities with the relevardeca
files and prosecutions were instituted in Armenia.
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Cooperation for Prosecution of Nationals (applying. 39.2(b), c. 39.3):

1013. The authorities stated that whenever a case has reéered to Armenia based on Armenia’s
rejection of an extradition requests as outlinedvab Armenia has requested MLA from the referring
country to ensure support the domestic prosecution.

Efficiency of Extradition Process (c. 39.4):

1014. There are no formal procedures in place to ensirefficient and timely processing of incoming
extradition requests. However, the authoritiesestdhat in practice, extradition requests wouldibelt
with within one month from the day of receipt oéttequest.

Additional Element (R.39)—Existence of Simplified lPocedures relating to Extradition (c. 39.5);
Additional Element under SR V (applying c. 39.5irR. 39, c V.8)

1015. No simplified procedures are in place to allow dirgansmission of extradition requests between
appropriate ministries or for extradition of persmonsenting to the extradition and formally wajyvthe
formal extradition proceedings. It is not possibleder Armenian law to extradite a person based on
warrants of arrests or judgments only.

Effectiveness:

1016. Armenia has not received or made any extraditionests relating to ML or TF.

6.4.2. Recommendations and Comments

1017. Remedy the deficiencies in the TF offenses to enthat the dual criminality requirement does
not limit Armenia’s ability to extradite personsTi cases.

6.4.3. Compliance with Recommendations 37 & 39, arfspecial Recommendation V

Rating Summary of factors relevant to s.6.4 underlying ov@ll rating

R.39 C

R.37 LCc | (Composite Rating)

SR.V PC . Based on the dual criminality requirement for editiian, the deficiencies
identified with respect to the TF offense as oetliunder Special
Recommendations Il may limit Armenia’s ability teteadite persons in
certain situations.

(Composite Rating)
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6.5. Other Forms of International Co-Operation (R.®D & SR.V)

Widest Range of International Cooperation (c. 40.1)

6.5.1. Description and Analysis

Legal Framework:

1018. Article 14, paragraph 1 of the AML/CFT Law statésttthe Authorized Body (FMC) and state
bodies shall cooperate with international orgamnizest and respective bodies of foreign states (cnly
foreign financial intelligence units) involved inombating ML and TF within the framework of
international treaties and, in the absence of mattonal treaties, in accordance with international
practice.

Widest Range of International Cooperation (c. 40.1)Provision of Assistance in Timely,
Constructive and Effective Manner (c. 40.1.1); Clemand Effective Gateways for Exchange of
Information (c. 40.2):

FMC

1019. The FMC co-operates with foreign FIU as an actiwmber of the Egmont Group. In spite of the
fact that the existence of agreements on co-operéidsed on Article 14 of the AML/CFT Law is not a
pre-condition for the co-operation of the FMC andefgn FIUs, the FMC has initiated the process of
arranging such agreements since 2008. During tee XD months of year 2008 such agreements were
signed with the FIUs of the Russian Federation aisfie, Belarus and Georgia. In 2008, with a Decfee o
the RA Government the FMC was appointed as theralehody foreseen by the Council of Europe
Convention on Laundering, search, seizure, andismatfon of the proceeds from crime and on the
financing of terrorism (Warsaw Convention), which riesponsible, according to Article 33 of the
Convention, for receiving and making requests withie framework of the Convention.

1020. After becoming a member of the Egmont Group (Ma@7)0the exchange of information
between the FMC and foreign FIU-s has increase.t@ible below details statistics on the exchange of
information:

Number of Requests| Number of Requests| Number of

Received Responded Requests

Rendered
2007 18% 18 17°
2008 (first 10 month: 18" 18 15°

9 The requests were received from Ukraine, the Rndsederation, Luxembourg, Venezuela, Lebanon,d,iby
Croatia, Macedonia, Guatemala, Lithuania.

** The requests were received from Georgia, the Rag$séderation, Hungary, the USA, Guatemala, Alhania
Macedonia, France, Serbia, Qatar, and Thailand.

*1 The requests were rendered to the Russian Fesferdte USA, Luxembourg, Canada, Estonia, and hitiau
2 The requests were rendered to Lithuania, EsttmalJSA, Belarus, Ukraine, Hungary, Thailand, Derkna
Germany, Belgium, British Virgin Islands, RepubditSouth Africa, and Australia.
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1021. The authorities indicated that requests of inforomatvere responded in a three-day time in
average, if the response to the request did natiregdditional inquiries with the instate or other
authorities. A one-month period in average was irequfor the aforementioned additional requests. A
sample check on the documentation on file at th€rdnfirmed it.

Supervisory authorities

1022. The CBA, as the sole financial sector supervisoralde to provide the widest range of
international cooperation to its foreign countetpawithin the framework of memorandums and
agreements where these have been executed.

1023. Within the CBA Law, Article 5 describes one of tbbjectives of the CBA as “to collect,
coordinate and analyze information concerning legdbn of criminal proceeds and financing of
terrorism, exchange and analyze information to ahgiovernmental competent authorities and
international organizations, and competent autiesriof other countries, if stipulated by internatib
agreements of Armenia.” Also under Article 8 of tBBA Law, the CBA is empowered to represent the
interests of the Republic of Armenia in internatibfinancial organizations, international and fgrei
overseas banks, as well as in relations with therakeand other banks of other countries, and shall
conclude and execute international agreementjagee by law.

1024. The same Atrticle further states that the CBA shale the right to cooperate with foreign
regulators of the securities market. The coopemativall include finding and exchange of information
concerning the subject of regulation, contributimgeceiving such information. The CBA shall hatie t
right to transfer the lawfully possessed informatio other bodies provided that the transfer shatl
contravene the law, the regime of confidentialityset forth by the law shall not be violated, amel t
information shall be used exclusively for the pupof prevention of law violations or prosecutibor

the purpose of such cooperation the CBA shall Hageaight to establish information exchange systems
or to participate in such on its behalf, in pafdcuto sign memorandums and agreements whiclogét f
the composition of information, procedures and d@bmts of its exchange.

1025. CBA authorities indicated that they have sighed Meanda of Cooperation with the following
central banks:

Central Memoranda o [Memorande Memorande Memorande Memorande
Bank Cooperatior includes includes includes includes
signe cooperation ir  cooperation ir  lcooperation ir  |cooperation ir
AML/CFT Banking Securities Insurance
matter: activities activities* activities
Egypt  [Oct.2002 - N - -
Lebanolr Dec.2002 - N - -
Russii  [00: v -
Georgi: [Sept.2004 N N - -
Ukraine [200¢ O N - -
Cyprus  |Apr. 2006 - N - -
Iran Aug. 2008 & N N N N
April 200¢

* The authorities indicated that in 2004, the S&éms Commission of the Republic of Armenia becaheeOrdinary member of

I0SCO. Thereatfter, in accordance with the Law “Gtaklishment of an Unified Financial Regulation &upervision

Framework” simultaneously with the delegation af Becurities Commission functions of stock market supervision to the
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CBA the latter was considered legal successoreSicurities Commission. Consequently, the CBA isaive member of
I0SCO with Ordinary status.

1026. A review of copies of the MoUs provided by the awities revealed that the majority of these
memorandums were drafted in general terms and éocos exchanging information and promoting
cooperation among counterparts mostly with respectbanking activities, including licensing,
supervision, and establishment of corresponderdwants. Only the MoUs signed with the Central Banks
of Georgia and Iran explicitly addressed the exgkeaof supervisory information related to AML/CFT.
However, in the case of Georgia, “supervisory infation” did not include information on customer
transactions, accounts and deposits, and othaniation related to public or bank secrecy. In thsecof
Iran, exchange of supervisory information relatedAML/CFT was linked to the activities of cross-
border establishments. However, CBA officials pdad statistics (see table below) of a number cdxas
where the CBA had responded to requests for assestfaom foreign competent authorities (although th
actual details of the information provided to theeign counterparts were not shared with the ase®ss

1027. During 2006, 2007, and 2008, the CBA received waricequests for information from different
countries according to the following tables:

Year | No. of requests Sector (Banking, Securities, | Type of Action taken
received Insurance, Other) request/information
2008 3 Banks Customer No
information information
available on
action taken.
2007 2 Banks Information No
concerning certain | information
customer available on
information action taken.
2006 3 Banks Cross-check of No
correspondent information
account balances,| available on
interbank lending | action taken.
activity

Law enforcement authorities

State Revenue Service

1028. Customs: Outside the framework of formal mutualalegssistance, the Armenian customs
authorities may cooperate with their counterpartsther jurisdictions on the basis of MoUs. At thmee

of the onsite visit, 13 bilateral MoUs with foreignunterparts had been signed, all of which allofeec
direct exchange of information.

1029. Tax: The Armenian tax authority has signed doual@tion treaties with 30 countries, based on
which a direct exchange of information may takeceldn addition, the tax authority has entered mto
number of bilateral MoUs with other jurisdictions facilitate the exchange of information during the
performance of intelligence operations or investiges pertaining to crimes within its competency.

Police
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1030. Besides the formal framework of mutual legal aasise, the Armenian police uses the
international communication network of Interpoldioectly request and provide information to itsefign
counterparts. The authorities stated that in th&, ghe network has been used to directly exchange
information with respect to money laundering cases.

1031. The following are statistics of exchange of infotima of Interpol Armenia. Responses were
provided on an average of 10 days (1 in urgentsjase

Number of Requests| Number of Requests| Number of Requests
Received Responded Rendered
2005 0 0 2
2006 5 5 4
2007 3 3 0
2008 (first 10 months) 1 1 0

Spontaneous Exchange of Information (c. 40.3):
FMC

1032. According to Article 14, paragraph 2 of the AML/CHJaw, the Authorized Body (FMC)
exchanges information upon request or own inite@gtibased on reciprocity, in regard to ML/TF
suspicious cases as well as in regard to the @edaffences.

Supervisory authorities

1033. Officials indicated that the CBA has the power xgleange information spontaneously and upon
request. There do not appear to be any significamediments/challenges to the exchange of infoonati
with foreign counterparts. Based on statistics jgled, several cooperative efforts have taken phamee
2006, although the CBA authorities indicated thaitters dealing with ML/TF usually were channeled
through the FMC and addressed by the Financial 1Sigi@n Department if documentation was required
from financial institutions in the system.

Law enforcement authorities

1034. Both the police, customs and tax authorities haeeability to spontaneously provide information
to their counterparts.

Making Inquiries on Behalf of Foreign Counterparts (c. 40.4); FIU Authorized to Make Inquiries
on Behalf of Foreign Counterparts (c. 40.4.1)

1035. Although there is no specific provision to exprgseést the FMC with the power of making
inquiries on behalf of foreign counterpart, suckpansibility is encompassed in Article 14, of the
AML/CFT Law, which sets forth the FMC's responsitiéls for exchanging information with foreign
counterpart, including information that is coveteyl secrecy. The FMC can search its own database
pursuant to a request of a foreign counterpartasd the databases to which it has access (dedcribe
under the analysis of Recommendation 26).

1036. Article 5 of the CBA Law (which can be extendedtb® FMC (which is part of the CBA)
empowers the CBA to conduct inquiries on behafbogign counterparts.

Conducting of Investigations on Behalf of Foreign Gunterparts (c. 40.5):
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1037. Police-to-police requests through Interpol chaniadswv for the communication of information
or intelligence but not for the taking of investiga action or coercive action. Any such measurg be
taken on the basis of a MLA request only.

1038. According to Article 474 of the CPC, upon the iostion or the request of the courts,
prosecutors, investigators and inquest bodiescaoheuction of interrogation, examination, confismat
search, expert examination and other criminal fmatsen measures in the territory of a foreign coyiats
prescribed by the CPC, as well as the conductiotriafinal prosecution measures upon the request of
competent authorities and political persons of ifprecountries in the territory of the Armenia as
prescribed by the CPC, take place in accordanch thié RA International Treaties in a manner
prescribed by such treaties and the Code. Accortdifgticle 11 of the Law on Operative Investigatio
the authorities carrying out operative-investigatoperations, shall co-operate with internatiorsad |
enforcement organizations, law enforcement bodidereign countries and special services in a manne
prescribed by the RA International Treaties.

No Unreasonable or Unduly Restrictive Conditions orExchange of Information (c. 40.6):

Exchange of information, as regulated by the lawti¢ke 14 of the AML/CFT Law for the FMC; Article
8 of the Law on the Central Bank and Article 18tlo& Law on National Securities Bodies for the NBS)
not made subject to disproportionate or undulyrictste conditions.

Provision of Assistance Regardless of Possible Invement of Fiscal Matters (c. 40.7):

1039. Armenian legislation does not exclude or prohibé submission of information in the case of tax
matters. The described forms of assistance camtténathe past have been granted by the Armenian
authorities even in cases involving fiscal matters.

Provision of Assistance Regardless of Existence ®crecy and Confidentiality Laws (c. 40.8):

1040. According to Part 2, Article 14 of the AML/CFT Lathe FMC can also provide information
which is subject to secrecy, based on reciproditywever, the shortcomings noted in regard to the
information covered by professional privilege mawil the possibility of the FMC to provide such
information. Also the shortcomings noted (undeoramendations 3 and 28) in regard to access of law
enforcement authorities to information covered imafficial secrecy, can also hamper the possibifity o
law enforcement authorities to provide such infdiora

Safeguards in Use of Exchanged Information (c. 40.9

1041. According to Article 14 of the AML/CFT Law, the Aurized Body (the FMC) is not authorized
to disclose the received information to a thirdtypamlas well as to use or share it for criminal,
prosecutorial, administrative and juridical purposethout the prior consent of the foreign authorit
which has provided the information.

1042. Law enforcement authorities are also subject iotstonfidentiality requirements in the handling
of information.
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Additional Element—Exchange of Information with Non-Counterparts (c. 40.10 & c. 40.10.1):

Additional Element—Provision of Information to FIU by Other Competent Authorities pursuant to
request from Foreign FIU (c. 40.11)

1043. Article 10 of the AML/CFT Law authorizes the FMC tequest information from state bodies,
including supervisory and criminal investigatiorttaarities, including information constituting secyeas
prescribed by law. Such authority can be utilizeddbtaining relevant information pursuant to auessj
by a foreign counterpart FIU.

Additional Element under SR V (applying c. 40.10-4a1 in R. 40, c. V.9):
1044. The legal provisions and responsibilities descriseove are also applicable in the case of TF.

6.5.2. Recommendations and Comments

1045. Authorities are recommended to:

. Clarify the provisions of professional secrecy, ethmay hamper FMC'’s ability to have
access/compel information;

. Harmonize Articles 10 LBS with Article 29 LOSA a#diticles 13.1 LBS with 13 AML/CFT
Law so that they provide the same conditions weipect to access to information covered by
financial secrecy and to ensure that law enforcémetiorities can effectively access and
compel production of information, transaction refsgraccount files and other documents or
information that is covered by financial secregpexially in cases where a suspect has not yet
been identified or where the information is souglth respect to persons other than the suspect.

6.5.3. Compliance with Recommendation 40 and SpatRecommendation V

Rating Summary of factors relative to s.6.5 underlying ov&ll rating
R.40 LC

Financial secrecy provisions hamper law enforceraattiority to provide
information.

* Professional secrecy provisions could undermine B\@Gility to provide
information.

SR.V PC * Legal and effectiveness issues noted in regarddess to information
covered by financial secrecy have an impact ondafercement agencies’
powers to obtain information and documents coveésefinancial secrecy,
particularly prior to the identification of a sugper where the information
sought relates to a person other than the suspect.

« Professional secrecy provisions could undermine B\Gility to provide
information.

(Composite Rating)
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7. OTHER ISSUES
7.1. Resources and Statistics

1046. Factors and composite ratings for RecommendatiOremd@ 32 are as follows.

7.1.1 Descriptions and Analysis

Resources

1047. For the analysis of resources of FIU, see analysier recommendation 26.

Law enforcement authorities

1048. As outlined in section 1.12. of this report, all A&involved in investigating and prosecuting
money laundering and terrorism financing casesi¢olState Revenue Committee, National Security
Service, Prosecutor’'s Office) seem to have beewiged with sufficient human and technical resources
to fully and effectively fulfill their mandate withespect to AML/CFT. Officers of all LEAs are hdtlila
high level of integrity and most LEAs have receivBML/CFT specific training, including training
provided by international organizations. Members tiogé National Security Service's investigation
department, however, have not received any traimingattended any seminars or training courses
specifically on AML/CFT, which is surprising givahat the NSS has the exclusive authority to conduct
money laundering and terrorism financing investayat. Furthermore, members of the customs’ inquest
and investigation department are in need of AML/GIB&cific training.

1049. The Customs resources are considered adequate éowey knowledge of, and practice in,
monitoring and detecting cross-border transpontatib currency and payable securities is considered
minimal as reflected in the number of declaratiand actions taken for violations of the rules. Rert

the analytical department of Customs may need kexdyd improvement for meaningful analysis of
captured data in relation to ML and TF.

Financial supervisors:

1050. The CBA - Financial Supervision Department curgeriths a total staff of 75 examiners,
including 2 information technology examiners. Alipgrvisors have attended in-house training in AML,
which is provided by the FMC and some have alsdigijaated in other seminars and workshops
sponsored by IFls, the USA Embassy and FATF-FSRHISCBA staff is subject to confidentiality
standards embedded within both the law and thdivighual contractual arrangements.

1051. The table below reflects the number of supervisuithin the Supervision Department of the
CBA and the respective financial institutions untfeir responsibility:

Type of financial institution No. of Supervisors
Banks 37

Securities firms 9

Insurance companies 8

Credit organizations 12

Pawnshops 0
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Foreign exchange offices 6

Money remitters 3

Total 75

Note: The FSD-CBA is also responsible for the svigean of pawnshops.

1052. Considering the number of financial institutionsdan the responsibility of the CBA’s
Supervision Department, it appears that additibwahan resources are needed, particularly with oéspe
to the number of supervisors responsible for credganizations, foreign exchange offices, money
remitters, and insurance companies.

DNFBPs supervisors.

1053. The resources of the competent authorities whadieeand supervise DNFBPs are considered
inadequate. The staffing level is low and in somsances, skill sets may need bolstering in redatbo
technical competence or skills for ML and TF mattekttorneys are registered with the Chamber of
Advocates however no provisions or powers are cogdeto the Chamber of Advocates for the
supervision of advocates in relation to the obilayet set forth in the AML/CFT Law and no systems,
protocols or dedicated and experienced staff argléwe by the Chamber for such supervision of
compliance.

Statistics

1054. The FMC maintains comprehensive statistics on STR &TRs received, broken down per
financial institutions and DNFBPs; on STR analyaed disseminated.

1055. There is an overall lack of comprehensive and nmgdni statistics in the financial sector on
matters relevant to the effectiveness and effigiasfcsystems for AML/CFT. In particular, statistios

the number of AML/CFT examinations and the resalttained, especially by the CBA — Supervision
Department. Some of these statistics were compatethe request of the assessors, particularly with
respect to the number of inspections conducted.

1056. The authorities do not keep complete and accuratgstics on the number of ML cases
forwarded to the NSS by all bodies competent tbgage such cases, thus making it difficult to assee
effective operation of the law enforcement authesitwith respect to conducting ML investigations.
However, the Information Center of the Police keapsurate and complete statistics on the number of
ML cases investigated, prosecuted and adjudica@ednprehensive statistics relating to seizures and
confiscations are maintained by the Service for @usory Enforcement of Court Decrees. Customs
maintain detailed statistics and have an automsystém integrating all customs ports throughout RA.
Further, Customs have a recently established dedidepartment to analyze captured data however no
statistical analysis is focused on in relation th Bihd TF or the effectiveness and efficiency of the
systems and controls in place.

1057. The component authorities supervising the DNFBRosdeep minimal statistical information
and seem to rely more on the FMC to capture daaeter this information from the FMC would only
be limited to TRs and STRs. No knowledge was réfedy the authorities interviewed on ML or TF
investigations, prosecutions or convictions, orzexgior confiscated property nor were any intermafio
requests for co-operation known of. Due to the fiaat most of the DNFBP sector is either unlicensed
not supervised, no statistical information is aafalié on the remaining sector.
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7.1.2. Recommendations and Comments

The authorities are recommended to:

. Identify and recruit additional resources to previdr an adequate level of AML/CFT
supervision for both off-site surveillance actiegiand on-site inspections;

. Consider additional resources for the FMC;

. Provide AML/CFT specific training for officials dhe NSS’s investigative department and the
custom’s inquest and investigation departments;

. Maintain accurate statistics.

7.1.3. Compliance with Recommendations 30 and 32

Rating Summary of factors underlying rating

R.30 pPC |* Additional human resources (supervisors) needeiitpkarly with respect tg
credit organizations, foreign exchange offices, eyoremitters, and
insurance companies to provide for an adequaté ¢évVEML/CFT
supervision.

* The staff of the FMC is insufficient.

» Lack of specific AML/CFT training for officials ahe NSS’s investigative
department and the custom’s inquest and investigat&partments.

R.32 NC » Lack of complete and accurate statistics on thebmuraf money laundering

cases forwarded to the NSS or instigated by lawreafnent as well as the

number of ML cases dismissed by law enforcemerticaities.

e Lack of comprehensive and meaningful statistiagh@éfinancial sector on
matters relevant to the effectiveness and effigiarfcsystems for
AML/CFT.
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Table 1. Ratings of Compliance with FATF Recommend#ns

Forty Recommendations

Rating

Summary of factors underlying rating>®

Legal systems

1. ML offense

LC

It remains unclear whether to prove that

property is proceeds of crime a conviction for

a predicate offense is required.

The low number of ML criminal investigations

compared to the number of criminal

investigations for proceeds-generating crimes,

as well as the high standard of proof applied

by the courts to establish that assets originate

from crime, indicate an issue of effectiveness

in the implementation of the ML criminal
provision.

2. ML offense—mental element
and corporate liability

LC

There is no criminal liability of corporate
entities.

Because of the limited number of conviction
the assessors could not determine whether
sanctions are applied effectively.

the

3. Confiscation and provisional
measures

PC

The confiscation provisions cover some but
not all FATF designated predicate offenses.
Article 55(3) CC does not allow for the
confiscation of property that is held or owne
by the defendant or a third party.

Article 233(1.1.) CPC does not provide for
seizure of property equivalent in value to
proceeds from or instrumentalities used or

intended for use in the commission of ML, T|F

or predicate offenses.

The legal and effectiveness issues noted in

regard to access to information covered
financial secrecy hamper law enforcem
agencies’ ability to effectively identify an

PNt

o

trace property that is or may become subject to

confiscation, especially prior to the

identification of a suspect or where t

he

information sought relates to a person other

than the suspect.

Confiscation provisions and provisional
measures with respect to property that may
become subject to confiscation do not seen
be implemented effectively.

Preventive measures

%3 These factors are only required to be set out whemating is less than Compliant.
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4. Secrecy laws consistent with th
Recommendations

e

PC

Legal and effectiveness issues impact on law
enforcement agencies’ ability to get access to

information covered by financial secrec

particularly prior to the identification of ja

suspect or where information is sought w
respect to a person other than the suspect
hence can inhibit effective implementation.

Armenian financial secrecy laws do not allow

the sharing of information among financial
institutions where this is required by R7, R9
SRVII.

5. Customer due diligence

PC

Availability of financial instruments in beare

Y,

ith
and

or

forms, in some instances similar to anonymous

accounts.

Lack of requirements for financial institutions

to:
» adopt effective risk management
procedures concerning conditions und

which a customer is permitted to utilize

the business relationship prior to CDD
verification; and

» apply CDD measures to existing
customers on the basis of materiality

er

and risk and to conduct due diligence pn

such existing relationships at

appropriate times.
Low level of implementation/effectiveness of
financial institutions (particularly for credit
organizations and other non-bank financial
institutions) with respect to the obligations
established by the AML/CFT law and
implementing regulations.

6. Politically exposed persons

LC

Insufficient knowledge by financial institutions
(banks, credit organizations, insurance
companies, securities firm, and money remitte
interviewed by the mission with respect to the
CDD (enhanced) measures established by lay
and regulation dealing with PEPs when
establishing a business relationship.

7. Correspondent banking

8. New technologies & non face-
to-face business

LC

Lack of measures in place, at a securities firm
for opening and establishing business
relationships through a non face-to-face proceg

rs)

=

9. Third parties and introducers

NC

Lack of requirements to:

* immediately obtain from the third party the

necessary information concerning certain
elements of the CDD process;

« take adequate steps to ensure that that cq

of identification data and other relevant

pies

documentation relating to CDD requiremel

its
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are made available from the third party upon

request without delay; and
* ensure that the third party is regulated and
supervised and has measures in place to
comply with the CDD requirements.
Specialized intermediaries or persons
empowered to represent third parties not defin
Lack of measures to determine whether the
countries in which the third party is based

adequately apply the FATF Recommendations;

and lack of requirement to establish an obligat
for financial institutions to remain ultimately
responsibility for customer identification and
verification when relying on third parties.

10. Record-keeping

LC

Lack of guidance as to the notion of “main
conditions of the transaction (business
relationship)” subject to the recordkeeping
requirements, in the cases which such
transactions are not contracts.

11. Unusual transactions

LC

Lack of clear and direct requirement for finang
institutions to examine as far as possible the
background and purpose of complex, unusual
large transactions and all unusual patters of
transactions which have no apparent economi
visible lawful purpose. Lack of requirement to
keep the findings of the examination of complg
and unusual large transactions also available
auditors for at least five years.

12. DNFBP-R.5, 6, 8-11

NC

For casinos and prizing games operators, CD
requirements do not take into consideration
transactions that in the aggregate equal to or
exceed the threshold.

No implementing requirements in the law or
other enforceable means, nor any type of
guidance and training, for DNFBPs to:

e obtain information on the purpose and
intended nature of the business
relationship;

» conduct effective ongoing due diligeng
measures on business relationships,
taking into account materiality and risk
and to conduct due diligence on such
existing relationships at appropriate
times including establishing the
frequency for updating customer
information;

e conduct enhanced due diligence for
higher risk customers, business
relationships or transactions;

ed;

5]

ion

ial

eX
[0

» apply simplified/reduced CDD measur
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for low risk customers, including for
overseas residents;

» prohibit the application of reduced CD
measures when suspicions of ML/TF
exist or in the event of high risk
scenarios;

» apply CDD measures on a risk sensiti
basis;

» adopt risk management procedures
concerning conditions under which a
customer is permitted to utilize the
business relationship prior to
verification;

» apply CDD measures to existing
customers on the basis of materiality
and risk and to conduct due diligence
such existing relationships at
appropriate times;

» apply CDD measures for PEPs at the
beginning of the relationship and
ongoing monitoring after the
relationship is established;

» apply when relying on third parties or
intermediaries to perform CDD
measures;

e examine as far as possible the
background and purpose of transactio
identified as complex, unusually large
transactions involving unusual pattern
with no apparent or other legitimate
purpose.

Lack of Guidance to DNFBPs for determining
the “reasonable timeframe” to follow when
verifying the identity of the customer during th
establishment of the business relationship.
There is a threshold that unduly limits CDD in
relation to the acquisition or sales of stocks or
shares where business transactions falling un
the threshold are exempt from the CDD
requirements.

Weaknesses in the actual record keeping
practices.

There is no measurement of risks for the
disapplication of internal legal acts or external
audit requirements for DNFBPs with less than
employees.

Issues of effective implementation and practic

ve

11°]

der

10

13. Suspicious transaction reportin

LC

Low level of suspicious transaction reports by
Fls.

14. Protection & no tipping-off
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15. Internal controls, compliance &
audit

PC

Internal legal acts (internal procedures, policie
and controls) are inadequate as they do not
consider the risk of ML and TF and the size of
the business.

Lack of screening procedures for hiring
employees, other than the staff of the internal
compliance unit.

Lack of measures in place for financial
institutions to maintain an adequately resourcg
and independent audit function, particularly
when the internal auditor is delegated/designd
as the compliance officer/internal compliance
unit.

Insufficient training provided by financial
institutions to staff hampers effectiveness of
implementation and compliance with
requirements.

Low level of implementation of obligations of
the AML/CFT Law and regulations by financia
institutions.

n

bd

ted

16. DNFBP-R.13-15 & 21

PC

No STRs reported by any category of DNFBP
The overall awareness of reporting obligations
relation to STRs is low in particular to the ladk

understanding differentiating an STRand a TT

and the requirement for STRs to be raised for
attempted suspicious transactions and in relat
to tax matters.

Internal legal acts mainly reflect the content of
the AML/CFT Law and do not address the risk
nor the nature, size or scope of the DNFBP
operation.

The compliance function is mainly undertaken
by personnel involved in operations and no
separation of duties, management of conflicts
a deep understanding of compliance was
demonstrated.

No requirement for ongoing training is in place
nor are there any training avenues by way of
service providers or courses.

A lack of direct requirement to examine, and
document findings on the background and
purpose of complex, unusual large transactior
and all unusual patters of transactions which
have no apparent economic or visible lawful
purpose.

No effective measures to advise DNFBPs in
relation to weaknesses in the AML/CFT systel
of other countries.

No requirement to examine as far as possible

in
0
R;

ion

%)

or

the

background and purpose of transactions,
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document the findings, and make findings
available to competent authorities.

No appropriate counter-measures to apply whe
a country does not apply or insufficiently applies
the FATF Recommendations.

Concerns on the robustness of confidentiality
privilege for notaries, advocates, persons
providing legal services, independent auditors
and auditing firms and accountants.

Issues with the effectiveness of the regime.

17.

Sanctions

18.

Shell banks

LC

The definition of “shell bank” in the Armenian
legislation does not comply with the FATF
standard.

19.

Other forms of reporting

20.

Other NFBP & secure
transaction techniques

PC

No measurement of the risks to other DNFBP$
from ML or TF.

Lack of outreach to other DNFBPs who have
obligations under the AML/CFT Law.

No measures in place to develop and utilize
modern and secure techniques for conducting
financial transactions that are less vulnerable to
money laundering.

21.

Special attention for higher risk
countries

LC

Lack of requirements to examine as far as
possible the background and purpose of

transactions from or in countries which do not|or
insufficiently apply the FATF
Recommendations, document the findings, an
make findings available to competent authorities
and auditors.

o

22.

Foreign branches & subsidiarie

n

23.

Regulation, supervision and
monitoring

LC

Low level of compliance and effectiveness of
preventive measures by financial institutions in
the system, particularly credit organizations,
insurance, securities, foreign exchange officeg
and money remitters.
Outdated examination procedures in place, for all
sectors, do not reflect the requirements of the
new (2008) AML/CFT Law.

24.

DNFBP—regulation,
supervision and monitoring

NC

Lack of competent authorities for monitoring and
ensuring compliance with the AML/CFT
obligations for independent lawyers and firms
providing legal services, independent
accountants and accounting firms; dealers in
precious metals and dealers in precious stones.

Absence of a supervisory regime for advocates
(attorneys).
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No fitness and propriety requirements for
managers, owners, and beneficial owners of
casinos.

No legal or regulatory measures to preclude
criminals or their associates from holding or
being beneficial owners of a significant or
controlling interest, holding a management
functions in, or being an operator of a casino.

Insufficient staffing numbers, and in some
instances, specific skill sets, to implement and
practice effective supervision in relation to AM
and CFT.

There are no effective systems in place for
supervising compliance.

25. Guidelines & Feedback

PC

No guidance issued to assist financial institutions

in the effective implementation of obligations

dealing with updating customer data/information;

and conducting due diligence for regular

customers and enhanced ongoing monitoring of

PEP relationships.

No specific guidance on typologies of FT, nor pon

freezing obligations.
Minimal guidelines in place for DNFBPs to

ensure the full implementation and compliance

of the applicable obligations set forth in the
AML/CFT Law.
No outreach to DNFBPs on relevant techniqug

vulnerabilities of the sector, methods or trends.

Institutional and other measures

26. The FIU

LC

Unclear relation between AML law and
professional secrecy provisions (in the case o
lawyers, accountants and auditors) may affect
power of the FMC to require additional
information.

Lack of guidance on the manner of reporting f
dealers in precious metals and stones.

The shortage of staff of the FMC affects the
effectiveness of the FMC in fulfilling its
responsibilities, particularly in the financial
analysis, and may affect the operational
independence of the FMC.

27. Law enforcement authorities

LC

Lack of AML/CFT specific training for officials
of the NSS’s investigation department as well
legal and effectiveness issues noted in regard
access to information covered by financial

S,

the

as
(0]

—

secrecy have an impact on the effectiveness ¢
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ML and TF investigations.

28. Powers of competent authorites PC |« The legal and effectiveness issues noted in
regard to access to information covered |by
financial secrecy have an impact on law
enforcement agencies’ power to obtain
information and documents covered by financial
secrecy, particularly prior to the identificatioh |0
a suspect or where the information sought relates
to a person other than the suspect.

* Absent a summons for appearance based on
Article 20 Law on Police and short of a seizing
order, the provisions in the CPC are not
sufficiently wide to allow for law enforcement
authorities or the courts to compel the production
of documents and information in all cases.

* In the absence of complete and accurate statistics
on the number of ML cases forwarded to the
NSS or instigated by law enforcement as well jas
the number of ML cases dismissed by law
enforcement authorities it is difficult to gauge th
effectiveness of the law enforcement authorities.

29. Supervisors LC » Partial implementation of inspections for banks
credit organizations, money transfers servicesg
(money remitters) and securities/investment
firms as provided by law.

» Lack of updated and effective supervisory
inspections procedures in relation to the 2008
new AML/CFT Law.

30. Resources, integrity, and PC * Additional human resources (supervisors) negded
training particularly with respect to credit organizations,
foreign exchange offices, money remitters, and
insurance companies to provide for an adequate
level of AML/CFT supervision.

* The staff of the FMC is insufficient.

» Lack of specific AML/CFT training for officials
of the NSS’s investigative department and the
custom’s inquest and investigation departments.

31. National co-operation LC » Insufficient risk assessment of the varying
sectors in relation to ML or TF risk.

* Mechanisms for consultation with regulated
institutions are limited with only the Association
of Banks of Armenia being a member of the
Interagency Commission.

32. Statistics NC |+ Lack of complete and accurate statistics on the
number of money laundering cases forwarded to
the NSS or instigated by law enforcement as yvell
as the number of ML cases dismissed by law
enforcement authorities.

* Lack of comprehensive and meaningful statistics
in the financial sector on matters relevant to the
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effectiveness and efficiency of systems for
AML/CFT.

33. Legal persons—beneficial owne

rs LC

Due to its recent enforcement, assessors could

not determine that Article 23.2. Law on State

Registration of Legal Entities is implemented

effectively.

Access to registered information may be time
consuming given that the regional and central
State Registries are not linked or and are not
searchable in electronic form.

34. Legal arrangements — beneficia
owners

al NA

Recommendation is not applicable in the context

of Armenia.

International Cooperation

35. Conventions

PC

Armenian law does not provide for criminal
liability of legal persons.

Confiscation measures do not extend to all
offenses as defined in the Palermo Conventio
It is not possible to seize legitimate property
intermingled with proceeds from or
instrumentalities used or intended for use in th
commission of crimes as defined in the Vienng
and Palermo Conventions.

Absent a summons for appearance and short
seizing order, the provisions in the CPC are n
sufficiently wide to allow for law enforcement

e
1

of a
Dt

authorities or the courts to compel the production

of documents and information in all cases.
The legal and effectiveness issues noted
regard to access to information covered
financial secrecy have an impact on |
enforcement agencies’ power to obt
information and documents covered by finan
secrecy, particularly prior to the identificatioh
a suspect or where the information sought rel
to a person other than the suspect.

The declaration system for the physical cross
border transportation of currency and bearer

negotiable instruments does not cover outgoir
transportation by way of mail or cargo.

Lack of AML/CFT specific training for officials
of the National Security Service’s investigation
department.

in
by
AW
ain
cial
0]
ates

g

36. Mutual legal assistance (MLA)

PC

The shortcomings identified with respect to the
provisional and confiscation measures availaly
under Armenian law may also limit Armenia’s
ability to conduct such measures based on
foreign requests.

i

le

The legal and effectiveness issues noted in
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regard to access to information covered by

financial secrecy have an impact on Armenia’s

ability to provide assistance in obtaining
information and documents covered by financ

secrecy, particularly prior to the identificatioh o

al

a suspect or where the information sought relates

to a person other than the suspect.

The practical application of dual criminality may
limit Armenia’s ability to provide assistance due

to the shortcomings identified with respect to t
ML offenses where a request relates to a crim
proceeding involving a legal person.

he
inal

37. Dual criminality

LC

While not required by law, in practice all forms
of MLA may be rendered only under dual
criminality.

38. MLA on confiscation and
freezing

PC

The shortcomings identified with respect to the
provisional and confiscation measures availah
under Armenian law may also limit Armenia’s
ability to conduct such measures based on
foreign requests.

The legal and effectiveness issues noted
regard to access to information covered
financial secrecy have an impact on Armeni
ability to provide assistance in obtaini
information and documents covered by finan
secrecy, particularly prior to the identificatioh
a suspect or where the information sought rel
to a person other than the suspect.

The practical application of dual criminality m3
limit Armenia’s ability to provide assistance du
to the shortcomings identified with respect to t
ML offenses where a request relates to a crim
proceeding involving a legal person.

le

e
he
inal

39. Extradition

40. Other forms of co-operation

LC

Financial secrecy provisions hampers law
enforcement authority to provide information.

Professional secrecy provisions could underm
FMC'’s ability to provide information.

ine

Nine Special Recommendations

SR.I Implement UN instruments

PC

FT is not defined in line with the definition of
the offense contained stipulated in the SFT
Convention.

Armenia’s responses to UNSCR 1267 and 13
are inadequate.

SR.Il  Criminalize terrorist

financing

PC

Article 217.1. CC does not criminalize the
financing of terrorist or terrorist organizatioms |
situations where the property or funds are

provided or collected without the intention or
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knowledge that the funds or property will be
used in the commission a specific act of
terrorism, as required under SR I

Due to the different use ot terminology in
paragraph 1 (“financial means”) and paragrap
(“objects of terrorist financing”), it is unclear
whether Article 217.1. applies to all “funds” as
provided in the TF Convention.

The definition of “terrorism” referred to by the
TF provision does not contain a reference to

“international organizations”, as required by the

TF Convention.

The purposive element required by Article 217
(terrorism) unduly restricts the application of t
TF provision to most of the terrorism offenses
stipulated in the nine Conventions and Protoc
listed in the Annex to the TF Convention.
There is no criminal liability of corporate
entities.

ne

DIS

SR

Freeze and confiscate
terrorist assets

NC

The freezing mechanisms envisaged by Articl
25 AML/CFT Law are not in line with the
freezing obligations stemming from UNSCR
1267 and 1373 and are not consistent with SH
as such measures are dependent of the institu
of domestic proceedings and in the absence g
conviction are therefore merely of a temporary
nature.

Beyond an initial period of 15 days, Armenia
does not have a mechanism in place to give
effect to freezing actions initiated under the
freezing mechanisms of other jurisdictions.

In the absence of legal criminal liability for ldg
entities, funds and other assets of legal entitig
cannot remain frozen after expiration of the
initial 15 days.

The freezing measures do not apply to financi
assets and property other than funds.

The freezing measures are not in all instances
available for property owned jointly by a
designated person or entity as well as with
respect to funds merely controlled but not legg
owned by designated entities or individuals.
Lack of guidance to reporting entities and othg
persons or entities that may be holding targetg
funds or other assets concerning their obligati
in taking freezing actions pursuant to UNSCR
1373 and Article 25 AML/CFT Law.

No guidance or procedures have been issued
how entities or persons listed by the CBA coul
challenge this decision and apply for delisting,

1%
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should the situation arise.

Article 25 AML/CFT Law does not provide for
the protection of bona fide third parties caught
the initial freezing process.

SR.IV  Suspicious transaction
reporting

LC

Lack of guidance hampers the effective
implementation of the reporting obligation.

SR.V International cooperation

PC

The shortcomings identified with respect to the
provisional measures available under Armenig
law may also limit Armenia’s ability to conduct
such measures based on foreign requests.
The legal and effectiveness issues noted
regard to access to information covered
financial secrecy have an impact on Armeni
ability to provide assistance in obtaini
information and documents covered by finan
secrecy, particularly prior to the identificatioh
a suspect or where the information sought rel
to a person other than the suspect.

The practical application of dual criminality in
the area of mutual legal assistance and the le
dual criminality requirement for extradition ma
limit Armenia’s ability to provide assistance or
extradite persons in certain situations due to t
shortcomings identified with respect to the TF
offense as outlined under Special
Recommendation II.

Professional secrecy provisions could underm
FMC'’s ability to provide information.
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SR.VI AML/CFT requirements
for moneyl/value transfer

services

LC

Potential scope for abuse through the
unauthorized money remitter informally
operating in the financial system.

SR.VIl Wire transfer rules

LC

Threshold established for wire transfers
inconsistent with the standard (threshold affeg
by exchange rates).

ted

SR.VIII Nonprofit organizations

PC

The frequency for periodic assessments, eithe
through the Interagency Commission or other
means, is not mandated or scheduled nor are
trigger events for an assessment, by way of
additional or new information on trends or
methodologies.

Currently, there is no outreach program in pla
by the authorities to the NPO sector.

Limited resources and technical skills to addre
any risks of TF within the NPO sector and no
current focus on the risks.

=

any

Ce

SS

SR.IX Cross-Border Declaration &
Disclosure

PC

No declaration requirements in the case of ou
bound transportation through mail or cargo.
No power to stop or restrain the currency in th

case of suspicions of ML or TF.
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powers.

* The freezing requirements envisaged by SRl
and the UNSCRs are not available in the case
persons who are carrying out a physical cross
border transportation of currency or bearer
negotiable instrument that are related to TF.

* Most of the statutory sanctions are too low. In
the absence of statistics it is not possible to
determine whether sanction are effective,
proportionate or dissuasive.

» Issues of effectiveness.

* Customs have limited confiscation and seizure

N

Table 2. Recommended Action Plan to Improve the AMICFT System

FATF 40+9 Recommendations

Recommended Action (in order of priority within ead section)

1. General

2. Legal System and Related
Institutional Measures

2.1 Criminalization of Money
Laundering (R.1 & 2)

Undertake appropriate initiatives (such as outreadhaining,
for example) to all authorities involved in invegtiing,
prosecuting and adjudicating money laundering (d9es
to: (1) assess what barriers exists for proseciibgfor
example whether and to what extent the level obfpapplied
to show that property stems from the commissioa gppecific
predicate offence poses an obstacle to obtainingictions
for stand-alone money laundering; and (2) to furthese the
awareness on the statutory requirements of the Mligions;
Amend the law to provide for criminal liability abrporate
entities.

2.2 Criminalization of Terrorist
Financing (SR.1I)

Amend the definition of “terrorism” pursuant to e 217
CC (1) to cover all terrorism offenses as defirmethe nine
Conventions and Protocols listed in the Annex TR
Convention and (2) to include a reference to “imégional
organizations”, as required by Article 2 of the T&nvention;
Amend Article 217.1. CC to cover situations in whtbe
property or funds are provided or collected gemgfal use
by an individual terrorist or a terrorist organipatwhen there
is no intention or knowledge that the funds or proypwill be
used in the commission a specific act of terrorism;
Harmonize the terms used in paragraph 1 (“finarmoihns”)
and paragraph 3 (“objects of terrorism finacing’ctarify
that Article 217.1. CC applies to all “funds” a®pided for in
the TF Convention;

Amend the law to provide for criminal liability abrporate
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entities.

2.3 Confiscation, freezing, and
seizing of proceeds of crime
(R.3)

With respect to all predicate offenses not covénedrticles
55(3) CC, measures should be put in place to ditowhe
confiscation of proceeds from and instrumentalitissd or
intended to be used for the commission of the s#eras well
as of legitimate assets equivalent in value to guwoperty;
Article 55(3) CC should be amended to allow for the
confiscation of property regardless of whethes ield or
owned by the defendant or a third party;

Put in place measures to allow for the seizinggitimate
assets equivalent in value to proceeds from or
instrumentalities used or intended for use in th@mission
of ML, TF or predicate offenses;

Harmonize Article 10 of the LBS with Article 20 dhe
LOSA and Article 13.1 of the LBS with Article 13 dhe
AML/CFT Law so that they provide the same condgiavith
respect to access to information covered by firarsgcrecy
and to ensure that law enforcement authorities efi@gtively
identify and trace property that is/may become ettbjo
confiscation or is suspected of being the proceddsime,
including in cases where a “suspect” has not yednl
identified,;

The law enforcement authorities should ensure that
provisional measures with respect to property iy
become subject to confiscation are implementectedy in
the context of inquests/investigations/pre-trialsN¥IL and
TF;

Armenian authorities should reconsider their apghnodo
confiscation with a view to increasing the number
confiscation actions and to encourage a more frequse of
the confiscation provisions;

The authorities should consider assessing the rmainiaw
framework to determine whether it would be appratgrito
introduce civil forfeiture, or confiscation of pregy with a
reverse burden of proof or the confiscation of tEssf
criminal organizations other than those directliate] to an
offense for which a conviction has been obtained.

2.4 Freezing of funds used for
terrorist financing (SR.III)

Armenia should review the freezing mechanisms ceh fin
Article 25 AML/CFT law that are meant to impleme

obligations under UNSCR 1267, UNSCR 1373 and SRill.

particular, Armenian law should provide for meetitige
designation and freezing responsibilities set fantthe UN
Resolution in all instances regardless of whethir possible
to instigate an investigation or prosecution of eardrist
offence. It should provide an indefinite freezingahanism
that is available regardless of the initiation otcome of &
domestic criminal proceeding and does not allow doy
discretion in implementing a freeze in case of dcmavith
the UN Security Council lists;

Put in place a mechanism to give effect to freeaiciipns

be
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initiated under the freezing mechanisms of othesglictions
beyond the 10 days which are currently providethieylaw.
The freezing measures should be available in stairces for
property owned jointly by a designated person dityeas
well as with respect to funds merely controlled hott legally
owned by designated entities or individuals;

The freezing measures should apply not only to$und also
to any financial assets and property of every kasddefined
in the FATF standard and the Interpretative Not8pecial
Recommendation IlI;

The FMC should issue formal guidance to reportimtiies
and other persons or entities that may be holdimgeted
funds or other assets concerning their obligatinriaking
freezing actions pursuant to UNSCR 1373 and Ar@ifle
AML/CFT Law;

The FMC should issue guidance or procedures ondmtities
or persons listed by the Central Bank could chgkethis
decision and apply for delisting, should the situaarise;
Article 25 AML/CFT Law should make provision forgh
protection of bona fide third parties caught in ithigal
freezing process.

2.5 The Financial Intelligence
Unit and its functions (R.26)

Amend the Statute of the FMC to reflect the new
responsibilities envisaged by the new AML/CFT law;
Increase the number of staff, particularly of thealysis
division;

Consider establishing a unit (or a sub-unit inAlmalysis
division) to deal specifically with the analysisTiRs;
Outreach to DNFBPs protected by professional sgdiac
particular lawyers, accountants and auditors) aafgithe
ambit of application of Article 4, paragraph 3 b&tAML law
and, if needed, modify the text of the law to erghiat the
reference to professional secrecy does not hanigiléy @f
FMC to request additional information;

Provide guidance to and issue reporting form fal@hs in
precious metals and stones (and dealers in artvemitks
organizers of auctions) all DNFBPs regarding themea of
reporting.

2.6 Law enforcement,
prosecution and other
competent authorities (R.27
& 28)

The CPC should be amended to provide for a gepevedr
of the law enforcement authorities or the courtsampel the
production of documents and information in ML arfél T
cases, including also in cases where the informasio
requested from a witness or a person other thammjilmed, or
the plaintiff, suspect or accused.

Harmonize Articles 10 of the LBS with Article 29 thfe
LOSA and Articles 13.1 of the LBS with 13 of the AKCFT
Law so that they provide the same conditions wepect to
access to information covered by financial seceauyto
ensure that law enforcement authorities have adeguoavers
to access and compel production of informatiomdaation
records, account files and other documents or imddion that
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is covered by financial secrecy, especially in sagkere a
suspect has not yet been identified or where tleerimation is
sought with respect to persons other than the stispe
Staff of the NSS’ investigative department as \aslthe
custom’s inquest and investigation departmentsldhegeive
AML/CFT specific training to ensure effectivenegdvti. and
TF investigations.

2.7 Cross-Border Declaration
& Disclosure (SR IX)

Extend the declaration requirements in the cassubbound
transportation through mail or cargo;

Provide Customs authorities with the power to stopestrain
currency where there is a suspicion of money lating®r
terrorist financing;

Increase the level of sanctions;

Introduce freezing requirements envisaged by S&id the
UNSCRs in the case of persons who are carrying @
physical cross-border transportation of currencybearer
negotiable instrument that are related to TF;

Avenues to increase the public awareness of thel nhe¢
declare imports and exports of cash and payableites that
exceed the specified threshold;

Align the explanations of the requirements for deations on
imports and exports contained in the utilized detians to
clearly also cover payable securities;

The effectiveness of the current level of fineseteourageg
declarations and to include in the sanctions regsmecific
penalties for ML or TF;

The authority of Customs, in laws, rules or regala, to
request information on the origin of the currencypayable
securities and their intended use;

By way of law, rules or regulations, notification bther
countries’ competent authorities in relation to suml cross:
border movement of gold, precious metals or stones;
Analyze the information collected under the dedlara
requirements to develop AML/CFT intelligence.

3. Preventive Measures—
Financial Institutions

3.1 Risk of money laundering
or terrorist financing

3.2 Customer due diligence,
including enhanced or
reduced measures (R.5-8)

Prohibit bearer bank books and certificates of demw other
bearer securities, by way of repealing/changiniglag of the
Civil Code and any other regulations that makelalvke
these instruments in bearer form or regulate them;
Provide additional guidance to financial instituagowith
respect to adequate timeframes for updating custdata to
ensure consistent and effective implementation;

Provide additional guidance to specify a reasonginieframe
that financial institutions should follow when oiniag
identification information and checking the vergaf such
information in the course of establishing a bussnes

N4
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relationship;

Establish a direct requirement for financial indtdns to
adopt effective risk management procedures conugrni
conditions under which a customer is permittedtiize the
business relationship prior to CDD verification;

Establish a direct requirement for financial indtiins to
apply CDD measures to existing customers on this bas
materiality and risk and to conduct due diligennesach
existing relationships at appropriate times;

Ensure financial institutions are implementing more
effectively the obligations imposed by the AML/CEmd
implementing regulations with respect to CDD measuby
way of training or other types of outreach;

Provide additional guidance/training to financiadtitutions
in relation to the enhanced ongoing monitoring pores
required by law when establishing a business oelahip with
a PEP;

Provide through regulation or guidance a physices@nce
requirement when establishing a business relatipnalso,
review the Basel Committee on Banking Supervision
Customer Due Diligence Paper, section 2.2.6 dealitiy
“Non Face-to-Face Customers, which provides addifio
measures for financial institutions to considemitigate risk
when accepting business from non face-to-face metg to
complement the two additional measures in place.

3.3 Third parties and
introduced business (R.9)

Amend the regulation on Minimal Requirements talelish
the obligations for financial institutions relyitog
intermediaries or third parties to:

* immediately obtain from the third party the necegsa
information concerning certain elements of the CDD
process (Criteria 5.3. to 5.6);

» take adequate steps to satisfy themselves thaa<opi
identification data and other relevant documentatio
relating to CDD requirements will be made available
from the third party upon request without delayd an

» satisfy themselves that the third party is regulated
supervised (in accordance with Recommendation 23,
and 29), and has measures in place to comply thigh,
CDD requirements set out in R.5 and R.10.

Define the notion of “specialized intermediariegpersons

empowered to represent third parties” in a manmaris

consistent with the FATF standard, in particulalinot the
requirement to “third parties” that are Fls or DNEBonly
and not to “persons empowered to represent thirtig

The authorities are also recommended to take ciouant

information available on whether the countries tiak the

third party that meets the conditions can be baseduately
apply the FATF Recommendations; and to establish an
obligation that the ultimate responsibility for tarmer
identification and verification should remain witre
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financial institution relying on the third party.

3.4 Financial institution secrecy
or confidentiality (R.4)

Harmonize Article 10 of the LBS with Article 29 dhe

LOSA and Article 13 of the AML/CFT Law with Articl&3.1.
of the LBS so that they provide the same conditiwith

respect to access to information covered by firsrsgicrecy;

Ensure that access by law enforcement authof
(particularly the NSS) to information covered bwdicial
secrecy is not conditioned on the identificatioradsuspect”
or “criminally charged” person, as this conditiondermines
the proper performance of the NSS as the compatehority
to investigate ML/TF and prevents access to sufdmriration

in cases relating to legal persons or regardingpangon other

than the “suspect” or the “accused”;

Amend the LBS to allow financial institutions toesh
information covered by financial secrecy whera itedquired
by R.7, R.9 or SR.VII.

3.5 Record keeping and wire
transfer rules (R.10 & SR.VII)

Clarify in the Regulation on Minimal Requirementsmo
other enforceable guidance the notion of “main doms of
the transaction (business relationship)” subjethéorecord
keeping requirements, in the cases which suchactioss are
not contracts;

Provide requirements by law or regulations for lel&hing
the threshold for customer identification when aeviransfer
is involved to the equivalent of €/$ 1,000. In thigy, given
the floating of the exchange rate, reporting esgittan ensurg
that the threshold remains consistent with thedsteth

3.6 Monitoring of transactions
and relationships (R.11 & 21)

Establish a clear and direct requirement for firgn
institutions to examine as far as possible the dpaeind and
purpose of complex, unusual large transactions alid
unusual patters of transactions which have no app
economic or visible lawful purpose as required s
recommendation;

Extend the requirement to keep the findings of
examination of complex and unusual large transastialso
available to auditors for at least five years;

Provide additional training, particularly to nonAbafinancial
institutions to ensure that attention is given ltdransactiong
that fall into the unusual, large, and complex gaies,
regardless of any offshore and UN lists;

Establish a requirement financial institutiongo: i)
examine as far as possible the background and peigio
transactions with persons from or in countries Wwido not
apply or insufficiently apply the FATF Recommendas; ii)
to document the findings; and iii) to make the tentfindings
available to assist competent authorities and argdit

ities

the

3.7 Suspicious transaction
reports and other reporting
(R.13, 14, 19, 25, & SR.IV)

Provide additional training to reporting entitiesensure that
staff is knowledgeable about the obligations impdsg law.
Training should specifically cover detection anpamting of
suspicious transactions and should consider tyjedagnd
trends (differentiated along the types of actigitiespecially
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for DNFBPs);
The authorities should provide guidance on thezfreg
obligations and on TF-related typologies.

3.8 Internal controls,
compliance, audit and foreign
branches (R.15 & 22)

Ensure that financial institutions establish andntan
internal procedures, policies, and controls havegard to the
risk of ML and TF and the size of the business;

Amend the regulations to introduce an explicit dirdct
provision highlighting the ability of the internabmpliance
unit/designated compliance officer to have accesstimely
manner to all necessary CDD information, transastio
records, and other relevant information;

Put in place formal procedures to screen all $tafinancial
institutions, particularly for staff in areas ttzae relevant to
AML/CFT. These formal procedures should be aimed at
ensuring high standards when hiring/recruiting eyeés;
Ensure financial institutions maintain and indeparicand
adequately resourced internal audit function, paldily
when audit is assigned/delegated to staff othertteainternal
auditor;

Provide additional training to staff in all aspeocts
AML/CFT, and particularly with respect to the reguments
of R.11,;

Ensure that financial institutions are effectivehplementing
the requirements of the AML/CFT and implementing
regulations.

3.9 Shell banks (R.18)

Clarify the definition of “shell bank” in a way thi&
consistent with the FATF standard.

3.10 The supervisory and
oversight system—competent
authorities and SROs

Role, functions, duties and
powers (including sanctions)
R.23, 29, 17 & 25)

Strengthen AML/CFT supervision through the incogtimm

of risk elements to the overall supervisory cycid i

particular update the supervisory examination potaces to

incorporate the; risk-based approach to supervisiwhthe

requirements of the new (2008) AML/CFT Law;

Ensure that financial institutions, particularlyedit

organizations, insurance, securities, foreign emghaoffices

and money remitters are adequately complying vii¢h t

requirements to combat money laundering and tetrori

financing;

Conduct frequent and ongoing AML/CFT inspections of

banks organizations, money transfers services (ynone

remitters) and securities/investment firms;

Update the AML/CFT examination procedures for atiters

in line with the requirements of the new AML/CFTvLa

(2008);

Provide additional guidance/guidelines to financial

institutions, particularly in the followin