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MEMBRES DU T-PD / T-PD MEMBERS

AUTRICHE / AUSTRIA

1) General comments:

The Republic of Austria supports the modernisat@nConvention 108 and wishes to
underline that the European Union (EU) is currentlydernising its legal framework on data
protection as well. A close co-operation is themefoecessary and should be envisaged
order to avoid different approaches in this sevssitield of law between these two European
organisations.

Convention 108 frequently refers to “domestic lawiven the fact that most Contracting
Parties to Convention 108 are also members of tharttl that their law on data protection is
primarily determined by Union law — currently inrpeular by Directive 95/46/EC and in the
future perhaps by a directly applicable Regulatiothe Republic of Austria invites the
Bureau to reconsider references to “domestic lawConvention 108 because there is very
limited factual room of discretion for domestic lawthis area for EU member states.

The following comments are made with referencénéogroposals presented by the Bureau of
the T-PD in document T-PD-BUR(2012)01Rev_en of 5dW&2012.

2) Comments on the Preamble and on Articles:

Preamble, Recital 4:

Having regard to the jurisprudence of the ECtHRAon 8 ECHR, the Republic of Austria is
of the opinion that (the right to) data protectignalso a human right and a fundamental
freedom which exists alongside other rights guaeshtoy the ECHR. Moreover, the right of
data protection has recently acquired an autonommasing (see in this regard Art. 8 of the
Charter of Fundamental Rights of the European Urdod also Art. 16 para. 1 TFEU).
Taking the jurisprudence of the ECtHR and the dgwelents on the European level into
account, Recital 4 should be rephrased, for exathpléollowing way:

“Recognising that it is necessary to reconcile tilgbt to data protectiomnd _otherhuman
rights and fundamental freedoms...”

Article 2:

Generally, coherence and compatibility with thealeframework of the EU should be
ensured, especially when dealing with definitiddgferent approaches in this sector should
be avoided and might have negative consequencesthiérefore proposed to harmonise — as
far as possible — Art. 2 of Convention 108 andenirArt. 4 of the Proposal for a Regulation
of the European Parliament and of the Council enpitotection of individuals with regard to
the processing of personal data and on the freeemenmt of such data (General Data
Protection Regulation), COM(2012) 11 final.

Art. 2 (a): It should be mentioned in the Explampt&eport that an individual is not
considered itlentifiable either, if identification can be carried out omyth illegal means.

Art. 2 (c): It is proposed to insert the wordingy“automated meahsfter “...which is
performed in order to make it clear thadata processingrefers only to ‘automatic data

processingjand not to ‘manual processinig



The reference to aservice provideron page 3 of the document should be eliminatechbse
this term is not mentioned anywhere in the substamiart of the proposals.

Article 3:

The Republic of Austria strongly supports the psaym of para. 1bis which is much better
phrased that the comparable provision of Art. 2affad) of the proposed General Data
Protection Regulation but urges to sincerely reictansthe elimination of Art. 2 para. 2 (b)

and (c) and paras. 3, 5 and 6.

For the sake of clarity and flexibility, states sltbhave the option to extend the scope of data
protection to persons or groups of persons otham thuman individuals (such as enterprises
etc.). This should be stated directly in the Comeenitself and not in the Explanatory Report.

Furthermore, if para. 2 (c) is eliminated, Convemti08 would fall behind the data protection
standard of the EU (see currently: Art. 2 (b) ofddtive 95/46/EC and also Art. 2 para. 1 and
Art. 4 para. 3 of the proposed General Data Prate&®egulation).

Article 5:

It should be considered to definechsenit, either in Art. 2 or in the Explanatory Report.
Examples for a definition can be found in Art. 4@a8 and Recital 25 of the proposed
General Data Protection Regulation and Art. 2 {H)icective 95/46/EC.

The Explanatory Report should furthermore staté ‘thgplicit conseritcan only be given for
legitimate processing purposes. Processing fogallgurposes can never be covered by
consent.

Article 6:

For the sake of legal certaintgénetic datdand “biometric datd should be defined in Art. 2
and not in the Explanatory Report (see also Aparks. 10 and 11 of the proposed General
Data Protection Regulation). Furthermore, it cdudenvisaged to explain in the Explanatory
Report that any data may become sensitive accorttinthe purpose of the processing
considered.

Article 8:

The Republic of Austria is of the opinion that A8t(d) should be specified in a way to make
it clear that a person cannot object to processingersonal data concerning him/her if there
is a clear basis in law for data processing.

Avrticle 8bis:
All measures mentioned in Art. 8bis concern coildrel as well as processorBherefore,
processors should be mentioned in the text andkititie of Art. 8bis as well.

The italic text should reat..could consist of the designation of ‘data prctien officers’..”
or“...a ‘data protection officer...” instead of*...a ‘data protection officers’.’.

Article 12:
The Republic of Austria supports the alternativepmsalwith the following amendments:
- The possibilities of para. 1 indents 1-3 are altve, not cumulative; therefore, the
word “or” should be inserted at the end of indents 1 and 2.




- Due to the wording of para. 4When the recipient is not subject to the jurisdictof
a Party..”) its relation to paras. 2 and 3 (the latter’'s ibegg is likewise ¥When the
recipient is not subject to the jurisdiction of @arB...") is not entirely clear. The
Republic of Austria there proposes to have recotosbe wording of Art. 12 para. 4
on page 21 of the document which statéstivithstanding paragraphs 2 and 3...

Article 12bis:

Para. 3 should be amended in a way to make it theirmembers and staff of supervisory
authorities shall neither seek nor be subject ttereal instructions of anyone. Internal
instructions are necessary for the internal adrratisn of a supervisory authority (of course,
internal instructions cannot be given to membersméicting in their judicial capacity).

Para. 5 should be rephrased: Insteadedfettive remediést would be better to refer to
“judicial review because otherwise Convention 108 might fall béhis current standard
(see in this regard Art. 1 para. 4 of the AdditioRaotocol to the Convention for the
Protection of Individuals with regard to Automatitocessing of Personal Data regarding
supervisory authorities and transborder data flows)

The wording €xplicitly agreed in para. 6 (a) should be replaced lgven his/her conseht
becauseconseritis a data protection term already used in thev@ation.

The Republic of Austria would like to refer to ARl and Recitals 97 and 98 of the proposed
General Data Protection Regulation as one posgitéasure of cooperation between
supervisory authorities within the meaning of p&&).

Furthermore, it should be mentioned in the ExplarnaRkeport that supervisory authorities
shall not be competent to supervise processingatipas of courts acting in their judicial
capacity.

Article 21:

The proposed new para. 7 of Article 21 introducesw procedure for the entry into force of
amendments, which is supposed to be an alterngtoeedure to that of para. 6. To make the
relation of these two procedures more clear — eithe one or the other procedure — we
suggest to combine the two provisions in one paggr

Moreover, the wordHMowevef at the beginnnig of para. 7 is not proper trdahguage. It is
suggested to replace it by the worAlternatively.

Article 23:

This provision opens the possibility for Internatid Organisations to accede to Convention
108. Para. 2 should therefore be properly amendddshould speak ofahy acceding State
or International Organisatioh



BULGARIE / BULGARIA

In connection with the sent request for review eochments on the newly proposed
texts of Convention 108/81/CE for the protectionnofividuals with regard to automatic
processing of personal data, the Commission fasdPai Data Protection would like to make

the following comments:

1. On Art. 5 “Legitimacy of data processing and quhbty of data”, para.3 b)- we support
the text but would like to be clarified that wheasttais processed for statistical, historical or
scientific purpose is obligatory to be observedrdwuirement for the protection of the

individual's privacy and other fundamental rights.

2. On Art. 6 “Processing of sensitive data’to the sentence with which is set the exemption
in the prohibition for sensitive data processingustl be added as follows: “Such data may be
nevertheless be processed where the domestic taxdps appropriate safeguards avitere

the processing is required by law.We are of opinion that the requirement for |legiicy

and lawfulness of the processing of such data oagag mandatory, because the national
legislation may ensure the necessary measuresiéguate personal data protection and

despite that, in the particular case, their praogssiay not be lawful and necessary.

3. On Art. 7 “Data security”, para.2- we support the inclusion of a text about the data
subject notification obligation when serious rigicors in the provision, not in the

Explanatory Report.

4. On Art.7 bis “Transparency of processing”, para2 - to be clarified what is meant under
“impossible” or “involves disproportionate effortdVe think that the individual’s right of
being notified about the personal data processiogld not be limited unless the existence of

serious ground and only in specific cases.

5.0n Art. 9 “Exceptions and restrictions”- the wording of the text is not clear. At first
glance it seems that the scope is too wide. Wegz®for more clarity, the explanations of
the definitions to be included in the text of thhepsion and not in the Explanatory Report.
6.0n Art. 9, para.2 and 3 to be included a text that the restriction in fle@dom of

expression and information (para.2) and the prangder statistical and scientific purposes



should be used only when the fundamental righte@fndividual are guaranteed and

especially the right of privacy.

7.0n Art. 12 “Transborder data flows”, para.4 c)- by the provision of data to third
countries which do not have adequate protectioal isvforeseen a transfer when prevailing
legitimate interests and especially important puislterest exist. We are of opinion that in the
provision should be well explained what is meardearrfimportant public interest”. In this
regard the alternative version of the Art. 12 sedarer but in it the above definition is also
not clarified. This is important, because otherviisere is a treat of wide interpretation of the
text and possibility to use it as ground for dadéasfer to countries which do not ensure

adequate protection and also for misuse and unlgsbcessing.

8. On Art. 15 “Safeguards concerning assistance relered by designated supervisory

authority”, para.3 - the reference to Art. 14 should be erased.

9.0n Art. 16 “Refusal of requests for assistancethe reference to Art. 14 should be erased.

As a conclusion, we would like to express our amthat harmonization in the data
protection provisions is needed in order to acheflective application of the new European
data protection legislation.



CHYPRE / CYPRUS

1.

In preamble the term “privacy” is replaced by tleent “dignity” we think that it
would be preferable for both of the above termsbw® included taking into
consideration that a breach of privacy does noagdiead to a breach of dignity.

As regards the term *“jurisdiction” in article 1 whi replaces the term *“territory”
provided for in the previous text we have forwardeguestion to the Legal Service of
Cyprus and we are expecting their reply so we metar reservation. Special attention
should be given with regard to the extra territgaasdiction.

As regards article 2 ( ¢) “no automated processinghould be rephrased as follows:
“where no automated processing is carried out, pedaessing means the operations
carried out within a structure set according toceecriteria which easily allows to
search the data related to a specific subject’e §pecific criteria should be specified
in the explanatory report.

With regard to article 5(3)(b) we consider that weerd “specific” would be preferable
instead of the word “specified” and before the w@pdocessed” (second line) the
word “further” should be inserted in order to gitlee correct meaning. In article
5(3)(e) is not clarified that data after the fuifient of the purposes for which they
have been processed are deleted afterwards.

With regard to article 7 bis “Transparency” it shibbe clarified in the explanatory
report that transparency is one of the precondition fair processing but not the only
one.

Referring to article 8 ( ¢) which was not amendealybe a note on the right to be
forgotten should be explained in the explanatoppre

With regard to article 8bis (first paragraph) ibshd be clarified who is responsible
for taking all appropriate measures the controllerthe processor in the case the
processing is delegated to a processor and by mbahs? What is exactly meant by
the phrase “observe the domestic legal provisions”?

Article 9(3) refers to restrictions on the exerctgethe rights included in articles (6,
7bis and 8). However article 6 does not provideeter to any rights instead article 6
refers to the processing of sensitive data. Therazharticles 7bis and 8 provide for
data subjects’ rights so the phrase “on the exemighe rights specified” should be
deleted in order to provide the correct meaningaddition the phrase “where there is
obviously no risk” should be rephrased as folloWwgen there are no obvious risks”.

There should be an amendment in article 10 in dadprovide for the right of the data
subjects to appeal to the competent courts.

10.Article 12 (3)(b) in order to achieve a uniform &pation and avoid private

assessments of adequacy on a case by case baprevison of standardized or ad
hoc legal measures should be developed by the @Gairteurope (T-PD) and should
have the legal form of standard contractual clausggroved by the European
Commission or at least a similar measure. Respeatinendments should be carried
out in article 19 regarding the functions of themeoittee. As for article 12(4) (a)
before the word “consent” the word “explicit” shdube added in order to exclude the

8



possibility of implied consent being allowed andéifi line of the present paragraph
the words “data subjects” should be replaced byviloeds “personal data” since
speaking about adequate level of protection we naelmguate level of protection of
personal data and not data subjects. A generatvedg® regarding article 12(3)
procedure is that the supervisory Authority shcwdste a more active role specifically
prior to the transfer of data. Comparing the priawis of article 12(2) to those of 12(3)
it seems that the transfer of data to a party¢oGbnvention that has not implemented
all or some of the rights and obligations enshrittegtein is more restrictive than the
transfer of data to a recipient who is not subject jurisdiction of a party to the
Convention.

11. Alternative proposal does not meet the necessauyiremments for the transfer so it is
not supported.

12.We strongly support the provisions with regard tee tSupervisory Authority
independence added in article 12bis (3) and (4).

13.In Article 19 (h) the word “may” should be deletedd be replaced by the word
“shall” according to our comments in paragraph bhOove.



FRANCE

L'approche qui consiste a maintenir le caractére général et technologiquement neutre du
texte tout en veillant a son application effective est indispensable nous semble t-il pour
permettre la pérennité du texte et sa large application au niveau international. A cet égard
il parait important de veiller a ne pas introduire de dispositifs contraignants qui serait un
frein a son application internationale ou qui pourraient limiter les ratifications.

La cohérence a l'égard de 1'évolution des autres textes européens est a privilégier sans
perdre de vue toutefois la nécessité de conserver ses caractéres propres a la Convention
108. De ce fait le rapport explicatif devra permettre d'apporter tous les éléments de
précision nécessaires afin de conserver au texte de la Convention son niveau général.
Notamment il devra expliquer pourquoi on ne trouve pas explicitement le droit a 1'oubli
mais comment on a privilégié 1'existence de moyens qui permettent l'effectivité de ce droit
tout en veillant a ne pas porter atteinte au droit d'information et d'expression.

Il conviendrait aussi que le rapport explicatif précise que le but poursuivi est de faire en
sorte que la protection des données s'applique a toutes les étapes de la chaine des
traitements des données et aux intervenants principaux dans cette chaine.

Il devra expliquer le basculement opéré par rapport a la situation actuelle ou la personne a
désormais un droit de controler ses propres données ce qui est un signe important pour
l'interprétation de la Convention par la Cour européenne des droits de 'Homme.

Enfin, il devra reprendre les tendances qui ressortaient des réponses a la consultation
publique. Les intervenants ayant exprimé leur attachement a ce texte.

Préambule:

2° paragraphe : le rapport explicatif devra veiller a expliciter ce que 1'on entend par "droit
de controdler ses propres données" : portabilité des données et contrdle de l'utilisation qui
est faite des données.

6° paragraphe : Ce paragraphe ne trouverait-il pas plutot sa place dans le rapport explicatif
en raison des différences nationales actuellement sur ce sujet et de la situation de

ratification de la Convention sur l'acces aux documents publics. Par ailleurs, en énongant
ce principe se trouve posée la question de savoir s'il n'y a pas d'autres principes qui
devraient étre pris en compte.

Pour le rapport explicatif il est prévu de faire référence a la Résolution de Madrid. De
manieére générale ou a certains points de la Résolution ?

Article 2 : Pas d'observation particuliere. La définition large de la notion de données a
caractere personnel de la Convention a résisté au temps et trouve encore a s'appliquer
dans la mesure ou elle englobe a la fois la notion de personne concernée et de donnée. La
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précision sur le fait de pouvoir individualiser une personne parait importante dans le
rapport explicatif pour compléter la notion d'identifiable.

Art 2c : une proposition rédactionnelle en francais pour la deuxieéme partie ."Lorsque
aucun procédé automatisé n'est utilisé le traitement de données s'entend des opérations
effectuées sur des données a caractére personnel organisées de maniére structurée selon
des criteres déterminés"

Art.2 f. : Sauf erreur de ma part, on ne trouve de conséquence de cette définition du sous
traitant que dans les articles 7 et 8. L'objectif poursuivi est-il de lui appliquer toutes les
obligations qui reposent sur le responsable de traitement.? Si c'est bien le cas, on devrait le
retrouver partout ailleurs dans le texte quand on parle du responsable de traitement, sinon
on laisse croire que les obligations ne s'appliquent pas a lui. Le rapport explicatif ne
pourrait-il pas indiquer que la notion de responsable de traitement englobe le sous
traitant? Ce peut étre une position de prudence par rapport aux évolutions technologiques
qui feront que d'autres acteurs pourront étre impliqués dans le processus de traitement des
données. L'impact de la Convention est en effet d'offrir les définitions les plus larges de
maniere a éviter d'étre dépassée par la technologie.

Art 5 2 b). Les deux cas visés par ce b) sont trés différents. Je proposerai de scinder cet
alinéa en deux .

Dans le rapport explicatif il est prévu de traiter du caractere rétractable du consentement.
Il pourrait étre utile que sous le a) le rapport précise tout particulierement que le
responsable de traitement a la charge de la preuve du consentement et qu'il doit fournir
une information spécifique sur les conditions et les modalités de retrait du consentement.

Enfin, dans cet article on parle de consentement "spécifique, libre et éclairé" et dans le 3 b)
on parle du consentement "explicite"

Sur la notion de "finalités compatibles" qui doivent étre précisée dans le rapport explicatif,
il ne s'agit pas que de finalités statistiques, scientifiques etc... Cette finalité peut aussi
couvrir le cas d'une finalité seconde déterminée par le responsable de traitement et qui est
compatible avec la finalité premieére sans étre pour autant nécessairement exprimée.

Art .7 2: 1l faudrait que la proposition faite de notifier a tout le moins aux autorités de
controdle soit en conformité avec les textes européens. La Convention 108 peut prévoir le
principe de notification mais sans entrer dans le détail de la procédure afin d'éviter tout
conflit avec d'autres textes.

Par ailleurs on parle de "violations de sécurité". Veut-on parler de violations de failles de
sécurité ou, comme le projet de Réglement de violation de données a caractére personnel ?
L'adverbe "gravement" peut soulever des interrogations. Il faudrait 1'expliciter dans le
rapport explicatif

11



Je propose pour la fin de cet article de dire "susceptibles de porter atteinte (gravement) aux
droits et libertés fondamentaux" par cohérence avec le Préambule.

Art.7 bis 1 : Parmi les informations fournies par le responsable de traitement se trouve "le
principal établissement". Eu égard aux difficultés rencontrées dans la projet de réglement
sur cette notion, il conviendrait de trouver une autre expression d'autant que dans le cas
de la Convention 108 , cette notion n'a pas de conséquence directe en termes d'acces pour
les personnes ou de role des autorités de protection

Je propose de compléter cet alinéa par l'indication que le responsable de traitement fournit
l'information "au moment de la collecte des données ou a tout moment a la demande de la
personne". Cette idée est exprimée dans le 8a). Il serait peut-étre plus lisible de la
remonter ici d'autant que l'information n'est pas stricto sensu un droit de la personne mais
une obligation du responsable de traitement

Art 7 bis 2 proposition de rédaction "le responsable de traitement n'est néanmoins pas
tenu de fournir ces informations lorsque cela implique des efforts disproportionnés".
L'expression "lorsque cela lui est impossible" entraine une interprétation tres subjective
sur 1'impossibilité de faire. Je propose donc de supprimer cette expression.

Art.8 : Proposition rédactionnelle en francais : "obtenir a intervalle raisonnable et sans
délai ou frais excessifs la confirmation ou non de l'existence d'un traitement la concernant,
la communication sous une forme intelligible des données collectées et traitées, ainsi que
les informations disponibles sur 1'origine des données".

Dans cet article, je proposerais d'intervertir les alinéas de la fagon suivante : mettre le e) en
a ) car il s'agit d'un principe général de base, et le d) en b).

Comment l'alinéa actuel d) sur l'opposition "a tout moment" s'articule-t-il avec le
consentement explicite préalable et rétractable ?

Art.8 Bis : Proposition de modifications de l'intitulé de l'article "Obligations du
responsable de traitement" par exemple. Par ailleurs, les obligations citées dans cet article
ne vise pas uniquement le responsable de traitement mais aussi le sous traitant . Il ya un
probléme de cohérence qui rejoint la question posée sous l'article 2f.

Pourquoi le 3é paragraphe de cet article ne vise pas aussi le sous- traitant ?

Concernant les flux transfrontiéres de données, les propositions refletent la volonté de
veiller a la libre circulation des informations tout en assurant l'application de la
Convention. Elles doivent rester technologiquement neutres, a l'instar du reste de la
Convention pour pouvoir aussi s'appliquer notamment au Cloud computing sans en
restreindre la mise en ceuvre.

12



Article 18 Comité Consultatif. Je propose de placer le i )en b) pour distinguerr clairement
ce que le comité fait de son propre chef de ce qu'il fait a la demande de tiers.

art 18 h) Quel est le sens de cet alinéa.?

13



LITUANIE / LITHUANIA

1. Change term “General orientations” into “Generahagks”.

2. Supplement paragraph on main objectives:
“...to deal with challenges for privaggnd personal data protectionresulting from the use of
new ICTs;...”

3. Supplement part of the “Supervisory authoritiedtaducing and defining detailed criteria on
independence of the Supervisory authorities, eafijgdnaving in mind that those criteria are
introduced in the proposed new EU Regulation om gaibtection. The same applicable to the
Paragraph 4 of Article 12bis.

4. Consider whether in text of the Convention in Prel@mprovided guarantee “as well as
everyone’s dignity” shall be left, or whether it wd be more convenient to supplement data
subject rights or even introduce new article on l&@on of Personal Aspects by Automatic
Means.

5. In Article 6 “Processing of sensitive data” considehether all biometric data shall be
prohibited of processing, except if domestic lavovilies appropriate safeguards, as such
regulation can be burdensome for example to théoghaphers and photo salons.

6. Revise Paragraph 2 of Article 12, because part evigeprovided cases when presumption of
adequacy shall not operate can be confusing andlways properly executed.

7. In Paragraph 4 c) of Article 12 delete words “intgaular public interests” because such term
as a public interest is not introduced and it wdadddifficult to estimate whether public interest
prevails.

8. Supplement Paragraph 5 of Article 12bis: “...effeetiemediesand may be appealed
against trough the courts”

9. In Paragraph 6 a) delete “or that the data sub@stpreviously explicitly agreed to” because if
exchange of the personal data is not essenti@doperation such data shall not be exchanged at
all.

10. Consider whether Paragraph 6 b) shall be introdw=ed duty and not as a right of the
supervisory authority.

14



MONACO

S’agissant de la citation du principe du dro
publics dans le préambule, jattire votre atte
convention sur l'accés aux documents publics n'a
ratifications et que I'adhésion a la convention
indirectement faire reconnaitre un tel principe. Mo
juridiqgue complet sur l'acces aux documents adm
adhéré a la convention sur l'accés aux docume
d'éviter le télescopage entre les champs
conventions, il m’apparait préférable de biffer ce
compléter par les dispositions suivantes : « Con
Convention permet aux Parties qui I'ont adopté de
la mise en ceuvre des regles qu’elle pose, le princ
documents publics. »

Dans lintroduction, la référence a une définitio
étre supprimée, car celle ci ne figure pas dans le
obligation spécifique ne semble plus leur étre attr

S'agissant de soumettre les responsables de tra
d'analyse de risque avant de procéder a un traitem
risque particulier pour les personnes concernées
difficultés de mise en oeuvre que cela entrainerai
petites et moyennes entreprises, mais aussi pour
disposent pas des structures et moyens nécessaires
les cas, a une analyse d'impact.

Au b de l'article 12 bis, la suppression des termes
dans le périmétre de saisine des autorités de ¢
d'une demande relative a la protection d
contradictoire avec le champ d'application de la
lesquels visent expressément "les traitements
personnel”

La Principauté ne serait pas opposée aux proposit
faveur d'une plus grande harmonisation des crit

qualité des données, de transparence, sécurité d
personnes concernées. Elle n'a pas d'objectio

pouvoirs du Comité Consultatif.

Elle est attentive a I'objectif poursuivi par la Co

cohérence et de compatibilité de la Convention av
I'Union européenne, afin de favoriser les flux tran
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NORVEGE / NORWAY

The Norwegian delegation has a question relating to article 5 of the latest modernization proposals
for Convention 108, with reference to the general objective to ensure for coherence and
compatibility with the legal framework of the European Union which is listed in the introduction to
the modernization proposals. It is unclear to us whether article 5 number 2 of the proposal, is meant
to limit the possible grounds for lawful processing of personal data, compared to directive 95/46/EC
and the General Data Protection Regulation proposed by the Commission (COM (2012) 11 final). It is
also unclear to us whether the scope of article 5 number 3 b is narrower than the scope of article 6
number 4 of the proposed General Data Protection Regulation.

We are also wondering if the compatibility with the General Data Protection Regulation has been
examined with regards to the proposed article 8 b (on obtaining knowledge of the logic involved in
the data processing in the case of an automated decision) and article 8 e (on the right not to be
subject to a decision based solely on the grounds of an automated processing of data).

We hope that the Bureau can take these questions into consideration when finalizing the proposals,
and to address these issues at the next plenary meeting of the T-PD.
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PORTUGAL

Article 9 — Exceptions et restrictions

Une nouvelle exception est proposée pour le traitement des données a caractere
personnel aux seules fins de communication au public d'informations, d’'idées ou
d’opinions d'intérét général, ou a des fins d’expression artistique ou littéraire. Les
exemptions des exigences de certaines dispositions sont nécessaires pour concilier
le droit a la protection des données avec la liberté d'expression. (et autres droits ?)

- développer ses activités normatives en agissant comme un forum international pour
discuter de questions émergentes et s’entendre sur des approches communes face
aux nouveaux défis pour la vie privée, en particulier résultant du développement des
TICs, développant des lignes directrices et des recommandations applicables a des
secteurs spécifiques tels la biométrie, les assurances, les données médicales ou la

police (entre autres);

Article 2 — Définitions

Article 2 — Définitions

Aux fins de la présente Convention:

inchangé

a «données a caractere personnel» signifie:
toute information concernant une personne
physique identifiée ou identifiable («personne
concernée»);

Inchangé

Compléter le rapport explicatif, notamment pour
préciser qu’une personne physique n’est pas
considérée comme « identifiable » si cette
identification nécessite des délais ou des
activités déraisonnables pour une personne qui
en prendrait connaissance

Préciser également que par « identifiable » on
n'entend pas seulement référer aux éléments
de lidentité civile d’'un individu mais aussi et
plutdt & ce qui permet d’'individualiser une
personne parmi d’autres. (NON. C’est
précisément de l'identification civile qu'il s’agit.)

(Article 3 — Champ d’application)

1 Les Parties s'engagent a appliquer la
présente Convention aux fichiers et aux
traitements automatisés de données a caractere
personnel dans les secteurs public et privé.

1 Chaque Partie s’engage a appliquer la
présente Convention aux traitements de
données effectués par tout responsable du
traitement relevant de sa juridiction.

1 bis La présente Convention ne s'applique pas
aux traitements de données effectués par une
personne physique pour I'exercice d’'activités
exclusivement personnelles ou domestiques, a
moins que les données ne soient rendues
accessibles a des personnes ne relevant pas
de la sphére personnelle ou domestique.

Dans le rapport explicatif, préciser ce que I'on
entend par exercice d’activités exclusivement
personnelles ou domestiques et accessibles a
des personnes ne relevant pas de la sphéere
personnelle ou domestique.

Préciser que le traitement concerne des
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données a caractére personnel mais que les
parties ont (selont sont Droit interne)
neanmoeins la possibilité d’étendre la protection
aux personnes morales.

(Article 5 — Légitimité des traitements de données et qualité des données)

b enregistrées pour des finalités
déterminées et légitimes et ne sont pas utilisées
de maniére incompatible avec ces finalités;

b collectées pour des finalités explicites,
déterminées et légitimes et ne pas étre traitées
de maniére incompatible avec ces finalités a
moins d’avoir obtenu le consentement
explicite de la personne concernée ou que
cela soit prévu par le droit interne;

Dans le rapport explicatif, donner des exemples
de finalités compatibles (la finalité statistique,
historique ou de recherche scientifique est a
priori compatible pour autant que d’autres
garanties légales soient prévues et que le
traitement ne serve pas a prendre une décision
a I'égard d’un individu)Une certaine recherche
scientifique visant combattre une certaine
maladie qui a pris, au dela des donnés rendus
anonymes, ceux d’un certain malade identifié
qui a accepté de collaborer consciemment
finira par le bénéficier.

Article 9 — Exceptions et restrictions

Ar

ticle 9 — Exceptions et restrictions

1 Aucune exception aux dispositions des
articles 5, 6 et 8 de la présente Convention n'est
admise, sauf dans les limites définies au présent
article.

1 Aucune exception aux dispositions de la
présente Convention n'est admise, sauf aux
articles 5.3, 6, 7.2, 7bis, et 8 et a condition
gu’'une telle dérogation soit prévue par la loi et
constitue une mesure nécessaire dans une
société démocratique :

Rapport explicatif : une mesure sera
considérée comme « nécessaire dans une
société démocratique » pour atteindre un but
légitime si elle répond & un « besoin social
impérieux » et, en particulier, si elle est
proportionnée au but légitime poursuivi et si les
motifs invoqués par les autorités nationales
pour la justifier apparaissent « pertinents et
suffisants ». NON. Qui va juger, face a un pays
souverain si un but est légitime ou non ? et
selon quel critére sera déterminée la

[égitimité ?quelle est le critére pour déterminer
la pertinence et la suffisance ?

Il'y a seul un critére possible, le respect pour
les droits de ’homme interprétés a la lumiere
de la Convention Européenne des Droits de
I'’Homme, des Statuts du Tribunal Pénal
Internationale, la jurisprudence de la Cour
Européenne des Droits de 'Homme, ou celle

de la Cour Pénale Internationale.

18




(Proposition alternative)

4. Lorsque le destinataire ne reléve pas de la
juridiction d’'une Partie a la Convention, la
communication ou mise a disposition des
données peut se faire lorsqu'une des
dérogations suivantes s’applique :

a) la personne concernée a donné son
consentement, aprés avoir été informée des
risques dus a I'absence de garanties
appropriées ; ou

b) des intéréts spécifiques de la personne
concernée le nécessitent ; ou

c) des intéréts légitimes protégés par la loi, en
particulier des intéréts publics importants,
prévalent. Mettre en ligne avec le projet de
Reglement de I'Union Européenne.
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REPUBLIQUE DE MOLDOVA / REPUBLIC OF MOLDOVA

On behalf of the National Center for Personal Data Protection of the Republic of Moldova | would like
to inform about the sustaining of the proposals on modernisation of Convention 108. Also we think that
the alternative proposal on wording of the art. 12 is more acceptable.
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REPUBLIQUE TCHEQUE / CZECH REPUBLIC

Article 2 ... Definitions

¢ ...data processing... means any operation or

set of operations which is performed upon personal
data, and in particular the collection, storage,
preservation, alteration, retrieval, disclosure,
making available, erasure or destruction of data, ar
the carrying out of logical and/or arthmetical
operations on data;

Be careful with the listening of operations — use similar wording with the new EC Directive; it will be helpful for
implementation of documents

Article 6 ... Processing of sensitive data
Stress more than a list of sensitive data importace of the context in which data are used - important for the sensitivity

of data

Article 9 ... Exceptions and restrictions

1
a protect State security, public security, the
econemic and financial interests of the State, __.--{ Supprimé : or

the prevention and

- . . . . suppression of criminal{
Possibility of excessive use — rights of citizens can be under unaproppriate pressure. affences:

Article 25 ... Reservations

Make admissible upon Vienna Convention on the Law of Treaties (Art. 19 -_23)
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ROYAUME-UNI/UNITED KINGDOM

Art 6 — sensitive data

The wording in this article leaves no room forskrand context-based approach. We suggest
adding wording to this kind of provision to sayttitadoes not apply where the processing has
no significant or adverse effect on the individwdko, biometric data is not always sensitive
data and can in fact be used to provide a moragyivriendly approach. The recent Article
29 opinion makes some valid points about the d&fimiof biometrics and it is worth bearing
this in mind for the definition in C108.
http://ec.europa.eu/justice/data-protection/artRIédocumentation/opinion-
recommendation/files/2012/wp191_en.pglage 10) (apologies, | am unable to copy and
paste the text)

Article 7 — data security

The word ‘accidental’ has been crossed out and ihat clear why you wouldn’t want
organisations to put in place security measurgsdgent against accidental loss of data. This
seems to be a step backwards from current law aactipe. With regards to data breach
notification, CoE should bear in mind the work lgeoone elsewhere on this topic to make
sure that the Convention is in line with other pic; to avoid confusion and conflicting
requirements.

Article 9 — derogations from the principles, sensive data, transparency to individuals,
and access rights

We have some concern about being able to derogttelg from all the principles and other
aspects above. Current law encourages derogations these aspects ‘to the extent that it
would prejudice...” which avoids a blanket approaeiing taken that may deny individuals
legitimate rights and access to their data.

Article 12 — transfers and national supervisory auhorities

We are concerned by the development in article)1tR sets out that supervisory authorities
shall be informed of measures taken in relatiortrémsfers. This should only be where
national law provides that this should happen. Ageaments for ensuring adequate levels of
protection for transfers are the responsibilitytied organisation transferring the data. If the
arrangements are sent to the supervisory authdhiéye is an expectation that the authority
will do something with them, be that proactive agyal or silence indicating approval. We do
not feel this is an appropriate role for the suemy authority. We would prefer the wording
of the alternative proposal (starting on page 21).

12 bis (7) — authorities forming a conference

We would hope that the explanatory memorandum meless that regard should be had to
existing opportunities for authorities to meet ahiscuss relevant matters. The privacy and
data protection calendar is already full and we ld/dne wary of encouraging another separate
event.

Article 19(d) — consultative committee

The revised wording generally as well as in thisclr has given the consultative committee
more presence and power, which is not necessaetjative. However, if they are to start
giving opinions on the interpretation of the Conwem, as well as its application, then it
might be worth having wording (perhaps in the emptary memorandum) that they should
ensure consistency with interpretations on the sansmilar subjects given by other bodies
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or committees. Otherwise you might find they hawbfferent view on a key aspect to the Art
29 WP, the Commission, Court decisions and so awchwwill cause confusion.
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SLOVENIE / SLOVENIA

With regard to the text of the proposed changes for the modernisation of the Convention 108 as contained in the
document T-PD-BUR (2012)01Rev of 5 March 2012, the following comments and changes are proposed.

PREAMBLE

In the fourth recital the following changes are proposed:

"Recognising that it is necessary to,balance data protection and human rights and fundamental freedoms, notably the _,_.-{Supprimé : reconcile

right of access to official documents and freedom of expression which includes the freedom to receive and impart
information, regardless of frontiers;"

Explanation
We find the expression »balance« more convenient to »reconcile« since the latter seems rather vigorous in this
context. In addition to the »freedom of expression«, we propose also stressing the right of access to official
documents being singled out as a special modern right by the Council of Europe Convention on Access ta Official
Documents.

Ad Article &

After the proposed two paragraphs we propose an additional (third) paragraph reading:

»In the event that sensitive personal data cannot be separated from other categories of personal data, these
data may exceptionally be processed in accordance with appropriate safeguards under domestic law, but
prohibited criteria from the first paragraph shall not be the primary purpose for their processing.«

Explanation

It is sometimes impossible to separate sensitive from the non-sensitive personal data - like when a data subject is
paying with a credit card, issued by a trade union savings bank ("other beliefs"), or maybe when a colour photo of
person’s face is processed, which shows a colour of the skin.

Alternatively, we agree with the explanation of this kind of cases in the explanatory report, like it has been already

proposed to illustrate the functional aspect of data becoming sensitive according to the purpose of the processing
considered.
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SUISSE / SWITZERLAND

Remarques g énérales

Nous saluons le travail de modernisation de la Convention et de son protocole additionnel et nous
soutenons l'approche suivi tendant a maintenir la nature générale et technologiquement neutre des
dispositions de la Convention tout en assurant la cohérence et la compatibilité avec le cadre juridique
de 'Union européenne. La suite de la procédure d’élaboration et de I'adoption du texte doit se faire de
maniére a garantir cette indispensable cohérence. Compte tenu du fait que la Convention doit pouvoir
offrir un standard international minimum et uniforme garantissant un niveau élevé de protection des
données et susceptible de rallier le plus grand nombre d’Etats, la ligne actuelle suivie doit étre
maintenue. Le bureau est néanmoins invité a considérer, autant que possible et en tenant d'autres
intéréts spécifiques, tels que la poursuite pénale et de la coopération judiciaire, la possibilité de rendre
certaines dispositions de la convention d’application directe. Nous pensons en particulier aux
dispositions relatives aux principes de base de la protection des données, aux droits des personnes
concernées et aux obligations de transparence. En outre sans nécessairement réintroduire la
possibilité de déclarations excluant certains types de traitement du champ d’application de la
convention, il conviendrait de s’assurer que le projet tienne suffisamment compte des besoins
spécifigues de la poursuite pénale et de la coopération policiére et judiciaire, notamment en
développant autant que nécessaire I'exposé des motifs au titre de larticle 9. Il devrait également
examiner l'opportunité d’introduire une disposition sur le droit applicable.

Remarques sp écifiques
Le titre de la Convention doit correspondre au nouveau champ d’application :

Convention pour la protection des personnes a I’égard du traitement autematis—é des donn ées a
caract ére personnel

Préambule
Au considérant 2, nous proposons la rédaction suivante :

Considérant gu’il est nécessaire, eu égard a la diversification et  l'intensification des traitements ainsi
gue des échanges de données a caractére personnel, de garantir la protection des droits et des
libertés fondamentales, ainsi que de la dignité de chacun, notamment au moyen du droit de contrbler
ses propres données et les usages qui en sont faits.

Dans le rapport explicatif, la référence aux décisions automatisées doit étre un exemple de traitements
qui sont de nature a porter atteinte a la dignité des personnes.

Article 2, lettre ¢

Dans I'exposé des motifs, il faudra expliciter I'expression « I'application d’opération logiques et / ou
arithmétiques aux données » en tant que phase du traitement de données.

Dans I'exposé des motifs, il conviendra également de préciser que I'expression « dont la structure
permet de rechercher les données par personne concernée » concerne non seulement le cas ou nous
avons affaire a un classement par personne concernée, mais également d’autre types de classement
qui permettent de rechercher les personnes ayant la méme caractéristique (classement par
localisation, profession, age, etc.).

Article 3

Dans I'exposé des maitifs, il conviendra d’expliquer pourquoi nous proposons d’abandonner le régime
des déclarations au sens de l'art 3, al. 2, let. a. En particulier, il convient de rappeler que dans le texte
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actuel, une Partie a la possibilité de déclarer qu’il n‘appliquera pas la convention a certaines
catégories de fichiers automatisés de données a caractére personnel, dans la mesure ou ces fichiers
ne sont pas assujettis. Cette disposition n’est pas congue pour exclure de maniére permanente des
fichiers ou des traitements, sauf a introduire des réserves, ce que les auteurs de la convention ont
exclus : des dérogations n’étant possible qu’en vertu de l'article 9. Il conviendra ainsi de préter une
attention particuliére a I'égard du traitement des données a caractére personnel par les autorités

compétentes a des fins de prévention et détection des infractions pénales, d'enquétes et de
poursuites en la matiére ou d'exécution de sanctions pénales.

Art. 3, al. 1bis

Pour I'EM, préciser que les produits et services offerts aux fins de la mise en ceuvre de tels
traitements sont soumis aux principes de la convention.

Article 4

Nous proposons d’ajouter a l'article 4, al. 1, le chapitre lllbis. En effet I'exigence d’une autorité de
contréle indépendante fait partie du « noyau dur » de la protection des données.

Nous proposons de modifier l'article 4, al. 2 comme suit: « Ces mesures doivent étre prises avant
'adhésion ou la ratification » En effet, si on veut permettre au T-PD d’émettre un avis préalable a une
adhésion, il est nécessaire que les mesures nécessaires a donner effet aux principes de base pour la
protection des données soient déja adoptées.

Article 5

A l'instar de larticle 5, alinéa 3, lettre b, nous proposons d’ajouter a l'alinéa 1 « légitime » aprés
« finalité ».

Concernant le consentement prévu a l'article 5, alinéa 2, nous proposons de préciser dans I'exposé
des motifs qu’il doit étre explicite s’il s’agit de données sensibles au sens de l'article 6.

Article 6
Nous proposons de modifier la fin de la deuxiéme phrase de I'article 6 comme suit :

« ainsi que les données a caractére personnel reconnues par une Partie comme présentant un risque
grave pour les intéréts, les droits et les libert és fondamentales de la personne concernée, ... » La
notion de risque grave est vague. Dans I'exposé des motifs, il faudra préciser dés lors ce que I'on
entend par risque grave et donner des exemples afin d'éviter une interprétation trop divergente entre
les Parties.

Concernant la définition des données biométriques, nous proposons de reprendre, dans I'exposé des
motifs, la définition du projet de réglement européen («toutes les données relatives aux
caractéristiques physiques, physiologiques ou comportementales d’'une personne physique qui
permettent son identification unique, telle que les images faciales ou des données dactyloscopiques. »
Article 7

Nous proposons la formulation suivante pour l'article 7, alinéa 1 :

« Chaque Partie prévoit que ... prennent des mesures de sécurité appropriées contre la modification

ou la destruction accidentelles ou non autoris ées des donn ées a caract ére personnel, ainsi
gue contre la perte et | ’accés ou la diffusion non autoris  és de telles donn ées. »
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Dans I'exposé des motifs, il convient de préciser que les mesures doivent étre adaptées a la nature
des données traitées et aux risques d’atteintes aux droits et libertés fondamentales. Il faudra en
particulier tenir compte dans I'évaluation du risque du fait que les donnés relévent ou non d’un secret
protégé par la loi.

A l'article 7, alinéa 2, nous proposons la rédaction suivante :

« Chaque Partie prévoit que le responsable du traitement ... les violations de sécurité des données de
nature a porter [gravement] atteinte aux int éréts ou aux droits et libert és des personnes
concern ées. »

Dans I'exposé des motifs, il faudra donner quelques exemples d’atteinte grave. En outre si dans le
texte de l'article 7, alinéa 2, nous maintenons I'expression « gravement », il faut adapter 'exposé des
motifs qui prévoit I'information des personnes concernées en cas de risque grave ou alors prévoir
dans la disposition, comme dans le projet de réglement européen et le projet de directive
obligatoirement l'information des personnes concernées, ce qui a notre avis va trop loin et peut-étre
problématique.

Article 7bis
A l'article 7bis, alinéa 1, nous proposons de rajouter I'information sur les « données traitées »

Concernant I'exposé des motifs en relation avec I'alinéa 2, nous proposons de préciser non seulement
le moment de linformation (en régle générale lors de la collecte), mais également le comment : en
particulier 'information faite en ligne doit étre évidente et non pas par des renvois a des liens que
personne ne va lire. Concernant les informations sur les transferts éventuels a l'étranger, elles
devraient inclure les mesures prises pour garantir le respect des droits des personnes concernées.

Il convient d'examiner, en particulier lors de collecte de données auprés de tiers, une exception au
devoir d'information lorsque que la collecte est prévu par la loi et que celle-ci contient les éléments
essentiels de l'information.

Avrticle 8

Dans lI'exposé des motifs relatif a l'article 8, lettre a, nous proposons de préciser que « la forme
intelligible » s’entend tant au regard du contenu de l'information que de la forme de la communication
« sous format informatique standardisé » en fonction du contexte et pour assurer le caractére loyal de
I'exercice du droit d’acces.

Nous proposons de modifier l'article 8, lettre b comme suit :

« obtenir connaissance de la logique qui sous-tend le traitement de données dont les r ésultats lui
sont oppos és » [variante : « obtenir connaissance du raisonnement utilisé dans le traitement dont les
résultats lui sont opposés. »]

Dans I'exposé des motifs, nous pouvons préciser que ce droit peut étre limité, lorsque cela est
nécessaire dans une société démocratique pour préserver des secrets protégés par la loi, au lieu de
dire que cela ne doit pas se faire au détriment de ces secrets.

Concernant larticle 8, lettre g, il conviendrait de préciser dans I'exposé des motifs que ce droit

d’assistance peut étre limité au titre de l'article 9, ou aménagé de maniére a préserver les intéréts
d’'une procédure judiciaire pendante. Quant au contenu de la demande, nous proposons d’ajouter
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dans I'exposé des motifs également les éléments en possession du requérant qui permettent de
caractériser le ou les traitements de données auxquels sa demande se référe.

Article 8bis
Nous proposons de numéroter les alinéas.
A l'alinéa 1, nous proposons de remplacer « observer » par « mise en ceuvre ».

Dans I'exposé des motifs au titre de I'alinéa 4, préciser que le chargé a la protection des données doit
exercer sa mission de maniére indépendante.

Nous nous demandons dans quelle mesure il n'y aurait pas lieu de compléter l'article 8bis par une
disposition spécifique concernant les producteurs et les fournisseurs de services qui refléte les
exigences du « privacy by design or privacy by default » et qui pourrait avoir la teneur suivante :

« Chaque Partie prévoit que les produits et les services destinés au traitement de données a caractére
personnel et diffusés sur ou a partir de leur juridiction, doivent comporter des fonctionnalités simples
d'usage et permettant d’assurer la conformité des traitements de données au regard du droit
applicable sur leur juridiction. »

Avrticle 9

Concernant I'exposé des motifs au titre de l'alinéa 1, nous proposons d’ajouter aprés « besoin social
impérieux » qui ne peut étre atteint par des moyens moins intrusifs ».

Il faudra préter un soin particulier dans I'exposé des motifs relatif & I'alinéa 2 pour bien expliciter la
portée des dérogations au titre de I'article 9. En particulier concernant les procédures judiciaires en
matiére pénale, et/ou la coopération policiére et judiciaire, il conviendrait de reprendre les motifs de
restriction énoncés dans l'article 11, chiffre 4 et 13 chiffre 1 du projet de directive européenne relative
a la protection des personnes physiques a I'égard du traitement des données a caractére personnel
par les autorités compétentes a des fins de prévention et de détection des infractions pénales,
d’enquétes et de poursuites en la matiére ou d’exécution de sanctions pénales, et a la libre circulation
de ces données du 25 janvier 2012. En outre, il faut s’interroger sur la nécessité de prévoir dans
l'article 9 ou dans l'article 12bis, une possibilité d’exclure du champ de compétence des autorités de
contrble les traitements effectués par les juridictions dans I'exercice de leurs fonctions juridictionnelles
(du moins tant que le traitement se référe a une procédure pendante) (voir art. 44, chiffre 2 du projet
de directive européenne susmentionnée).

Article 12
Nous trouvons la version principale plus claire. Elle a dés lors notre préférence.

A larticle 12 alinéa 2 (version frangaise), remplacer « données personnelles » par « données a
caractére personnel ».

A larticle 12, alinéa 4, ajouter « données a caractere personnel » apres « la mise a disposition ». En
outre, nous proposons de restreindre le transfert de données au cas particulier. Il ne devrait en effet
pas permettre des échanges de données de maniére réguliére, répétitive et massive. En outre dans
'exposé des motifs, il faudra préciser ce que nous entendons par intéréts légitimes protégés par la loi
en reprenant et complétant 'exposé des motifs du protocole additionnel. En particulier, il peut s’agir
des motifs de l'article 9, lettre a et notamment de transferts nécessaires a des fins de prévention et de
détection des infractions pénales, d’enquétes et de poursuites pénales ou d’exécution de sanctions
pénales. Il devrait également couvrir le transfert nécessaire a la constatation, a I'exercice ou a la
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défense d’un droit en justice en rapport avec la prévention et la détection des infractions pénales, des
enquétes et des poursuites pénales ou de I'exécution de sanctions pénales.

Article 12bis

Nous proposons de compléter l'article 12bis, alinéa 1 en introduisant un devoir de sensibilisation et
d’'information des personnes concernées et des responsables de traitement. Nous proposons
également d'examiner la possibilité pour les autorités de contrdle de prononcer des sanctions.

Nous proposons de modifier I'alinéa 4 comme suit :

« Chaque Partie s’assure que les autorités de contréle disposent de ressources humaines, techniques
et financiéres adéquates et des infrastructures nécessaires pour exercer leurs missions et leurs
pouvoirs de mani ére autonome et effective . »

A l'alinéa 7, nous proposons de biffer « peuvent » : « ...se constituent en conférence. » En effet, la
formulation actuelle risque de rester lettre morte. Or si on estime que la coopération entre autorités est
indispensable pour assurer au niveau international I'effectivité de la protection des données, il faut
prévoir cette structure de coopération.

Comme indiqué sous article 9, il faut s’interroger sur la nécessité de prévoir dans l'article 9 ou dans
l'article 12bis, une possibilité d’exclure du champ de compétence des autorités de contrdle les
traitements effectués par les juridictions dans I'exercice de leurs fonctions juridictionnelles (du moins
tant que le traitement se référe a une procédure pendante) (voir art. 44, chiffre 2 du projet de directive
européenne susmentionnée).

Avrticle 18

Dans I'exposé des motifs au titre de I'alinéa 2, nous proposons de préciser que les représentants au
comité devraient avoir une expérience ou des connaissances dans le domaine de la protection des
données.

A l'alinéa 3, nous sommes d’avis que la majorité absolue des représentants habilités a voter serait
suffisante. Une majorité des 2/3 nous parait trop élevée et difficile a atteindre. En outre dans I'exposé
des motifs, il convient de préciser qui peut avoir le rang d’observateur.

Article 19

Nous saluons la mise a jour et le renforcement des compétences du comité pour lui permettre de jouer
un réle plus marqué dans la mise en ceuvre de la convention. Dans I'exposé des motifs, nous
proposons de préciser que le comité consultatif a également pour rble de suivre les évolutions
technologiques, sociales et économiques et juridiques en relation avec la mise en ceuvre de la
convention et qu’a ce titre, il peut étre amené a adopter des recommandations.

Concernant l'article 19, lettres e et f, il convient de préciser dans I'exposé des motifs que l'avis devra
étre élaboré selon une procédure transparente et loyale vis-a-vis de I'Etat ou de I'organisation

concernée et sur la base de criteres objectifs.

Article 20

Nous proposons d’adapter l'alinéa 1 a la pratique actuelle : « ... Il se réunit par la suite au moins une

fois par année et ... »
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OBSERVATEURS / OBSERVERS

International Chamber of Commerce _ (Christopher Kuner)

1. With regard to the so-called “right to be fotgot' or “right to oblivion”, | propose that the
following text from page 5 of the Introduction ¢glitly modified) be incorporated into the
explanatory memorandum:

“The Convention does not provide for an explicttlusion of a ‘right to be forgotten’
or ‘right to oblivion’. It was felt that the existyy safeguards (notably article 5.e
concerning the length of time of data storage, artitle 8.c concerning right of
rectification or erasure of data) coupled with dfeaive right of opposition would
offer adequate protection.”

| have already heard people in the data protea@mmmunity ask whether the CoE would
incorporate the right to be forgotten into Conventil08, and for the historical record | think
it is important to make it clear that this possibilvas considered but ultimately not adopted.

2. In the Preamble, | suggest adding a paragratimgtthat data protection must be balanced
with other fundamental rights in light of the priple of proportionality, here is a suggested
text:

“Recognising that, like any fundamental right, tight to the protection of personal
data must be considered in relation to its funciiorsociety and be balanced with
other fundamental rights, in accordance with thieqgple of proportionality,”

The above language is taken frdmined Cases C-92/09 and C-93X0&ker und Markus Schecke
[2010] ECR I-000Q paras. 48, 50, and 86.

3. With regard to Article 3.1bis concerning thepeof the Convention and the exemption for
data processing carried out in the exercise oflpyrersonal or household activities, | think
that in the explanatory memorandum it should becifipd that whether data are made
accessible to an indefinite number of persons@evant factor to be taken into consideration
when determining whether the exemption appliess Thiin accordance with ECJ cases C-
73/07 Satakunnan, Markkinapdrssi and Satame{808] ECR 1-09831, and C-101/@odil
Lindqvist,[2003] ECR 1-12971.

4. | like both of the two proposals for Article 1Rpugh | prefer the alternative proposal. Here
are some specific points:

--Article 12.2., second paragraph: the second serteefers to the “Party invoking this
clause”, but it isn’'t clear if this means a Pargyng accused of not adequately implementing
the Convention, or one making such an accusatiainsig another Party. In addition,
shouldn’t there be some mention of how such a tdékplementation can be raised? Finally,
it is not clear what “paragraph 3b” refers tohstArticle 12.3.b below?

--Article 13.3.b: 1 would be in favor of keepingetlanguage in square brackets, but
modifying it to read “or if this is not the casettihe recipient implements all relevant legal
measures that are feasible and likely to contribmufgrotection of the data subjects”.
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AUTRES REPONSES / OTHER ANSWERS

ARD / ZDF

ARD® (EoF

Stellungnahme der Arbeitsgemeinschaft der dffentlich-rechtlichen
Landesrundfunkanstalten der Bundesrepublik Deutschland (ARD)
und des Zweiten Deutschen Fernsehens (ZDF)

Marz 2012

Modemisierung der Konvention 108 (T-PD-BUR(Z201201Rev_en)

Executive summary

ARD and ZDF welcome the initiative of the Councii of Europe to review Convenfion 108.
MNew technological challenges and changing user behaviour reguire updating existing
data protection rules. As German public service broadcasters our main concerns with
regard to the draft document of the Convention (T-PD-BUR- (2012} 01Rev_en) are the
following (we aiso would like to refer fo our position paper of March 2011 on the

previous consuttation of the Council of Europe):

Respect the important role public service broadcasting play for democracy by
ensuring universal access to impartial news and a diverse range of high-quality content.
In order © fulfii this important role, effective independence from governments must be
ensured, including full independence with respect to data protection.

Creation of a fair balance between the fundamental right of privacy (At 8 ECHR)
and the right of freedom of expression and the proper working of the media (Art. 10
ECHR).

Maintaining broadcasting specific data protection supervision which is provided by
their proper independent control bodies, rather than by State authorities. This is owed to
the requirement of independence of the media laid down in Art. 10 ECHR and ensures
highly effective control.

In order tq take account of these concermns and equally in order to guarantee
consistency and compatibility with EU legal framework and especially the cumment EC

draft regulation, ARD and Z0DF suggest amending Aricie 9 (1b) (see proposal in the
Annexe}

ARD und ZDF begriffen die Initiative des Ewuroparates, die geltende
Datenschutzkonvention (Konvention 108) zu modemisieren. ARD und ZDF begleiten
und beobachten intensiv den Diskussionsprozess zum Datenschutz sowohl auf Ebene
des Europarates als auch in der Europaischen Union.

Zundchst ist es von Bedeutung, noch einmal auf die besondere Rolle des &ffentlich-
rechtlichen Rundfunks fur die Medienfreiheit und dessen Faktor fur die Demokratie

hinzuweisen. Diese besondere Rolle wund die Motwendigkeit einer auch

organisatorischen und strukiurellen Unabhangigkeit dffentlich-rechilicher Medien von
staatlichen und sonst fremden Einflissen wurden zuletzt noch einmal in der

Europaratsdeklaration vom 15. Februar 2012 hervorgehoben. Darin heilit es unter
anderem:
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“In a democratic society, people shouwld be able fo understand, confribufe to and participate in
the decision-making processas which concern them. Public sernvice media play a fundamental
part in sustaiming this right through their mandate fo ensure, wa the refevant modes of aelivery,
universal access to impartial news and a diverse range of high-gualify content which meets the
needs of the wide variety of audiences.™ und weiter:

“As an important public source of unblased information and diverse political opinions, public
senice media must remain independent from pofitical or econamic inferference.”

Zu der Freiheit der Medien und der besondersn Rolle des dffentlich-rechtlichen
Rundfunks zihlt es auch, Informationen sammeln, verwerten und verbreiten zu dirfen.
Mit der Information und Aufklarung der Barger kommen die Medien ihrer grundlegenden
Funktion als Faktor fir die Demokratie nach. Diese Tatigkeit der Medien ist nicht etwa
dem Recht der Einzelnen auf informationelle Selbstbestimmung untergeordnet. Es
handelt sich vielmehr um sine offentliche Aufgabe zugunsten des Gemeinwesens,
wenn Offentlichkeit geschaffen und Meinungsbildung ermdglicht wird. Damit leisten die
Medien einen entscheidenden Beitrag zur demokratischen Willenshildung wig auch
generell zur Gewahrleistung des gesellschaftlichen Zusammenhalts.

Deswegen halten es ARD und ZDF fir ndtig und unterstitzen es, wenn in dem
vorgelegten Konventionsentwurf eine Balance zwischen dem Grundrecht auf Privatheit
{Ariikel & EMRE) und dem Grundrecht auf Informations- und Meinungsfreiheit (Artikel 10
EMRE) geschaffen wird.

Die Yerwirklichung der Meinungsfreiheit spiegelt sich in Deutschland auch darin wider,
dass die Datenschutzaufsicht bei ARD wund ZDF durch rundfunkeigens, wvllig
unabhangige Kontrollstellen wahrgenommen wird. Sie unterliegen nicht einer Aufsicht
etwa durch die staatlichen Datenschutzaufsichtsbehdrden. Damit wird dem Gehot der
staatlichen Unabh3ngigkeit der Medien entsprochen, das auch dem Art. 10 EMRK
innewchnt. Diese Form der Datenschutzaufsicht hat sich als effizient erwiesen. Es ist
kein einziger Fall bekannt, in dem diese rundfunkspezifische Kontrolle versagt hatte. Im

* Declaration of the Commitiee of Ministers on Public Senvice Media Governance, adopted by the Committee of
Ministers on 15. February 2012 at the 1134™ mesting of the Ministers’ Deputies .

Gegenteil, die speziell ausgestaltete Datenschutzaufsicht bewirkt eine besonders enge
Kontrolldichte .

Dies fihrt dazu, dass datenschuizrechtlich relevante Vorkommnisse sich auf wenige
und allesamt wenig gravierende Falle beschranken. Datenschutzpannen und
Datenmissbrauchsfille, wie sie in den Zustdndigkeitsbersichen der allgemeinen
staatlichen Datenschutzkontrolle seit Jahren leider vermehrt in Deutschland auftreten,
haben sich im gesamten Rundfunksektor nicht ereignet. ARD und ZDF pladieren
deshalb dafir, bei einer Forischreibung der Datenschutzkonvention sicher zu stellen,
dass weiterhin fiir die unfer die “orschrifi des Ar. 10 EMRE fallenden
Rundfunkanstalten rundfunkeigene, vallig unabhangige Datenschutzbehdrden und
nicht etwa die staatlichen Datenschutzbehdrden beaufiragt werden.

Inshesondere im Hinblick auf eine erforderliche parallele Entwickiung des Rechts des
Europarates und der Europaischen Gemeinschaft (Vorschlag fir ine Verordnung zum
Schutz natirlicher Personen beil der Verarbeitung personenbezogener Daten und zum
freien Datenverkehr KOMI2012) 11 endgiltig) sowie der notwendigen Rechtssicherheit

erscheint eine Erganzung der Europaratskonvention in Bezug auf die Mdglichkeit der
spezifischen nationalen Ausgestaltungen der Datenschutzbehdrdengeboten.
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Annex - Anderungsvorschlag

Article 9 (1b) Exceptions and restrictions

T-PD-BUR{2012)01Rev_en ARDIZDF proposal

Article 9

b protect the data subject or the rights and | b protect the data subject or the rights and
freedoms of others, notably freedom of freedoms of others, notably freedom of
expression and information. exprassion and information as well as the

functioning of the media.

In this respect exceptions ro Article 5.2.
and Article 12bis should be provided in
order o ensure the freedom of the
media and a highly effective control.
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Australian Privacy Foundation’s International Commi ttee (Graham Greenleaf)

Introduction

We support the objectives of the review, and paldity the objective to ‘reaffirm the
Convention’s potential as a universal standardisnopen character.’

The advantages of the ‘globalisation’ of Conventl®8 (developing it into a global data
privacy agreement, open to all contries providingappropriate level of data protection) to
countries outside Europe are significant, but ainén appropriately high level of privacy
protection is required for non-European accessiditss perspective is argued in detail in
Greenleaf (2012), and this submission adopts tws/taken in that article as background.
This Submission endorses the proposals set odMadeérnisation of Convention 108 — New
Proposals’ (T-PD, March 2012) except insofar &y tre discussed and criticised in the
following submissions. We have also given spe@fidorsement below to proposed positive
changes that are of particular importance. The ssgiam follows the order of the Convention
text.

Article 1 — Object and purpose

Whether focus is placed on ‘territory’ or ‘juristimn’ there will be complex issues of
delineation. The term ‘jurisdiction’ is, howevergferable in light of the nature of modern
communication technologies, and we support its use.

Article 2 — Definitions - "Personal data"

The proposed Explanatory Report note should be datehy the addition of words such as

“Reasonableness of time and effort required fontifieation must be considered relative to

the privacy interests which may be adversely adfédft in fact identification does take place,
and to the commercial or other factors which magoerage attempts at identification.”

Article 3 — Scope

The proposed change “to fully apply the Conventidrenever personal data is accessible to
persons outside the personal or domestic sphegreipigorted strongly.
The deletion of rights of derogation is also supgaistrongly.

Article 4 — Duties of the Parties

(1) The words “on the basis that the State has takendhessary measures in its domestic
law to give effect to the basic principles for dptatection” are the key to whole
Convention, at least insofar as accession by noogean States is concerned. It
is essential that the Explanatory Statement shalddfy that the ‘necessary
measure’ taken do in fact (in practice) ‘give effeg the basic principles, and not
merely as a matter of passage of legislation. B d¢bntext of EU ‘adequacy’
determinations, terminology such as ‘a good leetampliance’, ‘provision of
appropriate redress’ and ‘provision of support &etp’ are used to indicate the
substantive effect that is required.

(2) The comment by the Consultative Committee that “WNée all ...necessary
measures... have been taken will be scrutinised aripby the Consultative
Committee, in order to ensure that the conditiangte free flow of data are met”
needs to be incorprorated into, and elaboratedhaie Explanatory Report to the
revised Convention, to ensure that all parties @oge to the Convention
(particularly non-European parties) are aware dlcaession is not merely a matter
of formal legislative enactment.
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Article 5 — Legitimacy of data processing and quality of data

We support strongly the requirement of proportigpah processing in propsoed Article 5(1).
We support strongly the wording used to descrileectinsent requirement in 2(a) (‘the data
subject has freely given his/her specific and imfed consent’).

Article 10 — Sanctions and remedies

Why is no change proposed here? The requiremehed001 Additional Protocol (ETS
181) that individuals have a right of appeal to @waurts is not being incorporated into the
revised Convention. This is a backward step. Theds/(include a right of appeal to a
Court)” should be inserted after “domestic law”.

Article 12 — Transborder data flows

The proposed Atrticle is supported, and the ‘Altéxgaproposal’ is very strongly opposed. In

our view, adoption of the ‘Alternative proposaleetes the possibility that Civil Society

organisations will oppose the Convention becomigtpbal data privacy Convention, instead

of supporting this. Comments on both versions fello

(1) The proposed revision (supported, subject to nacgssarifications): The proviso to

3(b) is not sufficiently clear. Strong support ivemn to the condition of prior
disclosure of ‘accountability’ measures to the cetept supervisory authority, so
that it can test (and accept or reject) them. Thessential to stopping ‘adequacy’
becoming the private assessment of the party weitieshing to gain from making
it. In 4(c), ‘consent’ should be replaced with ‘égp consent’ so as to exclude the
possibility of implied consent being allowed. Prafdy, the same wording should
be used as in proposed Article 5 2(a) (‘the datgest has freely given his/her
specific and informed consent’), or a general di&din of ‘consent’ in these terms
should be included in the Convention.

(2) The alternative proposal (opposed, irrespectivenodlifications): The proviso to 2 is
inadequate because it does not require that pratscbe implemented by law,
leaving ‘adequacy’ to be some vague notion of beipserved in practice. ‘Rights
and obligations’ are created by law, not practarg] it is doublespeak to pretend
otherwise. Sub-clause 3 is fraudulent, becauss ibased on a (hypothetical)
request from a supervisory authority that has nama®f knowing that the transfer
has ever happened, and therefore no reason toregeest a demonstration of
‘accountability’. This is the bogus version of agotability at its most blatant.
Here, the transferor has only ‘adduced adequatgsafds’ to its own satisfaction
(and its own benefit), safe in the knowledge tkajudgement will never be likely
to be put to the test (or in the unlikely worstesasnly after the damage is done).
This alternative should be rejected completely.

The application of Article 12 also would benefirin further clarification of the meaning of
the phrase ‘a recipient who is not subject toutssgiction’. The data protection schemes of
several countries cater for extraterritorial apgtiicn (see e.g. the recent EU proposal, the
Australian legislation, and the recent proposakf@rivacy regulation in Singapore). In other
words, such regulatory schemes claim jurisdictieerdoreign organisations in certain
circumstances. There may then be a risk that iiddo& argued that the communication, or
making accessible, of data to such organisatiors dot fall within the regulation of Article
12 as the recipient accessing the data is in tdgest to the jurisdiction of the country from
which the data is accessed. This would be unddsjrabcause the effective reach of extra-
territorial laws may fall short of the effectivesedf its territorial application.
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Article 18 — Composition of the committee

This change is supported strongly. It is importaat Civil Society and Business observers be
able to be invited. The change should say “votimgt, “entitled to vote”, given the difficulty
that the Consultative Committee seems to havetimgeaesponses from members, if the
Uruguay accession is any indication. To do otheswisuld be ae factoveto of non-State
observers.

Article 19 — Functions of the committee

(1) In proposed item (d) the deletion of “at the requesa party” is supported strongly.
The Committee should be able to issue opinionssaiwn motion.

(2) Proposed item (e) is supported strongly, and (@ady stated in relation to Article 4),
the basis on which the Committee draws up suchi@msnmneeds to be clarified in
Article 4 and in the Explanatory Statement. Itddostate that any such opinion
shall be made public.

(3) Item (f) should state that (i) such evaluationdsthe purposes of Article 12, and (ii)
any such evaluation shall be made public.

(4) Item (g) needs clarification: How can the Commitéssess whether the standards set
out in Article 12 offer sufficient guarantees, whidrey are deemed to do so?
Presumably what is meant here is the preparatica refport (pursuant to Article
12(2)) on whether a particular country’s standasfier such guarantees, whether
the report is requested by the country concerneldy another country.

Article 23 — Accession by non-member States or international organisations

(1) Following the words “accede to this Convention’g twords “on the basis that the
State has taken the necessary measures in its tioraeg to give effect to the
basic principles for data protection set out irs tionvention” should be inserted.
If such words are not inserted, then (in theorg @ommittee of Ministers could
invite any State, no matter what its level of daieotection, to accede.
Furthermore, without such a clear statement ofoidngs of accession, there is no
clear standard against which the Consultative Cdtaenmust prepare its report,
and the criteria for accession by non-member Statedd be weaker than for
member States..

(2) The Explanatory Statement should set out in dethiat factors the Consultative
Committee is likely to take into account in prepgrits opinion, and in particular
that that it is an opinion not only on formal legaéasures but also includes an
assessment of the extent to which data protecsiaelivered in practice in order
to ‘give effect’ to the ‘basic principles’.

(3) In patrticular, it should be made clear that an igmirof the Consultative Committee is
not made on the same basis as the EU’s WP29 opimioriadequacy’. The basis
of an Article 23 opinion must be the provision etta protection to the citizens of
the acceding country, not the adequacy of prote¢tdEuropean citizens.
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Canadian Internet Policy & public Interest Clinic (Tamir Israel — Staff lawyer)

Samuelson-Glushko Canadian Internet Policy & Public Interest Clinic
University of Ottawa — Faculty of Law, Common Law Section

57 Louis Pasteur Street

Ottawa| ON|K1N 6NS

cippic@uottawa.ca

www.cippic.ca

The Samuelson-Glushko Canadian Internet Policy & Public Interest Clinic (CIPFIC) Is a law and technology
clinic based at the University of Ottawa in Canada. CIPPIC's advocacy covers diverse technology-related
issues. Pursuit of its public interest mandate includes expert testimony before parliamentary
committees, interventions in Canada’s judicial system, appearances and submissions to various tribunals
such as the Office of the Privacy Commissioner of Canada, and participation in international Internet
governance bodies. In addition, CIPPIC adwises clients |organizational and otherwise) on matters with a
public interest dimension and provides public education resources on various legal issues.

Privacy and data protection have been central to CIPPIC's mandate since its inception. CIPPIC's
organizational experience includes active participation in the development and ongoing moedification of
Canada's federal data protection statute, the Personal Infermation Protection and Electronic Documents
Act [PIPEDA). In addition, CIPPIC has filed over 20 privacy complaints under PIPEDA on data protection
matters such as the privacy practices of sodal networking sites, the use of mid-network collection of
Internet Service Prowvider customer’s data for the purpose of traffic management wsing Deep Packet
Inspection network equipment, the implications of online data breaches of sensitive data, the cross-
Jurisdictional data collection practices of US-based websites and web-based services, and the potential
privacy implications of the Google/Double-Click merger, to name a few.

‘While Canada Is not a member of the Councll of Europe, nor is it a signatory of Convention 108, the
Canadian government participates in CoE activities by virtue of its status as an Observer State. More
importantly, as in most areas of Internet governance, we cannot live in splendid isolation and the
polides of one governance body will often impact on others with like-minded ideas and values. With this
in mind, OPPIC offers the following comments based on its domestic experience with Canada’s data
protection regime as well as on relevant experiences in international policy-making venues,

Generally, CIPPIC commends the Council of Europe on adopting a balanced set of proposals for the
modernization of its privacy protective framework. Our selective comments here supplement our initial
comments of March 10, 2011, and are restricted to those areas where our institutional experience is
deemed to be of greatest potential benefits. Lack of comment on a specific provision should not be
taken as endorsement thereof. It is our hope that our comments below are helpful.

Article 2 — Definitions

The document intends to narraw the definition of ‘personal information” In order to provide guidance
on the limits of data protection principles in an age where de-anonymization s almost always a real and
tangible risk. This should only be done with great caution, as too great a limitation may well exclude
many privacy harms that should rightfully remain subject to data protection principhes.

The proposal intends to darify, in the explanatory report, that “personal information’ excludes
anonymized data that cannot be linked to an individual without 'unreasonable time or effort’. This raises

b CIPPIC, "Comments on the Modernization of Convention 1087, Submiision to Copsultation on the Councll of Curope’s

Discussion Paper, March 10, 2001, <httpe/ feww cippic.cofsitesfdefault/files 201 103 10-CIPPIC-Comments-Corv 108 pdf=,
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concerns, as it may not provide adequate protection for personal information. For example, it may fail
ta account for scenarios where specific interest in a specdific individual might justify an ‘unreasonable’
amount of time and effort, such as in the case of a nosy neighbour attack, or if there is organizational
interest in identifying a specific sub-category of individuals. As ‘personal information’ is the gatekeeper
of data protection regimes, It is important to adopt a broad and expansive definition so as not to
exclude catepories of information best left within the scope of the statutes.

The express indusion of data capable of fadlitating individualization’ Is a welcome darification, and
adeguately addresses online scenarios where tracking s largely traceable back to an anorymous
identifier. However, the inclusion of this qualifier does not In and of itself alleviate all concerns raised by
the ‘unreasonable time or effort’ standard.

Consideration should be given to adopting a higher standard. Canadian jurisprudence, for example, has
converged on a definition of personal information that applies wherever “there is a serious possibility
that an individual could be identified through the use of that information, alone or in combination with
ather information,™

Article 3 - Scope

The docurment proposes to exempt private conduct from the Convention's scope. Specifically, ‘purely
personal or household activities’ are to be exernpted unless the data is "made accessible to persons
outside the personal or household sphere.”

CIPPIC agrees that limiting the scope of data protection regimes to exclude purely private activities may
be justified. While the capacity of individuals to injure each other’s privacy has grown significantly in a
web 2.0 environment, data protection regimes are far better designed and suited to ensuring
accountability in organizations than In inter-personal interactions. PIPEDA, Canada's data protection
regime, i5 limited in application to an transaction or course of conduct that iz of a commercial
character.” With respect to the particular line drawn in proposed changes to Article 3, including
information ‘made accessible to persons outside the personal or household sphere’ appears intended to
ensure that while private user interactions (social network interactions) are excluded, commercial
activities of those entities that facilitate these interactions (the social network itself) remain subject to
the regime.

This should remain the guiding principle for any demarcation aimed at excluding private conduct
Proposed Article 3 suggests the possibility that this ‘private conduct’ exception be extended to all ‘legal
persons’. This appears to imply the inclusion of corporations which, If it is the case appears at first
glance to have great potential for undermining the careful demarcation indicated in proposed 1bis of
Article 3.

Article 5 — Legitimacy of data processing
The document envisions the adoption of a consent regime. This should be undertaken with great
caution. The proposal does well to limit data processing to scenarios that are proportionate and

Dffice of the Privacy Commissiones of Canada, “interpretations: Persomal Information”, Last updated October 2011,
<hittpe/ fwewom. privige.cafleg_cfinterpretations_07_e.cim =,
Ly Personal  information  Protection  and  Electronic  Docwments  Act, S0 20000 c 5 <hitpiflaws-
loits_justice ge.cafengscta/P-B6/ FullText. htmils, paragraph &(1){a},
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necessary to legitimate objectives. 1t should be made clear, at the outset, that consent does not override
a data controller’s obligation to ensure data processing is proportionate and necessary to achieve a
legitimate objective.

The definition of consent could benefit from added darification on what constitutes ‘Treely given,
spedfic and informed”. It should be manifestly cear that “informed’ consent entails more than mere
‘notice’ and does not import concepts developed in the context of contract law. Consideration should be
given to 'meaningful consent” as a better defined standard. Further, ‘time’ of consent is important in this
context and merits specification in either the Article or its accompanying explanatory note, Consent
should be premised on information provided prior to the initiation of any data processing (or as soon as
is practically possible thereafter).*

Further, in an online ervironment, the viscosity or ‘effort” associated with achieving a privacy-friendly
service configuration is critical.’ In this context, subtle changes In privacy settings or in the mechanisms
by which consent is sought can have dramatic impact on ditizens’ privacy cholces® |t leads to privacy
practices conducted under the superficlal appearance of ‘eansent’ but which depart dramatically from
user expectations of how their data is actually being processed.” it then becomes critical to ensure that
‘guality of consent’ obligations recognize impact. Recognizing the principle of ‘privacy by default” will
help achieve this objective® Privacy by default s a concept that obligates data controllers to assume

' For examples of “time of onsent” providions, see the Personal information Prodection and Electronic Docurments Ad, |

5.0 3000, £ 5, <hitp:/Maws-lols justice. ge eafeng/acts P86/ FullText html=, Schedule 1, Principle 4.23: “The identifed
purposes showld be specified ot or before the time of collection to the individenl from whoen the persanal information i
eoflected. Depending upon the way in which the informetion i collected, this can be done ovally o in writing. An application
Jarm, for example, may give notice of the gurpasss”

OECD, Guidelines on the Protection of Privacy and Transborder Flows of Personal Data, OECD Council Recammendation,
September 23, 1380, <httpyfwww.ocecd omg/document/ 18/0,3343,4n_ 2640 33255 1815186 1 1 1 100htmbs, Part Two,
paragrpah 3: “The puwposes for which personal dolg are collected should be specified not loter than of the Hme of doto
collection and the subseguent wie Bmited o the fulfiiment of thase purposes or such others as are pot incompatible with those
Eurpmesa.rm‘aﬁ ove specified on eoch occosion af charge of puwpase.”

See DMice ol the Privacy Commissioner of Canada, "Report on Consultations on Online Tracking, Profiling and
l'ametlng. and Cloud Computing”, May 2011, <http://www.privigc.ca/resource/ consultations freport_201105 e.pdf=.

Ses RH. Thaler & CR. Sunstein, "Nudge: Improving Decisions About Health, Wealth, and Happiness” (Michigan:
Caravan Boaks, 2008), for a description of the impsct of “elfort’ on ecanomic efficency and customer cholce, generally, See L
Church & A Whitten, "Generstive Usability: Security and User Centered Design beyond the Applience”, NSPW 2009,
<hittp: | wker. i v o i pape s 2009/ o 2009-church. pdf> for 8 description of the impact of interface design and wiscasity an
user choices [glbeit in the context of security, not privecy. For more privecy-specific examples see | Kerr, L Barrigar, J. Burkell,
& K. Black, "Salt Surveillance, Hard Consent: The Law and Psychology of Enginésring Consent®, in | Kerr, V. Steeves, & C Lucock,
Edu, Lessond frovn the identity Trail: Anompmity, Privocy and identity in o Networked Society, (Oxford: 2009, Osdord University
Press), <http:/fidtrsil org/content fview/ 799> and A, Acquisti & §. Grossklags, "Privacy and Rationality in Individual Decision
Making®, [2005) lanuaryFebruary IEEE Security & Privacy 26,
shittp: Slieeexplore mee_ crg/stamp/stamp. s pMp=Garnumber=139 2696 Suser Type=Rtag=1>.

As 8 recent example, see: PG Leon, ). Crarshaw, LF. Cranor, ). Graves, M. Hastsk, B, Ur & G. Xu, "What Do Online
Behaviowral Advertising Disclosures Communicate to Users?, Carnegie Melon Cylab, CMU-Cylab-12-008, April 2, 2012,
<hittp:/fwena.cylab.crueduyTiles/pdisftech_reports/CMUCyLabl2008. pdf=, the results of this wide-ranging user aapectation
survey revealed thst only a frection of veers were able to identify an industry standard opt-out mechanisem was, in fact, an opt
out mechanism (many believed it as sctually & mechanism lor purchasing ads!). This demonstrates the importance ol providing
cleat guidante on the need for privacy defaults of clear obiigations on the mechanlum of corsent.

. CIPPIC notes that while B views ‘privacy by default’ as an element of consent, under the proposed scheme for
Convention 108 modernization it may be best positioned a5 o ‘Right of the Data Subject” under Article B |nat, it should be
nated, @ an ‘additional measure for the comroller).
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that users prefer privacy, as opposed to ‘sharing’, in contexts where there is a user choice to be made.
Another manner in which the ‘privacy by effort’ problem may be addressed is by providing direct
guidance (in the Article itself or in the explanatory note) an the form of consent. PIPEDA, for example,
expressly ties the form of consent to reasonable user expectations as well as to the sensitivity of the
data being processed, given the context In question.” This permits for more nuanced and contesxtyal
protection for sensitive user data (corversations with friends, mowvie preferences, reading lists) that
respects the contextual integrity of user expectations even in scenarios that fall short of the imperative
fourd In proposed Article 6.

Finally, the proposal in Article 5.2(b}, which would exempt data controllers from seeking consent in
certain contexts, should not permit data controllers to ignore user consent simply for the purpose of
meeting binding contractual obligations. Such obiigations are typically within the data controller’s power
to negotiate and define and, hence, entering into such obligations should not be used as an excuse to
bypass what would otherwize be a mandatory consent requirement. Indeed, data controllers could
easily enter into such obligations for the sole purpose of bypassing data protection consent
requirements. CIPPIC notes that PIPEDA, which puts in place a primarily consent-based data protection
regime, has no exception for binding contractual obligations, yet, to our knowledge, this has this has yet
to emarge as an obstade to legitimate business practices.

Article 7 — Data Security
The proposed addition of a data breach notification provision is a welcome addition to Article 7. With

data breach notification obligations, care must be taken to strike a careful balance. On the one hand,
user notification fatigue should be avoided, so user notification of any and all breaches is not a workable
solution. On the other, setting too high and subjective a standard leaves the decision-making process
largaly in the hands of data controllers subject to strong countervailing incentives militating agalnst
disdosure [public embarrassment/loss of organizational reputation; the prospect of costly regulator-
imposed security safeguards to remedy the cause of the problem; or even lawsuits resulting from the
exposure of user |:!a'tz|]|.=']I

Proposed changes to Article 7 aim to address this issue by adopting a two ter reporting system. A first
tier obligates data controllers to report "any violation of data security which may seriously interfere with
the rght to the protection of personal data” to a competent authority. Tier two, expressed in the
explanatory note, adds that where serious risks exist, the data controller should alse notify potentially
affected data subjects.

The twe tier structure adopted by the proposed breach notification regime is effective, but the
standards employed should be carefully assessed. Particularly, the first standard should be low enough
to ensure that, at minimum, the majority of breaches are reported to a data protection authority. The
bernefits of an indusive first tier reporting obligation are several, including: ensuring an objective
assessment of whether the breach threatens user privacy, of whether user remedial measures will be
necessary {and, hence, user notification should enswe); facilitating evidence-based policy-making with

\ S Personal  Informotion  Profeetion ond  Clectronic  Docurments Act, 500 3000, e 5, <hetp:/flows-

lesis juestice gr cafeng acts) P-B 6 FullText itmi>, Schedule 1, Principles 4.3.4 t0 4 3.6,

. For a comprehentive overview, in the context of an sssesument of flaws in 8 propossed Canadian data breach
notification  regime,  see J. Lewford B L Lo, “Data Breaches: Worth  Moticing?, December 2011,
=hittp: {fwww. pisc_ca/privacy//change_data_breach_bill_to_notily_more_corsumers_new_pisc_report_1/%>.
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respect to eyber secunity by allowtng DPAs to track the scope and breadth of the data breach issue;
providing strong and necessary incentives for data controllers to adopt strong technical safeguards by
assuring their accountability for breaches; ensuring that adeguate steps are taken to remedy the
underlying factors of a breach. As even low-risk breaches of safeguards can be indicative of more serlous
security flaws, it s important to ensure an inclusive reporting obligation at the first tier if these
objectives are to be fully realized,

The standard employed by the proposed Article 7 amendments — ‘may seriously interfere with the right
to the protection of personal data’ — may not be sufficiently rigorous. By contrast, proposad EU data
breach provisions obligate data controllers to report any personal data breach (defined as "a breach of
security leading to the accldental or unlawful destruction, loss, alteration, unauthorised disclosure of, or
access to, personal data transmitted, stored or otherwise processed”).™ The EU proposal similarly
abligates data controllers to report on the cause of the breach and on steps taken to address it and
prevent its recurrence. The Uniform Law Commission of Canada adopted a similar approach (broad
‘report to a data protection authority” obligations coupled with the obligation te include details relating
ta the nature of the breach and steps taken to address it) In its draft data breach notification statute ™
While LS. federal data notification proposals do not opt for a two-tier approach, they do obligate data
controllers to notify customers of a breach unless there is "no reasonable risk of harm or fraud”." The
Cof should consider adopting 2 more rigorous reporting criterion — at least for the lower ‘supervising
authority’ reporting tier.

Finally, it should be specified explicitly {whether in the Artide or in the explanatory note) that
supervising authorities be glven the power to compel data contrallers ta notify affected customers
whenever it is deamed that the second tier reporting standard is met. DPAS in this context serve a
function that transcends mere ‘reporting’ and encompasses oversight. This is critical, as data regimes
that leave this assessment in the hands of data controllers are open to subjective organizational
decision-making that is likely to favour non-disclosure more often than not.

Article 8 — Rights of the data subject

The proposal adopts a number of new and Important user rights that will help citizens protect thelr
privacy in a world that Increasingly challenges their capacity to do 0. The addition of a user right to
infermation relating to the logic involved in data processing of automated decision-making is especially
critical, as ts the right to avoid scenarios where automated decision-making can have significant legal
implications or other impacts.

b Eurepean Comrnlssion, "Proposal for a Directive of the European Parliament and of the Council on the pratection of

individuals with regard to the processing of personal dsta”, lanuary 15, 2012, CONM2042] 10 finsl 2012/0010{CODY,
<hittp:ffeer-bex europas. eu/LanUSery LasUriSern . do Puri=C0M: 2012:00 10:FIN-EN-PDF>, ‘personal data beeach’ i defined in
Article 3, section (3). The obligation to inform a data protection sutharity is found in proposed Anticle 28.

* Unitarm Law Conference of Canada - Ciil Saction, “Protection of Privacy Amendment Act [Data Breach Notilication), Interim
Repart 2009, <http:/fwow uloc.ca fen, poam [S%20Interim362 0Re port % 20Protection®2 0o/ 20Privacy pdf>. Note that current
Canadian legislative initiatives airmed at enacting data breach notification obligations kave not yet followed these proposals.

. The Whits Houss, “Dats Breach Matification Legislative Language”, May 2041,
<hittp:ffwwem whitehouse govfsitesfdefault/files/ omb/legislative letersdata-bresch-notification pdf=. Ses alsa: White House,
“Consumer Ciata Privacy in a Metworked World: A Framewark for Protecting Privacy and Promoting Innovation in the Global
Digital Economy”, February 2012, <http: ) wwosowhitehouse govfsites fdetault) files/privacy-final pdf=.
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The absence of a ‘droit d'oubliette’ is not materal. CIPPIC notes that it is not aware that such a right
ralses free expression concerns (although the means of its enforcement might). Regardless, CIPPIC is of
the view that the right to be forgotten overlaps completely with limits on data retention, the right to
withdraw consent (which, in turn, is inherent in the right te consent) and the right of opposition. As each
of these subsidiary rights s included within Convention 108 or is proposed in this modernization
initiative, there remains little reason to adopt a distinct ‘droit d’'oubliette’.

With respect to the right to opposition proposed in Article B(d), QIPPIC retains concerns, again, over the
proposed standard. Proposed Article 8(d) restricts a citizen's right to refuse consent to a specific data
process to scenarios where that citizen can marshal an ‘overnding legitimate reason’ to object. Consent-
based privacy regimes aimed at empowering users ta determine how their data will be processed put
citizens' subjective preferences at the core of data processing. This is fitting, glven that in most contaxts
users will be interchangeable to data controllers and will be best placed to determine whether a specific
process is desirable or not (based on meaningful consent and non-viscous decision-making). In keeping
with this theme, users should be able to refuse most data processing activities that are not essential to
provision of the service being sought. There should not be a need for ‘overriding legitimate reasons’ to
refuse conzent. Rather, data controllers should have ‘overriding legitimate reasons’ for obligating
specific data processing activity,

PIPEDA adopts this stance by preventing organizations from requiring users to consent to non-legitimate
purposes as a condition of service.™ This obligation has proven critical in preventing tied selling and in
ensuring the over-arching principle of data minimization, as it prevents organizations from over-
collectton by means of packaging non-essential processing with essential services in a “take it or leave it"
approach. A clear right of refusal would also be beneficial in addressing scenarios where changes to the
character and nature of entire privacy regimes are imposed on an entrenched user base.

Article 9 — Exceptions and Restrictions

Article 9 proposes the adoption of an important and beneficial overarching ‘necessary measure in a
democratic society’ qualifier that lmits amy exception to the general data protection regime to
proportionate measures adopted to address legitimate needs aimed at addressing pressing soclal needs.

In addition to this over-arching gualifier, the Article 9 exceptions could benefit from greater specificity in
articulating specific contexts where an exception might be appropriate. Of greatest concern in this
respect is the seeming expansion of section 3 of Article 9, which permits exceptions to elements of the
data protection regime undertaken for statistical purposes or for the purposes of scentific research
where there is ‘no risk of an infringement of the rights and freedoms of data subjects.” The removal of
‘perscnal’ fram the provision, which now applies only to ‘persasal data processing’, suggests this
provizsion aims at facilitating statistical and research activities based on anonymized data. IF this is the
case, it should be state much more explicitly than is currently the case. As currently drafted, the
provision suggests the opposite, as mnon-personal or identifiable data would not be subject to the regime
in the first place. Currently, the purpase of this provision appears almed at facilitating so-called "big
data’ benefits while bypassing the need to provide citizens with transparent details regarding such

Lo Personal  Informotion  Protection  and Electrome Documents Act, , SC. 2000, ¢ 5 <hbipy/laws-
bois justice ge.cafeng/ octs)/P-B6/FullText. htmil=, Schedule 1, Principles 4.3.3; “4n organitation shall nod, o8 o condition af the
supply of a product o service, reguire on indsidual to consent to the colfection, use, or didoswre of information bewond hat
required to fulfi the explcitly specified, ond egitimats purposes®
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practices (Article 7his), without regard to the sensitivity of the information te be processed (Article §)
and, perhaps most critically, without a right of opposition (Article 8). In place of these critical protections
is a more amorphous obligation not to Infringe the ‘rights and freedoms of data subjects’ although,
presurnably, this obligation already exists. This should be avoided. It is not at all clear that the public
benefits of such data processing outweigh the costs in personal privacy. Of greatest concern is the
potential inclusion of ‘statistical purposes’, which is clearly inclusive of commercial analytics and can
facilitate a significant amount of online/offline tracking with little clear public benefit.

Second, blanket exceptions in the name of ‘public security’, ‘economic/financial state interests’, and
‘prevention of criminal conduct’, may lead to excessively broad voluntary information disclosures of a
type that is not consistent privacy protection in a democratic society. The proposal refers to added
clarification that will eame in the explanatory report, but in the case of exceptions, it may be better to
consider clear and express limits within the scope of the Artide itzelf. As noted in the OECD Privacy
Guidelines, exceptions to privacy protection principles, “induding those refating to national sovereignty,
national security and public policy”, should be “as few as possible”.' As drafted, the proposed
amendments would allow data processing for such purposes without regard to the sensitivity of the
informaticn (Article &) and, perhaps most importantly, without the obligation to notify citizens of such
processing leads to unauthorized processing (Artidle 7.2}, The latter Is critical. Without it, there Is no
obligation on organizations to notify users or the public of data processing undertaken in the aarme af
public security or prevention of criminal conduct, but which is later revealed to have been unauthorized.
Finally, it is concerning that data controllers will be permitted to ignore restrictions on retention of
citizen data (Article 5.3(d)} in order to facilltate "public investigations’ and In the absence of specific
legisiative obligations to do so.

Third, the proposed blanket ‘freedom of expression’ exception raises similar concerns with respect to its
scope, It is important to ensure that data protection does not unduly impact on freedom of exprassion,
but it must be kept in mind that in many cases, the parameters of this excepticn will be determined by
arganizations without guidance from an objective decision-maker, Private organizations are ill-equipped
ta make such determinations. The possibility of extending the regime to recognize rights beyond those
of ‘natural persans’ to include those of ‘legal persons’ [Article 3) I3 particularly concerning i this
context, as it could permit commercial crganizations to avoid elements of the data protection regime in
the name of ‘freedom of expression” even though the expressive value of their commerdal expression is
low. A more effective approach may be to follow the example In Article 3, which exempts specific
private household conduct. Additional contexts that raise specific free expression concerns {such as
journalism/news reporting) can be identified.

*=* END OF DOCUMENT ***

s OECD, Guidelines on the Protection of Priwacy and Transborder Flows of Personal Data, OECD Council

Recommendation, Septembser a3, 1580,
<hitp:/fwew.oecd org/document/ 18/0,3343 en_2549_34255 1815186 _1_1_1 100 html>, Purt One, paragraph 4.
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European Magazine Media Association (EMMA) / Europe an Newspaper
Publishers’ Association (ENPA)

EMMA and ENPA response to proposals from the Council of Europe on the
modernization of Convention 108 for the protection of individuals with regard
to automatic processing of personal data (5 March 2012)

EMMA, the European Magazine Media Associafion, and ENPA, the European Newspaper Publishers'
Association welcome the opportunity to further comment on the consultation conceming the
modemisation of Convention 108.

It is important to underline that in any amendment of the cument Convention, the Council of Europe must
find the right balance between the fundamental right of personal data protection and the fundamental
right of freedom of expression. In paricular, it is essential when making any changes to the current
framework, to take info account the following:

1. A robust exemption for processing of personal data for journalistic purposes is crucial to
presenve editonal press freedom and safeguard a free and independent, quality press.

2. The possibility for the press to continue to be able to reach out fo potential as well as current
subscribers via direct marketing is essential to safeguard press distribution for the consumer as
well as the business to business press, in order to preserve readership, future press subscriptions
and media pluralism.

3. The future of the digital press must not be jeopardized: publishers have invested substantial
resources in developing digital business models in recent years and a successful future depends on
advertising and digital subscriptions, as well as e-commerce. It is therefore essential that there are
no resfrictions that will make it difficult for publishers to be ahble to interact easily with their readers, and
adapt to their needs.

We have several specific comments on various new propoesed changes to Convention 108:

Article 2 {a): definition of personal data

We have concemns that the proposed additional text to the explanatory report by introducing the aspect
of an individual heing ‘identifiable’, would lead to more data than before being considered as ‘personal
data’. It is unclear as regards what would be “unreasonable time or effort” for identification. The concem
is that such a clause could have the result of being unnecessarily burdensome in paricular for smaller
businesses, so we would propose amending this.

Article 5.2: legitimacy of data processing

The proposed article 5.2 sets out four grounds for legitimate processing of data: “Free specific informed
consent (1) or when domestic law provides for: An overriding legitimate interest (2) or is necessary to
comply with legal obligations (3) or contractual obligations binding the data subject (4)." Consant is thus
one alternative, but not the only one. This is appropriate because it reflects the fact, that there are many
different situations where data must be processed. It would make more sense, however, if this proposal
was consistent with the six grounds for lawful data processing set out in Article 7 of Directive S5/46/EC.

A press subscription is a product that must be explained, but which has no retail outlet which would allow
a publishers’ representative, for example, to explain it to a potential customer. In order fo safeguard
press distribution, direct marketing is therefore crucial. It is therefore vital that any explanation in the
Explanatory Report of an overniding legitimate interest makes direct reference to the wording in Article 7
f) of Directive 95/46/CE), Le., which include “the legitimare interests pursued by the controller or by
the third party or parties o whom the data are disclosed, except where such inferests are
overriddan by the interests or fundamental rights and freedoms of the dafa subject which reguine
protection under Article 1(1).°
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It is crucial to keep the possibility to process personal data for the legitimate interests of a third
party. Any attempts to suppress this possibility would result in the end of many titles across the EU
dependent on subscriptions sales. For example, in many Member States a large percentage of the
subscription circulation of certain newspapers and magazines depends on direct marketing by letters
sent to third-party addresses without prior consent, which is permitted by national laws based on Art. 7
(f) and Art.14 Directive 95/46/EC under the condition of information to the addressees and his right to
ohject.

- As regards the business press, B2B magazines are often sent to their readers (e.q., doctors,
computer and financial specialists etc) based on special address lists of the respective target group for
free and without prior consent. This so-called “‘controlled circulation’ (which can account for up to 0% of
the readership of some business titles in some Member Siates) is necessary to advertise for a
subscription of the magazine but also to secure the required reach in order to attract adveriisers and
therefore to finance the magazine. This would simply not be possible anymore if this form of marketing
was not allowed. The bensfits to both customers and publishers from this approach can be contrasted
with the marginal objection rates to receiving direct marketing by mail without prior consent (e. g. one
example cited was less than 10 objections out of 100.000 lefters).

- As regards the consumer press, figures we have received from individual publishers in the following
Member States show that such marketing letters to third party addressees without consent account for
the following percentage of subscribers for vanous publications: Germany (up to 20%); France (up to
40% ), Sweden (up to 46%); Portugal (up to 95%); UK {(up to 45%).

Article 7his: Transparency of processing

In order to be able to continue to provide appropriate press distribution, it has to be possible to provide
infarmation in a general way. Overly specific requirements where the processing is necessary for the
performance of a contract or to conduct pre-contractual measures is in particular not practical for direct
marketing activities that take place by mail or by phone, as opposed to online. We have doubts that the
provision of all the information required under This (1) (e.g. on an order card, as regularly used for
subscriptions), would be possible.

The proposal provides for an obligation to inform on “the preservation pernod”. Mevertheless, in many
cases it will not be possible to determine the period of data storing in advance. At the time of conclusion
of a subscription for an unlimited period it is difficult to know the length of the subscription period, and
thus for how long the personal data has o be stored. Even after the termination of the contractual
relationship there might be a legitimate interest to cantinue using the respective data.

The proposal states that: “The Explanatory Report will specify (..) any other information necessary o
ensure a fair data processing, [which] notably includes information on transfers to other countries. The
colfection of personal data includes both direct and indirect collection. The information regarding the
recipisnts may also refer fo categories of recipients.”

In our view the existence of the word “notably™ might create legal uncertainty as regards what type of
information a publisher has to provide and would pemit an extensive interpretation of the information to
be provided.

While we welcome the fact that under Article This (b) a controller shall “nof be reguired to provide such
information where this proves fo be impossible or involves disproportionate efforts”, we are concemed
that the question of what consfitutes impossible or disproporiionate efforts will create legal certainty.

It is also unclear when such information would have to be made available.
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Right to information (Article 8, a and b)

Under Aricle 8 a) individuals are enfitled on request to cbiain "at reasonable infervals and without
excessive def@y or expense confimation of whether personal dala reiating to him / her are being
processed or not. the commuication of such data in an infefigible form and all avaifable informaton
on the origin of the data and any other information that the controlier is required 1o provide 1o
ensure the rransparency of processing in accordance with Article 7 bis ™.

This obligation and the comesponding information requirements (as mentioned above) are vague as
"reasonable intervals” is not defined and individual companies will not understand how to comply. To
avoid resulting in unnecessary expense it would be more appropriate if this information had to be
available upon request

In Article 8 b} it is further determined that the individual should have the nght "o obrain knowledge
of the logic invoelved in the data processing in the case of an automated decision ". Given the risk
to confidential intemnal processes it is important that the Explanatory Report notes — as proposed - that,
“the knowledge of the logic involved in the processing cannot be defmimental fo legally protecfed
secrets.”

Decision based on automated data processing (Article 8 &)

Under Article 8 e), any person shall be entitied on request “nor o be subject o a decision
significantly affecting him / her or producing fegal effects concerning him / her, based solely on
the grounds of an automared processing of dara without having the right 1o express his / her
views. "We believe that this broad formuilation poses a risk to traditional business models.

One problem is that it is not defined when a decision “significanthy”™ affects someone. It is also unclear
what is covered by the requirement “hased solely on the grounds of an automated processing of data”.
It canmot be ruled out that this does not inciude data processing that is essential for publishers, such as
measures for so-called interest-based adverising, which is a crucial means of financing
digital publishing offers. These provisions could even potentially affect data processing
where there is no identification of a specific person, such as where pseudonymous user profiles have
been created to avoid identification of the person concemed.

Exceptions and restrictions (Article 9)

Under Aricle 9@ (1) "no exception to the provisions of this Convention shall be alfowed, except fo the
provisions of Arficle 5.3, 6, 7.2, and 7his and 8 when such derogation is provided for by faw and
constitutes a necessary measure in a democratic society to [ b) profect the data subject or the rights
and freedom of others, notably freedom of expression and information ™.

We are concemed that the proposed exception by the Council of Europe does not go far enough in
protecting the existing standards for journalistic data processing. The application of data protection
rules to journalistic data processing would make free and independent editorial coverage impassible in
many cases, given that a large proportion of all information about politics, economics and other social
izsues would be coverad.

As we highlighted in the infroduction to this letter, for editorial freedom of the press a robust exception is
nesded from general data processing rules in order to aliow for the processing of the information
collected, storage in the editoral archives and the distribution of the finished aricles and publicaticns,
including in digital form. Furthermore, this exception must be technology-neutral, covering all distribution
channels and media types, and any activity associated with the press.

We would recommend that the exception must therefore cover at least the articles 4-8, 10-21 to
ensure a similar level of protection to now. It should be noted, however, that such an exception does not
prevent journalistic activities being covered by national media, libel and privacy laws.

Ve are also concemned that the requirement that such a derogation “constitutes a necessary measure
in a democratic society” could result in further restrictions. The suggested text o the Explanatony
Report, that "this provision concemns data processing carmed out sofely for communicating iformation o
the public, ideas or opinions of general interest, or for iterary or artistic expression” does not help in this
regand. We would therefore recommend that this restriction is deleted.

EMMA and ENPA call on the Council of Europe to take on board thesse comments, given the serious
implcations of changes to Convention 108 for Eurcpe’s press sector.
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European Broadcasting Union - EBU

J European Broadcasting Union Union Européenne de Radio-Talévision
Py : Legal Department Departement juridigue
EEU-UER
283201212

EBU comments regarding the Council of Europe's new proposals for
modernisation of Convention 108

The EBU welcomes the opporiunity to provide its comments on the Council of Europe's
new proposals to modemise the Convention (T-PD-BUR (2010 01 Rev_en).

The EBU and its Members are closely following the review process of the data
protection legal framework, not only at EU level (i.e. the European Commission draft
Regulation replacing Directive 95/46/EC, COM (2012) 11 final, hereafter the "EC draft
Regulation™) but alsc with regard to the Council of Eurcpe. Since if is an international,
legally hinding instrument, the review process of Convention 108 is pariculary
impaortant.

Certain issues raised in the proposals to modemise the Convention may have an
impact on media activiies, particularly ondine, and these include the "freedom of
expression and information” exception, the "right to oblivion" (or "right to be forgotien™),
data controllers’ abligations, and international data fransfers.

The EBU warmly welcomes the inclusion of an express reference in the Preamble to
the need to reconcile the right to data protection and the right to freedom of expression
and an explicit exception for “freedom of expression and information” in Article % (1) (h)
of the Convention from the requirement of ceriain provisions. This exception is a key
priority for the media.

The EBL notes that the Explanatory Report will contain a broad definition in alignment
with the EC draft Regulation, mentioning that the provision concems data processing
cammied out "solely for communicating information to the public, ideas or opinions of
general interest, or for literany or ariistic expression”.

As in the EC draft regulation, this exception seems not to be limited to the media as
such, but appears also to cover any individual who discloses information, opinions or
ideas to the public, which means that, potentially, bloggers and social network users
could bensfit from the exception, "whenever personal data is accessible to persons
outside the personal or domestic sphera”,

However, from the media perspective the use of the word "solely™ in the Explanatony
Report could undemine the purpose of the provision to reconcile data protection and
freedom of expression. Information material or data could be held for other purposes
coexisting with journalistic and informafion purposes, such as for investigating a
compiaint or other regulatory action. Consequently, the word "solely” should be
deleted.

As regards the scope of the exceptions from the data protection requirements (i.e.
Articles 5.3, 6, 7.2, T bis and 8), Article 9.1 ignores other relevant provisions in the
Convention where freedom of expression and information is concemed. Additional
derogations from certain provisions such as Articles 5.2 (legitimacy of data processing),
8 bis (additional measures for the controlier) and 12 bis (supervisory authorities) should
be foreseen (as in the EC draft Regulation) when freedom of expression and
information is at stake.
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The new derogations in Article 9 (2) which are allowed from Aricle 12, regarding
transborder data flows when they are necessary measures to protect freedom of
expression and information, are to be welcomed hut should be elucidated in the

Explanatery Report.

As reqards consistency and compatibility with the EU legal framework and the cument
EC draft Regulation, the EBU welcomes the clarification provided by the Council of
Europe on certain issues or concepts which remain unclear in the context of the EC
draft Reguiation, such as the proposal not to introduce an explicit inclusion of a "right to
oblivion" (Articie 8) or a "nght to be forgotten” and the proposal that the exsting
provisions (i.e. the right of erasure or rectification of data and the right to cbject) offer
adequate protection.

Introducing a right to be forgotizn, as suggested in the EC draft Regulation, could have
far-reaching consequences for media online activiies even though that right has to be
reconciled with freedom of expression and information.

The EBL notes that varicus proposals are well balanced and proportionate compared
to the provisions in the EC draft Regulation with, for example, the express reference fo
the principle of propordonality in the context of the legitimacy of data processing
(Article 5); the reference to "“without delay” conceming data breach notification in
Articte T (2); the fact that additional measures (e.9. data protection risk assessment) for
the data controller will be adjusted depending on, for instance, the size of the company
concemed (Aricle 8 bis), and the fact that it is for each Party to establish appropniate
sanctions and remedies (Article 10).

However, the EBU notes that, contrary to the EC draft Regulafion, there is no specific
provision in the Council of Europe proposals conceming the processing of the personal
data of a child. In general, any provision on protecting the processing of children's data
should naot prevent the media from engaging with young audiences, and particulary
regarding public service content and services which are specially designed for the 16+

age group.
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European Multi-channel and Online Trade Association — EMOTA

EMOTA, the European association representing the e-commerce and distance selling sector, is
supportive of the approach taken by the Council of Europe in the modernisation of Convention 108,
aiming for a technology neutral and principle based proposal. As it is expectad that the review of the
Convention 108 could be completed before the adoption and implementation of the European Union
Regulation on Data Protection, it is key that the text of the Convention allows the fine tuning necessary
to reduce legal fragmentation.

In this respect, although the proposal presented by the Council of Europe in March 2012 takes a
principle based approach, the mentioning of “explanatory reports”, which would be reviewed to
complete the text of the Convention for many of the key elements of the Convention (e.g. Article 2,
Definitions, Personal Data), could result in an overly descriptive document, which would only increase
legal fragmentation due to a possible lack of flexibility.

At the same time, there is a general agreement in the field of data protection that itis time for a
broader debate on what are personal data, and what represents the proper consent or proper legal
grounds for the processing of personal data in the different scenarios [depending on the effect on the
data subject) especially in the context of online activities, both commercial and governmental, as to
ensure that the upcoming legal frameworks are future proof and provide legal certainty. We fear that
without such a debate, the upcoming legal frameworks would generate confusion due to the
incoherent implementation.

Specific comments:

Article 2 — Definition of Personal Data

Although the current text proposes a principle based approach, very much in line with the current
European Union Data Protection Directive, the mentioning of an extension of the scope in the
“explanatory report”, as to clarify the concept of “identifiable”, should only refer to the controller's
ability to make the data identifiable through reasonable means (“if identification requires
unreasanable time or effort”). This would prevent the confusion generated by the European
Commission Draft Regulation on Data Protection which includes a reference to any other legal or
natural third parties.

The proposal to extend the scope of “indefinable” to data which can also “individualise™ a data subject
could make the Convention too prescriptive and impractical, especially since many of the online
services are designed to offer a customized individual user experience. Such an approach could very
well lead to a context were all data generated by online activities is considered personal data. The
maodernisation of the Convention 108 should take into consideration the difficulties in the
implementation of the 2009/136/EC “e-Privacy Directive”, which were caused by the same approach.

Article 5.b — Compatibility of purposes

EMOTA welcomes the very important reference in Article 5 to the business legitimate interests as a

legal ground to process data. The Article also requires the data subject’s consent for a change of

purpase in the processing of persanal data. In this context text makes reference to a list of compatible

purposes which would be drafted in an “explanatory report” at a later stage.

EMOTA feels that such a list would be incompatible with the prindple based approach and lead to
legal fragmentation. The compatibility of purposes for processing should remain a simple issue,
established by the controller and processor, under the safeguard of the accountability principle
introduced be Article 8 of the Convention.

Article 6 — Processing of sensitive data

We welcome the aim to darify the concept of “serious risk” in the course of processing sensitive data.
However, such darifications should take account of certain processing procedures which are key to the
sale of certain goods and services, where credit checks are necessary, for the safety of both the
consumer and the trader (in many countries the offering of a credit to a person in financial difficulty is
illegal).

Article 8bis — Additional measures for the controller

The Convention 108 should clearly acknowledge that some measures such as the obligation to appoint
a Data Protection Officer, or detailed privacy impact assessments, should be carefully considerad in
the case of small and medium sized companies, as to not overburden these. This is a very important
point which should be harmonised, and included in the text itself, not only in the "explanatory report™.

Contact:
Susanne Czech, EMOTA Secretary General
suczechi@emota.eu; +32 25002 27
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The European Research Federation - EFAMRO / The Wor |d Association of Research

professional - ESOMAR

We are writing on behalf of EFAMED, the European Fesearch Federation, and ESOMAR, the
World Association of Research Professionals, to comment on the draft revisions to the Council of
Europe's Convention 108, recently issued for public consultation. This follows our comments
submitted to the Council of Europe during its previous public consultation in ™arch 2011, which
are al=o enclosed for your reference,

We recognise the need to update the Comvention in lizht of technological developments. We
support the need to maintain key principles for the automatic processing of personal data.

Council of Europe Recommendation g={13)

We note the importance for the research sector of Council of Furope Recommendation g7(18) and
its Explanatory Memorandum concerning the protection of personal data collected and processed
for statistical purposes. This provides a detailed approach for research and provides a reference
point for other future Council of Europe recommendations and adopted political texts with regard
to processing data for statistical purposes, while recognising the value of market, social and
opinion research for democracy, commerce and society. The explanatory memorandom of

Fecommendation (g7)15 covers four important points:

* The importance of treating public and private research equally.

» The distinct character of research: although it is based on individual observations, its
objective is not to acquire knowledge of the individuals as such, but to produce synthetic
and representative information on the state of a population or of a mass phenomenon.
While statistics can frequently take the form of pumbers, they can also be non-numerical
to allow researchers to establish possible cansal links by answering a research gquestion
about characteristics of respondents.

*» The distinct purpose of research: it is not directed at taking decisions or individual
measures, but rather at gathering knowledze of large entities - such as economic cycles,
the living conditions of a social group or the structure of a commercial market - as well as
at the analysiz of phenomena- such as epidemics, opinion trends, fertility or consumer
behaviour of households — and therefore arriving at collective judzments or decisions.

*» The importance of professional ethics for the sector, including the role of self-regulation.

Om the issue of profiling, we remind the Council of Europe of our exchanze with the T-PD during
the development of Fecommendation =oio(13) which recognised that data collected and
processed for statistics  were already subject to more detailed provisions in
Becommendation|g7]ad.

We recommend that a direct refersncs to FRecommendation g7(18) is inserted into the
Convention's Explanatory Memorandum, which would support our recommendations for Article
5 (zee below) to explicitly state that processing for research purposes is compatible with the
original purpose of processing, This would provide a direct link to help the Council of Europe and
the Member States in future understand the importance of protection of persomal data for

research.
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Algning Convention 108 and the EU Data Protection Framework

Before commenting on the articles, we would like to note the importance of aligning the lansuage
and provisions addressing research in both Convention 108 and EU law.

* In particular, the current EU Directive 95/46/EC, as well as the recent proposal for a General
Data Protection Regulation (published by the European Commission on z5 January 201z
contain certain conditions for historical, statistical and seientifie research These have
their origin in Article g paragraph 5 of Coovention 108, These provisions allow access to data
to compile research and statistical records which in turn inform better and more accurate
assessment of, and decision making on, important economic and social ackivities in Europe.
These arrangements have worked seccessfully since the introduction of Directive g5/46/EC

and we ask the Council of Europe to take a complementary approach in the Convention to
provide legal certainty and continunity.

* The Convention should also recognize the value of private and public research similar to
recital 126 in the proposed Fegulation. Large scale social research projects are simply not
possible without the resources and expertise of private organisations.

+ Directive g5/46/EC and the proposed Fegulation both provide an exhanstive list of types of
data in the category of sensitive personal data (special categories of persomnal data). We
strongly encourage the Council of Europe to take a complementary approach to the EU,
ensuring lezal certainty by avoiding a non-exhaustive list of types of data considersd
sensitive,

The articles that we wish to comment on in particular are Article 5 and Article g:
Article 5 - Qmality of data and legittimacy of data processing:

With particular regard to paragraph 3(b) of this article, we note that a provisional note has been
added to reserve a space in the Explanatory Memorandum for giving examples of compatible
purposes and that processing for statistics, historical or scentific research purposes is a priori
compatible provided that other safeguards are ensured.

We strongly encourage the Council of Europe to consider including thiz declaration of a priori
compatibility of statistical or scientific research in the text of Article 5 to avoid any
misnnderstanding among Member States when applyving the Convention in practice.

The 5 March public consultation text from the Council of Europe also creates a condition that
research can be a priori compatible with the original process ‘provided that other safegnards exist
and that the processing is not the pround for a decision to be taken concerning the data subject’.
This additicnal phrase i confusing and unhelpfal. Research, by definition, never inwvolves the
faking of decisions concerning individuals.

We refer the Council of Europe to the Fecommendation g7 (18] which clearly states in section 1,
definition of ‘statistical purposes' that ‘such operations exclude any use of the information
obtained for decisions or measures concerning a particular individual’,

We recommend that the Council of Europe aveid blurring the distinction of research with other
forms of processing such as marketing, which do involve direction action or decisions in regard to
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individuals. If there is a separate purpose that the Consultative Committes has in mind, it should
make clear that this is not the same as statiztical research,

Article g, exceptions and restrictions:

In the 5 March public consultation text, a set of brackets have been placed around the words
‘statistical purposes or for’ in Article g paragraph 3. suggesting their potential removal. We
strongly support maintaining this text in the Convention, to ensare that it aligms with the
provisions for historical, statistical and scientific research in the EU, providing continned legal
certainty in this area for researchers

Fegarding Article g, paragraph 1(b), we support permitting Member States to impose restrictions
on the exercize of rights in specified articles of the Convention with respect to data processing
carried out solely for communication of public information, ideas or opinions of general interest.
This is particularly important for the publication of research/opinion poll results in the media,
notably for political opinion polling.

On a right to be forgotten (although this right is not mentioned in the proposals for
revision currently): If such a right is considered by Member States in the coming months,
EFAMED and ESOMAR wish to remind the Council of Europe of the exemption from this right
for research in the ETN. As noted by Crispin Blunt, representative of the UK at the Council of
Europe panel at the CPDF conference on 27 January o1z, the proposed Fegulation provides that
the right to be forgotten would not be applied to research, as is the case in Directive g5/46/EC,
Article 12, Moreover, the right does not apply in the context of anonymeons data,

EFAMED and ESOMAF. wish to remain in close contact with the Counecil of Europe in the coming
months as the Convention text goes through further revisions and while the Explanatory
Memorandum is drafted, with particular interest in provisions relating to recognition of
historical, statistical and scientific research as a compatible purpose with the original automatic
processing personal data.

We remain at vour disposal for any further information that vou or the Members of the T-PD) may
require and would welcome to participate in forther stakeholder consultations or hearings as
appropriate. e.g. the stakeholder hearings in early May if these are still zoing ahead as planned.

With regard to Eecommendation g7{18), we understand that the Council of Europe is considering
whether to revise this and in this context, we would like to follow up our points made in this letter

individuals, If there iz a separate purpose that the Consultative Committes haz in mind, it should
make clear that this is not the same as statistical ressarch.
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FEDERATION OF EUROPEAN DIRECT AND INTERACTIV MARKET ING
(Mathilde Figuet — EU Leqal Afffairs Adviser)

el

FEDERATION OF EUROPEAN DIRECT AND INTERACTIVE MARKETING

PUBLIC AFFAIRS & SELF-REGULATION 30 March, 2012

FEDMA submission on the proposal for the modernisation of
Convention 108

FECMA (Federation of Eurcpean Direct and Interactive Marketing Associations) would like to
take this opportunity to respond to the Council of Europe’s proposal for the modernisation
of Convention 108 for the protection of individuals with regard to automatic processing of
personal data.

General Comments:

FEDMA welcomes the Council of Europe’s work on modernising Corvention 108 on data
protection, providing a comprehensive framework equipped to handle privacy issues
resulting from technological developments, and ensuring enforcement of data protection
standards within the junisdictions of the Convention.

FEDMA supports the basic principles of the Convention, and especially appreciates that the
Convention protects individuals against privacy intrusions not only by the private sector, but
also by public authorities. FEDMA believes that both industry and governments should abide
by the same rules. Especially, when one considers that governments generally collect and
process large amounts of sensitive data (income, health, criminal record) and have the
means to interconnect these databases.

However, FEDMA is concerned about some provisions of the Convention 108.
Article 5:
* Purpose limitation

Article 5. b states that personal data may not be further processed in a manner that is
incompatible with the purposes for which they were originally collected, except when the
processing is provided for by law, or the data subject has given its consent. FEDMA strongly
believes that in assessing compatible use of data, the purpose for which the data were
originally obtained should be assessed against the new intended purpose of the processing.
Only when there is no resemblance between these purposes, should the legal grounds for
legitimate interest of the data controller be taken into account.

Article 6:

* Special categories of data
Article & no longer includes an exhaustive list of spedial categories of data. Rather it states
that all personal data presenting serious risks to the rights and interests of the data subject

can be dassified as falling under “spedial category of data”. The explanatory memorandum
further defines serious risks as risks of injuring dignity or physical integrity.
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FEDMA strongly disagrees with this proposal, as it will lead to legal uncertainty for industry
and governments alike. The categories of personal data deserving “special protection’, are
very much individually and culturally determined. Furthermore, harmless data when applied
in a different context can be considered as presenting serious risks to data subjects. Age, or
year of birth, is generally considered harmiless'. However, when used in 2 different context,
can become more of a personal issue as when selecting recipients for promaoting hearing
gids,. A 60 year old, who likes to be seen as being younger than hisfher age, may feel
offended (i.e. his dignity injured) be receiving such advertisement. The perception what is
sensitive data varies depending of the person and the context of processing.

Same data present different level of risk depending on the national and cultural background.
In the southern European States ‘membership of a trade union’ 1s more an issue then in the
northern states.

FEDMA therefore strongly urges the Coundl to explicitly state what data are considered
special categories of data in an exhaustive list.

Article 8:
* Automated decisions

The proposal introduces in article 8. e the right of the data subject not to be subject to a
decision based solely on the grounds of automated processing without having the right to
expose his/ her views. FEDMA believes that this right should be limited. An individual should
have such a right when the decision-making process has negative legal effects on him/her.

When an individual for example wants to retract money from an ATM machine and the
machine refusas, this is an automated decision solely based on the fact that the data subject
doesn't have enough credit (contractual agreement). In this case, the individual should not
have the right to expose his views. The Convention should recognize that automated
decisions are a fundamental part of commerdial, governmental, ideal and charitable business
processes and are essential for the functioning of the internal market. Only when the
interests pursued by the controller are overridden by the interests for fundamental rights
and freedoms of the individual, should the individual have the right not to be subject to an
automated decision without having exposed his views.

Article 8 bis:
+ Additional measures for the controller
Article B bis introduces additional measures of accountability for the data controller, such as

a privacy risk analysis and other documentation on processing. However, we feel that the
article is too prescriptive, and places too much emphasis on documentation. The

! In German Dlata protection lawr, year of birth belongs to the so called *List Diata” that are by nahmwe
considered non-intrusire. (BDSG Article 28 Paragraph 3 2 sentence)
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problem of being prescriptive is the lack of flexibility. There is no one-size-fits-all
model, as measures to be put in place for data protection depend on multiple factors such as
the size of a database, whether or not data will be disclosed to third party, type of data, type
of processing, just to name a few. Moreover, the importance placed on documentation
leads to unnecessary administrative burden. Just for maintaining sets of documents that
prove the organisation's data protection efforts, many mid to large organisations would
need to dedicate a person/department to fulfil these duties. This investment could have
contributed to the protection of the right to data privacy far better, when it could be spent
on, for instance, privacy awareness education for employvees and data subjects. FEDMA
therefore strongly recommends the Council to suggest clauses stating the principles, which
will in turn provide the data contreller with the freedem to choose his own means to ensure
data protection within his organisation, as well as preventing paperwork for the sake of

papenwork.
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INSURANCE EUROPE (William Vidonja — head if Single market & Social A ffairs)

Introductory remarks

Insurance Europe (former CEA), the European imsurance and reinsurance federation, welcomes the
opportunity to contribute to this second consultation on the Modemisation of Convention 108, launched by the
Coungil of Europe {CoE).

Insurance Europe participated in the first CoE consultation last year and is content to see that some of its
concerns raised previously have been taken inte consideration by the T-PD committee. This being said,
Insurance Europe would like to comment on the following points of the new proposals on the Modernisation of
the Convention 108.

Insurance Europe notes that EC Directive 95/45 on data protection is currently under revision and hopes there
will ke no significant discrepancies between the future modernised CoE Convention 108 and the future EU
regulation and directive.

Article 5 - Legiti  dat . i quality of dat

+ Par.l "Datz processing shall be proportionate in relation to the purpose pursued and reflect & fair
balance between the public or private interests, rights and freedoms at stake”.

Insurance Eurcpe highlights that this paragraph contradicts the existing principles of the legitimacy of data
processing as it is given in Anticle 5 par.2 (processing of personal data by consent). Where the processing of
personal data is based on other legal grounds such as national law or a contract, there is no need for an
additional examination of proportionality.

It should also be noted that the evisting EU legislation requires the insurance industry to collect certain data in
order to carry out its business, For example anti-money laundering (AML) legislation reguires insurers to
verify the accuracy of certain personal data, eg the identity of the policyholder/beneficiary, the origin or the
destination of the funds, It is vital that the interpretation and application of these new provisions do not hinder
the fulfilment of existing regulatory requirements imposed on insurers,

Moreover, as part of anti-fraud measures, insurers nesd to collect, process and share certain relevant data. We
support measures that ensure appropriate consumer protection, however the legislative framework must recogniss
the need for organisations to share information for such purposss.

Detecting fraud protects honest consumers. It is important that efforts to combat fraud (which are in the overriding
interests of individual consumers and of society as a whole) are supported and explicidy recognised in the
development and application of the law rather than being restricted.

Furthermaore, as part of the underwriting process, insurance companies need comprehensive information and
data about the risk to be insured. Being able to access, process and store relevant personal data is central to
insurers’ ability to provide consumers with appropriate products at fair prices.

s Par.2a) "Each Party shall provide that data processing can be carried out only if the data subject has
frealy given his/her specific and informed consent”

There should be darity as to the type of consent required and this should not be unnecesszarily burdensome for
organisations and consumers.

To perform its activities, the insurance industry needs clarity on how the aforementioned conditions can be
met. The word specific in the provision on consent introduces a layer of uncertainty, Moreover, when a data
subject gives s consent in an insurance contest, this consent is given for both the scope and the
conseguences of the data processing.

For this reason Insurance Europe propose the deletion of the word specific, However, if the CoE decides to
maintain that the consent has to be specific, Insurance Europe would then suggest that the word specific is
interpreted as intelligible in line with the Opinion 15/2011° of the Article 25 Working Party.

Finally, if the data subject's right to withdraw his/her consent is included in the Explanatory Report, thers
should be an exemption for cases where the withdrawal would contradict goed faith, create legal hindrances to
the fulfilment of a contract, contradict regulatory requirements, or prevent or restrict anti-fraud measures.

1 — opinion 15/2011 on the definition of content
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Article & — Processing of sensitive data

» “Personal data may not be processed for the racial origin, political opinions or religious or other beliefs
that they reveal. Nor may genetic data, data concerning health or sexual life, biometric data, personal
dats relating to criminal convictions, as well a5 personal dats recognised by 3 Party as presenting a
seripus risk to the rights and interests of the data subject, in particular a risk of unlawful discrimination,
be processed.

Such data may nevertheless be processed where domestic law provides appropriate safeguards.”

If the Consultative Committee includes genetic or biometric data in the "spedal category of data”, then it must
be ensured that characteristics such as gender and age, which are visible to everyone, and alse family history,
are not part of them. Otherwise the definition will be incompatible with the provisions of other pieces of
national or European legislation, such as the proposed EC general data protection regulation.

Insurance Europe would like to underline that the Explanatory Report includes a broad definition of genetic
data, ie characteristics acquired during early prenatz! development which are not in fact caused by genetic
conditions but by external conditions such as lack of oxygen. Insurance Europe suggests that the biometric
data definition should be restricted to biometric detection data, otherwise data on physical attributes needed
for the actuarial mathematics will fall under it, creating problems for the insurers.

According to articdle & sensitive data may nevertheless be processed where domestic law provides appropriate
safeguards. This means that the processing of health data could be simply and mierely forbidden if domestic
law does not provide any, This proposal seems to go far further than the EC proposal for a regulation which
allowis several exceptions like the consent of the data subject.

Article 7 - Data Security

+ 2, "Each Party shall provide that the controller shall notify, without delay, at least the supervisory
authorities within the meaning of Article 12 bis of this Convention of any viclation of data security which
may seriously interfere with the right to the protection of personal data.

The Explanatory Report will add that the controller should also notify the data subjects in case of serious
risks.

Insurance Europe welcomes the CoE approach on data security and agrees that the supervisory autharities
and data subjects should be notified only about breaches that pose a significant risk of harming data subjects.

If the data subject is notified for every breach of data, ie those posing significant risk and others that do net,
important notifications might be overlooked, leading also to consumers' apathy.

Moreover, in order to ensure the right understanding of seriously interfere, Insurance Europe suggests that
the explanatory note of the Report of the 24™ Meeting of the Bureau of the Consultative Committee (28-30
June 2011) should be added to the Explanatory note on the Convention, highlighting that the obligation to
report security breaches should not become trivial and should enly concern breaches related to a certain
volume of data.

Insurance Europe would like to underline that insurance companies and other financial institutions have to
notify the data breaches only to supervisory Authorities within the meaning of Article 12 bis of the Convention
and to sectorial supervisory Authorities.

Article 8 — Rights of the data subject

+ a) Any person shall be entitled on request to obtain at reasonable intervals and without excessive delay
or expense confirmation of whether personal data relating to him/her are being processed or not, the
communication of such data in an intelligible form and all available information on the erigin of the data
and any other information that the controller is reguired to provide to ensure the transparency of
processing in accordance with Article Fhis.

b) To obtain knowledge of the logic involved in the data processing in the case of an automated
decision.

The Explanatory Report will explzin that the knowledge of the logic involved in the processing cannot be
detrimental to legally protected secrets.

Insurance Europe believes that the data subject should have the right to access data. A right to know the
source of data might be relevant to the area of advertising where the data are disclosed repeatedly and where
it is difficult for the data subject to identify the body which originally collected the data.

Careful consideration must be given not to introduce any requirement to disclose information while such
disclosure could be in breach of competition law. In the case of the insurance industry, the legislative
framework must not make it possible for insurers to reveal their underwriting criteria or processes to other
insurers as this would be in breach of competition law. Insurance Eurcpe would therefore propose the deletion
of Article 8k,
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Insurance Europe is the European insurance and reinsurance federation. Through its 34 member bodies — the
national insurance assocdations — Insurance Europe represents all types of inswrance and reimsurance
undertakings, eg pan-European companies, monoliners, mutuals and SMEs. Insurance Europe, which is based
in Brussels, represents wndertakings that account for around 95% of total Eurocpean premium income.
Insurance makes a major contribution to Europe's economic growth and development. European insurers
generate premium income of over €1 100bn, employ nearly one million people and invest almost €7 500bn in
the economy.

W L iNSUranceey rope.eu
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INTERNATIONAL ASSOCIATION OF IT LAWYERS

The following have submitted their comments on the text of the Convention 108 proposal:

+ Prof Sylvia Kierkegaard, University of Southampton and president of the Intemational
Association of IT Lawyers.

+ Dr. Elisabeth Thole, Attemey at Van Doome N.V. (Netherlands).

+ Joseph V. DeMarco, Parmer and Attomey at DeVore & DeMarce (NY) and member of the
Professional Board of Computer Law and Secumity Feview

26 March 2012
Introducdon

The Draft Proposal on the Modemization of Convention 108 is the result of the public consultation in spring
of 2011, The latest modemization proposal was reviewed on the basis of the 2 Tth plenary meeting of the
Consultative Committee of the Convention (from 20 November to 2 December 2012) and the 26th meetfing
of its Bureau (from 6 to 8 Febmary 2012).

The proposal deals with new data protection challenges for privacy resulting from the use of new ICTs and
reaffirms the Convention s potential 25 a umversal standard and its open character. The Convention rensins
the only legally-binding stamdard which has the potental to be applied worldwide. The proposal for
modernisation of the Convention seems to be inspired by the EU Data Protection Directive 95/46. This same
Directive 15 cumrently under revision itself. Tt may be adwisable fo await the definite outcome of that revision
for the puopose of modemisation of the Convention Furthermore although the preamble (11} of Directive
03/46 does refer to the Convention the relatiom and ranking order between the Convention and EU
regulatory instmuments on the subject should (also) be stipulated in the revised Convention itself

This Submussion endorses the text of the proposals set out in “Modermsation of Convention 108 — New
Proposals” (T-FD. March 2012) except for the followmg specific texts and conuments in our Submmssion. The
Convention should reflect the mowing importance of harmonisation of povacy and seciumity Tequirements
across the market and the creation of a level playing field for all parfies. Chr input has as starting point that
data protection 15 very mportant. However legislation should not mpose unnecessary burdens on businesses
without effectively resulting in additional protection. Provacy and business imterests need to be balanced

CONVENTION PROPOSALS Submission
Preamble Preamble
Considening that it is necessary to guarantee the Considenng that it is necessary to guarantee the

protection of Aimdamental nghts and freedoms, as well | protection of fimdamental nghts and freedoms and
as everyone’s digmity. in particular through the right to | everyone’s digmity. in particular through the nght

confrol one’s own data, taking into account of the to control one’s own data, taking into account of
mtensification of processing and exchange of personal | the imtensification of processing . exchange and
data ; storage of personal data ;

Explanation: The right to conirol one's daia
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includer alse the right to conirol the retention and
storaee of hiz personal data.

Chapter | General Provisions

Article 1- Object and Purpose

The purpose of this Convention 15 to secure for every
mdividual, subject to the jurisdiction of the Parties,
whatever their nationality of residence, the nght to the
protection of personal data, thns ensnng the respect
for their rights and fimdamental freedoms and m
particular their night to privacy . with regard to the
processing of their personal data.

Chapter | General Provisions
Article 1- Object and Purpose

The purpose of this Conventicn 15 to secure for
every individual. subject to the junsdiction of the
Parties, whatever his nationality or residence. the
night fo the protection of his personal data, thus
ensunng the respect for his rights and
fundamental freedoms and in particular his mght
to privacy , with regard to the processing of his
personal data

Explanaton: The word ™ Indnddual” iz in
singular form and therefore “his " should be wsed
instead of the word “their”".

Conmments

The concept of individuals subject to Pariies’
jurisdiciion may lead to confiision heve A State
can for exampls have jurisdiction over itz citizens
when thev're abroad. States must also protect the
data of those citizens” Such protection may be
impassible to efechiate in praciice and would alse
result in legal uncertaingy for data controllers
iwho in the oniine world gensrally do mew wherg
somigone is sinated but et its nationalin.
Comsequently, we would sugeeast in this case
adhering to the ferrifory concept in this context.

Article 2 Definttions
A, unchanged

Make an addifion to the Explanatory Report,
specifying in particular that an individual is not
considered “identifiable”™ if identification requires
unreasonable time or effort for a person who would be
mformed of it.

Amcle 2 Defimitions
A unchanged

Make an additton to the Explanatory Feport .
specifying in particular that an individual is not
considered “identifiable” if identification requires
unreasonable time, cost or manpower effort for a
person who would be informed of it. The
determination of the reasonableness of fime
and effort must be determined relative to the
privacy interests which may be adversely
affected or other factors surrounding facts and
circumstances such as economic costs.

Article 2 - Definitions

c. “data processing” means any operation or set of
opezations which 15 performed upon personal data, and
i particular the collection. storage. preservation.
alteration, refnieval, disclosure, makmg available,
erasure or destruchion of data, or the cammang out of

Article 2- Defimtions

¢. “data processing” means amy operation or set
of operations which is performed upon personal
data and in particular the collection storage,
preservation, alteration retmeval, disclosure,
making available tramsfer, erasure or destmicion
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logical andfor anthmetical operations on data:

where no automated processing 15 carmed out, data
processing means the operation camed out on personal
data within a set of strueture which allows to search
the data related to a specific subject:

of data, or the camrying out of logical and/or
anthmetical operations on data;

where no automated processing is camied out. data
processing means the operation carmied out on
personal data within a set of stcture which
allows search of the data related to a specafic
subject;

Comments:

The infroduciion to the propesal af 3 March 2012
refers fo the incovporation of a new definition of
“service provider”. Such new definition iz not
present in the proposal” instead a definition of
pracessor is included. We agree with that last
definition. bt suesest clarifiing whether a
definition of "rervice provider” will (alsal naad fo
ba takén info accoumt or ROt

Article 3 :Seope

Each Party undertakes to apply this Convention
to data processing camied out by any controller
subject to its jurisdiction

Amcle 3 -Seope

Each Party imdertakes to apply this Convention
to data processing carmed out by any controller
subject to its junisdiction.

Conmments

We encourags specifving that each Pavty musi
ensure that a coniroller iz subject to iz
jurisdiction if it (i} offars coods or services fo data
subjects on the Parfies” tevritory; or (i) monitors
those data subiects” behavior, in line with the
proposad ELT Data Protection Resulaiion.

Article 3 :Seope

In the explanaiory report, specify what is meant by
axercise of purely personal or household activities,
and making accessible to persons outside the personal
or household sphere.

Specify that while the processing concerns data of
natural persons, the Farfies nevertheless have fhe
possibility fo extend the profection fo legal persons.

Article 3 -Scope

In the explanatory report, specify whar is meant by
exercize of purely perzonal or household
acavities, and making accessible fo persons
ouiside the personal or household sphere.

Specify that while the processing concerns data af
natural persons, the Parties nevertheless have the
possibility fo extend the protection fo legal
pPersons.

Comments

The line beiween the two can, as all seem o
recoanize, be quite blwrry. Blogoing, twesting,
and the use of social nerworks often invalva
sifuations where purely personol conduct blesds
inta non-personal Perhaps consider examples
mich as the ones listed in this note.

Article 3
of data

Legitimacy of data processing and quality

2. Each Party shall provide that data processing can be
camied cut enly ift

Amcle 5 Lemtimacy of data processing and
quality of data

2. Each Party shall provide that data processing
can be carmed cut only if:
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a) the data subject has freely pive hisher
spectfic and mformed consent

). it is provided for by domestic law for an

overnding lagitimate interast of is necessary to

comply with legal obligations or contractual

obligations binding the data subject;

a) the data subject has freely give his'her
specific . explicit and informed comsent

b). it is provided for by domestic law for an
overniding lemitimate interest or is necessary to
conply with legal obligations or contractual
obligations binding the data subject;

Explanation: Because there is now a lot of imvalid
consent on the Intermet_am axplicit consent iz
necessary fo enforce user’s control of his dota.

Comments:

This section 2 of mrticle  seems fo be inzpired by
ariicle 7 af the ELT Divective 93/46. but only
includes part of the legifimats erounds mentionad
in that article. We recommend fully following
gither arficle 7 of the Directive, or - praferably -
the relevanr arficle in the Data Proteciion
Reoularion (article 6 in the propozail.

Article 3 Lembimacy of data processing and quakity
of data

3. Personal data undergoing processing shall be -

a) processed fairly and lawfully;

b) collected for explicit. specified and lemtmate
purposes and not processed in a way
mconypatible with those purposes unless the
data subject has given histher explicit consent
ot 1t 15 provided for by domestic law;

The Explanatory Reporr will give examples of
compmible purposes (Statistics, hisiorical or
scigntific research purposes thar are a priovi
compatible provided that other safeguards exist
and that the processing is not the ground for a
decision to be taken concerning the data subjecr).

¢} adequate, relevant and not execessive m
relation to the purposes for which they are
processed;

d) preservedina form which permits
identification of data subjects for no longer
tham 15 necessary for the parposes for which
those data are processed:

Article 5 Legitimacy of data processing and
quality of data

3. Perzonal data undergoing processing shall be -

a) obtained and processed famly | lawfully
and limited to a strict minimum ;

b} collected for explicit, specified and
legitimate purposes and not processed in
away incompatible with those purposes
umless the data subject has grven his’her
explicit consent or it is provided for by
domestic law;

Comments: “The Explanator 15 not clear
on what "other safeonards” means here. Is it
techmcal safe 5 such as. for & le.
encryvphion or policy. adommistrative. physical or

regulatory safeouards?

c) adegquate, relevant and not excessive in
telation to the purposes for which they
are processed and stoved ;

d) preservedina form which permits
identification of data subjects for no
longer than 15 necessary for the purposes
for which those data are processed and
stored

Atticle 7 — Data Secunity

2. Each Party shall provide that the controller shall
notify, without delav . at least the superasory

Article 7- Data Secunty

2. Each Party shall prowade that the controller shall
notify, without delav . at least the supenasory
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authorities within the meaming of Article 12 Tus of this
Convention of any violation of data secunty which
may seriously inferfere with the right to the protection
of personal data.

authorities within the meaming of Article 12 his of
this Convention of any viclation of data secunty
which may sericusly inferfere with the nght to the
protection of personal data.

{a) Violation of data security which interferes
with the right to protection of personal data is
deemed to be serious when it poses a significant
risk of financial, reputational. physical ham,
significant humiliations or other harm to the
individual. When the use or disclosure of
protected health information does not include
the identifiers, such as date of birth, and zip
code, it does not compromise the security or
privacy of the protected health information.

(b} The norfication to the supervisory
authorites shall describe the consequences of,
and the measures proposed or taken by the
provider to address the violaton of the data
security,

3. Each Party shall provide that the controller
shall notify, without delay . the subseriber or
individual of any vielation of data security
which may seriously interfere with his right to
the protection of personal data.

(a}The notfication to the subscriber or
individual shall at least describe the
nature of the personal data breach and

the comtact points where more
informaton can be obtained, and shall
recommend measures to mitigate the
possible adverse effects of the vielaton

of data security.

The Explanatory Report should state that
a_reasonable delay 15 one of 7 days or
mere, nnless the Controller  seeling
addifonal fme demonstrates that such
fime 15 reasonably necessary under a
muln-factor standard.

Article 6 Processing of sensitive data

The Explanatory Report will explain that “sevious
risk™ incliudes infury fo dignity or fo physical infegrity,
"genetic data ... means all data concerning the
hereditary characteristics of an individual or
characteristics acquived during early prenatal
development, "biomenic data._.. means all data
concerning the physical, biological of physiological
characteristics of an indiidual thar allow his‘her
unique identification.

Article § Processmg of sensitive data

Comments: Dioas infury fo dignity encompass
gconomic harm to the mbjact?

Dpes this include emotional or behavioral
characterisiics. as emotional detection soffware
Exists?
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Article 8 Rights of the data subject

The controller must design data processing operations
in such a way a3 to minimise the sk of

interference with the nght to the protection of personal
data.

The Explanatory Report will also specify thar Paries
may adjust these requirements on the

basis of conypany size, volume of data processed, risks
invalved, &t

Article § Paghts of the data subject

The controller nmst design data processing
operations in such a way as to ninimise the dsk of
mterference with the nght to the protection of
personal data

Comments
The Explanatory Note should address concrete
factors for inchision info the analysis as fo
whather a risk analysis meefs approprige
standards. Perhaps consider some of the faciors
outlinad in the "Safecuards Bule” of the Granmm
Leach Bliley Aci.
Ar o minimum__such a visk_assessment should
include consideration of visks in each _relevant
area of [the finmcial instinmion 5] operations.
includmg:
a. Emplovee paining and management;
b, Information systams, imcluding network
and _soffware desien, as well as
information on processing, sforage,
ransmission, and dispasal” and
c. Detacting, preventing, and responding
fa aftacks._inirisions,_or afher sistam
failres.
For example.an institution must fivst disclose its
privacy policy to consumers and allows them fo
"opt our" of that disclomire.
Iz it legitimare to consider the cost fo benefit rafio
or the sensitvity of the data in quesfion? Ifso,
perhaps the Explanatory Note should add it as
additional exaniples.

Article @ Excephions and restmctons

.
(a) protect State secumty, public secunty. the
economic and financial imterests of the State or the
prevention and suppression of criminal offences;

Article @ Excephons and restmctions

=
{ ) protect State secumity. public secumty, the
economic and financial interests of the State or
the prevention and suppression of criminal or
tortuous offences;

Article 10 “Sanctions and remedies =

Each Party undertakes to establish appropriate
sanctions and remedies for violations of provisions
of domestic law giving effect to the basic ponciples
for data protection set out n this chapter

Art 10 Sanctions and Femedies

Each Party undertakes to establish appropriate
sanctions and remedies for violations of provisions
of domestic law giving effect to the basic
principles for data protection set out m this
chapter.

a}  Each Party shall provide for the right
of every person to a judicial remedy for
any breach of the rights gnaranteed
him by the domestic law applicable to
the processing in question.

by Each Party shall provide that any
person who has suffered damage as a
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vesult of an unlawful processing
operation or of any act incompatible
with the national provisions adepted
pursuant to this Convention is entitled
to receive appropriate compensation
from the controller for the damage
suffered.

Comments: fi may be usefid here to specify the
concept of damage in this confext. Furthermore
axtablishiment of an enforcement mechanism
towards the Parties (countries) may be advizable.

Article 12 - Transborder flows of personal data
and domestic law

4. Notwithstanding paragraphs 2 and 3 | each
Party may provide that the disclosure or making
available of data may take place without the law
applicable to the recipient ensunng. for the
purposes of this Convention, an adequate level of
protection of data subjects, 1ft a) the data

subject has siven his/her consent, after being
informed of nsks due to the absence of appropniate
safegnards, or b} the specific interests of the

data subject requaire 1t in the particular case.

or ¢} legitimate interests, in particular

mmportant public nterests, preval

Article 12 - Transborder flows of persoual data
and domestic law

4. Notwithstanding paragraphs 2 and 3 | each
Party may provide that the disclosure or making
available of dats may take place without the law
applicable to the recipient ensuring, for the
purposes of this Convention. an adequate level of
protection of data subjects, if: a) the data

subject has given his'her explicit consent, after
being informed of risks due to the absence of
appropriate safeguards. orb) the specific interests
of the data subject require it in the particular case.
of <} legitimate interests. in particudar

mnportant public mterests. prevail

Comments: Not all counmries Parny to the currant
Convention are deemed to provide adequate
protection under EU law. It shonld be cloified
how this propased arficle relates to the adaquacy
dercisions of the European Commizzion based on
ariicle 25 of Directive 95/46 (see also article 41 of
the proposed General Dara Protection Reeulation
201 2001).

Article 13 Composition of the conmmittes

A Consultative Committee shall be setup  after the
entry into foree of this Convention.

3 The Consultative Committes may, by a

decision taken by a majonity of two-thirds of its
representatives [voting] [entitled to vote], mvite an
observer to be represented at its mestings.

Arnicle 18 Composition of the commuttes

A Consultative Committee shall be setup  after
the enfry mte force of this Convention.

3 The Consultative Committee may, by a
decision taken by a majority of two-thirds of its
representatives voting. invite an observer to be
represented af its meetings.

ALTERNATIVE PROPOSALS: The Alternative Proposals are unnecessary.
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SAFRAN MORPHO

Nous sommes étonnés de constater que cette version de la derniere proposition de texte considére
les données biométriques comme des données sensibles.

Cette évolution qui étend la définition des données sensibles aux données biométriques a priori sans
prendre en compte les circonstances du traitement des données nous apparait un peu excessive.

En effet, il nous semble qu’une approche circonstanciée serait plus appropriée pour prendre en
compte les risques potentiels, plutét que considérer ces données comme sensibles par nature.
Morpho, en tant qu’acteur majeur de solutions d’identification et d’application de gestion des droits
des personnes utilisant la biométrie, craint qu’une telle posture ne conduise a déstabiliser I'industrie
européenne dans ce domaine face a la concurrence mondiale, et ne menace a terme sa pérennité.
La protection des données est au cceur de nos travaux de recherche, elle est prise en compte dans le
développement de nos produits et solutions, et nous travaillons conjointement en étroite
collaboration avec la CNIL.

Dans ce contexte, nous vous adressons de nouveau le document que nous vous avions adressé le 10
mars 2011, et souhaiterions rencontrer les personnes chargées de la rédaction du texte afin de leur
expliquer plus en détail, les raisons pour lesquelles une approche plus souple concernant
I’encadrement juridique des données biométriques serait souhaitable.

= SAFRAN

Marpho

Paris, le 10 mars 2011

REPOMSE DE MORPHO — GROUPE SAFRAN

4 la consultation du Conseil de FEurope sur la modemisation de la convention 108

Morpho (groupe Safran) est une soctété de houte technologie, acteur mafeur de Midentification, de la
détection et des documents électromgues dons le monde. Morpho est spécialisée dans les
gpplications de gestion des droits des personnes ou de flux utillsamt notamment la biométrie (n°1
mondiall, les terminoux sécurisés et la corte o puce. 5es éguipements et systémes intégrés
contribuent, dans le monde entier, & lo sdreté des transports, & lo sécurisotion des données, & lo
sécurite du citoyen et au malntien au plus hout niveou de la sdreté des Etats.

& V'occasion du 30°™ anniversaire de sa Convention 108 sur la protection des données, le Conseil de
I'Europe a lancé une consultation publigue interrogeant sur la nécessité de moderniser le texte a la
lumiére des nouveaux défis liés a la fois aux évolutions technologiques et & la mondialisation.
Morpho souhaite apporter sa contribution & cette initiative, sans pour autant répondre a 'ensemble
des guestions posées par la consultation.

Question 7 : de nouveaux principes pourraient dtre ajoutés a la Convention, commae le principe de
proportionnalité qui devrait s"appliquer a "'ensemble des opérations réalisdes sur les données, Ce
principe est également lé au principe de minimalisation des donndes gui vise i limiter la collecte
des donndes & caractére personnel au strict minimum, voire 3 y mettre un terme guand cela est

possible.
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Le principe de proportionnalité est V'un des principes clefs qul gouverne aujourd’hul la directive
eurapdenne 95/46. Ce principe qul vise A assurer un équilibre entre le traltement des donndes et la
finalité poursulvie, en dépit de ses vertus intrinségues, n'a pas permis de satisfaire aux besoins de
visibilitd et de sécurité juridigue des opérateurs dconomiques. En effet, |l repose sur une démarche
éminemment subjective qul donne lieu & des interprétations trés différentes en fonction de I"autorité
de protection des données qul 'apprécie, il se traduit dés lors par des solutions trés divergentes, ce
qul ne favorise pas une distribution industrielle adressant différents pays. Ainsi, lorsgu'elles
examinent un méme dispositif blométrique installé dans des clroonstances similaires et dans um
envirannement similaire, &la lumiére du principe de proportionnalité, les autorités de protection des
données apportent des réponses contradictolres. Cest la raison pour laguelle, | nous apparait
souhaitable que, ce principe, 'l était retenu et consacré par le texte révisant la Convention 108, soit
accompagné par des dispositions de nature objective. A titre d'exemple, la Convention révisée
pourrait encourager le recours & des procédures de labellisation/certification reposant sur des
critéres précis, que I'industriel devrait respecter pour déployer ses produits. Elle pourrait également
encourager une approche par la co-régulation visant a inciter les différentes parties prenantes
(décideurs politiques et industriels) a définir conjointement des critéres a respecter dans un secteur
donné.

= SAFRAN

Merphao
Question 11 : la définition des catégories particuliéres de données faisant I'objet d'une protection

accrue est trés large, ce qui pourrait entrainer une application excessive de cette restriction : est-
ce l'information ou son traitement qui est sensible ? Devrait-on rajouter d’autres catégories de
données, comme les numéros d'identification (nationaux) et les données biclogiques ou
biométriques 7

Le Conseil de I'Europe s'interroge sur la pertinence de réwviser la définition des = catégories
particuliéres de données » couvertes par la définition actuelle de Farticle & de la Convention 108, a
savoir les donnédes & caractére personnel révélant Forgine raciale, les opinions politigues, les
convictions religieuses ou autres convictions, les donmbes a caractére personnel relatives & la santé
ou & la vie sexuelle ou les donndes & caractére personnel concernant les condamnations pénales. Ces
donnédes ne peuvent par principe faire objet d'un traitement automatique 3 moins gue le droit
Interne ne prévoie des garanties appropriées. Alnsi, ces « catégories de données particuliéres »
pourralent elles étre étendues pour couvrir les données biométrigues. Morpho souhaite a cet égard
rappeler un certain nombre d'éléments qui montrent qu'il ne serait pas justifié de soumettre les
données biométrigues au méme régime juridigue gue les données aujourd hul visées par l'article 6.

L'empreinte digitale révéle bien moins d'informations que le nom d'un individu

Efla ne permet pas da déterminer 'arigine, I"appartenance religieuse réalle ou supposée ou I'état de
santé d'une personne. Comme nous "avions déja souligné, 'l est vral gue certabns facteurs tel gue le
vieillissement, certaines professions, certains traitements thérapeutigues, ou certaines maladies
{dysplasie) sont susceptibles d'altérer les empreintes digitales, & l'inverse, le falt gu'une empreinte
solt altérée ne permet pas de préjuger de la cause de la dégradation. De surcroit, || est plus facile
d'abtenir des Informations sur un Individu & partir de son nom gue de son empreinte digitale.
Contrairement au nom, elle ne donne aucune Indication sur 'origine ethnigue ou sur 'appartenance
a une religion réelle ou supposée, Avec un nom, il est aisé de collecter de nombreux renseignements
sur un individu sans expertise technigue particuliére ; il suffit d'effectuer une recherche sur internet.
Dés fors que les données biométrigues fournissant moins d'information sur un individu que son nom
pourguod les soumettre & un régime juridique plus contraignant ?
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La reconnaissance faciale ; le visage est une mformation publigue

5'il est incontestable qu'une photo de visage est susceptible de révéler des informations sur "arigine
raciale ou ethnigue, le visage est tout comme le nom une information publiqgue gui saurait
difficilement étre gualifiée de donnée sensible. Force est de constater que dans la pratique, les
photographies de visage susceptibles de faire 'objet d'un traitement automatique sont extrémement
répandues, en raizon de "adoption massive des apparefls photos numériques et du succés des
réseaux sociaux. Dans e méme temps, de nouvelles fonctionnalités se développent sur les sites de
partage de photos tels gue Picasa (Google), i-Photo [Apple) ou FlickR. (Yahoo) qui facilitent
I'indexation et le partage des photos. Ces applications permettent de scanner automatiguement les
photos, de détecter, reconnaitre les visages et de les tagger. Aprés avoir lancé une application de
détection des wvisages afin de classer facilement les persomnes gqui apparalssent, Facebook a
récemment annoncé une nouvelle application de reconnaissance faciale afin d'automatiser le
processus de togging dans les albums, I"application suggérera le nom des individus qu'elle aura
reconnus. e constituent ainsi des bases de données biométriques a grande échelle gul échappent

> SAFRAN

Maorpho

aux régles reIEtli:es a la protection des donnédes. Doit-on dés lors considérer que I'ensemble des
photos mises en ligne sont des donndes sensibles ? Cuels recours pourraient étre exercés alors
méme que les sarveurs des sites visés se trouvent le plus souvent en dehors de la juridiction des Etats
membres de ['Union Européenne 7 Comment le droit peut-il appréhender ces bases de donndes
biométriques & grande échells ? Seraitdl légitime et proportionné de leur accorder um régime
dérogatolre alors gue des bases de donnédes blométrigue:s plus restreintes feralent 'objat de
procédures et de contréles beavcoup plus sévéres 7 Dans uwn environnement fortement
cancurrentlel, tel que la blométrie, seralt-l justifié de favoriser les entreprises basées hors de I'Union
Européenne 7

La reconnaissance vocale :

Les opérateurs de communications électroniques (fixe, mobile, FAl) proposent aujourd’hul a leurs
utilisateurs des systémes de messagerie vocale, intégrant des fonctionnalités permettant d'identifier
Ie nom ou le numéra de "appelant, ainsi que la date et Fheure de Pappel. Les messages déposés sont
stockés, nan pas en local sur le terminal de 'utilisateur, mais sur des serveurs gérés par 'opérateur
canstituant dimportantes bases de données blométriques. En outre, les systémes de messagerie
unifiée permetient de convertlr les messages vocaux en fichiers numériques cantenant 'emprelnte
vocale du correspondant qui peut dés lors étre transférée, archivée ou convertie en fichier texte, La
facilité avec laguelle peuvent étre constituées des bases de données vocales a I'insu des personnes
daoit-elle pour autant condulre & gualifier les empreintes vocales de données sensibles ? Dolvent-glles
béneficier d'un régime juridique différent des empreintes digitales et sur quel fondement 7

Les empreintes génétigues :

Il eonvient de distinguer les donndes péndtiques au sens médical du terme, des & empreintes
génttiques » utilisées a des fins d'identification. Les premiéres permettent d'obtenir des
informations sensibles indiguant des prédispositions d'ume personne 3 certalnes maladies, elles
peuvent également permettre de déterminer "origine raciale ou ethnigue au sens de I"article 8 de la
directive 95/46/CE, elles sont donc des données sensibles. En revanche, en matiére de police
scientifique, Fempreinte génétigue utilisée 3 des fins didentification, ne permet pas de révéler
précisément certaines des données sensibles du patrimoine génétique de la personne, que ce soit de
maniére partielle ou compléte. En effet, les marqueurs utilisés sont ceux de la zone non codante de
I'ADN (e qui ne donne aucune indication sur la sanmté, ou sur les prédispositions & certaimes
maladies). S'aglssant de Forigine ethnique ou raciale, des études statistigues menées 3 la demande
de gouvernements ont permis de montrer que la fréquence de certains alléles (données) chiffrées
qul caractérisent les marqueurs) donne des indications sur la probabilité statistique d"appartenance a
une origine, mais le ralsonnement ne 'effectue que sur un seul margueur, le risque d'erreur est donc
dlevi.
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Non sewlement la biométrie n'est pas une donnde sensible mais elle peut permettre d'assurer
Fanonymat

Dans certaines situations, Futilisation de donnédes biométrigues (empreinte digitale ou iris) peut
permettre de protéger la vie privée des individus concerndes. Les donndes biométrigues
anonymisées permettent de déterminer si un individu peut se voir ou non accordé un droit sans que
son identité ne soit dévailée. Ainsl, certains établissements hospitaliers aux Etats-Unis recourent 4 la

3 SAFRAN

Maorphe

biomeétrie pmﬁr g'irer les dossiers medicaux des personnes sans domicile fixe, dans le respect de
I'anonymat. En Australie, les doses de méthadone sont distribuées, non pas sur présentation d'un
titre de santé ou d'un titre didentité mais par le recours a la biométrie. Le systéme « Methadose »
scanne 'iris des patients gui ainsi identifiés se voient distribuer de fagon automatigue la dose de
méthadone prescrite, ce qui non seulement permet d'éviter les risques erreurs liés & des
homonymies, mais également d’empécher les trafics associkés & la distribution de substance pouvant
agir commae drogue de substitution.

Question 13 : I"article 7 de la Convention porte sur la sécurité des données au sens restrictif du
terme, & savoir la protection contre la destruction accidentelle ou non autorisée, la perte
accidentelle et I'accés non autorisé, la modification ou la diffusion. La notion de sécurité devrait-
elle également inclure un droit pour les personnes concernées d'étre informées des violations de la
sécurité des données 7

Le Consell de I'Europe envisage d'introduire un droit d’étre informé des violations de sécurité pour
les individus concernés, Ce droit A linformation des violations de sécurité <'il nous apparait utile,
devrait néanmalins étre expressément justifié par la nédcessité de protéger I'identité et de limiter les
risques d'usurpation didentité. En effet, le droit & I'identité et 4 sa protection doit étre au copur des
régles gui encadrent la protection des donndes. Sans intégrité de 'identité, les autres donndes
personnelles e peuvent étre sauvepardées. La modernisation du texte devrait étre occasion de
prendre pleinement la mesure des enjeus que représente 'ldentité tant dans le monde physigue que
nufmérigue, el de son importance au regard de la protection des autres donndes personnelles.

Question 16 : Devrait-on appliquer le principe du « respect de la vie privée dés la conception »
(Privacy by Design) qui vise & prendre en compte la question ou la protection des données dés le
stade de la conception d"un produit, d'un service ou d'un systéme d'information 7

Le principe de o Privacy by Design » est aujourd’hui un principe proclamé dans de nombreuses
enceintes. Il a fait 'objet d'une résolution adopté par la 32eme conférence internationale des
autorités de protection des donndes en octobre 2010. La Commission Européenne soubalte
également le prendre en considération dans le cadre de la révision de la directive 95/46. Dans cette
perspective, il nous semble cohérent que ce principe soit également consacré par la Convention du
Canseil de MEurope.

Méanmoins, si Marpho se félicite de la reconnaissance de ce prindpe, elle considére que sa simple
consécration m'est pas suffisante. Pour étre opérationnel, ce principe doit pouvoir étre décling en
critéres concrets suffisamment précis pour garantir la sécurité juridique. L'élaboration de ces critéres
ne reléve bien évidemment pas de la compétence du Consell de 'Europe, toutefois |l nous apparait
qu'il pourrait étre soubaitable que le Conseil de I'Europe encourage le recours a des mécanismes de
labellisation ou a la certification. Cette approche complémentaire aux actions du Conseil de PEurope
permettrait de construira une liste de criteres connus par les industriels, spéafiques & un secteur
d'activité et évalués par une autorité de labellisation indépendante, Elle permettrait d’assurer une
visibilité & long terme pour les opérateurs économigues tout en apportant la conflance nécessaire
aux utllisateurs. Le concept de Privacy by Deslgn doit s traduire dans sa mise an oeuvre par des
soluthons économiguement et techniguement viables.
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3 SAFRAN

Marpho
En outre, | risgue associé au traltement de la donnée personnelle doit étre dévalué. Une approche
basée sur le risque permettrait, en effet, d'apporter des garanties nécessaires a la protection des
dannées : garanties de qualité pour les clients, pour les assureurs du point de vue de |a sécurité, tout
en parantissant que les données personnelles ne puissent étre détourndes.
Cette approche impligue de développer une méthodologie reposant sur I'évaluation du risque :

identification du périmétre du risgue, évaluation des niveaux de risques et des vulnérabilités,
élaboration de scénarios, évaluation de la probabilité de réalisation et du niveau d'impact, évaluation
des mesures de controles, mais aussi de développer et mettre en place des outils adaptés, tant du
point de vue technigue qu'économique, en réponse aux risques identifiés,

En condusion, Morpho considére que :

& |l ne serait pas justifié d"étendre la portée de la définition des donndes sensibles aux donnbes
biométrigues ;

s e concept de « Privacy by Design » daolt étre décling en critéres concrets et précls ot assurer
sufflzamment  de visibilité aux Industriels. Si Vapproche auto-régulation nous  parait
insuffisante car permettant trop de flexibilité, d'autres voies (labellisation, certification,
emeilleures techniques disponibles) deivent étre explorées plus avant. En tout état de cause
il seralt souhaitable que le risque associé au traltement soft évaloé ;

+ |e droit & I'identité et & sa protection dolt étre affirmé. Ce droit est au coeur de la protection
des données. Cette assertion dolt étre le pendant de I'obligation de notifier les viclations des
données
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University of Kassel-Germany _ (Matthias Pocs)

My impression is that the consultative committee proposed a solid and modemn text.

Please allow me to draw attention to one of the medern mmstruments invelved and an
addition to the definition of controller. Article 8bis provides for the accountability
principle including privacy impact assessment and privacy by design. In addition to my
suggestion of dlangmg wording (“impact assessment”), I would kike to stress the new
competence proposed in Article 23 of the EU Data Protection Regulation. Accordingly
the EU Commission can adopt technical standards proposed by a committee (consisting
of Member States’ experts). This amendment is noteworthy because technology design is
determined by global players and standardisation organisations mainly from the US. In
order to give weight to European values in technology design, the recogmition of
technical standards by Eurcpean legislators are crucial

Can the consultative commutiee support this ambitious approach of Eurcpean legislators
recognising certain technology design goals?

Such design goals are primarily aimed at minimising perscnal data b}r means of
anonyrmisation and pseudonymisation techmgques. Whereas anonymisation is preferable,
personal data are also necessary to the contreller. Therefore human rights protection can
also be adueved by a certain kand of pseudenymisation involving a trusted third party -
an “informational cleannghouse.” This brings me to my second suggestion. For promo-
ting such design approaches the EU Commission'’s proposal of “joint controllership™ in
Article z4 of the EU Data Protection Regulation seems to be useful. Accordingly the
origmal controllers can delegate the data protection compliance to the “Informational
clearinghouse.” This is an incentive for authorities and companies to use such minimum-
risk solutions since they would be relieved of bureaucratic duties.

Therefore I suggest to include a provision for joint controllership for which the Conven-
tion Proposal paved the way in the definition of controller (“jointly with others has the
decisionmaking power with respect to data processing ).

I am at your disposal for further comments (for elaboration of these ideas please see
publication in full text at www.matthiaspocs.de).

71



University of Oxford — Centre of Socio-Legal Studie s (CSLS)
(David Erdos - Katzenbach Research Fellow)

| am writing in relation to proposals made by thedau in relation to the
modernization of Convention 108. | would particlydike to acknowledge all the hard work
which the Bureau has obviously put in to this psscend the many important and useful
changes it now suggests. Particularly positiibésgreat expansion of scope of exemptions
specifically in favour of “scientific research” ¢ent set out as a potential new Article 9.4 and
also the specific inclusion of also wide-rangingmetions in favour of public freedom of
expression included in proposed Article 9.3.

The need for clarification of the relationship between the research and freedom of
expression provisions

My concern in writing this short submission is tesare that the relationship between
these two clauses is clarified. This is importagtause Article 9.4 only applies whehete is
obviously no risk of an infringement of the privazfythe data subjects This is a very opaque and
potentially highly restrictive phrase which as euntty included in the existing Convention
108 has encouraged Member States to adopt numestustions on the use of the research
exemption including, for example, full anonymizatiand/or licensing by the Data Protection
Authority. Whilst some of these restrictions ahd general language of Article 9.3 may be
appropriate for research intended purely for agte\benefit (e.g. certain types of commercial
research), they are not appropriate for “resedbgteicademics in the social sciences and
humanities which is intended to result in the disis&ation to the public of new knowledge
and insights. Investigatory work by academicsis airea may not be intrinsically different
from that of the preparatory work of independentevs and journalists writing on topics of
public interest. Moreover, in order to further podlly important knowledge and
understanding such work on occasion necessarily ttale covert (e.g. to unearth police
corruption), identifiable (especially in contempgraistory work) and, at least as regards
publicly accountable behaviour, may even causdeanent of warranted damage or distress
(e.g. a study uncovering the true activities oaeged genocide perpetrator). It is therefore
very important that the text of the Conventionailifig that the explanatory memorandum
makes clear that the fact that something may bigniied “research” under Article 9.3 does
not preclude it from benefiting from potentially nediberal provisions under Article 9.4 so
long as the work in question meets the tests afgoerientated towards “communication of
public information, ideas or opinions of generaénest, or for literary or artistic expression,
when such restrictions are necessary to recor@leight to private life and the freedom of
expression and information”. In this regard iaiso important the word “solely” in Article
9.4 does as exclude such a result. Given thaaytlpe so interpreted it seems that a
rephrasing here should be made

Further information

The recently organized “Threats to the Univers®ghference at the University of
Cambridge resulted in the issuing of a statemeas$sing the need to ensure that academic
work benefited on an equal basis to freedom of@sgon as others. This statement (which |
was involved in drafting) can be read here:
http://www.cpl.law.cam.ac.uk/threats_to_the_uniitgfsonference_statement regarding_dat
a_protection.pdf | am also author of a number of articles whielidhexplored in much
greater detail the case for such equal treatmeitwgtou might find useful. These are:

+ “Freedom of Expression Turned On Its Head: Acadéedaicial Research and
Journalism in the European Union’s Privacy FraméWw@orthcoming inPublic Law)
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« “Constructing the Labyrinth: The impact of datatection on the development of
‘ethical’ regulation in social sciencelnformation Communication and Socie¥gl.
15 (1), pp. 104-123 (2012))

- “Systematically Handicapped? Social ResearcherDtata Protection Framework”,
Information and Communications Technology L&wel. 20 (2), pp. 83-101 (2011)

- “Stuck in the Thicket? Social Research under it Bata Protection Principle”,
International Journal of Law and Information Techwgy, Vol. 19 (2), pp. 133-152
(2011)

Thank you very much for giving me an opportunitycemtribute to this important policy
process.
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Verband Deutscher Zeitschriftenverleger (VDZ — BDZV )

I. Vorbemerkung

Das Datenschutzrecht ist seit jeher fir wesentliche Bereiche der Pressetatigkeit relevant. Redakti-
onelle Pressefreineit ist ohne Ausnahmen vom Datenschutzrecht nicht méglich. Adressiertes Di-
rektmarketing klassischer wie digitaler Presseabonnements ist fur den Erhalt der Leserschaft un-
verzichtbar. Die Digitalisierung und die damit sinhergehenden strukturellen Herausforderungen
erfordem einen verstarkien Aushau der digitalen Angebote der Verlage.

Die deutschen Zeitschriften- und Zeitungsverleger verfolgen daher auch die Diskussionen ber die
Modemisierung der Konvention 108 mit grofem Interesse. Wichtig ist in diesem Zusammenhanag,
dass im Rahmen der Modemisierung keine Vorgahen eingefiihrt werden, die das auf europdischer
Ebene milhsam emungene Gleichgewicht zwischen den legitimen Interessen des Einzelnen und
den Kommunikationsnotwendigkeiten einer modemen Wirtschaft belasten. Hinzu kommt, dass mit
der Verdffentlichung des Hpmmissionsvorschl_:_ags fir eine EU-Datenschutzverordnung am
25.01 2012 auf europdischer Ebene gerade die Uberarbeitung des EU-Rechtsrahmens begonnen
hat. Den Ergebnissen der sich nun anschliefenden Diskussionen auf europdischer und nationaler
Ebene im Rahmen des Gesstzgebungsverfahrens sollte nicht vorgegriffen werden.

Im Zusammenhang mit der Uberarbeitung des Rechisrahmens fiir den Datenschutz sind fiir Zeit-
schrifien- und Zeitungsverizger jedoch generell die folgenden Aspekte relevant:

« Robuste Bereichsausnahme fiir die journalistische Datenverarbeitung erforderlich.
Die Anwendung der Datenschutzvorschriften auf die journalistische Datenverarbeitung
wirde eine freie redaktionelle Berichterstattung in weiten Teilen unmdglich machen. Ein
Grofteil aller Informationen Gber Politik, Wirtschaft und sonstige Gesellschaft, die eine freie
Presse frei sammeln, speichem und ausweren sowie verdffientlichen kdnnen muss, sind
personenberzogen (siehe auch . Ziffer 5).

« Direktmarketing als wesentliche Voraussetzung freier und unabh@ngiger Presse
muss weiter sachgerecht maglich bleiben. Die freie und unabhdngige Presse sowie die
Medienvielfali hdngen in hohem Malte von der Maglichkeit ab, effektiv fir Zeitschriften und
Zeitungen zu werben. Es ist daher insbesondere unabdingbar, dass die Datenverarbeitung
fir zentrale Bereiche des Direkimarketings weiterhin ohne Einwilligung, aber mit Informati-
on und Widerspruchsmaglichkeit, zuldssig bleibt (siehe II. Ziffern 1-4).

» Digitale Geschaftsmodelle diirfen nicht belastet werden. Digitale Geschaftsmodelle von
der Werbung in der digitalen Presse (ber die Bewerbung digitaler Abonnements bis hin
zum E-Commerce sind unverzichtbar. Die Uberarbeitung der Datenschutzrichtlinie darf da-
her nicht dazu fihren, die Nuizung und weitere Entwicklung solcher Geschaftsmodelle un-
verhdltnismatig zu beeintrachtigen oder unmdéglich zu machen (siehe Il. Ziffern 1 —4).

Il. Konkrete Aspekte bezogen auf den Entwurf fiir die Modernisierung der Konvention 108
vom 5. Marz 2012

1. Definition of ,personal data® (Art. 2 a). Die Definition von  personal data®™ soll nach dem wvor-
liegenden Entwurf unverandert bleiben. Der Explanatory Report soll jedoch unter anderem um die
Aussage erganzt werden, “identifiable” does not only refer to the individual's civil identity but also
and foremost to what allows to “individualise® one person amongst others™. Dies fihn letztendlich
dazu, dass die Menge der als personenbezogene Daten angesehenen Informationen ein nicht
mehr dberschaubares Malt ereicht. Denn durch Betonung der Mdglichkeit der Individualisierung
konnten wesentlich mehr Daten als bisher als personenhezogen angesehen werden.
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Diese Konsequenz wird auch nicht dadurch ausgeschlossen, dass in dem Explanatory Report
eingegrenzt werden soll, .an individual is not considered “identifiable” if identification reguires un-
reascnable time and effort for a person who would be informed of it". Nicht ndher definiert wird
zundchst, unter welchen Yoraussetzungen von unreasonable time and effort” ausgegangen wer-
den kann. Hinzu kommt, dass selbst, wenn man diese Einschrankung weit interpretiert, noch im-
mer eine erhebliche Anzahl an Informationen als personal data® eingestuft werden kénnten.

Der somit mdgliche weite Anwendungshersich und die damit einhergehenden Pflichten fir die
Verarbeitung der entsprechenden Informationen fihren fir Untemehmen zu einem nicht mehr
(herschaubaren Aufwand. Angesichts der moglicherweise betroffenen unterschiedlichen Katego-
rien von Daten, von denen viele nach geliender Rechislage wohl nicht als personenbezogen ange-
sehen wirden, ist dieser Aufwand in vielen Fallen wohl auch mangels Schutzbedlrftigkeit aus
Verbraucherschutzgesichtspunkten nicht gerechifertigt. Die zitierte Erganzung des Explanatory
Reports solite daher wieder gestrichen werden.

2. Legitimacy of data processing and quality of data (Art. 5). In dem Entwurf flir einen neusn
Abs. 2 des Art. 5 ist bestimmit, ,Each Party shall provide that data processing can be camied out
only if a) the data subject has freely given hisfher specific and informed consent, or b) it is provided
for by domestic law for an ovemiding legitimate interest or is necessary to comply with legal obliga-
fions or contractual ohligations binding the subject®. Durch diese Vorgaben kinnten zahlreiche der
nach heutiger Rechtslage méglichen und wichtigen Datenverarbeitungsprozesse erheblich belas-
tet, wenn nicht sogar unmaglich gemacht werden.

Dies gilt zum einen, als in dem heute makgeblichen Art. 7 der Richilinie 95/46/EG sechs Altemnati-
ven festgelegt sind, von denen eine erfilit sein muss, damit die Datenverarbeitung zulassig ist.
Dias ist auch sachgerecht, da dadurch dem Umstand Rechnung getragen werden kann, dass es
viele unterschiedliche Situationen gibt, in denen Daten legitimerweise verarbeitet werden missen.
Mach dem vorliegenden Yorschiag soll es jedoch nur noch vier Altermativen geben.

Zum anderen |dsst sich nicht ausschliellen, dass die Moglichkeiten der Datenverarbeitung zur Ver-
falgung legitimer Interessen des Verarbeitenden und Dntter ohne vorherige Einwilligung, aber mit
Information und der Maglichkeit zum Widerspruch, weiter eingeschrankt werden (derzeit zulassig
gemalt Ar.Y f) der Richilinie 95/M46/EG). Denn festgelegt wird, dass die Zuldssigkeit der entspre-

chenden Datenverarbeitung im nationalen Recht festgelegt werden soll. Hierbel muss man benick-
sichtigen, dass die Uberarbeitung des EUU-Rechtsrahmens fiir den Datenschutz gerade darauf ab-
Zielt, ein europaweit einheitliches Recht zu schaffen, und in eine Verordnung minden soll. Mach
dem Entwurf der ElU-Kommission werden die Bedingungen fur die zuldssige Datenverarbeitung
daher direkt in der Verordnung festgelegt, ohne dass noch eine Umsetzung in nationales Recht
erforderlich wére. Sichergestellt werden muss daher, dass durch eine entsprechende Uberarbei-
tung des europdischen Datenschutzrahmens diese “orschrift nicht ausgehdhit  wird.
Sachgerechierweise solite daher diese Vorgabe um die Moglichkeit ergdnzt werden, dass die ent-
sprechende Festlegung auch in europdischem Recht erfolgen kann.

Ausgefihrt wird zudem, der Explanatory Report _will explain the meaning of ovemiding legitimate
interest {including by taking the examples of Section 7 of the Directive 96/46/EC) and that consent
may be withdrawn®. Richtigerweise sollten zwar die bisher in Art. 7 der Richtlinie aufgefihrien Al-
termativen der zuldssigen Datenverarbeitung weiter gelten. Sinnvollerweise sollten diese Altermnati-
ven jedoch bereits im Konventionstext selbst aufgefihrt werden.

Bei etwaigen Uberlegungen zur Anderung der geltenden Rechtslage muss in jedem Fall sicher
gesielit werden, dass die Moglichkeiten der effektiven Leserwerbung filr die Presse nichi weiter
eingeschrankt werden. Es ist daher inshesondere unabdingbar, dass die Datenverarbeitung fir
zenfrale Bergiche des Direktmarketings weiterhin ohne Einwilligung, aber mit Information und Wi-
derspruchsmoglichkeit, maglich bleibt. Dies ist fur die Presse wie flr viele andere Branchen eine
wichtige, und teilweise sogar die einzige, Mdglichkeit, mit ihren Kunden in Kontakt zu treten oder
neue Kunden zu gewinnen. Das qgilt besonders fir kleine und mittelstdndische Untermehmen, die
sich keine Postwurfsendungen oder Werbung in den Massenmedien leisten kinnen.
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In Deutschiand hdngen bis zu 20% der Abonnementauflage vieler feitungen und Zeitschrif-
ten von adressierfemn Direkimarketing ohne vorhernige Einwiligung an Fremdadressen ab.
Fir das Segment lokafer und regionaler Zeitungen haben aktuelle Befragungen sogar er-
gehen, dass Werbebriefe an Fremdadressen bis zu 30 % der befristeten Abonnements und
bis zir 20 % der nevgewonnenen unbefmsfeten Abonnements generneren. Dieses Bild wird
avch durch die Effahrungen aws anderen europaischen Landern bestdtigt, in denen der
enfsprechends Antell der Auffage sogar teifweise dber 40 % ausmacht

Bei der Fachpresse machf der Abo-Anted regelmdflig nur einen kieinen Teil der Aufiage
aus. Der graffe Tell der Aufiage (teilweise bis ca. 90 %) wird kostenlos im sog. Frei- und
Wechselversand auf der Basis spezieller Adresslisten an die jeweils relevante Zielgruppe
(Zum Beispiel Maschinenbauer, Backer oder Architekfen) versandt.

3. Transparency of processing (Art. 7 bis). Die geltenden Informationspflichten wurden gegen-
(ber dem geltenden Text erweitert. Sichergestelit werden muss jedoch, dass diese auch praktika-
bel sind. Dies gilt zundchst etwa fiur die Information Gber mogliche Empfanger der Daten. Hier
muss es maglich sein, dass diese Information auch generalisierend erfolgen kann. Richtigerweise
wird daher auch im Explanatory Report darauf hingewiesen, the information regarding the
recipients may also refer {o categories of recipients”. Dieser Hinweis sollte daher auch in den end-
giiliigen Text dbemommen werden.

Hinzu kommt, dass es fir Unternehmen nicht rechissicher ersichilich ist, welche Informationen zur
Verfligung gestellt werden missen. Denn diese umfassen nach der Vorschrift auch any other in-

formation necessary to ensure a fair data processing”. In dem Explanatory Report soll zwar ndher
spezifiziert werden, _any information necessary to ensure a fair data processing” notably includes
information on transfer o other coundries”. Die Einschrinkung durch “notably” weist jedoch darauf
hin, dass dieses Beispiel nicht abschliefiend gemeint ist. Die in Abs. 2 enthaltene Abwagungsklau-
sel vermag diese Problematik ebenfalls nicht abzumildermn. Denn bestimmit ist dort lediglich be-
stimmi, dass diese Informationen nicht zur Yerfiigung gestellt werden missen, wenn _this proves
to be impossible or involves disproportionate efforts®. Micht naher ausgefihrt wird jedoch, wann
diese Bedingung erfillt ist.

Benicksichtigt werden muss im Zusammenhang mit der Festlegung von Informationspflichten aher
auch, dass diese Informationsverpflichtungen auf allen Kommunikationswegen sinnvoll verwirklicht
werden kénnen missen. Es muss sichergestelit werden, dass nicht durch die Festlegung von In-
formationspflichten traditionelle und hewdhrte Kommunikationswege (Z. B. beim Direktmarketing
fur Zeitschnften und Zeitungen die Bestellkarte oder der Werbebrief) nicht mehr genutzt werden
kdnnen, da sich bei diesen die Fille an geforderten Informationen einfach nicht mehr angemessen
erfillen [&sst.

Unklar ist nach der jetzigen Fassung des Entwurfes aullerdem, wann die entsprechenden Informa-
ficnen zur Verfugung gestellt werden missen. Dies ist jedoch ein entscheidendes Kriterium fir die
Beurtzilung der Praktikabilitdt der entsprechenden Verpflichtung. Ausgefiihrt ist hierzu lediglich,
dass der Explanatory Report dies spezifiziersn wird. Dies reicht jedoch nicht aus, um eine ab-
schliefiende Beurtellung zu ermaglichen.

4, Rights of the data subject (Art. 8)

Auch die erweiterten Vaorschriften zu den Rechten des Einzelnen bergen die Gefahr weiterer Be-
lastungen fiir Verlage.

a) Auskunftsrecht (Art. 8 a und b). Bestimmt ist in Art. 8 3), dass der Einzelne das Recht haben
soll, zu erfahren _at resonable intervals and without excessive delay or expense confirmation or
whether personal data relating to him/her are being processed or not, the communication of such
data in an intelligible form and all available information on the origin of the data and any other in-
formation that the condroller is required to provide to ensure the fransparency of processing in ac-
cordance with Aricle This".

76



Die Verpflichtung, dem Einzelnen in angemessenen Intervallen die entsprechenden Informationen
zukommen zu lassen, ist nicht nur zu unbestimmi, sondem auch zu weitgehend. Zunachst wird
nicht ndher erdutert, was unfer _reasonable intervals® zu verstehen ist. Fir das einzelne Unter-
nehmen ist damit nicht rechtssicher ersichtlich, in welchen Zeitabsta3nden er dieser Verpflichtung
nachkommen muss. Hinzu kommt, dass diese Verpflichtung unabhangig von dem gewahlten Inter-
vall zu einem erheblichen Aufwand fur Untemehmen fihrt und in vielen Fallen auch von dem Ein-
zelnen (berhaupt nicht gewilnscht sein mag. Sachgerechierweise sollte diese Auskunit daher le-
diglich auf Anfrage erfolgen.

In Art. 8 b) ist weiter bestimmt, dass der Einzelne auch das Recht haben soll, *to obtain knowledge
of the logic involved in the data processing in the case of an automated decision”. Abgesehen da-
von, dass diese Verpflichtung aufgrund des weiten Anwendungsbereich (siehe hierzu auch unter
b)) wohl zu einem nicht mehr Uberschaubaren Aufwand fur Untermehmen filhrt, durften in zahlrei-

chen Fallen von dieser Ausnahme auch Geschafisgeheimnisse betroffen ssin. Richtigenweise wird
daher auch in dem Explanatory Report darauf hingewiesen, “the knowledge of the logic involved in
the processing cannot be detrimental to legally protected secrets”. Dies sollte auch in den endgil-
figen Text ibemommen werden.

b) Decision based on automated data processing (Art. 8 e). Festgelegt wird in Art. 8 &) das
Recht des Einzelnen, _not to be subject to a decision significantly affecting himfher or producing
legal effects conceming him'her, based solely on the grounds of an automated processing of data
without having the right to express hisfher views™. Aufgrund dieser weiten Formulisrung birgt diese
Vorschrift die Gefahr, traditionelle und bewéhrte Geschaftsmodelle deutlich zu helasten bzw. sogar
unmaglich zu machen.

Aufgrund der generalklauselartigen Formulierung des Art. 8 e) I13sst sich nicht abschlielend abse-
hen, welche Datenverarbeitungsmatnahmen konkret darunter fallen. Nicht definiert wird insheson-
dere, wann eine .decision significantly affecting him/her® vorliegt. Unklar ist aulierdem, unter wel-
chen YVoraussetzungen von einer solely on the grounds of an automated processing of data® ba-
sierenden Malknahme ausgegangen werden muss. Dies gilt inshesondere fir die Falle, in denen
die entsprechende Datenverarbeitung zwar automatisiert, aber auf der Basis zuvor durch eine Per-
son festgelegter Kriterien erfolgt.

Es I3sst sich daher nicht ausschliellen, dass darunter auch zahlreiche Datenverarbeitungsprozes-
se fallen, die fir Verlage essentiell sind, wie etwa Malnahmen im Rahmen der Kundenbindung
oder sog. interessenbasierte Werbung, die als eine wichtige Werbeform im Online-Bereich zur Fi-
nanzierung digitaler Yeragsangehote relevant sein kann.

Diese YVorschriften kénnten aufgrund der weiteren Formulierung sogar fir Datenverarbeitungspro-
resse gelten, bei denen keine ldentifizierung einer bestimmten Person erfolgt, wie die Erstellung
pseudonymisierter Nutzungsprofile zu dem Zweck, die Bestimmung des Betroffenen auszuschlie-
fen oder wesentlich zu erschweren.

5. Exceptions and restrictions (Article 9). In Art. 9 Abs. 1 ist bestimmt, *no exception to the pro-
visions of this Convention shall be allowed, except to the provisions of Article 5.3, 6, 7.2, This and
8 when such derogation is provided for by law and constitutes a necessany measure in a democrat-
ic society to [...] b) protect the data subject or the rights and freedom of others, notably freedom of
expression and information”.

Die Ausnahme geht nicht weit genug und wiirde die geftenden Schutzstandards fur die journalisti-
sche Datenverarbeitung erheblich einschranken. Fir die redaktionelle Pressefreiheit ist eine robus-
fe Bereichsausnahme von den Datenschutzvorschriften unumgdnglich. Diese muss technologie-
neutral alle Verbreitungswege und Medientypen und jede mit der Pressetitigkeit einhergehende
Datenverarbeitung von der Beschaffung der Information und ihrer Archivierung im Redaktionsar-
chiv bis hin zur Verbreitung der ferigen Artikel und Publikationen — auch in digitaler Form — umfas-
sen. Die Anwendung der Datenschutzvorschrifien auf die journalistische Datenverarbeitung wiirde
eine freie redaktionelle Berichterstatiung in weiten Teilen unmoglich machen. Ein Grofteil aller
Informationen dber Politik, Wirischaft und sonstige Gesellschaft, die eine freie Presse frei sam-
meln, speichern und auswerien sowie verdffentlichen kénnen muss, sind personenbezogen.
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Eine entsprechende der Ausnahmen bedeutet im Ubrigen nicht, dass die entsprechenden journa-
listischen Aktivitaten in einem recph‘reien Raum stattfinden. Diese kinnen vielmehr weiterhin durch
das jeweilige nationale Medien-, Auferungs- und Persdnlichkeitsrecht geregelt werden.

Die Ausnahme muss daher zumindest die Artikel 4-8, 10-21 vollstdndig umfassen, um ein ver-
gleichbares Schuizniveau wie bisher sicher zu stellen. Auch die Vorgabe, dass es sich beil den
entsprechenden Ausnahmen um ,a necessary measure” handein muss, erdfinet einen weiten Er-
messenspielraum und birgt die Gefahr weiterer Einschrankungen. Daran andert auch der Umstand
nichts, dass im Explanatory Report spezifiziert werden soll, this provision concems data pro-
cessing carried out solely for communication information to the public, ideas or opinions of general
interest, or for literary or artistic expression.” Diese Einschrankung sollte daher gestrichen werden.
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