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Guidelines

of the Committee of Ministers  
to member States 
on electronic evidence in civil and 
administrative proceedings

(Adopted by the Committee of Ministers on 30 January 2019 

at the 1335th meeting of the Ministers’ Deputies)

The Committee of Ministers,

Considering that the aim of the Council of Europe is to achieve a greater 

unity between the member States, in particular by promoting the adoption 

of common rules in legal matters;

Considering the necessity of providing practical guidance for the handling of 

electronic evidence in civil and administrative proceedings to courts and other 

competent authorities with adjudicative functions; professionals, including 

legal practitioners; and parties to proceedings;

Considering that these guidelines seek to provide a common framework 

rather than a harmonisation of the national legislation of the member States;

Considering the need to respect the diversity in the legal systems of the 

member States;

Acknowledging the progress made in the member States towards the digitisa-

tion of their justice systems;

Noting, nonetheless, obstacles to the effective management of electronic 

evidence within justice systems, such as the lack of common standards and 

the diversity and complexity of evidence-taking procedures;

Highlighting the need to facilitate the use of electronic evidence within legal 

systems and in court practices;

Recognising the need for member States to examine current deficiencies in the 

use of electronic evidence and to identify the areas where electronic evidence 

principles and practices could be introduced or improved;
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Noting that the aim of these guidelines is to provide practical solutions to the 

existing deficiencies in law and practice,

Adopts the following guidelines to serve as a practical tool for the member 

States, to assist them in adapting the operation of their judicial and other 

dispute-resolution mechanisms to address issues arising in relation to elec-

tronic evidence in civil and administrative proceedings, and invites them to 

disseminate these guidelines widely with a view to their implementation by 

those responsible for, or otherwise handling, electronic evidence.

Purpose and scope

The guidelines deal with:

– oral evidence taken by a remote link;

– use of electronic evidence;

– collection, seizure and transmission of evidence;

– relevance; 

– reliability;

– storage and preservation;

– archiving;

– awareness-raising, review, training and education.

The guidelines are not to be interpreted as prescribing a specific probative 

value for certain types of electronic evidence and are to be applied only insofar 

as they are not in conflict with national legislation.

The guidelines aim to facilitate the use and management of electronic evidence 

within legal systems and in court practices.

Definitions

For the purposes of these guidelines:

Electronic evidence

“Electronic evidence” means any evidence derived from data contained in 

or produced by any device, the functioning of which depends on a software 

program or data stored on or transmitted over a computer system or network.
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Metadata

“Metadata” refers to electronic information about other electronic data, which 

may reveal the identification, origin or history of the evidence, as well as 

relevant dates and times.

Trust service

“Trust service” means an electronic service which consists of: 

a. the creation, verification and validation of electronic signatures, electronic 

seals or electronic time stamps, electronic registered delivery services 

and certificates related to those services; or 

b. the creation, verification and validation of certificates for website 

authentication; or 

c. the preservation of electronic signatures, seals or certificates related to 

those services.

Court

The term “court” includes any competent authority with adjudicative functions 

in the performance of which it handles electronic evidence.

Fundamental principles

It is for courts to decide on the potential probative value of electronic evidence 

in accordance with national law.

Electronic evidence should be evaluated in the same way as other types of 

evidence, in particular regarding its admissibility, authenticity, accuracy and 

integrity.

The treatment of electronic evidence should not be disadvantageous to the 

parties or give unfair advantage to one of them.

Guidelines

Oral evidence taken by remote link

1. Oral evidence can be taken remotely, using technical devices, if the 

nature of the evidence so permits.
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2. When deciding whether oral evidence can be taken remotely, the courts 

should consider, in particular, the following factors:

– the significance of the evidence; 

– the status of the person giving evidence; 

– the security and integrity of the video link through which the evidence 

is to be transmitted; 

– costs and difficulties of bringing the relevant person to court.

3. When taking evidence remotely, it is necessary to ensure that: 

a. the transmission of the oral evidence can be seen and heard by those 

involved in the proceedings and by members of the public where the 

proceedings are held in public; and

b. the person being heard from a remote location is able to see and hear the 

proceedings to the extent necessary to ensure that they are conducted 

fairly and effectively.

4. The procedure and technologies applied to the taking of evidence from 

a remote location should not compromise the admissibility of such evidence 

and the ability of the court to establish the identity of the persons concerned.

5. Irrespective of whether evidence is transmitted via a private or a public 

connection, the quality of the videoconference should be ensured and the 

video signal encrypted to protect against interception.

Use of electronic evidence

6. Courts should not refuse electronic evidence and should not deny its 

legal effect only because it is collected and/or submitted in an electronic form.

7. In principle, courts should not deny the legal effect of electronic evidence 

only because it lacks an advanced, qualified or similarly secured electronic 

signature.

8. Courts should be aware of the probative value of metadata and of the 

potential consequences of not using it.

9. Parties should be permitted to submit electronic evidence in its original 

electronic format, without the need to supply printouts.
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Collection, seizure and transmission

10. Electronic evidence should be collected in an appropriate and secure man-

ner, and submitted to the courts using reliable services, such as trust services.

11. Having regard to the higher risk of the potential destruction or loss of 

electronic evidence compared to non-electronic evidence, member States 

should establish procedures for the secure seizure and collection of electronic 

evidence.

12. Courts should be aware of the specific issues that arise when dealing 

with the seizure and collection of electronic evidence abroad, including in 

cross-border cases.

13. Courts should co-operate in the cross-border taking of evidence. The 

court receiving the request should inform the requesting court of all the 

conditions, including restrictions, under which evidence can be taken by the 

requested court.

14. Electronic evidence should be collected, structured and managed in 

a manner that facilitates its transmission to other courts, in particular to an 

appellate court.

15. Transmission of electronic evidence by electronic means should be 

encouraged and facilitated in order to improve efficiency in court proceedings.

16. Systems and devices used for transmitting electronic evidence should 

be capable of maintaining its integrity.

Relevance

17. Courts should engage in the active management of electronic evidence 

in order, in particular, to avoid excessive or speculative provision of, or demand 

for, electronic evidence.

18. Courts may require the analysis of electronic evidence by experts, espe-

cially when complex evidentiary issues are raised or where manipulation of 

electronic evidence is alleged. Courts should decide whether such persons 

have sufficient expertise in the matter.

Reliability

19. As regards reliability, courts should consider all relevant factors concern-

ing the source and authenticity of the electronic evidence.
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20. Courts should be aware of the value of trust services in establishing the 

reliability of electronic evidence.

21. As far as a national legal system permits, and subject to the court’s discre-

tion, electronic data should be accepted as evidence unless the authenticity 

of such data is challenged by one of the parties.

22. As far as a national legal system permits, and subject to the court’s discre-

tion, the reliability of the electronic data should be presumed, provided that 

the identity of the signatory can be validated and the integrity of the data 

secured, unless and until there are reasonable doubts to the contrary.

23. Where applicable law provides special protection for categories of vul-

nerable persons that law should have precedence over these guidelines.

24. As far as a national legal system so provides, where a public authority 

transmits electronic evidence independently of the parties, such evidence is 

conclusive as to its content, unless and until proved to the contrary.

Storage and preservation

25. Electronic evidence should be stored in a manner that preserves read-

ability, accessibility, integrity, authenticity, reliability and, where applicable, 

confidentiality and privacy.

26. Electronic evidence should be stored with standardised metadata so 

that the context of its creation is clear.

27. The readability and accessibility of stored electronic evidence should 

be guaranteed over time, taking into account the evolution of information 

technology.

Archiving

28. Courts should archive electronic evidence in accordance with national 

law. Electronic archives should meet all safety requirements and guarantee 

the integrity, authenticity, confidentiality and quality of the data, as well as 

respect for privacy.

29. The archiving of electronic evidence should be carried out by qualified 

specialists.

30. Data should be migrated to new storage media when necessary in order 

to preserve accessibility to electronic evidence.
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Awareness-raising, review, training and education

31. Member States should promote awareness of the benefits and value of 

electronic evidence in civil and administrative proceedings.

32. Member States should keep technical standards related to electronic 

evidence under review.

33. All professionals dealing with electronic evidence should have access 

to the necessary interdisciplinary training on how to handle such evidence.

34. Judges and legal practitioners should be aware of the evolution of infor-

mation technologies which may affect the availability and value of electronic 

evidence.

35. Legal education should include modules on electronic evidence.
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Explanatory 
memorandum

General comments

Why do we need a new instrument?

1. Courts are being increasingly called upon to handle electronic evidence 

or to authorise the production of electronic data by parties and other persons 

involved in civil or administrative proceedings.

2. To date, there are few standards for electronic evidence at international, 

European or national levels. Significant deficiencies remain in the law and 

practice concerning electronic evidence.

3. The purpose of these guidelines on electronic evidence is not to estab-

lish binding legal standards, but rather to serve as a practical tool for Council 

of Europe member States when adapting the operation of their judicial and 

other dispute-resolution mechanisms to address issues arising in relation to 

electronic evidence. In this respect, the guidelines are intended to strengthen 

the efficiency and quality of justice.

4. Electronic evidence differs in many respects from other types of evidence, 

and courts and other competent authorities with adjudicative functions are 

faced with specific challenges when dealing with this evidence. These chal-

lenges underline the need to enhance knowledge about electronic evidence 

and to improve how it is handled in civil and administrative proceedings.

Working method and the drafting process

5. The issue of electronic evidence falls within the competence of the 

European Committee on Legal Co-operation (CDCJ) which is the Council of 

Europe intergovernmental body responsible for the Organisation’s standard-

setting activities in the field of public and private law, including civil and 

administrative law.
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6. The guidelines were drawn up by a drafting group of CDCJ members 

and designated experts and are based on the proposals they made during the 

group meetings held in 2018. These meetings also involved relevant Council 

of Europe bodies with expertise and responsibilities in this field.

7. The drafting group took into consideration experience arising from the 

operation of electronic justice mechanisms existing in member States.

Examples from member States

– The electronic justice system – Lietuvos teismų informacinė sistema (LITEKO) – 

set up in Lithuania in 2004 reduces the number of paper files by allowing the 

parties to the proceedings to submit all procedural documents and monitor 

the progress of the case online.

– E-commercial and e-land registers and an integrated case-tracking system 

(eSpis) are under development in Croatia. eSpis will facilitate communication 

between parties to court proceedings and the court.

Structure and content

8. The guidelines are not only a declaration of principles. They also aim to 

provide practical advice.

Preamble

9. The preamble explains that the guidelines are to be applied only insofar 

as they do not contradict national legislation and that they are a non-binding 

instrument. They do not seek to harmonise the national legislation of the 

member States. The guidelines are not to be interpreted as prescribing a 

specific legal value for certain forms of electronic evidence. They are intended 

to be general enough to accommodate differences in the legal systems of the 

member States whose diversity is fully acknowledged.

Purpose and scope

10. The guidelines aim to ensure that specific challenges relating to electronic 

evidence are addressed, such as the potential probative value of metadata; 

the ease with which electronic evidence can be manipulated, distorted or 

erased; and the involvement of a third party (including trust service providers) 

in the collection and seizure of electronic evidence. The guidelines apply to 

the resolution of disputes in both civil and administrative proceedings.
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Example from a member State

In Slovakia, administrative bodies are open to receiving electronic evidence based 

on the general rule that anything that has evidentiary value for the purpose of 

determining the actual state of affairs may be submitted as evidence, as long 

as such evidence is not obtained in violation of the law.

Definitions

Electronic evidence

11. The guidelines use a broad definition of “electronic evidence” (also known 

as “digital evidence”). It may take the form of text, video, photographs or audio 

recordings. Data may originate from different carriers or access methods, such 

as mobile phones, webpages, onboard computers or GPS recorders, including 

data stored in a storage space outside the party’s own control. Electronic mes-

sages (e-mail) are a typical example of electronic evidence, as they originate 

from an electronic device (computer or computer-like device) and include 

relevant metadata (see the definition of “metadata” below).

Metadata

12. “Metadata” means data about other data, and is sometimes referred to 

as the “digital fingerprint” of electronic evidence. It may include important 

evidentiary data, such as the date and time of creation or modification of a 

file or document, or the author and the date and time when the data was sent. 

Metadata is usually not directly accessible. 

Trust service

13. Trust services play a critical role in the identification, authentication and 

security of online transactions. The guidelines adopt the definition of “trust 

service” formulated in Article 3.16 of the Regulation (EU) No 910/2014 of the 

European Parliament and Council of 23 July 2014 on electronic identification 

and trust services for electronic transactions in the internal market (the eIDAS 

Regulation). In the guidelines, reference is also made to specific trust services 

related to “simple”, “advanced” or “qualified” electronic signatures and certifi-

cates, which implies the possible application of other definitions adopted in 

the eIDAS Regulation.
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Court

14. A broad definition of “court” is used in order to cover all authorities 

which are competent to adjudicate legal disputes between parties to civil 

and administrative proceedings, such as courts, tribunals and administrative 

bodies.

Fundamental principles

15. The first principle explains that although the role of experts in the 

evaluation of electronic evidence is important, it is ultimately for the courts to 

decide on the potential probative value of this type of evidence. In doing so, 

courts may be bound by applicable law presumptions (for example, providing 

specific probative value for certain types of electronic evidence).

16. The second principle underlines that electronic evidence should be 

neither discriminated against nor privileged over other types of evidence. 

In this respect, courts should also adopt a neutral approach to technology. 

This means that any technology that proves the authenticity, accuracy and 

integrity of data should be accepted. 

European Court of Human Rights case law

“While Article 6 of the Convention guarantees the right to a fair hearing, it does 

not lay down any rules on the admissibility of evidence or the way it should be 

assessed, which are therefore primarily matters for regulation by national law 

and the national courts.” (see García Ruiz v. Spain, No. 30544/96, paragraph 28)

17. The third principle refers to the equality of arms and equal treatment 

of the parties to proceedings with regard to electronic evidence. Treatment 

of electronic evidence should not be disadvantageous to parties to civil or 

administrative proceedings. For example, a party should not be deprived of 

the possibility to challenge the authenticity of electronic evidence; or if a court 

only allows a party to submit electronic evidence in printout format, this party 

should not be deprived of the opportunity to submit relevant metadata to 

prove the reliability of the printout.

European Court of Human Rights case law

“[T]he principle of the equality of arms … implies that each party must be 

afforded a reasonable opportunity to present his case – including his evidence 

– under conditions that do not place him at a substantial disadvantage vis-à-vis 

his opponent.” (see Letinčić v. Croatia, No. 7183/11, paragraph 48).
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Guidelines

Oral evidence taken by remote link

18. Oral evidence taken by remote link is considered as electronic evidence 

for the purpose of these guidelines (see the definition of “electronic evidence” 

above). This section of the guidelines does not, however, cover pre-recorded 

oral evidence. It relates to oral evidence in the form of videoconferencing 

(transmission of synchronised image and sound in real time). Not all oral 

evidence can be taken by remote link. Attention must be given to the tech-

nical devices used to transmit oral evidence. It may be carried out remotely 

using analogue or digital technical devices enabling telecommunication 

transmission, in particular real-time, two-way communication allowing for the 

transmission of image and sound. If the testimony requires confidentiality, it 

may be necessary to apply measures or technical solutions to restrict access 

to the intelligible form of the secure communication to authorised persons 

only. Devices that ensure the integrity of telecommunications will provide the 

court and the parties an adequate and proper opportunity to challenge and 

question the “remote” witness.

Examples of regulations from the EU and a member State 

– Article 10.4 of the Council Regulation (EC) No 1206/2001 of 28 May 2001 

on co-operation between the courts of the member States in the taking of 

evidence in civil or commercial matters provides that the requesting court 

may ask the requested court to use communication technologies to take 

evidence, in particular by using videoconference and teleconference.

– Article 803 of the Lithuanian Code of Civil Procedure provides the possibility 

for the courts of the Republic of Lithuania to request a foreign court to use 

communication technologies (such as videoconferencing) to take evidence.

19. The decisive factors for whether oral evidence is taken by remote link 

are economic considerations (for example, reduction of the costs involved), 

practical difficulties (such as illness or disability of a witness) and procedural 

efficiency efforts to avoid excessive length of proceedings. If a person resides 

in a different country, it may be more appropriate to question him or her 

remotely. The same principle relates to a group of witnesses whose place of 

residence is distant from the judicial district of the court hearing the case. If a 

person is a key witness it may be more appropriate to question him or her in 

court. Other factors to be considered by the courts include participation and 

costs of translators for the hearing. It is important that judges, professionals, 

including legal practitioners, and court staff are aware of possible differences 
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between in-person testimony and remote testimony. For example, it is not 

as easy to observe and interpret the demeanour of witnesses during remote 

testimony.

20. These guidelines require that attention is paid to the process whereby 

the remote testimony is given. It is important to ensure that the technology 

used makes it possible to ask questions while the witness is giving testimony 

(if the rules of procedure so provide), particularly when the evidence is of 

fundamental importance for the resolution of the case. This requirement 

cannot be met when transmission is distorted due to weak connectivity or if 

access to the technical means is limited for the parties. This may give unfair 

advantage to one of the parties. As far as it is technically possible, the remote 

evidence should be taken in the same way as it is taken inside the court.

21. The methods used should properly secure image or sound transmission 

against loss, distortion or unauthorised disclosure. The court may verify the 

identity of the person giving testimony by requiring him or her to present 

an appropriate document, such as a valid identity card, passport or driving 

license.

22. All available systems of communication, both public and private, should 

ensure at minimum the quality of the videoconference and encryption of the 

video signal in order to protect against interception. It is possible to receive 

evidence via a private connection, if the national law permits, provided the 

solutions used offer enough technical security and respect procedural safe-

guards. A private connection in this context means a communication system 

that is not an official, governmental system specifically created for taking 

evidence in court.

Use of electronic evidence

23. Courts should be aware of the importance of electronic data being submit-

ted by the parties as evidence in its original format. If a printout of electronic 

evidence is filed, the court may order, at the request of a party or on its own 

initiative, provision of the original of the electronic evidence by the relevant 

person. Geolocation data is an example of evidence that may have significant 

importance for resolving an issue, provided it is presented in original format. 

Most jurisdictions around the world have already expressly provided in their 

law for the use of electronic evidence in legal proceedings. Examples of such 

provisions can be found in the eIDAS Regulation. 
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Examples

The Supreme Court of Croatia (case No. I Kž 696/04-7) confirmed that SMS mes-

sages could be used as evidence in the proceedings as they were a source of 

information equal to any other written content stored on other media.

Example of technology to be specifically used for securing evidence: blockchain:

Blockchain is an emerging technology which has the potential to provide 

increased trust and security in electronic evidence. It can be defined as a dis-

tributed ledger that refers to the list of records (blocks) which are linked and 

secured using cryptography and are recorded in a decentralised peer-to-peer 

network. By design, a blockchain is inherently resistant to modification of the 

data. Once recorded, the data in any given block cannot be altered retroactively 

without the alteration of all subsequent blocks, which requires the agreement of 

the network majority. This makes blockchain suitable for evidencing purposes.

In the USA, § 1913 of the Vermont Rules of Evidence reads: “(1) A digital record 

electronically registered in a blockchain shall be self-authenticating pursuant 

to Vermont Rule of Evidence 902, if it is accompanied by a written declaration 

of a qualified person, made under oath, stating the qualification of the person 

to make the certification and: (a) the date and time the record entered the 

blockchain; (b) the date and time the record was received from the blockchain; 

(c) that the record was maintained in the blockchain as a regular conducted 

activity; and (d) that the record was made by the regularly conducted activity 

as a regular practice.”

In China, in a judgment of 28 June 2018, the Hangzhou Internet Court ruled that 

in the case before it (an intellectual property dispute) data stored on a third-party 

blockchain platform was sufficiently reliable and free from interference that it 

could be relied upon and accepted by the court as evidence.

24. For the purposes of guideline 7, “advanced electronic signature” means an 

electronic signature which meets the requirements of Article 26 of the eIDAS 

regulation, namely a. it is uniquely linked to the signatory; b. it is capable of 

identifying the signatory; c. it is created using electronic signature creation 

data that the signatory can, with a high level of confidence, use under his or 

her sole control; and d. it is linked to the data signed therewith in such a way 

that any subsequent change in the data is detectable. The term “qualified 

electronic signature” means an advanced electronic signature that has been 

created by a specific device for this purpose (a “qualified electronic signature 

creation device”). Such devices must benefit from a “qualified certificate for 

electronic signatures”, that is a certificate that has been issued by a natural or 

legal person who provides one or more qualified trust services (a “qualified 

trust service provider”) and who is authorised to do so by the appropriate 

supervisory body.
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25. In current practice, most electronic data lacks advanced or qualified elec-

tronic signatures and is not secured in any other way. They should nevertheless 

still be considered by the courts as electronic evidence (while the probative 

value of the evidence may vary depending on the individual case) consider-

ing, for example, a variety of trust services related to electronic management 

of documents and identification of signatories that are available around the 

world. One example is the biometric signature, a method of obtaining an 

electronic version of a handwritten signature where a person writes his or 

her signature on an electronic device using a special pen and pad. Depending 

on the applicable law, the court may recognise such a biometric signature as 

equivalent to a handwritten signature on paper.

26. Metadata provides the necessary context to evaluate the evidence 

(data) in the same way as a postmark provides context for the evaluation of an 

ordinary (paper) letter and its content. Electronic evidence includes metadata 

as a matter of course and courts should be aware of its potential probative 

value. It can be used to trace and identify the source and destination of a com-

munication, data on the device that generated the electronic evidence, the 

date, time, duration and the type of evidence. The metadata may be relevant, 

either as indirect evidence (such as indicating the most relevant version of the 

document) or as direct evidence (for example if the file data is manipulated). 

This guideline is also relevant in the case of lost metadata.

Examples of case law on metadata in Ireland

Metadata was considered important for authenticating the provenance of elec-

tronically created documents/materials (Koger Inc. & Koger (Dublin) Ltd v. O’Donnell 

& Others (2010) IEHC 350).

The Irish Courts have ruled that there is an obligation for a party to civil proceed-

ings to inform the other party (or parties) of electronically stored evidence that 

contain (discovery) the metadata of the native documents, where this would 

be relevant (Sretaw v. Craven House Capital PLC (2017) IEHC 580; Gallagher v. RTE 

(2017) IEHC 237).

27. Printouts of electronic evidence can be easily manipulated as they exclude 

metadata or other hidden data. Consequently, a screen printout from a web 

browser is not reliable evidence as it is nothing but a copy of the screen dis-

play. It can be modified in a very simple manner because no special software 

or hardware are required for this purpose.

Example from a member State

The Court of Appeal of Lithuania decided that instant copies of computer screen 

(screenshots) are not trustworthy (27 April 2018, Case No. e2A-226-516/2018).
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Collection, seizure and transmission

28. Electronic evidence, by its very nature, is fragile and can be altered, dam-

aged or destroyed by improper handling or examination. For these reasons, 

special precautions may be taken to properly collect this type of evidence. 

Failure to do so may render it unusable or lead to an inaccurate conclusion. 

In principle, the parties are responsible for the proper collection of electronic 

evidence in civil and administrative proceedings. Different types of data may 

require different methods of collection. Actions taken to secure and collect 

electronic evidence should not affect the integrity of that evidence. In mat-

ters of considerable importance, the parties should consider collecting the 

electronic evidence with the support of an IT specialist or notary services. 

Judges and professionals, including legal practitioners, should be aware that 

data is often stored using network-based services. This includes both cloud 

computing and the online delivery of services.

29. Judges and professionals, including legal practitioners, have increased 

their knowledge and expertise in handling electronic evidence, but specific 

standards are still missing. Collection and seizure of electronic evidence may 

require member States to adopt special tools and procedures. In the mean-

time, judges and professionals, including legal practitioners, should seek to 

ensure the integrity, confidentiality and security of such data. This includes 

the retention of secured backup copies should one of the means of storage 

fail. It is necessary to retain electronic data in its original format.

30. Although the use of data can be strictly national in nature, it is becom-

ing more likely that it has a cross-border nature, involving other countries. An 

example is the location in another country of the infrastructure used for the 

processing or storage of the data, or of the provider that enables the storage or 

processing of the data. Direct co-operation between courts and trust or cloud 

service providers in cross-border cases is to be encouraged. When handling 

electronic evidence, judges and professionals, including legal practitioners, 

should take into consideration factors such as the place of establishment of 

the service provider, the place where the data is processed and the existence 

of local laws regulating access to the data.

Example of cross-border technology

Data sharing (clouds) is the storage of different parts of a database across various 

servers that might be located in different physical locations. This has become a 

common security technique. The global nature of the internet and the growing 

use of cloud services make it increasingly difficult to assume that access to data 

is strictly national in nature.
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31. There are substantial differences between national procedural rules for 

the taking of evidence. Courts using evidence taken abroad should take those 

differences into consideration. It is recommended that in cross-border taking of 

electronic evidence, courts closely co-operate in this matter. A requesting court 

should be informed about the procedural rules used by the requested court in 

order to adapt their evaluation of the electronic evidence where appropriate. 

In particular, the taking of evidence abroad should not result in a violation of 

the basic principles and rights of procedural law, such as equality of arms.

32. The efficiency of the proceedings is improved when it is possible for 

electronic evidence to be transmitted to other courts in its original format 

rather than printing it and sending it out. Electronic data that is transmit-

ted should be accompanied by its metadata. This includes use of additional 

metadata created by the courts for proper data-management purposes and 

its smooth transmission to other courts. Having structured metadata gives 

the courts control over the evidence. A copy of electronic evidence should 

ideally be used for transmission to another court.

33. Encouragement and facilitation of the transmission of electronic evidence 

by electronic means can be achieved through implementation of common 

technical standards and file formats, and by the digitisation of domestic judicial 

and administrative systems. Having regard to the higher risk of destruction of 

electronic evidence, procedures should be adopted at national level which 

permit the secure transmission of electronic evidence.

34. Data integrity, survivability and security should be taken into consider-

ation when it comes to transmitting evidence. Reliable services, such as trust 

services, may be essential for ensuring the proper transmission of electronic 

evidence. If the transmission requires confidentiality, it may be necessary to 

apply measures or technical solutions, such as encryption, which restrict access 

to a secure communication to authorised persons only.

Relevance

35. Large amounts of unnecessary electronic evidence, which can be pro-

vided all too easily by a party, will make it difficult or impossible for the court 

and the other parties to handle it effectively. Therefore, active management 

of electronic evidence by the court, with a view to restricting its provision to 

what is strictly required to decide the case, is essential. The active manage-

ment of data should respect the principle of proportionality. Every request to 

produce electronic evidence should be considered on its merits, in particular 
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its usefulness for probative purposes, and the parties should be entitled to 

challenge such requests.

36. Judges and professionals, including legal practitioners, should be aware 

of the possible need for technical expertise and recognise where further 

research or additional specialist knowledge, such as expert opinion, may be 

required. Experts must be competent and have sufficient training to undertake 

the assigned task.

Reliability

37. The separation of digital identity from physical identity may generate 

problems related to the reliability of the evidence. Courts should seek to estab-

lish the identity of the author of electronic data. If the applicable law does not 

specify the manner of establishing his or her identity, it may be determined 

in any objective way, such as electronic signature, or by checking the e-mail 

address from which the document was sent.

38. Trust services may provide technological mechanisms that ensure the reli-

ability of evidence. For example, certificates to electronic signatures, sometimes 

referred to as the “digital ID” of a person, may guarantee both authenticity and 

integrity of the data. Where the identity of the signatory with an electronic 

signature is doubtful, a court may request the service provider related to the 

electronic signature to make a statement in relation to the matters upon which 

it is competent to provide evidence. Time-stamping (certification of time) may 

be equally important for evidencing the integrity of electronic data.

Example of a trust service

Time-stamping is a mechanism that makes it possible to prove the integrity of 

data. It demonstrates that data existed at a specific moment and has not been 

modified. The time-stamp is a valuable aspect of electronic evidence, as it includes 

relevant metadata about the moment of its creation.

39. As far as the applicable law allows for it, and subject to the court’s discre-

tion, the acceptance as evidence of all types of electronic evidence is encour-

aged and recommended for court practice. If there is a dispute, the parties 

generally identify the issues to be resolved, and unless a party raises the issue 

of the authenticity of the electronic evidence, the court does not need to raise 

the issue on its own initiative. The party seeking to rely on electronic evidence 

may be required to demonstrate its authenticity – for example by submitting 

metadata or seeking an appropriate legal order to obtain additional data from 
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other persons, such as trust services providers – only where a party challenges 

the electronic evidence.

40. The specific reference to the court’s discretion in guidelines 21 and 22 

underlines the important role of court discretion in respect of the subject 

matter of these guidelines.

41. As with any other type of evidence, a party to the proceedings may 

contest electronic evidence. In such cases, the said party may request the 

court to exclude the evidence, for example due to the fact that the author of 

the data cannot be properly identified. The reliability of electronic data may 

be proved in any manner, for example by qualified electronic signatures or 

other similar methods of identification that ensure integrity of the data. It is, 

however, for applicable law to define the legal effect of electronic signatures, 

for example by providing that only a qualified electronic signature should have 

the equivalent legal effect of a handwritten (wet ink) signature, or by requiring 

that the device used to generate the signature be under the exclusive control 

of the signatory.

EU qualified electronic signature

To ensure the integrity of data, courts do not need to carry out any specific 

analysis of the technology used for the creation of qualified electronic signa-

tures. Checking the register of EU qualified trust service providers is sufficient.

42. Guideline 23 concerns the burden of proof. Consumers and vulnerable 

persons such as children may not be technically and/or economically able to 

provide electronic evidence. Where they benefit from statutory provisions that 

ease or reverse the burden of proof, those statutory provisions prevail over 

these guidelines. Courts should play an active role in cases where vulnerable 

persons are involved.

43. Depending on the national legal system, the evidential value of public 

(official) electronic systems that generate electronic evidence is to be respected. 

For example, data from electronic public registers can be treated as an official 

document, and therefore presumed to be reliable. An electronic recording of 

other proceedings may be treated as a reliable representation of the facts and 

free from the risk of human error (for example, when compared to content 

being dictated to a protocol by a judge).

Examples from the member States of public trust services

There are specific types of trust services made available at national level, such 

as “Trusted Profile” (Poland), “Electronic archiving and digitalisation” (Belgium), 
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“Information/documents long-term preservation, LEXNET Platform for exchang-

ing information between the Judicial Bodies and a wide range of legal operators” 

(Spain).

Storage and preservation

44. Storage, within the meaning of these guidelines, refers to storage for the 

duration of the civil or administrative proceedings in question. Electronic evi-

dence may be stored by the courts, for example, on portable devices (memory 

cards), servers, backup systems or other places for data storage (including 

cloud computing). Electronic evidence should be stored in its original format 

(i.e. not as printouts), in accordance with applicable law. Cybersecurity issues 

should also be taken into consideration, which means that courts should 

adopt proactive approaches to protecting the integrity of electronic evidence 

from cyberthreats, including damage or unauthorised access. By focusing 

on prevention, courts can prevent cyberthreats from affecting the integrity 

of electronic evidence and reduce overall cybersecurity risks. Regardless of 

the method used for storage, unauthorised individuals should not be given 

access to the electronic evidence.

45. Stored electronic evidence can be associated with standardised meta-

data describing the context of their creation and the existing links with other 

electronic records. The implementation of international standards for metadata 

ensures a level of consistency in storage of electronic evidence. As the creation 

of standardised metadata can be difficult and time consuming, courts may 

use tools that help generate the standardised metadata.

Example of a solution used to standardise metadata

A number of tools are available for the creation of standardised metadata. For 

example, the metadata management tool may generate an XML (eXtensible 

Markup Language) file containing the metadata related to the electronic evidence. 

XML files require no advanced professional software. It is both a standardised 

format and sufficiently flexible to be applied across different information systems. 

This tool may simplify both storage and retrieval of the electronic evidence.

In this regard, international standards applied to metadata should be followed, 

such as those published by organisations such as the International Organization 

for Standardization (ISO). 

46. Guideline 27, concerning the preservation of electronic evidence, is 

applicable both to the storage and the archiving of electronic evidence that 

take place after completion of the proceedings. The electronic evidence should 

be stored and archived in the original form in which it was created, transmitted 
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and received and in a manner which does not materially change the data. The 

electronic evidence should be available in a readable format during the entire 

duration of the proceedings. The integrity of electronic evidence should be 

maintained at all stages.

Archiving

47. The guidelines on archiving cover the period after the proceedings and 

have regard to Recommendation Rec(2003)15 of the Committee of Ministers of 

the Council of Europe to member states on archiving of electronic documents in 

the legal sector. National law typically provides retention periods and technical 

archiving conditions. The systems employed for archiving need to be secure 

and guarantee traceable use and respect for privacy. Appropriate technical 

and organisational measures should be implemented in order to ensure the 

protection of electronic evidence, and to guard against unauthorised access to 

it. An electronic data carrier, if used, should be provided with an identification 

certificate containing basic data about it. Such a carrier should be properly 

protected, especially against loss, harmful effects of chemicals, heat, light, 

radiation, magnetic or electric fields and against mechanical damage.

48. Archiving services may verify, possibly using electronic signatures or 

other electronic procedures, that electronic evidence is being archived by 

qualified specialists or competent organisations and that data has not been 

altered by them. Both data on electronic signatures with which the electronic 

documents have been signed and data for verification of those signatures 

need to be properly archived. Member States should provide the organisa-

tions in the legal sector, entrusted by law with the duty of archiving, with the 

necessary resources for the archiving of electronic evidence.

49. Migration means changing the storage medium in order to preserve 

accessibility to electronic evidence. Neglect of migration may result in unread-

ability of the data. Electronic documents may be archived by periodic transfer 

of data from one storage medium to another or from one format to another. 

Migration should also apply to metadata concerning the archived electronic 

documents. Migration to a new storage medium should take place regularly, 

taking account of, for example, degradation and wear in the medium in ques-

tion before they become obsolete, due to technological developments in the 

medium and hardware. Migration to a new storage medium or format should 

be carried out, when appropriate, in view of technological developments. 
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Example of a long-term solution

Data can be migrated to networked devices, such as cloud computing. These 

devices are being constantly improved as a result of the technological develop-

ment in the medium and hardware. Cloud archiving may also provide greater 

control over cost by paying for only the space needed.

Example of an outdated solution

CDs, DVDs and other optical discs become unreadable due to physical or chemical 

deterioration. The causes vary from oxidation of the reflective layer, to physical 

scuffing and abrasion of disc surfaces or edges, including visible scratches, to 

other kinds of reactions with contaminants.

Awareness-raising, review, training and education

50. The promotion of these guidelines includes their wide dissemination to 

courts and legal practitioners, translation, and the organisation of seminars 

and conferences on electronic evidence.

51. Review of the technical standards related to electronic evidence may 

include, for example, new means of its storage, preservation and archiving.

52. Access to interdisciplinary training on handling electronic evidence is 

necessary for judges and professionals, including legal practitioners. Training 

may cover specific issues raised by electronic evidence, such as the importance 

of metadata and time-stamping, the use of cloud computing or blockchain 

in the collection and seizure of evidence and the need for submission of 

electronic evidence in its original format, rather than simply scanned images 

or printouts.

53. Awareness of the wider digital context and use of technologies such 

as cloud computing, trust services or blockchain is important for judges and 

professionals, including legal practitioners.

54. Instruction on material and procedural matters in the context of electronic 

evidence should be an essential part of legal education.
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