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INTRODUCTION

In accordance with the procedures agreed by the ndttee MONEYVAL and the
International Monetary Fund (IMF) for the third ral evaluation programme of
MONEYVAL under the New Methodology, was evaluatgdam IMF expert team as part of
its FSAP programme between /dates/ Country andNtre agreed that a representative of
MONEYVAL joins the IMF team for part of the evalim exercise to examine compliance
with the european Union anti-money laundering dives where these differ from the FATF
40-Recommendations and therefore fall within titef the MONEYVAL examinations

1. COMPLIANCE WITH THE EU AML SecoND CouNciIL DIRECTIVE

1. Prior to the on-site visit MONEYVAL had identifieskven Articles in the EU AML
Second Council Directive that differed, mostly neir mandatory aspect, from the
FATF 40-Recommendations:

(1) Article 2a  on the applicability of the AML obligatns;
(i) Article 3 on identification procedures;

(i) Article 6 on reporting suspicious transactions tuds
which might be an indication of money
laundering;

(iv)  Article 7 on suspected transactions and the aughiari
stop/suspend a transaction;

(V) Article 8 on tipping off;

(vi)  Article 10  on reporting of facts that could contrié
suspicious transactions by supervisory
authorities;

(vii)  Article 12  on extension of AML obligations.

2. The following sections address the findings ofdhesite examination. They first
describe the differences between the identifieidlas of the EU AML Second
Council Directive and the relevant FATF 40-Recomdations. Following an
analysis of the findings of the on-site visit amhclusions on compliance and
effectiveness, recommendations and comments are asadppropriate.



6.1 Article 2a:

Applicability of AML obligations

Description

Article 2a of the EU AML Second Council Directivists
the types of institutions and legal or natural paess
acting in the exercise of certain professions @and
businesses, that are subject to the Directive. Attiele
specifies the type of activities of the legal pesien for
which the obligations become applicable. In theecaf
auditors, external accountants and tax advisors| the
obligations are applicable to their broad actigitie their
respective professions.

FATF Recommendation 12, which extends the AML
obligations to designated non financial businessed
professions (DNFBP), excludes applicability to &oid
and tax advisors whilst it limits the applicability
external accountants under circumstances similttase
applied to the legal profession. Indeed FATF
Recommendation 16(ajrongly encourages countries tq
extend the reporting requirement (note the furthe
limitation) to the rest of the professional actest of
accountants, including auditing — but makes noregiee
to tax advisors.

D
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Also, the applicability of the AML obligations tcedlers
in high value goods under the EU AML Second Council
Directive, in giving some examples, lends itself ao
broader interpretation of application. Again, FATF
Recommendation 12 limits the application to dealers
precious metals and precious stones. This is furthe
confirmed in the definition of DNFBP in the Glosgar

Analysis

According to Articles 3 and 4.4.a of the Due Dihge
Act (hereafter: DDA) following financial market plars
are subject to the AML/CFT obligations when they
conduct financial transactions:

a) banks and finance companies holding a license
pursuant to the Banking Act, e-money institution&ling
a license pursuant to the E-Money Act, as well as
Liechtenstein branches of foreign banks, finance
companies, and e-money institutions;

b) asset management companies holding a license
pursuant to the Asset Management Act and Liecreensit
branches or establishments of foreign securitressfi

c) investment undertakings holding a license pursta
the Investment Undertakings Act;

d) insurance undertakings holding a license purtsizan
the Insurance Supervision Act which offer direfs li
insurance, as well as equivalent Liechtensteindiras of
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foreign insurance undertakings;
e) the Liechtenstein Postal Services (limited comyjpa

f) casinos;
g) natural and legal persons holding a licenseyauntsto
the Professional Trustees Act;

h) natural persons holding a confirmation purstant
article 180a PGR;i.e. company and service providers)
i) exchange offices;

k) lawyers registered on the Lists of Lawyers in
accordance with the Lawyers Act, and legal ageiittsnv
the meaning of article 67 of the Lawyers Act;

) natural and legal persons holding a licenseyamsto
the Law on Auditors and Auditing Companies as \asll
auditing offices subject to special legislation;

m) real estate agents;

n) dealers in high-value goods and auctioneers

0) insurance brokers holding a license pursuatiteo

Insurance Mediation Act for the mediation of life
insurance policies and other services for the pe i
investment.

Moreover, a catch-all clause subjects all persorie
DDA who in a professional capacity accept or kdeyult
party assets or help to invest or transfer them.

Financial transactions are defined as (ArticleZ2A):

a) every acceptance or safekeeping of the assets
third parties, as well as assistance in the
acceptance, investment, or transfer of such ass
or

b) establishing a legal entity on the account of edtt
party that does not operate commercially in the|
domiciliary State, or acting as an organ of such
legal entity (a legal entity that does not operate
commercially in the domiciliary State is in
particular a legal person, company, trust, or oth
association or asset entity — regardless of itglle
structure — that does not conduct any trade,
manufacturing, or other commercial operation i
the domiciliary State).

With respect to lawyers and legal agents (therenare
notaries in Liechtenstein) the DDA defines in Aeid
Para. 3 lit. ¢ the cases in which lawyers and lagahts
have to apply the due diligence obligations aldreglines
of Article 2a No. 5 of the Second Anti-Money
Laundering Directive.

Tax advisors and external accountants are notlistart.

of
sets;

i

er
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3 as such. These activities are exercised byutigcas
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and professional trustees (external accountancyy o
lawyers and professional trustees (tax advise).

So all EU Directive targeted professions are inetlith
the objective list of Article 3 DDA. However, asitd
above, they are only subject to the AML/CFT rufebey
conduct financial transactions as defined in Aeti¢l
DDA, not when they conduct their business as such.
Where there is an overlap in the professional giets/of
lawyers and professional trustees targeted by theth
Directive and the DDA, the limitation to the audito
activities goes against the EU Directive rule.

As for the high value dealers, the DDA is not sfiecbut
neither is it limited to certain trades. The onlyjextive
limitation is the cash threshold of 25.000 CHF (app
15.000 euro), under which there are no DDA oblwzi
(Article 4.4a DDA).

In 2006 37 high value dealers were listed with FMA,

namely jewelers and goldsmiths, dealers in arigaes
and cars.

Conclusion
PC

Liechtenstein is not in compliance with Article 2d.the
EU Directive, insofar the auditors and auditing pamies
are concerned.

Recommendations
and Comments

The auditors and auditing companies should be steuje¢
to all DDA obligations, including the reporting 8ARS,
when they exercise their profession as such, imotu
auditing the financial intermediaries as part ok
supervisory process.

1%

6.2  Articles 3(3) and 3(4): Identification requirements - Derogation

Description

By way of derogation from the mandatory requiren
for the identification of customers by persons

institutions subject to the Directive, the thirdg@graph of
Article 3 of the EU AML Second Council Directiy
removes the identification requirement in cases
insurance activities where the periodic premiumb®
paid dos not exceed eurouro 1,000 or where a sif
premium is paid amounting to eurouro 2,500 or |
Furthermore, Paragraph 4 of the same Article 3iges/
for discretionary identification obligations in pest of

ent
and

e
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ngle
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pension schemes where relevant insurance pol
contain no surrender value clause and may not &g as
collateral for a loan.

FATF Recommendation 5, in establishing custo
identification and due diligence, does not provioleany
similar derogation. It however provides for a gaihé
discretionary application of the identification pealures
on a risk sensitivity basis.  Therefore, in cert
circumstances, where there are low risks, countriag
allow financial institutions to apply reduced omsiified
measures. Indeed, the Interpretative Note
Recommendation 5 quotes the same instances aduh
AML Second Council Directive as examples for

application of simplified or reduced customer ¢
diligence.

icies

mer
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Analysis

Article 6 and Article 8 DDA contain exceptions twet
identification obligation. With reference to theagxples
laid down in Article 3.3 of the 2nd Money Laundeyin
Directive Liechtenstein has adopted following opsip

Life insurance policies:

According to article 6.1.c & d DDA there is no
identification obligation if:

(c) the amount of the yearly insurance premiuness |
than 1,500 CHF (ca. 1.000 euro), or

(d) the single insurance premium is less than 4@i6
(ca. 2.500 euro), or less than 4,000 Swiss fraapaid
into a premium deposit.

Insurance policies for pension schemes:

Pension schemes may, according to the Article 8218n
of the Law on Occupational Benefits (Liechtensteagal
Gazette 1988, No0.12) only be used for retirement
provisions. A cash payment of the accrued coverage
capital is only permissible in limited cases dedime the
law (no surrender clause). In addition a futurespem
can not be ceded and it is prohibited to makeleesta
insurance benefits subject to pledge.

Conclusion

COMPLIANT

Recommendations
and Comments
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6.2.1 Articles 3(5) and 3(6): ldentification requirements- Casinos

Description

Paragraph 5 of Article 3 of the EU AML Second Calmnc

Directive requires the identification of all casipo

customers if they purchase or sell gambling chiph &

value of 1,000 euro or more. However, Paragrapi |6
the same article provides that casinos subjecttate S

Supervision shall be deemed in any event to have

complied with the identification requirements ifeth
register and identify their customers immediately

entry, regardless of the number of gambling chips

purchased.

FATF Recommendation 12 applies customer due

diligence and record keeping requirements to desigh
non-financial businesses and professions. In #se ©Of

casinos, these requirements are applied when castom

engage in financial transactions equal to or abibnee
applicable designated threshold. The Interpretatiote
to Recommendation 5 establishes the design
threshold at euro 3,000, irrespective of whethes

transaction is carried out in a single operationirof

several operations that appear to be linked. Eurtbre,
in the Methodology Assessment, under the Esse
Criteria for Recommendation 12, the FATF defineg,
way of examplefinancial transactions in casinos. Thes
include the purchase or cashing in of casino clup
tokens, the opening of accounts, wire transfers

currency exchanges. Identification requirementdeun
the FATF - 40 Recommendations for casinos are ligew

applicable to internet casinos.

Analysis

Article 3.1.f DDA subijects the casinos to due dihge.

Article 4 DDA stipulates that the Act shall onlysp to
the professional conduct of financial transactions.
According to Par. 4.b of this article granting adsin to
a casino, regardless of whether the visitor actuakes
part in gaming activities or not, or buys or sghsning
tokens, is equivalent to a financial transactiothm
meaning of the DDA, so identification needs to tplece
at the entrance. At present there are no casinos in
Liechtenstein.

Conclusion

COMPLIANT

Recommendations
and Comments
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6.3 Article 6:
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Reporting of Suspicious Transactions

Description

Further to the reporting of suspicious transacti

paragraph 1 of Article 6 of the EU AML Second Coilinc

Directive provides for the reporting obligationitalude
facts which might be an indication of money laumuigr

ons

FATF Recommendation 13 places the reporting

obligations on suspicion or reasonable grounds
suspicion that funds are the proceeds of a crin
activity.

for
inal

Furthermore, paragraph 3 of Article 6 of the EU AML

Second Council Directive provides an option for nbenj
States to designate an appropriate self-regulaboy
(SRB) in the case of notaries and independent |
profession as the authority to be informed on siieps
transactions or facts which might be an indicatmfn

egal

money laundering. FATF Recommendation 16 impgses

the reporting obligation under Recommendation 13
DNFBPs but does not directly provide for an optmm
the disclosure receiving authority. This is onlpwded
for in a mandatory manner in the Interpretative eNtu
Recommendation 16. Also, probably because the F
identifies accountants within the same categorythes
legal profession, the Interpretative Note extents
option to external accountants.

Finally, the same paragraph 3 of Article 6 of thg
Directive further requires that where the option
reporting through an SRB has been adopted forebal
profession, Member States are required to lay d
appropriate forms of co-operation between that SIRB
the authorities responsible for combating mo
laundering. The FATF Recommendations do not dire
provide for such co-operation but the Interpret@atNote
to Recommendation 16, although in a non-mandg
manner, makes it a condition that there should
appropriate forms of co-operation between SRBstha
FIU where reporting is exercised though an SRB.

Analysis

Article 15juncto Article16 DDA provide for due
diligence examinations and reporting obligatioret th
relate not only to financial transactions, but dtso
circumstances that might be indicative of money
laundering and terrorism financing.

Lawyers and other legal professions (there areataries
in Liechtenstein) have to report directly to theUF
without any intermediary step.

on
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Conclusion

COMPLIANT
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Recommendations
and Comments

6.4 Article 7:

Suspected Transactions — Refrain / Supervision

Description

Article 7 of the EU AML Second Council Directiy
requires that institutions and persons subject he
Directive refrain from carrying out transactionsigvhthey
know or suspect to be related to money launderimtg
they have apprised the authorities who may stop
execution of the transaction. Furthermore whereet@in
from undertaking the transaction is impossible ould
frustrate efforts of an investigation, the Direetikequires

i

e

the

that the authorities be informed (through an STR)

immediately the transaction is undertaken.

FATF Recommendation 13, which imposes the reporting

obligation where there is suspicion or reasonabbeirgls
to suspect that funds are the proceeds of a crimataity,
does not provide for the same eventualities asigedvfor
in Article 7 of the EU Directive. FATF Recommenidat

5 partly addresses this matter but under circurnstn

where a financial institution is unable to identitije

customer or the nature of the business relationship

However, whereas Recommendation 5 is mandatohyis
respect, it does not provide for the power of thimarities
to stop a transaction. Furthermore, the repoxinguch &
transaction is not mandatory. Paragraph 1- 3 ef
Interpretative Note to Recommendation 5 seem tmbe
mandatory in filing an STR in such circumstances.

Analysis

Article 16.1 DDA stipulates that if the suspicianisas that
a connection with money laundering, a predicatersfé of
money laundering, organized crime, or the financihg
terrorism exists, the persons subject to due aiiganust
immediately submit a report to the FIU.

Article 16.4 DDA stipulates that until the judicial
authorities intervene with a seizure order within a
maximum of five days, counting from the receipttbg
FIU of the SAR, the filing entity must refrain

from all actions that might obstruct or interferghaany
orders pursuant to article 97a of the STPO (sejzure
unless such actions have been approved in writjriféo
FIU.

In concreto this obligation installs an automatic freezin
of the relevant transactions, accounts, assetsaods
for a maximum of five days, and effectively ensutes
these will not disappear before the judiciary cap $n.

th
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This is not entirely in line with the EU Directiviiere is
no principal and formal obligation to disclose brefo
executing the transaction. The nuance is a fineamt
must be acknowledged that in practice the “immetiyat
requirement results in am'priori” disclosure, but the
softer wording may give rise to interpretation ssu

More importantly, in terms of efficiency there is@rious
concern that this automatism tends to put an ekaess
burden on the reporting entities that might keegorth
from reporting, except if they are very sure tleg ts
crime related. This has an undeniable restrainifegie
and by all accounts increases the suspicion thieg:shads
very significant that this is one of the reasony wie
reporting entities have developed the practicevtduate
the situation with the FIU before taking the demisto
file a report, thus sharing the responsibility wiitle FIU.

Conclusion
PC

There is no full compliance in respect of taepriori
reporting obligation.

The system of automatic freezing for a period
maximum 5 days is no valid alternative.

Recommendations
and Comments

The DDA should expressly and unequivocally stat
obligation of disclosing before a suspect transacis
executed.

Concurrently, the automatic freezing obligationwddde
substituted by a decision process that puts
responsibility with the FIU.

6.5 Article 8:

Tipping off

Description

Article 8(1) of the EU AML Second Council Directiy
prohibits institutions and persons subject to

obligations under the Directive and their directarsd
employees from disclosing to the person concermed
third parties either that an STR or information haen
transmitted to the authorities or that a money duimg
investigation is being carried out. Furthermordide
8(2) provides an option for Member States not tplya
this prohibition (tipping off) to notaries, indepfEnt
legal professions, auditors, accountants and texs@ic.

FATF Recommendation 14 imposes a similar prohibi
on financial institutions, their directors, offiserand
employees. Recommendation 16 extends this praimQ
to all DNFBPs. However, the prohibition und
Recommendation 14(b) is limited to the transmissdi
an STR or related information. It does not themi

of
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cover ongoing money laundering investigatio
Furthermore, the FATF Recommendations do not pe
for an option for certain DNFBPs to be exemptedrf
the “tipping off". The Interpretative Note {
Recommendation 14 exempts tipping off only wheehs
DNFBPs seek to dissuade a client from engagingni
illegal activity.

Analysis

Article 16.5 DDA stipulates that until an orderrndhe
judicial authorities arrives, but at most until the
conclusion of twenty business days from receipthey
FIU of the report pursuant to paragraph 1, theqess
subject to due diligence may not inform the coninac
party, the beneficial owner, or third parties tthety have
submitted a report to the FIU. No exception is miade
the legal professions or anybody else subjectéieto
DDA.

Consequently the “tipping off” prohibition falls st of
the EU Directive on two aspects:
- it does not extend to the fact that a ML/TF
investigation is going on, and
- it limited the prohibition to twenty days, wheref
obligation under the EU Directive is unrestricte
in time.

The stubborn adherence to the twenty-day limitiseg
disturbing, as it was already criticized in thevyioes
evaluation round. Anyway the whole purpose of the
prohibition rule to avoid alerting the suspect and
jeopardizing the ensuing law enforcement actigouisat
risk here

Conclusion
NC

NON COMPLIANT

Recommendations
and Comments

The DDA should be brought fully in line with the E
rules by extending the tipping off prohibition toet fact
of an ongoing investigation and by abolishing therity-

=

day restriction.

6.6 Article 10:

Reporting by Supervisory Authorities

Description

Article 10 of the EU AML Second Council Directiy
imposes an obligation on supervisory authorities
inform the authorities responsible for combatingney
laundering if, in the course of their inspectioasried out
in the institutions or persons subject to the Oiveg or in
any other way, such supervisory authorities discésets

vid

U

e

to
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that could constitute evidence of money launderiiige
Directive further requires the extension of thidigdttion

to supervisory bodies that oversee the stock, dargi

exchange and financial derivatives markets.

In providing for the regulation and supervision
financial institutions and DNFBPs in Recommendat
23 and in providing for institutional arrangeme
(Recommendations 26 —32) the FATF-40 do not pro
for an obligation on supervisory authorities to oy
findings of suspicious activities in the course théir
supervisory examinations.

of
ion
nts
vide

Analysis

Article 16.1 DDA stipulates that all offices of the
National Administration as well as the responsible
authority shall be subject to the obligation toaeto the
FIU.

Article 36.1 DDA provides that the Liechtenstein
authorities, in particular the courts, the Offiddhe
Public Prosecutor, the FMA, the FIU, the Nationali¢g,
and other authorities responsible for combating eyon
laundering, organized crime, and the financing of
terrorism are required to give all information twa
exchange all records with each other, that aressacg
for the enforcement of this Act.

As a national administrative authority the FMA
consequently is under the reporting obligatiorh® EIU,
and in fact has already done so. Although the lefrel
suspicion is the same as for all other entities, age the
FMA reports only in really clear cases, particylarh the
basis of the audit report. It has also done sa afie
extraordinary inspection resulting from the interen
of an investigating judge.

Conclusion

COMPLIANT

Recommendations
and Comments

Even if the FMA complies with the reporting obligmats
under the EU Directives, the effectiveness of tystesn
would really benefit by extending the obligatiomsthe
auditors as such, as it should be anyway accotdirige
EU Directive.

6.7 Article 12:

Extension of AML obligations

Description

Article 12 of the EU AML Second Council Directiy
provides for a mandatory obligation on Member State
ensure that the application of the provisions oé
Directive are extended, in whole or in part, tofpssions

e
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and categories of undertakings, other than th&utisins
and persons listed in Article 2a, that are likelybe used
for money laundering.

FATF Recommendation 20 imposes a similar obligal
but in a non-mandatory way by requiring countries
consider applying the Recommendations to categaofi¢
businesses or professions other than DNFBPs.

tion

S

Analysis

According to article 3.2 DDA all persons, legal or
physical, that do not fall within the scope of fidrsting
all financial businesses and professions and DNRB#,
nevertheless subject to due diligence if they cauty
financial transactions on a professional basis.

This catch-all clause may be considetedover all othe
professional activities vulnerable to money lauirdger

Conclusion

COMPLIANT

Recommendations
and Comments

I". Conclusions:

Compliance with the ™ EU Directive is generally satisfactory, with sonmaportant
deficiencies noted, however:

- There is no full coverage of the entities and psiens that should be subjected to the

AML obligations according to the Directive.

- The substitution of the priori disclosure obligation leaving the decision to inéme
to the competent authority (FIU), by an automatefing obligation where such

responsibility is totally incumbent on the repogtiparty, is not in accordance with the

Directive and jeopardizes the efficiency of theamtipg system.

- The restriction in time and circumstance of thpging off” prohibition is unjustified

Boudewijn Verhelst
MONEYVAL expert



