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EXECUTIVE SUMMARY

Background Information

This report provides a summary of the AML/CFT measun place in Ukraine as at the date of
the on-site visit from 21 September to 1 Octobd¥&6r immediately thereafter. It describes and
analyses these measures, and provides recommerdatiohow certain aspects of the system
could be strengthened. It also sets out Ukraineigels of compliance with the FATF 40
plus 9 Recommendations (see Table 1). The evalualsn includes Ukraine’s compliance with
Directive 2005/60/EC of the European Parliament afidhe Council of 26 October 2005 on the
prevention of the use of the financial system flier purpose of money laundering and terrorist
financing (hereinafter “3rd EU AML Directive”) and theommission Directive 2006/70/EC of 1
August 2006 laying down implementing measures fioedve 2005/60/EC of the European
Parliament and of the Council as regards the d&éni of ‘politically exposed person’ and the
technical criteria for simplified customer due d#éince procedures and for exemption on grounds
of a financial activity conducted on an occasionat very limited basis (hereinafter
“Implementing Directive 2006/70/EC”). However, colapce or non-compliance with the 3rd
EU AML Directive and the Implementing Directive Z2)@0/EC has been described in a separate
Annex but it has not been considered in the ratimgsable 1.

This is the third evaluation of Ukraine by MONEYVARBince the last evaluation visit in 2003,
Ukraine has made a number of changes to its legateiwork with a view to improving the
AML/CFT requirements on banking and non bankingafficial institutions. This has included
developing a number of methodical instructionsriggorting entities, and carrying out numerous
training activities on AML/CFT issues, which addsed several of the recommendations raised in
the two previous reports. Ukraine has only patily tecommendations regarding the legal system
(criminalisation of money laundering and terrori8hancing, provisional measures and
confiscation, freezing and seizing of proceeds ring), the suspicious transaction reporting
regime, the framework for the investigation andspiution of offences by the law enforcement
and prosecution authorities, the lack of resouarekadequate powers of supervisory authorities,
the licensing and AML/CFT compliance, and supemyisoamework for casinos and gambling
houses.

As regards the money laundering situation, thealgkan authorities have advised that criminals
and organised crime groups in Ukraine use almésnalwn ways to launder criminal proceeds.
This includes complex money laundering schemesiawolving the use of bank institutions,
professional participants on the securities marie#t| estate dealers and insurance companies.
Major proceeds are primarily generated through ecva crimes, corruption, fictitious
entrepreneurship, fraud and drug trafficking. Theharities have analysed the trends and
methods.

Concerning terrorist financing, the evaluation tesas informed by the Ukrainian authorities that
so far, no cases of terrorist financing are knowrhéve been committed on the territory of
Ukraine or via Ukraine.

Legal Systems and Related Institutional Measures

Since the last evaluation, the money laundering)(bffence set out in article 209 of the Criminal
Code has remained unchanged. A positive developimaméver is to be noted, as the Supreme
Court issued a resolution in 2005 which clarifies physical and material elements of the money
laundering offence, the scope of predicate offenemsswell as relevant issues of procedural
importance in conducting investigations or coudgeedings on money laundering.

3



6.

10.

11.

12.

Article 209 defines money laundering as an act thaludes the completion of a financial
transaction or the conclusion of a deal with mooeyther property obtained as a result of a
“socially dangerous illicit act” which preceded ttaindering of proceeds, or any other acts in
order to conceal or disguise the illegal origintbis money or property, their possession or
legitimacy of their ownership, or sources of therigin, location or movement, as well as
acquisition, possession, or use of money or prgpesta result of a socially dangerous illicit act
which preceded the laundering. The provision cowanst of the elements required in the Vienna
and Palermo Conventions. The offence extends taegnonother property regardless of its value.
However there remain concerns that the scope gbeptp encompasses assets of every kind,
including intangible assets and legal documentgsiruments evidencing title to or interest in
such assets.

Ukraine determines the underlying predicate offenioe reference to a threshold linked to the
penalty of imprisonment applicable to the predicaffence: predicate offences are all acts
criminalised under the Criminal Code which are ghed by a minimum penalty of more than
three years with the exception of capital flightiaax evasion, or any act which is a criminal
offence under the criminal law of a foreign stat@ch is punishable under the Criminal Code and
which resulted in unlawful acquisition of proceedfe range of offences which are predicate
offences includes all required categories with tleception of insider trading, market
manipulation and financing of terrorism in allitgms. The threshold applied is too high and does
not meet the requirement of Recommendation 1.

Only natural persons can be held criminally liaMarious types of evidence based on objective
factual circumstances may be used to infer thenfitieal element of money laundering.

Criminal liability for money laundering does notpdypto legal persons through it seems that there
is no fundamental principle of domestic law. Exigtprovisions covering civil and administrative
liability appear to be deficient in practice. Asgaeds natural persons, the sanctions are
proportionate and dissuasive.

Between 2004 and the first half of 2008, there waréotal of 603 convictions for money

laundering (article 209) and 208 convictions fargirelated money laundering (article 306). All
convictions are achieved simultaneously with a adion for the predicate offence or are linked
to a conviction for the predicate offence. The piesm imposed in cases provided to the
evaluation teams ranged between 2 to 7 years afsompment (some with probation period) with
confiscation of criminal funds and /or part or emtpersonal property and/or deprivation of the
right to hold administrative positions in companfes a certain period of time. The number of
yearly initiated criminal money laundering casests® court (under article 209) has been
slightly decreasing since 2004, while the numberMif convictions has slightly increased.

Considering the size of the country and the moewydering threats it is exposed to, Ukraine
should put an additional focus on autonomous inyaon and prosecution of money laundering
offences.

Ukraine ratified the UN International Conventioar fthe Suppression of the Financing of
Terrorism on 12 September 2002. The authorities hewised that the Convention has been
implemented by a law issued on 21 September 2006hvaddded articles 258-1 to 258-4 to the
Criminal Code and amended the Criminal ProcedurdeCblowever, terrorist financing (TF) is
not criminalised as an autonomous offence. Actsiitting terrorist financing can be prosecuted
under ancillary offences to terrorism. The wholedpm of terrorist financing actions is not
covered, and criminalisation of terrorist financiaglely on the basis of aiding and abetting,
attempt or conspiracy does not comply with the megoents of Special Recommendation II.
There have been no investigations of financingeobrism.

There were no changes to the legal framework cogehie confiscation and provisional measures
since the last evaluation, thus the report reésratoncerns raised previously. Confiscation of
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instrumentalities intended for use in the commisgbany ML offence, confiscation of property
of corresponding value, as well as confiscationingbme, profits or other benefits from the
proceeds of crime do not appear to be capturechbyUkrainian legislation. Not all predicate
offences under the Criminal Code provide for propeonfiscation measures. Existing terrorist
related offences do not include specifically cordison as a sanction.

Provisional measures are applied on the basis titldg 29, 125 and 126 of the Criminal
Procedure Code which enable the authorities to ud®ean arrest/ seizure of property for the
purposes of securing recovery of material damagjes,claims or possible confiscation. This is
supplemented by article 59 of the Law on BanksBauking which specifies that funds and other
values belonging to natural and legal persons digaben bank accounts can also be arrested on
the basis of a court decision. Such measures capplged without prior notice, authorities are
given powers to identify and trace property thay e subject to confiscation or is suspected of
being the proceeds of crime, and there are meagupstect the rights of bona fide third parties.

There were no statistics maintained which demotesiréghe effectiveness of the confiscation
regime and the authorities advised that plans ademway to modify and modernise the legal
framework for confiscation and seizure which woattbress identified gaps and bring it in line
with international requirements.

Ukraine implements the United Nations Security GmiuResolutions (hereinafter UNSCR) 1267
(1999) and its successor resolutions and 1373 j2@@bugh the Law of Ukraine on the
Prevention and Counteraction to the LegalizatiothefProceeds from Crime (the Basic Law), in
the resolutions of the Cabinet of Ministers, andeos of the State Committee for Financial
Monitoring (SCFM). The National Bank of Ukraine (NB the State Commission on Financial
Services Markets Regulation of Ukraine (SCFSMR) #redState Commission on Securities and
Stock Market (SCSSM) have also introduced relepaatedures for the suspension of financial
transactions in 2006 and detailed guidance has pesvided by regulators to the designated
financial institutions. Additional efforts are reépd in order to complete the existing legal
framework and put in place effective laws and pdoces to freeze terrorist funds or other assets
of persons designated in accordance with the UNoIRtisns. There have been no instances of
freezing of funds or other assets of persons dategnin the context of these resolutions.

The State Committee for Financial Monitoring (SCEFM)e Ukrainian FIU, is the lead agency
responsible for AML/CFT issues. It was granted stegus of central agency of executive power,
has legal personality and its activities are dedcind coordinated by the Cabinet of Ministers.
The Ukrainian FIU is an active member of the Egtr®roup.

It is an administrative type of FIU, whose powensl @uties are listed in the Basic Law and its
Statute and include:

» Collecting, processing and analysing the infornmatoout financial transactions subject to
financial monitoring, and requesting further inf@tion about these transactions.

* Submitting relevant materials to law enforcemerdibs when there are suspicions for money
laundering or terrorist financing.

« Creating and supporting the operation of a Unifgtdte Information System on prevention
and counteraction of money laundering and finanoinigrrorism.

« Participating in the implementation of the statdiqyoin the sphere of the prevention and
counteraction of money laundering and financingeoforism.

* Analysing methods and financial patterns of mormeyntering and financing of terrorism.

« Co-ordinating and providing guidance on AML/CFTuss to entities of initial financial
monitoring (obliged entities)

« Co-operating, interacting and exchanging infornmatwith the state authorities, competent
bodies of other countries and international orgeioss in the said sphere.
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The traditional tasks of the FIU (receiving, analgsand disseminating STRs) are performed
effectively by the SCFM, which has direct accelssyugh the Unified Information System created
in 2007 to numerous databases of state agencldkraine. Guidance on the manner of reporting,
the reporting forms and procedures were providgdhle National Bank of Ukraine and the
SCFM for banks and by the Cabinet of Ministers 8@FM (formerly SDFM) for other reporting
entities. Further guidance to reporting entitiepievided by the SCFM through a ‘hot line’.
Guidance is also provided in various meetings hellveen the SCFM and reporting entities, as
well as in training seminars. The SCFM is adeduatenpowered to receive information from
relevant government bodies, law enforcement, lse#l government authorities, enterprises and
institutions and to require additional informatifmom reporting entities. It has been issuing
annual reports on its activities since 2003 whittiuide information on legislative developments,
statistics of reports received, examples of coases, interagency cooperation at national level
and international cooperation, as well as yearlyorss on money laundering schemes and
typologies.

At the end of 2007, the SCFM had established regismbdivisions in 25 regions of Ukraine. The
main functions of these subdivisions, include tiaeking of case referrals submitted by the SCFM
to the law enforcement agencies, providing guiddnaeporting entities in the region, forming a
registry of financial intermediaries in the regiand improving information exchange and co-
ordination of the activities of regional divisiows the state agencies involved in AML/CTF.
Regional offices have access to a part of the Ehifnformation System and access to other
information can be obtained through written request

The statistics provided indicate that the numbetrafsactions reported to the SCFM and the
number of case referrals submitted to the law @efoent authorities has been steadily increasing
since 2004.

The Basic Law includes provisions on the politicalependence of the SCFM and the authorities
advised that they have sufficient operational irmsfejence and autonomy. Its budget has been
growing since 2004. It is equipped with a moderneluipment which enables storing large
volumes of data , and the data held by the FlUesurely protected and disseminated in
accordance with the law. It has a maximum numbestaff of 338 persons, with only six
vacancies at the time of the visit, and a smalhduer of staff. It demands high professional
standards of its employees, who appear to be hglilled and trained. It has taken measures to
prevent and combat corruption risks, and protdotination from unauthorised access by staff.

Efforts to combat money laundering and terrorism stnared by the law enforcement agencies
throughout the country, that is the Ministry ofdrior of Ukraine (MIA), the Public Prosecution/
General Prosecutor’'s Office of Ukraine (GPO), tleeBity Service of Ukraine (SSU) and the
State Tax Administration of Ukraine (STA), whichearesponsible for investigations in
accordance with the distribution of their competes@s set out in article 112 of the Criminal
Procedure Code. The GPO supervises law enforcemgeancies which carry out pre-trial
investigation and the legality of the initiation@fminal proceedings.

. There are no explicit provisions which allow lawf@eement authorities to postpone or waive the

arrests of suspects and/or the seizure of monethéopurpose of identifying persons involved in
such activities or for evidence gathering. Howesteth measures are taken in practice, as these
are part of the regular evidence building procesd ean be undertaken on the basis of the
Criminal Procedure Code. When conducting investgat of money laundering, terrorist
financing and predicate offences, law enforcemgeneaies are authorized to use a wide range of
powers to obtain documents and information foringhose investigations and prosecutions. The
report includes a number of aspects which castetitdan the effectiveness of the investigations
and prosecutions and proposed actions to strenghtigenapacities and competencies of relevant
bodies. A review of the current situation and oé torocedures, in the light of the specific
6
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competencies of the law enforcement agencies, lamenhancing of the current anti-corruption
efforts are desirable.

Ukraine has put in place measures to detect theigdlycross border transportation of currency
and a declaration system. Further action is netalethsure that the Customs have the necessary
resources to take measures aimed at preventingetadting cross border movements of currency
and bearer negotiable instruments.

Preventive Measures — Financial Institutions

All types of financial institutions as defined inet FATF Glossary are covered by the AML/CFT
obligations.

The Basic Law, sets out the scope of the basic AN/ obligations for financial institutions
including identification and record keeping. Thasik Law is supported by: the Law of Ukraine
on Banks and Banking, which applies to banks; the bbn Securities and Stock Market, which
applies to entities performing activities on theckt market, and the Law of Ukraine on Financial
Services and State Regulation of Financial Marketsch sets out obligations for non-banking
financial institutions. For the purposes of thaleation, the evaluation team concluded these four
laws qualify as “law or regulation” as defined etFATF Methodology. Further requirements are
set out in SCFM Order No. 40, the National BankUikfraine Resolution No. 189, SCFSMR
Instruction No. 25 and SCSSM Decision No. 538. €kaluation team considered these to be
“other enforceable means” as defined by the FAThd@ology.

Ukraine has decided to apply its AML/CFT framewagRually to all financial institutions
irrespective of the level of risk. Although thesenio explicit reference to a risk-based approach in
Ukrainian legislation, there is some recognitiorrisk within the various requirements related to
customer due diligence.

Ukraine has introduced some of the basic elemeht€D. This includes requirements on

anonymous accounts, establishing business relais)sidentifying and verifying customers,

legal persons, authorised representatives, custoraeting on behalf of another person,
understanding the ownership and legal structurkeokficial owners, the purpose and nature of
the business relationship, and the failure to featisrily complete CDD.

However, there remain a number of gaps includingebeial ownership for customers — natural
persons, doubts over the veracity of adequacyfipusly obtained customer identification data,
ongoing due diligence, the requirements on seegritistitutions on beneficial ownership and the
purpose and nature of the business relationshipeahanced due diligence.

Ukraine has decided not to implement the full raofyprovisions related to reduced or simplified
due diligence and the flexibility the FATF Recommations provide around the timing of
verification.

There is currently no definition of PEPs nor anyest enforceable requirements to conduct
additional measures regarding PEPs as requir€&Ebgmmendation 6.

As regards correspondent banking, the NBU haswgatequirements on what banks are expected
to collect on correspondent banking relationshiplawever, the evaluation team concluded that
Ukraine would benefit from making these requirersemiore explicit. This includes gathering
sufficient information about a respondent, asceitgi that the respondent institutions’” AML/CFT
systems are adequate and effective and obtainitigrseanagement approval.

Ukraine requires financial institutions to haveipies in place to prevent the misuse of technical
developments in money laundering or terrorist foiag. However, there is no explicit
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requirement which requires financial institutiorss ave policies and procedures in place to
address any specific risks associated with nontfaégce business relationships or transactions.

All financial institutions are obliged to identiteir customers, financial institutions are thus no
permitted to rely on intermediaries or other thpafties to perform some of the elements of the
CDD process.

. There are comprehensive secrecy provisions for fankurers and credit unions. The current

framework needs to be reviewed and streamlinedt appears to limit the ability of law
enforcement to access information in a timely marfrem some of the sectors and necessary
measures should be taken to address the autholdsksof knowledge of relevant procedures
applicable in this area.

The key requirements on record keeping obligatiares set out in a number of documents.
However, Ukraine would benefit from making theseren@xplicit in law or regulation, in
particular to ensure that record keeping requirememefer to “all necessary records on
transactions” and not just documents and that rakfinancial institutions are required to
maintain records of identification data for at lefise years following the termination of the
account or business relationship.

Ukraine has implemented some of the detailed @itender SR.VII such as the originator
information required. However, all the other detgicriteria have not been implemented at this
stage. Non-bank financial institutions and the liem Post Office (Ukrposhta)’'s compliance
with the rules and regulations relating to SR. ®ité not effectively supervised. There are no
mechanisms for the enforcement of specific breadbeshon-bank financial institutions and
Ukrposhta by competent authorities and ensure ghattions are adequate, proportional and
effective for relevant breaches. Measures shoulthken to ensure that Ukrposhta is effectively
monitored for AML/CFT purposes.

A number of requirements are in place for finandratitutions to pay special attention to
complex, unusual large transactions or unusuaépettof transactions that have no apparent or
visible economic or lawful purpose. However thesenb clear requirement for examining the
background and purpose of such financial transast#s far as possible.

Ukraine needs to review existing obligations touieg|financial institutions to explicitly examine
the background and purpose of the transactions pétkons from or in countries that do not or
insufficiently apply FATF recommendations. In adaii, the authorities should ensure they have
the legal basis to apply appropriate counter-measur

The reporting system of Ukraine is comprised of tyees of financial monitoring: compulsory
(or obligatory) financial monitoring and intern@dncial monitoring.

Compulsory financial monitoring applies to any saction that is equal or exceeds 80 000 UAH
(or equals or exceeds foreign currency with a caumalue of 80 000 UAH) and which falls
within one or several of the 14 listed criteriaanficle 11 of the Basic Law of an objective nature.
Many of the criteria that trigger the compulsorgpdincial reporting describe de facto unusual
transactions. Internal financial monitoring is defi as the activity of obliged entities to detect
financial operations subject to compulsory finahcrenitoring, and other financial operations
that may be connected with legalisation (laundgrafghe proceeds. The second type of financial
monitoring is more suspicious-based, where the katg out the financial transactions which
should be subject to suspicious-based analysisitaaldo provides for a “catch-all” provision.
Thus, from the regulatory prospective, the Ukraingathorities have made substantial efforts to
cover all possible transactions that could be @ghRas suspicious.
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However, despite the existence of the catch-allsgddor reporting of all suspicious transaction, in
the practice when deciding on submitting a suspiitransaction report (STR), most of the
reporting institutions only consider the transagsidisted in the Basic Law. Obliged entities have
to employ substantial resources in order to compti the reporting requirements, which do not
always cover suspicious transactions. This canradixeinfluence its efficiency, since it leaves an
imbalance and may inhibit the development of a isimys-based regime. According to statistics
on the number and the type of reported transactib@ppears that most of them are part of the
compulsory financial monitoring.

There is a significant difference in the amountSdiRs submitted by the banks and by all other
financial institutions. 97% of the STRs come froanks. Even though banks are the dominant
part of the financial sector, the low number of STTRYm the other sectors could not be regarded
as efficient and adequate. Although the authorisiesuld be complimented on their efforts to
increase the awareness of the non-banking financ&ltutions, there is a need for further
outreach to these sectors in order to improve tieeteveness of the STR regime. Ukraine should
provide more guidance to reporting institutionshomv to detect suspicious transactions related to
terrorism in order to enhance the effectivenedb@®kystem for filing terrorist financing STRs.

Reporting entities, their officials and other pensel are protected from disciplinary, criminal and
civil liability if they submitted information about financial transaction to the SCFM in
accordance with the Basic Law. There is no mertioa “good faith” prerequisite associated with
the reporting requirement nor of protection if thaig not know precisely what the underlying
criminal activity was, and regardless of whethkrgl activity actually occurred. The waiver is
broader than the standard set out in Recommendafipand as such it does not comply with it.
Furthermore, there should be clear tipping off miws in relation to financial institutions and
not just directors and other employees of the firannstitutions.

Ukraine has considered the feasibility of implenmanta system whereby financial institutions
would be required to report all transactions irrency above a fixed threshold. They have chosen
to establish a compulsory reporting of transacti@in®80 000 UAH or foreign currency equivalent
to 80 000 UAH or higher, if they also meet one @resal of the criteria set out in article 11 of the
Basic Law.

Competent authorities have established guidelmessist financial institutions to implement and
comply with their respective AML/CFT requirementslgrovide feedback.

The current framework covering internal controlgmpliance, audit and foreign branches suffer
from a number of deficiencies regarding the esshbtient of appropriate compliance management
arrangements by financial institutions. For the -banking institutions, there is no legal
requirement to maintain an adequately resourced iadépendent audit function to test
compliance with these procedures, policies androtsnand to put in place screening procedures
to ensure high standards when hiring staff. Afrarn banks, other financial institutions are not
required to pay particular attention to their sdizsies and branches in countries which do not or
insufficiently apply the FATF recommendations.

Ukraine has put in place procedures and requiresnghich serve as a safeguard to prevent the
establishment of shell banks and the authoritietsad that in practice there is no bank currently
authorised and operating in Ukraine which wouldeh#ive characteristics of a shell bank. The
current framework could benefit from more expli@guirements, in particular to require financial
institutions to satisfy themselves that a respohéleancial institution in a foreign country is not
permitting its accounts to be used by shell banks.

The Basic Law, as well as the sectoral laws, defireeregulation and supervision of financial
institutions on AML/CFT issues.
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(Law on the National Bank of Ukraine No. 679 of M2, 1999 as amended). The licensing and
supervision of banks are performed according the da Banks and Banking (7 December 2000
as amended as of 2007) . Article 63 of the latguires the NBU to perform at least an annual
supervision over banks’ activities in relation tMB/CFT. In addition to these two laws, the NBU
issued on 25 June 2005 the Resolution No. 231 mvéthodical instructions on compliance audit
of banks (or affiliates) in the sphere of prevegtiagalisation of criminal proceeds (anti-money
laundering) and composition of report upon resuliereof. These instructions are quite
comprehensive and cover a large scope of AML/CEli&s.

The State Commission on Securities and Stock Maskete licensing and supervisory authority
responsible for entities that perform professiostalck market activities: activities on securities
trading, management of assets of institutional sttwes, depositary activities and organisation of
trading in the stock market. The responsibilitiéshis authority are defined in the Law on State
Regulation of Securities Market in Ukraine andhie taw on Securities and Stock Market, which
do not explicitly cover AML/CFT supervision. The S6M performs AML/CFT supervision in
accordance with the Basic Law, as well as in coamgie with the SCSSM Resolution No. 344 of
5 August 2003 on approval of the Rules for Conahgctinspections of the Professional Securities
Market Participants, Collective Investment Insgsiand Stock Exchanges Regarding Compliance
with the Requirements of Effective Legislation orewention and Counteraction to Legalisation
(Laundering) of lllegally Acquired Proceeds anddfining of Terrorism, as well as with the Order
No. 644 (25 July 2008) approving the MethodologiRa@commendations which define in more
details the procedure for AML/CFT supervision.

The State Commission on Financial Services MarRegulation of Ukraine is responsible for the
licensing and supervision of credit unions, leasiogipanies, pawnshops, insurance companies,
pension funds and companies, financial companids#mer institutions whose exclusive activity
is to render financial services. The AML/CFT sup&on is conducted according to the SCFSMR
Resolution No. 26 on conducting inspections omdssof prevention and counteraction of
legalisation (laundering) of proceeds from crimaisTsets out the procedure for performing on-
site inspections, but it is rather general.

There is only one postal company in Ukraine — Uklpa. It is a state owned entity that performs
postal services in domestic and foreign postafittathe Ukrposhta is licensed by the National
Commission on the Issues of Communication ReguldtioUkraine for sending postal transfers.
In addition, it is registered with the SCFSMR farfprming financial services of postal transfer
and has received a general license from the NBUcamducting currency transactions. The
supervision over Ukrposhta is performed by two supgery bodies: the SCFSMR (for AML/CFT
supervision) and the NBU (for oversight over paymeperations). The evaluation team
determined a lack of on-site supervision over tperation of the Ukrposhta, especially in the
field of AML/CFT. At the time of the on-site visithe SCFSMR had never performed on-site
supervision of the Ukrposhta. This situation plasesne uncertainty on the adequacy of the
AML/CFT processes and procedures of this institytias well as its AML/CFT awareness,
despite the assurances received from the regulkegarding the low level of risk.

The legal provisions for non-banking financial ingtons, excluding to some extent management
companies, do not provide for an explicit barriércaminals or their beneficial owner from
holding a significant or controlling interest insacurities firm. Furthermore, except to a certain
degree the securities firms, the fit and propetedd for persons having a significant or
controlling interest in the non-banking financiastitutions are very limited.

All three financial supervisors have powers to perf AML/CFT supervision, which is a part of
their integrated supervision procedures. HowevVene is a difference in the scope and the quality
of AML/CFT supervision performed by these supemysauthorities. NBU has established
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necessary elements for applying risk-based AML/GEpervision. The practical conduct of risk-
based AML/CFT supervision seems to be limited tgy ldgal requirement for obligatory annual
on-site inspections. It does not appear that th 88« and the SCFSMR are in a position to cover
AML/CFT issues in satisfactory manner. The lattgo tinstitutions conduct on-site and off-site
inspections, but their supervisory procedures db seem to cover risk-based analysis and
supervision on consolidated basis. This conclustobased on the analysis of the AML/CFT
supervision procedures and the number of inspexpenformed during the previous years.

Regarding the enforcement powers of the supervisuthorities, they can impose fines in

accordance with the procedure set in the Basic tla@vrelevant sectoral laws, as well as the Code
of Administrative Offences. However, the currenict@ns regime needs reviewing with a view

to establishing effective, proportionate and disstea sanctions to deal with natural and legal
persons which fail to comply with AML/CFT requirente and that the range of sanctions is
broad and proportionate to the severity of theasittn. There is no evidence of appropriate
sanctioning regime and practice over the foreigrharge offices and money transfer providers.

The number of supervisory staff in all three supamy authorities is insufficient and does not
enable them to cover efficiently AML/CFT supervisicof obliged financial institutions.
Furthermore, there are some doubts related witinttependence and autonomy of the SCFSMR.
In addition, this supervisory body experience ahttigrnover of its staff, which adversely affects
its possibility for attracting and sustaining corigue staff.

The money or value transfer services in Ukraine lmamperformed through banks that are agents
of money transfer providers, non-banking finangiatitutions and Ukrposhta. These services can
only be provided through banks and the Ukrainiamafcial Group which has a relevant license.
Currently, Western Union and Moneygram perform nyommansfer services only through banks.
The SCFSMR is the competent authority to licencmllgoersons that perform money or value
transfer (MVT) services for AML/CFT purposes. Theatidnal Commission on Issues of
Communication Regulation licences Ukrposhta to guenf MVT services for postal transfers.
However, it is monitored by the SCFSMR for AML/CFbligations. In relation to MVT
services, the requirements in relation Recommendaith, 6, 7, 9, 10, 13, 15, and 22 need to be
implemented.

Preventive Measures — Designated Non-Financial Bussses and Professions

Apart from casinos, Ukraine has not extended theLANFT obligations to real estate agents,
dealers in precious metals and stones, lawyersriest other legal independent professions,
company service providers and accountants. Trudtcampany service providers as defined
under the FATF glossary do not exist in Ukrainerdilke does not comply with the requirements
set out in Recommendations 12, 16, 24 and should asatter of urgency address these
deficiencies.

. The customer due diligence and record keeping reogints set out in recommendations 5, 6, and

8to 11, 13 to 15 and 21 do not apply to DNFBPs.

Despite the SCFM's efforts to provide additionalidglines for the DNFBPs in detecting
suspicious transactions, in terms of effectivenBd¢fi-BPs seem less aware of their obligations.
Overall, the number of reports received from DNFBPsignificantly small. More outreach to this
sector is necessary, particularly by providingrirag and guidance.

There is a lack of AML/CFT supervision of DNFBPsheT current regulatory and supervisory
regime applicable to gambling institutions needbéaeviewed in order to ensure that casinos are
subject to and effectively implementing the AML/CHiieasures required under the FATF
recommendations.
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63.

64.

65.

66.

67.

68.

69.

Ukraine has considered applying Recommendatiorg B;11, 13-15, 17 and 21 to other non-
financial businesses and as a result has designatedife insurance, reinsurance, pawnshops,
cash lotteries and commodity exchanges (auctiopeers

Legal Persons and Arrangements & Non-Profit Organiations

All legal entities, irrespective of their organisaial, legal or property form, and natural persons

(individual entrepreneurs) in Ukraine required ® rfegistered with the State Register of legal

entities and natural persons - entrepreneurs odib&r(USR). The registration procedure includes

the verification that all the information requiresdsubmitted, the verification of documents, the

introduction of information into the register, tAgecution and issuance of the certificate on state
registration and relevant extract. Changes to thtitory documents of legal persons, changes of
surname/name and place of residence of the natersbn - entrepreneur are subject to mandatory
state registration. However, the evaluators haveseen any provisions which would require that

changes in ownership and control information fbfains of legal entities be kept up to date.

Information requested for registration purposeSlknaine does not appear to include information
on beneficial ownership of legal persons. Thus, ldgal framework in place does not require
adequate transparency concerning the beneficialeship and control of legal persons. This
mechanism does not enable competent authoritiedbtigmin or have timely access to adequate,
accurate and current information on beneficial awhip and control of legal persons, as such
information is not available in the USR. As regaatiser information held, it remains uncertain
whether such information is accurate and up to.date

Only joint stock companies can issue shares. Tteodties advised that all shares of a joint stock
company are nominal (Article 6 (4) of the Law onnd&stock Companies) and shall indicate the
type of the security, title and location of stocdkrpany, series and number of certificate, number
and date of issue, international identification femof the security, type and nominal value of the
share, name of holder and number of issued sh@tes.shares are registered and the State
Securities and Stock Market Commission of Ukrairs@ntains a register of nominal shareholders.

In the Ukrainian legal framework, trusts or otheémikar legal arrangements do not exist.
Recommendation 34 is not applicable.

The Ukrainian authorities have undertaken a limitediew of the adequacy of part of the
legislation applicable to non profit organisatigh?Os). However this was not done with an aim
to determine its vulnerability to terrorist finangi Some measures have been taken to promote
supervision of monitoring of NPOs and a range ofctans is available for violations with the
relevant legislation, which are applied by the Miny of Justice for all Ukrainian NPOs and by
the territorial administrations for the local oreesd by the Tax Administration for breached of
taxation related requirements. The effectivenesthefoversight mechanisms also needs to be
reviewed.

There is a clear lack of measures to raise awasdnefie NPO sector about risks and measures
available to protect them against such abuse. Lregglirements need to be introduced to ensure
that NPOs maintain information on the identity @rgon(s) who own, control or direct NPOs
activities, including senior officers, board mensand trustees and that such information, as well
as data on the purpose and objectives of the NRDeitizs should be publicly available.
Furthermore, there are no legal requirements iceplar NPOs to maintain for a period of at least
5 years records of domestic and international &etiens that are sufficiently detailed to verify
that funds have been spent in a consistent manitér the purpose and objectives of the
organisation and to make them available to appatgauthorities.
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6.

70.

71.

72.

73.

74.

75.

National and International Co-operation

Since the last evaluation, Ukraine has taken sigif steps towards enhancing co-operation
between the various authorities. Policy level peration and co-ordination between all the
agencies involved in the AML/CFT efforts is und&ga through the Interagency Working Group
regarding research of methods and trends in laimglexf proceeds from crime (IWG). The
SCFM plays a major leadership role in the co-oritimaof the system through the Interagency
Working Group.

Also, Ukraine appears to have mechanisms in placeview the effectiveness of the AML/CFT
system. The implementation of the AML/CFT systerbeing assessed by the IWG on an annual
basis. Efficiency is being determined on the basifulfilment of tasks envisaged by the annual
AML/CFT action plans. As a result of the work urtd&en by the IWG, several important policy
and legal proposals were developed.

Ukraine has accessed the Vienna and Palermo Coonsnts well as the Terrorist Financing
Convention. Nevertheless, the evaluation team vedersubstantial concerns on the
implementation of the noted conventions, as webirasertain gaps in application of requirements
of UNSCRs 1267, 1373 and successor resolutions.

Ukraine has ratified a number of international camions, which created a thorough legal basis
for international co-operation. Ukraine has alsweligped an efficient approach in providing
mutual legal assistance (MLA). Such assistance risvigped on the basis of multilateral
international treaties and bilateral agreementghénabsence of any agreement, as well as on the
basis of reciprocity via diplomatic channels. Fbe tetter provision of mutual assistance, the
evaluation team recommended to set up more detaidgd procedures on rendering various types
of MLA requests. Additionally, as regards providiegtradition related assistance, the evaluation
team advised to eliminate legal impediments posed dertain types of requests and
circumstances.

Other competent authorities can provide a wide eéasfgnternational co-operation to their foreign

counterparts and there are clear and effectivenggt® enabling the promote and constructive
exchange directly between counterparts upon reguaitout unduly restrictions. The current

framework could be further enhanced by making reargsamendments so that competent
authorities are authorised to exchange spontanemisrmation.

Resources and Statistics

Not all required statistics are kept by the relévadkrainian authorities and the collective review

of the performance of the system as a whole aradegfic coordination needs developing. In the
light of the information received, it appears thhe resources allocated to several relevant
authorities should be increased in order to endbet they have the capacity to perform

adequately their functions.
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1 TABLE OF

RATINGS

RECOMMENDATIONS

OF COMPLIANCE WITH FATF

For each Recommendation there are four possibleldesf compliance: Compliant (C), Largely
Compliant (LC), Partially Compliant (PC), Non-Corngpit (NC). In exceptional circumstances a
Recommendation may also be rated as not appli¢sie.

Forty
Recommendations

Rating

Summary of factors underlying rating?

Legal systems

1. Money laundering
offence

PC |-

Actions of conversion or transfer of property da appear to
be fully covered

property does not seem to cover intangible assedslegal
documents or instruments evidencing title to, derest in
such assets

there are no autonomous investigation and prosecufi the
ML offence, as well as no conviction for money ldaring
without prior or simultaneous conviction for a pade
offence proving that the property is the proceddsime

2 out of 20 designated categories of offencesnatefully
(insider trading and market manipulation) and ficiag of
terrorism in all its aspects is not covered

The applied threshold for predicate offences it indine
with the requirements of Recommendation 1

There appear to be difficulties in the implemeiiatof the
offence

2. Money laundering
offence Mental
element and
corporate liability

PC .

While criminal liability of legal persons for ML isiot
established, corporate civil or administrativéiligy for ML,
with the exception of liability for breaches of cpliance
with the AML regime, appears to be deficient

The effectiveness of sanctions could not be fudlyegsed an
in any case, legal persons are not subject to ptiopate and
dissuasive criminal, civil or administrative sapnai for ML

3. Confiscation and
provisional
measures

PC .

Confiscation of instrumentalities, confiscationgrbperty of
corresponding value, as well as confiscation ofoine,
profits or other benefits from the proceeds of eriimvolved
in the commission of ML offence are not coveredtlie
Ukrainian legal framework.

Property from the commission of certain predicaferces
cannot be confiscated;

The Ukrainian legislation is deficient in ensuricanfiscation
of property used in or intended for use in TF.

The effective application of confiscation measungih
regard to ML or predicate offences cannot be assgeissthe

2 These factors are only required to be set out wihemating is less than Compliant.
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absence of relevant statistics

Preventive measures

4. Secrecy lawg  pc Limitations on the ability of law enforcement autties to
consistent with the access information in a timely manner from somethaf
Recommendations sectors and lack of knowledge of relevant procesiiire

applicable in this area
The evaluation team had significant concerns ovectal
implementation of banking secrecy provisions

5. Customer due PC For banks, CDD measures when carrying out occals

diligence

transactions above the applicable threshold ariéelihto cash
transactions

The requirement to undertake CDD measures whenicgry

out occasional transactions that are wire transtersot sef
out in law or regulation

Banks are not explicitly required to undertake CBiben
there is a suspicion of money laundering or testg
financing, regardless of any thresholds

There is no explicit requirement in law or reguatifor
dealing with doubts about the veracity or adequacy
previously obtained customer identification dathe Turrent
requirements do not refer to undertaking CDD andndb
cover the full scope of CDD.

The definition of beneficial ownership does not @owatural
persons and there is no requirement in law or ragok
requiring financial institutions to determine whaoe athe
natural persons that ultimately own or control¢hstomer

Securities institutions are only required identtfgneficial
owners and understand the ownership and contraitane of
the customer in higher risk situations.

Securities institutions are only required to obtaiimrmation
on the purpose and nature of the business rel&iria
higher risk situations.

There is no specific requirement in law or regalatito
conduct ongoing due diligence on the businessioaksttip
applicable to all financial institutions.

There is no requirement on non-bank financial ingtns
that ongoing due diligence should include scrutiafy
transactions undertaken throughout the course @it
relationship to ensure that the transactions benducted
are consistent with the institution’s knowledge tife

ona

=

th

customer, their business and risk profile, and wher

necessary, the source of funds.

There is no general requirement on financial in8tihs to
perform enhanced due diligence for higher risk gaties of
customers, business relationships or transactionthe
requirements on banks do not cover certain elentdérE®D;

There is no explicit requirement for non-bank ficiah
institutions to apply CDD to existing customers.
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6. Politically exposed
persons

NC

There is no definition for PEPs in other enforceabhkans

There is no requirement on financial institutioms put in
place appropriate risk management systems to diter
whether a potential customer, a customer or thefimal
owner is a politically exposed person

m

There is no requirement to obtain senior management

approval for establishing business relationshipth VREPS,
including where a customer has been accepted aa(
customer or beneficial owner is subsequently fotmbe, or
subsequently becomes a PEP.

There is no requirement to take reasonable meagor
establish the source of wealth and the source oflduof
customers and beneficial owners identified as PEPs

There is no requirement to conduct enhanced ong
monitoring on a business relationship with the PEP

| th

oing

7. Correspondent
banking

PC

There is no explicit requirement to gather suffiti
information about a respondent to understand tikynature
of the respondent’s business and to determine fyabiicly
available information the reputation of the and duelity of
supervision, including whether it has been suldjge money|
laundering or terrorist financing investigation i@gulatory
action.

No requirement to ascertain whether the respon
institutions AML/CFT systems are adequate and &ffec

There is no direct requirement to obtain approkaif senior
management before establishing new correspon
relationships.

1)

dent

dent

8. New technologies an
non face-to-face
business

PC

There
institutions to have policies and procedures it@l@ address an
specific
relationships or transactions.

is no explicit requirement which requires afinial

risks associated with non-face-to-face irmss

9. Third parties ang
introducers

N/A

10.Record keeping

LC

Non-bank financial institutions are not requirednt@intain
records of the identification data for at leastefiyears
following the termination of the account or busi
relationship.

No requirement that transaction records shouldufécent
to permit reconstruction of individual transactions

11. Unusual transactions

LC

The obligation to examine as far as possible tkdround
and purpose of all unusual financial transactioasnot
explicitly covered

There is an inconsistent implementation of the quiksd
scope of data included in the register of finantriahsactions
subject to financial monitoring for the non bankifgancial
sector

12.DNFBP - R.5, 6, 8-
11

NC

Real estate agents, dealers in previous metalsstones,
lawyers, notaries, other independent legal probesds,
company service providers and accountants do na hay
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obligations pertaining to Recommendation 5, 6,830 11

Casinos
R.5

* There is no requirement in law or regulation whiehuires
casinos to undertake CDD when their customers engrag
financial transactions equal to or above USD/€3000.

* Casinos are not required to undertake CDD wheretien
suspicion of money laundering or terrorist finamggin
regardless of any threshold.

 There is no explicit requirement in law or reguatifor
dealing with doubts about the veracity or adequady
previously obtained customer identification dathe Turrent
requirements do not refer to undertaking CDD andndb
cover the full scope of CDD.

*  The definition of beneficial ownership does not @owatural
persons

 There is no requirement in law or regulation reiagir
DNFBPs to determine who are the natural persons |tha
ultimately own or control the customer.

 There is no specific requirement in law or regwoiatito
conduct ongoing due diligence on the businessioekttip

* There is no requirement on DNFBP that ongoing due
diligence should include scrutiny of transactiomslertaken
throughout the course of that relationship to emghat the
transactions being conducted are consistent witk | th
institution’s knowledge of the customer, their Imesis and
risk profile, and where necessary, the source mdsu

 There is no general requirement on DNFBP to perform
enhanced due diligence for higher risk categorids o
customers, business relationships or transactions.

e There is no explicit requirement to apply CDD tdsérg
customers

*  There are concerns about the effectiveness ofeimghtation
of customer identification requirements in the nasector

R.6
. There is no definition for PEPs in other enforceabkans

e There is no requirement on financial institutioos put in
place appropriate risk management systems to diterm
whether a potential customer, a customer or thesfimal
owner is a politically exposed person

« There is no requirement to obtain senior management
approval for establishing business relationshipth VREPS,
including where a customer has been accepted aed th
customer or beneficial owner is subsequently fotmbe, or
subsequently becomes a PEP.

 There is no requirement to take reasonable meadores
establish the source of wealth and the source ofiduof
customers and beneficial owners identified as PEPs
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R.8

R.9 (N/A)

R.10

R. 11

There is no requirement to conduct enhanced ongoing
monitoring on a business relationship with the PEP.

There is no explicit requirement which requires have
policies and procedures in place to address anyifgpasks
associated with non-face-to-face business reldiipasor
transactions.

Non-bank financial institutions are not required imbin
records of the identification data for at at |dast years

There is no clear requirement for examining agfapossible
the background and purpose of all unusual financial
transactions

There is an inconsistent implementation of the quiksd
scope of data included in the register of finanti@hsactions
subject to financial monitoring

13. Suspicious
transaction reporting

PC

The suspicious reporting regime could not be regfhrds
risk-based and in line with the specifics of diffiet sectors

No STR requirement in cases possibly involving des
trading and market manipulation

All types of attempted transactions are not fublyered

Low numbers of STRs outside the banking sector raeie
affects the effective implementation

14. Protection and no
tipping-off

LC

The Basic Law does not explicitly provide protentiof
entities if they acted in a “good faith” and evéthey did not
know what underlying criminal activity was, and aedjess
of whether illegal activity occurred

Financial institutions are not covered by the tigpioff
prohibition

15. Internal controls,
compliance and
audit

PC

Apart for banks, neither law, nor the practice ey
require compliance officer to be at the manage riesme

There is no legal requirement nor practice for banking
financial institutions to maintain an adequatelyogrced ang
independent audit function to test compliance WKL/CFT
procedures, policies and controls

Low awareness of the non-banking financial indting on
the roles and responsibilities of the internal afudiction

Financial institutions are not fully required totpan place
screening procedures to ensure high standards Wwhigry
employees

16.DNFBP - R.13-15 &
21

NC

The same deficiencies in the implementation | of
Recommendations 13-15 and 21 in respect of financia
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institutions apply equally to DNFBP
The effectiveness of the reporting by DNFBP is nul

The compliance and audit functions of DNFBP are inot
place

17. Sanctions

PC

The pecuniary sanctions under the Basic Law are
dissuasive and proportionate to the severity afumaton. The
Basic Law and the sectoral laws provide for différ@amount
of fines, which can create uncertainty on the amadriines
that could be imposed

The efficiency of the sanctioning regime is quetiinle

According to the Law on Banks and Banking , thehditiwal
of a bank license is limited to cases when bankiersa
significant loss of assets or income

The sanctions are not broad and proportionategsdverity|
of the violation and the efficiency of the sanotig regime
is questionable

There is no evidence for appropriate sanctionirggmme and

practice over the foreign exchange offices and ewon

transfer providers.

18. Shell banks

LC

Financial institutions are not clearly requiredsttisfy themselve
that respondent financial institution in a foreigauntry is not
permitting its accounts to be used by shell banks

"2

19. Other forms of
reporting

20. Other DNFBP and
secure transaction
techniques

LC

not

AML/CFT obligations extended to other non finangial

businesses without undertaking a risk assessment

21.Special attention fo
higher risk countries

NC

There is no clear requirement for financial ingi@ns to give
special attention to all business relationship tradsactions

with persons from or in countries which do not |or

insufficiently apply FATF recommendations

There is no explicit requirement that the exanamatof the
background and purpose of the financial transastiaith
countries that do not or
recommendations should be extended as far as fssib

No enhanced mechanisms in place to apply full Eebonter
measures

22.Foreign branches an(
subsidiaries

)l

PC

Apart from the special situation for banks, these no
requirement for the other financial institutions oy
particular attention to their subsidiaries and bhas in
countries which do not or insufficiently apply tHeATF
Recommendations

No requirement to ensure implementation of the diigh
foreign subsidiaries and

AML/CFT standard by their
branches, to the extent that local laws and reiguisipermit

23.Regulation,
supervision and
monitoring

PC

The SCFSMR does not
supervision of the Ukrposta

The legal provisions for non-banking financial ingtons
(excluding to some extent asset management cong)athie

conduct

19
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not provide for an explicit barrier of criminalsy aheir
beneficial owner, from holding a significant or tafling
interest

The fit and proper criteria for for persons havangignificant

or controlling interest in the non-banking finardia

institutions (except to a certain degree the s8earifirms)
and their senior managers are very limited

The risk-based approach to AML/CFT supervision
implemented by all supervisors. NBU is the onlyeswjsory
authorities that has necessary supervisory techriquo
conduct risk-based AML/CFT supervision, but its gical
implementation is constrained with the legal reguonent for
annual AML/CFT on-site inspections

SCSSM and SCFSMR do not implement a risk based
consolidated supervision .

There is no adequate AML/CFT framework for AML/CFT

and

supervision over foreign exchange offices and pagme

systems

24.DNFBP - Regulation,
supervision and
monitoring

NC

The Ministry of Finance does not have adequate powue
perform AML/CFT supervision and to monitor and d&nc
over gambling institutions

Recommendation 17 not implemented in relation toeio
categories of DNFBP

The licensing regime of gambling institutions satsisk for
different implementation and misuse

The criteria for preventing criminals or their agstes from
holding or being a beneficial owner or holding anagement
function, or being an operator of a casino arefiigent

Besides the recent positive trends related withctgams
imposed to the gambling institutions by the SCFMe
general sanctioning practice and effectiveness avhlgding
institutions is insufficient

Recommendation 24 not implemented in respect oérath

categories of DNFBP

The resources of the Ministry of Finance to perfc
AML/CFT supervision is rather insufficient, as wel their
competence

=

m

25.Guidelines and
Feedback

LC

SCFM does not provide case by case feedback tgeabli

entities regarding the case referrals transmitted law
enforcement agencies

The ML/FT guidance provided by SCFSMR and SCSSM to

the specific sectors that they supervise couldoeategarded
as sufficient

Guidelines for all DNFBPs on issues other thandaation
reporting need to be further developed

Institutional and other
measures

26.The FIU
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27. Law enforcement
authorities

PC

There are concerns with the practical implementatb the
procedures for ML/TF investigations and regardirgks of
duplication of efforts which impact on the prop
investigation of ML/TF

Corruption remains an issue of concern
Statistics show a decline in the number of criminakes
initiated and in the number of criminal cases sutadito the
court, which casts doubts on the effectiveness aW
enforcement authorities’ action.

er

28. Powers of
competent
authorities

LC

There remained concerns as regards the obtairgh
necessary information for use in ML/FT investigato

29. Supervisors

PC

AML/CFT supervisory practices (except NBU's prae)i
does not clearly extend to sample testing

There are no explicit provisions that specify thepe of the
AML/CFT supervision and enforcement powers oveeifgm
exchange offices

Apart from the specific situation of banks, the ctaming
regime does not include the possibility for pernmamemoval
from office of directors and senior managers

Maximum fines against financial institutions are tow

30. Resources, integrity]
and training

PC

Limited information which does not enable to assgkether
the SCS is provided with adequate financial, huraand
technical resources

Insufficient resources within the Ministry of Ju#i to
number of staff to deal with MLA and extradition

Supervisory authorities are not adequately stafied as
regards the SCFSRM, its independence is questienab
well as its ability to attract and sustain compegttaff

Serious doubts regarding the Ministry of Finanaddity to
perform AML/CFT supervision of casinos, given isace
resources

Lack of data on resources used to set up and nraitite
AML/CFT system on the policy level

Further training for staff of competent authostidor
combating ML and TF appears necessary

31. National co-
operation

LC

Existing mechanisms in place point in the rightediion,
however further feedback and accountability is nexgl) as
well as greater co-ordination and co-operationti@aarly at
operational level and between supervisory autleariti

32. Statistics

PC

Collective review of the performance of the systam a
whole and strategic co-ordination needs developing;

No comprehensive statistics maintained by compe
authorities on an annual basis on:

the number of cases and the amounts of properierrg
seized and confiscated relating to ML, TF and anath
proceeds;

reports files on domestic or foreign currency tesi®ns

tent

above a certain threshold, cross border transpomtaif
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currency and bearer negotiable instruments

- all MLA and extradition requests (including request
relating to freezing, seizing and confiscation the made
or received relating to ML, predicate offences &L,
including the nature of the request, whether it gasted
or refused and the time required to respond

- on formal requests of assistance received or meldéng
to or including AML/CFT, and information on whethie
requests were granted or refused by supervisors

33. Legal persons — PC  The existing system does not enable to achieve uatieq
beneficial owners transparency concerning beneficial ownership armrob of
legal persons

* Relative ease with which fictitious companies can b
established hinders the authorities AML/CFT efforts

*  There are concerns on the timely access to adeqaterate
and current information contained in the USR

34. Legal arrangements /A
— beneficial owners

International Co-
operation

35. Conventions PC Implementation of the Vienna and Palermo Convestion

» Certain elements of criminalisation of ML offenees, well
as application of confiscation and provisional nees
appear to be deficient

« as regards specifically implementation of Palermo
Convention, liability of legal persons is deficient

* Criminalisation of TF does not cover the elemeetsferth
by article 2 of the Convention

e Liability of legal persons is not in line with aife 5 of the
Convention

36. Mutual legal PC |+ Detailed procedures on the legal framework for jgion of
assistance (MLA) various types of MLA, inclusive of timeframes fasponses
of MLA requests are missing

 Feedback from other countries indicates low qualify
materials received

. Effectiveness concerns

37. Dual criminality LC |+ Rendering MLA in the absence of dual criminality)
particular for less intrusive and non compulsoryamees ig
not possible.

* There are certain legal impediments in renderirgaeiion
related assistance.

*  Gaps in the incrimination of ML/TF offences and dicate
offences impact in this context

38. MLA_ ) on LC * Loopholes and inconsistencies in identifying, fiegz
confiscation  anc seizing and confiscating relevant property, asetéd in
freezing sections 2.3 and 2.4 effect the ability of exeamtisuch

actions for MLA.

39. Extradition LC |«  There are certain legal impediments in renderirtgaelition
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related assistance.

Current limitations in relation to the criminalisat of ML
impact on Ukraine’s ability to extradite personsgiat for
ML

The effectiveness of the extradition system cowltbe fully
assessed

40. Other forms of
co-operation

LC

Gaps in the legal framework to enable exchanges
information spontaneously

Nine Special
Recommendations

SR.I Implement UN
instruments

NC

There are a number of gaps in the implementatiothefTF
Convention and of the

UNSCRs 1267, 1373 and successor resolutions

SR.II
terrorist
financing

Criminalise

PC

Elements of the financing of terrorism are crimised solely
on the basis of aiding and abetting, attempt orspwacy
thus, FT is not criminalised in line with SR llgrements
as an autonomous offence

A number of requirements do not appear or are palyly
covered (i.e. application to any funds as definedhe TF
Convention; I1.1(c)ii; 11.2, 1.3, R. 2 criteria 2.— 2.5).

SR.II Freeze an
confiscate

terrorist assets

PC

Authorised state agencies (the SCFM or other) ddhaee a
power to execute initial suspension (freezing) ioficial
transactions.

It is not explicit that suspension (freezing) exte to fundg
owned or controlled by persons who commit, or afteto
commit terrorist acts or participate in or facii@athe
commission of terrorist acts, where no nationalrtdecision
or appropriate foreign decision are existent.

Prompt determination and suspension (freezing)eoftist
funds on the basis of appropriate foreign requestgived by
the SCFM or other competent authorities (besides
Security Service) are not available.

Suspension (freezing) of funds or other assetoonhected
with financial transactions is not possible.

There are no detailed publicly-known procedures der
listing requests and for unfreezing the funds ofisted
persons or entities in a timely manner, includimghie case o
persons or entities inadvertently affected by ae#imy
mechanism

Ukraine had not established procedures for autihgreccess
to funds for basic expenses.

Confiscation of terrorist related funds is not polesin the
course of criminal proceedings on terrorist relai#fdnces.

SR.IV
transaction
reporting

Suspicious

PC

Shortcoming in the criminalisation of terrorist dimcing
limits the reporting obligation

No STR requirement in law or regulation for alpég of
attempted transactions

The practice illustrates a lack of understandingrbf STR
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obligation and overall lack of effectiveness of fystem

Deficiencies related to R. 40 impact have a negatffect on
the rating of this Recommendation.

SR.V
co-operation

Internationa

PC

The deficiencies related to R. 36-38 - 39 have gatiee
effect on the rating of this Recommendation.

Reservations about the possibility of extraditioor fall
offences related to terrorist financing

PC

There is no requirement on the MVT service opesgitor

(whether they are registered to transfer natiomafooeign
currency) to maintain a current list of agents \ttitey use.

Implementation of Recommendations 5, 6, 7, 9, H),15,
and 22 in the MVT sector suffers from the sameadikdficies
as those that apply to banks and which are destearlier
in section 3 of this report.

R.17 — Statistics on the number of sanctions impose
MVTs were not provided to the evaluation team dndtthe
effectiveness could not be assessed.

PC

The requirements in Order No. 211 for Ukrposhta nid
meet the FATF requirements.

There is no explicit requirement on financial indibns to
adopt effective risk-based procedures for identdyiand
handling wire transfers that are not accompanieddgplete
originator information.

The competent authorities do not have the necegsamgrs
or measures in place to effectively monitor nonkb
financial institutions and Ukrposhta with the ragunents in
NBU Resolution No. 348.

The competent authorities do not have the neces
mechanisms to impose sanctions for specific be=adh
relation to NBU Resolution No. 348

SR.VI AML
requirements fo
money/value
transfer services

SR.VII  Wire transfer

rules

SR.VIII Non-profit

organisations

PC

No reviews undertaken of the domestic NPO sectoespect
of its misuse for terrorist financing

Lack of outreach to the NPO sector

Deficiency of measures to promote effective supséow or
monitoring of NPOs and it is unclear whether erigtrules
have been adequately enforced

No explicit legal requirement is established stipinlg the
NPOs to maintain the identity of person(s) who owantrol
or direct NPOs activities.

There is no explicit legal requirement for NPOsriaintain
records for a period of at least 5 years and makédadble to
appropriate authorities, records of domestic anerational
transactions

SR.IX Cross Borde
declaration and disclosur

e

PC

NBU resolution and related explanatory form of 8@S do
not appear to cover all bearer negotiable instrusen

ssary

No powers to stop or restrain declared cash or ebear

negotiable instruments in case of a suspicion of /L

The administrative fines available for

24

false or non



declarations are not dissuasive and not effective.
Shortcomings identified in R. 3 and SR.III also lgpp this
context.

Information and documents regarding various issug® not
provided in order to properly understand the fuordtig of
the system (e.g. full scope of information avaikabd the
FIU, adequacy of the coordination among reley
authorities) and assess the effectiveness of gtersy
Doubts about the human and financial resourcef@®fSCS

and relevant training.
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