
CRYPTOCRIME IN LATIN 
AMERICA
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Octopus Conference 2023
The interplay of cybercrime and financial investigations



CONTEXT
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CONTEXT

• Argentina, Brazil 
and Mexico are in 
the top 20 in 
cryptocurrency 
adoption
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CONTEXT

• Latin America 
shows the 
highest 
preference for 
centralized 
exchanges
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CONTEXT

• In Argentina, the use 
of cryptocurrencies is 
distributed 
throughout the 
country
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LEGAL TOOLS
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LEGAL TOOLS - REGULATION

There are different approaches, from prohibition to use 
as official currency.
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LEGAL TOOLS - REGULATION

There are different approaches, from prohibition to use as official currency.

There are no regional regulations

www.coe.int/cybercrime 8



LEGAL TOOLS - REGULATION

There are different approaches, from prohibition to use as official currency.

There are no regional regulations

In many countries VASPs are not yet regulated 
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LEGAL TOOLS - REGULATION

There are different approaches, from prohibition to use as official currency.

There are no regional regulations

In many countries VASPs are not yet regulated (but that 
does not prevent them from operating freely)
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LEGAL TOOLS - INVESTIGATION

Use of search and seizure of stored computer data rules 
to seize crypto (articles 18 & 19 Budapest Convention)
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LEGAL TOOLS - INVESTIGATION

Use of search and seizure of stored computer data rules to seize crypto (articles 
18 & 19 Budapest Convention)

Use of search and seizure of stored computer data rules 
to obtain basic subscriber information form a VASP 
(article 18 Budapest Convention and -in the future-
article 8 2nd Additional Protocol)
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LEGAL TOOLS - INVESTIGATION

Use of search and seizure of stored computer data rules to seize crypto (articles 
18 & 19 Budapest Convention)

Use of search and seizure of stored computer data rules to obtain basic 
subscriber information form a VASP (article 18 Budapest Convention and -in the 
future- article 8 2nd Additional Protocol)

Use of public / open source stored computer data rules to obtain information on 
the blockchain (article 32 “a” Budapest Convention)

Use of free & commercial tools for investigate 
transactions
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LEGAL TOOLS - LIGATION

We created a crypto - investigations guide for 
prosecutors, judges and police officers
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LEGAL TOOLS - LIGATION

We created a crypto - investigations guide for 
prosecutors, judges and police officers

We are working in a step-by-step crypto seizure 
guide
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LEGAL TOOLS -

We created a crypto -
investigations guide for 
prosecutors, judges and 
police officers

We are working in a 
step-by-step crypto 
seizure guide
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CASE STUDY
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CASE STUDY #1

Stolen cell phone + illegal access to victim's VASP 
account + funds transferred to suspect's account
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CASE STUDY #1

Stolen cell phone + illegal 
access to victim's VASP 
account + funds 
transferred to suspect's 
account

Freezing of funds + 
seizure and return to the 
victim's account
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CASE STUDY #2

Comando Vermelho’s 
money laundering 
investigation + search 
warrants + discovery of 
seed phrases + crypto 
seizure in real time
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CASE STUDY #3

Chinese supermarket 
organization’s money 
laundering investigation + 
search warrants + seed 
phrase discovery + real-
time crypto seizure
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CASE STUDY #4

Recovering illegal profits 
with the help of VASPs

www.coe.int/cybercrime 23



THANK YOU!
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