Octopus Conference 2023

The interplay of cybercrime and financial investigations

CRYPTOCRIME IN LATIN
AMERICA
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CONTEXT

* Argentina, Brazil
and Mexico are in
the top 20 in
cryptocurrency
adoption
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Noticias v Destacado v Anédlisis de precios v Herramientas de Mercado v Criptopedia v Q

Freewallet Monedero de confianza para millones de us

;‘E. RAY JIMENEZ BRAVO 23 SEP 2023 ELECCION DEL EDITOR
Brasil, Argentina y México se encuentran Bono volcanico de El
. .. Salvador recibié
dentro de los 20 paises con mayor adopcion aprobacién regulatoria
criptografica, segun informe
Bitcoln roza los USD 42,000

La adopcidn criptogréfica evoluciona con fuerza tanto a nivel individual como institucional.
Tokens BRC-20 ofrecen oportunidades a

Este informe de Chainalysis revela qué paises lideran en adopcién
compradores de BTC

Sélo se han aprobado 11 de 330 proyectos
de ley de Warren

Animoca Brands tendra nuevo enfoque
en 2024

COINTELEGRAPH YOUTUBE

hangelly
En la publicacién de la pagina web de la empresa Chainalysis, sobre el adelanto del el

indice anual de adopcién global de criptomonedas, un estudio que combina datos Intercambios
en cadena y del mundo real para evaluar qué paises estdn liderando la adopcién de lnstanta'neos
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criptomonedas a nivel de base, muestra que Brasll, Argentina y México han




CONTEXT

« Latin America
shows the
highest
preference for
centralized
exchanges
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The future of money

News v Markets v Magazine People v  Cryptopedia v Research  Video

Markets Pro Q

@ sellyverse * %, defi30comingsoon H—m

.fg',‘ CIARAN LYONS OCT 15, 2023
Latin America takes global lead in
preference for centralized exchanges:
Report

According to Chainalysis, Latin American crypto users significantly prefer centralized
exchanges, in contrast to the rest of the world.

EDITOR'S CHOICE

El Salvador’s Bitcoin bond
gets regulatory approval,
targets Q1 launch

Buy the dip, sell the rip? BTC price levels
to watch as Bitcoln taps $42K

Binance’s CZ must stay In US, Elon Musk
seeks $1B for Al, and other news:
Hodler's Digest, Dec. 3-9

BRC-20 tokens are presenting new
opportunities for Bitcoln buyers

Don’t panic: Only 11 of Elizabeth Warren’s
330 bills have ever passed




CONTEXT

» In Argentina, the use
of cryptocurrencies is
distributed

throughout the
country
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LEGAL TOOLS
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LEGAL TOOLS - REGULATION

There are different approaches, from prohibition to use
as official currency.
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LEGAL TOOLS - REGULATION

There are different approaches, from prohibition to use as official currency.

There are no regional regulations
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LEGAL TOOLS - REGULATION

There are different approaches, from prohibition to use as official currency.

There are no regional regulations

In many countries VASPs are not yet regulated
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LEGAL TOOLS - REGULATION

There are different approaches, from prohibition to use as official currency.

There are no regional regulations

In many countries VASPs are not yet regulated (but that
does not prevent them from operating freely)
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LEGAL TOOLS - INVESTIGATION

Use of search and seizure of stored computer data rules
to seize crypto (articles 18 & 19 Budapest Convention)

www.coe.int/cybercrime 11




LEGAL TOOLS - INVESTIGATION

Use of search and seizure of stored computer data rules to seize crypto (articles
18 & 19 Budapest Convention)

Use of search and seizure of stored computer data rules
to obtain basic subscriber information form a VASP
(article 18 Budapest Convention and -in the future-
article 8 2nd Additional Protocol)
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LEGAL TOOLS - INVESTIGATION

Use of search and seizure of stored computer data rules to seize crypto (articles
18 & 19 Budapest Convention)

Use of search and seizure of stored computer data rules to obtain basic
subscriber information form a VASP (article 18 Budapest Convention and -in the
future- article 8 2nd Additional Protocol)

Use of public / open source stored computer data rules
to obtain to obtain information on the blockchain (article
32 “a” Budapest Convention)
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LEGAL TOOLS - INVESTIGATION

Use of search and seizure of stored computer data rules to seize crypto (articles
18 & 19 Budapest Convention)

Use of search and seizure of stored computer data rules to obtain basic
subscriber information form a VASP (article 18 Budapest Convention and -in the
future- article 8 2nd Additional Protocol)

Use of public / open source stored computer data rules to obtain information on
the blockchain (article 32 “a” Budapest Convention)

Use of free & commercial tools for investigate
transactions
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LEGAL TOOLS - LIGATION

We created a crypto - investigations guide for
prosecutors, judges and police officers
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LEGAL TOOLS - LIGATION

We created a crypto - investigations guide for
prosecutors, judges and police officers

We are working in a step-by-step crypto seizure
guide
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-2023 -

Guia practica para la

A identificacion, trazabilidad e
L E G L I O O LS - incautacion de criptoactivos
Consideraciones

tedrico-practicas sobre activos
virtuales basados en |la

We created a crypto - B i
investigations guide for -
p rosecuto rS, J' u d g eS a n d MPF | Ministerio Publico Fiscal de la Nacion

police officers

We are working in a
step-by-step crypto
seizure guide
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CASE STUDY
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CASE STUDY #1

Stolen cell phone + illegal access to victim's VASP
account + funds transferred to suspect's account
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CASE STUDY #1

Stolen cell phone + illegal
access to victim's VASP
account + funds
transferred to suspect's
account

Freezing of funds +
seizure and return to the
victim's account

www.coe.int/cybercrime

Fallo inédito: la Justicia argentina le ordend a Binance
devolver Bitcoins sustraidos de la cuenta de una victima
de un robo de su celular




CASE STUDY #2 =

Lavaban dinero para el Comando Vermelho: como era el negocio
"cripto" que manejaban desde su casa en Nordelta

CO man d 0O Ve rme | h 0O ’ S Lot ncons enuns i seg.ur;da.d o éeTZballeteras s conbameeniin i
money launderin g €l cantro do blanqueo estaba.en una firanciers el Microoent Hiyun barra dé Boca entre os sospedioso.
investigation + search
warrants + discovery of
seed phrases + crypto
seizure in real time

e A
C E
> ~ . -
< | ¢ i
S Marcelo Cleyton Alves De Sousa y su esposay SpA { ] 8l Co lplvﬁa’m Nordelta.
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CASE STUDY #3

Chinese supermarket
organization’s money
laundering investigation +
search warrants + seed
phrase discovery + real-
time crypto seizure

www.coe.int/cybercrime

E@PERFH_; ULTIMAS NOTICIAS POLITICA OPINIGN SOCIEDAD ® HTIQFERTIL € incReEsAR A
Laincreible red de lavado detrds de una cadena de
supermercados chinos

La investigacion, realizada por la Policia de Seguridad Aeroportuaria, se inicid en junio de 2020. En las dltimas horas hubo 26 allanamientos en
el AMBA y uno en Puerto Iguazu.

SUPERBET
50 LEI Fara Depunere
Exclusiv clionti nol
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Penal / Abogados / Tecnologia

Sinceramiento fiscal

CAS E STU DY # 4 Criptoembargo penal

19 de May de 2023
La Camara Federal de Casacién Penal dejé firme el embargo preventivo sobre las cuentas en dos exchanges de
acusados por posible intento de blanqueo durante el Gltimo sinceramiento fiscal.

Recovering illegal profits
with the help of VASPs
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UNIDAD FISCAL ESPECIALIZADA EN CIBER

THANK YOU! DELINCUENCIA

-UFECI-
£15% MINISTERIO PUBLICO Mail / Sitio institucional:
— FISCAL
PROCIRACON Sern Twitter - Linkedin

Instagram — Facebook
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