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Excerpt

Adopted on December 14, 2004

Article 20. The responsibility of the users of pdal service and restrictions

It is prohibited to deliver the following items loyail:

a)(...)

b)(...)

c)(...)

d) bank-notes of the Republic of Armenia and faneigirrency (except for the deliveries of the Cdntra
Bank of Armenia and other banks);

e)(...)

f)(..).

January 15, 2005
HO-46-N



ANNEX 19 - 2010-2013 NATIONAL STRATEGY FOR COMBATING
MONEY LAUNDERING AND TERRORISM FINANCING

Approved on March 26, 2010 at the meeting of the
Interagency Commission on the Fight against Cotaitgrg of Money,
Fraud in Plastic Cards and Other Payment Instrusnent
Money Laundering and Terrorism Financing

Vision

Develop capacities for money laundering and tesrorifinancing (ML/FT) prevention and
criminal prosecution, ensure that ML/FT offences aubject to punishments and promote the
formation of social intolerance towards ML/FT oftess.

Qualitative changes
Moving to second generation AML/CFT reformationshafeatures as follows:

1. Shifting from basic AML/CFT legislation towards &gkl framework that largely
complies with FATF standards and comprises sevevals of legislative hierarchy.

2. Setting forth equal AML/CFT requirements for alpogting entities (financial institutions
and designated non-financial businesses and profisds and ensuring the
implementation thereof.

3. Shifting from the standardized implementation of WKIFT mechanisms towards the
application of risk-based approach mechanisms.

4. Adopting an efficient, operative and unified wodgime based on the specialization of
ML/FT criminal prosecution and judicial proceedifogctions and the present practices.

Values

For the purpose of implementing this strategy,tla#i participants of the AML/CFT system
should strictly follow and commit to the followinglues:

. Professionalism

. Justice

. Cooperation

. Mutual respect

. Trust

. Required confidentiality in current tasks, paityi of projects and results

. Initiation

~N O Ok~ WN P



Strategic directions and their results

o . Additional
Strategic directions Agencies and . :
No . Expected results R . funding sources | Timeframe
/Predetermined measures institutions involved .
required
1 Coordinated national policy in the field of AML/CFT
1.1 Discussing all importantPresence  of  coordinatedMember agencies ard\Not required 2010-2013
strategic issues and measurg®sitions on strategic issuegstitutions of the
and coordinating positionsand measures. Interagency Commission
within the scope of the
AML/CFT Interagency
Commission (hereinafter:
Interagency Commission).
1.2 Establishing mechanisms foAccessible information on theSecretariat of the Not required 2010-2013
periodic reporting to theactivities conducted in the fieldinteragency Commission
Interagency Commission on thef AML/CFT, realization of
results of activities of agencieshe performance report.
and authorities in the field of
AML/CFT.
2 Developing a legal framework that complies withriternational AML/CFT standards
2.1 Improving the AML/CFT legdl - Adoption of legal acts thatMember agencies arjdNot required 2010-2011
framework of the RA based qgrargely comply with FATH institutions of the
the recommendations presentestandards, take intolnteragency Commission
by the Council of Europe’sconsideration the
MONEYVAL Committee| characteristics of different
(MONEYVAL) and the| spheres and comprise several
International Monetary Fund inlevels of legislative hierarchy,
the third round assessmemublication of methodical
report of the AML/CFT systemclarifications and guidance an
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of the Republic of Armenia.

the implementation dady
- Proclamation of compliance
with  recommendations n
AML/CFT legal framework in
the progress report of the
Republic of Armenia that i

subject to submission to
MONEYVAL.
2.2 Preparing and moving to the Preparation of materialsMember agencies and\ot required 2012-2013
MONEYVAL fourth round| required for the assessmeninstitutions of the
assessment. undertaking all other Interagency Commission
administrative measures in|a
coordinated manner,
- Proclamation of progress |n
the AML/CFT system under
the fourth round assessment
report as in contrast to the third
round assessment report.
3 Developing capacities for the Financial Monitorig Center of the Republic of Armenia (FMC) as a finacial intelligence
unit
3.1 Purchasing/developing Increase in value of the FMfMC Central Bank 2010-2013
analytical software systems bynalyses for criminal budget, funding
the FMC and implementationprosecution purposes. from international
thereof in analyses processes donors
3.2 Designing and  developing@ptimization of the FMQG FMC Funding from 2010-2011
electronic documentation flowinternal processes. international
and task management software donors
systems by the FMC.
3.3 Conducting strategic analyses Periodic sumi@oiz and FMC Not required 2010-20143

10



on ML/FT trends and schem

by the FMC by means ¢
implementing and developing

international typologies.

epublication of analyses o
fML/FT trends and schemes.

3.4 Organizing practical trainingimplementation of foreign FMC Central Bank 2010-2013
courses for the FMC employeefinancial intelligence units' budget, funding
at foreign financial intelligenceexperiences into the works of from international
units. the FMC. donors
4 Developing capacities for operative intelligencand criminal prosecution of ML/FT
4.1 Formation of units insidelmprovement of efficiency i Prosecution Office of theState budget of the2010-2013
criminal prosecution bodiesoperative intelligence andRA, National Security RA, funding from
with specialization in operativecriminal prosecution of Service of the RA, Policeinternational
intelligence  and criminal ML/FT. of the RA, State Revenyelonors
prosecution of ML/FT. Committee adjunct to the
Government of the RA
4.2 Developing professional skilldncrease in efficiency of theProsecution Office of theState budget of the2010-2013
for  operative intelligence, ML/FT punishment function. | RA, National Security RA, funding from
criminal prosecution and Service of the RA, Policeinternational
judicial proceedings of ML/FT of the RA, State Revenyelonors
in criminal prosecution bodigs Committee adjunct to the
and courts by means of Government of the RA,
trainings and workshops. Court Department of the
RA
5 Developing capacities for supervisory authoritieg the field of AML/CFT
5.1 Developing  capacities  forEnsured compliance ofCentral Bank of the RA, State budget of the2010-2013
verifying  compliance  with financial and non-financial Ministry of Justice of the RA, Central Bank

AML/CFT requirements withir

the process of supervision
financial and

non-financial

institutions’ operations  wit
OAML/CFT requirements.

NRA, Ministry of Finance
of the RA, State

Committee of the Red

budget, funding
from international
\l[donors
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institutions by means (@
trainings, workshops, provide
guidance and other methods.

—

Estate Cadastre adjunct
the Government of th
RA

6 Formation of an integrated information portal for AML/CFT
6.1 - Integrating the databases |dformation of largest possibleMember agencies andCentral Bank 2010-2013
authorized agencies of the RAnformation  resource  forinstitutions of the budget, funding
(in particular, the Passport anfinancial analyses of ML/FT Interagency Commission from international
Information Center of thecases and improvement |in donors
Police of the RA, database ptomplexity and accuracy of
the State Revenue Committesuch analyses.
adjunct to the Government of
the RA) into the database of the
FMC,
- Ensuring direct access of the
FMC to this database and
indirect access (by means |of
requests) for the  other
authorized agencies.
7 Developing capacities for reporting entities inhe field of AML/CFT
7.1 Developing professional skillPresence of efficientFMC, Ministry of Justice Central Bank 2010-2013
for employees of reportingAML/CFT mechanisms with of the RA, Ministry of| budget, funding
entities performing the functionreporting entities. Finance of the RA, Statefrom international
of the internal monitoring unit Committee of the Realdonors
by means of trainings, Estate Cadastre adjunct|to
workshops, qualifications and the Government of the
provided guidance. RA
7.2 Ensuring compliance ofDescription of AML/CFT| FMC Not required 2010-2013
AML/CFT internal legal acts of mechanisms with financial
reporting entities with institutions, ensured

12




AML/CFT national legislation

and the implementation there

implementation thereof.
of

by means of periodically
reviewing the acts and verifying
the implementation efficiency
in the course of conducting
supervision.
7.3 Promoting the implementatiossessment of internal ML/FTFMC, Ministry of Justice Funding from| 2010-2013
of ML/FT risk-based approachrisks by financial institutionsof the RA, Ministry of| international
with reporting entities. based on legal acts anéinance of the RA, Statedonors
guidance and presence |ocEommittee of the Real
efficient prevention measures. Estate Cadastre adjunct|to
the Government of the
RA, self-regulated
organizations
7.4 Ensuring appropriateReduction of non-financigl Central Bank of the RA, State budget of the2010-2013
implementation of AML/CFT] institutions' involvement risk Ministry of Justice of the RA, Central Bank
requirements by non-financiain ML/FT. RA, Ministry of Finance budget, funding
institutions by means of of the RA, State from international
trainings, workshops, Committee of the Realdonors
gualifications and provided Estate Cadastre adjunct|to
guidance. the Government of the
RA, self-regulated
organizations of non-
financial institutions
8 Building intrastate cooperation in the field of AML/CFT
8.1 Implementing efficient Effective integration of Member agencies and\ot required 2010-2013
mechanisms for bilateralintrastate institutional andinstitutions of the

cooperation between authorizetunctional mechanisms in thdnteragency Commission

13




agencies and
means of mutual advisor
formation of shared workin

groups, signing of agreements

and other methods.

institutions  byield of AML/CFT.

s
J

9 Building international cooperation in the field & AML/CFT
9.1 Active involvement in theDemonstration of the Member agencies ardState budget of the2010-2013
works of MONEYVAL and thg AML/CFT system of the institutions of thg RA, Central Bank
Eurasian Group on combatindRepublic of Armenia to thelnteragency Commission budget, funding
money laundering and financingnternational professional from international
of terrorism. society by  means aof donors
involvement in the works of
FATF-style regional bodies as
mentioned.
9.2 Enhancing cooperation witlStrong international status foFMC Central Bank 2010-2013
foreign financial intelligencethe FMC as a financial budget
units within the framework of intelligence unit and improved
the Egmont Group by means |gprofessional rating.
sponsoring candidate  FIUS,
signing MoU-s with membeyr
FIUs, effective exchange of
information as well as active
involvement in the initiatives
emerged within the framework
of the Egmont Group.
9.3 Conducting activities with otheiDemonstration of the Member agencies arjdrunding from| 2010-2013
international structures in theAML/CFT system of the institutions of the international
field of AML/CFT by means of Republic of Armenia in otherinteragency Commission donors

involvement in the works

5 international

structures

Py
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thereof, receiving
assistance and organization

training courses through thegef this system.

technicalutilization

of internationa
aksources for the developme

nt

structures.
9.4 Enhancing bilateralEffective cooperation betweerMember agencies andState budget of the2010-2013
relationships  between laiwaw enforcement andinstitutions of the RA
enforcement and supervisorgupervisory authorities in thenteragency Commission
authorities in the field offield of AML/CFT and

AML/CFT and foreign agenciesanalogous foreign agencies.
by means of signing MoU-s,

mutual interaction, exchange

information and other methods.

of
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ANNEX 20 - MANUAL ON CONDUCTING A STRATEGIC
ANALYSIS OF MONEY LAUNDERING AND TERRORISM
FINANCING RISK IN THE REPUBLIC OF ARMENIA ®

Approved on March 26, 2010 at the meeting of the
Interagency Commission on the Fight against Coteiterg of Money,
Fraud in Plastic Cards and Other Payment Instrusnent
Money Laundering and Terrorism Financing

Restricted
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ANNEX 21 - SUMMARY OF CONDUCTING A STRATEGIC
ANALYSIS OF MONEY LAUNDERING AND TERRORISM
FINANCING RISK IN THE REPUBLIC OF ARMENIA

1.0Objectives and methodology of the strategic anaysi
The main objectives of the strategic analysis ofneyolaundering and terrorism financing
(ML/FT) risk as summarized in this document arefthiewing:

1.Clarify the possible sources, sectors, schemesoarglipporting circumstances that

influence ML/TF offences and their suppressiorhim Republic of Armenia,

2.Enhance the direction and efficiency of AML/CFT rhanisms while readdressing them

towards higher risk factors and sectors.

For these purposes, the Financial Monitoring Ceoftéine Central Bank of the Republic of
Armenia developed a methodology for conductingstnategic analysis which was approved on
March 26, 2010 at the meeting of the Interagencyn@ssion on the Fight against
Counterfeiting of Money, Fraud in Plastic Cards abther Payment Instruments, Money
Laundering and Terrorism Financing. Basing on tlethmdology, the Interagency Commission
also approved a decision to collect necessary fltata authorized agencies and institutions
during the following months (from 2009 statisticahalyze them and publicize the summary of
results.

The analysis was conducted in seven directionslksws:

2. Predicate offences for ML/FT
In pursuance of clarifying the origins of proceéaisML, statistics on predicate offences for ML,
as specified under Article 190 of the Criminal Cadé¢he RA, was analyzed, which provided for
the evaluation of offences generating proceedsimfecin terms of their recurring involvement in
possible ML schemes and the potential danger tlsg.p For this purpose, among all crimes
recorded in 2009, the most material crimes aggimistate property and offences generating
proceeds of crime with at least 40 incidents reedrthereon were selected and taken into
consideration for the conduction of the analyses.

Top 10 crimes that pose higher risk of ML in the RepublicArmenia are illustrated in the
table presented below in the order of descendskgastimates:

! Data provided by the Police of the RA

17



a. Share of the | b. Share of crimes
Number of crimes current offence in| in large amounts Risk
Predicate offence recorded with the| the total number in the total .
current offence of crimes number of estimate
recorded current offences

-1- -2- -3- -4 - -5-
Theft 3,961 0.60 0.15 0.090
Distribution of narcotics 539 0.09 0.70 0.063
Fraud 738 0.12 0.20 0.024
Tax evasion 159 0.03 0.30 0.009
Banditry 151 0.02 0.40 0.008
lllegal and false entrepreneurshiy 79 0.01 0.70 00D.
Squandering or embezzlement 182 0.03 0.20 0.006
Contraband 72 0.01 0.60 0.006
Robbery 265 0.04 0.12 0.005
Bribery 44 0.01 0.30 0.002

Column 2 of the table illustrates the total numbkcrimes recorded during 2009 with the

relevant offences.

The following indicators were calculated under @ahs 3 and 4 in terms of each one of

the offences:

a. the number of crimes recorded with the curréieince was divided by the total number
of crimes recorded with all offences in order taleate the share of the current offence in

the total figure,

b. the number of crimes recorded in large amowB0Q thousand drams and more) with
the current offence was divided by the total numblecrimes recorded with the same
offence in order to evaluate the share of largetarhorimes in the total figure.
Column 5 of the table illustrates the numericalueal for risk estimates of the offences,
which have been derived as a result of multiplyindicators a. and b. as to demonstrate the
periodicity of recording the current type of offenthat involves significantly large proceeds of
crime. The above estimates lead to a conclusidrthieafollowing predicate offences pose higher
risk of money laundering in the Republic of Armeniaterms of being possible origins of
proceeds of crime: those are theft, distributiomaifcotics and fraud. This is also evidenced by

the thematic breakdown of court verdicts issue20@9 that include the ML/FT component.

3. Legal System

Deficiencies or inconsistencies inherent to theallegystem of the RA significantly
contribute to the level of ML/FT risk and act aspmrment for the effective enforcement of
prevention and prosecution mechanisms against@uole. The most significant deficiencies and
inconsistencies that were indicated in the thindhcbevaluation report of the AML/CFT system

2 During 2009, total of 6,190 incidents were recdrdéth the offences presented in the table.

18



of the Republic of Armenia (hereinafter: Evaluaticeport) as approved by the Council of
Europe's MONEYVAL Committee, acted as a foundationthe analysis conducted with the
above purposes. The deficiencies and inconsistenaee categorized by risks inherent to legal
acts of preventive and criminal-legal frameworks, well as risks associated with existent
shortcomings in legal acts and the of implementagificiency thereof. In terms of the above, the
following risks are identified:

Risks inherent to legal acts of preventive framdwor

- Absence of mechanisms for law enforcement authsrito obtain bank secrecy
information on legal persons,

- Possibility of issuing and servicing bearer instents without any restriction on the
value,

- Absence of fit and proprietary requirements fbe townership, management and
beneficial owners of casinos, organizers gamesahce and lotteries,

- Time-bound mechanisms for freezing of funds dneotassets related to terrorism
(absence of termless freezing mechanisms).

Deficiencies in effective enforcement of legal iemaents of preventive framework

- Passive reporting on suspicious transactions @y-bank financial institutions and
designated non-financial businesses and professions

- Absence of adequate supervision and sanctionssethby supervisory authorities on
designated non-financial businesses and professidesms of AML/CFT requirements,

- Relaxed supervision of ML/FT risks and absence safctions imposed on non-
commercial organizations.

Risks inherent to legal acts of criminal-legal framork
- Absence of legal capacity to confiscate thirdtipal property in the scope of criminal
cases with predicate offences.

Deficiencies in effective enforcement of legal iefuents of criminal-legal framework

- Absence of autonomous ML/FT cases (without coldm) examined,

- Relatively low number of cases and verdicts imva offences for ML compared to the
number of cases and verdicts with predicate offetdigher risk.

4. Institutional systems

The evaluation of capacities of state authorizedidsoand institutions that are addressed
towards ML/FT prevention and criminal prosecution éf vital importance in terms of
determining the ML/FT risk in the Republic of ArmianFor this purpose, the risk has been
evaluated based on both the stipulations undeEttsuation report and the data from surveys
conducted at relevant bodies and institutions dkagethe deficiencies in enforcing the clarified
legal requirements. At that, the systemic defidemand shortcomings evaluated are as follows:
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In courts and law enforcement authorities of the @&urt system, Prosecution Office,

National Security Service, Police, State Revenuarfittee)

- Lack of practical trainings for operative invgstiors, inquest officers, investigators and
prosecutors in the field of tactics and methodolofyjgxamining ML/FT offences, collection and
verification of evidence.

- Lack of practical trainings for prosecutors ie field of defending convictions of ML/FT
in courts and those for prosecutors and judgeshin fteld of characteristics of judicial
proceedings for verifying and assessing evidencedses of ML/FT.

- Lack of technical resources (computer equipmeonections, and special devices) for
operative investigators, inquest officers and itigasors.

In supervisory authorities of financial institutidr{Financial Supervision Department of
the Central Bank of the RA)
- Lack of professional resources for scrutiny ®filACFT related issues in the course of
off-site surveillance and on site examinationsllaiypes of financial institutions.

In supervisory authorities of designated non-firiahbusinesses and professions (Ministry

of Justice, Ministry of Finance, State Committe€adlastre, Chamber of Advocates)

- Lack of professional resources for scrutiny of WKIFT related issues in the course of
supervision of non-financial institutions.

- Absence of supervision manuals (methodology) dach category of ML/FT risks
inherent to the non-financial segments.

In the Financial Intelligence Unit (Financial Mooiting Center of the Central Bank of the

RA)

- Need for upgrading the functions and processeleoFinancial Monitoring Center based
on the experience of other foreign financial ingedhce in the field of systematizing processes.

- Presence of direct and efficient access probtendgfferent sources of information.

5. Financial system

According to all estimates suggested by internatigractices, ML/FT risks of private
sector are highly concentrated in the financiateysconsidering the volume of financial assets
flowing through this system, the variety of finaactransactions and the ability of running
transnational operations. The Republic of Armesiandt an exception from this rule where
ML/FT risks and relevant schemes revealed are maginhctices in the financial sector as
evidenced by the practices of the AML/CFT systenpperation. The following features of
different types of financial institutions were takieto consideration for the purpose of evaluating
the ML/FT risk of the financial system of the Refialof Armenia: financial market share, type,
guantity and average amount (in absolute value asdshare in total) of transactions
conducted/services provided, residency of ownersng clientele, periodicity of revealing
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ML/FT schemes of suspicious transactions, etc. Samprdatd on the distribution of assets
between financial system participants is preseintéthnex 1 attached, while Annex 2 illustrates
certain characteristitof financial system participants' businesses pinavide evidence for the
low level of ML/FT risk inherent to the operatiottereof.

As a result of contrasting and analyzing the sizassets as a primary criterion, and other
additional criteria (periodicity and volume of teattions, residency of ownership and clientele,
STRs received, etc), the following volume-quantibncentration rates of assets and transactions
in the financial system became apparent:

- For banks - 93-96%,

- For credit organizations, insurance companiagjritges firms and money remitters - 3%-

6%, and for other participants of the financial kedr(pawnshops, foreign exchange

offices) - around 1%.

Considering the concentration rates above, as agethe fact that all participants of the
financial system are supervised by a single bdut is the Central Bank, a conclusion can be
drawn that the distribution of ML/FT risks and tpeeventive measures thereof are distributed
among the segments of the financial system in #meesproportion as that of the assets and
additional criteria.

6. Non-financial sector

In comparison to other participants of the finahsistem, the risk level of designated non-
financial business and professions involved in ARIET is significantly lower. The low level of
risk is significantly evident in the Republic of iAenia due to the imperfect development of
intermediated services in the non-financial secsomple variety of services, limited turnover,
foremost locally oriented nature of operations mdtitutions providing such services, lack of
international relationships. Nevertheless, in fetato the assessment of ML/FT risk inherent to
designated non-financial businesses and professibasestimated financial turnover rates for
separate segments and the possibility of involveriresuspicious ML/FT schemes were taken
into consideration. At that, the following desigeiinon-financial businesses and professions are
considered of higher importance in terms of ML/kSks:

According to 2009 statistics, total of 7éntities organizing lotteries, games of chance and
casinos were operating in Armenia, whereas the total sasnue thereof in 2009 was
22,401,916 thousand RA drainse. 287,204 thousand RA drams annually in teahgach
participant or in equivalence - 23,934 thousand Brams of sales revenue per month.
Considering the revenue rates above, as well dath¢hat no transactions of financial nature are
conducted within this segment, a conclusion cadrben that ML/FT risks are considerably low
herein.

3 "Financial system of Armenia; the development,utaion and supervision, 2009" periodic issue,
Central Bank of the Republic of Armenia

* Data provided by the Financial Supervision Departhof the CBA
® Data provided by Ministry of Finance of the RA
® Net profit - 2,890,117 thousand RA drams
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This conclusion can be totally applicable aodit professionalsalso. Total of 31 audit
professionals were operating in 2009, whereby tial tsales revenue thereof in 2009 was
4,411,970 thousand RA dr8mi.e. 142,322 thousand RA drams annually in teohsach
participant or in equivalence - 11,860 thousandd®&mns of sales revenue per month.

The largest segment of the non-financial sectdhésreal estate markeftotal of 15,199
real estate buying and selling transactlonsre conducted in 2009 amounting to 196,680,213
thousand RA drams) whereas transactions thereiccaducted in intermediation of notaries. On
the opposite side, the following circumstances lead conclusion that the real estate market is
posed to a moderate level of ML/FT risk:

- A unit of property with a value not exceeding®m thousand RA drams was the subject

of 85% of real estate buying and selling transastioonducted, whereas the underlying

value of one transaction was 13,000 thousand R/ draaverage,

- A significant portion of real estate buying anelliag transactions is conducted in

intermediation of realtors (total of 204 registemities), whereas, total of 6 transactions

amounting to 78,000 thousand RA drams are condugyedach realtor per month on
average.

Statistical data on transactions conductedabtgrneys, other legal professionals, sole
practitioner accountants and accounting firms, @eslin precious metals and store® missing;
therefore risk analysis in this segment cannotdrelacted.

Concurrently, the conducted analysis suggeststtiese is no other segment in the non-
financial sector of the Republic of Armenia or anstitution (entity) involved therein that would
pose a significant ML/FT risk.

7. Non-commercial segment

International practices suggest that non-commerociaanizations (in particular for
charities) are considered to pose higher risk duéaeir involvement in FT schemes. This risk is
considerably lower in the Republic of Armenid dadtte followoing circumstances:

- The population of Armenia is nearly-homogenoustérms of demographics, and no

preconditions exist for causing severe conflictsimter-ethnical or other grounds. This

factor does not result in a favorable environmenttérrorist organizations to operate and

for the involvement of non-commercial organizatiomsuch purposes.

- Around 84% (total of 5,890 organizations) of fders and ownership of hon-commercial

organizations are residents of the Republic of Aual& whereas the total number of

branches and representations of foreign organizati® 708 which round to 12% of the

total number, hence a lower probability for suctgamizations to be involved in

international FT schemes.

" Data provided by the Ministry of Finance of the RA
8 Net profit - 499,731 thousand RA drams
° Data provided by the State Committee of Real EsEatdastre adjunct to the Government of the RA

19 Data provided by the Ministry of Justice of the RA
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- The objective of majority of charities is the iasmnce in meeting diverse social needs of
Aremenian residents, citizens or organizations, ramtcthe collection and transfer of funds
to other countries, which in turn provides for the level or FT risks in this segment.

- The volume of financial and business operatiohsian-commercial organizations is
considerably low (average financial turnover wa$0®, thousand RA drams per
organizaton in 2009).

8. Economic, geographic and demographic environment

The structure of economy, goegraphic location efdbuntry, demographic breakdown and
other aggregate factors have a significant infleeme the level of ML/FT risk in the country and
explain the attractiveness and involvement of thentry in ML/FT schemes. Thus, the following
factors among the ones mentioned above are of amgetfor the Republic of Armenia.

Considering the fact that one-third (1,111 thouspeoble}* of population (total number is
3,238 thousand people) of the Republic of Armeagides in the capital city Yerevan, as well as
the fact that 85% of trade turnover is conductedYarevan and the majority of financial
institutions are headquartered herein, a conlcus@mm be drawn that, in geographic terms,
ML/FT risks are concentrated in Yerevan.

Due to several estimations, the volume of shadamawy in the Republic of Armenia is
around 25-30% of the GDP, which poses higher themmage risk in terms of ML/FT. On the
opposite side, cash in circulation is at 248,520,6@usand RA drams on averdge.e. the
volume of cash drams per resident of the RA is@®ihousand RA drams. Such volume of cash
circulation (even after considering the 40% ratedofiarization) does not have a significant
influence on ML/FT risk.

Non-commercial remittances received from abroad il(tyafrom diaspora) are of
signifanct absolute value in the balance of paymefitthe Republic of Armenia, whereas the
breakdown of originating countries is the followihgRussian Federation (80.4% of inflow),
USA (5.3% of inflow), Ukraine (2.0% of inflow): Pularly, nhon-commercial remittances
received from abroad by natual persons totalled,k?4,119 thousand US dollars, outward
remmitances were 194,884 thousand US dollars, grasiding for net inflows of 929,235
thousand US dollars. Henceforth, on average, enesiglent of the Republic of Armenia receives
310 US dollars of remmitances per year (25 US dolbeer month). The findings presented lead
to a conclusion that money received from aboradsed for consumer purposes mostly, thus no
risk of ML/FT can present herein.

Foreign trade relations explain the presence daceML/FT risks inherent to import and
export transactions. From this standpoint, ML/F3ksi are concentrated in the following trade
relations in terms of the breakdown of foreign &adrnover by countries (data on foreign trade

1 Official website of the National Statistics Servigvww.armstat.am)
122009 Statistics guidebook of the Central BankhefRA
13 Data provided by the Statistics Department ofGBA
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turnovei“‘): EU countries - 32%, Russian Federation - 20%n&h9.5%, USA - 4.5%, Turkey -
4%, and the remaining 30% is distributed amongrathantries in small proportions.

As mentioned above, the population of the Republidrmenia is nearly-homogenious
(Armenians - 97.9%, Yazidi Kurds - 1.3%, Russiar®s5%), which does not contribute to the
level of ML/FT risk in the country.

Annex 1

Data on the distribution of assets among the partipants of the financial system of the RA
(as of 30.06.2010)

thousand RA thousand US
Total assets 15 Share
drams dollars
Banks 1,329,239,00(¢ 3,616,977 91%
Credit organizations 86,347,000 234,958 6.0%
Insurance companies 17,239,000 46,909 1.0%
Securities firms 15,153,000 41,233 1.0%
Pawnshops 7,544,000 20,528 0.5%
Other financial institutions* 7,082,000 19,271 0.5%
Total 1,462,604,00( 3,979,875 100.0%

* foreign exchange offices and money remmiters

Bank, 91.09

Other financial institutions, 0.5% Credit organizations, 0.6%

Pawnshops, 0.5 .
Insurance companies, 1.I

Securities firms, 1.0%

14 Official website of the National Statistics Servigvww.armstat.am)
15 The exchange rate as of 30.06.2010: USD 1 = AMD36



Annex 2

Characteristics of credit organizations' operationg(as of 30.06.2010)

Article Indicator ltem
Total number of credit institution 29 unit
Total assets of credit organizatic 86,347,00 thousand R/

Total amount of loans provid 49,831,00 thousand R/
Share of agricultural loa 24.0% percentag
Share of business lo¢ 21.0% percentag
Share of mortgage loa 17.0% percentag
Total number of loans provid 84,13( unit

Average amount of a loan provic

62C thousand R£

* Under the legislation of the RA, credit organipats are not granted a permission to collect depasid
provide payment services, and the main functionetbidgs the provision of loans

Characteristics of insurance companies' operationg@s of 30.06.2010)

172}

Article Indicator Item
Total number of insurance compar 10 unit
Total assets of insurance companies 17,239,000thousand RA dram
Total number of insurance payouts in the first lb&t201( 14,99( unit
Total amount of insurance payouts in the first b&201( 783,64 thousand RA dran
Average amount of an insurance pa’ 52 thousaid RA dram:

* All insurance companies are exceptionally oulifefinsurance business

Characteristics of securities firms' operations (a®f 30.06.2010)

Article Indicator ltem
Total number of securities firm 8 unit
Total assets of securities fir 15,153,00! thousand RA dran
Share of government bonds in the securities m 88.0% percentag

* Securities firms other than banks
Characteristics of pawnshops' operations (as of 306.2010)

Article Indicator ltem
Total number of pawnsha 117 unit
Total assets of pawnshc 7,554,001 thousand RA dran
Total amount of loans provid 7,374,001 thousand RA dran
Share of loans against g 89.0% percentag
Average number of loans provided a 26 unit
Average amount of a loan provic 81 thousand IA drams
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Characteristics of foreign exchange offices' operains (as of 30.06.2010)

Article Indicator ltem
Total number of foreign exchange offi 30z unit
Total assets of foreign exchange off 5,144,001 thousand RA dran
Average amount of a trsactior 12C thousand RA dran

Characteristics of money remitters' operations (asf 30.06.2010)

Article Indicator ltem
Total number of money remitte 10 unit
Total assets of money remitt 1,938,001 thousand RA dran
Average amount of a transact 17C thousand RA dran
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ANNEX 22 — EXTRACT FROM PROTOCOL N 6 OF OCTOBER 21,
2009 ON ENSURING THE IMPLEMENTATION OF DECISIONS
APPROVED ON OCTOBER 21, 2009 AT THE MEETING OF THE

BOARD OF THE PROSECUTION OFFICE OF THE REPUBLIC OF
ARMENIA®

Restricted
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ANNEX 23 - GUIDANCE FOR SOLE PRACTITIONER
ACCOUNTANTS, ACCOUNTING FIRMS AND SOLE
PRACTITIONER AUDITORS, AUDITING FIRMS ON MINIMAL
REQUIREMENTS FOR ASSESSING AND PREVENTING MONEY
LAUNDERING AND TERRORISM FINANCING RISKS

Approved by the Decision of the
Chairman of the Central Bank of the
Republic of Armenia, No 1/875 - A of August 6, 2010

Introduction

1. This Guidance is presented based on Part Z;léril of the Republic of Armenia Law on
Combating Money Laundering and Terrorism Finanglmgreinafter referred to as the Law) and
is applicable to reporting entities such as soéetiioner accountants, accounting firms and sole
practitioner auditors, auditing firms (hereinafteferred to as reporting entities) as defined by
Article 3 of the Law. The Guidance presents spedifiteria of money laundering and terrorism
financing (hereinafter also referred to as ML/TiBks inherent to reporting entities, and the
prevention mechanisms thereof.

2. The purposes of identifying and assessing MLifftkerent risks and taking commensurate
preventive measures by reporting entities aredahewing:

1) Reporting entities would safeguard their high matand reputation in the view of the
clients and the public, with the reasoning thapriactice they are engaged exceptionally
in legitimate activities.

2) The mechanisms prescribed by the Guidance wouldlemaporting entities to discern
their higher risk clients and to take actions whiabuld not impede their own activities
aimed at making profit on one hand and would prepassible risks arising from such
clients on the other hand.

3) Reporting entities would be safeguarded from pdessfbture allegations of being
involved in or facilitating different money laundiey schemes, with the reasoning that
they have effective systems in place for assessidgpreventing ML/TF risks.

3. The Guidance also defines a comprehensive saea$ures for reporting entities, which, when
realized, would ensure compliance of their prastiaéth requirements of the Law. At that, as

prescribed by the Law, provisions set forth untierGuidance are applicable to reporting entities
only in terms of services involving the followingahsactions prepared or carried out for the
client:

1) Buying and selling of real estate,
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2) Managing of client money, securities or other asset

3) Managing of bank and securities accounts,

4) Provision of funds or other assets for the esthivlent, operation, or management of
legal persons,

5) Provision of services for the establishment, opemabr management of legal persons, as
well as for the alienation (acquisition) of stodlexjuities, shares and the like) in the
statutory (equity and the like) capital of legatgmns, or for the alienation (acquisition)
of stock issues (stocks, shares and the like)ga lpersons at a nominal or market value;

4. Concepts referred to in the Guidance are usedcitordance with the concepts and
formulations defined by the Law.

Section 1: Risks

Chapter 1: Importance of Categorizing and ManagingRisks

5. ML/TF risks faced by reporting entities vary dading on many factors including the
professional activity of reporting entities, thepdy and identity of clients, the nature of
relationships with clients, and the methods forvjaing services (for the purposes of this
Guidance, the concept of service corresponds toothbusiness relationship as defined by the
Law). The minimal comprehensive set of risks argrtprevention mechanisms are defined by
the Law.
6. Reporting entities should precisely identify td&/TF risks and their prevention measures,
which may be relevant in the course of their attégi Concurrently, every practical case or
situation may give rise to new risks; therefores firevention measures must be dynamically
developing ones.
7. Reporting entities may face higher or lower dskeria.
8. Higher risk criteria, in turn, are classifieddrcountry or geographic, client, and transaction
risk categories. These risk categories should eatdmsidered separately, in isolation from one
another, as for the presence of a higher riskraitein one of the categories can lead to the
presence of a higher risk criterion in another reskkegory or affect the possibility of the
emergence of such. Besides, the same service pobWg a reporting entity is possibly to
simultaneously comprise more than one risk critedertaining to one or several risk categories.
9. Based on own knowledge and experience, repostitities should be able to identify existent
ML/TF risks, assess each one of them and aggregatmprehensive risk assessment for the
services offered or provided.
10. Different categories of risks are presenteceuttis Guidance with the following purposes:

1) To illustrate a minimal set of risks and, basedtmt, propose a model package of risk

prevention measures;
2) To precisely identify ML/TF risks inherent to refinog entities by means of evaluating
risks specified under the Guidance from the staimtijpd their own practices.
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Chapter 2: Country or Geographic Risk

11. There is no research conducted by any intematiorganization that would designate a
particular country or geographic area as undouptatid unconditionally presenting higher
ML/TF risk for reporting entities. Nevertheless,ethollowing countries and territories are
considered to pose higher risk in terms of ML/TF:
1) Countries and territories subject to sanctions, agues, or similar restrictive measures
issued by the UN;
2) Countries and territories publicized by the FATFddPATF-style regional bodies as
lacking or having inefficient AML/CFT systerts
3) Countries and territories publicized by internagibstructures as having significant levels
of corruptiort®.
4) Countries and territories included in the list &fshore jurisdictions as approved by the
Central Bank of the Republic of Armefia
12. Reporting entities should consider the abostedi countries and territories as posing higher
risk if:
1) Clients, authorized persons, beneficial ownersresaling or located in these countries
and territories, or clients that have businesgiogiships with them,
2) The source of income and (or) wealth of clientis ihese countries or territories,
3) These countries and territories are the place Ffar ¢tonduction of the business
relationship and (or) transaction.
13. Besides the above, reporting entities may, cbase own experience and practices,
classify/consider any country or geographic aregpasng higher risk, even if it is not listed
under the above-specified criteria.

Chapter 3: Client Risk

14. Every reporting entity should have a clear wsideding of which category of clients or
which particular client poses higher ML/TF risk.this sense, clients posing higher risk include:

1) Politically exposed persoﬁ)s

% The FMC official web-site contains links to docutmteissued by the UN Security Council Sanctions
Committee  (www.cba.am/Financial Monitoring  Center). Documents are  available at
www.un.org/sc/committees

' The FMC official web-site contains links to FATFnda MONEYVAL publications
(www.cba.am/Financial Monitoring Center)The publications are available atww.fatf-gafi.org,
www.coe.int/moneyval

18 See, for example, atww.transparency.orgrhe FMC official web-site contains links to dasaued by
Transparency Internationghww.cba.am/Financial Monitoring Center).

19 See Republic of Armenia Central Bank Board Dedisim 28, of July 28, 2009.
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2) Corporate clients with unnecessarily complex cdrdtaucture of management bodies or
beneficial owners that are impossible to identify;

3) Corporate clients with inexplicably frequent chamge members of management or
ownership or clients with owners that are residesftountries or territories posing
higher risk;

4) Clients that are cash intensive businesses (esmnas gas stations, hotels, etc.);

5) Resident or non-resident non-profit organizationslgding charities), where there is:

a. No apparent corporate structure resulting in carsiole divergence from the
requirements specified under the applicable legisiaand (or)

b. No authorized supervisory body entitled to examfimancial and business
operations of these organizations and impose reggibty measures for the
violations disclosed;

6) Clients with members of management that have beawiated for willfully committed
crimes, if this circumstance becomes known to #ygorting entity in the course of
conducting professional activities;

7) Clients having numerously changed the addressedf gfermanent living (registration),
location, or business;

8) Legal persons having factually conducted no agtidiiring a considerable period of
time;

9) Shell companies having state registration but redufd address of location or any
activity conducted;

10) Clients with multijurisdictional operations that deot have adequate centralized
corporate oversight or control.

Chapter 4: Transaction Risk

15. Certain transactions conducted by clients nusghigher ML/TF risks for reporting entities.
These include cases when:

1) Transactions are conducted by the client, whereptlee is apparently lower or higher
than the real/market price of the subject of tratisa (e.g. a real estate buying or selling
contract is signed at an apparently low price);

2) Payment against a transaction is unreasonably nmdee client by an un-associated
party or funds are transferred (provided) to thentlwith no business rationale;

2 The definition of politically exposed persons iipalated by the Law, while relevant informatiomdae
found from various public sources, such as theckeangine ofwww.google.amthe official web-site of
the US Central Intelligence AgencwwWw.cia.gov/library/publications/the-world-factbopkweb-sites of
relevant governmental bodies of different countriekc. Besides these, there are also different paid
information databases (e.g. World-Check, Factivaculty), which provide most comprehensive
information on politically exposed persons. The FM@icial web-site contains links to the stated
information resourcevww.cba.am/Financial Monitoring Center).
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3)

4)

5)

6)

7

8)

9)

Payments against transactions are often made Iin(cag cash method) by corporate
clients, whereas in such conditions transactioasuaually carried out by means of non-
cash payments (e.g. large-scale purchases of censlectronics for office use);

Clients provide apparently fake or incomplete infation about the real objectives,
nature, and subject of the transactions carried out

Clients carry out transactions that are apparemby commensurate to their business
profile (e.g. a company providing tourism servicgigns contracts for importing
manufacturing equipment);

Transactions are carried out where parties (to ibedlved (would) maintain their
anonymity (e.g. contracts are signed with companiesorporated in off-shore
jurisdictions that have nominal founders and doesjt

Transactions are carried out assuming complicatedneeasonably mediated flow of
funds (e.g. payments against importing equipmentsnaade to foreign intermediary
vehicles in several tranches, which in their tware obliged to pay the amount to the
exporting company);

Clients possess insufficient technical and humaoures compared to the nature or
volumes of their activities (e.g. a company congugholesale business of processing
and exporting jewelry, but has only three employees

Business activities and financial turnover of dgrntake place in unreasonable
seasonality;

10) Clients running business with unprecedented andasanable profits or losses;
11) Financial transactions of clients are unreasonatrlyctured (e.g. payments arising from

the same contract are unreasonably received isitwoltaneous transfers);

12) Apparent discrepancies exist in invoices of cliefitsproduct descriptions or payable

amounts);

13) Accounting or auditing services are offered to levigled with unreasonable urgency.

Chapter 5: Lower Risk Criteria

16. Reporting entities can consider only the follmyvclients as characterized by lower risk
criteria (except for the clients residing or lochia countries and territories lacking or having
inefficient AML/CFT systems):

1

2)
3)
4)
5)

Financial institutions effectively supervised imns of combating money laundering and
terrorism financing,

Governmental bodies,

Local self-government bodies,

State-owned non commercial organizations,

Public administration institutions.

32



Chapter 6: Variables That May Impact Risk Criteria

17. ML/TF risks inherent to practices of reportiegtities and resources in place for their
mitigation are all dependant on the size, spheqgertise and other conditions of their activities.
For example, ML/TF risks and mitigation resourcesd sole practitioner accountant or auditor
will be different from that of a large accountingauditing firm. Therefore, every reporting entity
should precisely identify the circumstances havingact on the formation of ML/TF risk criteria
in the course of his practices. Typical examplesuzh circumstances are:

1) Nature (one-time or recurrent), duration, regwardnd periodicity of services offered or
provided,

2) Robustness of the legal regime (e.g. licensingstegion rules) applicable to the clients,

3) Rating and business reputation of the client;

4) Nature of the accounting or auditing services effie(services provided on-site or by
distant communication);

5) Client residency and, in case of foreign client® nature of their relation with the
Republic of Armenia;

6) Circumstances related to introducing the client dilier the client has been
recommended to the reporting entity by anothertedpe or familiar party, or has applied
without prior appointment);

7) Presence of more than one higher or lower risleoih within the service provided to
the client.

Section 2: Risk Prevention Measures

Chapter 7: Internal Monitoring Function for Prevention of Risk

18. For the purpose of effective prevention of ME/Tisks specified under Section 1 of this
Guidance, reporting entities should introduce deriral monitoring function. At that, in order to
appropriately realize this function, in accordamdth Article 22 of the Law, reporting entities
shall be obligated to have an internal monitoring ar an employee responsible for dealing with
the prevention of ML/TF, or otherwise outsourcesthinction to relevant specialized entities
(hereinafter referred to as internal monitoringuni

19. Article 22 of the Law shall be applicable tpaging entities with the following differences:

1) In case of sole practitioner accountants andtansd the internal monitoring function of
ML/TF prevention should be performed by the solacfitioner accountants and auditors
themselves;

2) In case there is specialized staff available ftimction may be assigned to an
individual employee or a structural unit. In thisse, the autonomy and direct accountability of
the internal monitoring unit to the senior manageinaoé the reporting entities should be ensured.
20. The unit performing internal monitoring funct® of a reporting entity should at least
undertake the following measures:
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1)

2)

3)

4)

5)

6)

7

Develop AML/CFT internal legal acts (in case of imgvmore than 10 employees);
present proposals on enhancing effectiveness bf acts;

Categorize clients and services provided to therteims of ML/TF risk exposure in
accordance with the Law, this Guidance, and intdegal acts of the reporting entity;
build up awareness among employees of the repagtitity about specific categories of
risks, and higher risk clients and services;

Provide for regulation and effectiveness of clielte diligence processes, including
enhanced and simplified due diligence, as welloagtfe ongoing monitoring of clients
and of the business profile thereof, informatioooreing, maintenance, and updating
processes;

Conduct analysis in relation to recognizing a teatisn or business relationship as
suspicious;

Make the final decision with regard to recognizang¢ransaction or business relationship
as suspicious, to rejecting or suspending thenwalkas to freezing of funds or other
assets associated to terrorism;

Ensure the filing of suspicious transaction or bess relationship reports with the
Financial Monitoring Center of the Central Bankiloé Republic of Armenia (hereinafter
referred to as the Financial Monitoring Center);

Undertake other measures of risk prevention aspbesl under this Section.

21. The structural unit of reporting entities penfing the functions of internal monitoring should
have direct and timely access to any documentforrimation in relation to services provided by
reporting entities.

Chapter 8: Risk Assessment Methods

22. Before providing services to clients and duttimg entire duration of in-progress contractual
services, reporting entities should assess theeggtg ML/TF risk exposure in relation to them.

In the course of assessing client and transacistn the following matrix is recommended as a

guide in order to consider risk criteria and cirstmmces having impact on them, as specified
under Section 1 of this Guidance.

Higher Risk Criteria Stance

Negative Set of Positive Set of
Circumstances Having Circumstances Having
Impact on Risk Impact on Risk
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Lower Risk Criteria Stance

1) Situation 1suggests that the service offered or provided pdsgher risk. For the
purpose of determining risk exposure, it is alspantant to consider what the higher risk
criteria are and how many of such criteria aregumedn this case, the question of filing a
suspicious transaction or business relationshirtewith the Financial Monitoring
Center should also be considered and, regardleg®ealecision made, the outcomes of
such consideration should be documented and magatai

2) Situation 2suggests that the service offered or provided pase a higher risk, although
circumstances having impact on it are of positigture within the given set of risks. In
this case, again, for the purpose of determiniglg exposure both the number and nature
of higher risk criteria and the impact of the piesitset of circumstances should be
considered.

3) Situation 3suggests that the service offered or provided pasedium risk, although
certain circumstances are present, which may imréutransform it into higher risk. In
this case, it is important to establish enhancegbimg monitoring over the service, as
well as to conduct enhanced due diligence withghmose of effectively controlling
possible fluctuations in risk exposure.

4) Situation 4suggests that the service offered or provided ptaseer risk, and there is no
material circumstance implying the possible presafdigh risk criteria.

23. At that, if the service offered or provided qoimes both higher and lower risk criteria, the
aggregate risk exposure should be determined thrasgessing the nature and materiality of
each risk criterion involved, as well as of theafatircumstances having impact on risk.

Chapter 9: General Rules for Client Due Diligence

24. Client due diligence or the principle “Know YaQlient” is intended to ensure that reporting
entities have adequate and comprehensive awarehdake real identity of their clients. This
applies to identifying not only the clients, bus@lthe authorized persons acting on behalf of
them and the beneficial owners (if any).

25. Client due diligence should be conducted irhesmmd every case of offering or providing a
service, whether such service involves higher, madior lower risk. Client due diligence shall
be required for both new and existing clients witthie scope of services provided to them.

26. Article 15 of the Law defines the cases, thecedures, and the required minimum
documentation for conducting client due diligengedporting entities. Client due diligence shall
comprise the following measures (Articles 15, 16l @0 specify the requirements within the
scope of each measure):
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1) In accordance with Article 15 of the Law, obtainformation on the identity
(identification) of clients (including the authoei@d person acting on behalf of the client
and the beneficial owner) and verifying the accymicthe information obtained;

2) In accordance with Article 16 of the Law and Cha@ of this Guidance, perform
ongoing monitoring of the business relationship\(se);

3) In accordance with Article 15 of the Law and Cheptél and 12 of this Guidance,
undertake measures based on risk-based approadiefdrdue diligence.

27. At that, measures specified by Sub-Clause dygel 26 of this Guidance shall be undertaken
by reporting entities before providing serviceglients. In exceptional circumstances, when the
ML/TF risk is effectively prevented, and wherestdssential not to impair the normal course of
services provided to clients, measures towardsrobtpinformation on the identity of the client
and verification of such information may be undegta after the service is actually provided,
within a reasonable timeframe of not more than selays.

Chapter 10: Ongoing Monitoring of Business Relatioship (Service)

28. An essential constituent of client due diligemethe ongoing monitoring of clients and their
business profile in the whole course of businetstiomships (services) provided by reporting
entities, so as to form a complete and clear utalsdhg of the purpose and the expected nature
of the services provided. For this purpose, dependh the ML/TF risk exposure of the service
provided by reporting entities, the following measushall be undertaken by them during the
whole course of providing the service:

1) Verify the interconnection between transactionsriedr out within the scope of the
service provided, detect possible schemes for theiseections, as well as determine the
objective of the transactions;

2) Verify whether the nature of the transactions img@nsurate to the type of business
activities of the client;

3) Check the categories, periodicity, and chronoldglyansactions carried out in a standard
unit of time;

4) Verify possible interrelations between the partésransactions, the authorized persons,
as well as the beneficial owners;

5) Verify the existence of transactions by means ofctvtclients pursue to avoid being
reported to the Financial Monitoring Center by mipg entities;

6) Obtain possibly complete information, as necessamythe sources of income and (or)
wealth of clients, and on the changes thereof;

7) Compare the sources, turnover, and amounts of fohdlse client subject to different
transactions;

8) Assess possible ML/TF risks in services offereoimvided, by means of comparison
with the criteria and typologies of suspicious gattions and business relationships.
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29. Information obtained within the scope of cortddcclient due diligence (including enhanced
and simplified due diligence) should be updatedaporting entities at a periodicity set by them,
but not less than once a year, to ensure thatji-t®-date and relevant.

Chapter 11: Enhanced Client Due Diligence

30. In case the service offered or provided posgseh risk, reporting entities should, in addition
to client due diligence measures prescribed unthapter 9 of this Guidance, conduct enhanced
client due diligence.

1) Enhanced client due diligence should include ttieviang measures:

a. Obtain senior management approval before estabfjskind for continuing
business relationships with such clients, as welinacases when later on it is
found out that clients and (or) the beneficial orgngose higher risk, or that the
transactions or business relationships comprise stiteria;

b. Undertake necessary actions for verifying the sewftincome and (or) wealth
of clients;

c. Scrutinize, record in writing, and maintain the @nds and conditions for the
following transactions, so as to permit reconstanctof transaction details in
future and, of necessary, dissemination of thoseuthorized bodies. Such
transactions include:

e All complex and unusually large transactions, adl vas unusual
patterns of transactions with no business ratioraelegitimate
purpose;

« Transactions involving persons residing (locatedjorreign countries
or territories, where international requirements dombating money
laundering and terrorism financing are absent oefféctively
implemented,;

d. Conduct enhanced ongoing monitoring of businesdiogiships.

2) Enhanced client due diligence may include the Wailthgg measures:

a. Scrutinize the required documents (informationpuated in case of offering
and providing services, in a more comprehensivetmeugh manner;

b. Make requests to authorized government bodiestwittpurpose of verifying the
accuracy of information on clients, transactionshwand services provided to
them.

31. By means of enhanced client due diligence, rtgmp entities should obtain reasonable
clarifications and explanations, so as to form mglete and clear understanding of the clients
and the services offered or provided in relatiothtem.
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Chapter 12: Simplified Client Due Diligence

32. In case of lower risk criteria, reporting eéetmay perform simplified client due diligence.
33. Simplified client due diligence shall be thmited implementation of client due diligence
measures performed by reporting entities, wherbbyfdllowing information shall be obtained as
part of the identification and verification of idéx:

1) For natural persons - forename, surname and id&tdn document information;

2) For legal persons — company name and state regstrtificate number;

3) For government bodies and local self-governmenidsodname.

Chapter 13: Minimal Requirements for Recording andMaintaining Information

34. Reporting entities should record and maintaeibformation specified under Chapters 9-12
of this Guidance in a manner sufficient to perraitanstruction of individual transactions so as to
provide, if necessary, procedural evidence.

35. Information may be maintained in documentammfoon computers, or other electronic
means.

36. Reporting entities should ensure the security secrecy of the information recorded and
maintained, and should prevent it from unauthorizee or control.

37. Reporting entities should maintain the infoloratspecified under Article 20 of the Law,
including the process of review (conducted analyfs recognizing a transaction or business
relationship as suspicious as specified under €ld@f this Guidance.

Chapter 14: Obligation in Relation to Suspicious Tansaction or Business
Relationship

38. From the moment of recognizing a transactionbosiness relationship as suspicious,
reporting entities shall be obligated to file aa®us transaction or business relationship report
with the Financial Monitoring Center.
39. To recognize a transaction or a business oaktip as suspicious, reporting entities should
consider the criteria and (or) typologies of suispis transactions or business relationships.
40. Legislative requirements in relation to sugpisi transaction or business relationship reports
are specified:
1) Under Articles 4-7 of the Law establishing thataring entities shall be obligated to file
a report with the Financial Monitoring Center inseaof a suspicious transaction or
business relationship;
2) Under Decision No17-N, of January 27, 2009 of tlmaf8 of the Central Bank of the
Republic of Armenia establishing the Form No 026 rieporting suspicious transaction

38



or business relationship by reporting entities, iles and deadlines for its submission,
as well as the rules for the registration of repgrentities,

3) Under Decision No1/886A, of September 3, 2008 ef@airman of the Central Bank of
the Republic of Armenia defining suspicious tratisaccriteria for all reporting entities,
including reporting entities for the purpose of Geidance.

41. Reporting entities may also recognize a traiwaor business relationship as suspicious,
when such suspicion does not arise from any spegifieria and (or) typology of a suspicious
transaction or business relationship, but its lagipattern (dynamics) of implementation give the
grounds to suspect that it is being carried owstablished for the purpose of money laundering
or terrorism financing.

42. In the presence of a criteria or typology a§aious transaction or business relationship, as
well as in the cases specified under Clause 4hisfGuidance, reporting entities should consider
recognizing the transaction or business relatignaii suspicious. If, due to such consideration,
the transaction or business relationship is nobgeized as suspicious, the process of review
(conducted analysis) and the findings shall be dwnied and maintained in the manner and
timeframe established by the Law and this Guidance.
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ANNEX 24 - GUIDANCE for ENTITIES ENGAGED IN REALTOR
ACTIVITIES ON MINIMAL REQUIREMENTS FOR ASSESSING
AND PREVENTING MONEY LAUNDERING AND TERRORISM
FINANCING RISKS

Approved by the Decision of the
Chairman of the Central Bank of the
Republic of Armenia, No 1/876 - A of August 6, 2010

Introduction

1. This Guidance is presented based on Part Z;léril of the Republic of Armenia Law on
Combating Money Laundering and Terrorism Financlmgyeinafter referred to as the Law) and
is applicable to reporting entities such as erstiiegaged in realtor activities (hereinafter refgrr
to as realtors) as defined by Article 3 of the Lavihe Guidance presents specific criteria of
money laundering and terrorism financing (hereeraftiso referred to as ML/TF) risks inherent
to realtors, and the prevention mechanisms thereof.

2. The purposes of identifying and assessing MLifitkerent risks and taking commensurate

preventive measures by realtors are the following:

1) Realtors would safeguard their high rating and tajoen in the view of the clients and the
public, with the reasoning that in practice theg @ngaged exceptionally in legitimate
activities.

2) The mechanisms prescribed by the Guidance woulblenealtors to discern their higher risk
clients and to take actions which would not impéagr own activities aimed at making
profit on one hand and would prevent possible ritising from such clients on the other
hand.

3) Realtors would be safeguarded from possible fuallegations of being involved in or
facilitating different money laundering schemesthvthe reasoning that they have effective
systems in place for assessing and preventing MLSKS.

3. The Guidance also defines a comprehensive seea$ures for realtors, which, when realized,

would ensure compliance of their practices withuregments of the Law. At that, as prescribed

by the Law, provisions set forth under the Guidaawe applicable to realtors only in terms of
transactions related to buying and selling of estihte.

4. Concepts referred to in the Guidance are usedcitordance with the concepts and

formulations defined by the Law.
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Section 1: Risks

Chapter 1: Importance of Categorizing and ManagingRisks

5. ML/TF risks faced by realtors vary depending many factors including the professional

activity of realtors, the type and identity of clie, the nature of relationships with clients, el

methods for providing services (for the purposestto$ Guidance, the concept of service

corresponds to that of business relationship asetbby the Law). The minimal comprehensive

set of risks and their prevention mechanisms diiaeteby the Law.

6. Realtors should precisely identify the ML/TFesand their prevention measures, which may

be relevant in the course of their activities. Qonently, every practical case or situation may

give rise to new risks; therefore, the preventiasures must be dynamically developing ones.

7. Realtors may face higher or lower risk criteria.

8. Higher risk criteria, in turn, are classifieddrcountry or geographic, client, and transaction

risk categories. These risk categories should ratdmsidered separately, in isolation from one

another, as for the presence of a higher riskraitein one of the categories can lead to the

presence of a higher risk criterion in another reskkegory or affect the possibility of the

emergence of such. Besides, the same service prbhigla realtor is possibly to simultaneously

comprise more than one risk criterion pertainingrie or several risk categories.

9. Based on own knowledge and experience, reatwsld be able to identify existent ML/TF

risks, assess each one of them and aggregate aatwmmpive risk assessment for the services

offered or provided.

10. Different categories of risks are presenteceuthis Guidance with the following purposes:

1) To illustrate a minimal set of risks and, basedtluat, propose a model package of risk
prevention measures;

2) To precisely identify ML/TF risks inherent to rea by means of evaluating risks specified
under the Guidance from the standpoint of their pvattices.

Chapter 2: Country or Geographic Risk

11. There is no research conducted by any intematiorganization that would designate a
particular country or geographic area as undouptatid unconditionally presenting higher
ML/TF risk for realtors. Nevertheless, the followiwountries and territories are considered to
pose higher risk in terms of ML/TF:
1) Countries and territories subject to sanctions, agues, or similar restrictive measures
issued by the UR:;

21 The FMC official web-site contains links to docurteissued by the UN Security Council Sanctions
Committee  (www.cba.am/Financial Monitoring  Center). Documents are  available at
www.un.org/sc/committees
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2) Countries and territories publicized by the FATFddPATF-style regional bodies as
lacking or having inefficient AML/CFT systerRts
3) Countries and territories publicized by internagibstructures as having significant levels
of corruptior?®;
4) Countries and territories included in the list &fshore jurisdictions as approved by the
Central Bank of the Republic of Armefila
12. Realtors should consider the above-listed cmsand territories as posing higher risk if:
1) Clients, authorized persons, beneficial ownersresaling or located in these countries
and territories;
2) Real estate under transactions are located in ttoes#ries or territories;
3) Source of income and (or) wealth of clients ishiese countries or territories,
4) These countries and territories are the placesdinduction of transactions.
13. Besides the above, realtors may, based on gparience and practices, classify/consider any
country or geographic area as posing higher rigénéf it is not listed under the above-specified
criteria.

Chapter 3: Client Risk

14. Every realtor should have a clear understandingvhich category of clients or which
particular client poses higher ML/TF risk. Scregnaf the other party of transactions carried out
with clients should also be of importance for reat as the higher risk of the other party can
affect the level of risk of clients. In this senskents posing higher risk include:
1) Politically exposed persofts
2) Corporate clients with unnecessarily complex cdnstoucture of management bodies or
beneficial owners that are impossible to identify;
3) Clients that are cash intensive businesses (esma=s gas stations, hotels, etc.);
4) Resident or non-resident non-profit organizationslgding charities), where there is:
a. No apparent corporate structure resulting in carsidle divergence from the
requirements specified under the applicable leisiaand (or)

2 The FMC official web-site contains links to FATFndn MONEYVAL publications
(www.cba.am/Financial Monitoring Center)The publications are available atww.fatf-gafi.org,
www.coe.int/moneyval

Z gee, for example, atww.transparency.orgrhe FMC official web-site contains links to dasaued by
Transparency Internationghww.cba.am/Financial Monitoring Center).

%4 See Republic of Armenia Central Bank Board Dedisiio 28, of July 28, 2009.

% The definition of politically exposed persons iipalated by the Law, while relevant informatiomdae
found from various public sources, such as theckeangine ofwww.google.amthe official web-site of
the US Central Intelligence AgencwwWw.cia.gov/library/publications/the-world-factbopkweb-sites of
relevant governmental bodies of different countriekc. Besides these, there are also different paid
information databases (e.g. World-Check, Factivaculty), which provide most comprehensive
information on politically exposed persons. The FM@icial web-site contains links to the stated
information resourcevww.cba.am/Financial Monitoring Center).
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b.

No authorized supervisory body entitled to exanfinancial and business operations of
these organizations and impose responsibility nreador the violations disclosed;

5) Clients convicted for willfully committed crimed, this circumstance becomes known to the
realtor in the course of conducting professionéiviies;

6) Clients having numerously changed the address @if fhermanent living (registration),
location, or business;

7) Legal persons having factually conducted no agtigitring a considerable period of time;

8) Shell companies having state registration but mtutd address of location or any activity
conducted.

Chapter 4: Transaction Risk

15. Certain transactions conducted by realtorstieir clients may pose higher ML/TF risks.
These include cases when:

1

2)

3)
4)

5)
6)
7

8)

9)

Transaction is offered, where the price is appérdotver or higher than the real/market
price of the subject of transaction (e.g. arrangingeal estate selling contract of a 100
square meter apartment in Yerevan at a price oflomdrams);

There are relatively short intervals between thgirtguand selling of real estate or other
subsequent transactions (e.g. one or several waektis);

Final or intermediary sources of payments agarasisactions are unclear or suspicious,
Payment to realtors for completing a transaction,payment to clients against a
transaction, is unreasonably made by a party uoeaded with the client;

Corporate clients provide for making cash paymeatsealtors or to other parties to
transactions;

Clients provide apparently fake or incomplete infation about the real objectives,
nature, and subject of the transactions carried out

Clients promise to pay unreasonably high feesrforsactions carried out, except for the
cases of wealthy clients promising bonuses foresgfal completion of transactions;
Transactions are carried out that are apparentlgommensurate to the business profile
of the client (e.g. a client engaged in agricultpraduction processing requests to buy a
hotel);

Structured payments (with several installments)regdransactions are made or offered
with no business rationale or legitimate purpose.

10) Apparently fraudulent or fake transaction is ofterer conducted (e.g. a gratuitous

contract is signed for an operating factory orasffi
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Chapter 5: Lower Risk Criteria

16. Realtors can consider only the following clieas characterized by lower risk criteria (except
for the clients residing or located in countriesd aerritories lacking or having inefficient
AML/CFT systems):

1

2)
3)
4)
5)

Financial institutions effectively supervised irrms of combating money laundering and
terrorism financing,

Governmental bodies,

Local self-government bodies,

State-owned non commercial organizations,

Public administration institutions.

Chapter 6: Variables That May Impact Risk Criteria

17. ML/TF risks inherent to practices of realtonsl aesources in place for their mitigation are all
dependant on the size, sphere, expertise and otimglitions of their activities. For example,

ML/TF risks and mitigation resources for a solectiteoner realtor will be different from that of a

large firm providing realtor services. Therefore/ey realtor should precisely identify the

circumstances having impact on the formation of Mi/risk criteria in the course of his

practices. Typical examples of such circumstanoes a

1
2)
3)
4)
5)
6)

7

8)

Purpose (e.g. whether it is a residential property large factory) and location (whether it is
in Yerevan or in border-line regions) of the restb¢e under the transaction;

Nature (one-time or recurrent), duration, regwarédnd periodicity of services offered or
provided;

Robustness of the legal regime (e.g. licensingstegion rules) applicable to the clients,
Rating and business reputation of the client;

Nature of communication with clients while providimealtor services (non- or face to face
communication);

Client residency and, in case of foreign cliertig, hature of their relation with the Republic
of Armenia;

Circumstances related to introducing the clientdtlier the client has been recommended to
the realtor by another reputable or familiar paotyhas applied without prior appointment);
Presence of more than one higher or lower risleroib within the service provided to the
client.
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Section 2: Risk Prevention Measures

Chapter 7: Internal Monitoring Function for Prevention of Risk

18. For the purpose of effective prevention of ME/Tisks specified under Section 1 of this
Guidance, realtors should introduce an internal itndng function. At that, in order to
appropriately realize this function, in accordamdgth Article 22 of the Law, realtors shall be
obligated to have an internal monitoring unit or employee responsible for dealing with the
prevention of ML/TF, or otherwise outsource thismdtion to relevant specialized entities
(hereinafter referred to as internal monitoringuni

19. Taking into consideration that the size of \aiiis and human resources of realtors are

significantly inferior to the relevant charactedstof financial institutions and that, in additjon

there are profound differences in terms of actsitand human resources amongst realtors (from

a sole practitioner realtor to a large firm promiglrealtor services), Article 22 of the Law shall b

applicable to realtors with the following differers

1) In case of sole practitioner realtors, the mé¢mmonitoring function of ML/TF prevention

should be performed by the sole practitioner realtoemselves;

2) In case there is specialized staff available ftimction may be assigned to an

individual employee or a structural unit. In thisse, the autonomy and direct accountability of

the internal monitoring unit to the senior managetnad the realtor should be ensured.

20. The unit performing internal monitoring funct®of a realtor should at least undertake the

following measures:

1) Develop AML/CFT internal legal acts (in case of imlgvmore than 10 employees); present
proposals on enhancing effectiveness of such acts;

2) Categorize clients and services provided to thememms of ML/TF risk exposure in
accordance with the Law, this Guidance, and intelegal acts of the realtor; build up
awareness among employees of the realtor abouifispEategories of risks, and higher risk
clients and services;

3) Provide for regulation and effectiveness of cliéné diligence processes, including enhanced
and simplified due diligence, as well as for theg@ng monitoring of clients and of the
business profile thereof, information recordingjmenance, and updating processes;

4) Conduct analysis in relation to recognizing a temtion or business relationship as
suspicious;

5) Make the final decision with regard to recognizengransaction or business relationship as
suspicious, to rejecting or suspending them, a$ ageto freezing of funds or other assets
associated to terrorism;

6) Ensure the filing of suspicious transaction or bess relationship reports with the Financial
Monitoring Center of the Central Bank of the RejubFf Armenia (hereinafter referred to as
the Financial Monitoring Center);

7) Undertake other measures of risk prevention acpbesl under this Section.
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21. The structural unit of realtors performing flnactions of internal monitoring should have
direct and timely access to any document or inftionain relation to services provided by
realtors.

Chapter 8: Risk Assessment Methods

22. Before providing services to clients and duttimg entire duration of in-progress contractual
services, realtors should assess the aggregate AViligk exposure in relation to them. In the
course of assessing client and transaction rigkfdliowing matrix is recommended as a guide in
order to consider risk criteria and circumstancasirty impact on them, as specified under
Section 1 of this Guidance.

1

2)

3)

Higher Risk Criteria Stance

Lower Risk Criteria Stance

Negative Set of Positive Set of
Circumstances Having Circumstances Having
Impact on Risk Impact on Risk

Situation 1suggests that the service offered or provided pbigher risk. For the purpose of
determining risk exposure, it is also importanttémsider what the higher risk criteria are and
how many of such criteria are present. In this c#éise question of filing a suspicious
transaction or business relationship report with Financial Monitoring Center should also
be considered and, regardless of the decision nmthdeputcomes of such consideration
should be documented and maintained.

Situation 2suggests that the service offered or provided pwse a higher risk, although
circumstances having impact on it are of positigeure within the given set of risks. In this
case, again, for the purpose of determining riggoenre both the number and nature of
higher risk criteria and the impact of the positbet of circumstances should be considered.
Situation 3suggests that the service offered or provided posdium risk, although certain
circumstances are present, which may in futuresfoam it into higher risk. In this case, it is
important to establish enhanced ongoing monitoaner the service, as well as to conduct
enhanced due diligence with the purpose of effeliticontrolling possible fluctuations in
risk exposure.
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4) Situation 4suggests that the service offered or provided gpémeer risk, and there is no
material circumstance implying the possible presefdigh risk criteria.

23. At that, if the service offered or provided quoises both higher and lower risk criteria, the

aggregate risk exposure should be determined thrasgessing the nature and materiality of

each risk criterion involved, as well as of theafatircumstances having impact on risk.

Chapter 9: General Rules for Client Due Diligence

24. Client due diligence or the principle “Know Yo@lient” is intended to ensure that realtors
have adequate and comprehensive awareness ofathieleetity of their clients. This applies to
identifying not only the clients, but also the aarihed persons acting on behalf of them and the
beneficial owners (if any).

25. Client due diligence should be conducted irhesmd every case of offering or providing a

service, whether such service involves higher, omadior lower risk. Client due diligence shall

be required for both new and existing clients witthie scope of services provided to them.

26. Article 15 of the Law defines the cases, thecedures, and the required minimum

documentation for conducting client due diligengadnltors. Client due diligence shall comprise

the following measures (Articles 15, 16 and 20 gpdhe requirements within the scope of each
measure):

1) In accordance with Article 15 of the Law, obtaifioirmation on the identity (identification)
of clients (including the authorized person actomgbehalf of the client and the beneficial
owner) and verifying the accuracy of the informatabtained:;

2) In accordance with Article 16 of the Law and Chagi@ of this Guidance, perform ongoing
monitoring of the business relationship (service);

3) In accordance with Article 15 of the Law and Chaptel and 12 of this Guidance, undertake
measures based on risk-based approach for cliendiigence.

27. At that, measures specified by Sub-Clause dysel 26 of this Guidance shall be undertaken

by realtors before providing services to clients.ekceptional circumstances, when the ML/TF

risk is effectively prevented, and where it is esisé not to impair the normal course of services
provided to clients, measures towards obtainingrinftion on the identity of the client and

verification of such information may be undertaledter the service is actually provided, within a

reasonable timeframe of not more than seven days.

Chapter 10: Ongoing Monitoring of Business Relatioship (Service)

28. An essential constituent of client due diligemsthe ongoing monitoring of clients and their
business profile in the whole course of businekgtiomships (services) provided by realtors, so
as to form a complete and clear understanding efptirpose and the expected nature of the
services provided. For this purpose, depending hen ML/TF risk exposure of the service
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provided by realtors, the following measures skl undertaken by them during the whole
course of providing the service:

1)

2)
3)
4)
5)
6)
7

8)

Verify the interconnection between transactionsiedrout within the scope of the service
provided, detect possible schemes for these caonects well as determine the objective of
the transactions;

Verify whether the nature of the transactions isneeensurate to the type of business
activities of the client;

Check the categories, periodicity, and chronolofjyransactions carried out in a standard
unit of time;

Verify possible interrelations between the partésransactions, the authorized persons, as
well as the beneficial owners;

Verify the existence of transactions by means athlglients pursue to avoid being reported
to the Financial Monitoring Center by reportingites;

Obtain possibly complete information, as necessarythe sources of income and (or) wealth
of clients, and on the changes thereof;

Compare the sources, turnover, and amounts of fafidhe client subject to different
transactions;

Assess possible ML/TF risks in services offeregomvided, by means of comparison with
the criteria and typologies of suspicious transagtiand business relationships.

29. Information obtained within the scope of contddcclient due diligence (including enhanced
and simplified due diligence) should be updateddaftors at a periodicity set by them, but not
less than once a year, to ensure that it is um@te-and relevant.

Chapter 11: Enhanced Client Due Diligence

30. In case the service offered or provided posgseh risk, realtors should, in addition to client
due diligence measures prescribed under Chapteth®sdGuidance, conduct enhanced client due
diligence.

1

Enhanced client due diligence should include thieviagng measures:

a. Obtain senior management approval before estabtisand for continuing business
relationships with such clients, as well as in sasten later on it is found out that
clients and (or) the beneficial owners pose higtisk, or that the transactions or
business relationships comprise such criteria;

b. Undertake necessary actions for verifying the saw€ income and (or) wealth of
clients;

c. Scrutinize, record in writing, and maintain the gnds and conditions for the following
transactions, so as to permit reconstruction ofis@mation details in future and, of
necessary, dissemination of those to authorizegebo8uch transactions include:
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- All complex and unusually large transactionsywadl as unusual patterns of transactions
with no apparent economic or legitimate purpose;

- Transactions involving persons residing (locatadpreign countries or territories, where
international requirements for combating money tharing and terrorism financing are
absent or ineffectively implemented,;

d. Conduct enhanced ongoing monitoring of businesdiogiships.
2) Enhanced client due diligence may include the Wity measures:
a. Scrutinize the required documents (information)pudated in case of offering and
providing services, in a more comprehensive ancbtigh manner;
b. Make requests to authorized government bodies with purpose of verifying the
accuracy of information on clients, transactionthwind services provided to them.
31. By means of enhanced client due diligencetaesakhould obtain reasonable clarifications
and explanations, so as to form a complete and olederstanding of the clients and the services
offered or provided in relation to them.

Chapter 12: Simplified Client Due Diligence

32. In case of lower risk criteria, realtors mayf@en simplified client due diligence.

33. Simplified client due diligence shall be thmited implementation of client due diligence
measures performed by realtors, whereby the foligvinformation shall be obtained as part of
the identification and verification of identity:

1) For natural persons - forename, surname and id&tdn document information;

2) For legal persons — company nhame and state regstrtificate number;

3) For government bodies and local self-governmenidsodname.

Chapter 13: Minimal Requirements for Recording andMaintaining Information

34. Realtors should record and maintain the inféionaspecified under Chapters 9-12 of this
Guidance in a manner sufficient to permit recorgtom of individual transactions so as to
provide, if necessary, procedural evidence.

35. Information may be maintained in documentammfoon computers, or other electronic
means.

36. Realtors should ensure the security and seafethe information recorded and maintained,
and should prevent it from unauthorized use orrobnt

37. Realtors should maintain the information speditinder Article 20 of the Law, including the
process of review (conducted analysis) for recaggia transaction or business relationship as
suspicious as specified under Clause 42 of thisi&de.
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Chapter 14: Obligation in Relation to Suspicious Tansaction or Business
Relationship

38. From the moment of recognizing a transactiohusiness relationship as suspicious, realtors
shall be obligated to file a suspicious transactivhusiness relationship report with the Financial
Monitoring Center.

39. To recognize a transaction or a business oekttip as suspicious, realtors should consider

the criteria and (or) typologies of suspicious s@tions or business relationships.

40. Legislative requirements in relation to suspisi transaction or business relationship reports

are specified:

1) Under Articles 4-7 of the Law establishing thatltes shall be obligated to file a report with
the Financial Monitoring Center in case of a suspig transaction or business relationship;

2) Under Decision Nol15-N, of January 27, 2009 of theam® of the Central Bank of the
Republic of Armenia establishing the Form No 024 reporting suspicious transaction or
business relationship by realtors, the rules aratiidees for its submission, as well as the
rules for the registration of realtors,

3) Under Decision No1/886A, of September 3, 2008 efC@airman of the Central Bank of the
Republic of Armenia defining suspicious transactioriteria for all reporting entities,
including realtors.

41. Realtors may also recognize a transaction sinbas relationship as suspicious, when such

suspicion does not arise from any specific critarid (or) typology of a suspicious transaction or

business relationship, but its logic or patternn@dpics) of implementation give the grounds to
suspect that it is being carried out or establigbethe purpose of money laundering or terrorism
financing.

42. In the presence of a criteria or typology aaious transaction or business relationship, as

well as in the cases specified under Clause 41lhisf Guidance, realtors should consider

recognizing the transaction or business relatignalsi suspicious. If, due to such consideration,
the transaction or business relationship is nobgeized as suspicious, the process of review

(conducted analysis) and the findings shall be dwnied and maintained in the manner and

timeframe established by the Law and this Guidance.
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ANNEX 25 - GUIDANCE FOR ENTITIES ORGANIZING GAMES
OF ChANCE AND LOTTERIES AND CASINOS, INCLUDING
ENTITIES ORGANISING ONLINE GAMES OF CHANCE, ON
MINIMAL REQUIREMENTS FOR ASSESSING AND PREVENTING
MONEY LAUNDERING AND TERRORISM FINANCING RISKS

Approved by the Decision of the
Chairman of the Central Bank of the
Republic of Armenia, No 1/877 - A of August 6, 2010

Introduction

1. This Guidance is presented based on Part Z;léril of the Republic of Armenia Law on
Combating Money Laundering and Terrorism Finangtmgreinafter referred to as the Law) and
is applicable to reporting entities such as Etitlrganizing Games of Chance and Lotteries and
Casinos, Including Entities Organizing Online GanwsChance (hereinafter referred to as
reporting entities) as defined by Article 3 of thew. The Guidance presents specific criteria of
money laundering and terrorism financing (hereeraftiso referred to as ML/TF) risks inherent
to reporting entities, and the prevention mechasitmareof.

2. The purposes of identifying and assessing MLifftkerent risks and taking commensurate

preventive measures by reporting entities aredahewing:

4) The mechanisms prescribed by the Guidance wouldlemaporting entities to discern their
higher risk clients and to take actions which wonidd impede their own activities aimed at
making profit on one hand and would prevent possiliks arising from such clients on the
other hand.

5) Reporting entities would not impose unnecessagibjrictive rules upon all their clients while
providing for those rules for higher risk clientsdaservices only.

6) Reporting entities would use their resources méfieiently for the purpose of deterring the
entrance of criminal persons and preventing theoter of criminal proceeds.

7) Reporting entities would be safeguarded from pdsdiliure allegations of being involved in
or facilitating different money laundering schemegth the reasoning that they have
effective systems in place for assessing and ptieneNIL/TF risks.

3. The Guidance also defines a comprehensive seeasures for reporting entities, which, when

realized, would ensure compliance of their prastiwéh requirements of the Law.

4. Concepts referred to in the Guidance are usedcitordance with the concepts and

formulations defined by the Law.
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Section 1: Risks

Chapter 1: Importance of Categorizing and ManagingRisks

5. ML/TF risks faced by reporting entities vary dading on many factors including the types of
gambling offered, location and volumes of businei&® of premises that are place for organizing
games, payment methods accepted from clients, typetients (regular clients, passing trade
such as casual tourists or casino tours, etc.).riiimémal comprehensive set of risks and their
prevention mechanisms are defined by the Law.
6. Reporting entities should precisely identify t&/TF risks and their prevention measures,
which may be relevant in the course of their attégi Concurrently, every practical case or
situation may give rise to new risks; thereforee firevention measures must be dynamically
developing ones.
7. ML/TF risks faced by reporting entities are slfied into country or geographic, client, and
service risk categories (for the purposes of thisd@nce, the concept of service corresponds to
that of business relationship as defined by the )Lalhese risk categories should not be
considered separately, in isolation from one ampthe for a certain category of risk can lead to
the emergence of another category of risk, whiésjdes that, several categories of possible risks
may simultaneously be present as well.
8. Based on own knowledge and experience, repostitities should be able to identify existent
ML/TF risks, assess each one of them and aggregatmprehensive risk assessment for the
same client or service.
9. Different categories of risks are presented utide Guidance with the following purposes:

1) To illustrate a minimal set of risks and, basedtmt, propose a model package of risk

prevention measures;
2) To precisely identify ML/TF risks inherent to refing entities by means of evaluating
risks specified under the Guidance from the staimtijpd their own practices.

Chapter 2: Country or Geographic Risk

10. There is no research conducted by any intematiorganization that would designate a
particular country or geographic area as undouptedid unconditionally presenting higher
ML/TF risk for reporting entities. Nevertheless,ethollowing countries and territories are
considered to pose higher risk in terms of ML/TF:
1) Countries and territories subject to sanctions, agues, or similar restrictive measures
issued by the UR:;

% The FMC official web-site contains links to documteissued by the UN Security Council Sanctions
Committee  (www.cba.am/Financial Monitoring  Center). Documents are  available at
www.un.org/sc/committees
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2) Countries and territories publicized by the FATFddPATF-style regional bodies as
lacking or having inefficient AML/CFT systeris
3) Countries and territories publicized by internagibstructures as having significant levels
of corruptior?®.
4) Countries and territories included in the list &fshore jurisdictions as approved by the
Central Bank of the Republic of Armefila
11. Reporting entities should consider the abostedi countries and territories as posing higher
risk if clients or beneficial owners are residingarated therein.
12. The factual location (where transactions areéezhout) of clients may also pose higher risk
for entities organizing online games of chance.
13. Besides the above, reporting entities may, cbase own experience and practices,
classify/consider any country or geographic arepasng higher risk, even if it is not listed
under the above-specified criteria.

Chapter 3: Client Risk

14. Every reporting entity should have a clear wsideding of which category of clients or
which particular client poses higher ML/TF risk.this sense, clients posing higher risk include:
9) Politically exposed persoifs

2) High spenders that purchase tokens, make stakkesake winnings (for an amount exceeding
1 million drams¥";

3) Disproportionate spendéts

’ The FMC official web-site contains links to FATFndn MONEYVAL publications
(www.cba.am/Financial Monitoring Center)The publications are available atww.fatf-gafi.org,
www.coe.int/moneyval

28 gee, for example, atww.transparency.orgrhe FMC official web-site contains links to dasaued by
Transparency Internationghww.cba.am/Financial Monitoring Center).

% See Republic of Armenia Central Bank Board Dedisiio 28, of July 28, 2009.

%0 The definition of politically exposed persons fipslated by the Law, while relevant informatiomdae
found from various public sources, such as theckeangine ofwww.google.amthe official web-site of
the US Central Intelligence Agencwww.cia.gov/library/publications/the-world-factbdokweb-sites of
relevant governmental bodies of different countriekc. Besides these, there are also different paid
information databases (e.g. World-Check, Factivaculty), which provide most comprehensive
information on politically exposed persons. The FM@icial web-site contains links to the stated
information resource§vww.cba.am/Financial Monitoring Center).

31 The amount of tokens (lotteries), gambling andnivig is relative and is derived from the average
amount of turnover in Armenia or the current ingtan.

32 As a result of client due diligence conducted bparting entities, the information obtained on the
business profile of the customer (including therses of income and wealth) may provide grounds for
assessing the proportionality of client spending.

53



4) Clients that spend unequally larger amountsemosdary services (refreshments, food, show
tickets, entertainment) provided by reporting ésgitas compared to spending on lotteries or
games of chance;

5) Casual clienf§;

6) Clients convicted for willfully committed crimg# this circumstance becomes known to the
reporting entity in the course of conducting prefesal activities;

7) Clients acting for the benefit or on behalf dfer partie¥.

Chapter 4: Service Risk

15. Services posing higher risk are:
1) Online games of chance and lotteries;
2) Live games of chance.

Chapter 5: Lower Risk Criteria

16. Reporting entities can consider only the follmyvcircumstances as characterized by lower
risk criteria (except for the clients residing octed in countries and territories lacking or hgvi
inefficient AML/CFT systems):
1) Regular clients with proportionate and legitimaterses of income (wealth) and positive
business reputation;
2) Games of chance on automated slot machines thepastakes of not more than 10000
drams, and provide for one-time winnings of not entran 20000 drams.
3) Lotteries with low-value winnings (not more tharD00 drams),

Chapter 6: Variables That May Impact Risk Criteria

17. ML/TF risks inherent to practices of reportiagtities and the resources required for their
mitigation are all dependant on the volumes, sphexperience and other conditions of their
activities. Therefore, every reporting entity shlibprecisely identify the circumstances having
impact on the formation of ML/TF risk criteria ihd course of its practices. Typical examples of
such circumstances are:

1) Nature (one-time or recurrent), duration, regwardnd periodicity of services offered or

provided;
2) Rating and business reputation of the client;

% This group (e.g. tourists) includes casual clierfithe current institution.

3 e.g. when it is apparent that stakes are madeebalbor for the benefit of a person but the actual
gambler is a different person.
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3)
4)
5)
6)
7

8)
9)

Client residency and, in case of foreign cliente hature of their relation with the
Republic of Armenia;

Circumstances related to introducing the client dibr the client has been
recommended to the reporting entity by anothertadge or familiar party, or has applied
without prior appointment);

Clients acting in concert or in separate;

Presence of more than one higher or lower rislegoih within the service provided to
the client;

Payment methods accepted from clients and offeretients (cash or non-cash);
Reporting entity is part of a network company oerm@es by its own;

Reporting entity casino or an entity organizing ganof chance is providing services
(e.g. hotels, entertainment) other than gamblimgices;

10) Management bodies or technical equipments of remgprentities are located in the

Republic of Armenia or abroad (e.g. servers ofrimeeoperators are located in countries
other than the business location of the reportimgyg;

11) Turnover volumes, number of employees of reportintities and their experience levels;
12) Size of premises where the reporting entity is tedéperates;
13) Provision of "VIP" services and their conditions.

Section 2: Risk Prevention Measures

Chapter 7: Internal Monitoring Function for Prevention of Risk and "Fit and
Proper" Rules

18. For the purpose of effective prevention of ME/Tisks specified under Section 1 of this
Guidance, reporting entities should introduce deriral monitoring function. At that, in order to

appropriately realize this function, in accordamdgth Article 22 of the Law, reporting entities

shall be obligated to have an internal monitoring ar an employee responsible for dealing with
the prevention of ML/TF, or otherwise outsourcesthinction to relevant specialized entities
(hereinafter referred to as internal monitoringuni

19. The unit performing internal monitoring functio of a reporting entity should at least
undertake the following measures:

1)

2)

3)

Develop AML/CFT internal legal acts (in case of imgvmore than 10 employees);
present proposals on enhancing effectiveness bf acts;

Categorize clients and services provided to therteims of ML/TF risk exposure in

accordance with the Law, this Guidance, and intdegal acts of the reporting entity;

build up awareness among employees of the repagtitity about specific categories of
risks, and higher risk clients and services;

Provide for regulation and effectiveness of clielote diligence processes, including
enhanced and simplified due diligence, as welloagtfe ongoing monitoring of clients
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and of the business profile thereof, informationoreling, maintenance, and updating
processes;

4) Conduct analysis in relation to recognizing a teatisn or business relationship
(purchase of tokens or lotteries, stakes and wg®)ias suspicious;

5) Make the final decision with regard to recognizagransaction or business relationship
as suspicious, to rejecting or suspending thenwedkas to freezing of funds or other
assets associated to terrorism;

6) Ensure the filing of suspicious transaction or bess relationship reports with the
Financial Monitoring Center of the Central Bankloé Republic of Armenia (hereinafter
referred to as the Financial Monitoring Center);

7) Undertake other measures of risk prevention acpbesl under this Section.

20. The structural unit of reporting entities penfing the functions of internal monitoring should
have direct and timely access to any documentforrimation in relation to services provided by
reporting entities.

21. Reporting entities should strictly follow th&it'and Proper" rules and, for this purpose,
should:

1) Verify the biography of its owners that are natuparsons, senior managers and
beneficial owners.

2) Deter (prohibit) any formation of ownership, managat connections with persons that
have conviction records in biographic data or wtieir possible connections of criminal
nature are revealed.

Chapter 8: Risk Assessment Methods

22. Before providing services to clients and durthg entire duration of regular services,
reporting entities should assess the aggregate MEi§k exposure in relation to them. In the
course of assessing client and service risk, thewilmg matrix is recommended as a guide in
order to consider risk criteria and circumstancasirtg impact on them, as specified under
Section 1 of this Guidance.
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Negative Set of Positive Set of
Circumstances Having Circumstances Having
Impact on Risk Impact on Risk

Higher Risk Criteria Stance

Lower Risk Criteria Stance

1) Situation 1suggests that the service offered or provided pdsgher risk. For the
purpose of determining risk exposure, it is alspantant to consider what the higher risk
criteria are and how many of such criteria aregumedn this case, the question of filing a
suspicious transaction or business relationshirtewith the Financial Monitoring
Center should also be considered and, regardleg®ealecision made, the outcomes of
such consideration should be documented and magatai

2) Situation 2suggests that the service offered or provided pasg a higher risk, although
circumstances having impact on it are of positigéure within the given set of risks. In
this case, again, for the purpose of determiniglg exposure both the number and nature
of higher risk criteria and the impact of the piesitset of circumstances should be
considered.

3) Situation 3suggests that the service offered or provided pasedium risk, although
certain circumstances are present, which may imréutransform it into higher risk. In
this case, it is important to establish enhancegbimg monitoring over the service, as
well as to conduct enhanced due diligence with ghpose of effectively controlling
possible fluctuations in risk exposure.

4) Situation 4suggests that the service offered or provided ptaseer risk, and there is no
material circumstance implying the possible presafdigh risk criteria.

23. At that, if the service offered or provided qoimes both higher and lower risk criteria, the
aggregate risk exposure should be determined thrasgessing the nature and materiality of
each risk criterion involved, as well as of theafatircumstances having impact on risk.
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Chapter 9: General Rules for Client Due Diligence

24. Client due diligence or the principle “Know YaQlient” is intended to ensure that reporting
entities have adequate and comprehensive awarehthgsreal identity of their clients.

25. Client due diligence should be conducted irhestd every case of offering or providing a
service, whether such service involves higher, omadior lower risk. Client due diligence shall
be required for both new and existing clients witthie scope of services provided to them.

26. Article 15 of the Law defines the cases, thecedures, and the required minimum
documentation for conducting client due diligengedporting entities. Client due diligence shall
comprise the following measures (Articles 15, 16l @0 specify the requirements within the
scope of each measure):

1) In accordance with Article 15 of the Law, obtainformation on the identity
(identification) of clients (including beneficialmmer) and verifying the accuracy of the
information obtained;

2) In accordance with Article 16 of the Law and Cha@ of this Guidance, perform
ongoing monitoring of the business relationship\(se);

3) In accordance with Article 15 of the Law and Cheptél and 12 of this Guidance,
undertake measures based on risk-based approadiefdrdue diligence.

27. At that, measures specified by Sub-Clause dygel 26 of this Guidance shall be undertaken
by reporting entities before providing serviceglients. In exceptional circumstances, when the
ML/TF risk is effectively prevented, and wherestdssential not to impair the normal course of
services provided to clients, measures towardsrobtpinformation on the identity of the client
and verification of such information may be undegta after the service is actually provided,
within a reasonable timeframe of not more than selays.

Chapter 10: Ongoing Monitoring of Business Relatioship (Service)

28. An essential constituent of client due diligemsthe ongoing monitoring of clients and their
business profile in the whole course of businetstiomships (services) provided by reporting
entities, so as to form a complete and clear utalsigng of the purpose and the expected nature
of the services provided. For this purpose, dependn the ML/TF risk exposure of the service
provided by reporting entities, the following measushall be undertaken by them during the
whole course of providing the service:

1) Verify the interconnection between transactionsriedrout within the scope of the
service provided, detect possible schemes for tbeseections, as well as determine the
objective of the transactions;

2) Check the categories, periodicity, and chronoldgyansactions carried out in a standard
unit of time;

3) Verify possible interrelations between the cliesntsl beneficial owners;
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4)
5)
6)

7

Verify the existence of transactions by means ofctvttlients pursue to avoid being
reported to the Financial Monitoring Center by mipg entities;

Obtain possibly complete information, as necessamythe sources of income and (or)
wealth of clients, and on the changes thereof;

Compare the sources, turnover, and amounts of fohdse client subject to different
transactions;

Assess possible ML/TF risks in services offerecoimvided, by means of comparison
with the criteria and typologies of suspicious gattions and business relationships.

29. Information obtained within the scope of contddcclient due diligence (including enhanced
and simplified due diligence) should be updateddporting entities at a periodicity set by them,
but not less than once a year, to ensure thatifi-t®-date and relevant.

Chapter 11: Enhanced Client Due Diligence

30. In case the service offered or provided poggseh risk, reporting entities should, in addition
to client due diligence measures prescribed unti@pter 9 of this Guidance, conduct enhanced
client due diligence.

1

2)

Enhanced client due diligence should include thieviagng measures:

a. Obtain senior management approval before estabfjskind for continuing
business relationships with such clients, as welinacases when later on it is
found out that clients and (or) the beneficial omgngose higher risk, or that the
transactions or business relationships comprise stiteria;

b. Undertake necessary actions for verifying the smwmftincome and (or) wealth
of clients;

c. Scrutinize, record in writing, and maintain the @nds and conditions for the
following transactions, so as to permit reconstamctof transaction details in
future and, of necessary, dissemination of thoseuthorized bodies. Such
transactions include:

e All complex and unusually large transactions, adl \as unusual
patterns of transactions with no apparent econoamiclegitimate
purpose;

« Transactions involving persons residing (locatedjorreign countries
or territories, where international requirements dombating money
laundering and terrorism financing are absent oefféctively
implemented;

d. Conduct enhanced ongoing monitoring of businesdiogiships.

Enhanced client due diligence may include the Wailthgg measures:

a. Scrutinize the required documents (informationipuated in case of offering

and providing services, in a more comprehensivetmeugh manner;
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b. Make requests to authorized government bodiestwittpurpose of verifying the
accuracy of information on clients, transactionshwand services provided to
them.

31. By means of enhanced client due diligence, rtemp entities should obtain reasonable
clarifications and explanations, so as to form mpglete and clear understanding of the clients
and the services offered or provided in relatiothtem.

Chapter 12: Simplified Client Due Diligence

32. In case of lower risk criteria, reporting eetmay perform simplified client due diligence.
33. Simplified client due diligence shall be thmited implementation of client due diligence
measures performed by reporting entities, wherbbyfdllowing information shall be obtained as
part of the identification and verification of idéx:

1) Forename and surname;

2) Identification document information.

Chapter 13: Minimal Requirements for Recording andMaintaining Information

34. Reporting entities should record and maintaeibformation specified under Chapters 9-12
of this Guidance in a manner sufficient to perre@anstruction of individual transactions so as to
provide, if necessary, procedural evidence.

35. Information may be maintained in documentammfoon computers, or other electronic
means.

36. Reporting entities should ensure the security secrecy of the information recorded and
maintained, and should prevent it from unauthorizee or control.

37. Reporting entities should maintain the infolioratspecified under Article 20 of the Law,
including the process of review (conducted analyfs recognizing a transaction or business
relationship as suspicious as specified under €ld4@f this Guidance.

Chapter 14: Obligation in Relation to Suspicious Tansaction or Business
Relationship

38. From the moment of recognizing a transactionbosiness relationship as suspicious,

reporting entities shall be obligated to file apa®us transaction or business relationship report
with the Financial Monitoring Center.

39. To recognize a transaction or a business oaktip as suspicious, reporting entities should
consider the criteria and (or) typologies of suigpis transactions or business relationships.

40. Legislative requirements in relation to sugpisi transaction or business relationship reports
are specified:
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1) Under Atrticles 4-7 of the Law establishing thataoring entities shall be obligated to file
a report with the Financial Monitoring Center inseaof a suspicious transaction or
business relationship;

2) Under Decisions No 234-N, 235-N of July 31, 2008h# Board of the Central Bank of
the Republic of Armenia establishing the Forms d @nd 005 for reporting suspicious
transaction or business relationship by reportintifies, the rules and deadlines for their
submission, as well as the rules for the registnatif reporting entities.

3) Under Decision No1/886A, of September 3, 2008 ef@airman of the Central Bank of
the Republic of Armenia defining suspicious tratigaccriteria for all reporting entities,
including reporting entities.

41. Reporting entities may also recognize a traiwaor business relationship as suspicious,
when such suspicion does not arise from any speaifieria and (or) typology of a suspicious
transaction or business relationship, but its lagipattern (dynamics) of implementation give the
grounds to suspect that it is being carried owgstablished for the purpose of money laundering
or terrorism financing.

42. In the presence of a criteria or typology faious transaction or business relationship, as
well as in the cases specified under Clause 4hisfGuidance, reporting entities should consider
recognizing the transaction or business relatignsii suspicious. If, due to such consideration,
the transaction or business relationship is nobgeized as suspicious, the process of review
(conducted analysis) and the findings shall be dwmried and maintained in the manner and
timeframe established by the Law and this Guidance.
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ANNEX 26 - GUIDANCE for ATTORNEYS, SOLE PRACTITIONE R
LAWYERS AND FIRMS PROVIDING LEGAL SERVICES ON
MINIMAL REQUIREMENTS FOR ASSESSING AND PREVENTING
MONEY LAUNDERING AND TERRORISM FINANCING RISKS

Approved by the Decision of the
Chairman of the Central Bank of the
Republic of Armenia, No 1/878 - A of August 6, 2010

Introduction

1. This Guidance is presented based on Part 2;lértil of the Republic of Armenia Law on
Combating Money Laundering and Terrorism Financlmgyreinafter referred to as the Law) and
is applicable to reporting entities such as attggneole practitioner lawyers and firms providing
legal services (hereinafter referred to as legafgssionals) as defined by Article 3 of the Law.
The Guidance presents specific criteria of monepdaring and terrorism financing (hereinafter
also referred to as ML/TF) risks inherent to legadfessionals, and the prevention mechanisms
thereof.

2. The purposes of identifying and assessing MLifitkerent risks and taking commensurate
preventive measures by legal professionals arétlosving:

1) Legal professionals would safeguard their highngatind reputation in the view of the
clients and the public, with the reasoning thapriactice they are engaged exceptionally
in legitimate activities.

2) The mechanisms prescribed by the Guidance woulbletegal professionals to discern
their higher risk clients and to take actions whiabuld not impede their own activities
aimed at making profit on one hand and would prepassible risks arising from such
clients on the other hand.

3) Legal professionals would be safeguarded from ptesduture allegations of being
involved in or facilitating different money laundiey schemes, with the reasoning that
they have effective systems in place for assessidgpreventing ML/TF risks.

3. The Guidance also defines a comprehensive seteakures for legal professionals, which,
when realized, would ensure compliance of theictizas with requirements of the Law. At that,
as prescribed by the Law, provisions set forth unithte Guidance are applicable to legal
professionals only in terms of services involvihg tfollowing transactions prepared or carried
out for the client:

1) Buying and selling of real estate,

2) Managing of client money, securities or other asset

3) Managing of bank and securities accounts,
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4) Provision of funds or other assets for the estabilent, operation, or management of legal
persons,

5) Provision of services for the establishment, op@nator management of legal persons, as
well as for the alienation (acquisition) of stogkguities, shares and the like) in the statutory
(equity and the like) capital of legal personsfarrthe alienation (acquisition) of stock issues
(stocks, shares and the like) of legal personsnatginal or market value;

4. Concepts referred to in the Guidance are usedcitordance with the concepts and

formulations defined by the Law.

Section 1: Risks

Chapter 1: Importance of Categorizing and ManagingRisks

5. ML/TF risks faced by legal professionals varypeeding on many factors including the
professional activity of legal professionals, thge and identity of clients, the nature of
relationships with clients, and the methods forvijaing services (for the purposes of this

Guidance, the concept of service corresponds tioathhusiness relationship as defined by the

Law). The minimal comprehensive set of risks arglrtprevention mechanisms are defined by

the Law.

6. Legal professionals should precisely identify ML/TF risks and their prevention measures,

which may be relevant in the course of their atiisi Concurrently, every practical case or

situation may give rise to new risks; therefores firevention measures must be dynamically
developing ones.

7. In comparison to, for example, financial indtiins, the following reasons are behind the

distinctiveness of ML/TF risk management by legalfgssionals:

1) As part of their operations, financial institutionpon the instruction of customers manage
their funds (attract deposits, make transfers; e&nce, they have the objective to ensure that
there is a reasonable and legitimate flow of fuimdthe course of providing such financial
services. For the purpose of their practices, lgmalfessionals have the objective to
understand the true purpose behind the behavidhedf clients, and the factual logic and
legitimacy of the services offered or provided.

2) Due to the large number of customers and the sgmif amount of funds under transactions,
financial institutions exploit not only professidorend human resources but also automated
software systems for the purpose of preventing MLYiEks. In practice, legal professionals
exclusively rely on their own professional and peed skills.

8. Legal professionals may face higher or lowek cisteria.

9. Higher risk criteria, in turn, are classifieddrcountry or geographic, client, and transaction

risk categories. These risk categories should ratdmsidered separately, in isolation from one

another, as for the presence of a higher riskraitein one of the categories can lead to the
presence of a higher risk criterion in another resktegory or affect the possibility of the
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emergence of such. Besides, the same service pob\igl a legal professional is possibly to
simultaneously comprise more than one risk critedertaining to one or several risk categories.
10. Based on own knowledge and experience, legi#egsionals should be able to identify
existent ML/TF risks, assess each one of them ggregate a comprehensive risk assessment for
the services offered or provided.
11. Different categories of risks are presenteceuttis Guidance with the following purposes:
1) To illustrate a minimal set of risks and, basedlmat, propose a model package of risk
prevention measures;
2) To precisely identify ML/TF risks inherent to legaidofessionals by means of evaluating
risks specified under the Guidance from the staimtifpd their own practices.

Chapter 2: Country or Geographic Risk

12. There is no research conducted by any intemaltiorganization that would designate a
particular country or geographic area as undouptedid unconditionally presenting higher
ML/TF risk for legal professionals. Neverthelesse tfollowing countries and territories are
considered to pose higher risk in terms of ML/TF:
1) Countries and territories subject to sanctions, agues, or similar restrictive measures
issued by the UR;
2) Countries and territories publicized by the FATFI dPATF-style regional bodies as
lacking or having inefficient AML/CFT systeris
3) Countries and territories publicized by internagibstructures as having significant levels
of corruptiori”.
4) Countries and territories included in the list &fshore jurisdictions as approved by the
Central Bank of the Republic of Armeffia
13. Legal professionals should consider the abisted countries and territories as posing higher
risk if:
1) Clients, authorized persons, beneficial ownersrasaling or located in these countries
and territories, or clients that have businesgioglships with them,
2) The source of income and (or) wealth of clients ihese countries or territories,
3) These countries and territories are the place F@r tonduction of the business
relationship and (or) transaction.

% The FMC official web-site contains links to documteissued by the UN Security Council Sanctions
Committee  (www.cba.am/Financial Monitoring  Center). Documents are  available at
www.un.org/sc/committees

% The FMC official web-site contains links to FATFnda MONEYVAL publications
(www.cba.am/Financial Monitoring Center)The publications are available atww.fatf-gafi.org,
www.coe.int/moneyval

37 See, for example, atww.transparency.orgrhe FMC official web-site contains links to dasaued by
Transparency Internationghww.cba.am/Financial Monitoring Center).

3 See Republic of Armenia Central Bank Board Dedisiio 28, of July 28, 2009.
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14. Besides the above, legal professionals mayedbasy own experience and practices,
classify/consider any country or geographic arepasng higher risk, even if it is not listed
under the above-specified criteria.

Chapter 3: Client Risk

15. Every legal professional should have a cleaetstanding of which category of clients or
which particular client poses higher ML/TF risk.this sense, clients posing higher risk include:
1) Politically exposed persoftis
2) Corporate clients with unnecessarily complex cdrgmaucture of management bodies or
beneficial owners that are impossible to identify;
3) Clients that are cash intensive businesses (esmma=s gas stations, hotels, etc.);
4) Resident or non-resident non-profit organizationsl¢ding charities), where there is:

a. No apparent corporate structure resulting in carsiole divergence from the
requirements specified under the applicable leisiaand (or)

b. No authorized supervisory body entitled to examfimancial and business
operations of these organizations and impose regbty measures for the
violations disclosed,;

5) Clients convicted for willfully committed crimed, this circumstance becomes known to
the legal professional in the course of condugtirajessional activities;

6) Clients having numerously changed the addressedf fermanent living (registration),
location, or business;

7) Legal persons having factually conducted no agtidiiring a considerable period of
time;

8) Shell companies having state registration but reiufd address of location or any
activity conducted.

Chapter 4: Transaction Risk

16. Certain transactions (subjects of legal adyjsoonducted by legal professionals for their
clients may pose higher ML/TF risks. These inclodses when:

39 The definition of politically exposed persons iipalated by the Law, while relevant informatiomdae
found from various public sources, such as theckeangine ofwww.google.amthe official web-site of
the US Central Intelligence AgencwwWw.cia.gov/library/publications/the-world-factbopkweb-sites of
relevant governmental bodies of different countriekc. Besides these, there are also different paid
information databases (e.g. World-Check, Factivaculty), which provide most comprehensive
information on politically exposed persons. The FM@icial web-site contains links to the stated
information resourcevww.cba.am/Financial Monitoring Center).
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1)

2)

3)

4)
5)

6)

7

8)

A transaction is offered to carry out with the pasp of concealing beneficial owners of
the client (e.g. arranging a creation contract lefgal person, where the beneficial owner
acts in a mediated way — by means of being thedeuaof the founding legal person);

A transaction is offered, where the price is apptyelower or higher than the
real/market price of the subject of transactiom.(@rranging a real estate buying and
selling contract at an apparently low price);

Payment to legal professionals for completing adaation, or payment to clients against
a transaction, is unreasonably made by a partyssoegated with the client;

Corporate clients provide for making payments galerofessionals in cash;

Clients provide apparently fake or incomplete infation about the real objectives,
nature, and subject of the transactions carried out

Clients promise to pay unreasonably high feesrforsactions carried out, except for the
cases of wealthy clients promising bonuses foressafal completion of transactions;
Transactions offered or carried out are apparemdty commensurate to the business
profile of the client (e.g. an individual entrepeen providing tourism services requests
advisory on contracts for importing precious stdnes

A transaction is offered, where parties (to beplwed (would) maintain their anonymity
(e.g. an offer is placed for a service to estaldistompany with nominal founders and
directors in an off-shore jurisdiction).

Chapter 5: Lower Risk Criteria

17. Legal professionals can consider only the falg clients as characterized by lower risk
criteria (except for the clients residing or lochia countries and territories lacking or having
inefficient AML/CFT systems):

1

2)
3)
4)
5)

Financial institutions effectively supervised imns of combating money laundering and
terrorism financing,

Governmental bodies,

Local self-government bodies,

State-owned non commercial organizations,

Public administration institutions.

Chapter 6: Variables That May Impact Risk Criteria

18. ML/TF risks inherent to practices of legal msdionals and resources in place for their
mitigation are all dependant on the size, spheqgertise and other conditions of their activities.
For example, ML/TF risks and mitigation resources & sole practitioner attorney will be

different from that of a large firm providing legabvisory services. Therefore, every legal
professional should precisely identify the circumnsies having impact on the formation of
ML/TF risk criteria in the course of his practic@gpical examples of such circumstances are:
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1) Nature (one-time or recurrent), duration, regwardnd periodicity of services offered or
provided;

2) Robustness of the legal regime (e.g. licensingstegion rules) applicable to the clients,

3) Rating and business reputation of the client;

4) Nature of the legal advisory services (non- or fackace communication);

5) Client residency and, in case of foreign client& nhature of their relation with the
Republic of Armenia;

6) Circumstances related to introducing the client dilier the client has been
recommended to the legal professional by anothgutable or familiar party, or has
applied without prior appointment);

7) Presence of more than one higher or lower rislegoih within the service provided to
the client.

Section 2: Risk Prevention Measures

Chapter 7: Internal Monitoring Function for Prevention of Risk

19. For the purpose of effective prevention of ME/Tisks specified under Section 1 of this
Guidance, legal professionals should introducenggrial monitoring function. At that, in order
to appropriately realize this function, in accordanwith Article 22 of the Law, legal
professionals shall be obligated to have an intenmitoring unit or an employee responsible
for dealing with the prevention of ML/TF, or othése& outsource this function to relevant
specialized entities (hereinafter referred to #sriral monitoring unit).

20. Taking into consideration that the size of\atitis and human resources of legal professionals
are significantly inferior to the relevant charaisiics of financial institutions and that, in
addition, there are profound differences in terfaabivities and human resources amongst legal
professionals (from a sole practitioner attornew farge firm providing legal advisory services),
Article 22 of the Law shall be applicable to legabfessionals with the following differences:

1) In case of sole practitioner lawyers, the intermabnitoring function of ML/TF
prevention should be performed by the sole praciti lawyers themselves;

2) In case there is specialized staff available, timetion may be assigned to an
individual employee or a structural unit. In thisse, the autonomy and direct
accountability of the internal monitoring unit tbet senior management of the legal
professional should be ensured.

21. The unit performing internal monitoring funeig of a legal professional should at least
undertake the following measures:

1) Develop AML/CFT internal legal acts (in case of imgvmore than 10 employees);
present proposals on enhancing effectiveness bf acts;

2) Categorize clients and services provided to therteims of ML/TF risk exposure in
accordance with the Law, this Guidance, and intdaggl acts of the legal professional;
build up awareness among employees of the legétgsional about specific categories
of risks, and higher risk clients and services;
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3)

4)

5)

6)

7

Provide for regulation and effectiveness of clieiite diligence processes, including
enhanced and simplified due diligence, as welloagte ongoing monitoring of clients

and of the business profile thereof, informationoreling, maintenance, and updating
processes;

Conduct analysis in relation to recognizing a temtisn or business relationship as
suspicious;

Make the final decision with regard to recognizang¢ransaction or business relationship
as suspicious, to rejecting or suspending thenwedkas to freezing of funds or other

assets associated to terrorism;

Ensure the filing of suspicious transaction or bess relationship reports with the
Financial Monitoring Center of the Central Bankloé Republic of Armenia (hereinafter

referred to as the Financial Monitoring Center);

Undertake other measures of risk prevention aspbesl under this Section.

22. The structural unit of legal professionals periing the functions of internal monitoring
should have direct and timely access to any doctimennformation in relation to services
provided by legal professionals.

Chapter 8: Risk Assessment Methods

23. Before providing services to clients and duttimg entire duration of in-progress contractual
services, legal professionals should assess thregagg ML/TF risk exposure in relation to them.

In the course of assessing client and transacistn the following matrix is recommended as a

guide in order to consider risk criteria and cirstmmces having impact on them, as specified
under Section 1 of this Guidance.

Higher Risk Criteria Stance

Lower Risk Criteria Stance

1)

Negative Set of Positive Set of
Circumstances Having Circumstances Having
Impact on Risk Impact on Risk

Situation 1 suggests that the service offered or provided gpdsgher risk. For the

purpose of determining risk exposure, it is alspantant to consider what the higher risk
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criteria are and how many of such criteria aregumedn this case, the question of filing a
suspicious transaction or business relationshiprtewith the Financial Monitoring
Center should also be considered and, regardleg®ealecision made, the outcomes of
such consideration should be documented and magatai

2) Situation 2suggests that the service offered or provided pasg a higher risk, although
circumstances having impact on it are of positigture within the given set of risks. In
this case, again, for the purpose of determiniglg exposure both the number and nature
of higher risk criteria and the impact of the pesitset of circumstances should be
considered.

3) Situation 3suggests that the service offered or provided posedium risk, although
certain circumstances are present, which may imrdutransform it into higher risk. In
this case, it is important to establish enhancegbimg monitoring over the service, as
well as to conduct enhanced due diligence with ghpose of effectively controlling
possible fluctuations in risk exposure.

4) Situation 4suggests that the service offered or provided ptaseer risk, and there is no
material circumstance implying the possible presesfdigh risk criteria.

24. At that, if the service offered or provided qoimes both higher and lower risk criteria, the
aggregate risk exposure should be determined thrasgessing the nature and materiality of
each risk criterion involved, as well as of theafatircumstances having impact on risk.

Chapter 9: General Rules for Client Due Diligence

25. Client due diligence or the principle “Know YoGlient” is intended to ensure that legal
professionals have adequate and comprehensive raagaref the real identity of their clients.
This applies to identifying not only the clientsitlalso the authorized persons acting on behalf of
them and the beneficial owners (if any).

26. Client due diligence should be conducted irhestd every case of offering or providing a
service, whether such service involves higher, omadior lower risk. Client due diligence shall
be required for both new and existing clients witthie scope of services provided to them.

27. Article 15 of the Law defines the cases, thecedures, and the required minimum
documentation for conducting client due diligengelégal professionals. Client due diligence
shall comprise the following measures (Articles 16.and 20 specify the requirements within the
scope of each measure):

1) In accordance with Article 15 of the Law, obtainformation on the identity
(identification) of clients (including the authoei@d person acting on behalf of the client
and the beneficial owner) and verifying the accymicthe information obtained;

2) In accordance with Article 16 of the Law and Cha@ of this Guidance, perform
ongoing monitoring of the business relationship\ise);

3) In accordance with Article 15 of the Law and Cheptél and 12 of this Guidance,
undertake measures based on risk-based approadiefurdue diligence.
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28. At that, measures specified by Sub-Clause dysel 27 of this Guidance shall be undertaken
by legal professionals before providing serviceglients. In exceptional circumstances, when the
ML/TF risk is effectively prevented, and wheredtdssential not to impair the normal course of
services provided to clients, measures towardsrobtpinformation on the identity of the client
and verification of such information may be undegta after the service is actually provided,
within a reasonable timeframe of not more than selays.

Chapter 10: Ongoing Monitoring of Business Relatioship (Service)

29. An essential constituent of client due diligemethe ongoing monitoring of clients and their
business profile in the whole course of businedatiomships (services) provided by legal
professionals, so as to form a complete and cledenstanding of the purpose and the expected
nature of the services provided. For this purpdspending on the ML/TF risk exposure of the
service provided by legal professionals, the follmvmeasures shall be undertaken by them
during the whole course of providing the service:

1) Verify the interconnection between transactionsriedr out within the scope of the
service provided, detect possible schemes for theiseections, as well as determine the
objective of the transactions;

2) Verify whether the nature of the transactions img@nsurate to the type of business
activities of the client;

3) Check the categories, periodicity, and chronoldgyansactions carried out in a standard
unit of time;

4) Verify possible interrelations between the partiésransactions, the authorized persons,
as well as the beneficial owners;

5) Verify the existence of transactions by means ofctvtclients pursue to avoid being
reported to the Financial Monitoring Center by miipg entities;

6) Obtain possibly complete information, as necessamythe sources of income and (or)
wealth of clients, and on the changes thereof;

7) Compare the sources, turnover, and amounts of fohdse client subject to different
transactions;

8) Assess possible ML/TF risks in services offeredmvided, by means of comparison
with the criteria and typologies of suspicious gaetions and business relationships.

30. Information obtained within the scope of cortddcclient due diligence (including enhanced
and simplified due diligence) should be updatedegal professionals at a periodicity set by
them, but not less than once a year, to ensuréttisaip-to-date and relevant.
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Chapter 11: Enhanced Client Due Diligence

31. In case the service offered or provided podghkeh risk, legal professionals should, in
addition to client due diligence measures presdrilmeder Chapter 9 of this Guidance, conduct
enhanced client due diligence.

1) Enhanced client due diligence should include thieviang measures:

a. Obtain senior management approval before estabfjskind for continuing
business relationships with such clients, as welinacases when later on it is
found out that clients and (or) the beneficial orgngose higher risk, or that the
transactions or business relationships comprise stiteria;

b. Undertake necessary actions for verifying the smmftincome and (or) wealth
of clients;

c. Scrutinize, record in writing, and maintain the @nds and conditions for the
following transactions, so as to permit reconstanctof transaction details in
future and, of necessary, dissemination of thoseuthorized bodies. Such
transactions include:

e All complex and unusually large transactions, adl vas unusual
patterns of transactions with no apparent econoamiclegitimate
purpose;

« Transactions involving persons residing (locatedjorreign countries
or territories, where international requirements dombating money
laundering and terrorism financing are absent oefféctively
implemented;

d. Conduct enhanced ongoing monitoring of businesdiogiships.

2) Enhanced client due diligence may include the Wailhgg measures:

a. Scrutinize the required documents (informationjpuated in case of offering
and providing services, in a more comprehensivetmeugh manner;

b. Make requests to authorized government bodiestwittpurpose of verifying the
accuracy of information on clients, transactionshwand services provided to
them.

32. By means of enhanced client due diligence,|lpgafessionals should obtain reasonable
clarifications and explanations, so as to form mglete and clear understanding of the clients
and the services offered or provided in relatiothtem.

Chapter 12: Simplified Client Due Diligence

33. In case of lower risk criteria, legal professits may perform simplified client due diligence.
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34. Simplified client due diligence shall be thmited implementation of client due diligence
measures performed by legal professionals, whettebyjollowing information shall be obtained
as part of the identification and verification déntity:

1. For natural persons - forename, surname and itetidn document information;

2. For legal persons — company name and state rdigistcertificate number;

3. For government bodies and local self-governmentdsodname.

Chapter 13: Minimal Requirements for Recording andMaintaining Information

35. Legal professionals should record and mainterinformation specified under Chapters 9-12
of this Guidance in a manner sufficient to perre@anstruction of individual transactions so as to
provide, if necessary, procedural evidence.

36. Information may be maintained in documentammioon computers, or other electronic
means.

37. Legal professionals should ensure the secarity secrecy of the information recorded and
maintained, and should prevent it from unauthorizee or control.

38. Legal professionals should maintain the infdromaspecified under Article 20 of the Law,
including the process of review (conducted andlylis recognizing a transaction or business
relationship as suspicious as specified under €ld48<f this Guidance.

Chapter 14: Obligation in Relation to Suspicious Tansaction or Business
Relationship

39. From the moment of recognizing a transactiomusiness relationship as suspicious, legal
professionals shall be obligated to file a suspigitransaction or business relationship report
with the Financial Monitoring Center.

40. To recognize a transaction or a business oaktiip as suspicious, legal professionals should
consider the criteria and (or) typologies of suigpis transactions or business relationships.

41. Legislative requirements in relation to sugpisi transaction or business relationship reports
are specified:

1) Under Articles 4-7 of the Law establishing thatdepgrofessionals shall be obligated to
file a report with the Financial Monitoring Centiercase of a suspicious transaction or
business relationship;

2) Under Decision N0o16-N, of January 27, 2009 of tlwaf of the Central Bank of the
Republic of Armenia establishing the Form No 020 rieporting suspicious transaction
or business relationship by legal professionaks rtes and deadlines for its submission,
as well as the rules for the registration of lqgalfessionals,

3) Under Decision No1/886A, of September 3, 2008 ef@airman of the Central Bank of
the Republic of Armenia defining suspicious tratisaccriteria for all reporting entities,
including legal professionals.

42. Legal professionals may also recognize a triosaor business relationship as suspicious,
when such suspicion does not arise from any speaifieria and (or) typology of a suspicious
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transaction or business relationship, but its lagipattern (dynamics) of implementation give the
grounds to suspect that it is being carried owgstablished for the purpose of money laundering
or terrorism financing.

43. In the presence of a criteria or typology a§aious transaction or business relationship, as
well as in the cases specified under Clause 42hisf Guidance, legal professionals should
consider recognizing the transaction or busine$stioaship as suspicious. If, due to such
consideration, the transaction or business relglipnis not recognized as suspicious, the process
of review (conducted analysis) and the findingslisha documented and maintained in the
manner and timeframe established by the Law aisd3hidance.
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ANNEX 27 — EXTRACT FROM THE DECISION OF THE
CHAIRMAN OF THE REPUBLIC OF ARMENIA CENTRAL BANK
No 1-1315L OF OCTOBER 19, 2009 (ON ON-SITE INSPECTONS IN
BANKS)

6.9. Combating Money Laundering and Terrorism Finarcing

6.9.1. Introduction

In the capacity of the Authorized Body for combgtimoney laundering and terrorism financing
(hereinafter also referred to as ML/FT), the CdrBank places special emphasis on the banks to
take measures in the manner established by lawo#ret legal statutes for recognizing and
preventing suspicious transactions (business oglstips) of their customers or third parties.

The Republic of Armenia Law on Combating Money Léerning and Terrorism Financing
(having entered into force on August 31, 2008) ldishaed the legal mechanisms to counter
money laundering and terrorism financing, partidyléhe relations pertaining to the fight against
money laundering and terrorism financing, the systé the bodies engaged in it, the rules for
and terms of cooperation between these bodiegdswlated to the supervision and application
of responsibility measures in the field of combgtmoney laundering and terrorism financing.
Reporting entities should have in place interngutatory acts (rules, regulations, procedures,
instructions, etc.) aimed at the prevention of nydaendering and terrorism financing.

Reporting entities are obligated to have an Intevf@nitoring Unit or a staff member engaged in
combating money laundering and terrorism financorgp delegate this function to a specialized
entity.

Supervisors worldwide place special emphasis omémis to have adequate control mechanisms
and to know their customers. Proper identificatitdmew customers, as well as measures taken
for recognizing and preventing suspicious transastiand business relationships with customers
are of key importance. This enables supporting gbed reputation of the bank, restricting
operational, legal, as well as concentration righkosure while minimizing the probability for the
banks to become an instrument or victim of finahciame.

Supervisors believe that the procedure for knowitng customer should become a constituent
part of risk management and internal control systefrbanks.

6.9.2. Objectives of Examining the Fight against Mey Laundering and Terrorism Financing

1. Find out whether the policies, procedures, andriafecontrol rules for combating money
laundering and terrorism financing are sufficiemtianaging the relevant risks.

2. Find out whether the bank’s staff observes thebéisteed principles.

Assess the scope and quality of activities of thierhal Audit.

4. Find out whether the Board and the executive manageof the bank are aware of the tasks
of procedures for combating money laundering andtism financing.

5. Find out whether the current laws and other legglites have been adhered to in the course
of combating money laundering and terrorism finagci

w
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6.

In case of ascertaining inadequacy or absenceeob#nk's policies, procedures, and/ or
internal control rules for the prevention of moteyndering and terrorism financing, as well
as uncovering violations of the laws and other llstgtutes, make out recommendations for
rectifying the deficiencies and eliminating thelattmons.

6.9.3. Procedure for Examining the Fight against Mey Laundering and Terrorism
Financing

1.

10.

11.

12.

Fill out the first column of the internal controkamination checklist titled “Internal

Regulatory Document”.

Examine compliance of the bank’s practices with padicies, procedures, and internal

control rules adopted by the bank for the preventdd money laundering and terrorism

financing.

Fill out the second column of the internal contexdamination checklist titled “Current

Practice”.

Find out the measures taken for dealing with thalations and deficiencies (if any)

uncovered by the previous inspection.

Request from the bank and examine the list of timba uncovered after the previous

inspection (related to combating money laundering t&rrorism financing) by the internal/

external audit, and find out the measures takeelfotinating such violations.

If necessary, review the scope and depth of theetion based on the rating given to the

internal control of the bank, on the analyses edrdut by the Internal Monitoring Unit, and

on the findings of the internal/ external audit.

Obtain and examine the description of the procedfoe combating money laundering and

terrorism financing, the patterns for arranginghspeoocedures, including responsibilities of

the staff, informational flows, confidentiality afformation, dissemination of information to

the Authorized Body, and control over the system.

Examine compliance of the bank’s policy for custonaeceptance (opening accounts,

executing transactions proposed by customers),omest identification (“Know Your

Customer”), scrutiny of high-risk transactions aral/ business relationships, and risk

management with the standards practiced interredtioand/ or adopted by the Authorized

Body.

Discuss with the staff of the CBA Financial Monitay Center the deficiencies identified due

to the examination, the examiner's concerns abmutbank’s practice in combating money

laundering and terrorism financing.

Get acquainted with the staff of the bank’s custossvice for getting an idea about their

professionalism and awareness.

Examine how the bank carries out monitoring otiistomers, their transactions and business

relationships in order to detect extraordinary anspicious receipts and withdrawals.

Discuss with the relevant manager of the bank aiedemt to the inspection team leader

analysis and conclusions on the following issues:

- Exceptions stipulated by the internal control rulesicovered shortcomings and
deficiencies, as well as inconsistencies with tuekts policies and procedures;
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- Deficiencies uncovered by the Internal Audit, whietve not been rectified;

- Violations of laws and other legal statutes;

- Awareness of the responsible manager in the pitaxipstablished by international
organizations involved in combating money laundg&nd terrorism financing;

- Recommended corrective measures in case of deteldficiencies in the policies,
procedures, or internal rules for combating moreymtering and terrorism financing.

6.9.4. Internal Control Examination Checklist

Examine the bank’s internal policy, practice, amdcpdures for combating money laundering
and terrorism financing. The internal policy shodid articulated in uniform documents and
comprise interpretations, charts, and other sujgpimformation.

Authorized/ Responsible Persons

1.

Is there an Internal Monitoring Unit or a staff men in the bank engaged in combating
money laundering and terrorism financing, or has tlunction been delegated to a
specialized entity (hereinafter referred to as litternal Monitoring Unit)? In banks, the
function of internal monitoring can not be assighed staff member of the customer service.
Does the staff of the Internal Monitoring Unit haae appropriate qualification obtained in
the manner and in compliance with the professiaoahpetence criteria established by the
Authorized Body?

Does the bank have operational procedures fomtieerial Monitoring Unit?

Does the Internal Monitoring Unit have direct accés all documents pertaining to the
accounts and transactions of the customers (ingjudiredit files, working documents,
contracts etc); is the Internal Monitoring Unit esmered to require clarifications from any
staff member of other subdivisions on transactiamd business relationships, as well as on
customers, their authorized persons, and benefigiakrs?

Does the Internal Monitoring Unit develop intermmabulatory acts on combating money
laundering and terrorism financing; carry out monitg of effectiveness of their
implementation; make recommendations on enhanbigig ¢ffectiveness?

Does the Internal Monitoring Unit provide for theubsnission of reports and other
information to the Authorized Body on behalf of thank, as prescribed by the Law on
Combating Money Laundering and Terrorism Financing?

Does the Internal Monitoring Unit review the conapice of the bank’s transactions (business
relationships), as well as of activities of itsustural and territorial divisions and staff
members with the Law on Combating Money Laundedng Terrorism Financing, with
other normative legal statutes adopted on basiedheand with the internal regulatory acts,
in the manner and at the periodicity establishethkybank’s internal regulatory acts, but no
less than once in every six months?

Does the Internal Monitoring Unit report to the Bibaf the bank on the findings of the
review and other issues raised by the AuthorizedyBo

Is the Internal Monitoring Unit independent in merhing its functions, and does it have a
status of senior management of the bank?
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Does the Internal Monitoring Unit make the decisiamsuspending or rejecting a transaction

or a business relationship, as well as on free@mgrism-related funds?

Do the bank’s internal regulatory acts establigh thteria and procedures for the Internal

Monitoring Unit to notify the Board on the suspemsor rejection of transactions or business

relationships?

Is the Internal Monitoring Unit entitled to diregtreport — in the manner established by

internal regulatory acts of the bank — to the bamfoard on the problems occurred in relation

of preventing money laundering and terrorism finage

Does the staff of the Internal Monitoring Unit gaout appropriate and efficient analyses to

recognize suspicious transactions and businedoredhips?

Does the Internal Monitoring Unit oversee the ongainonitoring of business relationships

and periodically review the process of refining amdlating available data; provide for the

categorization of the bank's customers based on risle profile; carry out ongoing
monitoring of high-risk business relationships?

Does the Internal Monitoring Unit carry out monitmy of recordkeeping and data

maintenance?

Do the regular reports of the Internal Monitoringitito the bank’s Board comprise:

- Information on the number of over-threshold andpguisus transactions and business
relationships; a snapshot of suspicious transa{loasiness relationships);

- Information on the number and comprehensive desmnipof the transactions and
business relationships, on which analyses have baeied out, though they have not
been reported as suspicious transactions or basiakdionships;

- Information on the number and a snapshot of suggkmd rejected transactions and
business relationships; the total amount of susgettrdnsactions;

- The total amount of frozen funds.

Does the bank at least once a year conduct intatrthl to check appropriate performance of

the duties stipulated by the Law on Combating Mobayndering and Terrorism Financing,

by other legal statutes, and by the internal regoaacts of the bank?

Does the Internal Audit regularly report to the Bband the executive management body on

its findings and disclosures, including its coniuas on the relevance and efficiency of the

AML/CFT staff training and professional developrient

Does the bank commission external audit to cheqgdamentation and effectiveness of the

legislation on combating money laundering and t&no financing, in the manner

established by the Authorized Body, upon the reqpiethe Authorized Body or by their own
initiative?

Internal Control System

20.

21.

Does the bank have internal procedures for coligctiecording, and maintaining data on its
customers, as well as on suspicious transactiarsn@ss relationships)?

Do the bank’s internal regulatory acts on recogmjzsuspicious transactions and business
relationships and reporting to the Authorized Bpdyvide for:
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22.

23.

24.

25.
26.

27.

28.

29.

30.

31.

32.

- The procedures for communicating to the InternalnNbwing Unit the preliminary
information (assumptions) on suspicious transast@mrbusiness relationships;

- The rules and deadlines for the Internal Monitorldgit to process, verify, and put
forward possible conclusions on suspicious tranmaEior business relationships;

- The possible actions and analyses for recognizirepisious transactions or business
relationships, including the access to national atelnational databases, the requests,
the criteria for assessing their results, and gihesrfor summarizing such results.

Does the bank have a list of the documents and atf@mation required for regular and

enhanced due diligence?

Does the bank have internal procedures for suspgn@ejecting) suspicious transactions

(business relationships); freezing funds of tesrorrelated persons?

Does the bank have internal regulatory acts oneatirrisks and typologies of money

laundering and terrorism financing?

Does the bank have internal procedures for regpttirthe Authorized Body?

Do the bank’s internal regulatory acts define thses (besides the ones defined by the

Authorized Body) when it is suspected or there sufficient grounds to suspect that the

assets involved in the transaction or businessioakhip proceed from crime, or that such

assets are linked to terrorism financing, or thegt funds or other assets are linked to or
intended for use by terrorist organizations orvidlial terrorists for the purpose of terrorism

(suspicious transactions or business relationships)

Do the bank’s internal regulatory acts define cidtevidencing the high likelihood of money

laundering and terrorism financing (high-risk aigee i.e. persons, situations, or subjects

matching the definitions provided by the Regulatbonthe Minimal Requirements Stipulated
for Financial Institutions in the Area of Combatiidoney Laundering and Terrorist

Financing, as approved by the Decision No 269-I$eftember 9, 2008 of the Board of the

Republic of Armenia Central Bank)?

Do the bank’s internal regulatory acts provide fand apply relevant measures for

counteracting money laundering or terrorism finagcirisks associated with new or

developing technologies?

Do the bank’s internal regulatory acts providegoeventive mechanisms to address all risks

associated with non face-to-face transactions @iness relationships, when establishing

business relationships or conducting ongoing dligediice of their customers?

Is there an appropriate system of control and mani so as to timely recognize suspicious

transactions, and to file prompt and accurate tepuith the Authorized Body?

Do the bank’s internal regulatory acts establise pnocedure for information exchange

between relevant staff of the bank in case of diefgsuspicious transactions?

Does the bank ensure confidentiality of informatiznsuspicious transactions?

Customer Identification System

33.

Does the bank have internal regulatory acts estaihtj the procedure for the identification of
customers and third parties/ authorized persorisgaoh their behalf, the required documents
(information), including information on new custarmeas well as on the customers offering
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34.

35.
36.

37.

38.

39.

40.

41.

42.

43.

the bank to carry out transactions or to enter linisiness relationships without their physical

presence? Does the bank receive the identificattmuments (information) and check their

veracity before establishing a business relatignshiconcluding an occasional transaction,
or in the course of establishing a business relakipp or concluding an occasional

transaction or thereafter within a reasonable tiame&, provided that the risk of money

laundering or terrorism financing has been effetyiyprevented, and that this is necessary in
order not to impair the normal business relatigoshi

Do the bank’s internal regulatory acts provide facessary measures to find out the

existence of beneficial owners and, if availalbagentify and verify their identity?

Are there defined criteria for the risk-based cati&gtion of customers?

If the customer or the other party to the transacts a foreign legal person or a foreign

natural person or an entity without legal persdapalnder foreign law, does the bank also

identify and document the center of vital intereatsl the sources of income of these
persons?

Does the bank have internal procedures establighingedures for termination of business

relationships in case of suspicious transactiossdated with intentional distortion of the

data submitted by customers?

Does the bank have risk management proceduresldaid in its internal regulatory acts so

as to determine whether the customer is a pol§ietposed person or a member of his

family or a person affiliated to him, or whetheeté are other criteria of high risk?

Do the bank’s internal regulatory acts providerf@asures to establish the source of income

(wealth) and the origin of funds of the customarbeneficial owners identified as politically

exposed persons?

Do the bank’s internal regulatory acts require ,thatthe presence of high risk criteria,

enhanced customer due diligence is performed?

While performing enhanced due diligence, does #rkb

- Carry out more comprehensive and in-depth checkhefveracity of the documents
(information) required for establishing businedatienships with the customer;

- Require information on the source of the customas&sets and other funds;

- Examine the information on the customer, the bsirrelationship, and the transaction
through various databases;

- Make requests to other reporting entities or toepthodies, including foreign
counterparts, to check the information on the ausio on his business relationships and
occasional transactions.

Is the approval of the bank’s senior managementindd before establishing or for

continuing business relationships with customeestified as politically exposed persons; as

well as in cases, when the customer or the beakfisiner is subsequently found to be or
becomes a politically exposed person?

Does the bank conduct additional scrutiny of alinptex and unusually large transactions

(business relationships), as well as of the oneshiing unusual patterns with no apparent

economic or other legitimate purpose?
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44.

45,

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

Do the bank’s internal regulatory acts establisb thles for opening and maintaining

correspondent accounts of foreign banks, as welthas peculiarities of opening and

maintaining their correspondent accounts with fygmebanks so as to make sure that they

have not established correspondent relationshipls stiell banks or with banks allowing

shell banks to use their accounts? Do these afitsedihe information considered to be

sufficient for fully understanding the nature ofspendent bank’s business and for

determining the business reputation of the respuriolenk and the quality of its supervision,

including whether it has been subject to a monagdaring or terrorism financing criminal

investigation or any other proceeding?

Is the approval of the bank’'s senior managementionéd before establishing new

correspondent relationships?

Does the bank have procedures for documenting #wpective functions of each

correspondent bank?

Does the bank have procedures for ascertaining thidh respect to payable-through

accounts, the respondent bank has verified theifdef the customers having access to its

accounts and continuously conducts their ongoingitoong, and that upon request it would

be able to provide relevant customer identificatiata to the correspondent bank?

Does the bank conduct ongoing customer due dilgeghooughout the course of business

relationships?

Does the bank have procedures for conducting mamgtoof the transactions with the

customer in the course of customer due diligenceasoto ascertain veracity of the

information on the customer, his business and pisiile and, where necessary, of the

sources of his income?

Does the bank update the data obtained due to roastaentification, at a periodicity

determined by its own?

Does the bank identify and verify the identity betoriginators when carrying out wire

transfers, regardless of the fact of opening anwu®

For the purpose of customer identification andfieaiion of identity, does the bank obtain

and maintain the following information about thégorator of the transfer:

- Forename and surname;

- Account number (in its absence, the unique referenumber accompanying the
transfer);

- Details of the identification document.

Is that information, including the account numbgthe originator (in its absence, the unique

reference number accompanying the transfer) indludehe payment order accompanying

the transfer?

Do the bank’s internal regulatory acts provide donducting enhanced due diligence when

establishing business relationships or carrying toanisactions with persons domiciled in

foreign countries or territories, which are in nmmpliance or inadequate compliance with

the international requirements on combating moaeapdering and terrorism financing?

Do the branches and representative offices of #rgk lomiciled in foreign countries or

territories (if any) apply the requirements of ttev on Combating Money Laundering and
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56.

Terrorism Financing and of other legal statutegpésibon the basis thereof, if these establish
norms stricter than those established by the lawisaiher legal statutes applicable in the
country of domicile of such branches or represamatffices?

Does the bank carry out regular analysis of theadyns and risk profile of customer

transactions; particularly to ensure that:

- The existing interrelation between the transactiotie possible schemes of such
interrelations, as well as the objectives of th@sactions are disclosed,;

- The substance of the transactions correspondsettyie of activities performed by the
customer;

- Possible information on the customer’s sourcesa@dme is collected,;

- The sources of funds, their movement and volumésansaction are compared,

- The possible money laundering and terrorism fimagmeisks pertinent to the transaction
or business relationships are assessed by meaosnglaring them with the grounds and
criteria of suspicious transactions and busindasioaships;

- It is checked whether there are business relatipasind (or) occasional transactions,
with which the customer aims to avoid being rembity the bank to the Authorized
Body;

- The types, periodicity, and chronology of the temi®n within a certain period of time
are checked:;

- Data on transaction parties, recipients, benefiolahers, as well as on authorized
persons is recorded and compared so as to idémifiyelations between customers; and

- Other measures stipulated by the bank’s intermallegory acts are performed.

Recordkeeping

57.

58.

59.

60.

Is recordkeeping in the bank arranged through ifledslatabases, so as to be able to restore

the data of the staff member having performed ifleation or other actions subject to

recordkeeping?

Does the bank ensure the security and confidemytiadf recorded and maintained

information, and prevent its unauthorized use ars$@ssion?

Does the bank record and maintain:

- Customer identification data;

- Data on the main conditions of the transactioni(i®ss relationships);

- Data on any analysis and other measures takenefectihg suspicious transactions or
business relationships;

- Suspicious transaction reports, as well as the rlyidg information and the minutes of
deliberations concerning the submission of sucbntspand

- Data and assumptions on transactions or businEgonships, with regard to which no
reports on suspicious transactions or businessiaethips have been filed with the
Authorized Body.

Do the internal regulatory acts establish thati#wek should maintain customer identification

data, including account files and transaction tkethiusiness correspondence, as well as data

on transactions (business relationships) subjeetdttitional scrutiny — for at least 5 years
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61.

62.

63.

following conduction of the transaction or compbetiof the business relationship or, in cases
prescribed by law, for a longer period?

Do the internal regulatory acts establish that lthek should maintain data on the main
conditions of the transaction (business relatigrjstso as to permit full reconstruction of
individual transactions (business relationshipfr-at least 5 years following conduction of
the transaction or completion of the businessiogiahip or, in cases prescribed by law, for a
longer period?

Are the programs for the training of the bank'dfsis well as other information relevant to
training separately recorded and maintained fteast 5 years?

Are the names and signatures of the bank’s stafinggparticipated in training programs
recorded and maintained for at least 5 years?

Staff

64.

65.

66.

67.

68.

69.

70.

71.

Is the staff of the customer service aware of titeréa of suspicious transactions or business

relationships?

Is the bank’s staff aware of the transactions @iri@ss relationships subject to reporting to

the Authorized Body?

Is the bank’s staff aware of the prohibition tooimh the person, on whom a report or other

information has been submitted to the Authorized\B@s well as other persons, about the

fact of having submitted such report or informa#ion

Is the bank’s staff involved in the prevention odmay laundering and terrorism financing

regularly trained on the matter of their duties aadponsibilities? In case of hiring new

personnel, does the bank organize trainings on atngmoney laundering and terrorism
financing within the first three months of their gloyment?

Is there a program for the professional developnoérihe staff specifying the periodicity,

themes, positions, and other pertinent minimal irequents with regard to training?

Is there designated staff in the bank responsiinéhfe organization and implementation of

training programs?

Is the relevant staff of the bank, particularly eard members, the AML/CFT authorized/

responsible staff, the staff doing customer idamifon familiar with the bank’s internal

regulatory acts on the prevention of ML/ FT andhwihe requirements of the national
legislation in respect of combating ML/ FT?

Does the Board of the bank:

- Set forth the bank’s policy in combating ML/FT;

- Adopt the annual programs of the Internal Monitgrivnit and the Internal Audit in the
field of ML/FT prevention, approve their performanceports; as well as oversee the
implementation of such programs;

- In case of need, initiate studies by the Internahitbring Unit in the field of preventing
ML/FT; approve the measures aimed at the eliminatioshortcomings identified due to
the audit or other controls; and oversee their @mgntation;

- Approve and amend the internal regulatory acts &AW prevention;
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72.

73.

- Receive and consider the reports of the Internahiddang Unit and (or) the Internal
Audit on the performance in the implementation ofeinal regulatory acts, at the
periodicity established by it;

- Oversee the efficiency of the internal system fa/IM prevention.

Does the executive management body of the bank:

- Ensure comprehensive and effective applicatiomtefnal regulatory acts;

- Ensure implementation of the policy and procedfwesombating ML/FT as defined by
the Board of the bank;

- Appoint and dismiss the head and the staff memtifdige Internal Monitoring Unit upon
the approval of the Board;

- Ascertain that the staff of the bank is fluent imiernal regulatory acts for combating
ML/FT, as well as in the code of ethics; ensurearmgement of the training and
professional development of the staff in the field¢ombating ML/TF;

- Ensure conduction of customer due diligence, inolmdsimplified or enhanced due
diligence, ongoing monitoring, as well as obtainingcording, and updating of
information;

- Provide material and technical resources for therihal Monitoring Unit;

- Implement measures aimed at the elimination ofsth@rtcomings identified due to the
examinations of the Internal Monitoring Unit, auditother controls.

Do the bank’s internal regulatory acts establighdtaff responsibility in case of violating the

provisions of the internal regulatory acts on prei of ML/ FT?
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ANNEX 28 — DECISION OF THE CHAIRMAN OF THE REPUBLIC
OF ARMENIA CENTRAL BANK No 1/1178L of NOVEMBER 28,
2008 (ON ON-SITE INSPECTIONS IN CREDIT ORGANIZATION S)

Based on Article 18 of the Republic of Armenia Lawthe Central Bank of the Republic
of Armenia, I:

DECIDE

1. When conducting on-site inspections in credifaoizations, to be guided by the Manual on
On-Site Inspections in Banks approved by the Degisif the Chairman of the Central Bank No
1/637L of July 27, 2008 taking into consideration peculiarities of creditganizations;
particulary, for the purposes of inspection:

1.1 Disregard the chapters “Deposits and Bank Awrtiu “Payment System Risks”, and
“Electronic Transfer of Funds”;

1.2. Disregard the areas pertaining to the calicuatf the composite CAMELS rating, as well as
all transactions and procedures, which are charsiitefor banks and are not applicable to credit
organizations.

2. This Decision shall enter into force on the raay of its signing.

Vache Gabrielyan

Vice Chairman

0 As amended by the Decision of the Chairman ofRbpublic of Armenia Central Bank No 1-1315L of
October 19, 2009.
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ANNEX 29 - EXTRACT FROM THE DECISION OF THE
ChAIRMAN OF THE REPUBLIC OF ARMENIA CENTRAL BANK
No 1-1454A of NOVEMBER 25, 2009 (ON ON-SITE INSPECIONS IN
INSURANCE COMPANIES)

8.2. Combating Money Laundering and Terrorism Finarcing

8.2.1. Introduction

In the international practice, insurance indussrgdnsidered to be among those exposed to the
risk of money laundering and terrorist financingr@inafter referred to as ML/TF) due to its
volumes, wide access to and diversity of insuraseevices, international coverage of the
insurance business, as well as broad involvemerihsafrance intermediaries. Disclosure of
money laundering and terrorist financing, in tusnather a sophisticated process conditioned by
the hidden and chain-type nature of this crime ahdpurse, by its international occurrence.
Supervisors worldwide place special emphasis oninkarance companies to have adequate
control mechanisms and to know their customersétrientification of new customers, as well
as measures taken for recognizing and preventirgpigous transactions and business
relationships with customers are of key importarides enables supporting the good reputation
of the insurance company, restricting operatiolegal, as well as concentration risk exposure
while minimizing the probability for the insurancempanies to become an instrument or victim
of financial crime.

In the capacity of the Authorized Body for combgtinoney laundering and terrorism financing,
the Central Bank places special emphasis on theganse companies to take measures in the
manner established by law and other legal statisiesecognizing and preventing suspicious
transactions (business relationships) of theirarusts or third parties.

Due to the examination of this field, supervisdiewdd ascertain that the policy, procedures, and
internal control rules are sufficient for disclogiand preventing money laundering and terrorism
financing. For that purpose, supervisors shouldréxea the internal procedures in the insurance
company for disclosing potential ML/TF attempts arebes, the systems for obtaining and
maintaining customer identification and other ddte awareness and professionalism of the
company staff, including of those involved in custr service.

8.2.2. Objectives of Examining the Fight against ey Laundering and Terrorism Financing
7. Find out whether the insurance company has an MpfEvention policy, which:

a. Is sufficient for managing the relevant risks of tompany;

b. Complies with the requirements of laws and othgallstatues (appropriate policy).

8. Find out whether the insurance company operatesnmpliance with the established policy
(appropriate implementation).

9. Examine whether the insurance company obtains aaittains information required for
combating ML/TF; whether there is an appropriatacpice of reporting to the Authorized
Body over-threshold transactions, as well as simmsc transactions and business
relationships (appropriate recordkeeping).
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10. Ascertain that the insurance company is not invblveany ML/TF process (assessment of

risk).

11. Check whether violations of current laws and othlegal statutes have occurred while

establishing and implementing the policy for conmML/TF (legal compliance).

8.2.3. Procedure for Examining the Fight against Mey Laundering and Terrorism
Financing

n

Appropriate Policy

Find out whether the insurance company has an MipfEvention policy.

In case of positive answer, examine policy docusiant] assess their efficiency.

Find out whether the insurance company’s policyM&y/TF prevention at least defines:

1) The procedures for conducting customer due diligema maintaining information;

2) The list of the documents and other informationuiegl for regular and enhanced due
diligence;

3) The manner and rules for conducting internal atalitheck observance of procedures
and requirements established by internal regulaoty,

4) The internal procedures for the activities of thitnal Monitoring Unit;

5) The procedures for obtaining, recording, and maiirtg information on suspicious and
other transactions (business relationships);

6) The internal procedures for suspending (rejectiggpicious transactions (business
relationships); freezing funds of terrorism-relapeaisons;

7) The requirements with respect to the hiring, tragniand professional development of the
staff of the Internal Monitoring Unit or other stafiembers performing relevant functions
as defined under the law, in areas such as thgldtigh on combating money laundering
and terrorism financing, other legal statutes (paldrly those on customer due diligence
and suspicious transaction reporting obligatiores, well as the current risks and
typologies of money laundering and terrorism finage

8) The criteria of suspicious transactions and businglationships;

9) The internal procedures for reporting to the Auitea Body.

Discuss with the company management the changesedhtintended to be entered in the

ML/TF prevention policy and internal proceduresess relevance of such changes.

Examine whether the company’'s ML/TF prevention @oltakes into consideration the

nature and peculiarities of activities of the compar, rather, it is a reiteration of the

requirements of applicable laws and normative legiatues in the field of combating

ML/TF.

Appropriate Implementation

6.

Examine whether the management and the staff dhth@ance company act in compliance
with the established policy.

Appropriate Recordkeeping

86



10.

11.

12.

13.

14.

15.

16.

Examine whether the insurance company appropria¢eigrds and maintains the following

information:

1) Customer identification data;

2) Data on the main conditions of the transactioniftass relationships);

3) Data on any analysis and other measures takenetectihg suspicious transactions or
business relationships;

4) Suspicious transaction reports, as well as the nyidg information and the minutes of
deliberations concerning the submission of sucbntspand

5) Data and assumptions on transactions or businkg®nships, with regard to which no
reports on suspicious transactions or businessiae$hips have been filed with the
Authorized Body.

Check whether recordkeeping in the insurance cognpanarranged through classified

databases, so as to enable establishing the staffoer having performed identification or

other actions subject to recordkeeping.

Examine the log files of the Internal Monitoring iton suspicious transactions (business

relationships); particularly:

1) Compare the reports on suspicious transactionsiginess relationships submitted to the
Internal Monitoring Unit by the customer servicafstof the insurance company with
those filed with the Authorized Body;

2) Ascertain that, in cases when the transactions usinbss relationships recognized
suspicious by the relevant staff have not beenrtegao the Authorized Body, the
insurance company has reasonable justificatiothizr

Check whether all over-threshold transactions Hasen duly reported to the Authorized

Body.

Check whether the insurance company ensures theityegnd confidentiality of recorded

and maintained information, and prevent its unantbd use and possession.

Examine whether the insurance company maintain®s identification data, as well as

data on transactions (business relationships) subjeadditional scrutiny — for at least 5

years following conduction of the transaction omgdetion of the business relationship or,

in cases prescribed by law, for a longer period.

Examine whether the insurance company maintaina datthe main conditions of the

transaction (business relationship), so as to pefoll reconstruction of individual

transactions (business relationships) — for attl&agears following conduction of the

transaction or completion of the business relatigner, in cases prescribed by law, for a

longer period.

Find out whether the insurance company updatesmgstdata, at a periodicity determined

by its internal regulatory acts.

Find out whether the programs for the trainingha tnsurance company’s staff, as well as

other information relevant to training is sepanatedcorded and maintained for at least 5

years.

Find out whether the names and signatures of tkeramce company's staff having

participated in training programs are recordedmathtained for at least 5 years.
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Assessment of Risk

17. Examine the description of the procedures for camfjanoney laundering and terrorism
financing, the patterns for arranging such procesiuincluding responsibilities of the staff,
informational flows, confidentiality of informationdissemination of information to the
Authorized Body, and control over the system.

18. For the prevention of ML/TF, special attention ddobe paid to the following types of
transactions (activities):

1) Early terminated insurance contracts, particularly:
a. Contracts with the same insurer, providing for s$rmsurance contributions and
terminated on the same day before the end of thizau;
b. Contracts for which the refunded insurance contidims have been transferred to
an account different from the one used for makinghscontributions;
c. Regular conclusions and early terminations of iasoe contracts;
2) Insurance contracts providing for high commissieast
3) Over-estimated or fraudulent insurance payments;
4) Any other transaction (activity) which supervisamsnsider to be suspicious and (or)
unusual.

19. Examine compliance of the insurance company's polar customer service, customer
identification (“Know Your Customer”), scrutiny dfigh-risk transactions and/ or business
relationships, and risk management with the statsdaracticed internationally and/ or
adopted by the Authorized Body.

20. Get acquainted with the staff of the insurance camy{s customer service for getting an
idea about their professionalism and awareneshdrapplicable legislation on combating
ML/TF and relevant internal regulatory acts.

21. Examine how the insurance company carries out mdng of its customers, their
transactions and business relationships in ordedeiect extraordinary and suspicious
receipts and withdrawals.

22. Discuss with the staff of the CBA Financial Monitay Center the deficiencies identified
due to the examination, the examiner's concernsitat@ insurance company’s practice in
combating money laundering and terrorism financing.

Legal Compliance
23. Ascertain that the requirements of current laws @hdr legal statues have not been violated
in the course of combating ML/TF.

8.2.4. Procedure for Examining Internal Control

Appropriate Policy

1. Find out whether the insurance company has intggnadedures for defining an ML/TF
prevention policy.
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Find out whether the Internal Monitoring Unit regdy monitors effectiveness of
implementation of the ML/TF prevention policy, makeecommendations on enhancing its
effectiveness.

Find out whether the opinion of other stakeholdetsaken into consideration while defining
the ML/TF prevention policy.

Find out whether the insurance company has cleatlgulated internal procedures for the
company’s staff members and other stakeholdersakemecommendations on necessary
revisions of the ML/TF prevention policy.

Find out whether the ML/TF prevention policy, befdreing approved by the Board of the
insurance company, is checked for compliance wighréquirements of current legislation.
Check whether the ML/TF prevention policy and tiartges therein are approved by the
Board of the insurance company.

Find out whether the ML/TF prevention policy is uéayly (at least once a year) revised to
take into consideration the changes in the a@#witif the insurance company, the principles
set forth by involved international organizatioms)d the practical examples of ML/TF
typologies.

Appropriate Application

8.

10.

11.

12.

Find out whether there are internal proceduresamtrol implementation of the ML/TF
prevention policy.

Find out whether the insurance company at least angar conducts internal audit to check
appropriate performance of the duties stipulatedthy Law on Combating Money
Laundering and Terrorism Financing, by other legjatutes, and by the internal regulatory
acts of the insurance company.

Find out whether the Internal Audit regularly regsoto the Board and the executive
management body on its findings and disclosure#,ding its conclusions on the relevance
and efficiency of the AML/CFT staff training andgfessional development.

Find out whether the insurance company commissiexternal audit to check
implementation and effectiveness of the legislation combating money laundering and
terrorism financing, in the manner establishedHsy Authorized Body, upon the request of
the Authorized Body or by their own initiative.

Find out whether there are mechanisms for impodisdplinary sanctions on the company
staff in case of violation of the ML/TF preventipalicy.

Appropriate Recordkeeping

13.

14.

Find out whether the insurance company has intgeraedures for collecting, recording,

and maintaining data on its customers, as well mssuspicious transactions (business

relationships).

Find out whether the insurance company’s intereglilatory acts on recognizing suspicious

transactions and business relationships and regddithe Authorized Body provide for:

- The procedures for communicating to the InternalnMwing Unit the preliminary
information (assumptions) on suspicious transast@rbusiness relationships;
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- The rules and deadlines for the Internal Monitorldgit to process, verify, and put
forward possible conclusions on suspicious tranmaEior business relationships;

- The possible actions and analyses for recognizirepisious transactions or business
relationships, including the access to national atelnational databases, the requests,
the criteria for assessing their results, and gihesrfor summarizing such results.

15. Find out whether the Internal Monitoring Unit mani recordkeeping and maintenance of
information.
16. Find out whether the insurance company has intepnatedures for reporting to the

Authorized Body.

Assessment of Risk

17. Find out whether there is an Internal MonitoringitUsr a staff member in the insurance
company engaged in combating money laundering andrism financing, or has this
function been delegated to a specialized entityrefhafter referred to as the Internal
Monitoring Unit). In insurance companies, the fimetof internal monitoring can not be
assigned to a staff member of the customer service.

18. Find out whether the Internal Monitoring Unit islependent in performing its functions and
has a status of senior management of the insuampany.

19. Find out whether the insurance company has opesddtiprocedures for the Internal
Monitoring Unit.

20. Find out whether the Internal Monitoring Unit haeedt access to all documents pertaining
to concluded insurance contracts and performedactions, whether it is empowered to
require clarifications from any staff member of exthsubdivisions on transactions and
business relationships, as well as on customees; #uthorized persons, and beneficial
owners.

21. Find out whether the Internal Monitoring Unit rew® the compliance of the insurance
company’s transactions (business relationshipsjyedlsas of activities of its structural and
territorial divisions and staff members with theaLan Combating Money Laundering and
Terrorism Financing, with other normative legaltstas adopted on basis thereof, and with
the internal regulatory acts, in the manner antieiperiodicity established by the insurance
company’s internal regulatory acts, but no less thrace in every six months.

22. Find out whether the Internal Monitoring Unit refsoto the Board of the insurance company
on the findings of the review and other issuesedilsy the Authorized Body

23. Find out whether the Internal Monitoring Unit makke decision on suspending or rejecting
a transaction or a business relationship, as walhareezing terrorism-related funds.

24. Find out whether the insurance company’s intereglilatory acts establish the criteria and
procedures for the Internal Monitoring Unit to frigtithe Board on the suspension or
rejection of transactions or business relationships

25. Find out whether the staff of the Internal Monibgri Unit carries out appropriate and
efficient analyses to recognize suspicious traimastnd business relationships.

26. Find out whether the Internal Monitoring Unit ovess the ongoing monitoring of business
relationships and periodically reviews the proceksefining and updating available data;
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27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

provides for the categorization of the insurancengany’'s customers based on the risk
profile; carries out ongoing monitoring of highkisusiness relationships.

Find out whether the insurance company has aflifteodocuments and other information
required for regular and enhanced due diligence.

Find out whether the insurance company has intgrradedures for suspending (rejecting)
suspicious transactions (business relationship=zing funds of terrorism-related persons.
Find out whether the insurance company’s interegllatory acts define the cases (besides
the ones defined by the Authorized Body) when itsisspected or there are sufficient
grounds to suspect that the assets involved itréimsaction or business relationship proceed
from crime, or that such assets are linked to temofinancing, or that the funds or other
assets are linked to or intended for use by teatrarganizations or individual terrorists for
the purpose of terrorism (suspicious transactiarsusiness relationships).

Find out whether the insurance company’s intereglitatory acts define criteria evidencing
the high likelihood of money laundering and temsori financing (high-risk criteria, i.e.
persons, situations, or subjects matching the itiefis provided by the Regulation on the
Minimal Requirements Stipulated for Financial Ihgions in the Area of Combating Money
Laundering and Terrorist Financing, as approvethbyDecision No 269-N of September 9,
2008 of the Board of the Republic of Armenia Cdriank).

Find out whether the insurance company’s interegulatory acts provide for and apply
relevant measures for counteracting money laungenirierrorism financing risks associated
with new or developing technologies.

Find out whether the insurance company’s interegulatory acts provide for preventive
mechanisms to address all risks associated withfaosto-face transactions or business
relationships, when establishing business relatigssor conducting ongoing due diligence
of their customers.

Find out whether there is an appropriate systemoaotfrol and monitoring so as to timely
recognize suspicious transactions, and to file ptomnd accurate reports with the
Authorized Body.

Find out whether the insurance company’s intereglilatory acts provide for the procedures
for the relevant staff to communicate to the IndéériMonitoring Unit the preliminary
information (assumptions) on suspicious transastmrbusiness relationships.

Find out whether the insurance company ensuresideotfality of information on
suspicious transactions.

Find out whether the insurance company's staff lvea in the prevention of money
laundering and terrorism financing is regularlyirieal on the matter of their duties and
responsibilities; whether, in case of hiring newspanel, the insurance company organizes
trainings on combating money laundering and tesrorifinancing within the first three
months of their employment.

Find out whether there a program for the profesdidevelopment of the staff specifying the
periodicity, themes, positions, and other pertinetibimal requirements with regard to
training.
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38.

39.

40.

41.

42.

43.

44,

45.

Find out whether there is designated staff in th&uiance company responsible for the

organization and implementation of training progsam

Find out whether there are defined criteria foegatizing the customers based on the risk

profile, and special rules are applied to high-daktomers.

Find out whether the insurance company has riskagement procedures laid down in its

internal regulatory acts so as to determine whethercustomer is a politically exposed

person or a member of his family or a person atfl to him, or whether there are other
criteria of high risk.

Find out whether the insurance company’s interegulatory acts provide for measures to

establish the source of income (wealth) and thgironf funds of the customers or beneficial

owners identified as politically exposed persons.

Find out whether the insurance company’'s interegulatory acts require that, in the

presence of high risk criteria, enhanced custoraerdiligence is performed.

While performing enhanced due diligence, doesrbkerance company:

1) Carry out more comprehensive and in-depth checkhefveracity of the documents
(information) required for establishing businedatienships with the customer;

2) Require information on the source of the customessets and other funds;

3) Examine the information on the customer, the bgsirrelationship, and the transaction
through various databases;

4) Make requests to other reporting entities or toeothodies, including foreign
counterparts, to check the information on the ausio on his business relationships and
occasional transactions;

5) Take other measures to get a comprehensive andrfdérstanding of the customer, the
transactions performed by him and the businestaoethips established with him.

Find out whether the insurance company conduct#tiadal scrutiny of all complex and
unusually large transactions (business relatios$hgs well as of the ones involving unusual
patterns with no apparent economic or other legiténpurpose.

Find out whether the insurance company carriesregitlar analysis of the dynamics and
risk profile of customer transactions; particuladyensure that:

1) The existing interrelation between the transactioe possible schemes of such
interrelations, as well as the objectives of th@s$actions are disclosed;

2) The substance of the transactions correspondsttyie of activities performed by the
customer;

3) Possible information on the customer’s sourcesadie is collected:;

4) The sources of funds, their movement and volumdssanfaction are compared;

5) The possible money laundering and terrorism firageisks pertinent to the transaction
or business relationships are assessed by meaosnglaring them with the grounds and
criteria of suspicious transactions and busindasisaships;

6) It is checked whether there are business relatippsind (or) occasional transactions,
with which the customer aims to avoid being rembthg the insurance company to the
Authorized Body;
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7) The types, periodicity, and chronology of the temt®n within a certain period of time
are checked:;

8) Data on transaction parties, recipients, benefiohers, as well as on authorized
persons is recorded and compared so as to idémtfiyelations between customers; and

9) Other measures stipulated by the insurance compaimgernal regulatory acts are
performed.

Legal Compliance
46. Find out whether the procedures ensure the insaraotpany’s compliance with the

requirements of the Law on Combating Money Laundgend Terrorism Financing and of
other legal statutes.
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ANNEX 30 - EXTRACT FROM THE DECISION OF THE
CHAIRMAN OF THE REPUBLIC OF ARMENIA CENTRAL BANK
No 1/139A of FEBRUARY 24, 2010 (ON ON-SITE INSPECTONS IN
INVESTMENT COMPANIES)

6.2. Combating Money Laundering and Terrorism Finarcing

6.2.1. Introduction

Disclosure of money laundering and terrorist finagcis rather a sophisticated process
conditioned by the hidden and chain-type naturthisfcrime and, of course, by its international
occurrence.

Supervisors worldwide place special emphasis onirthestment companies to have adequate
control mechanisms and to know their customersétrientification of new customers, as well
as measures taken for recognizing and preventirgpicdous transactions and business
relationships with customers are of key importarides enables supporting the good reputation
of the investment company, restricting operatiolegal, as well as concentration risk exposure
while minimizing the probability for the investmertmpanies to become an instrument or victim
of financial crime.

In the capacity of the Authorized Body for combgtimoney laundering and terrorism financing,
the Central Bank places special emphasis on thesiment companies to take measures in the
manner established by law and other legal statisiesecognizing and preventing suspicious
transactions (business relationships) of theirausts or third parties.

Due to the examination of this field, supervisdiewdd ascertain that the policy, procedures, and
internal control rules are sufficient for disclogiand preventing money laundering and terrorism
financing. For that purpose, supervisors shouldreéxa the internal procedures in the investment
company for disclosing potential ML/TF attempts atases, the systems for obtaining and
maintaining customer identification and other ddkee awareness and professionalism of the
company staff, including of those involved in custy service.

6.2.2. Objectives of Examining the Fight against ey Laundering and Terrorism Financing
12. Find out whether the investment company has ay@iccombating ML/TF, which:

a. Is sufficient for managing the relevant risks af tompany;

b. Complies with the requirements of laws and othgallstatues (appropriate policy).

13. Find out whether the investment company operatesimpliance with the established policy
(appropriate implementation).

14. Examine whether the investment company obtainsraaititains information required for
combating ML/TF; whether there is an appropriatacpice of reporting to the Authorized
Body over-threshold transactions, as well as simc transactions and business
relationships (appropriate recordkeeping).

15. Ascertain that the investment company is not inedlin any ML/TF process (assessment of
risk).
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16. Check whether violations of current laws and othlegal statutes have occurred while
establishing and implementing the policy for conmaML/TF (legal compliance).

6.2.3. Procedure for Examining the Fight against Mey Laundering and Terrorism
Financing
Appropriate Policy
24. Find out whether the investment company has ay#iccombating ML/TF.
25. In case of positive answer, examine policy docusiant assess their efficiency.
26. Find out whether the investment company’s poliaydembating ML/TF at least defines:

1) The procedures for conducting customer due diligeared maintaining information;

2) The list of the documents and other informationunexfl for regular and enhanced due
diligence;

3) The manner and rules for conducting internal atalitheck observance of procedures
and requirements established by internal regulaoty;,

4) The internal procedures for the activities of thietnal Monitoring Unit;

5) The procedures for obtaining, recording, and maiimg information on suspicious and
other transactions (business relationships);

6) The internal procedures for suspending (rejectigggpicious transactions (business
relationships); freezing funds of terrorism-relapesasons;

7) The requirements with respect to the hiring, tragniand professional development of the
staff of the Internal Monitoring Unit or other dtaiembers performing relevant
functions as defined under the law, in areas sadhalegislation on combating money
laundering and terrorism financing, other legatugts (particularly those on customer
due diligence and suspicious transaction reporipiggations), as well as the current
risks and typologies of money laundering and t&nofinancing;

8) The criteria of suspicious transactions and businglationships;

9) The procedures for the Internal Monitoring Unitatify the authorized governance body
on the suspension or rejection of transactionauemess relationships;

10)The procedures for the relevant staff to comeatei to the Internal Monitoring Unit the
preliminary information (assumptions) on suspicioi@nsactions or business
relationships;

11)The internal procedures for reporting to thehbuized Body;

12)The cases (besides the ones defined by the AzeldoBody) when it is suspected or
there are sufficient grounds to suspect that tlsetasinvolved in the transaction or
business relationship proceed from crime, or th@hsassets are linked to terrorism
financing, or that the funds or other assets auleetl to or intended for use by terrorist
organizations or individual terrorists for the posp of terrorism (suspicious
transactions or business relationships);

13)The criteria evidencing the high likelihood obney laundering and terrorism financing
(high-risk criteria, i.e. persons, situations, objects matching the definitions provided
by the Regulation on the Minimal Requirements 3éfmrd for Financial Institutions in
the Area of Combating Money Laundering and Tertdfisancing, as approved by the
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27.

28.

Decision No 269-N of September 9, 2008 of the Boafrdhe Republic of Armenia
Central Bank);

14)The risk management procedures to determine hehahe customer is a politically
exposed person or a member of his family or a peasidiated to him, or whether there
are other criteria of high risk.

15)The measures for establishing the source ofmec@wealth) and the origin of funds of
the customers or beneficial owners identified dgipally exposed persons;

16)The preventive mechanisms to address all ridsodated with non face-to-face
transactions or business relationships, when esitiing business relationships or
conducting ongoing due diligence of their customers

Discuss with the company management the changesedhtintended to be entered in the

policy for combating ML/TF and internal procedurassess relevance of such changes.

Examine whether the company’s policy for combatitig/ TF takes into consideration the

nature and peculiarities of activities of the compar, rather, it is a reiteration of the

requirements of applicable laws and normative legatues in the field of combating

ML/TF.

Appropriate Implementation
Examine whether the management and the staff ofntvestment company act in compliance
with the established policy.

Appropriate Recordkeeping

1.

Examine whether the investment company appropyia¢éelords and maintains the following

information:

1) Customer identification data;

2) Data on the main conditions of the transactioniftass relationships);

3) Data on any analysis and other measures takenetectihg suspicious transactions or
business relationships;

4) Suspicious transaction reports, as well as the ryidg information and the minutes of
deliberations concerning the submission of suchntepand

5) Data and assumptions on transactions or businkg®nships, with regard to which no
reports on suspicious transactions or businessiam$hips have been filed with the
Authorized Body.

Check whether recordkeeping in the investment compa arranged through classified

databases, so as to enable establishing the seafiber having performed identification or

other actions subject to recordkeeping.

Examine the log files of the Internal Monitoring iton suspicious transactions (business

relationships); particularly:

1) Compare the reports on suspicious transactionsisiness relationships submitted to the
Internal Monitoring Unit by the customer servicafsbf the investment company with
those filed with the Authorized Body;
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29.

30.

31.

32.

33.

2) Ascertain that, in cases when the transactions uminbss relationships recognized
suspicious by the relevant staff have not beenrtegao the Authorized Body, the
investment company has reasonable justificationhfat.

Check whether all over-threshold transactions Hasen duly reported to the Authorized

Body.

Check whether the investment company ensures theigeand confidentiality of recorded

and maintained information, and prevent its unaigkd use and possession.

Examine whether the investment company maintaistoater identification data, as well as

data on transactions (business relationships) subjeadditional scrutiny — for at least 5

years following conduction of the transaction omgdetion of the business relationship or,

in cases prescribed by law, for a longer period.

Examine whether the investment company maintaina da the main conditions of the

transaction (business relationship), so as to pefoll reconstruction of individual

transactions (business relationships) — for attl&agears following conduction of the

transaction or completion of the business relatlignsr, in cases prescribed by law, for a

longer period.

Find out whether the investment company update®ees data, at a periodicity determined

by its internal regulatory acts.

Find out whether the programs for the traininghaf investment company’s staff, as well as

other information relevant to training is sepanatedcorded and maintained for at least 5

years.

Find out whether the names and signatures of thestment company's staff having

participated in training programs are recordedmathtained for at least 5 years.

Assessment of Risk

1.

Examine the description of the procedures for camfjanoney laundering and terrorism
financing, the patterns for arranging such procesiuincluding responsibilities of the staff,
informational flows, confidentiality of informatigndissemination of information to the
Authorized Body, and control over the system.
For the prevention of ML/TF, special attention didobe paid to the following types of
transactions (activities):
1) Early terminated contracts, particularly:
a. Contracts with the same customer, providing for Isrnammission fees and
terminated on the same day before the end of thizan;
b. Contracts for which the refunded commission feegehideen transferred to an
account different from the one initially used foartsactions;
C. Regular conclusions and early terminations of @atérwith the same customer;
d. Other similar cases;
2) Contracts providing for high commission fees;
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3) Any other transaction (activity) which supervisasnsider to be suspicious and (or)
unusual.

Examine compliance of the investment company'scyofor customer service, customer

identification (“Know Your Customer”), scrutiny dfigh-risk transactions and/ or business

relationships, and risk management with the statsdgracticed internationally and/ or

adopted by the Authorized Body.

Get acquainted with the staff of the investment pany's customer service for getting an

idea about their professionalism and awareneshdrapplicable legislation on combating

ML/TF and relevant internal regulatory acts.

Find out whether the investment company ensuredidemtiality of information on

suspicious transactions.

Discuss with the staff of the CBA Financial Monitay Center the deficiencies identified

due to the examination, the examiner’s concernstahe investment company’s practice in

combating money laundering and terrorism financing.

Legal Compliance
Find out whether the requirements of the Law on Batng Money Laundering and Terrorism
Financing and other legal statues have not bedatgbin the course of combating ML/TF.

6.2.4. Procedure for Examining Internal Control
Appropriate Policy

47.

48.

49.

50.

51.

52.

53.

Find out whether the investment company has intgrr@cedures for defining a policy for
combating ML/TF.

Find out whether the Internal Monitoring Unit regdy monitors effectiveness of
implementation of the policy for combating ML/TF akes recommendations on enhancing
its effectiveness.

Find out whether the opinion of other stakeholdetsken into consideration while defining
the policy for combating ML/TF.

Find out whether the policy for combating ML/TF fdxe being approved by the authorized
governance body of the investment company, is dtbcfor compliance with the
requirements of current legislation.

Check whether the policy for combating ML/TF and tthanges therein are approved by the
authorized governance body of the investment copnpan

Find out whether the policy for combating ML/TFreggularly (at least once a year) revised
to take into consideration the changes in the #ietivof the investment company, the
principles set forth by involved international onggations, and the practical examples of
ML/TF typologies.

Find out whether the investment company has cleatlgulated internal procedures for the
company's staff members and other stakeholdersakemecommendations on necessary
revisions of the policy for combating ML/TF.

Appropriate Application
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Find out whether there are internal proceduresotdrol implementation of the policy for
combating ML/TF.

Find out whether the investment company at least an year conducts internal audit to
check appropriate performance of the duties stipdldy the Law on Combating Money
Laundering and Terrorism Financing, by other legjatutes, and by the internal regulatory
acts of the investment company.

Find out whether the Internal Audit regularly regsaio the authorized governance body and
the executive management body on its findings asclasures, including its conclusions on
the relevance and efficiency of the AML/CFT sta#ihing and professional development.
Find out whether the investment company commissi@xsernal audit to check
implementation and effectiveness of the legislation combating money laundering and
terrorism financing, in the manner establishedHsy Authorized Body, upon the request of
the Authorized Body or by their own initiative.

Find out whether there are mechanisms for impodisgplinary sanctions on the company
staff in case of violation of the policy for comivat ML/TF.

Appropriate Recordkeeping

1.

Find out whether the investment company has intgmcedures for collecting, recording,
and maintaining data on its customers, as well mssuspicious transactions (business
relationships).

Find out whether the investment company's internegulatory acts on recognizing
suspicious transactions and business relationsmpsreporting to the Authorized Body
provide for:

- The procedures for communicating to the InternalnMbwing Unit the preliminary

information (assumptions) on suspicious transastmrbusiness relationships;

- The rules and deadlines for the Internal Monitorldgit to process, verify, and put

forward possible conclusions on suspicious tranmaEior business relationships;

- The possible actions and analyses for recognizirgpisious transactions or business

relationships, including the access to national atelnational databases, the requests,
the criteria for assessing their results, and gihesrfor summarizing such results.
Find out whether the Internal Monitoring Unit mani recordkeeping and maintenance of
information.
Find out whether the investment company has intepnacedures for reporting to the
Authorized Body.

Assessment of Risk

1.

Find out whether there is an Internal Monitoringitlbr a staff member in the investment
company engaged in combating money laundering andrism financing, or has this
function been delegated to a specialized entityefhafter referred to as the Internal
Monitoring Unit). In investment companies, the ftiao of internal monitoring can not be
assigned to a staff member of the customer service.
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10.

11.

12.

13.

14.

15.

16.

Find out whether the Internal Monitoring Unit islependent in performing its functions and
has a status of senior management of the investrtoemany.

Find out whether the investment company has opmeati procedures for the Internal
Monitoring Unit.

Find out whether the Internal Monitoring Unit hasedt access to all documents pertaining
to concluded contracts and performed transactiamgther it is empowered to require
clarifications from any staff member of other swiglons on transactions and business
relationships, as well as on customers, their ai#bo persons, and beneficial owners.

Find out whether the Internal Monitoring Unit refsoto the authorized governance body of
the investment company on the findings of the meviend other issues raised by the
Authorized Body

Find out whether the Internal Monitoring Unit makke decision on suspending or rejecting
a transaction or a business relationship, as walhafreezing terrorism-related funds.

Find out whether the staff of the Internal Monihgyi Unit carries out appropriate and
efficient analyses to recognize suspicious traimastnd business relationships.

Find out whether the Internal Monitoring Unit ovegs the ongoing monitoring of business
relationships and periodically reviews the proceksefining and updating available data;
provides for the categorization of the investmemipany’s customers based on the risk
profile; carries out ongoing monitoring of highkisusiness relationships.

Find out whether the investment company has afithhe documents and other information
required for regular and enhanced due diligence.

Find out whether the investment company has intgnmecedures for suspending (rejecting)
suspicious transactions (business relationship=zing funds of terrorism-related persons.
Find out whether there is an appropriate systemootrol and monitoring so as to timely
recognize suspicious transactions, and to file ptomnd accurate reports with the
Authorized Body.

Find out whether the investment company’s intemegulatory acts provide for and apply
relevant measures for counteracting money laungenirierrorism financing risks associated
with new or developing technologies.

Find out whether the investment company’'s staffoimed in the prevention of money
laundering and terrorism financing is regularlyirieal on the matter of their duties and
responsibilities; whether, in case of hiring newspanel, the investment company organizes
trainings on combating money laundering and tesrorifinancing within the first three
months of their employment.

Find out whether there a program for the profesgidevelopment of the staff specifying the
periodicity, themes, positions, and other pertinetibimal requirements with regard to
training.

Find out whether there is designated staff in thee$tment company responsible for the
organization and implementation of training progsam

Find out whether there are defined criteria foegatizing the customers based on the risk
profile, and special rules are applied to high-daktomers.
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17. Find out whether the investment company's intemagjulatory acts require that, in the
presence of high risk criteria, enhanced customerdiligence is performed.

18. While performing enhanced due diligence, doesrkestment company:

1) Carry out more comprehensive and in-depth checkhef veracity of the
documents (information) required for establishingsihess relationships with
the customer;

2) Require information on the source of the customas&sets and other funds;

3) Examine the information on the customer, the bsinelationship, and the
transaction through various databases;

4) Make requests to other reporting entities or tcepthodies, including foreign
counterparts, to check the information on the custp on his business
relationships and occasional transactions;

5) Take other measures to get a comprehensive anduffiglerstanding of the
customer, the transactions performed by him andhihginess relationships
established with him.

19. Find out whether the investment company conductttiadal scrutiny of all complex and
unusually large transactions (business relatios$hgs well as of the ones involving unusual
patterns with no apparent economic or other legiténpurpose.

20. Find out whether the investment company carriesregilar analysis of the dynamics and
risk profile of customer transactions; particuladyensure that:

1) The existing interrelation between the transactiadhe possible schemes of such
interrelations, as well as the objectives of th@sactions are disclosed,;

2) The substance of the transactions correspondsettypie of activities performed by
the customer;

3) Possible information on the customer’s sourcesadiine is collected:;

4) The sources of funds, their movement and volumdéssanfaction are compared;

5) The possible money laundering and terrorism finagncrisks pertinent to the
transaction or business relationships are assésgsattans of comparing them with
the grounds and criteria of suspicious transactmksbusiness relationships;

6) It is checked whether there are business relatipastand (or) occasional
transactions, with which the customer aims to abaithg reported by the investment
company to the Authorized Body;

7) The types, periodicity, and chronology of the temi®n within a certain period of
time are checked;

8) Data on transaction parties, recipients, benefiovahers, as well as on authorized
persons is recorded and compared so as to identéyrelations between customers;
and

9) Other measures stipulated by the investment compamygrnal regulatory acts are
performed.
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Legal Compliance

Find out whether the Internal Monitoring Unit rewie the compliance of the investment

company’s transactions (business relationships)wels as of activities of its structural and

territorial divisions and staff members with thew,@n Combating Money Laundering and

Terrorism Financing, with other normative legaltstes adopted on basis thereof, and with the
internal regulatory acts, in the manner and at gheodicity established by the investment
company’s internal regulatory acts, but no less thace in every six months.

ANNEX 31 - CENTRAL BANK OF ARMENIA BOARD DRAFT
DECISION ON MAKING AN AMENDMENT TO THE CENTRAL
BANK OF ARMENIA BOARD DECISION N 386-N, DATED JULY
29,2005 ®
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