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OAS Hemispheric Cyber Security Strategy (2004)



OAS Regional Framework

Ensuring That OAS Member States Have the Legal Tools Necessary to Protect 
Internet Users and Information Networks.

Drafting and Enacting Effective Cybercrime Legislation and Improving 
International Handling of Cybercrime Matters.

Following the workshops, the Experts Group will further assist member states 
by providing legal consultation to support government ministries and 
legislatures in drafting legislation, regulations, and policies.

REMJA Cybercrime (Legislation)

• Substantive Computer Crime Laws
• Procedural Laws for Gathering Electronic Evidence



OAS Regional Framework

The Identification and Adoption of Technical Standards for a Secure Internet 
Architecture.

Development of cybersecurity technical standards.

Identify and evaluate technical issues relating to standards required for the 
security of future communications networks across the region, as well as 
existing ones.

CITEL (Telecommunications)



CICTE
Secretariat

OAS Hemispheric Cyber Security Strategy (2004)

Declaration “Strengthening Cyber Security in the Americas” (2012)

Declaration “Protection of Critical Infrastructure from Emerging Threats” (2015)

Declaration “Strengthening Hemispheric Cooperation to Counter Terrorism 
and Promote Security, Cooperation and Development in Cyberspace” (2016)



Development of National Cybersecurity Strategies

Trainings, Workshops and Technical Missions

Cybersecurity Exercises

Development of national CSIRTs and a regional CSIRT Hemispheric Network

Awareness Raising, Research and Expertise

The OAS Cybersecurity Program





Expert Contributions

Country Profiles

Overview-2016 Cybersecurity Report

• Cyber Confidence Building and Diplomacy in Latin America and the Caribbean
• Cybersecurity, Privacy and Trust: Trends in Latin America and the Caribbean
• Incident Response Capacity Building in the Americas
• The State of Cybercrime Legislation in Latin America and the Caribbean 
• Digital Economy and Cybersecurity in Latin America and the Caribbean
• Sustainable and Secure Development: A Framework for Resilient Connected 

Societies

• 32 countries from Latin America and the Caribbean region



Timeline



CMM - 5 Dimensions



CMM - 5 Levels of Maturity



Observatory



How the report looks?





18 countries have NOT 
identified “key elements” of 

their National Critical 
Infrastructure 

27 of 32 countries 
do not have cyber 
security strategies

24 do not count with 
mechanism for planning and 
coordination on Critical 
Infrastructure Issues

Challenges in the region



26 countries in the 
region do not have a 

structured cybersecurity 
education program

In 20 countries no command and 
control center exist, and in another 
7 this function is performed 
without formality

In 28 of the 32
countries, there is no 
national cyber security 
awareness programs

Challenges in the region
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What are we doing?



National Cyber Security Strategies



Colombia
(2011 & 2016)

Panama
2013

Jamaica
2015

Trinidad and Tobago
2013

National Strategies Adopted



Suriname

Guatemala PeruParaguay

DominicaCosta Rica Dominican 
Republic

National Strategies under development

Chile



Technical Training, Workshops and 
Technical Missions



Regional and Sub regional technical training and workshops on  various skillsets  e.g. 
industrial control systems and critical infrastructure protection, cybersecurity 
incident handling and digital forensics.

Workshops on exchange of best practices to encourage information sharing. 

Tailored in-situ missions with the participation of recognized experts to address 
specific country needs.

Technical Training, Workshops and 
Technical Missions

Variety of country-specific technical training based on needs, including forensics and 
digital investigations



Webinars on cybersecurity topics, including developing trends and new tools.

Approximately 30 activities per year.

Over 4,500 participants benefited from our events since 2003. No only government 
officials, but also civil society, academia, private sector, critical infrastructure operators.

Model is based on south-south collaboration and global exchange of best practices. 

Cybersecurity SummerCamp 2016 (more than 200 participants). Organized 
with the support of Spain. 



Cybersecurity Exercises



8 National Exercises to date and 3 Regional Exercises.

With the support of the government of Spain, the OAS organized the first International 
CyberEx in 2015 and 2016:

There are a variety of themes and process that these exercises cover. It is important to 
identify the right fit for you!

Cybersecurity Exercises

• 300+ regional and international participants
• 45 teams
• 21 participating countries
• 2 day Capture-the-Flag Exercise

With the support of the Department of Information and Technology Services (DOITS) 
of the OAS, we have built a robust virtual platform to carry both national and regional 
exercises.



Development of 
National CSIRTs



22 National CSIRTs in the Americas. Only 5 in 2004.

Every CSIRT has a different level of maturity.

OAS provides technical support + equipment.

Development of National CSIRTs

“Best Practices for Establishing a National CSIRT” - in-house designed 
methodology to establish and improve CSIRTs in the Americas .







Comunicación en tiempo real | 
Intercambio de información | Proyectos colaborativos



Facilitate real-time communication and information sharing.

Provide early warning feeds and alerts.

Identify incident trends in the region.

Facilitate online and real-time collaboration between national CSIRTs.

Virtual sandboxes to develop tools. 

Online platform designed to: 



• Chat and multichat

• Forum

• CSIRTs news
• (ftp) - performance 

improvement for second 
half of 2016

• Early warning systems

Technological platform / to offer

BASIC SERVICES

• Polls

• Events

• Digital Library

• Directory

SPECIALIZED SERVICES PARTNER SERVICES

• International Partners

CSIRT of the Americas / for

CSIRT NationalCSIRT GobCSIRT PoliceCSIRT Defense 



Unify the 
Community



Alerts
Vulnerability: “jdownloads” | “ joomla core”
Same attacker : MuhmadEmad
period of time: 6 hours
At 53 websites
At 5 countries affected 
Action: 

Early Regional
Warning



AlfabetoVirtual:  continued attacks | AR,VE, CL, US, MX |  Gov,gob sites

North

South

Early Regional
Warning



Awareness Raising, 
Research and Expertise



Raising cybersecurity awareness through multi-stakeholder outreach.

Producing research and data focused on cybersecurity in Latin America and the 
Caribbean region.

Developing expertise in the area of cybersecurity from the Latin America and 
the Caribbean region.

Awareness Raising, Research and 
Expertise





Thank you!
Merci

Gracias
Obrigado

Belisario Contreras

Cybersecurity Program Manager
Organization of American States

BContreras@oas.org

@belisarioc


