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J Country profile

-

= Lao People's Democratic Republic, is located in center of ASEAN
Greater Mekong Sub-region’s East-West and North-South Economic

. Corridor with the population of 6,492 millions. y

Capital : Vientiane ?

Mother Language : Lao China

Religion : Buddhism Myanmar

GDP per capita: USD 1,947 Ta;rliralg)

Tele-density : 83% per 100 inhabitant x o Chin Sos
ientiane - HiEd

Internet users: 33 % of Population

Thailand

Statistic : www.lIsb.gov.la
Economy: WWW.Imoc.gov.la
Tourism: www.laotourism.org
Telecoms: www.mpt.gov.la

CSIRT: www.laoCERT.gov.la



http://www.nsc.gov.la/
http://www.moc.gov.la/
http://www.mpt.gov.la/

 Organization Chart

Ministry of Post and Telecommunications
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J Cyber Threats affecting to Laos

Lao PDR has experienced cyber-attack similar to those affect other
countries in the region and in the world such as:

Illegal access

Illegal interception

Data interception

System interference
Malicious software ( Malware ),
=  DDoS attacks,
=  Attack against E-government website,
= Attack against DNS server,
= Attack against bank website,
=  Phishing Site,
= Port scanning,
=  Spamming attacks,
= web defacement,
= web server hacking,
=  Email account hacking.




Cyber Threats Cont’d

Statistics recording of incident response 2015-16

8 Website Defacement  #Demal of Service ®Malware  #Phismg #5pam o Vulnerabihty

1 Wabsite Defacem

» Dlemal of Service
® Phizing —
T
= Malware
Spam 1 11 1 11 1 111 1
= Vulnerability “ I “I
Jamuary |Fetruary | March | Agil Way Jime July August |Septernber October Wovember December| Total
Wehsite Defacamant 1 1 1 1
Dremial of Sem 1 1 1
Nalvare 1 1
Phizing
Spam
Wulnerability
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A Cyber Security Policy

e Lao government has the policy to promote Information and 0

Communication Technology (ICT) sector as the engine for Social

and Economic Development,
G J

4 )
» Establishing new Laws, Regulations, Decrees and related legislations

for governing and managing the development and usage of ICT sector

_ as well as promote cyber security in order to protect CNII , P

-
* Develop Lao Computer Emergency Response Team ( Lao CERT ) be

able to full operation, trust channel among ICT sectors, Alert warning,

incident response and cyber security advisory.
- J

LlaolCERT
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d Why Cyber Crimes Law is need for Laos
e
= |n Laos the number of using computer system and

Internet are increasing day by day,
-

" In parallel Cyber threats , Illegal access, etc.. to the

computer system are also increasing,
.

" The existing legislations are not cover criminalize ,

e
= To develop a special law on Cybercrimes 1s

the most appropriate.
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J Cyber Crimes Law drafting

MPT/LaoCERT drafts cyber crimes law with refer to the Budapest convention ETS.185

-

COUNMCIL OF EUROPE

)

CONSEIL DE L'EUROPE
- The Council in brief

Home

Treaties of the
Council of Europe

General
information

The Treaty Office
in a Mutshell (pdf)

» Full list
b Recent changes
b Mew treaties

¢ Translations

Search

Motifications

Contact us

b e . . . . . . . . . .

—i

Human Rights

“=),  Council of Europe

Democracy

Rule of Law

Organisation

Non-official versions of Council of Europe's treaties

The official languages of the Council of Europe are English and French { Article 12 of the Statute of the Council of Europe).
Only the treaties published by the Secretary General of the Council of Europe, each in a separate booklet of the "European Treaty Series”

4T Countries

(ETS) continued since 2004 by the "Council of Europe Treaty Series™ (CETS), are deemed authentic.
The translations presented here are for information only.

Albanian
Andaorran
Arabic
Aragonese
Armenian
Asturian
Azeri
Basque
Beas
Belarusian
Bosnian
Bulgarian
Cambaodian (Khmer)
Catalan

b e . . . . e . e . . . .

Chinese
Croatian
Cypriot
Czech
Danish
Dutch

Estnnian-

Finnish
Frisian
Friulian
Gagauzian
Galician
Georgian
German

e A e .

Greek
Hungarian
lcelandic
Indonesian
Irish

[talian

Lao

Latvian
Lezgian
Lithuanian
Macedonian
Maltese
Meankieli
Maoldovan

e A e .

Mongalian
Montenegrin
Morwegian
Palish
Paortuguese
Romani
Fomanian
Romansh
Russian
Ruthenian
Sami
Scottish Gaelic
Serbian
Slovakian

Translations sorted by CETS number

b . . . . . R

Treaty Office

Topics

Slovenian
Spanish
Swedish
Talysh
Turkish
Ukrainian
Yalencian
Yietnamese
Welsh
Yiddish




J Key Component of drafting

v Cyber Crimes law major content:

1

Define type of criminalize based on Budapest
Convention ETS No.185

II. Promote the activities of prevent and resist of
Cyber Crime;

III. Procedural law;

[V. International Cooperation Against Cyber Crimes;

\V. Penalty/fine of the criminal person/violator.

LiaoGER
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 The existing of Cyber security Law

* The Existing legislations and Laws:

[ National ICT Policy Issued, 2009.
1 Telecommunication law 2011.
O E-Transaction law 2012.
 Criminal law 2012.
[  Cyber Crime Law Issued 2015. ]
* Draft Data Protection law (Plan to 1ssue on 2017)
* Draft ICT infrastructure Law (Plan to 1ssue on 2017)

" The case study for :
[ National Cyber Security Policy and CIIP.




 The effectiveness of Cyber Crimes Law

» Lao PDR be able to control cyber crimes by law
» Lao PDR be able to cooperate with international
organization related to cyber security as well as
Cyber Crime.
» To promote economic development and protect
property of investment.
» Lao PDR be able to link with ASEAN and

neighboring country against cyber crimes.




End..




