Unofficial Trandation

Computer-Processed personal Data Protection Law
as promulgated on 11 August 1995

Preface

In order to assist in the attainment of the goahtd#rnationalizing and modernizing
the Republic of China's information industry, thgbrtance of personal data
protection, as part of the ongoing process of econaevelopment and industrial
upgrading, has long been recognized. In the liglitis, in order to promote what is
beneficial while guarding against what is harmfaé need to enact the Computer-
Processed personal Data Protection Law has beatywadknowledged.

This Law owes its beginnings in Taiwan to the sgttip by the Ministry of Justice in
September 1991 of a drafting committee and a stgagroup, both of which gave
careful considerations to the Eight Principles oECD Guidelines released in
September 1980, the Convention for the Protectibmndividuals with Regard to
Automatic Processing of Personal Data drawn up aomdpleted by the Council of
Europe in 1981, as well as Germany's federal Datste€ion Law, prior to
completing the Law in draft form. The draft Law wasbsequently sent to the
Executive Yuan for review on June 30, 1992, ana i to the Legislative Yuan for
deliberation in January 1993. Then between June Reéxkmber 1994, the joint
Committee of Legal and Interior Affair of the Lelgisve Yuan held hearings on four
occasions as a result of which the opinions ofsteior officers of the Ministry of
Justice were acknowledged. Finally, the draft Lasged its third reading late at night
on July 12, 1995 and the legislative process wasipbeted. The Law was
promulgated by the President on August 11, 1998, later on May 1, 1996, the
Enforcement Rules were promulgated under the aesm@€ the Ministry of Justice.
Other related regulations and procedures areirstihe process of being prepared by
relevant central government authorities. Herewitd wclude the regulations and
procedures, promulgated by the central governmemtarned on banking securities
and insurance industries

The Law has wide-ranging implications with regamd the collection, computer
processing and usage of personal data in the RepoblChina. Those industries
failing within its scope need to fully comply wiits implementation. In addition to
that, we will keep monitoring its effectivenessadfording respect and protection of
personal data, as well as the extent to which flovpersonal information may be
used. We would herewith like express our gratittadeee and Li, Attorneys-at Law,
for kindly authorizing the publication of their Bigl translation of both the Law and
its Enforcement Rules.

Antai Chien

President

Joint Credit Information Center

CHAPTER 1 - GENERAL PRINCIPLES

ARTICLE 1

This Law is enacted to regulate the computerizedgssing of personal data so as to
avoid any infringement of the rights appertainiogain individual's personality and
facilitate reasonable use of personal data.

ARTICLE 2



Protection of personal data shall be based onLiwg, however, where other laws
provide otherwise, the said laws shall apply.

ARTICLE 3

Definitions of terms used herein are as follows:

1. the term "personal data" means the name, datbirthf, uniform number of
identification card, special features, finger prinharriage, family, education,
profession, health condition, medical history, fio@l condition, and social activities
of a natural person as well as other data sufficeidentify the said person.

2. the term "personal data file" means a collectidnpersonal data stored in a
electromagnetic recorder or other similar mediasfmcific purposes.

3. the term "computerized processing” means taasguters or automatic machines
for input, storage, compilation, correction, indexideletion, output, transmission, or
other processing of data.

4. the term "collection" means acquisition of peedodata for establishment of
personal data files.

5. the term "use" means that a public institutioraaon-public institution uses the
personal data file maintained by it for internaé u® provides the personal data file
for a use by a third party other than a concerraet/p

6. the term "public institution" means any agentgentral or local government level
performing official authorities by law.

7. the term "non-public institution" means the daling enterprises, organization, or
individuals other than the public institution prabed in Subparagraph 6 above.

(1) any credit investigation business or organarator individual whose principal
business is to make the collection of computerfredessing or personal data.

(2) any hospital, school, telecommunication busindmancial business, securities
business, insurance business, and mass media.

(3) other enterprises, organizations, or individudesignated by the Ministry of
Justice and the central government authoritieharge of concerned end enterprises.
8. the term "concerned party" means the person evipessonal information is a
subject matter.

9. the term "specific purposes” means the purpdsehashall be determined by the
Ministry of Justice in conjunction with the cent@mpetent authorities having the
primary jurisdiction over the enterprise concerned.

ARTICLE 4

Any concerned party shall not waive in advanceinaitlwith special conditions the
following rights to to be exercised hereunder spext of his/her personal data.

1. Inquiry and request for review.

2. Request for duplicates.

3. Request for supplements or amendments.

4. Request for cease of computerized processingisad

5. Request for deletion.

ARTICLE 5

In respect of any organization or individual entealsby a public institution or a non-
public institution with the work of data-processirige person who does the work of
data-processing shall be deemed as a member ehthesting institution within the
scope of application of this Law.

ARTICLE 6

Collection and use of personal data shall be madead-faith and with consideration
of rights and interests of the concerned party Ishat transgress the scope of
necessity for a specific purpose.

CHAPTER 2 - DATA PROCESSING BY PUBLIC INSTITUTIONS



ARTICLE 7
Any public institution shall not make collection @omputerized processing of
personal data unless for specific purposes andoifoemity to any one of the
following circumstances:
1. Within the scope of necessity for its officiahttions as provided in laws and/or
ordinances.
2. With the written consent of a concerned party.
3. No potential harm to be done to the rights amerests of a concerned party.
ARTICLE 8
Use of personal data by a public institution sballwithin the scope of necessity for
its official functions as provided in laws and/adimances and in conformity to the
specific purposes of collection; however, use beytre specific purposes may be
made under any other of the following circumstances
1. Expressly provided by law.
2. With legitimate cause and for internal use only.
3. To protect national security.
4. To enhance public interest.
5. To avoid emergent danger to the life, body, doee, or property of a concerned
party.
6. Necessary for preventing grave damages to ragidsinterests of others.
7. Necessary for academic research without hartimetonajor interests of others.
8. Favorable rights and interests of a concernety.pa
9. With written consent of a concerned party
ARTICLE 9
International transmission and use of personal Ggtaublic institution shall be in
accordance with relevant laws and ordinances.
ARTICLE 10
Any public institution maintaining a personal ddile shall publish the following
information and its changes in the official gazeitén other proper manners.
. Name of the personal data file.
. Name of the public institution maintaining tlie f
. Name of the public institution using the perdatada file.
. Basis and specific purposes of maintaining aqeal data file.
. Classification of personal information.
. Scope of personal information.
. Collection method of personal data.
. Places where personal information is usuallysinaitted to and recipients thereof.

. Direct recipients of international transmissadrpersonal information.
10 Name and address of the public institution piicg applications for inquiry,
amendment, and review of personal data.
The classification of personal information mentidn@ Subparagraph 5 of the
preceding paragraph shall be stipulated by the $#tyiof Justice and the central
government authorities in charge of concerned prisss.
ARTICLE 11
The following personal data files may not be subfje@pplication of provision in the
preceding Article:
1. Relating to national security, diplomatic andlitaiy secrets, overall economic
interest, or other grave interest of the country
2. Relating to cases under examination by Grandicéssof Judicial Yuan, cases
under examination by Committee on the Discipline Rafblic Functionaries, and
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matters concerning court investigation, trial, jedgent, execution, or processing of
non-litigation affairs.

3. Relating to crime prevention, criminal investiga, execution, corrective -
protective measures of the offenders, or prisoées jail protection.

4. Relating to administrative punishment and corsmuy execution thereof.

5. Relating to administration of border entrancel a&xit, security examination or
refugee examination.

6. Relating to taxes and collection thereof.

7. Relating to personnel, daily duties, salaryjtation, welfare, or relevant affairs of
government agencies.

8. Specially provided for test of computerized @sging.

9. To be deleted before publication publicatiowfficial gazette.

10. Relating only to the name, residence, moneyatide exchange relations of a
concerned party for the need of official businesstact.

11. Made individually for internal use by the gaveent staff solely in carrying out
its personal duties.

12. Others specially provided in laws.

ARTICLE 12

A public institution shall, upon request by a cameel party, reply inquiries on,
permit review of, and make duplicates of the peatdata file maintained by it except
for any one of the following circumstances.

1. The personal data may not be published undgrreeding Article.

2. Likely to cause Interference with public funciso

3. Likely to undermine the great interest of adiparty.

ARTICLE 13

A public institution shall maintain personal infoatron with accuracy and make
timely amendments or supplements ex. officio ormupmuest by a concerned party.
Where there is a dispute about accuracy of pergaf@imation, a public institution
shall cease computerized processing and use okenwed personal information ex
officio or upon request by a concerned party extegt the said personal information
is required for carrying out official duty and tbespute is noted or the consent of the
concerned party has been obtained.

When the specific purpose of the computerized msiog of personal information no
longer exists or the time limit expires, a publistitution may, ex officio or upon
request by a concerned party, delete or cease dengad processing and use the
said information except that the said informatismmequired for carrying out official
duties, change of purpose is made hereunder, ostitten consent of the concerned
party has been obtained.

ARTICLE 14

A public institution shall maintain books and ret®to register information published
under Paragraph 1 Article 10 hereof for public ciins

ARTICLE 15

A public institution shall process request madealmpncerned party hereunder within
thirty (30) days upon receipt of such request orisedin writing the requester of
reasons if process of the request can not be comapléthin the said time limit.
ARTICLE 16

In respect of a request for inquiry on, review oflaplicates of personal information,
a public institution may charge a proper amourfeet therefor.

ARTICLE 17

A public institution maintaining a personal dati fshall designate a special staff to
take exclusive charge of maintenance of safetycaoiance with relevant laws and



ordinances so as to prevent personal data fromléwyrgalteration, destruction,
extinction, or disclosure.
CHAPTER 3 - DATA PROCESSING OF NON-PUBLIC INSTITUTIONS
ARTICLE 18
Unless for a specific purpose and satisfying antheffollowing requirements, a non-
government organization should not collect or pssdey computer the personal data:
1. Upon written consent from the party concerned,;
2. Having a contractual or quasi-contractual retathip with the party concerned and
having no potential harm to be done to the partcemed;
3. Such personal data is already in public domanh lsaving no harm to the major
interest of the party concerned,;
4. For purpose of academic research and havingarma ko the major interest of the
party concerned; or
5. Specifically provided by the relevant laws irtiéle 3 (7) ii and other laws.
ARTICLE 19
A non-public institution not registered with thevgonment authority in charge of
concerned end enterprises and issued with a liceingk not engage in collection,
computerized processing, international transmissiod use of personal data.
A credit investigation business and any organiratio individual whose principal
business is to make collection or computerized ggsimg of personal data shall
obtain permission from the government authority dnarge of concerned end
enterprises and register therewith and issuedauvitense.
Registration procedures, conditions precedent ohi@sion, and criteria of charges in
relation to the preceding two paragraphs shalltipellated by the central government
authorities in charge of concerned enterprises
ARTICLE 20
Application for registration prescribed in the prding Article shall be made in
writing with description of the following informatn.
1. Applicant's name, place of residence or domi€ildne applicant is a juridical
person or non-juridical organization, its name#apal office, branch office(s) and
its representative's or administrators name, pdédcesidence or domicile.
. Name of the personal data file.
. Specific purposes of maintaining a personal fileta
. Classification of personal information.
. Scope of personal information.
. Period to maintain a personal data file
. Collection method of personal data file.
. Scope of use of personal data file.

. Direct recipients of international transmissadrpersonal information.
10 Name of the person responsible for preservarggnal data file.
11. Safety maintenance plan of personal data file.
Change of registration shall be applied for witfiiteen (15) days after any change of
the above said information.Termination of registratshall be applied for within one
(1) month from occurrence of cause of businessiteton.
When termination of registration is applied for enthe preceding paragraph, method
of disposal of the personal data maintained byaygicant shall be reported to the
government authorities in charge of concerned emergrises for approval.
The specific purposes and classification of infaroramentioned in Subparagraphs
3, Paragraph 1 above shall be stipulated by theskiynof Justice and the central
government authorities in charge of concerned anerprise.
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Criteria of safety maintenance plan of personahd#ée¢ mentioned in Subparagraph
11, paragraph 1 and the method of disposal mertianparagraph 3 above shall be
stipulated by government authorities in chargeosfoerned end enterprises.
ARTICLE 21

When registration is approved, information presadliin Subparagraphs 1 through 10,
Paragraph 1 of the preceding Article shall be higd in an official gazette and local
newspapers.

ARTICLE 22

A non-public institution shall maintain books aneports to register information
prescribed in Subparagraphs 1 through 10, Paradraftticle 20 for public consult.
ARTICLE 23

Use of personal information by a non-public ingitio shall be within the scope of
necessity for the specific purpose of collectioowhver, use beyond the specific
purpose may be made under any one of the followirymstances:

1. To enhance public interest;

2. To avoid emergent danger to the life, body, doee, or property of a concerned
party;

3. Where it is necessary for preventing grave damag rights and interests of others;
or

4. With written consent of a concerned party.

ARTICLE 24

Under any of the following circumstances, the goweent authorities in charge of
concerned end enterprises may restrict interndtioaasmission and use of personal
information by non-public institutions hereunder:

1. Involving great interest of this country.

2. Specially provided in an international treatyagreement.

3. Where the receiving country lacks proper lawd/@nordinances to adequately
protect personal data and where are apprehensiongiy to the rights and interests
of a concerned party.

4. To indirectly transmit to and use from a thialinotry personal information so as to
evade control of this law.

ARTICLE 25

A government authority in charge of concerned entkrprises may, if necessary,
dispatch officials with identification documentsdaler a non-public institution under
its control in respect of permission or registratio provide relevant data or give
other necessary cooperation in relation to matteosided herein and visit the said
non-public institution to conduct inspections. ifyadata violating this Law is found,
the data may be seized.

The non-public institution shall not evade, hinderefuse any order, inspection, or
seizure under the above paragraph.

ARTICLE 26

Articles 12, 13, 15, Paragraph 1, Article 16, andicte 17 shall apply mutatis
mutandis to non-public institution. The charge esid of a non-public institution
applying mutatis mutandis Paragraph 1, Article hélisbe stipulated by the central
government authorities in charge of concerned emerprises.

CHAPTER 4 - COMPENSATION FOR DAMAGES AND OTHER REMEDIES
ARTICLE 27

A public institution violating provisions hereinuf causing damages to the rights and
interests of a concerned party shall be liablectompensation for damages except that
the damage is due to acts of God, accidents, er gduses of force majeure.



The aggrieved party though having suffered non-peecy damage still may have
claim for monetary compensation in a proper amamd, if having suffered any
damage in reputation, for proper measures to rétabihis/her reputation.

The total amount of compensation for damages phestrin the preceding two
paragraphs shall not be less than NT$20,000 anchog than NT$100,000 for each
event to each person unless there is evidencete @r higher amount of damages.

In case of compensation for damages in favor ofiralrer of injured parties due to
one single cause, the aggregated sum of compensatunt shall be limited to
NT$20,000,000.

The claim for compensation as prescribed in Paphgra above shall not be
transferred or inherited, except in case of a clEmmonetary compensation which
has been acknowledged by contract or upon whicrcéan has been commenced.
ARTICLE 28

A non-public institution violating provisions hereithus causing damages to the
interests of a concerned party shall be liablectonpensation for damages except that
it can prove that it has no intention or fault.

Provisions in Paragraph 2 through 5 of the preaedirticle shall be applicable to
request except that it can prove that it has reniian or fault.

Provisions in Paragraph 2 through 5 of the preaedirticle shall be applicable to
request for compensation set forth in the abovagraph.

ARTICLE 29

The claim for compensation for damages shall existgafter two (2) years from the
time when the injured party becomes aware of theadge and the obligor to make
compensation or after five (5) years form the twheccurrence or the damage.
ARTICLE 30

In respect of compensation for damages, in addioapplication of this Law, the
National Liability Law shall apply to governmenteagies and the Civil Code to non-
public institution.

ARTICLE 31

Where a concerned party is refused or a requesitiattended within the time limit
prescribed in Article 4 by a public institutiongeticoncerned party may, within twenty
(20) days after the refusal or expiry of the timmit, request in writing the
supervising authority to take proper action.

ARTICLE 32

Where a concerned party is refused the exercigitsrof those prescribed in Article
4 by a non-public institution or after the expiry the fixed period for reply, the
concerned party may, within twenty (20) days affter refusal, request in writing the
government authorities in charge of concerned anerpgrises to take proper action.
The government authorities in charge of concermatienterprises mentioned above
shall inform, within two (2) months after the rguedf the request, the requesting
party of the result of its action. If the requesfound with merits, a demand on the
non-public institution to correct within a limitditne period shall be made.

CHAPTER 5 - PENALTY

ARTICLE 33

A person with an intention to seek profits, wholaies Articles 7, 8, 18 and 19,
Paragraph 1, and 2, Article 23, or a restrictiotieorto issued under Article 24 of this
Law and thereby causing damages to others , shaguhished with imprisonment for
not more than two years, detention, or, or in aoldithereto a fine of not more than
NT$40,000.

ARTICLE 34



A person with an intention to acquire illegal irgsts for its personal or third party's
benefit, or damage other's interests, who makegalloutput, interference, alteration,
and deletion of a personal data file of impedesabeuracy of a personal data file
causing damages to others shall be punished wignisonment for not more than
three (3) years, detention, or a fine of not mbentNT$50,000.

ARTICLE 35

A public official who takes advantage of his auttygropportunity or means afforded
by his official position to commit an offence prded by the preceding two Articles
shall be subject up to one and a half times purgstirprescribed for such offence as
provided in the preceding two Articles.

ARTICLE 36

Prosecution for any offence specified in this Ckaphay be instituted only upon
complaint.

ARTICLE 37

Any more severe punishment stipulated in any otlagrs against any offence
specified in this Chapter shall be applicable.

ARTICLE 38

Where a concerned institution meets any one offéflewing circumstances, the
responsible person of the said institution shall fumished by the government
authorities in charge of the concerned end entpwith a fine of not less than
NT$20,000 and not more than NT$ 100,000, a timédt liar correction shall also be
prescribed. In case no correction is made withendlven time limit, the preceding
fine will be imposed on the responsible person aoacerned institution for each
violation until correction is made.

1. Violation of Article 18 of this Law.

2. Violation of Paragraph 1 or 2, Article 19 ofghiaw.

3. Violation of Article 23 of this Law.

4. Violation of restriction order issued under Algi 24 of this Law.

In case of a serious violation of Subparagraph, ir3! of the preceding paragraph,
the permission granted or registration made herumay be revoked or canceled.
ARTICLE 39

Where a concerned institution meets any one ofdhewing circumstances, it shall
be prescribed by the government authorities in g#aof the concerned end
enterprises a time limit for correction. In casecoorection is made within the given
time limit, the responsible person of the said esned organization shall be punished
with a fine of not less than NT$10,000 and not mtran NT$50,000 for each
violation until correction is made.

1. Violation of Paragraph 2, Article 20 of this Law

2. Violation of Article 21 of this Law regarding plication in local newspapers.

3. Violation of Article 22 of this Law.

4. Violation of Paragraph 1, Article 26 for whicl2,113, 15 and 17 are applicable
mutatis mutandis.

5. Violation of charge criteria of Paragraph 2,iéle 26 of this Law.

In case of serious violations of Subparagraph B @; 4 of preceding paragraph, the
permission granted or registration made hereundgrime revoked or canceled.
ARTICLE 40

Where a concerned organization institution , thepoasible person of the said
institution meets one of the following circumstasicehall be punished by the
government authorities in charge of the concermetl enterprise with a fine of not
less than NT$10,000 and not more than NT$50,00@dah violation until correction
is made.



1. Failure to comply with the method of disposapmwed by the government
authorities in charge of the concerned end entaprinder Paragraph 3, Article 20 of
this Law.

2. Violation of Paragraph 2, Articles 25 of thisw.a

3. Violation of the official order for correctionithin a time limit under Paragraph 2,
Article 32 of this Law.

In case of a serious violation of Subparagraph 2 of the preceding Paragraph, the
permission granted or registration made hereundsgrlve revoked or canceled.
ARTICLE 41

Where a fine imposed under this Law which has ma&nbpaid within the time limit
given in a notice , shall be transferred to thercfmr compulsory execution.

CHAPTER 6 - ANCILLARY PROVISIONS

ARTICLE 42

The Ministry of Justice shall be responsible fooretination and contact of matters
relating to execution of this Law and rules govegnsuch coordination and contact
shall be enacted by the said Ministry.

In case there is no government authority in chafge certain end enterprise, matters
to be handled by a government authority in chargeoncerned end enterprises as
provided herein shall be handled by the Ministrylastice.

The Ministry of Justice and government authoritiescharge of concerned end
enterprises may, if necessary, entrust any pulsiéane body with the administration
of registration, publication, or other matters tielgq to collection, computerized
processing, and use of personal data by non-pinsiitutions.

ARTICLE 43

For operations of collection or computerized preogs of personal data already
occurred before promulgation of this Law, registrator permission thereof, if
required hereunder, shall be supplementarily aggbe within one (1) year from the
date of promulgation of this Law.

Enterprises, organizations, or individuals desigddty the Ministry of Justice and the
central government authorities in charge of coregrand enterprises under Iltem 3,
Subparagraph 8, Article 3 of this Law, shall apfdy registration or permission
within six (6) months from the date of designation.

Failure to file an application within the time litmprescribed in the preceding two
paragraphs or rejection of an application shall deemed that no approval of
registration or permission is given.

ARTICLE 44

The Enforcement Rules of this Law shall be enabtethe Ministry of Justice.
ARTICLE 45

This Law shall come into force on the date of pragation.



