International Symposium
“ASEAN Cyber Security and Cyber Crime Center:

Possibility and Way Forward”
Hosted by
Office of the Council of State (Krisdika)

16th — 16t September 2016
(Venue: Swissoétel Nai Lert Park, Bangkok)

Background

Cyber security has become one of the top priorities for
both Private and Public Sectors in the modern society. Cyber
security involves nation-wide strategy, as well as international
coordination due to the borderless nature of cybercrime. It is of
common concern because it affects everyone in daily life, from

the traffic control to banks’ security systems.

Thailand has deepening and strengthening cooperation
on cyber security and cybercrime with other ASEAN Member
States as well as ASEAN’s partners such as Japan and EU.
Workshops on Cybercrime Legislation in ASEAN Member States
had been held in 2008, 2009, 2013 and 2014. Building upon the
effort at present, the Office of the Council of State, Thailand, with
kind collaboration from the ASEAN Secretary, UNODC,
EUROPOL, Council of Europe, other ASEAN Member States,



and relevant Thai agencies, hosts this symposium as the first

time of its kind in Bangkok, Thailand.

Objectives of the Symposium

To study benefits, constraints and possibility of
establishing ASEAN Cyber Security Centre by sharing
information on current situation on cyber security and cybercrime
of ASEAN, exemplary of ASEAN Member States, Japan and the

European Union.



Day One:

Registration:

Thursday, 15t September 2016
8.30 - 9.30

09.30 - Opening Remarks
09.45 Secretary-General of the Office of the Council of
State
Report speech by Director of Foreign Law
Bureau
Director of ASEAN and Foreign Affairs Division
09.45 -
10.00 Photo Session
10.00 - International Standards in Combating Cyber-
10.45 security and Cybercrime: Crime Prevention and
Criminal Justices Responses to Cybercrime from
the UNODC Perspective
An Overview of the UNODC Global Programme
on Cybercrime and Regional Knowledge
Presenter:
Mr. Neil Walsh, Chief of the UNODC’s Global
Programme on Cybercrime, UNODC
10.45 — Coffee Break
11.00
11.00- International Standards in Combating Cyber-
12.30 security and Cybercrime: Crime Prevention and




Criminal Justices Responses to Cybercrime from
the UNODC Perspective (Cont’d)

Crime Prevention and Criminal Justices

Responses fo Cybercrime
Presenter:

Mr. Dimosthenis Chrysikos, Crime Prevention
and Criminal Justice Officer, UNODC/DTA/OCB

Regional efforts to combat cybercrime: Europe

perspective

Overview of cybercrime responses in the context
of the Council of Europe: the Budapest
Convention on Cybercrime - Comments on the
idea of establishing ASEAN Cyber Security

Centre

(Presenter: Mr. Matteo Lucchetti, Programme

Manager Cybercrime, Council of Europe)

12.30 - Lunch

13.30

13.30 - International Standards in Combating Cyber-
15.00 security and Cybercrime: Crime Prevention and

Criminal Justices Responses to Cybercrime from
the UNODC Perspective (Cont’d)

Regional efforts to combat cybercrime: the




European Union perspective

Overview of initiatives fo address cybercrime
challenges within the European Union -
Comments on the idea of establishing ASEAN
Cyber Security Centre

(Presenter:

Mr. Benoit GODART, Head of Outreach &
Support, European Cybercrime Centre (EC3),
EUROPOL)

Cybersecurity and Cybercrime in Singapore

National laws, policies and institutions on
Cybersecurity and cybercrime. Comments on the
idea of establishing ASEAN Cyber Security

Centre
(Presenter:

Mr. Chin Hock TEO, Deputy Chief Executive,
Cyber Security Agency of Singapore)

15.00 — Coffee Break

15.15

15.15 - Experiences on the Establishment of European
16.30 Cyber Security Centre and Ways for ASEAN

Cyber Security Centre

Moderator:




Yordchatr Tasarika, Legal Counsel, Professional

Level, Office of the Council of State

Presenters:

e Mr. Neil Walsh

Mr. Dimosthenis Chrysikos

Mr. Matteo Lucchetti

Mr. Chin Hock TEO

Mr. Benoit GODART




Day Two:

Registration:

Friday, 16t September 2016
8.30 - 9.00

09.00 - Cybersecurity and Cybercrime in Thailand
10.15 National Laws, Policies and Institutions on Cyber-
security and cybercrime
Presenters:
e Dr. Chalee Vorakulpipat, National
Electronics and Computer Technology
Centre (NECTEC)
o Representative from Electronic
Transactions Development Agency (Public
Organization) (to be confirmed)
10.15 - Coffee Break
10.30
10.30 - Cybersecurity and Cybercrime in Thailand
12.30 (Cont'd)

National Laws, Policies and Institutions on Cyber-

security and cybercrime

Presenters:

e Pol Maj Gen Siripong Timula, Commander
of Technology Crime Suppression Division,

Royal Thai Police

e Representative from the Defence




Information and Space Technology
Department, Ministry of Defense (to be

confirmed)

¢ Mr. Thanawat Sungthong, Permanent Law
Councillor, Office of the Council of State,
Thailand

12.30 - Lunch
13.30

13.30 - Cyber security and cybercrime in ASEAN -

15.45 International Cooperation to Combat Cybercrime

National laws, policies and institutions on
Cybersecurity and cybercrime. Comments on the
idea of establishing ASEAN Cyber Security

Centre

Presenters:

¢ Japan: National center of Incident readiness

and Strategy for Cybersecurity (NISC)
e Philippines: Mr. Jed Sherwin G. Uy, OIC-

Director, Office of Cybercrime Department

of Justice

e Korea: Korea Internet & Security Agency
(KISA) (to be confirmed)

e ASEAN Secretary (to be confirmed)




15.45 -
16.00

Coffee break

16.00 —
17.00

Panel Discussion and Summary

Lesson learnt; pros and cons and possibility of
establishing ASEAN Cyber Security Centre;
possible strateqy and action in the future for

Thailand; further cooperation
Moderator:

Ms. Natthanicha Lephilibert, Legal Counsel,

Professional Level, Office of the Council of State

Presenters:

e Dr. Suriya Jindawong, Deputy Director-
General of ASEAN Department, Ministry of
Foreign Affairs of Thailand (to be

confirmed)
e Representative from Japan
e Representative from Philippines

e Representative from Korea (to be

confirmed)

e Representative from ASEAN Secretary (to

be confirmed)

17.00 —

Closing Speech
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17.15

Mrs. Nattanun Asawalertsak, Permanent Law

Councilor Office of the Council of State, Thailand




