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The Ad hoc Committee on data protection (CAHDATA), set up by the Committee of Ministers 

under Article 17 of the Statute of the Council of Europe and in accordance with Resolution 

CM/Res(2011)24 on intergovernmental committees and subordinate bodies, their terms of 

reference and working methods, held its 3rd meeting in Strasbourg on 1-3 December 2014 with 

Mr Seamus Carroll (Ireland) in the Chair. The list of participants* is set out in Appendix 1. 

 
 
The CAHDATA: 
 
 

1. Adopted the agenda as set out in Appendix 2 to this report; 
 

2. Carried out an in depth reading of the modernisation proposals of the Convention for the 
Protection of Individuals with regard to Automatic Processing of Personal Data 
(Convention 108) as contained in the working document CAHDATA(2014)3 and after 
discussing, article by article, the proposed text and related amendments, textual changes 
and adjustments, approved the text as set out in appendix 3 ;  

 
3. Took note of the revised draft explanatory report based on the proposals submitted by the 

delegations following the 2nd CAHDATA meeting (28-30 April 2014) and instructed its 
Secretariat to update the draft text in light of the discussions held during the meeting; 

 
4. Instructed the Secretariat to prepare the draft amending Protocol on this basis and transmit 

it together with the draft Explanatory report to the Committee of Ministers for examination 
and adoption. 

 
 

 
 

 

 

 

 

 

 

 

 

 

* 80 participants:  51 men and 39 women.
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APPENDIX 1 

 
 

LIST OF PARTICIPANTS / LISTE DES PARTICIPANTS 
 
 

MEMBERS / MEMBRES 
 
ALBANIA / ALBANIE (no expert nominated / aucun expert désigné) 
 
ANDORRA / ANDORRE (no expert nominated / aucun expert désigné) 
 
ARMENIA / ARMÉNIE 
Vahagn Harutyunyan, Deputy - Head of Division of Struggle against High-tech Crimes, General 
Department of Combat Against Organized Crime, Republic of Armenia Police, 130 Nalbandyan St. 
Yerevan 
 
AUSTRIA / AUTRICHE  
Natalie Fercher, LL.M., Federal Chancellery – Constitutional Service, Directorate Data Protection, 
Ballhausplatz 2, 1010 Wien 
 
AZERBAIJAN / AZERBAÏDJAN  
Samir Akhundov, Senior specialist, Ministry of National Security of the Republic of Azerbaijan 
 
BELGIUM / BELGIQUE  
Ketsia Malengreaux, Attachée, Cellule Vie Privée – Direction législation et droits fondamentaux, SPF 
Justice 
 
Valérie Verbruggen, Conseiller Juridique, Commission de la protection de la vie privée, Rue de la presse 
35, 1000 Brussels 
 
BOSNIA AND HERZEGOVINA / BOSNIE HERZEGOVINE  
Vesna Pehar, Assistant Director, Department for International Cooperation and Public Relations,  
Personal data protection Agency, Vilsonovo setaliste 10, 71000 Sarajevo 
 
BULGARIA / BULGARIE  
Ventislav Karadjov, Chairman of the Commission for Personal Data Protection of the Republic of 
Bulgaria, 2, Professor Tsvetan Lazarov blvd., 1592 Sofia 
 
CROATIA / CROATIE 
Dubravka Dolenc, Deputy Director of the Personal Data Protection Agency, Martićeva 14,  
10 000 Zagreb 

 
Sanja Silaj Zeman, Head of Department for International Cooperation and European and Legal Affairs, 
Martićeva 14, 10 000 Zagreb 
 
CYPRUS / CHYPRE  
Constantinos Georgiades, Officer, Office of the Commissioner for Personal Data Protection,  
1, Iasonos Street, 1082 Nicosia 
 
CZECH REPUBLIC / RÉPUBLIQUE TCHÈQUE  
Hana Štĕpánková, Head of the Press Department, Spokeswoman, Office for Personal Data Protection 
Pplk.Sochora 27, 170 00 Prague 7 
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Simona Virglova MSc., expert, international cooperation, Security Policy Department, Ministry of Interior, 
Nas Štolou 936/3, 170 34 Prague 7, Czech Republic  
 
DENMARK / DANEMARK  
Caroline Schjønning, Head of Section, Ministry of Justice 
 
ESTONIA / ESTONIE 
Julia Antonova, Counsellor, Ministry of Justice / Permanent Representation of Estonia to the EU,  
Rue Guimard, 11/13, 1040 Brussels, Belgium 
 
FINLAND / FINLANDE  
Leena Vettenranta, Senior Specialist (Data Protection), Ministry of Justice, P.O. Box 25, FIN-
00023 Government 
 
FRANCE 
Elise Schor, Ministère de justice, Paris 
 
GEORGIA / GÉORGIE 
Tamar Kaldani, Personal Data Protection Inspector, 7, Ingorokva Str., 0105, Tbilisi  
 
GERMANY / ALLEMAGNE 
Ulrich Weinbrenner, Federal Ministry of the Interior, Head of Division V II 4 - Reform des Datenschutzes 
in Deutschland und Europa, Fehrbelliner Platz 3 – 10707 Berlin 
 
Elena Bratanova, Federal Ministry of the Interior, Project Group on Data Protection Reform in Germany 
and Europe, Directorate-General V (Public Law, Constitutional Law, Administrative Law) 
Fehrbelliner Platz 3, 10707 Berlin 
 
GREECE / GRÈCE 
Evaggelos Papakonstantinou, Attorney At Law, LL.M., Dr. Jur., 103, Ethn. Antistaseos str.,  
N. Psychiko, Athens 154 51 
 
HUNGARY / HONGRIE 
Attila Péterfalvi, President, National Authority for the Data Protection and Freedom of Information,  
H-1125 Budapest, Szilàgyi Erzsébet fasor 22/C  
 
ICELAND / ISLANDE (no expert nominated / aucun expert désigné) 
  
IRELAND / IRLANDE 
Seamus Carroll [Chair of / Président du CAHDATA], Principal Officer, Civil Law Reform Division, 
Department of Justice and Equality, Bishop's Square, Redmond's Hill, Dublin 2 
 
Noreen Walsh, Civil Law Reform Division, Department of Justice and Equality, Bishop's Square 
Redmond's Hill, Dublin 2 
 
ITALY / ITALIE 
Giuseppe Busia, Garante per la protezione dei dati personali, Secretary General, Piazza Monte Citorio 
121, 00186 Romaluk 
 
Alessandra Pierucci, Garante per la Protezione dei Dati Personali, Piazza di Monte Citorio 121  
00186 Rome 
 
LATVIA / LETTONIE 
Jekaterina Macuka, Head of Division of Policy development and Religion Affairs, Sectorial policy 
department, Ministry of Justice of the Republic of Latvia, Brivibas bulvaris 36, Riga, LV-1536 
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LIECHSTENSTEIN  
Philipp Mittelberger, Datenschutzbeauftragter, Stabsstelle für Datenschutz (Data Protection Office), Haus 
Wille, Kirchstrasse 8, 9490 Vaduz 
 
LITHUANIA / LITUANIE 
Aušra Mažutavičienė, Chief specialist, Register department, Ministry of Justice of the Republic of 
Lithuania, Gedimino ave. 30, LT-01104 Vilnius 
 
LUXEMBOURG 
Gérard Lommel, Commissaire du gouvernement à la protection des données, Ministère d'Etat,  
43, Boulevard F.-D. Roosevelt, L-2450 Luxembourg 
 
MALTA / MALTE (apologised/excusé) 
 
REPUBLIC OF MOLDOVA / RÉPUBLIQUE DE MOLDOVA 
Nicolae Lungu, Head of the Legal Affairs Division and Public Relation for the National Center for the Data 
Protection 
 
MONACO  
Isabelle Rouanet-Passeron, Conseiller Technique, Département de l’Équipement, de l’Environnement et 
de l’Urbanisme, 98000 Monaco 
 
MONTENEGRO 
Aleksa Ivanovic, member of the Council of the Agency for Personal data Protection and Free Access to 
Information, kralja Nikole, 2, Podgorica, 81000 Montenegro 
 
NETHERLANDS / PAYS-BAS 
Heleen L. Janssen, Senior legal specialist, Ministry of the Interior and Kingdom Relations, Department of 
Constitutional Affairs and Legislation, PO box 20011, 2500 EA Den Haag 
 
Lotte Valkenburg, Ministry of Security and Justice, Legislation Department, PO Box 20301  
The Hague 
 
NORWAY / NORVÈGE 
Lise Lehrmann, Legal Adviser, Norwegian Ministry of Justice and Public Security, The Legislation 
Department, Section for Criminal and Procedural Law  
 
POLAND / POLOGNE 
Aleksandra Chmielecka, Department of Information Society, Ministry of Administration and Digitization 
ul. Królewska 27, 00-060 Warszawa 
 
PORTUGAL  
João Pedro Cabral, Legal Adviser, Directorate General of Justice Policy, Ministry of Justice, Avenida D. 
João II, n.º1.08.01 E, Torre H, Pisos 2/3, 1990-097 Lisboa 
 
ROMANIA / ROUMANIE 
Alexandru George Grigore, expert, The National Authority for the Supervision of Personal Data 
Processing 

 
Raluca-Elena Călin, expert, Department of Legal Affairs, Ministry of Foreign Affairs 

 
RUSSIAN FEDERATION / FÉDÉRATION DE RUSSIE 
Alexander Kuznetsov, Deputy Head of the Legal Department of the Ministry of Communications of the 
Russian Federation 
 

http://home.coe.int/t/protocol/missdipl_en.asp#Russian_Federation_/_Fédération_de_Russie#Russian_Federation_/_Fédération_de_Russie
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Vladimir Kashin-Padun, Head of Division of the European Department of the Ministry of Foreign Affairs of 
the Russian Federation 
 
Stanislav Tolkach, Counselor of the European Department of the Ministry of Foreign Affairs of the 
Russian Federation 
 
Maxim Kiselev, Chief Specialist of the Department of International Cooperation of the Ministry of 
Communication of the Russian Federation 
 
Viktor Voblikov, Specialist, Roskomnadzor 
 
Anton Markovskiy, Deputy to the Permanent Representative of the Russian Federation to the Council of 
Europe 
 
SAN MARINO / SAINT MARIN (no expert nominated / aucun expert désigné) 
 
SERBIA / SERBIE  
Zlatko Petrović, Senior Advisor at the Ministry of Justice, Ministry of Justice, Nemanjina 22-26, 11000 
Beograd 
 
SLOVAK REPUBLIC / RÉPUBLIQUE SLOVAQUE (apologised / excusé) 
 
SLOVENIA / SLOVÉNIE 
Peter Pavlin, Secretary, Ministry of Justice of the Republic of Slovenia, Directorate for Legislation  
in the Justice Area - Department for Punitive Law and Human Rights, Župančičeva ulica 3,  
SI-1000 Ljubljana 
 
SPAIN / ESPAGNE 
Agustín Puente Escobar, Director, Agencia Española De Protección De Datos, State Attorney - Head of 
the Legal department, C/Jorge Juan, 6, 28001 Madrid   
 
SWEDEN / SUÈDE 
Nils Sjöblom, Legal Adviser, Division for Constitutional Law, Ministry of Justice, Regeringskansliet,  
SE-103 33 Stockholm 
 
SWITZERLAND / SUISSE 
Monique Cossali Sauvain, [Vice chair of / vice-présidente du CAHDATA], La cheffe, Département fédéral 
de justice et police DFJP, Office fédéral de la justice OFJ, Domaine de direction Droit public, Unité Projets 
et méthode législatifs, Bundesrain 20, 3003 Berne 
 
 “THE FORMER YUGOSLAV REPUBLIC OF MACEDONIA” / « L’EX-RÉPUBLIQUE YOUGOSLAVE 
DE MACÉDOINE » 
Igor Kuzevski, Head of Unit for Public Sector Inspection Supervision, Directorate for Personal Data 
Protection, Goce Delcev 18, 1000 Skopje  
 
TURKEY / TURQUIE 
Tayar Ögmen, Ministry of Justice, GD for International Law and Foreign Affairs, Unit on MLA in Criminal 
Matters, Ankara 
 
UKRAINE  
Olena Smirnova, Deputy Head of the Secretariat of the Ukrainian Parliament Commissioner for Human 
Rights 
 
UNITED KINGDOM / ROYAUME-UNI 
Daniel Johns, EU and International Data Protection Policy Ministry of Justice  
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URUGUAY 
Maria José Viega, Head, Citizen Rights Division, Regulatory and Control Unit of Personal Data, Andes 
1365 F7, Montevideo 

 
 

PARTICIPANTS 
 
 
THE CONSULTATIVE COMMITTEE OF CONVENTION 108 (T-PD) / LE COMITE CONSULTATIF DE 
LA CONVENTION 108 (T-PD) 
Jean-Philippe Walter, [Chair of the / Président du T-PD], Préposé fédéral suppléant, Préposé fédéral à la 
protection des données et à la transparence (PFPDT), Feldeggweg 1, 3003 Berne, Suisse 
 
THE EUROPEAN COMMITTEE ON LEGAL CO-OPERATION (CDCJ) / LE COMITE EUROPEEN DE 
COOPERATION JURIDIQUE (CDCJ) 
Pekka Nurmi, Director General, Department of Legislation Ministry of Justice, PO Box 25, FIN-0023 
Government, Helsinki  
 
EUROPEAN UNION / UNION EUROPEENNE 
 

EUROPEAN COMMISSION / COMMISSION EUROPEENNE 
Paulo Silva, Directorate C: fundamental rights and Union citizenship, Unit C3 Data Protection, 
1049 Bruxelles, Belgium 
 
Lukasz Rozanski, Directorate C: fundamental rights and Union citizenship, Unit C3 Data 
Protection, 1049 Bruxelles, Belgium  
 
COUNCIL OF THE EUROPEAN UNION / CONSEIL DE L’UNION EUROPEENNE 
Christina Strömholm, Council of the European Union, General Secretariat - DG D 2b, 
Fundamental Rights and Criminal Justice, Office JL 20 MN 41, Rue de la Loi, 175, BE- 1048 
Bruxssels 
 
EUROPEAN DATA PROTECTION SUPERVISOR (EDPS) / LE CONTRÔLEUR EUROPEEN 
DE LA PROTECTION DES DONNÉES (CEPD)  
Jacob Kornbeck, Legal Officer, European Data Protection Supervisor, (Postal address: Rue 
Wiertz 60, B-1047 Brussels), Office address: Rue Montoyer 30, B-1000 Brussels 

 
  EUROPEAN PARLIAMENT / PARLEMENT EUROPEEN 

Anže Erbežnik, Administrator, Secretariat, Committee on Civil Liberties, Justice and Home 
Affairs European Parliament, Brussels, Belgium 

 
JAPAN 
Takaaki Shintaku, Consul, Consulat Général du Japon, “Tour Europe” - 20, place des Halles - 67000 
Strasbourg 
 
MOROCCO / MAROC  
Saïd Ihrai, Commission nationale pour le contrôle des données à caractère personnel (CNDP),  
Bd An-Nakhil / Bd Mehdi Ben Barka - Hay Ryad, BP 6838 – Rabat Instituts, 10 000 RABAT, Maroc 
 
Tamek  Abderrahman, Vice-consul, Consulat Général du Maroc à Strasbourg 
 
MEXICO / MEXIQUE 
Joaquín J. González-Casanova Fernández, Directeur General des Affaires Internationales de l’Instituto 
Federal de Acceso a la Información y Protección de Datos (IFAI), Insurgentes Sur 3211, Col. Insurgentes 
Cuicuilco, Del. Coyoacàn, Mexico D. F. C.P. 04530 
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Alejandro Martínez Peralta, Observateur Permanent Adjoint  de la Représentation du Mexique auprès du 
Conseil de l’Europe 
 
Verónica Juarez Casimiro, Director of Treaties IILegal Advisor OfficeMinistry of Foreign Affairs, Mexico 
 
UNITED STATES OF AMERICA (USA) / ETATS-UNIS D’AMERIQUE 
Lara A. Ballard, Special Advisor for Privacy and Technology, U.S. Department of State, 2201 C Street 
NW, Washington, DC 20520,  
 
 

OBSERVERS / OBSERVATEURS 
 
BENIN 
Gnamy Giono Morel, Premier Secrétaire à l’Ambassade du Bénin à Paris  chargé de la Communication 
des Affaires Culturelles, Scientifiques et Techniques 
 
BURKINA FASO 
Ouedraogo Ahmed Hissène Ange Marie Noël, Secrétaire général de la Commission de l'informatique et 
des libertés, 01 BP 1606 Ouagadougou 01 
 
REPUBLIC OF MAURITIUS / REPUBLIQUE DE MAURICE 
Drudeisha Madhub, Data Protection Commissioner, Data Protection Office, 4

th
 floor, Emmanuel Anquetil 

Building, Corner Sir Virgil Naz and Sir William Newton streets, Port Louis, Mauritius  
 
TUNISIA / TUNISIE 
Mohamed Kadhem Zinelabidine, Magistrat, Membre permanent auprès de l’Instance Nationale de 
Protection des Données Personnelles, 1 rue Mohamed Moalla, Mutuelleville, 1002 Tunis 
 
FRENCH-SPEAKING ASSOCIATION OF PERSONAL DATA PROTECTION AUTHORITIES / 
ASSOCIATION FRANCOPHONE DES AUTORITÉS DE PROTECTION DES DONNÉES 
PERSONNELLES (AFAPDP) 
Floriane Leclercq, Chargée de mission, Commission nationale de l'informatique et des libertés,  
8 rue Vivienne - CS 30223 - 75083 PARIS Cedex 08 
 
INTERNATIONAL CHAMBER OF COMMERCE (ICC) / CHAMBRE DE COMMERCE 
INTERNATIONALE (CCI)  
Christopher Kuner, Centre for European Legal Studies, University of Cambridge 
 
INTERNATIONAL COMMISSION ON CIVIL STATUS (ICCS)/ COMMISSION INTERNATIONALE DE 
L’ÉTAT CIVIL (CIEC) (apologised / excusé) 
 
INTERNATIONAL COMMITTEE OF THE RED CROSS / COMITÉ INTERNATIONAL DE LA CROIX-
ROUGE 
Massimo Marelli, Lawyer/Head of Data Protection Project, Communication & Information Management 
Department, ICRC Geneva 
 
INTERNATIONAL CONFERENCE OF DATA PROTECTION AND PRIVACY COMMISSIONERS / 
CONFERENCE INTERNATIONALE DES COMMISSAIRES A LA PROTECTION DES DONNEES ET DE 
LA VIE PRIVEE 
Laurent Lim, CNIL, Juriste chargé de mission, Service des affaires européennes et internationales 
 
INTERNET SOCIETY / SOCIETE DE L’INTERNET (ISOC) 
Christine Runnegar, Director, Public Policy 
 
PERSONAL INFORMATION PROTECTION COMMISSION (PIPC) OF SOUTH KOREA / COMMISSION 
POUR LA PROTECTION DES DONNEES PERSONNELLES (PIPC) DE LA COREE DU SUD  



9 
 

Jongin Lim, Commissioner, PIPC, Government Complex, 209 Sejong-daero, Jongno-gu, Seoul, Korea  
 
Sulie Lee, Deputy Director, PIPC, Government Complex, 209 Sejong-daero, Jongno-gu, Seoul, Korea  
 
Mincheol Kim, Deputy Director, PIPC, Government Complex, 209 Sejong-daero, Jongno-gu, Seoul, 
Korea  
 
 

SCIENTIFIC EXPERT / EXPERTE SCIENTIFIQUE 
 
 
Cécile de Terwangne, Professeur à la Faculté de Droit, Directrice de recherche au CRIDS (Centre de 
Recherches Informatique, Droit et Société), Facultés Universitaires Notre-Dame de la Paix (FUNDP) 
Rempart de la Vierge n°5, 5B-5000 Namur, Belgique 

 
 

SECRETARIAT 
 
 

Directorate General Human Rights and Rule of Law / 
Direction Générale Droits de l'homme et Etat de droit  

 
 
Information Society and Action against Crime Directorate / Direction de la Société de l’Information 
et de la lutte contre la criminalité 
Jan Kleijssen, Director/Directeur 
 
Information Society Department / Service de la société de l’information 
Patrick Penninckx, Head/Chef de service 
 
Data Protection Unit / Unité de la protection des données 
Maria Michaelidou, Programme Advisor / Conseillère de programme 
 
Szilvia Simond, Assistant / Assistante 
 
Krystina Khochlova, Assistant / Assistante 
 
Naser Bislimi, Trainee / Stagiaire 
 
 

Directorate of Legal Advice and Public International Law 
 
 
Jörg Polakiewicz, Director 
 
Ana Gomez, Head of the Treaty Office Unit 
 
 

INTERPRETERS /INTERPRETES 
 

 
Gillian Wakenhut 
Pascale Michlin (3/12) 
Monique Palmier (1/12) 
Christine Trapp 
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APPENDIX 2 

 
 

AGENDA 
 

 
I. OPENING OF THE 3

rd
 CAHDATA MEETING 

 

 CAHDATA(2014)RAP02Abr 
 

Abridged Report of the 2
nd

 CAHDATA meeting (28-
30 April 2014) 
 

 CAHDATA(2013)RAP01Abr 
 

Abridged Report of the 1
st
 CAHDATA meeting (12-

14 November 2013) 
 

 CAHDATA(2014)ToR 
 

 

Terms of Reference 2014 

II. ADOPTION OF THE AGENDA 
 
III. STATEMENT BY THE SECRETARIAT 

 
Mr Jan Kleijssen, Director Information Society and Action against Crime Directorate, Directorate 
General Human Rights and Rule of Law 
 

IV. MODERNISATION OF CONVENTION 108  
 

 CAHDATA(2014)03 
 

Working Document on Convention 108 with 
Additional Protocol and Modernisation proposals 

 

 CAHDATA(2014)05 
 

Compilation of comments received 
 

 CAHDATA(2014)04 
 

 

Draft Explanatory report of the modernised version of 
Convention 108 

 T-PD-BUR(2013)02Rev5 
 

Information elements on the evaluation and follow-up 
mechanism 

 
 

V. OTHER BUSINESS  
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APPENDIX 3 

Title: Convention for the Protection of Individuals with Regard to the Processing of 
Personal Data1 

 
Preamble 
 
The member States of the Council of Europe, signatory hereto, 
 
Considering that the aim of the Council of Europe is to achieve greater unity between its 
members, based in particular on respect for the rule of law, as well as human rights and 
fundamental freedoms; 
 
Considering that it is necessary to secure human dignity and protection of the human rights and 
fundamental freedoms of every individual and, given the diversification, intensification and 
globalisation of data processing and personal data flows, personal autonomy based on their 
right to control of their personal data and the processing of such data; 
 
Recalling that the right to protection of personal data is to be considered in respect of its role in 
society and that it has to be reconciled with other human rights and fundamental freedoms, 
including freedom of expression; 
 
Considering that this Convention permits account to be taken, in the implementation of the rules 
laid down therein, of the principle of the right of access to official documents; 
 
Recognising that it is necessary to promote at the global level the fundamental values of respect 
for privacy and protection of personal data, thereby contributing to the free flow of information 
between peoples; 
 
Recognising the interest of a reinforcement of international cooperation between the Parties to 
the Convention, 
 
Have agreed as follows: 
 

Chapter I – General provisions 

 
Article 1 – Object and purpose 
 
The purpose of this Convention is to protect every individual, whatever their nationality or 
residence, with regard to the processing of their personal data, thereby contributing to respect 
for their human rights and fundamental freedoms, and in particular their right to privacy. 
 
Article 2 – Definitions 
 
For the purposes of this Convention: 
 

a. “personal data” means any information relating to an  identified or identifiable individual 

(“data subject”); 

                                                           
1
 The European Commission has a general scrutiny reservation 



12 
 

 
b. “data processing” means any operation or set of operations which is performed upon 

personal data, such as the collection, storage, preservation, alteration, retrieval, 

disclosure, making available, erasure, or destruction of, or the carrying out of logical 

and/or arithmetical operations on such data; 

 
c. Where automated processing is not used, data processing means an operation or set of 

operations performed upon personal data within a structured set of such data which are 

accessible or retrievable according to specific criteria; 

 
d. “controller” means the natural or legal person, public authority, service, agency or any 

other body which alone or jointly with others has the decision-making power with respect 

to data processing; 

 
e. “recipient” means a natural or legal person, public authority, service, agency or any other 

body to whom data are disclosed or made available; 

 
f. “processor“ means a natural or legal person, public authority, service, agency or any 

other body which processes personal data on behalf of the controller. 

 
Article 3 – Scope 
 
1.  Each Party undertakes to apply this Convention to data processing subject to its jurisdiction 
in the public and private sectors, thereby securing every individual’s right to protection of their 
personal data.  
 
1bis. This Convention shall not apply to data processing carried out by an individual in the 
course of [purely] personal or household activities. 
 

Chapter II –  Basic principles for the protection of personal data 
 
Article 4 – Duties of the Parties 
 
1.   Each Party shall take the necessary measures in its law to give effect to the provisions of 
this Convention and secure their effective application. 
 
2.  These measures shall be taken by each Party and shall have come into force by the time of 
ratification or accession to this Convention. 
 
3.   Each Party undertakes:  

(a) to allow the Convention Committee provided for in Chapter V to evaluate the 
effectiveness of the measures it has taken in its law to give effect to the provisions of this 
Convention and  
(b) to contribute actively to this evaluation process. 

 
   Article 5 – Legitimacy of data processing and quality of data     
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1.      Data processing shall be proportionate in relation to the legitimate purpose pursued and 
reflect at all stages of the processing a fair balance between all interests concerned, be they 
public or private interests, and the rights and freedoms at stake.  
 
2.    Each Party shall provide that data processing can be carried out on the basis of the free, 
specific, informed and unambiguous2 consent of the data subject or of some other legitimate 
basis laid down by law. 
 
3.      Personal data undergoing processing shall be processed lawfully. 
 
4. Personal data undergoing processing shall be: 
 

a. processed fairly and in a transparent manner; 

 
b. collected for explicit, specified and legitimate purposes and not processed in a way 

incompatible with those purposes; further processing for historical, statistical and 

scientific purposes is, subject to appropriate safeguards, compatible with those 

purposes; 

 
c. adequate, relevant and not excessive3 in relation to the purposes for which they are 

processed; 

 
d. accurate and, where necessary, kept up to date; 

 
e. preserved in a form which permits identification of data subjects for no longer than is 

necessary for the purposes for which those data are processed. 

 
Article 6 – Special categories of data   
 
1.  The processing of: 
- genetic data,  
- personal data relating to offences, criminal proceedings and convictions, and related security 
measures,  
- biometric data uniquely identifying a person,  
- personal data for the information they reveal relating to racial origin, political opinions, trade-
union membership, religious or other beliefs, health or sexual life,  
shall only be allowed where specific and additional appropriate safeguards are enshrined in law, 
complementing those of this Convention4 . 
 
2.  Such safeguards shall guard against the risks that the processing of such sensitive data may 
present to the interests, rights and fundamental freedoms of the data subject, notably a risk of 
discrimination.  
 
 

                                                           
2 Reservation of EU Commission in order to ensure consistency with EU reform 
3 The Explanatory Report will clarify that "not excessive" refers both to the quantity and quality of the data 

concerned 
4 Reservation of EU Commission in order to ensure consistency with EU reform 
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Article 7 – Data security 
 
1.   Each Party shall provide that the controller, and, where applicable the processor, takes 
appropriate security measures against risks such as accidental or unauthorised access to, 
destruction, loss, use, modification or disclosure of personal data. 
 
2.   Each Party shall provide that the controller shall notify, without delay, at least  the competent 
supervisory authority within the meaning of Article 12bis of this Convention of those data 
breaches which may seriously interfere with the rights and fundamental freedoms of data 
subjects. 
 
Article 7bis – Transparency of processing 
 
1.   Each Party shall provide that the controller informs the data subjects of:  

(a) the controller’s identity and habitual residence or establishment,  
(b) the legal basis and the purposes of the intended processing,  
(c) the categories of personal data processed,  
(d) if any, the recipients or categories of recipients of the personal data, and  
(e) the means of exercising the rights set out in Article 8,  

as well as any necessary additional information in order to ensure  fair and transparent 
processing of the personal data. 
 
1bis.   Paragraph 1 shall not apply where the data subject already has the relevant information. 
 
2.  Where the personal data are not collected from the data subjects, the controller shall 
nonetheless not be required to provide such information where the processing is expressly 
prescribed by law or this proves to be impossible or involves disproportionate efforts.   
  
Article 8 – Rights of the data subject 
 
Every individual shall have a right: 
 
a. not to be subject to a decision significantly affecting him or her based solely on an 

automated processing of data without having their views taken into consideration; 

 
b. to obtain, on request, at reasonable intervals and without excessive delay or expense, 

confirmation of the processing of personal data relating to him or her, the communication in 

an intelligible form of the data processed, all available information on their origin, on the 

preservation period as well as any other information that the controller is required to provide 

in order to ensure the transparency of processing in accordance with Article 7bis paragraph 

1; 

 
c. to obtain, on request, knowledge of the reasoning underlying data processing where the 

results of such processing are applied to him or her;  
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d. to object at any time to the  processing of personal data concerning him or her unless the 

controller demonstrates legitimate grounds for the processing which override their interests 

or rights and fundamental freedoms; 

 
e. to obtain, on request, free of charge and without excessive delay, rectification or erasure, as 

the case may be, of such data if these are being or have been processed contrary to the  

provisions of this Convention; 

 
f. to have a remedy under Article 10 where his or her rights under this Convention have been 

violated;  

 
g. to benefit, whatever his or her nationality or residence, from the assistance of a supervisory 

authority within the meaning of Article 12bis, in exercising their rights under this Convention. 

 
Article 8bis – Additional obligations 
 
1.  Each Party shall  provide  that controllers and, where applicable, processors take all 
appropriate measure to comply with the obligations of this Convention and be able to 
demonstrate, in particular to the competent supervisory authority provided for in Article 12bis, 
that the data processing under their control is in compliance with the provisions of this 
Convention.  
 
2.  Each Party shall provide that controllers and, where applicable, processors, examine the 
likely impact of intended data processing on the rights and fundamental freedoms of data 
subjects prior to the commencement of such processing, and shall design the data processing 
in such a manner  as to prevent or minimise the risk of interference with those rights and 
fundamental freedoms5.  
 
3.  Each Party shall provide that controllers, and, where applicable, processors, implement 
technical and organisational measures which take into account the implications of the right to 
the protection of personal data at all stages of the data processing. 
 
4.  Each Party may, having regard to the risks arising for the interests, rights and fundamental 
freedoms of the data subjects, adapt application of the provisions of paragraphs 1, 2 and 3 in 
the law giving effect to the provisions of this Convention, according to the nature and volume of 
the data, the nature, scope and purpose of the processing and, where appropriate, the size of 
the controller or processor. 
 
Article 9 – Exceptions and restrictions 
 
1.  No exception to the provisions set out in this Chapter shall be allowed, except to the 
provisions of Articles 5.4, 7.2, 7bis paragraph 1 and Article 8 when such exception is provided 
for by  law and constitutes a necessary and proportionate measure in a democratic society for6: 
 

                                                           
5 Reservation of EU Commission in order to ensure consistency with EU reform 
6 Reservation of the EU Commission in respect of the scope of Article 9 in conjunction with Article 5.3. 

and Article 5.4.a. 
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a. the protection of national security, public safety, important economic and financial 

interests of the State, the impartiality and independence of the judiciary or the 

prevention, investigation and prosecution of criminal offences; 

 
b. the protection of the data subject or the rights and fundamental freedoms of others, 

notably freedom of expression. 

 
2.   Restrictions on the exercise of the provisions specified in Articles 7bis and 8 may be 
provided by law with respect to data processing for historical, statistical and scientific purposes 
when there is no recognisable risk of infringement of the rights and fundamental freedoms of 
data subjects. 
 
Article 10 – Sanctions and remedies 
 
Each Party undertakes to establish appropriate judicial and non-judicial sanctions and remedies 
for violations of the provisions of this Convention. 
 
Article 11 -  Extended protection 
 
None of the provisions of this chapter shall be interpreted as limiting or otherwise affecting the 
possibility for a Party to grant data subjects a wider measure of protection than that stipulated in 
this Convention. 
 

Chapter III –  Transborder flows of personal data 
 
Article 12 -  Transborder flows of personal data 
 
1.   A Party shall not, for the sole purpose of the protection of personal data, prohibit or subject 
to special authorisation the transfer of such data to a recipient who is subject to the jurisdiction 
of another Party to the Convention. Such a Party may however do so if bound by harmonised 
rules of protection shared by States belonging to a regional international organisation7.  
 
2.    When the recipient is subject to the jurisdiction of a State or international organisation which 
is not Party to this Convention, the transfer of personal data may only take place where an 
appropriate level of protection based on the provisions of this Convention is secured. 
 
3.     An appropriate level of protection can be secured by:  
 
a. the law of that State or international organisation, including the applicable international 

treaties or agreements, or 

 
b. ad hoc or approved standardised safeguards provided by legally binding and enforceable 

instruments adopted and implemented by the persons involved in the transfer and further 

processing. 

 
4.  Notwithstanding the provisions of the previous paragraphs, each Party may provide that the 
transfer of personal data may take place if: 

                                                           
7 Reservation by the Russian Federation  
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a. the data subject has given explicit, specific and free consent, after being informed of 

risks arising in the absence of appropriate safeguards, or  

 
b. the specific interests of the data subject require it in the particular case, or   

 
c. prevailing legitimate interests, in particular important public interests, are provided for by 

law and such transfer constitutes a necessary and proportionate measure in a 

democratic society. 

 
5.  Each Party shall provide that the competent supervisory authority within the meaning of 
Article 12bis of this Convention is provided with all relevant information concerning the transfers 
of data referred to in paragraph 3.b and, upon request, paragraphs 4.b and 4.c.  
 
6.  Each Party shall also provide that the supervisory authority be entitled to request that the 
person who transfers data demonstrates the effectiveness of the safeguards or the existence of 
prevailing legitimate interests and that the supervisory authority may, in order to protect the 
rights and fundamental freedoms of data subjects, prohibit, suspend or subject to condition such 
transfers. 
 
7.   Exceptions to the provisions of this Article are allowed insofar as they constitute a necessary 
and proportionate measure in a democratic society for the freedom of expression. 
 

Chapter III bis - Supervisory authorities 
 
Article 12bis - Supervisory authorities  
 
1 Each Party shall provide for one or more authorities to be responsible for ensuring compliance 
with the provisions of this Convention. 
 
2   To this end, such authorities: 
 

a. shall have powers of investigation and intervention; 

 
b. shall perform the functions relating to transfers of data provided for under Article 12, 

notably the approval of standardised safeguards;  

 
c. shall have powers to issue decisions with respect to violations of the provisions of this 

Convention and may, in particular, impose administrative sanctions;   

 
d. shall have the power to engage in legal proceedings or to bring to the attention of the 

competent judicial authorities violations of the provisions of this Convention; 

 
e. shall promote: 

(i) public awareness of their functions and powers as well as their activities;  

(ii) public awareness of the rights of data subjects and the exercise of such rights,  

(iii) awareness of controllers and processors of their responsibilities under this 

Convention;  
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specific attention shall be given to the data protection rights of children and other 
vulnerable individuals; 

 
2bis. The competent supervisory authorities shall be consulted on proposals for any legislative 
or administrative measures which provide for the processing of personal data. 
 
3.    Each competent supervisory authority shall deal with requests and complaints lodged by 
data subjects concerning their data protection rights and shall keep data subjects informed of 
progress. 
 
4.   The supervisory authorities shall act with complete independence and impartiality in 
performing their duties and exercising their powers and in doing so shall neither seek nor accept 
instructions.   
 
5.    Each Party shall ensure that the supervisory authorities are provided with the resources 
necessary for the effective performance of their functions and exercise of their powers. 
 
5bis. Each supervisory authority shall prepare and publish a periodical report outlining its 
activities. 
 
5ter. Members and staff of the supervisory authorities shall be bound by obligations of 
confidentiality with regard to confidential information they have access to or have had access to 
in the performance of their duties and exercise of their powers. 
 
6.    Decisions of the supervisory authorities may be appealed against through the courts.  
 
7.    In accordance with the provisions of Chapter IV, the supervisory authorities shall co-operate 
with one another to the extent necessary for the performance of their duties and exercise of 
their powers, in particular by: 
 

a. providing mutual assistance by exchanging relevant and useful information and 

cooperating with each other under the condition that, as regards the protection of 

personal data, all the rules and safeguards of this Convention are complied with;  

 
b. coordinating their investigations or interventions, or conducting joint actions; 

 
c. providing information and documentation on their law and administrative practice relating 

to data protection. 

 
7bis. The information referred to in paragraph 7a shall not include personal data undergoing 
processing unless such data are essential for co-operation, or where the data subject 
concerned has given explicit, specific, free and informed consent to its provision. 
 
8.   In order to organise their co-operation and to perform the duties set out in the preceding 
paragraph, the supervisory authorities of the Parties shall form a network. 
 
9.   The supervisory authorities shall not be competent with respect to processing carried out by 
bodies when acting in their judicial capacity. 
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Chapter IV – Mutual assistance 

 
Article 13 – Co-operation between Parties 
 
1.  The Parties agree to render each other mutual assistance in order to implement this 
Convention. 
 
2.    For that purpose: 
 

a. each Party shall designate one or more supervisory authorities within the meaning of 

Article 12bis of this Convention, the name and address of each of which it shall 

communicate to the Secretary General of the Council of Europe; 

 
b. each Party which has designated more than one supervisory authority shall specify in its 

communication referred to in the previous sub-paragraph the competence of each. 

 
Article 14 – Assistance to data subjects  
 
1.  Each Party shall assist any data subject, whatever their nationality or residence, to exercise 
his or her rights under Article 8 of this Convention. 
 
2.   Where a data subject resides in the territory of another Party, he or she shall be given the 
option of submitting the request through the intermediary of the supervisory authority designated 
by that Party. 
 
3.   The request for assistance shall contain all the necessary particulars, relating inter alia to: 
 

a. the name, address and any other relevant particulars identifying the data subject making 

the request; 

 
b. the processing to which the request pertains, or its controller; 

 
c. the purpose of the request. 

 
Article 15 – Safeguards concerning assistance rendered by designated supervisory 
authorities 
 
1.  A supervisory authority designated by a Party which has received information from a 
supervisory authority designated by another Party either accompanying a request for assistance 
or in reply to its own request for assistance shall not use that information for purposes other 
than those specified in the request for assistance. 
 
2.  In no case may a designated supervisory authority be allowed to make a request for 
assistance on behalf of a data subject of its own accord and without the explicit consent of the 
data subject concerned. 
 
Article 16 – Refusal of requests for assistance 
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A designated supervisory authority to which a request for assistance is addressed under Article 
13 of this Convention may not refuse to comply with it unless: 
 
a. the request is not compatible with the powers in the field of data protection of the authorities 

responsible for replying; 

 
b. the request does not comply with the provisions of this Convention; 

 
c. compliance with the request would be incompatible with the sovereignty, national security or 

public order of the Party by which it was designated, or with the rights and fundamental 

freedoms of individuals under the jurisdiction of that Party. 

 
Article 17 – Costs and procedures of assistance 
 
1.  Mutual assistance which the Parties render each other under Article 13 and assistance they 
render to data subjects under Articles 8 and 14 shall not give rise to the payment of any costs or 
fees other than those incurred for experts and interpreters. The latter costs or fees shall be 
borne by the Party which has designated the supervisory authority making the request for 
assistance. 
 
2.   The data subject may not be charged costs or fees in connection with the steps taken on his 
or her behalf in the territory of another Party other than those lawfully payable by residents of 
that Party. 
 
3.   Other details concerning the assistance, relating in particular to the forms and procedures 
and the languages to be used, shall be established directly between the Parties concerned. 
 

Chapter V – Convention Committee 

 
Article 18 – Composition of the committee 
 
1.   A Convention Committee shall be set up after the entry into force of this Convention. 
 
2.   Each Party shall appoint a representative to the committee and a deputy representative. Any 
member State of the Council of Europe which is not a Party to the Convention shall have the 
right to be represented on the committee by an observer. 
 
3.  The Convention Committee may, by a decision taken by a majority of two-thirds of the 
representatives of the Parties, invite an observer to be represented at its meetings. 
 
4.   Any Party which is not a member of the Council of Europe shall contribute to the funding of 
the activities of the Convention Committee according to the modalities established by the 
Committee of Ministers in agreement with that Party.  
 
Article 19 – Functions of the committee 
 
The Convention Committee: 
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a. may make recommendations with a view to facilitating or improving the application of the 

Convention; 

 
b. may make proposals for amendment of this Convention in accordance with Article 21; 

 
c. shall formulate its opinion on any proposal for amendment of this Convention which is 

referred to it in accordance with Article 21, paragraph 3; 

 
d. may express an opinion on any question concerning the interpretation or application of this 

Convention; 

 
e. shall prepare, before any new accession to the Convention, an opinion for the Committee of 

Ministers relating to the level of personal data protection of the candidate for accession and 

where necessary recommend measures to take to reach compliance with  the provisions of 

this Convention; 

 
f. may, at the request of a State or an international organisation, evaluate whether the level of 

personal data protection the former provides is in compliance with the provisions of this 

Convention  and where necessary recommend measures to take to reach such compliance; 

 
g. may develop or approve models of standardised safeguards referred to in Article 12; 

 
h. shall review the implementation of this Convention by the Parties and recommend measures 

to take where a Party is not in compliance with  this Convention; 

 
i. shall facilitate, where necessary, the friendly settlement of all difficulties related to the 

application of this Convention. 

 
Article 20 – Procedure 
 
1.   The Convention Committee shall be convened by the Secretary General of the Council of 
Europe. Its first meeting shall be held within twelve months of the entry into force of this 
Convention. It shall subsequently meet at least once a year and in any case when one-third of 
the representatives of the Parties request its convocation. 
 
2.   A majority of representatives of the Parties shall constitute a quorum for a meeting of the 
Convention Committee. 
 
3.   Each Party has a right to vote and shall have one vote. On questions within its competence, 
the European Union exercises its right to vote and casts a number of votes equal to the number 
of its member States that are Parties to the Convention and have transferred competencies to 
the European Union in the field concerned. In this case, those member States of the European 
Union do not vote8.  
  
4.   After each of its meetings, the Convention Committee shall submit to the Committee of 
Ministers of the Council of Europe a report on its work and on the functioning of this Convention. 

                                                           
8 Reservations by the Russian Federation and the European Commission 
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5.   The Convention Committee shall draw up its own Rules of Procedure and establish, in 
particular, the procedures for evaluation referred to in Article 4.3 and for examination of the level 
of protection referred to in Article 19, on the basis of objective criteria. 
 

Chapter VI – Amendments 

 
Article 21 – Amendments 
 
1.  Amendments to this Convention may be proposed by a Party, the Committee of Ministers of 
the Council of Europe or the Convention Committee. 
 
2.  Any proposal for amendment shall be communicated by the Secretary General of the Council 
of Europe to the Parties to this Convention, to the other member States of the Council of 
Europe, to the European Union and to every non-member State or international organisation 
which has been invited to accede to this Convention in accordance with the provisions of Article 
23. 
 
3.   Moreover, any amendment proposed by a Party or the Committee of Ministers shall be 
communicated to the Convention Committee, which shall submit to the Committee of Ministers 
its opinion on that proposed amendment. 
 
4.  The Committee of Ministers shall consider the proposed amendment and any opinion 
submitted by the Convention Committee and may approve the amendment.   
 
5.   The text of any amendment approved by the Committee of Ministers in accordance with 
paragraph 4 of this article shall be forwarded to the Parties for acceptance.   
 
6.   Any amendment approved in accordance with paragraph 4 of this article shall come into 
force on the thirtieth day after all Parties have informed the Secretary General of their 
acceptance thereof. 
 
7.  Moreover, the Committee of Ministers may after consulting the Convention Committee, 
decide that a particular amendment shall enter into force at the expiration of a period of two 
years from the date on which it has been opened to acceptance, unless a Party notifies the 
Secretary General of the Council of Europe of an objection to its entry into force. If such an 
objection is notified, the amendment shall enter into force on the first day of the month following 
the date on which the Party to this Convention which has notified the objection has deposited its 
instrument of acceptance with the Secretary General of the Council Europe. 
 
8.  If an amendment has been approved by the Committee of Ministers but has not yet entered 
into force in accordance with the provisions set out in paragraphs 6 or 7, a State, the European 
Union, or an international organisation may not express its consent to be bound by this 
Convention without at the same time accepting the amendment. 
 

Chapter VII – Final clauses 
 
Article 22 – Entry into force 
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1.  This Convention shall be open for signature by the member States of the Council of Europe 
and by the European Union. It is subject to ratification, acceptance or approval. Instruments of 
ratification, acceptance or approval shall be deposited with the Secretary General of the Council 
of Europe. 
 
2.   This Convention shall enter into force on the first day of the month following the expiration of 
a period of three months after the date on which five member States of the Council of Europe 
have expressed their consent to be bound by the Convention in accordance with the provisions 
of the preceding paragraph. 
 
3.   In respect of any Party which subsequently expresses its consent to be bound by it, the 
Convention shall enter into force on the first day of the month following the expiration of a period 
of three months after the date of deposit of the instrument of ratification, acceptance or 
approval. 
 
Article 23 –  Accession by non-member States and international organisations 
 
1.  After the entry into force of this Convention, the Committee of Ministers of the Council of 
Europe may, after consulting the Parties to this Convention and obtaining their unanimous 
agreement and in light of the opinion prepared by the Convention Committee in accordance with 
Article 19.e,  invite any State not a member of the Council of Europe or an international 
organisation to accede to this Convention by a decision taken by the majority provided for in 
Article 20.d of the Statute of the Council of Europe and by the unanimous vote of the 
representatives of the Contracting States entitled to sit on the Committee of Ministers. 
 
2.  In respect of any State or international organisation acceding to this Convention according to 
paragraph 1 above, the Convention shall enter into force on the first day of the month following 
the expiration of a period of three months after the date of deposit of the instrument of 
accession with the Secretary General of the Council of Europe. 
 
Article 24 – Territorial clause 
 
1. Any State, the European Union or other international organisation may at the time of 
signature or when depositing its instrument of ratification, acceptance, approval or accession, 
specify the territory or territories to which this Convention shall apply. 
 
2.   Any State, the European Union or other international organisation may at any later date, by 
a declaration addressed to the Secretary General of the Council of Europe, extend the 
application of this Convention to any other territory specified in the declaration. In respect of 
such territory the Convention shall enter into force on the first day of the month following the 
expiration of a period of three months after the date of receipt of such declaration by the 
Secretary General. 
 
3.   Any declaration made under the two preceding paragraphs may, in respect of any territory 
specified in such declaration, be withdrawn by a notification addressed to the Secretary 
General. The withdrawal shall become effective on the first day of the month following the 
expiration of a period of six months after the date of receipt of such notification by the Secretary 
General. 
 
Article 25 – Reservations 
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No reservation may be made in respect of the provisions of this Convention. 
 
Article 26 – Denunciation 
 
1.  Any Party may at any time denounce this Convention by means of a notification addressed 
to the Secretary General of the Council of Europe. 
 
2.  Such denunciation shall become effective on the first day of the month following the 
expiration of a period of six months after the date of receipt of the notification by the Secretary 
General. 
 
Article 27 – Notifications 
 
The Secretary General of the Council of Europe shall notify the member States of the Council 
and any Party to this Convention of: 
 

a. any signature; 

 
b. the deposit of any instrument of ratification, acceptance, approval or accession; 

 
c. any date of entry into force of this Convention in accordance with Articles 22, 23 and 24; 

 
d. any other act, notification or communication relating to this Convention. 

 
 

Article … of the Protocol: signature and entry into force 

 

1. This protocol shall be open for signature by the Parties to the Convention. It shall be subject 

to ratification, acceptance or approval. Instruments of ratification, acceptance or approval shall 

be deposited with the Secretary General of the Council of Europe. 

 

2. This protocol shall enter into force on the first day of the month following the expiration of a 

period of [three] months after the date on which all Parties to the Convention have expressed 

their consent to be bound by the protocol in accordance with the provisions of paragraph 1 of 

this Article. 

 

3. However, this protocol shall enter into force following the expiry of a period of [two] years 

after the date on which it has been opened to signature, unless a Party to the Convention has 

notified the Secretary General of the Council of Europe of an objection to its entry into force. 

The right to make an objection shall be reserved to those states which were Parties to the 

Convention at the date of opening for signature of this protocol. 

 

4. Should such an objection be notified, the protocol shall enter into force on the first day of the 

month following the expiration of a period of [three] months after the date on which the Party to 

the Convention which has notified the objection has deposited its instrument of ratification, 

acceptance or approval with the Secretary General of the Council of Europe. 
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5. From the entry into force of this protocol, with respect to a Party having entered one or more 

declarations in pursuance of Article 2 of the un-amended Convention, such declaration(s) will 

lapse. 


