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I. OPENING OF THE MEETING 
 
1. The Consultative Committee of the Convention for the Protection of Individuals with 
regard to Automatic Processing of Personal Data (T-PD), established under Article 18 of the 
Convention for the Protection of Individuals with regard to Automatic Processing of Personal 
Data [ETS No. 108], held its 24th meeting at the Council of Europe, in Strasbourg, on 14 and 
15 March 2008, with Mr Joao Pedro CABRAL (Portugal) in the chair. 
 
2. The list of participants is set out in Appendix I to this report. 
 
 
II.  ADOPTION OF THE AGENDA  
 
3. The agenda, as adopted by the T-PD, is set out in Appendix II to this report, together 
with an indication of the documents concerning each of the items discussed. 
 
 
III.  STATEMENT BY THE SECRETARIAT  
 
4. The T-PD took note of the information supplied by the Secretariat concerning the latest 
developments in the Organisation in general, and in the data protection field in particular, since 
its last meeting (15-16 March 2007). 
 
5. In connection with the most important developments in the Organisation, the Secretariat 
provided the following information: 
 
As regards the main developments within the Council  of Europe  
 
6. The Directorates General of Legal Affairs and Human Rights had merged to form a 
single structure, the Directorate General of Human Rights and Legal Affairs (DG-HL), headed 
by Mr Philippe Boillat.  Besides the Venice Commission, the new Directorate General is 
comprised of three Directorates:  
 

o Directorate of Standard-Setting   
o Directorate of Co-operation   
o Directorate of Monitoring  

 
7. The Directorate of Standard-Setting is made up of two departments, namely the Law 
Reform Department, which covered data protection activities, and the Human Rights 
Development Department.   
 
8. This new structure aimed at fostering synergies between activities that used to be 
scattered around the two former Directorates.  An example of such synergies were the activites 
of the Media and Information Society Division and the activities related to personal data 
protection and cybercrime. 
 
9. The Council of Europe Convention on the Prevention of Terrorism (CETS No 196) had 
come into force on 1 June 2007, having achieved the requisite 6 ratifications.  It has been 
ratified by 12 states and signed by 30 to date.  
 
10. The Additional Protocol to the Convention on Human Rights and Biomedecine, 
concerning Biomedical Research (CETS No 195) entered into force on 1 September 2007. So 
far it has been ratified by 5 states and signed by a further 16. 
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11. The Council of Europe Convention on Action against Trafficking in Human Beings 
(CETS No 197) entered into force on 1 February 2008, with 17 ratifications and 21 signatures 
to-date. 
 
12. The 28th Conference of European Justice Ministers was held in Lanzarote (Spain) on 25 
and 26 October 2007 on “Emerging issues of access to justice for vulnerable groups, in 
particular:  migrants and asylum seekers and children including children as perpetrators of 
crime”.  On this occasion, a new Council of Europe Convention for the protection of children 
against sexual exploitation and abuse (CETS No 201) had been opened for signature. So far it 
has been signed by 27 states and it will enter into force when has been ratified by at least 5 
states. 
 
As regards new developments in the field of persona l data protection   

 
13. Andorra signed Convention 108 on 31 May 2007 and ratified it on 6 May 2008 (entry into 
force on 1 September 2008) and Moldova ratified it on 28 February 2008 (entry into force on 1 
June 2008). As a result, the number of ratifications to this Convention is now 40 and the 
number of signatures non followed by ratifications, of 3. 
  
14. The Additional Protocol to Convention 108 on supervisory authorities and 
transborder data flows (ETS No. 181) had registered 3 new ratifications and 3 new signatures:  
 

• France had ratified the Protocol on 22 May 2007 (entry into force on 1 September 
2007) ; 

• Andorra had signed the Protocol on 31 May 2007 and ratified it on 6 May 2008 (entry 
into force on 1 September 2008); 

• Switerland had signed the Protocol on 17 October 2007 and had ratified it on 20 
December 2007 (entry into force on 1 April 2008) ; 

• « The Former Yugoslav Republic of Macedonia » had signed the Protocol on 4 
January 2008. 

• Austria ha ratified the Protocol on 4 April 2008 (entry into force on 1st August 2008) 
 
15. The Additional Protocol to Convention 108 had thus now 20 ratifications and 13 
signatures not followed by ratification.  
 
16. The complete list of ratifications and signatures to both instruments are reproduced 
in Appendices III and IV. 

 
17. Following the acceptance by Serbia on 15 May 2007 of the Amendments to 
Convention 108 allowing the European Communities to accede, 28 States out of the 39 State 
parties to the Convention had accepted these Amendments. They would enter into force when 
all state parties to the Convention have informed the Secretary General of their decision to 
approve them.  

 
18. Lastly, as regards the joint project between the Council of Europe and the OSCE on 
data protection within the framework of the civil registry in Albania, that was launched nearly a 
year ago, good progress had been registered in the area of legislative reform : a new draft law 
on personal data protection, drafted with the collaboration of CoE experts, had just been 
adopted. This law, which satisfied the standards of Convention 108, foresaw the establishment 
of a single data protection commissioner, elected by Parliament. As soon as he/she was 
elected, the Council of Europe would undertake to train him/her and his/her staff, as well as to 
continue awareness activities for data subjects and data controllers in the country.  
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IV. ELECTION OF THE T-PD CHAIR AND TWO VICE-CHAIRS AND OF FOUR BUREAU 

MEMBERS 
 
19. In accordance with Article 10 of its internal rules of procedure, the T-PD elected 
Mr Joao Pedro CABRAL (Portugal) for a second and last consecutive term of office starting on 
14 March 2008. It also elected Ms Eva SOUHRADA-KIRCHMAYER (Austria) as first Vice-Chair 
and Mr Jean-Philippe WALTER (Switzerland) for a second and last consecutive term of office 
starting on 14 March 2008. The Cahir recalled that, according to Article 10 bis 2. of the internal 
rules of procedure, the Chair and the two Vice-Chairs were automatically members of the 
Bureau. 
 
20. As regards other members of the Bureau, the Secretariat had launched a call for 
candidates prior to the meeting. Six candidates had been received: Ms Hana ŠTEPÁNKOVÁ 
(Czech Republic), Ms Pascale COMPAGNIE (France), Ms Eva SILBERMANN (Germany), Ms 
Kinga SZURDAY (Hungary), Ms Stefania CONGIA (Italy) and Ms Veronika ŽUFFOVÁ–
KUNČOVÁ (Slovakia). From this list of candidates and in accordance with Article 10 bis 2. of its 
internal rules of procedure, the T-PD elected Ms Hana ŠTEPÁNKOVÁ (Czech Republic), Ms 
Pascale COMPAGNIE (France), Ms Eva SILBERMANN (Germany), and Ms Stefania CONGIA 
(Italy) as members of the Bureau for a two-year renewable term of office.  
 
 
V. EXCHANGE OF VIEWS WITH KAREL NEUWIRT, DATA PROTE CTION 

COMMISSIONNER OF THE COUNCIL OF EUROPE  
 
21. The T-PD held an exchange of views with Mr Karel NEUWIRT, Council of Europe Data 
Protection Commissioner, which it had elected at its previous meeting in 2007. 
 
22. The Commissioner first expressed his gratitude to the T-PD for having elected him. He 
then stated its view that the 1989 Secretary General’s “Regulation instituting a system of data 
protection for personal data files at the Council of Europe” had become outdated and did not 
offer the same level of protection as in similar international organisations like INTERPOL or 
EUROJUST. In particular, the Appendix to this Regulation, which set up the function of Data 
Protection Commissioner, foresaw the Commissioner as an externally-based expert. This did 
not enable him/her to fulfill, on a daily basis, the mission of supervising the processing of 
personal data within the Council of Europe and as a result, Article 5 of the Regulation, 
concerning the establishment of a registry of all personal data processed within the 
Organisation, had actually never been implemented.  Reinforcing the role of the Commissioner 
would also enable him/her to raise awareness of staff towards good practices. 
 
23. The Commissioner indicated that he had informed the Director of Standard Setting, Mr 
Jan KLEIJSSEN, of his intention to propose changes to this Regulation and that the Director 
had encouraged him. The T-PD informed the Commissioner of its support in this process and 
indicated its readiness to provide advice, if necessary. 
 
 
VI. T-PD’S WORKING METHODS 
 
24. The T-PD discussed and approved modifications of its internal rules of procedure in 
order to improve its working methods in the context of the steady decrease in the number and 
length of the T-PD and Bureau meetings. The current version of the internal rules of procedure 
is contained in document T-PD (2008) 03Rev and posted on the data protection website. The 
T-PD: 
 

• agreed to reduce the time-limit for sending convocations to meetings, set out in Article 
7.2, in view of the development of information technologies; 
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• agreed to replace the procedure of delegation of decision to the Bureau in cases of 
urgency, foreseen in Article 15, by a written decision procedure. It namely considered 
that such a procedure was a better guarantee of the involvement of the whole of the T-
PD in decision-making and that, even in urgent cases, it was possible to vote by using 
electronic means. It pointed out that, in using the written procedure, a sufficient time 
limit should be allowed, that should not be shorter than four weeks in normal cases and 
two weeks in urgent cases. All members should acknowledge receipt by return e-mail of 
the draft decision and they should strictly comply with the time-limit for voting indicated 
by the Secretariat. To reflect this, the T-PD decided to modify Article 15.3, add two new 
paragraphs under the numbers 15.4 and 15.5 and add a definition of “written procedure” 
in Article 1; 

• the T-PD then turned to Article 10.ter on procedure and the issue of the number of 
readings of a draft text by the T-PD. The Secretariat proposal was to delete the mention 
of the number of readings to allow for more flexibility and a speedier decision process. 
Some members supported this intention. Other members however feared that this 
deletion could have the opposite effect and could enable a few member states to delay 
or block the decision process by continually asking for further readings. The T-PD 
considered that this point should be examined further and gave instruction to the 
Bureau to further work on it and propose a draft text for adoption by written procedure. 

 
 
VII. FUNDAMENTAL RIGHT TO DATA PROTECTION  
 
25. The Chair introduced this topic by recalling past work of the T-PD and the Bureau on 
this issue, as well as the fact that no consensus had so far emerged on this topic. He then 
asked representatives to indicate whether they were in favour of continuing work on this issue 
or not. 
 
26. Representatives of Denmark, France, Ireland, Slovakia and the United Kingdom 
indicated that they were not in favour of continuing work on this issue. In their view, a 
fundamental right to data protection would have little added value as the analysis of relevant 
case-law of the European Court of Human Rights by the Bureau had demonstrated that data 
protection cases were already covered by Article 8 of the European Convention on Human 
Rights.  
 
27. The representative of France added that the text of Convention 108 had shown its 
versatility and adaptability over the years. In her view, if there was a gap, it was rather to be 
found in the implementation of the Additional Protocol to the Convention and that was the issue 
the T-PD ought to focus on. 
 
28. Representatives of Austria, Cyprus, Finland, Greece, Portugal, Slovenia and Spain were 
cautiously in favour of the idea of a such a fundamental right.  
 
29. A majority of representatives however, namely those of Belgium, Czech Republic, 
Estonia, Germany,  Liechtenstein, Latvia, Lithuania, Luxemburg, the Netherlands, Romania 
and Switzerland had either a reserved position or no official position to report. 
 
30. The representative of the Netherlands asked whether the European Commission had a 
position on this initiative. The representative of the European Commission replied that there 
was no position yet, but should this initiative register positive developments, a community 
coordination or even an official EU position would be necessary.   
 
31. Considering the lack of consensus, the representative of Switzerland proposed to come 
back to this issue during the next plenary meeting of the T-PD in March 2009. By then,  a 
complete ratification of the Lisbon Treaty by EU member states and a possible ratification by 
the European Communities of the European Convention on Human Rights may bring about 
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evolutions on this matter.  The T-PD agreed to this proposal and decided to re-examine the 
situation in March 2009.  
 
 
VIII.  PROFILING 
 
32. The team of scientific experts, headed by Yves Poullet and Jean-Marc Dinant, gave a 
presentation of their study on the application of Convention 108 to profiling (see Appendix V). 
The complete text of the study is contained in document T-PD (2008) 1. This presentation was 
followed by a discussion, which focused mainly on the conclusion of the study and the proposal 
for a new specific recommendation on profiling.  
 
33. The T-PD was in favour of the preparation of a draft recommendation on profiling. The 
Secretariat clarified that, since the T-PD was a committee composed of representatives of the 
parties to Convention 108, its recommendations could only be addressed to state parties. In 
order for a recommendation approved by the T-PD to be converted into a recommendation of 
the Committee of Ministers, it would have to be brought to the attention of the competent 
steering committee – currently the European Committee on Legal Co-operation (CDCJ), whose 
terms of reference covered the issue of personal data protection – which would recommend to 
the Committee of Ministers to broaden the scope of the T-PD’s recommendation to all member 
states. This procedure was made necessary by the disappearance of the CJ-PD, the 
intergovernmental committee on data protection that used to prepare, under the aegis of the 
CDCJ, draft recommendations to member states. 
 
34. The representative of the European Commission pointed out that community 
coordination would be necessary if the Council of Europe was to prepare a recommendation on 
the issue of profiling. 
 
35. The T-PD briefly considered the scope of the draft recommendation to be prepared. The 
representative of Austria called for a broad scope, that would include criminal profiling.  
 
36. Turning to the three phases of profiling as described in the experts’ study, all members 
agreed that the draft recommendation should undoubtedly apply to the third phase of the 
profiling process, consisting in the application of the profile to identified or identifiable persons. 
Some members however expressed doubts as to whether it could also apply to the first two 
phases of the process – respectively the “data warehousing” and “data mining” stages. In their 
opinion, and as expressed in the study, Convention 108 was not applicable, especially to the 
data mining stage where data were fully anonymous. In contrast, Recommendation R (97) 18 
with regard to statistics was applicable to these first two stages. 
 
37. Other members, as well as the scientific experts, pleaded in favour of a consideration of 
all three phases in the draft recommendation. The experts pointed out that the shift from data 
mining (second phase) to individual profiling (third phase) was invisible and that it was therefore 
difficult to apply measures only to the third phase. Another argument was drawn from the 
above-mentioned recommendation on statistics, which did consider anonymous data in view of 
the risks it entailed to the privacy of individuals. This recommendation expressly stated in its 
principle 4.1 that statistics should not be used to take decisions or measures about individuals 
and did not therefore offer protection in the case of profiling. If the Council of Europe had 
deemed it useful to adopt a recommendation on statistics, it should even more do so in the 
case of profiling, which entailed greater risks for individuals’ privacy and where the gap of 
applicable rules was great. 
 
38. The T-PD therefore agreed to consider, at least in the preparatory stage of work, the 
profiling process as a whole. 
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39. Concerning the expert study, the T-PD decided to make it available on the Council of 
Europe’s data protection website1. The possibility of organising a public consultation on this 
study was briefly considered, but a majority of members deemed it more useful, if such a 
consultation was to be organised, to focus on a T-PD’s text instead. The function of the expert’s 
study, which expressed the point of view of its authors and not necessarily of the Council of 
Europe, was to serve as a basis for the T-PD’s future work on this issue. 
 
 
IX. STATUS AND POWERS OF DATA PROTECTION SUPERVISOR Y AUTHORITIES 
 
40. The Bureau presented to the T-PD its work undertaken during the past year on the 
status and powers of data protection supervisory authorities and asked it for authorisation to 
pursue this work in 2008, as well as to give indications and opinions on the way ahead.  
 
41. The representative of Switzerland considered that the work of the T-PD and the Bureau 
on this issue should consist in an interpretative document on the Additional Protocol. The 
document containing a list of criteria (document T-PD-BUR (2007) 7 rev) was still in a 
preliminary stage. Future work of the Bureau ought to focus on the way the Additional Protocol 
is implemented in state parties, in order to find elements to complement the interpretation of the 
Additional Protocol. 
 
42. The representative of Denmark agreed that exploratory and explanatory work of the T-
PD on the Additional Protocol would be useful, as long as the product of this work did not take 
the form of a list of compulsory conditions to be fulfilled by the supervisory authorities. 
 
43. Several members mentioned the issue of independence and gave as an illustration the 
difficulties of interpretation in the case of some German Länder, in which the independence of 
some regional supervisory authorities was being questioned by the European Commission and 
the European Court of Justice. 
 
44. In conclusion, the T-PD agreed to give the Bureau the instruction to pursue work in this 
field and to report back to it at its next plenary meeting.  
 
 
X. CURRENT ISSUES 
 
10.1 Data protection issues in the field of co-oper ation on police and judicial matters 
 
45. The T-PD held a short exchange of information on current developments relating to co-
operation on police and judicial matters in the European Union.  
 
 
10.2 Proposal of a data protection standard from th e World Anti-Doping Agency 
 
46. The Secretariat informed the T-PD that, further to previous contacts between the 
Council of Europe – through the Monitoring Group of the Anti-Doping Convention (T-DO) and 
the T-PD - and the World Anti-Doping Agency, the latter had agreed with the principle of the 
introduction in the World Anti-Doping Code of an article regulating the protection of personal 
data of athletes. In the name of the T-PD, the Secretariat had indicated the Committee’s 
readiness to continue to assist and provide its expertise in the drafting of this article. The T-DO 
and WADA had gladly accepted this offer of collaboration and a meeting would be organised in 
the coming weeks on the draft standard, with the participation of a few experts from both 
Committees as well as from WADA. 

                                                
1 www.coe.int/dataprotection 
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47. Concerning the T-PD’s past advice to the T-DO and WADA on the ADAMS data base, 
the Secretariat reported that there had been no new development nor request for follow-up. 
 
48. The T-PD welcomed the important step constituted by the agreement about the 
introduction of a standard on data protection in the World Anti-Doping Code, considering 
especially that the Code had a global reach. It expressed its hope that the text to be prepared 
would offer a good level of protection.   
 
 
10.3 Accession to Convention 108 of non-European St ates 
 
49. The T-PD held an exchange of views on new developments and possible initiatives 
regarding the accession to Convention 108 by non-European States.  
 
50. The Chair, in his capacity of representative of Portugal, informed members that, on the 
occasion of a conference in Lisbon of the data protection community of the Spanish and 
Portuguese speaking countries, Uruguay had expressed an interest in acceding to the 
Convention. He also recalled that Cape Verde had recently adopted legislation in this field.  
 
51. The representative of Switzerland informed the T-PD that, on the occasion of the 29th 
International Conference of Privacy and Data Protection Commissioners that took place in 
Montreal last year, supervisory authorities of the french-speaking countries had created an 
association. It was chaired by the Quebec commissioner, the vice-chairs being the 
Commisioner of Burkina-Faso and himself, and the secretary being the Head of the French 
Commission Nationale de l’Informatique et des Libertés. The aim of this association was to 
promote personal data protection in the so-called “Francophonie” (french-speaking countries) 
and to help states that wished to adopt new legislation in this field. The Bureau of the 
association was considering the possible accession of several states to Convention 108. 
 
52. In addition, the association itself would be interested in obtaining observer status with 
the T-PD and had asked him to sound the T-PD on its views about this. The T-PD indicated 
that it would welcome this request. 
 
53. Lastly, the representative of Switzerland recalled the final declaration of the Montreux 
Conference of Privacy Commissioners2 in 2005, which had called the Council of Europe to 
“invite, in accordance with article 23 of the Convention for the protection of individuals with 
regard to automatic processing of personal data, non-member states of the Council of Europe 
which already have data protection legislation to accede to this Convention and its additional 
Protocol”. He considered that now would be a good time for the Council of Europe to issue 
such an invitation, as these accessions could be a step towards a much called-for universal 
right to data protection which is becoming all the more important in today’s world of borderless 
telecommunication networks. They would also contribute to reinforce the Council of Europe’s 
visibility in this area. 
 
54. The T-PD agreed and therefore recommended that non-member states, with data 
protection legislation in accordance with Convention 108, should be allowed to accede to the 
Convention. It invited the Committee of Ministers to take note of this recommendation and to 
consider any subsequent accession request accordingly. 
 

                                                
2 http://www.privacyconference2005.org/fileadmin/PDF/montreux_declaration_e.pdf 
 



T-PD (2008) RAP 24  10 

 
XI. PRESENTATION BY THE MEDIA AND INFORMATION SOCIE TY DIVISION OF THEIR 

ACTIVITIES 
 
55. The T-PD heard a presentation of the Media and Information Society Division within the 
Directorate General of Human Rights and Legal Affairs of their activities (see Appendix VI), 
some of which had a relation with data protection issues. It welcomed this information and 
expressed the wish for more exchanges of information and collaboration in the future.  
 
 
XII. INFORMATION ON THE 2008 DATA PROTECTION DAY AN D ON MAJOR 

DEVELOPMENTS IN THE DATA PROTECTION FIELD SINCE THE  23RD MEETING OF 
THE T-PD (15-16 MARCH 2007) 

 
56. Due to the lack of time, the T-PD could not proceed to the traditional “tour de table” on 
new developments since the last meeting and initiatives carried out on the occasion of the 2008 
data protection day. Therefore, the Secretariat had asked members to submit information in 
writing. This information is contained in Appendice VII. And VIII. 
 
 
XIII.  DATE OF THE NEXT MEETINGS  
 
57. The T-PD agreed, subject to the availability of the necessary appropriations within the 
budget for 2009, to hold its next plenary meeting on 11-12 March 2009.  
 
58. The Secretariat reminded the T-PD of the dates and venues of future Bureau meetings: 
10-11 June and 13-14 October in Strasbourg and 17-18 December in Paris.  
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APPENDIX I - LIST OF PARTICIPANTS  
 

MEMBERS OF THE T-PD/MEMBRES DU T-PD 
 
ALBANIE/ALBANIA 
Mme Zhaneta Dhima, Expert, INSTAT, Tirana  
 
AUSTRIA/AUTRICHE  
Mrs Eva Souhrada-Kirchmayer, [First Vice-Chair of the T-PD], Head of the data protection 
division, Federal Chancellery, Vienna 
 
BELGIUM/BELGIQUE  
M. François Danieli, Attaché, Ministère de la Justice, Service Public Fédéral Justice, DG 
"Législation et Droits fondamentaux", Service des Droits de l'Homme, Cellule "vie privée & 
protection des données" 
 
CROATIA/CROATIE 
Mr.Igor Vulje, Croatian Personal Data protection Agency, Zagreb 
 
CYPRUS/CHYPRE 
Mrs Nonie Avraam, Office of the Commissioner for personal data protection, Nicosia 
 
CZECH REPUBLIC/RÉPUBLIQUE TCHÈQUE 
Ms Hana Štĕpánková, Communication Department, the Office for Personal Data Protection, 
Prague 
 
DENMARK/DANEMARK 
Inge Birgitte Moeberg, Fuldmægtig/Head of Section, København 
 
ESTONIA/ESTONIE 
Mr Urmas KUKK, Director General, Data protection Inspectorate, Tallinn 
 
FINLAND/FINLANDE 
Ms Leena Vettenranta, Counsellor of Legislation, Ministry of Justice 
 
FRANCE 
Mme Pascale Compagnie, Magistrat, Commissaire du Gouvernement auprès de la CNIL 
(Commission nationale de l’informatique et des libertés), Services du Premier Ministre, Paris 
 
GEORGIA/GEORGIE 
Mrs Ana Doborjginidze, 1st Secretary, Ministry of Foreign Affairs, Tbilissi 
 
GERMANY 
Eva Inés Silbermann, legal Councel/Judge, Ministry of the Interior, Data Protection Law, Berlin 
 
GRECE/GREECE 
Mr Evangelos Papakonstantinou, Lawyer, Ministry of Justice 
 
HUNGARY/HONGRIE  
Excusé/excused 
 
IRELAND/IRLANDE 
Ms Noreen Walsh, Civil Law Reform Division, Department of Justice, Equality and Law Reform, 
Dublin 
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ITALY/ITALIE 
Mme Stefania Congia, Garante per la Protezione dei Dati Personali, Rome 
 
LATVIA/LETTONIE 
Evita Dzanuskane, Head of Development Division, Data State Inspectorate of Latvia, Riga 
 
LIECHSTENSTEIN 
M. Philipp Mittelberger, Datenschutzbeauftragter, Stabsstelle für Datenschutz (Data Protection 
Office), Vaduz 
 
LITHUANIA/LITUANIE 
Mrs Rita Vaitkevičien÷, Deputy Director, State Data Protection Inspectorate, Vilnius 
 
LUXEMBOURG 
M. Gérard Lommel, Président de la Commission Nationale pour la protection des données, 
Luxembourg 
 
MALTA/MALTE 
Excusé/excused 
 
MOLDOVA 
Mme Valentina Popovici, Deputy Head of Division for Development of Informational Society of 
the Ministry of Information Development of the Republic of Moldova, Chisinau 
 
NETHERLANDS/PAYS-BAS 
Ms Anne-Marije Fontein-Bijnsdorp, Senior International Officer, College Bescherming 
Persoonsgegevens (Data Protection Authority), the hague 
 
NORWAY/NORVEGE 
Per Eirik Vigmostad Olsen, Adviser, Legislation department, the Norwegian Ministry of Justice, 
Oslo 
 
PORTUGAL 
Mr Joao Pedro Cabral, [Chair of the T-PD], Legal Adviser, Ministry of Justice, Lisboa 
 
ROMANIA/ROUMANIE 
Mr George Grigore, Department of European Integration, and International Affairs - Romanian 
DPA, Bucharest 
 
SERBIA/SERBIE 
Mrs Danica Stojanovic, Councillor, Department for International Cooperation and European 
Integration, Ministry of Justice, Belgrade 
 
SLOVAKIA/SLOVAQUIE 
Ms. Veronika Žuffová–Kunčová, LL.M, Head of Foreign Relations Department, Personal Data 
Protection Office of the SR, Bratislava 
 
SLOVENIA/SLOVENIE 
Mr Marijan Conc, State Supervisor for personal data , Information Commissioner Office, 
Ljubljana 
 
SPAIN/ESPAGNE 
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Mr. José Leandro Núñez García, Legal Advisor, International Section of the Spanish Data 
Protection Agency, Agencia Española de Protección de Datos, Madrid 
 
SWITZERLAND/SUISSE  
M. Jean-Philippe Walter, [Second Vice-Chair of the T-PD], Office du Préposé fédéral à la 
protection des données et à la transparence (PFPDT), Chancellerie fédérale, Berne 
 
“THE FORMER YUGOSLAV REPUBLIC OF MACEDONIA” / « L’E X-RÉPUBLIQUE 
YOUGOSLAVE DE MACÉDOINE »:  
Ms Marijana Marusic, Director, Directorate for Personal Data Protection, Skopje  
 
UNITED KINGDOM/ROYAUME-UNI 
Mr Kevin Fraser, Head of EU Data Protection Policy, Ministry of Justice, London 
 
 

COUNCIL OF EUROPE MEMBER STATES/ 
ETATS MEMBRES DU CONSEIL DE L'EUROPE 

 
MONACO 
Mme Isabelle Rouanet-Passeron, Secrétaire générale, Commission de Contrôle des 
Informations, Autorité de contrôle de Monaco 
 
TURKEY/TURQUIE 
Bilal Çalışkan, Deputy General Director, Ministry of Justice, Ankara 
 
 
COMMISSAIRE A LA PROTECTION DES DONNEES DU CONSEIL DE L’EUROPE 

COUNCIL OF EUROPE DATA PROTECTION COMMISSIONER 
 
M. Karel Neuwirt, Czech Republic 
 
 

EXPERTS SCIENTIFIQUES/SCIENTIFIC EXPERTS 
 
Professeur Yves Poullet, Directeur du CRID (Centre de Recherches Informatique et Droit), 
Faculté de Droit, Namur, Belgique 
 
Jean-Marc Dinant, Informaticien expert auprès de la Commission Belge de la protection de la 
vie privée, Maître de conférence à l'Université de Namur, Namur, Belgique 
 
 

COMMISSION OF THE EUROPEAN COMMUNITIES/ 
COMMISSION DES COMMUNAUTÉS EUROPÉENNES 

 
M. Alain Brun, Chef de l'Unité de protection des données à la Commission Européenne, 
Commission européenne, Direction générale Justice, Liberté, Sécurité, Bruxelles 
 
 

OBSERVERS/OBSERVATEURS 
 
INTERNATIONAL CHAMBER OF COMMERCE (ICC) / CHAMBRE D E COMMERCE 
INTERNATIONALE (CCI) 
Excusé/excused 
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SECRETARIAT 

 
DIRECTORATE GENERAL OF HUMAN RIGHTS AND LEGAL AFFAIRS / 

DIRECTION GENERALE DES DROITS DE L ’HOMME ET DES AFFAIRES JURIDIQUES  
 

Directorate of Standard-Setting / Direction des act ivités normatives 
 
Mr Jan Kleijssen, Director/Directeur  
 

Law reform / réformes législatives 
 
• Public and Private Law Unit/Unité du droit public e t privé  
 
Mrs Regina Jendottìr, Head of Public and Private Law Unit/Chef de l’Unité du droit public et privé 
 
 Data Protection/protection des données 
 
Mme Sophie Meudal-Leenders, Secretary of the T-PD-BUREAU/Secrétaire du T-PD-BUREAU  
 
Mme Pelin Ataman, Project Manager Project on Data protection within the framework of the 
civil registry system of Albania  
 
Mme Frédérique Bonifaix, Secretariat, Data Protection  
 
• Human Rights Development Department / Service du dé velopement des droits de 
 l’Homme  
 Media and Information Society Division / Division des médias et de la société de 
 l’information 
 
Mr Malinowski Jan, Head of Division  
 
Mr Lee Hibbard, Administrator  
 
 

INTERPRETERS/INTERPRETES 
 
Mme Marie-Christine Farcot 
M. Nicolas Guittonneau  
Mme Julia Tanner 
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APPENDIX II - AGENDA 
 
1. OPENING OF THE MEETING 
 
2. ADOPTION OF THE AGENDA 
 
3. STATEMENT BY THE SECRETARIAT  
 

• T-PD(2006)RAP 23 Report of the 23rd meeting of the T-PD (Consultative 
Committee of the Convention for the Protection of Individuals 
with regard to Automatic Processing of Personal Data [ETS 
No. 108]) (15-16 March 2007) 

• T-PD-BUR(2007)RAP 12 Report of the 12th meeting of the T-PD-BUR (Bureau of the 
Consultative Committee of the Convention for the 
Protection of Individuals with regard to Automatic 
Processing of Personal Data [ETS No. 108]) – (5-7 
September 2007) 

• T-PD-BUR(2007)RAP 13 Report of the 13th meeting of the T-PD-BUR (5-7 December 
2007) 

 
4. ELECTION OF THE CHAIR, TWO T-PD VICE-CHAIRS AND FIVE BUREAU MEMBERS  
 
5. EXCHANGE OF VIEWS WITH KAREL NEUWIRT, DATA PROTECTION COMMISSIONNER OF THE 

COUNCIL OF EUROPE 
 
6. T-PD’S WORKING METHODS 
 

Required action: the T-PD will be called upon to discuss its working methods and to 
examine a proposal for a modification of its internal rules with a view to the introduction of 
a written procedure for the adoption of documents. 

 

• T-PD(2008) 03 Proposal for a modification of the T-PD’s internal rules 
 
7. FUNDAMENTAL RIGHT TO DATA PROTECTION  
 

Required action: the T-PD will be informed of developments regarding this issue and will 
have an exchange of views on the appropriate follow-up. 

 

• T-PD-BUR(2007)RAP 13 Appendix III of the report of the 13th meeting of the T-PD-BUR 
(5-7 December 2007) 

• T-PD(2008)Inf 01 Data protection as fundamental right by Professor Stefano 
Rodota 

 
8. PROFILING 
 

Required action: the T-PD will hear a presentation by Professor Yves Poullet and Jean-
Marc Dinant of their study on the application of Convention 108 to the process of profiling 
and will decide an appropriate follow-up. 

 

• T-PD(2008) 01 Final version of the study on the application of Convention 
108 to the profiling mechanisms  

• T-PD-BUR(2007) 05 Elements on profiling : Contributions of the Bureau 
members 
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9. STATUS AND POWERS OF DATA PROTECTION SUPERVISORY AUT HORITIES 
 

Required action: the T-PD will be informed on the work carried out on this topic by the Bureau 
in 2007 and will be invited to confirm the courses of action followed. 
 

• T-PD-BUR(2007)07Rev 
Restricted 

Draft list of criteria falling under the definition of data 
protection supervisory authorities 

• T-PD-BUR13(2007)Inf 01 
Restricted 

Document “Self Evaluation Tool for New Member States” 
from the Office of the Data Protection Ombudsman / Finland  

T-PD-BUR12(2007)Inf 02 
Restricted 

Summary of the results of the questionnaire referring to the 
year 2006 - Questionnaire for the Spring Conference of 
European Data Protection Authorities, Larnaka, 10-11 May 2007 

• T-PD-BUR12(2007)Inf 03 
Restricted 

Questionnaire On Requests for Information put to a controller, 
Complaints, Audits and Sanctions, and on their 
Implementation By the Task force on Enforcement of the 
Working Party 29 

• T-PD(2008)Inf 02 bil The main characteristics of data protection supervisory 
Authorities and procedure for their establishment by Giovanni 
Buttarelli (Madrid Conference 2002) 

 
10. CURRENT ISSUES 
 

Required action: the T-PD will have an exchange of views on current issues in order to 
make a decision if needed concerning an appropriate follow-up  

 
 10.1 Data protection issues in the field of co-ope ration on police and judicial matters 
 
 10.2 Proposal of a data protection standard from t he World Anti-Doping Agency 
 

• T-PD(2008)Inf 03 
 English only 

 

Proposal of a data protection standard from the World Anti-
Doping Agency 

 10.3 Accession to Convention 108 of non-European S tates 
 
11. PRESENTATION BY THE MEDIA AND INFORMATION SOCIETY DIVISION OF THEIR ACTIVITIES 
 
12. INFORMATION ON THE 2008 DATA PROTECTION DAY AND ON MAJOR DEVELOPMENTS IN THE 

DATA PROTECTION FIELD SINCE THE 23RD MEETING OF THE T-PD (15-16 MARCH 2007) 
 

Required action: due to time constraints, it will no’t be possible to have an exchange of 
views on those issues. Delegations are encouraged to submit their contributions in writing 
to the Secretariat by 7 March 2008. 

 

• T-PD (2008) Inf 04 mos Compilation of the participation forms received for the 2008 
Data Protection Day 

• T-PD (2008) 02 mos Information on recent developments at national level in the 
data protection field 

 
13. DATE OF THE 25TH  MEETING OF THE T-PD: 12-13 MARCH 2009 
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APPENDIX III - CETS No.: 108 – State of signatories  and ratifications  

 

Opening for signature Entry into force 

Place: Strasbourg 
Date : 28/1/1981 

Conditions: 5 Ratifications. 
Date : 1/10/1985 

Status as of: 16/5/2008 

Member States of the Council of Europe 

States  Signature  Ratification  Entry into force  Notes  R.  D.  A.  T.  C.  O.  

Albania   9/6/2004   14/2/2005   1/6/2005   44       X   X               

Andorra   31/5/2007   6/5/2008   1/9/2008           X   X               

Armenia                                           

Austria   28/1/1981   30/3/1988   1/7/1988   44       X   X               

Azerbaijan                                           

Belgium   7/5/1982   28/5/1993   1/9/1993   44       X   X               

Bosnia and Herzegovina   2/3/2004   31/3/2006   1/7/2006                               

Bulgaria   2/6/1998   18/9/2002   1/1/2003                               

Croatia   5/6/2003   21/6/2005   1/10/2005   44       X   X               

Cyprus   25/7/1986   21/2/2002   1/6/2002   44           X               

Czech Republic   8/9/2000   9/7/2001   1/11/2001   44           X               

Denmark   28/1/1981   23/10/1989  1/2/1990   44           X   X           

Estonia   24/1/2000   14/11/2001  1/3/2002   44       X   X               

Finland   10/4/1991   2/12/1991   1/4/1992   44           X               

France   28/1/1981   24/3/1983   1/10/1985   44       X   X               

Georgia   21/11/2001  14/12/2005  1/4/2006                               

Germany   28/1/1981   19/6/1985   1/10/1985   44       X   X   X           

Greece   17/2/1983   11/8/1995   1/12/1995   44                           

Hungary   13/5/1993   8/10/1997   1/2/1998   44       X   X               

Iceland   27/9/1982   25/3/1991   1/7/1991   44           X               

Ireland   18/12/1986  25/4/1990   1/8/1990   44       X   X               

Italy   2/2/1983   29/3/1997   1/7/1997           X   X               

Latvia   31/10/2000  30/5/2001   1/9/2001   44       X   X               

Liechtenstein   2/3/2004   11/5/2004   1/9/2004   44       X   X               

Lithuania   11/2/2000   1/6/2001   1/10/2001   44           X               

Luxembourg   28/1/1981   10/2/1988   1/6/1988   44       X   X               

Malta   15/1/2003   28/2/2003   1/6/2003                               

Moldova   4/5/1998   28/2/2008   1/6/2008           X   X               

Monaco                                           

Montenegro   6/9/2005   6/9/2005   6/6/2006   56                           

Netherlands   21/1/1988   24/8/1993   1/12/1993   44       X   X   X           

Norway   13/3/1981   20/2/1984   1/10/1985   44       X   X   X           

Poland   21/4/1999   23/5/2002   1/9/2002   44                           

Portugal   14/5/1981   2/9/1993   1/1/1994   44           X               

Romania   18/3/1997   27/2/2002   1/6/2002           X   X               

Russia   7/11/2001                                       

San Marino                                           

Serbia   6/9/2005   6/9/2005   1/1/2006   44       X   X               
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Slovenia   23/11/1993  27/5/1994   1/9/1994               X               

Spain   28/1/1982   31/1/1984   1/10/1985           X   X               

Sweden   28/1/1981   29/9/1982   1/10/1985   44           X               

Switzerland   2/10/1997   2/10/1997   1/2/1998   44       X   X               

the former Yugoslav Republic 
of Macedonia   

24/3/2006   24/3/2006   1/7/2006           X   X               

Turkey   28/1/1981                                       

Ukraine   29/8/2005                                       

United Kingdom   14/5/1981   26/8/1987   1/12/1987   44       X   X   X           

Non-member States of the Council of Europe 

States  Signature  Ratification  Entry into force  Notes  R.  D.  A.  T.  C.  O.  

 

Total number of signatures not followed by ratifications:  3  

Total number of ratifications/accessions:  40  

Notes:(44) Party having accepted the amendments of 15th June 1999 allowing the European Communities to accede to this 
Convention. 

(56) Dates of signature and ratification by the state union of Serbia and Montenegro. 

a: Accession - s: Signature without reservation as to ratification - su: Succession - r: Signature "ad referendum". 

R.: Reservations - D.: Declarations - A.: Authorities - T.: Territorial Application - C.: Communication - O.: Objection. 

 



T-PD (2008) RAP 24  
 

19 

APPENDIX IV - CETS No.: 181 – State of signatories and ratifications  

Opening for signature Entry into force 

Place: Strasbourg 

Date : 8/11/2001 

Conditions: 5 Ratifications. 

Date : 1/7/2004 

Status as of: 16/5/2008 

Member States of the Council of Europe 

States  Signature  Ratification  Entry into force  Notes  R.  D.  A.  T.  C.  O.  

Albania   9/6/2004   14/2/2005   1/6/2005                               

Andorra   31/5/2007   6/5/2008   1/9/2008               X               

Armenia                                           

Austria   8/11/2001   4/4/2008   1/8/2008                               

Azerbaijan                                           

Belgium   30/4/2002                                       

Bosnia and Herzegovina   2/3/2004   31/3/2006   1/7/2006                               

Bulgaria                                           

Croatia   5/6/2003   21/6/2005   1/10/2005                               

Cyprus   3/10/2002   17/3/2004   1/7/2004                               

Czech Republic   10/4/2002   24/9/2003   1/7/2004                               

Denmark   8/11/2001                                       

Estonia                                           

Finland   8/11/2001                                       

France   8/11/2001   22/5/2007   1/9/2007                               

Georgia                                           

Germany   8/11/2001   12/3/2003   1/7/2004           X                   

Greece   8/11/2001                                       

Hungary   30/3/2004   4/5/2005   1/9/2005                               

Iceland   8/11/2001                                       

Ireland   8/11/2001                                       

Italy   8/11/2001                                       

Latvia   22/5/2007   21/11/2007  1/3/2008                               

Liechtenstein                                           

Lithuania   8/11/2001   2/3/2004   1/7/2004                               

Luxembourg   24/2/2004   23/1/2007   1/5/2007                               

Malta                                           

Moldova                                           

Monaco                                           

Montenegro                                           

Netherlands   12/5/2003   8/9/2004   1/1/2005                   X           

Norway   8/11/2001                                       

Poland   21/11/2002  12/7/2005   1/11/2005                               

Portugal   8/11/2001   11/1/2007   1/5/2007                               

Romania   13/7/2004   15/2/2006   1/6/2006                               

Russia   13/3/2006                                       

San Marino                                           

Serbia                                           

Slovakia   8/11/2001   24/7/2002   1/7/2004                               

Slovenia                                           
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Spain                                           

Sweden   8/11/2001   8/11/2001   1/7/2004                               

Switzerland   17/10/2002  20/12/2007  1/4/2008                               

the former Yugoslav Republic 
of Macedonia   

4/1/2008                                       

Turkey   8/11/2001                                       

Ukraine   29/8/2005                                       

United Kingdom   8/11/2001                           X           

Non-member States of the Council of Europe 

States  Signature  Ratification  Entry into force  Notes  R.  D.  A.  T.  C.  O.  

International Organisations 

Organisations  Signature  Ratification  Entry into force  Notes  R.  D.  A.  T.  C.  O.  

 

Total number of signatures not followed by ratifications:  13  

Total number of ratifications/accessions:  20  

Notes:a: Accession - s: Signature without reservation as to ratification - su: Succession - r: Signature "ad referendum". 
R.: Reservations - D.: Declarations - A.: Authorities - T.: Territorial Application - C.: Communication - O.: Objection. 

Source : Treaty Office on http://conventions.coe.int 
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APPENDIX VI. - PRESENTATION OF THE MEDIA AND INFORM ATION SOCIETY 
DIVISION 
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APPENDIX VII – INFORMATION ON RECENT DEVELOPMENTS A T NATIONAL 
LEVEL IN THE DATA PROTECTION FIELD/ COMMUNICATIONS SUR LES 
DÉVELOPPEMENTS RÉCENTS INTERVENUS DANS LE DOMAINE D E LA 
PROTECTION DES DONNÉES AU NIVEAU NATIONAL  
 

***** 
ESTONIA 
 
Passing the amendments of the Personal Data Protection Act (hereinafter PDPA), and Public 
Information Act (hereinafter PIA), and their partial entering into force may be considered as the 
most important development of the current period.  
 
Change in division of personal data and expanding the definition of sensitive personal data by 
biometric data could be considered as the most important outlets of the PDPA, which was passed 
on February 15, 2007 and which will completely enter into force in 2008. Also the increase of 
protection of personal data processing, i.e. changes in regulations about processing of personal 
data that is given for legal public use, regulations of processing personal data for the need of 
research or state statistics and establishing an institution of an official responsible for personal data 
protection. 
 
Since January 01, 2008, the category of private personal data does no longer exist. Personal data are 
divided into sensitive personal data and personal data. With vitiation of private personal data 
category, the mentioned duty of notifying of processing data will be also invalidated. Also, biometric 
data, uppermost fingerprint images, palm print and iris images, are being handled as sensitive 
personal data and data relating to genetic information has been replaced by the term “genetic data“. 
 
One change the law prescribes is that a person has a right to demand the termination of 
disclosure and any other usage of personal data, which has been lawfully designated for public 
use. Therefore, a person will retain control over further usage of this data after its disclosure, 
which the previous wording didn’t allow. 
 
Since January 01, 2008, the PDPA regulates collection of personal data for solvency assessment. 
While according to the norms valid up to this point, the time limit for collection of such data was not 
specifically provided, then starting from January 01, 2008, the data about personal payment default 
can be processed and communicated to third persons only within three years from the violation of 
obligations. Hence, the data in Credit Register cannot be older than three years. Older data shall be 
removed. Basically, the goal of this amendment is to ensure that each processor made certain the basis 
for processing the data and ensured that contracts, agreements and other documents were not contrary 
to the requirements of the law. The requirements for consent of data subject changed as well. 
 
In the future, a person can prohibit the processing of such data, of which the legal basis for its 
disclosure and processing cannot be verified. 
 
A person cannot prohibit further processing only in a case when the original disclosure took place 
on journalistic purposes (there are new relevant provisions in the law) or on the basis of law (for 
example, databases accessible to the state public). 
 

***** 
FINLAND/FINLANDE  
 

1. Data protection legislation  

Credit Information Act 
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The new Credit Information Act entered into force on 1 November 2007. The Act brings together 
provisions on credit information about consumers, companies, and relevant company personnel. 
The Act includes provisions on data to be stored in credit reference records, and the period for 
storage of said data. The new Act defines more closely the purposes for which credit information 
on consumers may be disclosed and used. 

Under the new Act, the Data Protection Ombudsman also oversees the processing of credit 
information on companies. The providers of credit information are expected to be trustworthy and 
to follow good credit information practice. As currently, information on the disruption of payment 
confirmed by authorities and notified by the debtors, as well as the credit ratings of individuals 
and companies can be stored in the credit reference records.  

Information on any default on payment is stored in the credit reference records for a 
predetermined period of time. These storage times are made more precise and in some cases 
shortened in the new Act. While payment of debt may shorten the storage period on the one 
hand, the storage period can be extended, on the other hand, if the individual or company in the 
register is again guilty of default on payment.  

The new Act will also allow companies to check their credit information and to correct any errors. 
Previously, such rights were only granted to natural persons. The providers of credit information 
must also give credit information to consumers for a reasonable compensation. The aim is that 
consumers can better ascertain the reliability of their contracting party.  

Act on Electronic Processing of Social Welfare and Health Care Patient Data 
The Act entered into force on 1 July 2007. A nationwide electronic patient database is being 
created in Finland, with the whole of the health care sector as users.  The database is being 
implemented by the Social Insurance Institution of Finland, and will be gradually brought into 
operation from 2008 until 2011.  

The database comprises storage, archiving, and transfer services of patient documents and 
prescriptions. The reform aims to improve the co-operation between various parties in the field of 
social welfare and health care and to enable the electronic transfer of data from one unit to another 
if the patient gives his/her consent.  

The main goal is to promote security in the processing of social welfare and health care patient data 
and the production of health care services in a manner that is both safe for patients and effective. In 
addition, the new act also allows patients access to their own data and log data pertaining to its use 
by, for example, viewing them on-line. 

All public heath care providers are required to start using the data system services. Private health 
care providers are obliged to join the system if the long-term retention of their patient data is 
conducted electronically.  

Electronic Prescriptions Act 
The new Electronic Prescriptions Act entered into force on 1 April 2007. The new legislation 
determines the requirements set for an electronic prescription system and its implementation. 
According to the Act, prescriptions can be drawn up electronically and transferred via data 
networks to the national prescription centre, which provides the information needed by the 
pharmacist to fill the prescription.  
 
Physicians must tell their patients about the use of electronic prescriptions and give them written 
instructions on the medicine and its use. The patient has the right to refuse the electronic 
prescription, in which case he/she will be provided with a traditional written prescription. Because all 
the electronic prescriptions are stored in the prescription centre, the patients can, at any time, check 
the validity of their prescriptions and the amount of undelivered medicine without them having to 
hold on to the original prescriptions. The prescription centre and prescription archives will be 
maintained by the Social Insurance Institution of Finland. Prescriptions will be kept in the 
prescription centre for 30 months, after which they are to be transferred to the prescription archive.  

If all the prescriptions of a patient have been drawn up electronically, a physician, dentist, 
pharmacist or qualified chemist can check the overall medication received by the patient and 
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potential drug interactions on the basis of data provided in the prescription centre (and with the 
patient’s consent). Patients also have the right to receive information on who has processed or 
looked at data pertaining to them in the prescription centre or prescription archive.  

2. The action of the Data Protection Ombudsman  

2.1. The 2008 Data Protection Day in Finland 
The main activity this year was to establish a permanent Public-Private -forum to promote data 
protection. The Data Protection Ombudsman invited several big It-companies (Microsoft, IBM, 
Fujitsu and some biggets local ones), representatives of universities, funding authorities etc. for 
this kick off -meeting where there was adopted his proposal for establishing this group. This 
activity therefore that the Data Protection Ombudsman find it most important and effective way to 
enlarge the data protection knowledgement among these key role players in information society. 

The Data Protection Ombudsman has also been co-organisator in an nationwide data security 
day event (actually serie of events), which taked place on 12th february. This year, once again, 
the target groups were students in comprehensive school and ordinary consumers.  

2.2. Major case law  
The Court of Justice of the European Communities processes the publication of data on earned 
income 
A Finnish company annually published the earned income of over one million Finns and passed the 
data on to another company for the purposes of an SMS service. This information was then passed 
on to the public for a fee as a commercial SMS service. 

The Data Protection Ombudsman asked the competent Data Protection Board to forbid the 
publication of this information on earned income. The Data Protection Board has the jurisdiction 
to prohibit illegal processing of personal data. Contrary to the view of the Data Protection 
Ombudsman, the Data Protection Board, and the administrative court processing the matter after 
the Board, accepted the interpretation that this was a case of processing personal data for a 
journalistic purpose, to which the Personal Data Act is not normally applied. The processing of 
the matter is ongoing at the Supreme Administrative Court. On 8 February 2007, the Supreme 
Administrative Court requested a preliminary ruling from the Court of Justice of the European 
Communities, which has arranged a hearing on the matter on 12 February 2008. The Supreme 
Administrative Court will base its decision on the preliminary ruling.  

The Supreme Administrative Court orders a bank to implement the right of full access 
In February 2007, the Supreme Administrative Court agreed with the interpretation of Finnish law 
by the Data Protection Ombudsman in which the right of access extends to data on a client’s own 
loan transactions and the interest rates used for them. 

The bank had argued that transaction statements and interest rate data are not part of the client 
data files, since the microfilms containing this data are stored apart from the client data file. 
However, according to the Data Protection Ombudsman, this view is erroneous, because the 
extent of the personal data file is determined by its use. According to the Personal Data Act, data 
processed in order to attend to the same task belong to the same personal data file (logical data 
file), even though various parts of the data file (sub-registers) are stored separately. Because the 
purpose of using the interest data was, like other data on X, the management of a client 
relationship, all the data were part of the same data file. Whether they were technically stored 
together or apart was deemed irrelevant.  

The Data Protection Ombudsman has ordered the bank to provide the client with the right of 
access without charge to all personal data pertaining to the client stored in the bank's personal 
data file. The order also pertains to loan transaction statements with the respective interest rates. 
In addition, the Supreme Administrative Court decided that the client had the right to check the 
loan transaction data pertaining to his/her own payments.  

Authentication of the client in quick loan companies  
The demand for quick loans requested via mobile phone or over the Internet has dramatically 
increased in Finland. It is estimated that there are currently 50-60 quick loan companies. 
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Inadequate authentication of quick loan applicants has led to a number of cases where the loan 
has been taken in another person’s name without them knowing about it.  
 
In many of the quick loan companies, authentication of the loan applicant is based solely on the 
social security number given by the applicant and subscription data from the telecommunications 
company. If this data checks out, it is assumed that the applicant is who he/she claims. Inadequate 
authentication has led to identity theft. Authentication difficulties are complicated by the fact that 
specific obligation to identify the quick loan applicant has not been imposed on the creditor.  

In March 2007, the Data Protection Ombudsman asked the competent Data Protection Board to 
order a quick loan company to change their authentication process pertaining to loan applicants. 
The Data Protection Ombudsman required that creditors identify their clients in order to ensure 
the accuracy of any personal data processed. The view of the Data Protection Board will have 
even more general significance, since according to a survey commissioned by the Data 
Protection Ombudsman, almost all businesses in the field use a similar system based on weak 
identification.  
The decision may have repercussions on other fields of business as well.  
 

***** 
IRELAND 
 
A number of Regulations were made in October 2007 in particular: 
- Regulations to exempt certain categories of data controllers and processors from the 
requirement to register with the Data Protection Commissioner in line with the provisions in 
Directive 95/46/EC; 
- Regulations to provide that the processing of genetic data in relation to the employment of a 
person can only take place with the prior approval of the Data Protection Commissioner. 
 

***** 
ITALY 
 
Major Developments in the Data Protection Field 

Law Enforcement Databases  
The management of large databases for law enforcement purposes was one of the main focuses 
of attention for the Italian DPA also in 2007. In particular, the Authority also carried out in-depth 
investigations in respect of the processing of data by judicial offices. The need for applying more 
stringent security measures in this sector was pointed out – in particular by having regard to the 
exchanges of wiretapping records between telephone operators and judicial authorities. The lack 
of adequate arrangements in respect of the keeping and handling of personal information was 
confirmed, inter alia, by the inspections carried out at the Court of Rome, the largest one in Italy 
as for the volume of cases handled annually. The Authority continued its co-operation with the 
ministry of Justice, the national council of the judicature, and judicial authorities in order to 
enforce and facilitate compliance; the lack of sufficient financial resources should be referred to 
here as one of the main reasons for the difficulties encountered by the judicial sector in ensuring 
adequate safeguards to citizens’ data. 

Security in Telephone and Electronic Communications  
Following an in-depth investigation into the processing of personal data by the main 
telecommunication operators in Italy, the Authority discovered abnormalities in the collection 
and processing of personal data related to use of the Internet. In particular, some operators 
acting as "internet access providers" were keeping detailed records of their users’/subscribers’ 
web navigation, allegedly because they were obliged to do so by the law. To that end, various 
tools were used including hardware probes, transparent proxies and packet inspection 
techniques, which allowed collecting information with a detail level ranging from the 
source/destination IP address couple to fine-grained HTTP logs – up to search engine query-
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strings submitted by users, authentication credentials transmitted over simple HTTP 
connections and any sensitive information that can be specified in an URL-format web address. 
This kind of processing is not justified by technical reasons as related to the tasks discharged 
by Internet access providers, which is why the Authority issued three provisions to ban the 
processing in question and ordered the providers to delete all the users’/subscribers’ navigation 
data recorded unlawfully within sixty days. The Italian DPA also adopted a general provision 
regarding the storage and processing of traffic data produced by telephone and internet service 
providers. This was aimed at ensuring enhanced security in respect of the traffic data retained 
by providers for lawful reasons (including law enforcement purposes). The measures 
developed by the Garante clarify who is to retain which data and lay down technical and 
organisational arrangements to ensure secure storage of the data in question. In particular, it is 
clarified that Internet content providers, search engine managers, public bodies/organisations  
making available telephone and Internet networks to their staff and/or using servers made 
available by other entities, Internet cafés and similar establishments fall outside the scope of 
application of the retention obligations at issue – pursuant to the definitions set out in directive 
2002/22/EC on universal service as well as in directives 2002/58/EC and 2006/24/EC. Several 
technical measures were set out in order to protect the data - including strong authentication 
and biometrics procedures, fine-grained audit applied to databases and computer systems, 
encryption of databases, centralized and securitized log collection, and physical security 
measures for the protection of computer rooms and data centres. 

Formal Complaints  
In 2007, there were 316 decisions on formal complaints. Like in previous years, most of them 
concerned banks, financial companies and credit reference agencies. A few cases related to 
processing of the so-called commercial information (assets and liabilities, bankruptcy/winding-
up procedures, etc.) by companies operating in this sector; they resulted into decisions urging 
such companies to perform in-depth checks before re-using public information in order to 
ensure that the information in question was updated, accurate, and complete. 
Several cases that addressed the processing of data for journalistic purposes enabled the DPA 
to probe deeper into the “personal data” concept. Regarding identifiability of data subjects, the 
data related to individuals who were not explicitly identified but could be recognised by 
reference to other items of information held by the data controller (or available elsewhere) was 
considered to be personal data; however, it was stressed that it was necessary to take account 
of all the means that could be reasonably used by the data controller and/or another entity to 
identify the person in question. Mention should also be made of a case in which the personal 
information published in respect of two individuals other than the complainant - whose husband 
had been reported to have deceased in a car accident while he was “with his current partner” - 
was considered to be personal data  related, albeit indirectly, to the said complainant because 
it produced effects that also impacted on the complainant in question.  
Interestingly, the DPA ruled that the complaint lodged against a hospital was inadmissible 
because the access request was not aimed at obtaining communication of a personal genetic 
data held by the hospital, but rather the delivery of a tissue sample related to the complainant’s 
deceased father (in particular, a “tissue fragment included in paraffin” and/or a blood sample.) 
 
Inspections  
The inspection activities by the Garante were enhanced in 2007, partly on the basis of the six-
month inspection plans developed by the DPA. In performing such inspections, the Garante 
can also avail itself of a specialised corps within the Financial Police (Guardia di Finanza), 
which was entrusted with checking compliance with the requirements concerning notification, 
information notices, security measures, and enforcement of the resolutions adopted by the 
Garante. Overall, 452 inspection proceedings were carried out. They mostly concerned private 
entities and were aimed at checking compliance with the main requirements laid down in the 
data protection legislation. In particular, the Inspection Department focused on the processing 
of personal (medical) data by pharmaceutical companies and health care bodies; the online 
processing of personal data; processing aimed at the provision of goods and services via 
distance selling mechanisms (including call centres); the processing operations performed by 
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Revenue Offices; the retention of users’/subscribers’ data by telecom operators; and e-banking 
services. 
Following the inspections, 228 proceedings were instituted with a view to the imposition of 
administrative sanctions; in 15 cases criminal information was preferred to judicial authorities. 
Criminal infringements concerned non-compliance with resolutions adopted by the Garante; 
failure to take minimum security measures; and the violation of the prohibition against the 
remote monitoring of employees. The administrative sanctions imposed are expected to yield 
minimum revenues amounting to about Euro 725,000. 
Mention should also be made of the specific activities carried out by the Italian DPA in 
pursuance of international agreements and conventions, especially those related to operation 
of the Schengen Information System and Eurodac databases.  

Public sector  
Biometrics. The DPA authorised a public body (office of the Superintendant for archaeological 
heritage)  to use the hand contour in order to enable employees to access a high-security area. 
The biometrics-based system to be deployed by the office will only rely on the geometric 
features of the employees’ hands without including any other biometric data. The hand contour 
will be associated with an encryption algorhythm and stored in the internal memory of the 
biometric equipment; the latter will only be operating in local mode by means of a digital 
keyword to be selected and entered by the individual employee. This processing was found by 
the DPA to be lawful and proportionate; whilst the hand contour information does not enable 
unique identification as is the case, for instance, with fingerprints, it is sufficiently detailed to be 
used in specific situations with a view to identity controls. 

Employment Issues. Guidelines were issued in respect of the processing of employees’ 
personal data in the public sector. The guidelines address the processing of public employees’ 
medical data; the collection of fingerprints to access the workplace; and the dissemination of 
data on the Internet. 
Local Authorities. The DPA issued Guidelines on the processing of personal data with a view to 
the publishing and dissemination of documents by local authorities. Specific safeguards were 
laid down in respect of the data related to individuals mentioned, e.g., in decisions and 
resolutions posted on the municipal bulletin board, in publicly available documents and/or in 
documents posted on the Internet, so as to take due account of the principle of transparency. 
Schools. The DPA clarified that parents may film and take pictures of their children on the 
occasion of school theatricals, as the images in question are not intended for dissemination 
and are collected for personal purposes in order to be circulated among family members and 
friends. The DPA also provided guidance, in co-operation with the Ministry for education, on the 
use of videophones by students/pupils in schools. 

Health Care  
- The Italian DPA instructed local health care agencies not to include medical diagnosis 

information in the disability certificates they are required to issue for the applicants to be 
enrolled in unemployment lists and/or exempted from the payment of school/university 
taxes. 

- Dissemination on the website of an Italian Region of the names related to 4,500 patients as 
well as of information on the respective health status was prohibited by the DPA. 

- It was clarified that local municipal authorities may not request physicians to provide names 
and/or other items of information to identify the patients they visit at home. 

- An inspection was ordered by the DPA and carried out with the help of the Financial Police 
following media reports on the presence of hundreds of medical records in a garbage 
dump. Information was preferred to judicial authorities against the relevant data controllers 
because of their failure to take minimum security measures. 

- The DPA urged a public body to use payment order forms containing no references to the 
diseases affecting the respective beneficiaries, in particular HIV-related conditions; the 
inclusion of general wording and/or numerical codes was recommended. 
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A leaflet was published and disseminated (“Protecting Personal Data: Siding with the Patient”) 
to raise citizens’ awareness of the importance of data protection in processing operations 
performed by medical staff, health care bodies, and/or medical labs. It contains concise 
information on patients’ data protection rights and the mechanisms to enforce them.  

Processing of Genetic Data  
Genetic data may only be processed in the  cases provided for by ad-hoc authorisations 
granted by the Garante (after having consulted with the Minister for Health who shall seek, to 
that end, the opinion of the Higher Council for Health Care) and, as a rule, with the data 
subject’s written consent.  
The general authorisation issued by the Garante in February 2007 to enable this kind of 
processing filled in a major gap in the regulatory framework. It applies to several categories of 
data controller for purposes mainly consisting in the provision of health care and the 
performance of scientific research activities; the issue of genetic data used for facilitating family 
reunion was also tackled.  
After defining the main concepts (genetic data, biological sample, genetic test), the 
authorisation lists the entities authorised to process genetic data for the purposes specified in 
the individual cases (health care practitioners, public and private health care bodies, medical 
genetics laboratories, natural and/or legal persons for scientific research purposes). The 
principle whereby genetic data may only be processed for such purposes if they are actually 
indispensable was re-affirmed along with the need for obtaining the data subject’s written 
consent – the only exception being where genetic data are necessary to safeguard the genetic 
identity (with a view to reproductive choices, or treatment) of a third party belonging to the 
same genetic line as the data subject and consent may not be provided on specific grounds 
(legal incapacity, physical impairment, mental disability), or where statistical surveys are at 
issue or the research activity is provided for by law.  
Data controllers must fulfil specific obligations, which are especially stringent as regards the 
contents of information notices. Genetic counselling is a mandatory requirement if the data are 
processed for health care or family reunion purposes, both before and during the genetic 
testing. Specific processing arrangements must be complied with and stringent security 
measures adopted – including encrypted storage and communication of genetic data and  
separation of identification from genetic data. The retention period of the data in question must 
not exceed what is absolutely indispensable for the specific purposes; no genetic data may be 
disseminated. 
 
Private sector  
A major effort was made by the Italian DPA in 2007 in order to simplify application of data 
protection legislation in the private sector. 

Bulk Debt Transfers and Securitization  
A decision (published in Italy’s Official Journal of laws and regulations) allowed dealing with 
several applications lodged with the DPA for exempting data controllers from the obligation to 
provide information to data subjects in connection with bulk debt transfer and/or securitization. 
Such operations entail disclosure by the transferor to the transferee of personal data related to 
the debtors. Under the DP Code, the data controller may be exempted by the DPA from 
information obligations in specific cases, providing the processing at issue is publicized 
adequately – according to mechanisms to be set out by the DPA. The Italian DPA ruled that 
providing information to the individual data subjects (the debtors) entailed a disproportionate 
effort in this case and exempted the data controllers from the relevant obligations on two 
conditions: namely, an exhaustive information notice was to be published in the Official Journal 
no later than when the transfer took effect, and the debtors were to be provided with individual 
notices on the first useful occasion following the transfer (e.g. when sending the bank 
statement, or making a payment request) so as to inform them that the transferee had collected 
their personal data from third parties. 

Guidelines for the Monitoring of E-Mail and Interne t Usage  
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The DPA issued a general decision (dated 1 March 2007) applying to the monitoring of e-mail 
and the Internet carried out by public and private employers alike – in the light both of the case 
law of the EHRC (case of Copland v. UK) and the stance taken by the WP29.  Pursuant to 
Italy’s constitutional framework, employers are required to afford reasonable privacy to their 
employees in order to ensure that their personality can develop freely and without constraints. 
Given these assumptions, the guidelines in question attempted to reconcile the interests at 
stake by re-affirming, on the one hand, the employer’s right to lay down the usage 
arrangements for the IT equipment committed to employees – including proportionate 
disciplinary measures – and, on the other hand, employees’ right to be the subject of controls 
carried out in a stepwise, proportionate manner and be adequately informed about the 
processing of their data, which must be minimized. Specific recommendations and prohibitions 
were laid down in this framework – among the former, the need for employers to adopt an in-
house policy tailored to the dimensions of the enterprise, and adequately inform their 
employees about the mechanisms for using email, the Internet and other electronic tools by 
also specifying whether and to what extent controls are carried out; as regards specifically the 
Internet, the categories of website considered relevant to the employment context should be 
specified, and configuration mechanisms and/or filters should be deployed to prevent certain 
operations (e.g. certain downloads); additionally, shared email accounts should be made 
available as well as an ad-hoc email account to allow receiving personal correspondence, 
whilst employees should be invited to designate a trusted third party (e.g. another employee) to 
access their mail and forward relevant messages in case they are away from work. The 
Authority prohibited any activity on the employer's part aimed to perform remote monitoring of 
employees; where such monitoring requirements are related to production, organisation and/or 
security in the workplace, the agreement of trade unions should be sought as provided for in 
other pieces of legislation. Based on the balancing of the interests at stake, the Authority decided 
that monitoring for preventative purposes may be carried out without the employee's consent also 
at an early stage, i.e. irrespective of the existence and/or the planned institution of a litigation, 
providing all the safeguards specified above are in place and the monitoring is proportionate to 
the specific context (e.g. on account of security risks). 

Simplified Mechanisms to Ensure Data Protection in the Insurance Sector  
The Italian DPA authorised insurance companies to implement a new, simplified procedure in 
order to inform customers on the processing of their personal data. Account was taken in this 
regard of the experience gathered over the past few years within the framework of the so-called 
“insurance chain”, which includes several stakeholders such as joint insurers and re-insurance 
companies. In practice, it was decided that the information notice will have to be provided once 
and for all by the insurance company stipulating the contract with the individual customer. That 
company will be responsible for informing the customer about any subsequent and/or further 
use of his/her personal data – including the respective purposes and recipients – also on behalf 
of other entities in the “insurance chain”, who often have no direct contacts with the data 
subjects even though they may process personal information after collecting it from the 
insurance company. Specific safeguards were laid down by the DPA  in order to enable the 
companies to avail themselves of these simplified information mechanisms – in particular, the 
insurance company will have to inform customers about the entities processing their data in 
connection with the specific contracts; an updated list of those entities will have to be posted on 
the company’s website, partly in order to facilitate exercise of access rights by data subjects; 
any purposes pursued by the companies/entities in question other than those related to risk 
management will have to be specified in the information notice; and specific consent 
requirements will have to be complied with whenever consent is actually necessary – which is 
often not the case, e.g. because the customer’s data are indispensable to stipulate and/or 
enforce the contract. In particular, it was recalled that processing customers’ data for marketing 
purposes requires ad-hoc consent, and that sensitive data (including medical information) may 
only be processed by insurance companies with the customers’ written consent. 
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Practical Guidelines for SMEs  
Practical guidelines were issued to take account of the specific needs applying to SMEs in 
respect of data protection issues. Starting from the consideration that certain requirements 
under personal data legislation are sometimes considered burdensome, in particular by SMEs, 
and in order to foster the view that data protection can turn into a major business asset as it 
can increase consumers’ and users’ trust, the Italian DPA issued the guidelines in question to 
provide SMEs with a tool that can facilitate compliance and highlight the simplification 
measures that are currently available. As well as clarifying the main obligations that apply to 
any entity processing personal data and basic data protection concepts (data controller/data 
processor; information notice; consent and mechanisms for ensuring it is informed, in particular 
when sensitive data are to be processed), the guidelines clearly set out in which cases the 
processing is to be notified to the Italian DPA and what security measures a company 
performing standard business activities is required to take. The options currently available for 
cross-border data flows were also described, including the use of standard contractual clauses, 
and a checklist was made available so as to enable a company to verify whether all the 
relevant steps were taken in view of ensuring compliance. 

Media 
Several issues were addressed in 2007 concerning data protection and journalism. As for the 
so-called court journalism, the DPA found that publication by some media of the transcripts 
(including wiretapping transcripts) from ongoing judicial investigations was in breach of DP 
legislation – in particular, because the transcripts contained personal data (some of them 
relating to sex life) and their dissemination was in breach of the principle whereby the published 
information must be “material in view of the public interest”. This principle is actually also laid 
down in the Code of Practice for the processing of personal data by journalists. In other cases it 
was found that personal data had been collected in breach of fairness and lawfulness principles 
– e.g. because pictures had been taken intrusively, or because videos had been recorded 
unbeknownst to the data subjects; of note, the processing in question was also in breach of the 
fairness and transparency obligations set out in the journalists’ Code of Practice mentioned 
above. In a case concerning publication of news reports on a lady deceased after a serious 
illness, in which excessive identifying information had been disclosed, the DPA found that the 
safeguards set out both in the DP Code and in the journalists’ Code of Practice had been 
violated since they apply to the deceased as well. Reference should be made finally to the 
special protection afforded to children by the DP Code in connection with media and 
journalism; a code of practice (Charter of Treviso) was adopted a few years ago for this 
purpose by the Italian journalists’ association and endorsed by the Italian DPA. Many cases 
concerned the publication of data that allowed identifying – unnecessarily – children involved in 
legal disputes (separation, divorce) and/or in criminal proceedings related to sexual abuse. 
 

***** 
 
LIECHTENSTEIN 
 
The Schengen/Dublin agreements were signed by the Government at the end of February 
2008.  
Signature of both, the Additional Protocol to the Data Protection Convention as well as of the 
Cyber Crime Convention are under consideration. 
The Data Protection Authority received a complaint of an expert in a Council of Europe 
Committee. This expert complained of the fact that personal details were published in her CV 
on the Internet site of the Council of Europe. This complaint was transmitted to the Secretariat 
of the Public and Private Law Unit of the Council of Europe. 
The new Police Act entered into force. 
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LITHUANIA  
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THE NETHERLANDS 
 
Input of the Dutch Data Protection Authority  
Compliance with the Dutch Data Protection Act is not only in the interest of individual citizens. 
Respect for individual privacy also serves a collective interest: a society in which we can 
assume that our personal data will not be misused, making it possible to trust the government, 
companies, institutions and each other.  

In 2007, the Dutch Data protection Authority, College Bescherming Persoonsgegevens (CBP), 
has changed its strategic direction and has shifted priority to carrying out investigations and 
enforcement actions - the core task of any independent supervisory authority - to ensure a 
more effective promotion of the awareness of standards, and a stronger, more efficient 
enforcement of the compliance with legislation. Of course, enforcement action must be 
preceded by clarity on the standards underlying our action. In order to be able to achieve this 
change in course geared towards standards, investigation and enforcement, and given the 
budget allocated to us, we give priority, as regards requests for help and assistance, to serious 
violations of a structural nature and to violations which entail major consequences for a 
substantial number of citizens or for groups of citizens. Through the enrichment and 
broadening of general information on the Dutch DPA website, citizens are encouraged and 
helped to resolve their problems themselves and also, where necessary, to take action 
themselves.   

In other words: as a supervisory authority, to exercise the maximum influence possible on 
compliance with the statutory provisions entrusted to our supervision, we started to intensify 
general information policy last year, putting citizens, professionals and organisations in a better 
position to be aware of and comply with (or ensure compliance with) their rights and 
obligations. We also started to give priority to the tasks falling upon an efficient and effective 
supervisory authority: investigating how compliance with the relevant statutory provisions is 
being observed and, when a violation is identified, taking enforcement action.  

Large-scale data collection and processing was high on the agenda of the Dutch DPA in 2007, 
just as it has been in other years. At a national level, privacy problems in relation to the OV- 
chipkaart (digital transport pass) and the Elektronisch Patiëntendossier (electronic patient file) 
are salient issues. These and other subjects will be discussed briefly below in a selection from 
the activities undertaken in 2007.  
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Healthcare 

The Dutch DPA issued a critical advice on a draft legislative proposal that provides for the 
introduction of an electronic patient file. In the opinion of the Dutch DPA, making patient files 
available to all care providers is far too risky, partly with a view to the protection required for 
particularly sensitive personal data.  With the exception of emergency situations, only care 
providers with a treatment relationship with a patient ought to have access to the record in 
question. If this is not the case, there is a risk that unauthorised parties will misuse or 
misappropriate the medical data.  

In 2007, the Dutch DPA also issued a negative advice on making the elektronisch kinddossier 
jeugdgezondheidzorg (electronic child record for the youth healthcare sector) compulsory in the 
legislative proposal that relates to youth healthcare and infectious diseases. The need for the 
central electronic storage of data had not been substantiated sufficiently. The Cabinet has 
since said that it is no longer seeking to create a central electronic child record and that it is 
looking for other ways to exchange communications in the youth healthcare sector. 

Public administration 

The BSN [citizens service number] was introduced at the end of November 2007. This marks 
the start of a new phase for the Dutch DPA. At the BSN management facility, a personal public 
service point will be created, which local authorities and citizens can approach with any 
questions they may have. As the authority responsible for supervision of the careful handling of 
personal data, the Dutch DPA is the authority with competence to intervene in the event of real 
problems with implementation of the Act.  

The Dutch DPA also expressed its criticism of the proposal for a verwijsindex risicojongeren 
(VIR) (national reference index of young people at risk). The Dutch DPA agrees wholeheartedly 
with efforts to achieve better and faster help for children and young people with problems, but it 
is not yet clear whether the sole objective of the reference index is the provision of assistance, 
or whether its aim is also to help maintain public order. It is important for there to be complete 
clarity about key terms and criteria. 

Police and the judicial authorities 

Safety and privacy are both vital for citizens. However, all too often in public debate, these 
values are, rather simplistically, construed as opposing values. To help put the discussion back 
on course, the Dutch DPA, in collaboration with the Ministry of Justice and the Ministry of the 
Interior and Kingdom Relations, commissioned research into the identification of the most 
appropriate balance between the efforts to achieve a safe society and the efforts to safeguard 
the right to privacy. The resulting external research report, with guidelines for more effective 
dialogue, was presented at a symposium on 1 November 2007.  

In situations where the police tap telephone calls in the context of criminal investigations, 
conversations between lawyers and their clients are often recorded too. These conversations 
with holders of confidential information entitled to privilege must be erased as soon as possible. 
A Dutch DPA investigation of the national wiretapping rooms shows that this does not happen 
correctly or on time in far from all cases. The Public Prosecution Service has announced  that 
measures  for the improvement of this situation will be implemented.  

In recommendations on proposed new legislation, or other regulations in the field of criminal 
law, the Dutch DPA regularly raises the following question: has it been demonstrated that the 
regulations in question are really necessary? Is it clear that existing or previously proposed 
statutory possibilities fall short? For example, in the opinion of the Dutch DPA, in the light of 
improved identification possibilities in the future, the Minister of Justice has provided insufficient 
justification for the proposal for a central database for the storage of the identity of all suspects 
and convicted offenders. And do the plans by the police, the Public Prosecutions Department 
and the Koninklijke Marechaussee (KMar) [Royal Netherlands Military Constabulary] to record 
the registration number of all motorists entering Amsterdam via the Utrechtse brug, regardless 
of whether they have a clean record or not, really contribute to a safer society?  



APPENDIX VII. 46 

At the end of 2007, at the request of the Senate, the Dutch DPA issued advice on a legislative 
proposal that would extend the powers that the intelligence and security services,  in their 
efforts to combat terrorism, have to obtain data on travelling, payment traffic and Internet use 
by citizens. The Dutch DPA believes that the need for these measures in addition to the many 
measures already in existence has not been demonstrated and considers that the 
consequences of this data analysis for individual citizens, but also for responsible parties and 
the services involved, have not (or not sufficiently) been recognised.  

Trade and services 

Following the announcement by the Dutch DPA that it would take enforcement action against 
the unlawful combined storage of the name and address details of travellers and their travel 
data, the public transport companies would seem to have finally recognised that the OV-
chipkaart has side effects that are contrary to the Wbp. In 2007, in a pilot on the Amsterdam 
metro network, research was done into the impact of the card, which ended with the conclusion 
that the OV-chipkaart system is being used unlawfully. The Gemeentevervoerbedrijf (GVB) 
[Municipal Transport Authority] and other public transport companies have now undertaken to 
bring practice in line with the Wbp. In the technical design for data storage, a distinction will be 
made between name and address details on the one hand and travel movements on the other 
hand. As a result, the risk of the unlawful monitoring of individual people’s travel behaviour will 
be limited considerably.  

The Internet 

Personal data are published on the Internet in a large number of different ways and are 
generally accessible worldwide, 24 hours a day, for an extensive and diverse public. There can 
be unexpectedly serious consequences for Internet users – amongst whom are many children 
– whose personal data are on the web. In 2007, the Dutch DPA developed and published 
guidelines in order to clarify what is permitted and what is not when publishing personal data on 
the Internet. The individuals responsible can use these guidelines to assess whether 
publication of personal data on the Internet is permitted. A large amount of information material 
has also been published on the Dutch DPA site. As regards minors, the Dutch DPA takes a 
proactive stance in providing the rules applicable for social networks and for online marketing.  

The government also makes use of the Internet. In 2007, the Dutch DPA conducted an 
investigation into how the municipality of Nijmegen publishes data on planning permission. 
Complete scanned copies of application forms were published on the net, containing not only 
data on the property in question and on the alterations proposed, but also personal data on the 
applicant, including his/her signature. In the opinion of the Dutch DPA, the municipality must 
only publish compulsory data on the Internet – on the property in question and the alterations 
proposed.  

The proper performance of a public-law task does not justify a situation where an administrative 
body automatically publishes all data on the Internet. The Dutch DPA will also publish 
guidelines on the privacy aspects of active public disclosure  in the framework of the Wet 
openbaarheid van bestuur (Wob) [Government Information (Public Access) Act] in 2008.  

Work and social security 

Citizens do not automatically become suspects simply because they receive benefit or housing 
benefit. In the Waterproof project, old-age pensioners and recipients of a social assistance 
benefit in 65 municipalities in Friesland, Groningen and Drenthe were checked for fraud based 
on data on their water consumption and the water contamination surcharge. The data obtained 
were also used to check fraud with housing benefit. The Dutch DPA investigated this linking of 
computer files and ruled it unlawful. It is important to combat benefit fraud, but monitoring based 
on the linking of computer files is only permitted on the basis of sound risk analysis, since this 
makes it possible to show that it is necessary to further monitor a group of citizens at a high risk 
of entering the fraud zone. As a result of the Dutch DPA ruling, the Sociale Inlichtingen en 
Opsporingsdienst (SIOD) [Social Security and Investigation Service] is now working on the 
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development of risk analyses using Privacy Enhancing Technology (PET). In this way combating 
fraud and the protection of personal data seem to be able to go hand in hand. 

Another way of uncovering benefit fraud is covert observation by social security investigators. 
The processing method used for the personal data connected with these activities has been 
laid down in a process description approved by the Dutch DPA. Research in 2006 showed that 
compliance with the obligation to inform citizens of the fact that they had been observed left 
something to be desired. The process description was then tightened up in 2007. 

In the event of a transition to a occupational health and safety service provider, can the old 
service provider transfer employees’ records to the new service provider without this being 
provided for by law? The Dutch DPA ruled ‘no’ in 2006. Further to indications from the field that 
this view caused problems, the Dutch DPA did research in 2007 to ascertain whether a different 
approach is possible within the existing statutory frameworks. This led to an outcome whereby 
transfers were made subject to a distinction between data that are not subject to medical 
professional secrecy and data that are. In the first case, the data may be transferred. In the 
second case, data may only be transferred under certain conditions. 

SLOVAKIA  
 
Implementation of Directive 95/46/EC 
 
In January 2007 Personal data protection Office of the Slovak Republic (hereinafter referred as to 
the “Office”) received a report from Directorate-General for Justice, Freedom and Security of the 
European Commission in which it was expressed that regarding the data protection the situation 
in the Slovak Republic is satisfactory. The Office executes his function in spite of limited financial 
as well as human resources. 
 
Among still remaining and by the Act No. 428/2002 Coll. on protection of personal data as 
amended by latter provisions (hereinafter referred as to the “act on personal data protection”) not 
exhaustingly covered issues belongs the performance of the Office´ activities in a fully independent 
manner. In view of the respective European experts the Office´s finances, competences and its 
constitutional incorporation are not on acceptable level yet. Those indicators of an independent 
performance hit mainly on the different prospects and visions of respective state administration 
officials and deputies dealing with budget allocation or deciding upon the status of institutions.  
Apart of that, there is also a need to execute several amendments of the act in order to achieve the 
full harmonization with data protection directive and consistency with new legal and technological 
developments as well. 
 
The above mentioned issues will be subject of restatement of the act. This would be a long 
process which is as Office´s priority foreseen to be implemented in the year 2008. 
 
Other legislative developments 
 
Office within the “legislative proceedings on draft acts” commented 223 drafts acts, regulations 
and ordinances of the Government of the Slovak Republic. The most frequent drafts were 
proposals of Ministry of Interior, Ministry of Health and Ministry of Agriculture of the SR. This 
means a substantial increase not only in numbers but also in the general awareness of the state 
administration bodies involved in the national legislation process, particularly of their need to 
cooperate with national personal data protection supervisory authority more closely. 
 
By the end of the year 2007 Directive 2006/24/EC (Data Retention Directive) has been 
implemented in the Slovak law as the amendment of the Act on Electronic Communications. The 
retention period concerning the operational, localization data and data on communicating parties 
has been set up for 6 months in regards to the Internet communication data and for other types of 
communication 12 months.  
 



APPENDIX VII. 48 

Within the legislative activities relating to the preparation to Schengen accession partial 
amendments of a special act and a governmental decree have been provided and adopted, 
namely the amendment of the Act of Police Corps and of a decree of the Ministry of Interior. 
Office’s proposal to designate Ministry of Interior to be the controller of the Schengen information 
system as well as controller of all other police information systems has been accepted. Passing 
this act an ultimate step for the successful inclusion of the Slovak republic to Schengen area has 
been conducted. 
 
Major case law 
In 2007 resumed two cases from the past years – in one of them Ministry of Justice of the Slovak 
Republic sued the Office for its decision from 2006 on unlawful publication of the national 
identification number (so called birth number) on the internet pages of the Commercial Bulletin. 
Office in accordance with the diction of the act on personal data protection ordered that all 
published birth numbers ought to be removed from the web or at least lapped. Ministry submitted 
an objection to the decision in line with the act which was turned down. The trial was brought up 
to the Supreme Court and was terminated by the denial of the claim of the Ministry by the end of 
January 2008. 
 
In the latter the decision of the Regional Court of the Slovak Republic that defendant (Office) was 
legitimate to take actions against public disclosure of already published personal data on a 
website of one Slovak journal was confirmed by the verdict of the Supreme Court it means in 
favor of the Office. 
 
Major specific issues  
In the year 2007 filed data subjects and other natural persons alleging that their rights stipulated 
by data protection act were directly infringed 121 notifications to the Office. 27 notifications were 
filed by other subjects who announced suspicion of violation of data protection act. The chief 
inspector of the Office ordered 125 proceedings to be conducted ex offo. Together the Office 
dealt with 290 notifications in the year 2007. This fairly high number consisted also from cases 
unresolved as of the end 2006.  
 
It is to mention that in 2007 the inspection department by controllers and processors of the 
information systems conducted altogether 102 inspections and 62 “submissions to explanation”. In 
comparison with the year 2006 it was an increase by 65 percent. In the year 2006, for the effective 
removal of by the inspection ascertained shortcomings, 104 binding orders have been issued. 
Office controlled prevailingly camera systems, particularly by the city police. 
 
In 2007 Office imposed 7 fines, whereby the sanctions fell in the lower bound of the fine scale. 
In regards the preparations for the Schengen accession and following the provisions of the act on 
personal data protection obliging the controllers to give the data subjects by gathering of their 
personal data a detailed information on the processing the Office conducted inspection in the 
diplomatic representation bodies of the SR and their consular departments in Serbia (Beograd), 
Croatia (Zagreb), Ukraine (Uzhorod), Belarus (Minsk), Russian Federation (St. Petersburg) and 
Turkey (Ankara, Istanbul). The inspections were further performed in the Office of Border and 
Foreign Police of the Slovak Republic, Office for Criminalistics and Expertise – department of 
EURODAC and on the Customs Directorate of the Slovak Republic.  
 
Swift case  
 
Immediately after bursting out of the Swift affaire the Office asked for cooperation the National 
Bank of Slovakia. In view of its representatives the problem was blown-out and all respective 
concerns inappropriate. After issuing of the opinion of the WG29 on Swift in November 2006 the 
chief inspector of the Office summoned 24 bank institutions to complex evaluation of their policy 
relating to the transborder payment system performed among each other and via Swift. A special 
consideration should have been given to the mandatory obligation of the banks to inform their 
clients about the conditions of the processing of their data and in this respect particularly about 
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further disclosure of their personal data to legal subjects residing abroad. The investigation 
showed that some of the financial institutions do not utilise international transfers via SWIFT 
services or they do not have any contractual relationship with SWIFT or they provide financial 
services to corporate clients whereby the requirements of the act on personal data protection or 
Directive 95/46/EC are not applicable. The investigation further revealed that the clients of banks 
concerned are indeed not informed about the transfer of their personal data to Belgium and 
further to the USA on purpose of the fight against terrorism. Consequently, Office’s 
representatives negotiated with the Slovak Banking Association and agreed with them on the 
elaboration of a uniform information notice for the clients concerning the personal data transfer 
via Swift. The information notice should have been incorporated into bank’s data protection 
policies, put on the client desks in writing and published on the bank’s web pages. The financial 
institutions were asked to comply with the agreed requirement on this specific client information 
notice by the end of May 2007.  
 
Processing of personal data of clients of companies rendering funeral service 
 
Office conducted inspections in information systems of various funeral service companies. The 
object was to examine if all services are performed and the personal data of their clients 
processed in compliance with the act on personal data protection. In all cases it has been proven 
that the respective controllers of information systems do not comply with Slovak data protection 
law in various aspects.  
 
Special registration for biometric personal data  
 
By conducting of an inspection in a company – famous producer of brand electronics it has been 
discovered that the controller did not register its information system containing biometric data. In 
coincidence with the act on personal data protection the controller is obliged to submit the 
information system to special registration if he intends or if is he already processing biometric 
data, except for analysis of DNA and the DNA profile of natural persons for the purposes of 
registration or identification in entering the sensitive, especially protected facilities, the premises 
with reserved access or in accessing technical appliances or devices with a high rate of risk and 
in the cases of solely internal needs of the controller. In this particular case the Office imposed 
fine in the total high of 30.000,-SKK.  
 
Unlawful disclosure of personal data by non banking company providing credit loans 
 
The company in question used to send to its debtors reminder letters whereby the letter was put 
in a correspondence letter of red color. The open form of such letter allows easily and transparently 
to see the personal data of the addressee, including their economic identity. Office interdicted the 
processing in above described manner because it was not objectively necessary for fulfillment of 
the original purpose of the processing of personal data. 
 
Unlawful publication of national identification number (“birth number”) 
 
Office conducted inspections in the information systems of various public and private 
administration bodies as the Fiscal Directorate of the Slovak Republic, one football association, 
one ski club, Anti-trust Office and Governmental Office of the Slovak Republic. In all cases it has 
been proven that the controllers of the information systems do not comply with Slovak data 
protection law in various aspects. 
 
Scanning and copying of documents without data subject’s consent 
 
Copying and scanning of documents cannot be performed without due legal cause, which is in 
Slovakia either a special act or written consent of a data subject. By the inspections performed in 
various public and private entities the Office was made sure of ignoring these rules by vast majority 
of controllers. They usually conducted this kind of processing over the extent necessary for 
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achieving of the purpose of the very processing of personal data and without the due consent of 
data subjects. Office issued in this respect binding orders. 
 
Transborder data flow 
 
Within the Office’s organizational structure the department of foreign relations is charged to 
dispose of all requests on international data transfers. In 2007 the department issued more then 
30 official statements (explanations, interpretations of law) concerning transborder data flow 
within or outside the European Union. Under Slovak act on personal data protection controllers 
are obliged to seek approval of their international transfers of personal data by the Office solely in 
case of the transfer from controller in the Slovak republic to processors in third countries not 
ensuring an adequate level of personal data protection. Insofar the employment data are those 
mostly wanted among the categories of personal data transferred to the third parties abroad. 
However, the banks are requiring also some sensitive personal data, as national identification 
number, which seems to be excessive to their service performance and justify it by their globally 
interconnected and mirrored information system. The Office was asked for approval mainly by 
subjects of financial (banking) sector and those transfers were also approved (together 9 
approvals). In other cases, largely incomplete grounds provided by the controllers seeking the Office’s 
approval for the designed data transfers taking place all over the world led mostly to denials of 
approval. One approval has been issued for a global mobile operator in beginning of January 2008. 
 
The application difficulties with the respective sections on transborder data flow of the act on 
personal data protection were aimed to be liquidated by the issuing of Guidelines for controllers 
concerning international transfers of personal data which were published on the Office´s web 
page by the occasion of the second Data Protection Day. 
 
Public Opinion Poll  
 
Public opinion poll focusing on level of awareness in matters of personal data protection was 
conducted by the Opinion Research Institute of the Statistical Office of the Slovak Republic. The 
poll revealed that more then a half of respondents (51%) is aware of their rights related to the 
protection of personal data. More then two fifths of the respondents indicated that they were not 
provided with all information concerning the processing of their personal data in advance. Almost 
nine of ten respondents have never used their data subject’s legal rights and never asked for 
information concerning processing of their personal data. Roughly one of twenty respondents 
applied for correction of his/her personal data. About 36% of the respondents did not know about 
their right to disagree with the transfer of their data in other EU member state. More then two fifths 
of the respondents were afraid of misusing their data via Internet communication. Equally, more 
then two fifths of the respondents agreed with tapping of their phone calls in case one would be 
suspect of terrorist activity. Almost one fifth of the respondents agreed with tapping when approved 
by a judge. More then two fifths of the respondents agreed with Internet communication monitoring 
if a person is suspect of terrorist activity. One fifth of the respondents agreed with monitoring when 
approved by a judge.  
 
International cooperation 
 
On March 21st, 2007 the second evaluation mission Sch–Eval of the European Commission visited 
Slovakia. The Office was examined together with other relevant authorities. 
 
The Office has proven capability to full performance of its competences to inspect police 
databases. Slovakia solemnly entered to Schengen area one minute after midnight on December 
21st, 2007.  
 
Within framework of building up partnership with central and eastern European data protection 
authorities, additionally to the annual Central and Eastern European Commissioners Conference 
taken place for 2007 in Zadar, two days negotiations were held with deputies of Romanian DPA in 
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April 2007 in Bratislava, where main issues of personal data protection, including the conditions met 
and steps to be taken for full accession of the Slovak Republic to Schengen area, were discussed. 
In its end the both DPAs concluded an Agreement on Cooperation. 
 
Within the international project aimed to create and enhance effectiveness of the activities of the 
Directorate for Personal Data Protection and Data protection Enforcement of the former republic 
of Yugoslavia - Macedonia one employee from the Office’s department of foreign relations as the 
short term expert for information technologies and security had participated in that project. In 
June of 2007 was that representative of the Office elected chairman of the Joint Customs 
Supervision Body for the Customs Information system. 
 

***** 
SLOVENIA  
 
Established by the Information Commissioner Act (adopted in November 2005), the new 
independent body Information Commissioner  started operating in the beginning of 2006. The 
new body has resumed the work of the former Commissioner for Access to Public Information 
and the Inspectorate for Personal Data Protection which had operated as the constituent body 
within the Ministry of Justice. A joint field of work and jurisdiction of the Information 
Commissioner both in the area of access to public information and personal data protection is 
comparable with that in other EU states. 
 
The concept of personal data protection  in the Republic of Slovenia is based on the 
provisions of Article 38 of the Constitution of the Republic of Slovenia which constitutes 
personal data protection as one of the constitutionally enshrined human rights and fundamental 
freedoms. Thus the protection of personal data is ensured by the Constitution that prohibits the 
use of personal data contrary to the legitimate purposes of their collection. Furthermore, the 
collection, processing, application, supervision, protection and confidentiality of personal data 
can only be regulated by statute-law (adopted by the national parliament). The data protection 
subjects are assured of access right and judicial protection.  
 
By The Personal Data Protection Act  adopted in July 2004 and amended in July 2007 a 
systemic regulation of personal data protection and harmonization of Directive 95/46/EC were 
accomplished. Through a detailed determination of rights, obligations, principles and measures 
for data controllers this law provides also a direct legal basis for personal data processing in 
such sectors as direct marketing, video surveillance, biometrics etc. thus partly constituting the 
so-called »sectoral law«. By the adoption of this law together with other laws regulating the 
processing of personal data in particular sectors the system of data protection in the Republic 
of Slovenia has been rounded up and brought in line with the Convention for the Protection of  
Individuals with regard to Automatic Processing of  Personal Data (ratified in 1994). 
 
Being rather new authority the statistics about a two-year Information Commissioner's work  
significantly reflect this fact.  
 
Inspection activities : In 2007, the Information Commissioner received 406 (179 in public and 
227 in private sector) applications and complaints as to suspected violations of the provisions 
of  the Personal Data Protection Act; compared with 231 cases (88 public and 143 private 
sector) in 2006 the increase amounts to 76 %. Most complaints pertained to disclosure of 
personal data (PD) to unauthorized users, unlawful or excessive collection of PD, illegal video 
surveillance, insufficient PD protection, unlawful publication of PD etc. Accordingly, a significant 
increase has been noted in the initiated administrative offence procedures: 133 cases in 2007 
compared with 41 cases in previous year.  
 
The number of requests for written opinions and clarifications received by Information 
Commissioner has also significantly increased from 616 in 2006 to 1144 in 2007 (or even 
compared with just 34 cases in 2005!). This undoubtedly reflects a growing public awareness of 
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the right to privacy brought to effect by a modern Personal Data Protection Act and is, 
hopefully, also related to the transparent work and intensive public campaigning performed by 
the Information Commissioner.  
 
Other activities: Since deciding on the admissibility of the intended introduction of biometric 
measures  also falls within the competence of the Information Commissioner another 
significantly growing trend is noted in the number of related applications (40 in 2007 compared 
with 15 in 2006). The increasing number is also the case in granting permits for the connecting 
of filing systems .  
 
During its operation the Information Commissioner has lodged applications for a constitutional 
review  of certain provisions of four statute-laws and contributed in the preparation of many 
different pieces of national legislation  from the point of view of personal data protection. 
 
Information Commissioner's public awareness activities  are important part of its work 
performed through issuing of publications, press conferences and other co-operation with 
media, participating in conferences and seminars, collaboration with competent authorities  or 
groups, providing advise by phone, permanently updating and upgrading its informative web 
site http://www.ip-rs.si, etc.  
 
International co-operation  activities of the Information Commissioner besides bilateral co-
operation include participation in the Article 29 Working Party, JSB Europol, JSA Schengen, 
JSA Customs, EURODAC Supervision, and lately in T-PD.   
 

***** 
 
SPAIN 

Recent Developments in the data protection field in  Spain 

1. Legislative developments  

During 2007, the following regulations with an impact on data protection matters were 
approved: 

a. Act 11/2007, dated 22 June, on electronic access  by citizens to public services 

The purpose of this Act is to enhance the use of electronic means in the government-to-citizen 
relationships, improving the universal accessibility to the information and services provided by 
the Public Administrations, and the interoperability between the different administrative bodies. 
It establishes that the availability of the use of this kind of means, in a secure and 
comprehensible way, is a right of the citizens, and a correlative obligation for the 
Administrations. The processing of data, as is natural, must respect the obligations and rights 
set down in the Spanish Data Protection Law, guaranteeing the use of the data obtained by 
electronic means for the precise purpose for which they have been sent to a specific 
administrative body. 

As a result of this Act, the Official Spanish Gazette and other official journals will be published 
in electronic editions. Likewise, due to its nature of basic law, it is being developed by the 
Autonomous Communities (e.g. Decree 232/2007 of the Autonomous Community of the 
Basque Country, dated 18 December).  

���� http://www.boe.es/g/es/bases_datos/doc.php?coleccion=iberlex&id=2007/12352(in Spanish) 

b. Act 25/2007, dated 18 October, on retention of d ata relating to electronic 
communications and public communication networks 

This Act, a transposition of the Directive 2006/24/EC, establishes the retention of data on 
electronic communications for twelve months, for public safety purposes. Information regarding 
unsuccessful calls and pre-paid cards shall also be stored. The transfer of this information to 
security forces shall be done following a court order and only to authorised agents. 
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���� http://www.boe.es/t/es/bases_datos/doc.php?coleccion=iberlex&id=2007/18243 (in Spanish) 

c. Act 37/2007, dated 16 November, on re-use of pub lic sector information 

This Act transposes the Directive 2003/98/EC to the Spanish legislation. It applies to 
documents that the public sector could make accessible for re-use by citizens or companies, in 
order to exploit the possibilities that this kind of information may allow, with a view to contribute 
to economic growth and job creation, and to increase the transparency of the public sector too. 
As the Directive lays down, this Act does not alter the obligations and rights set out in the 
Spanish Data Protection Law. 

���� https://www.agpd.es/upload/English_Resources/reglamentolopd_en.pdf  

d. Royal Decree 1720/2007, dated 21 December, which  approves the Regulation 
implementing Organic Law 15/1999, on the Protection  of Personal Data 

The approval of this Regulation becomes a milestone in the Spanish Data Protection 
legislation. It intends to guarantee the necessary legal certainty in an area as sensitive for 
fundamental rights as that of data protection, consolidating the precedents settled by the 
Spanish Data Protection Agency. It also intends to resolve the most frequently asked 
questions, and problems with interpretation that may currently exist, paying particular attention 
to those that may be of greater significance. Comments and observations from the current 
authorities of the Autonomous Communities have been taken into account, as well as those of 
more than sixty entities and associations representing the rights and interests affected by this 
Regulation. 

The Regulation expressly includes within its scope of application non-automated files and 
processing of data (on paper) and sets out specific criteria regarding their security measures. It 
also regulates the territorial scope of application, establishing that all processing is subject to 
this Regulation if Spanish legislation is applicable, according to the rules of Public International 
Law, or when means located in Spanish territory are used, unless only for transit purposes. 

Of particular significance is the incorporation of the authorisation for the processing of data is 
necessary for the purposes of the legitimate interest pursued by data controller. 

Similarly, it regulates a procedure for guaranteeing that any person may have full knowledge of 
the use of such data, before consenting to his data being collected and processed. In addition 
to this, of particular importance is the establishment of specific rules relating to the provision of 
consent by minors, which will demand the assistance of their parents or guardians when the 
child is less than 14 years old.  

In the pursuit of better guarantee the right of persons to control the accuracy and use of their 
personal data, the data controller is expressly required to provide data subjects with a free and 
simple means of allowing them to exercise their right of access, rectification, erasure and 
objection. Along the same lines, it is prohibited to demand the data subject send registered 
letters or similar, or use telecommunication means that imply the payment of an additional 
charge. Finally, although the Regulation is not applicable to deceased persons, to avoid painful 
situations for their relatives it provides that they may inform the data controller of the death and 
request cancellation of the data. 

The applicable rules to data processors are also regulated in detail. Another novelty is the 
establishment of a detailed system for processing regarding, on the one hand, to financial 
solvency and creditworthiness, and on the other, to advertising and commercial research 
activities, implementing the specific provisions contained in the Organic Law 15/1999.  

Regarding international transfers of data, the Regulation establishes a systematic regime for 
them, acknowledging the possibility that the Director of the Spanish DPA may declare the 
existence of an adequate level of data protection in a country where such a Declaration by the 
European Union does not exist, clarifying the situations in which guarantees may be provided 
which permit authorisation of a transfer by the Director, and including the so-called “binding 
corporate rules” or internal codes of multinational groups of companies. Finally, the Regulation 
establishes the procedures that the Spanish Data Protection Agency should handle for the 
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performance of its functions, and expands the duty of the Spanish Data Protection Agency to 
collaborate with the data protection authorities of the Autonomous Communities. 

����http://www.boe.es/g/es/bases_datos/doc.php?coleccion=iberlex&id=2008/00979 (in Spanish) 

e. Act 56/2007, dated 28 December, on measures to p romote the Information Society 

This Act establishes some novelties regarding to electronic billing and to contracting processes 
in electronic commerce, in order to ensure the relations between users and consumers, and the 
electronic services providers, who must guarantee the respect to the Spanish data protection 
legislation rules in their processing of data. 

Additionally, the companies that provide some services with a special economic relevance 
should facilitate the exercise, by the data subject, of the rights of access, rectification, erasure 
and objection by electronic means. 

����http://www.boe.es/g/es/bases_datos/doc.php?coleccion=iberlex&id=2007/22440 (in Spanish) 

2. Major case law  

1. Video-surveillance resolution 

The Spanish Data Protection Agency began an ex-officio investigation into the capture and 
dissemination via YouTube of images of a street in Madrid, in order to clarify whether there had 
been a breach of the Spanish data protection legislation regarding the capture using video 
cameras and later dissemination through YouTube, possibly having committed serious or very 
serious breaches of the data protection rules, punishable with penalties of up to €600,000. 

2. Internet Forums 

The Spanish Data Protection Agency resolves that the right of erasure also applies over 
personal data published on an Internet forum, when the data subject is not a celebrity nor is 
involved in a relevant fact. The disclosure of personal data on the Internet is not always 
protected by the freedom of expression. 

3. Emule 

The Spanish Data Protection Agency imposed a penalty on the disclosure of personal data on 
the Internet through the file-sharing system “Emule”. This is the first fine imposed by the 
Agency for using systems which permit the sharing and downloading of text, video or music 
files, among others, that are stored in the computers of other users. The Spanish DPA reminds 
the importance of the implementation of security measures such as firewalls, and of the careful 
selection of the directory containing the information that is going to be shared. 

4. YouTube resolution 

The Spanish Data Protection Agency began an ex-officio investigation into the capture and 
dissemination through YouTube of images of a disabled person, protecting the right of 
cancellation of the data subject’s representative, before a possible very serious breach of the 
Spanish data protection rules by processing and later disseminating data images relating to the 
person’s health. 

5. Sentence of the Spanish High Court on Apostasy 

The decision of the AEPD on the right of citizens not to appear in the Register of Baptisms and 
to exercise their right of erasure on these files was appealed by the Archbishop of Valencia 
before the National High Court. The decision of this body upheld that of the AEPD. The 
following aspects of this decision must be emphasised: 

� Registers of Baptisms are deemed personal data files in the sense of the LOPD. 

� Failure to cancel such data may constitute a breach of the principle of quality of data. 

3. Major specific issues  

1. Appearance of the Director of the Agency before the Lower House of the Parliament 
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In his annual speech, the Director of the Spanish DPA emphasised the recent proliferation of 
video-surveillance devices, not only by public authorities but mainly in the private sector, 
through the generalisation of camera-installation initiatives, for example, in owners’ 
associations, commercial premises or transport services. Furthermore, he pointed out services 
such as “YouTube” which permit the global dissemination of images to all Internet users. 

In his speech he also referred to the need to offer guarantees before the new risks arising from 
Internet services such as “search engines and e-mail services”, reminding that search engines 
must guarantee the effective exercise of the rights of access, rectification, cancellation and 
objection. 

2. Declaration on search engines 

In 2007, the Spanish Data Protection Agency published the report on its main observations, 
relating to the adaptation to Spanish data protection legislation, of the policies on the collection, 
conservation and use of personal data of Internet search engines. This report includes the main 
conclusions of the analysis, carried out on the effect these practices may have on the privacy of 
users of the search systems and other services offered by these companies. 

Conclusions: 

� Search engines must bring into line the storage time limits, minimizing the risks to the 
privacy of users. 

� The information provided to users is complex and inefficient. 

� Citizens have the right to erasure and to object to their data appearing as the result of 
carrying out a search 

����https://www.agpd.es/upload/Canal_Documentacion/Recomendaciones/declaracion_aepd_bu
scadores_en.pdf  

3. Ex-officio Sectorial Inspection in Colombia 

This inspection was carried out on companies making international transfers of personal data 
for the provision of services related to Telemarketing or Customer Service centres. Key issues 
are the evolution and increase registered by the Spanish DPA over the last few years in 
requests for international data transfers, their destination countries and main purposes for 
which they are requested. 

����https://www.agpd.es/upload/Canal_Documentacion/Recomendaciones/report_Inter_data_tra
nsfers_colombia_en.pdf 

4. Co-operation with other European Countries  

1. Bosnia and Herzegovina 

Spanish Data Protection Agency participated as Junior Partner with the Czech Office for the 
Personal Data Protection in a Twinning Project with the Data Protection Commission of Bosnia 
and Herzegovina, implemented between February 2006 and March 2007. 

2. Bulgaria 

The Spanish DPA was selected, during 2006, to develop a Twinning Project in Bulgaria. It was 
financed by the European Union Phare programme, having a budget of €700.000, and has 
been organized in five components: legal analysis, institutional building, information systems, 
enforcement and awareness raisings. 72 experts of several countries, such as France, Finland, 
Italy, Netherlands, Portugal or the United Kingdom, and the European Data Protection 
Supervisor too, have participated in this Project during its 14 months long. All the programmed 
activities and all the settled goals have been reached, making possible that the Spanish DPA 
considers, at the conclusion of the project, that it was very successful. 

5. Activities by Spain on the Latin America Data Pr otection Network  
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The year 2007 was a particularly active year within the scope of the Ibero-American Data 
Protection Network, established in 2003 as a result of the Spanish DPA initiative to promote the 
regulation of data protection in Ibero-America. The 5th Ibero-American Meeting took place in 
2007 in Lisbon (Portugal). A seminar in Cartagena de Indias (Colombia) was also held in 2007, 
with the objective of creating a forum for debate and exchange of information. Guidelines were 
established to promote initiatives that permit the achievement of an adequate level of data 
protection in the countries comprising the Ibero-American Community, thus avoiding the current 
obstacles to the free movement of personal data in such countries. As part of its commitment to 
these countries, the Spanish DPA welcomed representatives of Mexico, Chile and Uruguay to 
its headquarters; the latter were advised on their Data Protection Bill. 

***** 

 

THE “FORMER YUGOSLAV REPUBLIC OF MACEDONIA”  

The right of personal data protection 

In the Republic of Macedonia, the right of personal data protection, as one of the fundamental 
human rights and freedoms, is established in Article 18 of the Constitution of the Republic of 
Macedonia. The legal framework, which in essence is harmonized with the Directive 46/95/EC of 
the European Commission and Convention 108 of the Council of Europe, is determined by the 
adoption of the Law on personal data protection that came into force in February 2005.  

From its establishment, the Directorate for personal data protection is dedicated to the 
development of the legislation and its compliance with the Directive 46/95/EC of the European 
Commission and Convention 108 of the Council of Europe and the Additional Protocol to the 
Convention 108. 

In the performance of its key competencies, except of the legislation, the Directorate always 
follows the good practices of the DP Authorities of other countries.   

Performance of the main competencies of the Directorate for Personal Data protection  

Control over the legality of personal data processi ng and administrative supervision 
over personal data controllers 

One of the main competencies that the Directorate continuously carries out is control over the 
legality of personal data processing and administrative supervision over the controllers i.e. the 
holders of personal data collections. (See also Annex 1) 

Year Number of administrative supervisions   

2006 6 

2007 45 

2008 (continued from 2007) 27 

2008  initiatives for new supervisions 5 

The number of administrative supervisions that have been carried out has an upward tendency, 
due to the increased capacities for carrying out this function. 

Institutions in the area of finance, telecommunications, social protection and other state bodies 
that have major personal data collections have been subject of supervision.  

The intention of the Directorate was that through performance of administrative supervision 
during the transitional period, which lasted until December 19th, 2007 and was intended to give 
enough time to the controllers to adjust their procession operations to the standards proscribed 
by the Law on personal data protection, to review the current situation and to turn the attention of 



APPENDIX VII. 
 

57 

the controllers to the irregularities, but in an educative and preventive way. After the transitional 
period has expired the penal provisions of the Law on personal data protection came into full 
force. 

Providing expert opinion and interpretations 

Another important competency of the Directorate is providing expert opinions and 
interpretations in the area of personal data collections. The majority of these opinions were 
regarding bylaws created by personal data controllers, questions by natural or legal persons, 
draft laws and international agreements as well as assessments if the conditions required for 
transfer of personal data to other countries are fulfilled. If there are indications for breaches of 
Law, the Directorate sends instructions. In 2007 the Directorate issued 16 instructions, and till 
01.03.2008 were issued 2.  

The Directorate is also opened for cooperation and in every day practice answers to the 
requests for opinions given by the phone calls from controllers and citizens. 

The Directorate also respond to the requests for meetings with the controllers on which expert 
opinions are provided.  

The Directorate is also included in the working groups for preparation of draft laws or 
amendments of the laws in different areas (See also Annex 2). 

Year Opinions provided 

2006 40 

2007 74 

2008 (as of 01.03) 25 

Complaints handling and request by citizens  

The issue which the Directorate focused on the most was the complaints handling and requests 
filed by the citizens for the entrenchment of the violation of the right to personal data protection. 
The Directorate is legally bound to investigate whether there was misuse of personal data or 
not.   

The Directorate acted in a timely manner and currently all the complaints and requests of 
citizens have been processed. This activity is largely dependent on the level of public 
awareness about the right of personal data protection and the possibility to practice that right. 
(See also Annex 3) 

Year Complaints and requests 

2006 6 

2007 24 

2008 (as of  01.03) 14 

Public awareness rising   

Public awareness rising and informing the citizens about the right of personal data protection 
and privacy was and is a key imperative of the work of the Directorate The Directorate 
organized press conferences, interviews and reports in both, the press and the electronic 
media, as well as a number of meetings, workshops and roundtables for various target groups.  

Year Media coverage 
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2006 15 

2007 65 

2008 (as of 01.03) 51 

Seminars for raising the public awareness for data protection in different sectors such as: 
insurance, media, telecommunication, bank sector, statistic, labour law, health and others, were 
organized last year in the framework of the Project for Technical assistance to the 
Establishment of the Directorate for personal data protection and Enforcement of the Data 
Protection Principles, an EU funded project, managed by EAR. 

The Directorate organized five seminars in cooperation with Agency for supervision of fully 
funded pension insurance in different areas of Macedonia.   

The Directorate within cooperation the NGO organized seminars for raising the public 
awareness for data protection. The seminars were organized both for the public and private 
sectors (governmental bodies, media, telecommunication companies, internet providers, banks, 
insurance companies etc). The issues of the seminars were the improvement of the 
implementation and application of the Personal Data Protection Law, Law on Free Access to 
Public Information3 and Law on Safety of Classified Information4 and the challenges of the 
Information and Communication Technologies (ICT) in the framework of implementation of the 
laws. Actual problems concerning the publication of the personal data on Internet, and 
interconnection between privacy, data protection and Internet were the most interesting issues 
for debate of concerning parties.  

International cooperation 

Last but not least, the Directorate is caring out international cooperation with foreign 
organizations and institutions in the area of personal data protection  

The Directorate became a member of the Spring conference European data protection 
authorities, Conference of data protection authorities of the countries of Central and Eastern 
Europe., Consultative Committee for personal data protection of the Council of Europe and 
received status of observer in the Working Party 29 of the European Commission. In addition to 
the membership in international conferences and organizations, the Directorate is a regular 
participant to the meetings of groups for personal data protection in the area of 
telecommunications and the best practices in EU countries.  

International cooperation became a priority since the establishment of the Directorate. Due to 
the fact that personal data protection was virtually unknown in Macedonia prior to the 
establishment of the Directorate, we had no other choice but to build the foundation of the 
Directorate upon the experiences of our counterparts from the other European countries. 

Cooperation with the police sector 

In 2006 the Directorate actively participated in the preparation of the provisions of the Law on 
police that refer to personal data protection with intention to ensure harmonization with the 
Directive 95/46 of EC and the Convention 108/81 of Council of Europe, as well as 
Recommendation 15(97) for personal data protection in the police sector of the Council of 
Europe.  

Considering the fact that the Law on police completely entered into force on 11.11.2007, a real 
expectation is that the provisions that refer to personal data protection will be successfully 
implemented as well as the mechanism for supervision over the personal data processing in 
the police sector.  

                                                
3 Official Gazette of the Republic of Macedonia no.13/06 
4 Official Gazette of the Republic of Macedonia no.09/04 
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In the police sector the Directorate participates in the preparation for negotiations for the 
SELEC Convention for cooperation in the prevention of cross-border crime. It is expected that 
SELEC will be a regional organization much like the EUROPOL and will assist the law 
enforcement agencies of South-East Europe to actively cooperate in fighting serious crime.  

The Directorate actively participated in projects on national visa system, projects for building 
information system for integrated border management, for introducing an one-stop system for 
import and export.  

EUROPOL 

The provisions referring to personal data protection in the Law on police and the amendments 
and modifications of article 4 of the Law on personal data protection (that provide that 
provisions of this law are applicable on matters of public safety and as well as for criminal 
procedures), are prerequisites to start the activities connected with the preparations for signing 
of the Operative agreement for cooperation with EUROPOL that is a higher level of 
cooperation after the Strategic agreement for cooperation with EUROPOL signed on 
16.01.2007. 

The Directorate also assisted the Ministry of Interior in the process of signing the operational 
agreement with EUROPOL, by preparing the answers to the questions by EUROPOL in the 
area of personal data protection. 

EUROJUST 

The Directorate for personal data protection participates in the activities supporting the start of 
negotiations for signing an Agreement for cooperation between Republic of Macedonia and 
EUROJUST that is a key institution of the EU for fighting organized crime, computer crime, 
cross-border crime as well as other serious forms of crime. 

On the meeting held on July 9, 2007 in the Hague between the delegation from Republic of 
Macedonia, comprised of representatives of relevant Macedonian institutions the 
DIRECTORATE, Ministry of Justice, and the Collegium of EUROJUST, the representatives of 
EUROJUST expressed their optimism that if Republic of Macedonia makes the necessary 
changes in the Law on personal data protection, the agreement could be signed during 2008 
that will be and a strong impetus for the European integration process. 

The newly drafted Law on amendments and modifications of the Law on personal data 
protection (which is pending approval by the Parliament) was submitted to EUROJUST for 
comments and opinions. The remarks were taken into consideration and added to the 
amendments of the draft Law   

Capacity building 

From the establishment of the Directorate in June 2005 until the end of 2006, 11 new 
employments of civil servants have been realized respecting the principle of fair participation of 
minorities.  

In 2007, three new employments have been realized (one person was transferred), therefore 
now the Directorate has 15 employees and 2 elected officials.  

Capacity building of the Directorate is planed to be completed by 2010 with 50 employees. 

Project implementation 

The implementation of the project “Technical assistance to the creation of a Directorate for 
personal data protection and enforcement of the data protection principles“ lasted for 18 
months (May 31st, 2006 – November 30th 2007). The implementation was realized through 5 
components: legal support, IT support, capacity building of the Directorate, strengthening the 
organizational capacity of the Directorate and last but not least public awareness rising.  

The Directorate has successfully cooperated with a number of other projects that have 
personal data protection as one of their goals. 
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Amendments and modifications to the Law on personal  data protection 

The initiative to adopt a Law on amendments and modifications to the Law on personal data 
protection (with a draft version of the Law) is in Parliamentary procedure.  

The amendments and modifications are aimed at achieving: 

- Full harmonization  of the national legislation in this area with the legislation of the 
European Union, concretely with Directive 95/46/EC of the European Parliament and the 
Council of the European Union.;  

- Expansion of the definition of “special categories of personal data” by adding philosophical 
beliefs, genetic data and biometric data  to it;  

- Expansion of the provisions of this Law to the processing of personal data for the purpose 
of public  and national security , defense of the country and criminal procedure ;  

- Regulation of video surveillance ; 

- Strengthening of the independence  of the Directorate;  

- Simplification of the procedure for the establishment of the existenc e of a violation to 
the right of personal data protection . by abolishing the Commission in the Directorate. 
The decision on the establishment of the violation will now be in the hand of the Director, 
and an administrative dispute may be initiated against it in the Administrative Court;  

- Simplification of the procedure for registration  of  personal data collections  by the 
controllers; 

- Simplification of the procedure for transfer  of personal data to other countries; 

- Introduction of inspections ; 

- Introduction of the principle of technical neutrality of the provisions  of this law, which 
would mean that regardless of the development of technology, the provisions regulating the 
standards for security of personal data will be applicable; 

- Exclusion of the application of part of the provisions of this Law for the purpose of literary 
and artistic expression as well as professional jou rnalism , in accordance with the 
ethical rules of these professions;  

- Acquiring the status of a misdemeanor body  by the Directorate, meaning that a 
misdemeanor commission will be formed within the Directorate and it will have the power to 
carry out the misdemeanor procedure and issue fines and other types of misdemeanor 
sanctions, in accordance with the Law on misdemeanors5. 

The amendments and modifications to the Law on personal data protection are expected to be 
adopted in the first quarter of 2008. 

Strategic planning  

The Directorate enacted a Strategy for development for the period of 2007-2010. The Strategy 
is structured according to the purposes and the Programs. The activities are designed annually 
and every year a report with the expected/achieved results would be prepared and if necessary 
the Strategic plan will be modified for the next period. 

The Strategic plan is attached with a document for the necessary new employments in the 
Directorate for the referred period according to the annual Programs as well as the financial 
implications for the new employments and the necessary trainings (respecting the obligation for 
fair participation of the communities). 

In special sections of the Strategic plan the influence over the national regulative is elaborated, 
the necessary amendments and modifications that should be made in other sector regulations, 
the influence and significance of human resources, as well as the key parameters and terms for 

                                                
5 „Official Gazette of the Republic of Macedonia“ No.62/2006 



APPENDIX VII. 
 

61 

successful implementation of the Plan with established indicators for the successful 
assessment of the results and the planned structure reforms of the Directorate.  

The Strategic Plan is complied with the NPAA in order to ensure coherency with the national 
requirements and association with the acquis. 

The Strategic Plan is submitted to the Ministry of Finance in order to provide sufficient budget 
for the following year.  

Changes of the Strategic plan are expected after the amendments and modifications of the Law 
on personal data protection are adopted. Changes will refer to the extension of the 
Directorate’s competencies that will arise from the amendment of the Article 4. 

***** 

ANNEX 1 
The most frequent violations of the Law on personal data protection that were established in 
the course of the administrative supervisions are:  

• Retention of data after the purpose for their collection was achieved  
• Personal data that are processed automatically are not deleted 
• Personal data were given to other users without stating a provision in the contract for 

personal data protection 
• Controllers had no internal regulation concerning technical and organizational 

measures for personal data protection,  
• Excessive data  
• Processing of special categories of personal data without legal basis 
• Collecting personal data by questioners without stating which answers a r obligatory 

and which are not  
• Inappropriate provision of consent for the use of personal data for commercial 

purposes 
• Keeping of personal data in premises that are not physically protected from 

unauthorized access; 
 
ANNEX 2 
The majority of these opinions were regarding bylaws created by personal data controllers, 
questions by natural or legal persons, draft laws and international agreements in the area of: 

• Fully Funded Pension Insurance 
• Securities  
• Banking and finance 
• Statistics 
• Labor and welfare 
• Telecommunications  
• Direct marketing 
• Health protection 
• Insurance 
• Free access to information of public character 
• Electronic commerce 
• Defense 
• Transfer of personal data  
• Taxation  
• Labor relations. 

The Directorate was included in the few working groups for the preparation of following laws: 
 
Law on Protection of Patients’ Rights 
The Directorate was actively participating in the preparation of the Draf Law on Protection of 
Patients’ Rights. The draft law, originally prepared by the Ministry of Health, was amended in 
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terms of respecting the right to privacy of the patients, as well as allowing them to perform an 
insight to their medical files and request rectifications, if it is justified. 
 
ANNEX 3 
The complaints and requests filed by citizens were mostly about:  

• Unauthorized disclosure of the URNC 
• Unauthorized publication of personal data on the Internet 
• Unauthorized transfer of personal data from one controller to another  
• Identity theft 
• Unauthorized transfer of personal data to other state  
• Unauthorized deletion of data from e-mail accounts 
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APPENDIX VIII – INFORMATION ON THE 2008 DATA PROTEC TION DAY 

 
Information given by member States on activities ca rried out on the occasion of the Data 
Protection Day 1 
 
CROATIA 
 
Even though the right to the protection of personal data is constitutional rights issue, that is, 
one of the fundamental human rights and freedoms, only a relatively small number of citizens 
know about this fact. 
 
The marking of the Day is targeted at promoting the protection of personal data, raising the 
awareness of citizens with regard to their right to personal data protection, as well as getting 
them acquainted with the purpose of the processing of their personal data. 
 
At 26th January 2008 at the City Centre One, Jankomir 33, Zagreb the Agency employees 
adviced the citizens on their right to personal data protection, replyed to their enquiries, 
conduced a survey (questionnaire) on how much the citizens know about their rights, as well as 
distributed promotial material (brochures, leaflets, handouts). 
 
At 28th January 2008 the round-table discussion was on mark the European Day of Personal 
Data Protection, organised by the Croatian Personal Data Protection Agency as well as „The 
Consumer“, the association for the protection of consumers in Croatia.   
 
The European Day of Personal Data Protection in Croatia was marked by electronic media:  
- the Croatian Television 
- the Croatian Radio 
- the Croatian Radio – Radio Sljeme 
- the Radio 101 
- the Open Radio 
 
and also by newspapers: 
-Vecernji list 
-Jutarnji list 
-Vijesnik 
-Privredni tjednik 
-Metro 

***** 
 
CYPRUS 

For the European Data Protection Day on 28 January 2008, our Office organised the following 
activities: 
 
1. A relevant poster was designed and distributed for display on premises of civil services, 
private organizations, municipalities, banks, companies, labour unions etc. 
 
2. The Article 29 Resolution adopted on the 5th December was translated to Greek and 
published on the Office΄s website. 
 
3. On the 27th, 28th and 29th of January, after an agreement with the Department of Postal 
Services, all mail passing through certain major post offices was stamped with the message “28 

                                                
1 Further information available on : http://www.coe.int/t/e/legal_affairs/legal_co-
operation/data_protection/Data_Protection_Day_default.asp#TopOfPage  
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of January- European Day for Personal Data Protection”. 
 
4. On the 28th of January: 
• The Commissioner gave a press conference at the Press and Information Office, which 
 was covered by media for television, radio and newspapers. 
• The Commissioner appeared on the main TV stations. 
• A relevant televised announcement was broadcast by the Cyprus Broadcasting 
 Corporation on prime time. 
• A message was broadcasted on several radio stations  
 
5. Relevant articles were published in daily newspapers. 
 

***** 
 
CZECH REPUBLIC 
 
Description of Educational Program 

1. Contents – detailed survey of topics:   

One lesson will be dedicated to the right to personal data protection within the framework of 
human rights and the Czech legislation.  

The fundamental rights guaranteed both by the Constitution and the Charter of Fundamental 
Rights and Freedoms include the right to protection of private and family life. It will be explained 
in this context why personal data must be protected and how such protection is ensured, and 
what is the relation of the Personal Data Protection Act to the European legal rules (i.e. how 
and why the Czech legislation is harmonized with European law). In particular, it will be 
explained that personal data are a key to our privacy, which is one of the basic values of our 
civilization. 

Explanation will also be provided with respect to the principles of personal data protection and 
the “balance principle”, which ensures equilibrium between personal data protection and 
security (this aspect is important especially in relation to the topical issue of terrorism), as well 
as a balanced relation between the general Personal Data Protection Act and the special laws 
that also provide for personal data protection. In the interest of preserving civil rights, it is 
increasingly important to be able to enforce the right to privacy and to be aware of the 
fundamental legal provisions, on the basis of which this right can be exercised.  

One lesson will be dedicated to the subject of personal data protection in schools. The Office 
has experience with personal data protection related to a number of areas where personal data 
are processed. Personal data are also processed in schools. Explanation of these issues will 
be based on the principles of personal data protection that must be maintained from the 
viewpoint of Personal Data Protection Act and from the viewpoint of protection of privacy. On 
the basis of their practical experience, the teachers will be able to raise questions related to 
situations which they must face up within their educational activities.  

Two lessons will be dedicated to the possibilities of applying protection of personal data and 
privacy in the framework of specific subjects (for more details cf. section 5). 

2. Form:   

A lecture followed by a discussion with the lecturers concerning specific situations or issues.  

3. Educational goal:   

In relation to approval of the Personal Data Protection Act, No. 101/2000 Coll., and 
establishment of the Office for Personal Data Protection (hereinafter “the Office”) in 2000, the 
media have been paying increased attention to the aspects of personal data protection as an 
extremely important part of rights of each individual. Although the general awareness of this 
aspect is relatively high in the Czech Republic, also thanks to activities of the Office, almost no 
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or very little attention has been paid to certain social groups in this respect. These groups 
undoubtedly include children and youth. However, in the near future, the current students of 
elementary and secondary schools will gradually become adults and bear the related political 
and economic responsibilities. Therefore, their knowledge of personal data protection must be 
continuously raised so as to ensure that this issue is not out of their interest at a time when they 
can affect the future of the society as a whole.  

Schools are amongst the most important information channels whereby the students of 
elementary and secondary schools can be acquainted with the subject of personal data 
protection. However, information provided to the students within the subjects of basic social 
science, history, information and computer technology must be correct and also linked with 
specific examples of the practical situations involving protection of privacy and personal data. 
Therefore, the Office for Personal Data Protection has created an educational program in the 
framework of DVPP, whose aim is to prepare the teachers at elementary and secondary 
schools for topics in the area of personal data protection and enable their incorporation in the 
educational programs of individual schools.  

4. Number of hours + educational goal:   

A lecture consisting of 4 teaching hours  

5. Number of participants and specification of the tar get group of teachers:   

Approximatly 40 persons may participate in each workshop.  

The Certificates will be given after a test concerning PDP. 

The primary target group consists of teachers of the following subjects:  

subject specific educational goal related to the given subject 

Czech language and 
literature 

ability to perceive the concept of privacy and personal data protection in 
various time periods on the basis of a literary text or a work of art 

basics of social 
sciences 

personal data protection and protection of privacy in the context of 
human rights, law and psychology 

history 

development of opinions on human privacy, its value and establishment 
of personal data protection in various time periods within the 

development of the European civilization, influence of totalitarian 
regimes on the perception of protection of privacy 

mathematics, 
information and 

computer 
technology 

protection of personal data, their securing in automated processing – 
security within the Internet, principles of administration of computer 
technology with respect to data protection, danger of identity theft, 

modern equipment in personal data protection (tapping, RFID, database 
systems), principle of electronic signature 

biology 

possibilities of taking DNA samples, their subsequent processing for 
verification or identification purposes, different approaches to DNA 

databases in other countries, creation of databases of fingerprints and 
other personal identifiers, sensitive data in health care; human privacy – 

privacy of animals 

 
 
La Journée de la protection des données personnelle s 2008 
Le Bureau de la protection des données personnelles, République Tchèque, a organisé le 28. 
janvier 2008 le seminaire au Sénat du Parlement tchèque avec la participation de M.Graham 
Suttton. 
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Le 29 janvier 2008 pendant la conférence de presse du Bureau, le concours pour les enfants et 
jeunes „Ma vie privée! Ne pas regarder, ne pas renifler!“ a été annoncé. Le concours de dessin 
et d´essai sera fermé le 15 mars.  
 
Le concours est soutenu par la Radio Prague, le web pour les enfants „Alik“ et par le Festival 
des films pour les enfants et jeunes gens de Zlin; les prix seront remis pendant la rencontre  
des enfants le 1er juin a Zlin - avec la participation de la télévision et de la radio. 
 
Du 1er avril jusqu´au 1er juin, les travaux des enfants seront exposés dans „le train 
cinématographique“ qui traverse la République tchèque et la Slovaquie (organisé par le 
Festival). Nous organisons pendant ce voyage quelques rencontres avec des enfants 
consacrées au problème de la vie privée. Nos collegue slovaque pense se  joindre à nous. 
 
Parmi les participants du concours, citons aussi les enfants des „SOS villages“ de République 
Tchèque, Lituanie, Lettonie, Russie, du Kazachstan et de l´Ukraine.  
 
Nous développons le programme de l´education pour les instituteurs et autres pédagogues, qui 
a obtenu l´accréditation du Ministere des Ecoles, de la Jeunesse et du Sport tchèque. Nous 
organisons des séminaires à travers tout le territoire. 
 
Le programme pour les séniors est dévéloppé avec la Faculté de Médecine de l´Université 
Charles. Au mois de mars (le 8) nous participons au festival pour les séniors à Prague.   
 

***** 
 

ESTONIA 
 
The most significant event which took place in relation to the Data Protection Day 2008 in 
Estonia was the conference “Data Protection and Media”. The main reason for choosing this 
topic was the new redaction of the Estonian Personal Data Protection Act which included the 
provision on media and which came into force at the beginning of this year. The new provision 
enacts the disclosure of personal data in case of the public interest and without data subject’s 
consent. In the discussion, over the issues on media and data protection, participated several 
legislators, journalists, prosecutors, PR-persons and data protection officials. 
 
Due to the currently actual issues on media and data protection, the attention to the data 
protection area was also much higher in the nationwide and local press. 
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FRANCE 
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IRELAND 
 
The Minister for Education and Science and the Data Protection Commissioner launched a new 
educational resource on privacy and data protection for secondary schools.  It was produced by 
the Office of the Data Protection Commissioner in conjunction with the Curriculum 
Development Unit of the Department of Education and Science as a resource for schools to 
draw upon primarily in the Civic, Social and Political Education Course but also for integration 
as desired into other subjects.  It is being distributed to all secondary schools nationwide. 
Further information in relation to this initiative is available on the Data Protection 
Commissioner's website: http://www.dataprotection.ie. 
 
The Office of the Data Protection Commissioner, in association with Youtube, launched a video 
clip competition on the theme of 'privacy in the 21st Century'.   This on-line competition is being 
run on Youtube and is targeted at young people.   Further information on the competition is 
available on the following website:  www.youtube.com/privacycomp. 
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LIECHSTENSTEIN 
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LITHUANIA  
 

 
***** 

 
ROMANIA 
 
The National Supervisory Authority for Personal Data Processing has organized the following 
activities in order to celebrate the European Data Protection Day on the 28th January 2008: 
 
a) In order to allow citizens to become familiarized with the field of personal data protection 
the Open Doors’ Day  has been organized in Bucharest on the 26th January 2008.  
 
b) On the 28th January 2008 a Public  Debate on “the European Data Protection Day”  
was organized in Tg. Jiu, Gorj county; the discussions were led by Mrs. Georgeta Basarabescu 
– president of the NSAPDP and the event was attended by important representatives of the 
local and central public authorities and institutions, members of the academic and university 
mediums, certain private companies and media. 
 
The event gathered representatives of the Romanian Parliament – the Chamber of Deputies, of 
the Legislative Council, the Ministry of Communications and Information Technology, the Ministry 
of the Interior and Administrative Reform, Bucharest’s Tribunal, Gorj County Prefect’s Office, the 
General Romanian Police Inspectorate, the Gorj, Dolj, Hunedoara, DâmboviŃa, Prahova, 
Suceava, Braşov, MehedinŃi County Police Inspectorates and the Gorj County Council. 
 
Moreover, on the occasion of the European Data Protection Day, representatives of the 
Hyperion University of Bucharest and the Simion BărnuŃiu Law School in Sibiu, institutions that 
have indicated great interest in the field of data protection, have addressed special messages 
to the Supervisory Authority in order to mark this important event. 
 
The event was organized in Târgu Jiu at the initiative of the Gorj County Police Inspectorate 
and the Office of the Gorj County Prefect. 
 
The reunion was opened by Chief Inspector Constantin Nicolescu – head of the Gorj County 
Police Inspectorate, as he underlined the specific goal of this meeting: to increase citizens’ 
awareness with regard to their rights referring to the protection of their personal data.  Even 
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though this is quite a new field in Romania the need to correctly implement the EU legislation was 
highlighted.  Mrs. Georgeta Basarabescu expressed her gratitude for this initiative and the support 
given by county authorities in organizing the second celebration of the European Data Protection 
Day Târgu-Jiu, after the celebrations held in 2007 in Sibiu – the European Cultural Capital in honor 
of this important event, celebrated in all Member States of the Council of Europe. 
 
In her speech, the Supervisory Authority’s president underlined the fact that the Authority has 
begun its third year of activity, after passing in 2007 from the national level, in the field of data 
protection, to the European one, by fully implementing the European Union’s standards. Mention 
was also made of the fact that in 2007 Romania was ranked 2nd place within the best results 
achieved in the field of data protection in a Report of Privacy International, issued in London. 
Within this context some of the Supervisory Authority’s achievements were mentioned, 
amongst which the initiative to issue an Emergency Ordinance which abolished the notification 
fees paid by data controllers, as this was considered to infringe on the free movement of 
personal data within the European Union member states. 
 
In order to correctly enforce the provisions of the community’s acquis, those of Law no. 677/2001 
and improve the specific activities seven Decisions were also published in the Romanian Official 
Journal; mention should be made here of Decision no. 105/2007 on personal data processing 
carried out within credit bureau type filling systems. In issuing this Decision careful consideration 
was given to the risks to the private life of individuals involved by the automatic processing of 
personal data as certain aspects of their personality (such as behavior or credit worthiness) are 
scrutinized. 
 
The event was also attended by Mr. Ştefan Marian Popescu Bejat – the Gorj County Prefect 
who expressed his satisfaction for hosting the European Data Protection Day in Tg. Jiu, as this 
proved to have been an excellent opportunity to increase awareness amongst citizens with 
regard to the principles of personal data processing, with the media’s support. 
 
Afterwards, a speech was held by Mr. Ion Călinoiu- president of the Gorj County Council, in 
which he highlighted the concept of interaction between public authorities and citizens which 
implies the processing of personal data and, implicitly, requires adequate information of the 
individual. Ensuring an adequate protection for personal data becomes an indispensable 
component of modern society. 
 
Another important speaker was Chief Commissioner Dragomiroiu Gheorghe – deputy of the 
General Romanian Police Inspectorate and he gave a brief presentation of the excellent 
collaboration between the Supervisory Authority and the Romanian General Police 
Inspectorate from the point of view of training policemen in the field of personal data, especially 
in view of the envisioned adhesion to the Schengen area. 
 
In his speech, Mr. Constantin Teodorescu – state secretary within the Ministry of 
Communications and Information Technology underlined the fact that the Draft legislative Act on 
the retention of traffic data is currently in the final stages of adoption by the Government and this 
regulation will extend the scope of the Supervisory Authority’s competence. Mention was also 
made of nowadays rapid development of information systems and the increasing risks they 
involve with regard to the processing of personal data. this is why one of the measures foreseen 
for the e-governance project is that of citizens’ authentification via Open-ID mechanisms. 
 
The President of the IIIrd Section of Official Legislative Records within the Legislative Council, 
Mr. prof. univ. Sorin Popescu has underlined the importance of Convention 108 of 1981 which 
established the need to protect the individual’s rights with regard to the automatic processing of 
personal data within today’s society. The particcipants’ attention was also drawn to the fact that 
celebrating the European Data Protection Day was based on the 2003 which indicated a low 
degree of awareness with regard to personal data amongst citizens. 
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The discussions continued with the speechs of Mr. Sorin Goran – president of the Romanian 
Direct Marketing Association and Mr. Mihai Petroff – the Director of “Mailers”, who underlined 
the interferences between the field of personal data protection and the activities of direct 
marketing companies as well as the involvement of the Supervisory Authority as early as 2006 
in the specific issues posed by personal data processing in this field. 
 
Mr. Ionel Condor – Director of « Ro Planet S.R.L. » brought to the participants’ attention the IT 
sollutions which may be adopted by public authorities in order to manage their document flows 
and mention was made of the advantages brought by the system which has already been 
introduced within the Supervisory Authority. 
 
These speeches have clearly shown the private companies’ interest in correctly implementing the 
legal framework on personal data protection and the active role of the Supervisory Authority in 
increasing awareness with regard to the conditions under which personal data may be 
processed. 
 
Mrs. Mihaela Muraru Mandrea has forwarded the message of the Parliament’s Committee for 
European affairs, which highlighted the Supervisory Authority’s activities in its 2 years’ 
existence, the authority’s important role in issuing specific regulation such as abolishing the 
notification fees, as well as all the other issues referred to in its Decisions. 
 
Mr. Ion Stoica – head of the Dolj County Police Inspectorate has underlined the police’s active 
role in training its staff, at all levels, with the specialist support of the Supervisory Authority’s staff, 
as well as the need to continue the measures to increase awareness amongst citizens with 
regard to this field of activity.   
 
The event ended with a Mr. Adrian ŞuŃu’s display of caricatures on “data protection” at the 
premises of the Office of the Gorj County Prefect. 
 
The reunion benefited from a large attendance of representatives of newspapers, TV and 
Radio stations; interviews were given for Tv Alpha Tg. Jiu, TV Antena, Radio România 
ActualităŃi şi Radio Oltenia. 
 
The large number of participants, the media’s interest and the way in which it presented the 
field of data protection all lead us to believe that the event has reached its goal and the relevant 
information has been sent to the citizens. 
 
c)  On the same day, following the invitation of Chief Commissioner Constantin Nicolescu – 
head of the Gorj County Police Inspectorate, another Debate on “Personal Data Protection 
within the National SIS ” was organized at the premises of the Gorj County Police Inspectorate 
with the participation of approximately 100 county police officers. 
 
Within this reunion, Mrs. Georgeta Basarabescu – the Supervisory Authority’s president has 
cleared up specific issues referring to personal data processing within the NSIS (the national 
component of the Schengen Information System). 
 
The discussions continued on the measures which will be adopted in preparation of the 
Schengen evaluation and the collaboration in this field of activity. 
 
Within the preparation for the European Data Protection Day several press releases were sent 
to the main Romanian news agencies (Rompres, Mediafax, News In), TV stations (Realitatea, 
including repeated mention on “crawl”, National TV, TVr) and daily newspapers (Cotidianul, 
Compact, Evenimentul Zilei). A press release on the significance of this event was also 
published on the Authority’s web site. 
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Citizens were also informed on this European event via a publicity banner which read “28th 
January – the European Data Protection Day” posted throughout these events at the authority’s 
premises and a similar one in the center of Tg. Jiu. 
 
A brochure and a flyer were also issued on the occasion of this event. They were both titled 
“the European Data Protection Day” and were printed in Romanian and English. An additional 
brochure on “the protection of personal data and the right of access” was also issued in both 
languages. Other flyers and brochures such as 3”Know your rights” and “Personal Data” (the 
Authority’s attributions) were updated. 
 
all of this information material, together with promotional materials were spread amongst 
participants at the events on the European Data Protection Day, including media representatives. 
 
Training youths on personal data protection also fits into the activities celebrating this event. 
This is why the Simion BărnuŃiu Law School in Sibiu included “data protection” on the list of its 
curricula for 2007/2008. Lectures have already been held by the Supervsory Authority’s 
president. A particular interest was noticed amongst students with regard to this subject, fact 
which has also been indicated by the variety of subjects applied for examination during final 
exams. The members of the academic medium also played an important part throughout the 
school year as they have constantly requested form the Authority and spread mongst students 
information materials on personal data protection. 
 
The Hyperion University in Bucharest has also shown its interest in including data protection as 
a subject of study. Contacts were made to include this field in the curricula of other universities 
as well. 
The Increasing awareness with regard to the principles of personal data protection and the 
individual’s right to private life have become a reality after the 28th January 2007, when the first 
celebration in honor of the European Data Protection Day were held. 

 
***** 

 
SLOVAK REPUBLIC  
 
On the occasion of Data Protection Day on January 28th, the Office for Personal Data 
Protection of the Slovak Republic performed the following activities: 
 

1. Imprinted the information markers with general information on the Office for Personal 
Data Protection of the Slovak Republic for the provision of contact information to 
general public and journalists as well. 

2. Initiated set of broadcastings (together 5) in form of dialog with the President of the 
Office on topic “Personal data protection and risks of misuse” in a chosen radio channel. 
Inspector of the Office provided an interview for radio program “Our guest” and 
answered online the questions of listeners. 

3. Participated in a discussion program of main Slovak Broadcast; the edition was  
dedicated specifically to this occasion; Office for Personal Data Protection of the Slovak 
Republic was represented by its president and the chief inspector   

4. Introduced regular column in a printed media dedicated to the particular data protection 
issues and risks of the possible personal data misuse. 

5. Refilled the office´s web page with a relevant content in regards to the general public´s 
expectation and needs, namely with “Statement of Vice-President Frattini on the 
occasion of the second Data Protection Day”, “Be familiar with your rights” with 
information on Europol and rights of citizens, “Guidelines for controllers concerning  
international transfers of personal data”.  

6. Cooperated with Czech data protection authority and together with Slovak agency 
Neopublic will participate on common event dedicated to juveniles. 
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7. Participated on initiative called “Safely on Internet” with secondary title “Talk to your 
children about snares of Internet”. This initiative is aimed to protect children on Internet 
and within this initiative more than 500 teachers were trained in the mentioned field.  

 
For this time, the general impression received by the media representatives was that they were 
not ready to assign for the entries of the president of the office, specifically on the 28.1.2008 
the time and space needed, finding the issue for the general public not enough catching.   
 

***** 
 
SPAIN 

Concerning to the 2nd Data Protection Day, these are the events organized by the Spanish 
DPA: 

� We inserted advertisements on January the 27th on the main newspapers in Spain. 
� Open day at the Spanish Data Protection Agency headquarters, with information about 

the data protection rights and principles. About 220 persons came to the Spanish DPA. 
It demonstrates the high interest and concerns of the society in their data protection 
rights. 

� A significant group of students of one of the most important university in Spain came to 
visit the Spanish DPA and learn more about the data protection. 

� The main press media published articles in radio, newspapers and TV. 
� The Director of the Spanish DPA was interviewed in two TV News.  
� Elaboration of a video on data protection rights that will be projected for the public at the 

Agency. 

We have observed that the concerns of the citizens are more concrete than other years. There 
has been an increase of people from the last year. People who came demonstrated that they 
knew the basic principles of the data protection rights. 
 

***** 
 
“THE FORMAR YUGOSLAV REPUBLIC OF MACEDONIA”  
 
On the occasion of the Data Protection Day, 28 January, the Directorate for personal data 
protection of the Republic of Macedonia (hereinafter: Directorate) organized set of activities 
whose primary aim was to raise awareness for personal data protection of the general public as 
well as of the controllers, both, in private and public sector.    
 
Starting activity was the Press Conference on 27 January, 2008. The main topics on the Press 
Conference were: 
 
Promotion of the brochure “It’s up to you” 
Promotion of the video spot, part of the media campaign of the Directorate 
Introducing the amendments of the Law on personal data protection 
Central register - announcing the start of its putting into function  
  
The Directorate welcomed the journalists and answered their questions and interests in 
personal data protection. Taking in consideration the interest of the journalists, we deem this 
activity as a successful one. Information about Data Protection Day and about Directorates’ 
experience was presented in most of the media (evening news (TV and Radio, newspapers)).  
Interest of the media for data protection was high during the whole week and Directorate had 
over 30 media appearances. 
 



APPENDIX VIII. 76 

On 28 January 2008, Directorate organized Open day and realized it through two main 
activities: 
 
Promotion of the brochure “It’s up to you” 
 
Directorate invited three secondary schools to the promotion of the brochure. Three groups of 
20 scholars attended the promotion. Promotion was organized as a debate and discussion with 
the scholars about protection of their personal data when using internet and in other every day 
situations. 
 
Introducing the amendments of the Law on personal data protection and announcing the start 
of its putting into function Central register  
 
28 January was Open day for the general public as well as fоr the controllers. The Directorates’ 
team prepared presentation for the key amendments of the Law on personal data protection 
and informed the citizens and controllers about the new possibilities and new obligations when 
data protection is considered.  
On this day, the Central register was officially opened for all the controllers. 
 
Taking in consideration the high interest of the citizens, controllers and journalists, we are 
happy to say that the celebration of the 28 January European data protection day was 
successful. 
 
 


