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"Wherever credentials are valued,
there is fraud.”



3 questions in recognition of
foreign credentials

m [s the institution and/or educational
programme recognised/accredited?

>

m Are the credentials authentic?

>

= Do the credentials belong to the applicant?



Types of fraud
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http://prado.consilium.europa.eu/en/glossarypopup.html#_192
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A holistic view on fraudulent
credentials
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Understanding your role in the
universe
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“Paper transcripts are an
invitation to fraud.”

Andrew Hannah, Senior Associate and Acting Registrar, University of Chicago



Best practices: Fraudulent

credentials

Report to the police.
Establish policies and guidelines.

Checking the authenticity of credentials as part of
your work process.

Rely on digital verification services as far as
possible. Accept e-transcripts.

Sign and implement the Groningen Declaration.

Provide an online verification service for
credentials.

Co-operate with other organisations. Share.
Don’t trust paper!



Anti-fraud task force

The UHR Anti-Fraud Task Force is inter-departmental with
members from the Dept. of Admissions and Student
Information and the Dept. for Qualifications Recognition.

The mission of the task force is to develop methods and
procedures to prevent forgeries in our assessment and
admission process. It is, furthermore, the responsibility of the
task force to monitor the matter of fraudulent credentials and
increase the awareness of this issue within the agency.
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Counter fraud guidelines

Inter-departmental document.
Involved the senior legal advisor.
Refers to the Swedish Penal Code.
Signed by the Director General.
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Counter fraud policy and
procedures

Departmental document. = 2

u

Refers to the Counter fraud guidelines .., S
and constitutes in effect an S
interpretation of the guidelines. m%jgg%w
Definition of fraudulent document. s, ~
General information on how to verify s
credentials and when to file a police ==
report. T
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Percentage of e-verified Ukrainian
degrees 2014

Unverified: 56 (24%)

E-verified: 175 (76%)
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NATIONAL STUDENT
CLEARINGHOUSE

Transcript Download Center

Download Transcript

The Transcript Download link in you} email will expire on October 16, 2015. After October 16, 2015 you will no longer be able to
access this page from the emall link,

Transcript Details

Transcript Download Link Expires On October 16, 2015
Requestor

Recipient SWEDISH COUNCIL FOR HIGHER EDUCATION
Issuing Institution Brandels University
18342557-1

1f you have any other questions or need further assistance, please email us at transcripts@studentclearinghouse.org

In order to view the transcript, Adobe Reader 9 or higher Is required. For Adobe Reader XI or higher, Adobe Flash s also required.
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e For evaluation statement: use names and DOB as
indicated on the educational documents (not
application form.)

e Avoid personal ID number; social security number,
national/social insurance number etc. in the
assessments.

e Avoid vouching for the applicant’s identity. Don’t turn
your organisation into a laundromat for fake identities!



e Understanding with the Afghan Embassy since April 2015:
Applicants are required to Conta(;t/the embassy for
verification of thelr ID'and degree authensicity.

* The embassy Checks the information against a database in
Kabul. If there is a positive match, the degree is stamped
and signed by the embassy. A certificate confirming the ID
of the applicant is issued as well. The verified documents
are then presented to us by the applicant.

« The embassy has provided us with samples of the stamps
used on the documents and which signatures are to be
expected. There are designated contact persons at the
embassy that we can turn to if we have any questions.



Consider the media to be your ally.
Information to the public is good. But it is not enough.
Use existing legal instruments to combat diploma mills.

Introduce laws that protect the terms “university” and
“college” both in your own language and in translation.

(UNESCO 2009 recommendations.)

Introduce laws that ban the use of credentials from
diploma mills on the labour market and for further
studies.

Publish white lists and black lists.



e EU alert mechanisms (Professional Qualifications
Directive.)

e Erasmus initiatives:
- EMREX (Erasmus+)
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- The Erasmus Without ject (EWP)
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“Security in electronic exchange
outweighs all other benetfits
combined.”



Thank you!

Contact information:

Erik Johansson
Senior Credential Evaluator
Swedish Council for Higher Education (Swedish ENIC-NARIC)

erik.johansson@uhr.se
Phone: +46 10470 03 39
www.uhr.se

G

Swedish Council for

Higher Education



