Study contracts involving the transfer of personal data between Parties to
Convention Ets 108 and third countries not providing an adequate level of
protection (2001), by Mr. Jérdbme HUET

Agrégé des facultés de droit, Professor of the University of Paris Il (Panthéon-Assas),
Director of the CEJEM (Centre of Multimedia Legal and Economic Studies) (France)

Report considered by the Drafting Group of the @tiative Committee of the
Convention for the protection of individuals withgard to the automatic processing of
personal data (Convention 108), at it's 6th meettgasbourg, 7-9 February 2001

SUMMARY OF CONTENTS

INTRODUCTION
Use of contractual clauses
Development of the problem
Definition of the scope of the study
Preliminary points
I. Contract for transfer of data and relations leswthe parties
A. Subject matter of the contract and obligatiohthe parties
1. Subject matter of the contract
2. Liabilities of the exporter
3. Undertakings of the importer
B. Safeguards for the due performance of the contra
1. The control of technical protection mechanisms
2. Liability for non-performance giving rise to aralty
C. Conclusion of the contract
II. Contracts for the transfer of data and relaiorth third parties
A. Data subjects
1. Clause conferring rights on a third party fa thenefit of data subjects
2. The rights of data subjects by virtue of thaisiaconferring rights on a third
party
3. Awareness among data subjects of clauses coferghts on third parties
inserted in contracts for their benefit
B. Recipients of a re-exportation of data
1. The possibility of re-exportation
2. Conditions for re-exportation
C. The data protection authorities
lll. The contract for the transfer of data and skéling of disputes
A. Disputes between the parties
B. Disputes with third parties
General conclusions

INTRODUCTION

The automated processing of personal data in Earopeuntries is protected by
legislation on account of the risks that such ojp@ma present to the data subjects. These



countries began to pass such legislation in therges. On 28 January 1981, a
convention was signed under the aegis of the CbahEiurope for the protection of
individuals with regard to automatic processingeifsonal data, which entered into force
in 1985.

The existence of such instruments to regulate platzessing within the national
territories to which they apply has rendered itessary to consider the way in which to
harness the international transfer of such dat@resfer that is facilitated by the
existence of digital telecommunication systems\ahith the internationalisation of the
economy renders inevitable. The question, whidfeally involves relations between
large-scale private enterprises, particularly thestablished in several places throughout
the world, is a particularly vexed one if the trf@nss likely to be made to a country that
does not provide an adequate level of protectiosdich data.

Article 12 of the 1981 convention, for example abdishes the principle of the free flow
of personal data between contracting states irgpapa 2 but goes on, in paragraph 3, to
grant each party the right to prohibit or restirensfrontier flows in respect of certain
categories of data covered by specific regulatiersept where the regulations of the
recipient state provide equivalent protection. # same time, paragraph 3.b provides
for the restriction or prohibition of the flow oepsonal data across national borders into
non-contracting states.

Moreover, various national laws contain restricsi@m transfrontier flows of personal
data.

Use of contractual clauses

In order to contain, and thus legitimise, such excjes, the possibility was considered of
relying on the rules of contract. In fact, it se&ehthat in contractual relations between
two companies, one “exporting” data and the otlvapbrting” data, the means of
transmitting, processing, using and keeping dataldvibe in accordance with the legal
requirements of the country of the first companyvted that the second company gave
undertakings to protect the security of the datguestion and respect both the purpose
for which they had been collected and the righthefdata subjects.

The basis for such a system would be that eveonuntcies where there is no protective
legislation or personal data protection system,esoompanies of impeccable integrity
are able to enter into agreements expressed inasuety as to get round the absence of
national legislation and to render the transfethefinformation in question legally
acceptable.

Such clauses were drawn up during the ninetiesiieyriational courts anxious to devise
a suitable form for the transfer of data, by thei@ul of Europe, by the International
Chamber of Commerce, and by some data protectitioadiies. Thus, the Council of
Europe took the initiative together with the Intional Chamber of Commerce and the
European Community to circulate, in 1992, “A Mo@zintract to Ensure Equivalent



Data Protection in the Context of Transborder Bdbavs” (doc. T-PD (92) 7, as
revised).

Development of the problem

The development of the law since that time, angiirticular with the adoption by the
European Community in 1995 of a directive on thetgution of individuals with regard

to the processing of personal data and on thenfimeement of such data, together with a
directive specifically dealing with telecommunicats in 1997, calls for an evaluation of
this system.

The 1995 directive, moreover, contains specifio/@ons governing the transfer of data
to third countries, in particular Article 25, undehich transfers can only be made to
countries guaranteeing “an adequate level of ptiot@t

Another reason for change lies in the developmégateztronic communications thanks
to the Internet, and more specifically to an upswhelectronic trade. In fact, electronic
trade promotes the collecting of personal datajquéarly in relation to visitors to the
websites set up by the companies, or to customésstors and customers are, moreover,
frequently solicited when they return to the webdy means of “cookies” that were
implanted on the hard drive of their computer attime of their previous visit.

Concerns for the protection of people who fall pi@guch practices, and of others, were
debated during the summit meeting organised bYDtB€D in Ottawa in 1998, and one
of the resolutions passed on that occasion condéthe protection of privacy on world
networks” (see Information and Telecommunicatioag/|Review, 1998-3, from p. 101,
commentary of E. Caprioli).

This side of things, however important it may bevertheless does not get to the heart of
the subject under discussion. In fact, this typapplication of electronic trade calls into
play relations between the companies and theioousts or prospective customers, and
leads one to wonder how the former collect dattherlatter. However, the object of this
study is different, being concerned with the transff personal data between companies
and on the contractual clauses enabling such gessf

Definition of the scope of the study

The author of this study has been instructed ttuat@the workings of the contractual
clauses used for the transfer of personal dathgifight of existing practices and of
developments within the context in which they opera

It was specified that this evaluation should ta&eoant principally of the underlying
principles of contract. The object of the studytierefore, mainly to compare the
mechanisms used in this area and for these specifoses with the general law of
contract.



As a peripheral issue, this study will evaluateadequacy of the existing model clauses
in the light of the development of data protectiwer recent years.

Preliminary points
At this stage, three preliminary points should kedm

1. Inregard to the development of personal gedgection, the key instrument is the
European Community directive of 1995, Article Axfich lays down the principle that
such data may only be processed with the consaheafata subject (such consent
having been given “unambiguously”) and Articlesat@ 11 of which provide for the
data subject to be specifically informed at theetiof the collection of data, and where
such data are disclosed to a third party.

To a lesser extent, account is taken of instrums&unth as the EEC-USA Agreement of
20 July 2000 based on the so-called “safe harbonciples”.

2. Inregard to the rules of contract, and bifue of the fact that the problem inevitably
has an international dimension, it has not beesiplesto refer exclusively to one
particular national body of legislation: | haveetéfore, opted to rely on universally
accepted principles on the subject, such as “Untigronciples for international
commercial contracts” (and see in this context:itldoit principles for international
commercial contracts: a new lex mercatoria?”, idéonal Chamber of Commerce,
published by the Institute of Law and Practicerdaéinational Commerce, 1995).

In any case, it may be presumed that the partidsettransfer of personal data to a
country outside the European Community will havsigieated, as the governing law, the
law of the country in which the exporter is estsiiéid, that is, the law of a European
country, and therefore a law that is in harmonyhwdnidroit principles.

3. Finally, in regard to existing practicespmaler to arrive at a proper understanding of
the problem, the following have been examinedsthedard form contract drawn up
jointly by the Council of Europe, the EEC and tB&€lin 1992 — and the version that is
being currently distributed by the ICC — togethéthveertain model agreements drafted
by national authorities, particularly in Germanye(ih) and the United Kingdom (for the
Commonwealth); in addition, the work initiated 60 by the European Community
pursuant to Article 26 (4) of the 1995 directivaslalso been taken into account (see the
Preliminary draft of a Commission decision on de&d clauses for the transfer of
personal data to third countries, December 2000).

However, it does not fall within the scope of thiady to carry out a detailed
examination, or critique, of these various contrtatiodels. They have simply served
as the basis for consideration.

In order to carry out the evaluation as instructdive decided to study the contract for
the transfer of data in relations between the @), then to examine it having regard to



relations with third parties (ll) and then, finglkp consider the methods of settling
disputes (111).

I. Contract for transfer of data and relations between the parties

In relations between the parties, first the subyjeatter of the contract and the mutual
obligations of the parties should be identified,(#en there should be set out the
guarantees for the due performance of the confiBcnd, finally, the means by which
this is to be achieved (C).

A. Subject matter of the contract and obligations of the parties

The subject matter of a contract involving the $fenof personal data may differ to
some extent according to the situation (1), bubthieyations of the parties in relation to
the transferred data will always have certain gintcommon (2).

1. Subject matter of the contract

There are a number of possibilities. Three paditytypical categories of situation may
be identified.

- First case: involving data relating to customerisere the aim of the data exporter is to
process them in a foreign country either in ordecut costs or to concentrate data
processing relating to his group in that country.

- Second case: the data relate both to employek®atirectors of the various
subsidiaries of a group of companies establishegweral countries, and their transfer
from one subsidiary to another is necessary foetfieient management of the group as
a whole.

- Third case: involving data relating to the custosnand prospective customers of a
company which then transfers them to another compimated in a foreign country so
that the latter may use them in its commercialigtof establishing a customer base.

The data being processed can vary considerablgtiuret those relating to customers
may be fairly basic (hame, address, activity amd of operation...), but they are
sometimes sensitive (for example, a life insurdileedata relating to health); data
relating to employees may, while being of a minatune, also encroach on their private
lives...

The very diversity of the scenarios makes it hardlassify them (a); it is, moreover, rare
for the contractual clauses used to distinguistvéen the types of personal data
transferred (b).

a. Type of contract: deposit or transfer (cegsio



The transfer of personal data can be categorisedriaus ways. For example, a case in
which data on employees in a group are to be @tedlwithin that group might fall into
a category which could be called “pooling of resast'.

However, a more conventional approach would badiinguish between contracts
according to whether the transfer of personal dagacillary to the contract or
constitutes its main subject.

When the parties are contemplating, for exampke ptiocessing of personal data by a
sub-contracted processor (as in the case of “owtsw’i), the service contract
comprising that outsourcing is the main subjedhefcontract. The imposition of a
number of binding obligations governing the transfiegpersonal data is ancillary to the
contract as a whole.

On the other hand, the transfer of personal dataisnain subject of the contract in the
event of data relating to customers or prospedigomers being passed from one
company to another in order that the other compaay use them to canvass for
business.

In the first of those cases, the transfer of datghtrbe described as an ancillary deposit
for services rendered (rather as one would payasieto a garage when leaving a car
there for repair). Perceiving it as a deposit mtlands of a third person, in this case the
data importer gives rise to a number of consequgence

- the data exporter retains overall control ofdagéa, as he has merely entrusted them to
another;

- the data importer would not be entitled to usegersonal data concerned for his own
ends, nor a fortiori to his own advantage;

- the data importer is obliged to return themt¢odestroy them, where they are non-
material goods capable of being reproduced) ag¢tigeof the contract;

- the contract is based on mutual trust betweerpérties and the exporter may terminate
it if at any time that confidence is breached.

Thus defined, this type of situation may be regdyda the face of it, as presenting few
risks for the data subjects, and moreover themneéiry draft of a Commission decision
on standard clauses for the transfer of persoraltdahird countries of December 2000
appears to consider it so mundane as to excldd@mtthe scope of its application
(instrument cited above, Article 2 (3), which entkis contract does not concern
transfers to a third party processor who remaimkeuthe control of the Data Exporter”.)

In the second case, the transfer of data is adingrof data or, at the least, a final
delivery and thus falls within the category of aawts transferring title, such as a
contract of sale. Certainly, in legal terms eveirnyg depends on ascertaining whether the



governing law — it was emphasised that it woulghh&lent for the parties to choose that
of the exporter’s country — regards a client féecanstituting a non-material asset
protected by intellectual property law (for exampikerary and artistic property). But, in
any event, it is obvious that the parties will halaaified the possibility of the importer
using the data in his professional activities, veheecessary combining them with
information coming from other sources.

This categorisation in turn gives rise to a nundfeaonsequences:

- the exporter to a large extent loses contréhefdata in question, having granted a
licence for their use to a third party;

- the importer is entitled to use the data indbietext of his activity and in particular to
use them for financial gain;

- at the end of the contract, it is not necesgaryhe data to be returned by the importer
to the exporter;

- the contract is not based on mutual trust amth@gtherefore be repudiated unilaterally.

The situation thus created would appear to pose msks for the data subjects, as
indicated by the fact that the Council of Europd @92 purports to exclude it in
specifying that “the objective is not to transfee right of property of personal data, but
merely a right to use these data” (instrument ctiedve, paragraph 33). However,
situations of this kind frequently occur and théeex of the risk has to be assessed in
relation to the type of data being transferrethé data are not sensitive, it may be
minimal.

The Commission of the European Communities, fopatd, appears to have taken note of
this possibility and the risks that it presentsinasne of its working documents on this
subject it states: “The recipient of the transfeyymot be simply providing a data It is
possible that the recipient of the transfer ismetely providing a data processing service
to EU-based controller. Indeed, the recipient niayexample, have rented or bought the
data to use them for his own benefit and for his @urposes. In these circumstances the
recipient will need a certain freedom to procegsdata as he wishes, thus in effect
becoming a “controller” of the data in his own rigfWworking Party on the Protection of
Individuals with regard to the Processing of Peas@ata, DG XV D/5005/98 final, 22
April 1998, “Preliminary views on the use of comtial provisions for the transfer of
personal data to third countries”, p. 7.

This gives an indication of the variety of situasovhich may arise. There is no point in
going any further into the distinctions even thowger categories could be considered,
for example “data leasing” — a case in which aceetsmporary but combined with the
possibility for the recipient to consult a relativevide range of data — or mere remote
consultation of personal data files from a non-mendountry of the Council of Europe.



b. Data involved and their application

It is useful to conclude this initial consideratiohthe subject matter of the contract with
an examination of the types of data transferred.

In this context, one should adopt the classicmtisibn between personal data according
to whether or not they are sensitive. The conoépensitive data was, as we know,
brought into general use at European level thrabhgh 995 directive: they include racial
or ethnic origin, political, philosophic or religie convictions, membership of a trade-
union and data relating to health. To this it doo# added that considerable caution
should be exercised in dealing with informatioratielg to social mores and, indeed to
the tastes of the data subjects; for example, coasiand employees, and it would thus
be wise to specify such data in contracts. Suth cauld be classified as “semi-
sensitive”.

Contractual clauses for the transfer of data selofopmactice include the concept of
sensitive data. The 1992 model contract of the CbohEurope contains no reference to
it (instrument cited above). On the other hand, EEC-USA Agreement of 26 July 2000
mentions them specifically, specifying that theadstibjects must have been given
affirmative or explicit choice if the data is to bisclosed to a third party (instrument
cited above, under “Choice”.)

The distinction between various types of contrastinentioned above, could be happily
combined with this latter distinction.

In fact, it seems that the basis of mutual trusthsas the ancillary lodging of a deposit in
a service contract, could be extended to the teardfsensitive data (no doubt with
additional safety measures), for the very reasanttiey rely on the trust that the data
exporter has towards the importer. On the othedhas they are not based on mutual
trust, contracts relating to the licensing of datauld not, as a general rule, involve
sensitive data.

These findings would suggest that there would badvantage in drawing up of
contractual clauses for the transfer of persont ttathird countries to distinguish both
according to the type of contract being entered amtd the type of data involved.

2. Liabilities of the exporter

The data exporter assumes obligations both inioel&b the data (a) and in relation to the
data subjects (b).

a. Obligations in relation to data
As these relate to the data themselves, the expodeite apart from the fact that model

contracts generally include a statement to thecetfet the exporter has processed the
data exactly as required by the law — undertakém®all else to inform the importer of



the regime applying to them and, in particulartipent legislation. The latter will thus
be in a position to know which regulations will gom, ab initio, the processing of the
data.

It would be advisable for model contracts to camtai this context, an undertaking on
the part of the exporter to provide a copy of terument setting out the purpose of the
processing, for example, the declaration submittdtie supervising authority: this
would enable the importer to have a clear ideheideclared purpose of the processing,
of the recipients of the data, and of how long initended to keep them.

As far as general contract law is concerned, tie @guirement is to ensure that this
disclosure can be made with respect for businesdemtiality.

b. Obligations towards data subjects

The data exporter also assumes obligations towtatdssubjects, as it is vital for them to
be able to exercise their rights of access, ofigation and of rectification of the data
(see Part Il below). One of the obligations assiimethe exporter in this regard is the
inclusion in the contract of a clause conferrirghts on a third party in order that the
data subjects may be able to assert their prexagaitn relation to the importer (see Part
Il below).

However, under the 1995 EEC directive, it must$mieed that the exporter is required
to go further. It has, in fact been emphasised §beee, under Introduction) that this
instrument imposes the requirement to obtain tmseot of the data subject for the
processing of data relating to him (Article 7) grdvides that in the event of data being
circulated he would be informed of their transférticles 11 and 12).

Consequently, if the data subjects’ initial condenthe data to be processed was
confined to the party who collected the data frbent, precluding any transmission to
third parties (which is quite frequently the caee,example with banking data), it
appears that, in order for data to be exportedtbard party, they would have to agree in
principle to the operation or at least be notittédransfers before they are carried out.
And the obligation would appear to be even morelinigwhere, as in the case in point,
the transfer is to a country not providing an adegUevel of protection.

In this context, model contracts should contaipecsgic declaration by the exporter that
he has fulfilled his obligation of notifying datalgects of the transfer of data across
national boundaries.

The EEC-USA Agreement of 26 July 2000 imposes digaton on an organisation to
“‘inform individuals about the purpose for whiclcdllects and uses information about
them... (and) third parties to which it disclosesitifermation”, an obligation that
should be carried out in the case of a transf@eodonal data “before it discloses it for
the first time to third parties” (instrument citadove, under “Notice”), such notification



offering individuals the opportunity to choose,ttiga the right to opt out from the
transfer of data (instrument quoted above, undéof€z”).

3. Undertakings of theimporter

In common with the exporter, the data importer agssiobligations both in relation to
the data (a) and in relation to data subjects (b).

a. Obligations in relation to the data

In the commonly used model contracts, the data rtepgives an initial undertaking to
respect the regulations governing data procesasitigei country of origin in accordance
with the information which he has been given irs ttonnection.

In particular, he will undertake not to use theadag¢yond the terms of the contract and to
ensure that unauthorised third parties cannot hawess to them.

In particular, he will undertake to safeguard, tigio technical means, the data in
guestion, and he will agree to allow the exportereas to his organisation in order to
carry out controls in this regard (see on this pBibelow).

Such obligations are perfectly acceptable undeeggicontract law.

b. Obligations towards data subjects
With regard to data subjects, the data importegrenhto an obligation not only to
respect the declared purpose of the processintpagaarantee its protection in
accordance with the law governing the originaledibn of the data, but also to comply
with any requests on the part of data subjectyad themselves of their right of access,
of verification and of rectification.

To this end, he will include in the contract foeithbenefit a clause conferring rights on a
third party (for the effectiveness of this, seet Pdrelow).

B. Safeguardsfor the due performance of the contract

The contract must include safeguards to ensurg@eddermance: as a preventive means,
the control mechanisms will preclude any exceedinfpe scope of the contract (1), and
the parties will be responsible for seeking redneske case of any breach of
undertaking (2).

As we shall see, the relative non-availability oy anechanism for imposing liability
renders preventive means all the more important.

1. The control of technical protection mechanisms

10



The preventive mechanism is generally well devaddpeexisting contracts. It
comprises means of control of the effective usefdata with regard to the declared
purpose of the processing, together with protectieasures that must be taken: these
means of control are available to the exportertaeg also involve the importer.

While this type of mechanism is not frequently fdun private law contracts, it is to be
seen occasionally. In practice some commerciaeagents make provision for one of
the parties to be able to control the activitieghef other: such is the case with accounting
(audit), the production process (quality contral)l dhe factors involved in the setting of
prices (cost control)...

There is, therefore, no legal problem in acceptimegvalidity of the process. Provided
that the arrangements made are sufficiently ctearsystem should work well.

Nonetheless, there is a question-mark over thetefémess of these controls. If their
purpose is to obviate the need to seek legal red@@®steriori, it may be extremely
difficult to set them up in practice, and they neayen be unacceptable under the business
law governing the data importer in the third countr

2. Liability for non-performancegiving riseto a penalty

In existing model contracts, non-performance isgisad, in accordance with the general
principles of contract law (see the Unidroit priples cited above, Article 7.4.1 et seq.),
by the seeking of damages. There is, however, stoukt as to the adequacy of such a
penalty.

a. The mechanism for liability

As a sanction for non performance of their obligasi by the parties, and in particular
those of the data importer, the contracts inclusleafly clauses in the event of one or
both of the parties being in breach.

In practice, it is likely to be a data subject wiid have a cause of action as the result of
suffering loss or damage. In such an eventualitg,important for the contracts to be
clear as to whether or not there is joint and seEV&bility as between the exporter and
the importer: the existing models do not alwaystamnadequate terminology (for
example: the Preliminary draft on standard clausethe French version, speaks of
“‘joint” liability, meaning in all likelihood “jointand several liability”; and see on this
point Part 1l below).

The loss or damage suffered may take a numbeffefeht forms: an invasion of
privacy as the result of the divulging of confidehtlata (for example: details relating to
health), the refusal of a service on the basis@tc¢urate information (for example: the
reservation of a hotel room)... And, of course, tatadsubjects will be required to
provide evidence of the alleged loss or damage.

11



Subject to this condition, the data subjects, ad fharties to the contract between the
exporter and the importer, are entitled to seekatgesn for breach of contract by virtue of
the clause conferring rights on them as third partsee Part 1l below).

The data exporter may also find that he has a cafusetion for damages if he suffers
loss or damage as the result of the misuse ofdélsopal data by the importer (for
example: a slur on the good name of the compatiyeaesult of a “case” concerning the
distribution of those data.

b. The adequacy of the sanction

| would stress once again that contractual ligbdind the payment of damages to which
it may give rise, is a mechanism that is not atvell adapted to the situation.

In fact, in this context loss and damage is oftexcgmeal and there are difficulties in
proving both its existence and its extent, its eauseing difficult to pin down... Itis,
moreover, not uncommon for the use of data in an@abeyond the terms of the
contract, or breaches of security undertakingsateltonsequences that do not come to
the notice of the data subjects for a long time.

One might well wonder, moreover, if the mere thiddtaving to pay damages for the
loss or damage caused constitutes an adequateatisive to prevent abuse.

A comparison with what happens under the domeastiodf the exporter’s country is
useful in this respect: the processing of datatgiad to the data protection authorities,
who in turn have the means of investigation todptmlight any violation of the law (for
the impossibility of taking such action in relatitmthe data importer, see Part Il below);
and in the event of any breach, they will normathpose penalties.

All this helps to ensure the enforcement of thelggovisions and provides an a priori
means of penalising misconduct, quite apart frogncaim for loss or damage on the
part of any of the parties concerned.

There is, therefore, a fine line of distinctionb® drawn between the means for
implementing the data protection regulations whieeedata remain within one or more
countries having an adequate level of protectiod,r@course to contractual clauses
within a third country in order to compensate fog tack of protection.

12



C. Conclusion of the contract

The conclusion of the contract will vary accordiogvhether it is a contract of deposit
ancillary to a service agreement or whether itsgke form of a standard contract for the
licensing of data.

In the former case, the contract will continue cagreriod, often for some considerable
time. At its conclusion legal relations with sumt@cted processors will be at an end
and this will normally be marked by the returntoé bbject that was in the possession of
the other party — or, in the case of computerisgd,dy the destruction of the data,
which is the equivalent.

In the second example, the contract is often requio be performed immediately, or at
least is of fairly limited duration. At all eventke exporting of data has a feeling of
permanence: the importer has contracted for tleasing of the data to him, in order that
he may use them as he wishes. Certainly, he assgemeral obligations in relation to
the data, in particular to respect the purposéefptrocessing as originally declared. But
the conclusion of the contract does not, in genéad to the return of the data.

It may be useful, therefore, whatever the caseintpfor the agreement between the
parties to include the post-contractual periogarticular, the obligations that will
continue to be binding (confidentiality, security, tggether with any claims that may be
brought subsequently.

[1. Contractsfor thetransfer of data and relationswith third parties

With contracts for the transfer of data, a numbehiod parties may be involved: first of
all, the data subjects (A); then the third parteeashom the data are to be re-exported by
the importer; and lastly, the national data pratecauthorities of the jurisdiction under
whose authority the data come (C).

It will be readily appreciated that the fact tHa third party is a third party to the
contract for the transfer of data or simply a thpedty within the country of origin of the
data can give rise to difficulties in implementithg contractual mechanism.

A. Data subjects

The position of third party data subjects is fundatal: they are at the heart of the
provision, inasmuch as the contract is drawn upggpally for their protection, where the
country to which the data are being transferrewtssufficiently protective of their
interests. ltis, therefore, essential for the&if/eness of the provision that they be able
to assert their rights in relation to the contiaajuestion. This is ensured by a legal
mechanism, that of the “clause conferring rightsadhird party”.

13



Over and above this contractual process, the parpbahich is evident, there are
statutory provisions deriving from data protectiaw to protect the data subjects: the
data processing must have been declared to inedlkansfer abroad (recipients of the
data); and the 1995 directive would appear to reghiat the data subjects must have
consented to such a transfer or, at the least, havgt been notified of that possibility
(see above, Part I).

Without straying from contract law, it should begmasised that the concept of a clause
conferring rights on a third party is not acceptethe same degree under different
national laws (1). But to the extent that it iseatdl operate, such a concept enables the
data subjects to require of a contracting partyhis instance the data importer, the
fulfilment of the obligations set out in the comtré?). However, it should also be
stressed that, in order to be able to take advardhthe clause, data subjects should be
notified of the fact that they are covered by )t (3

1. Clause conferring rightson a third party for the benefit of data subjects

The clause conferring rights on a third party pgr@mise given by one of the parties to a
contract, generally in exchange for an undertaiingn by the other party, to provide a
benefit to a third party. This mechanism is, feample, used in insurance: insurance
taken out by the controller (covering goods bemagdported, which could be sold over
and over again during that time: the benefit ofitteairance will fall to the person who
owns the goods at the time of the insured inciddife)insurance (for the benefit of the
surviving spouse, or born or unborn children)...

In contracts for the transfer of personal datajri@orter gives a number of undertakings
to the exporter, mainly in the matter of securityt also in relation to a third party: in
particular, he undertakes to give right of accegsegrification and of rectification to the
data subjects.

The effectiveness of this type of undertaking @épend on the governing law.

The clause conferring rights on a third partynsfact, recognised largely without
restriction under the law of most European coustrier example under French law and
German law, but it is not recognised in all of thérar many years it was an unknown
concept to English law, in particular (see on gogit T. Weir, An Introduction to
Comparative Law, 2nd Edition, 1987, Volume I, fram145 for German law, from p.
148 for French law and from p. 151 for English lawithough it has now been
recognised, under the Contracts (right of thirdipay Act of 1999, some fairly strict
conditions are laid down. In particular, under getfl, sub-section 3 of the Act, the third
party covered by the clause must be expresslyifashtor must be a “member of a
class” or “answer a particular description”. It Mde worth seeing whether the English
courts consider that the subjects of automaticgssiag of personal data by a corporate
body, which can involve data of an extremely dieanature, constitute members of a
class or answer a particular description.
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Because of this divergence, the clause conferigids to a third party does not feature in
the provisions relating to international contraad®pted by Unidroit (cited above). The
reasoning of English lawyers is that the contracinot extend beyond the parties
(“privity of contract”) and that third parties offag no “consideration” cannot assert any
rights under the contract.

On the other hand, systems recognising the comdeptlause conferring rights on a
third party base their reasoning on contractua@doen, the absence of any prejudice to
the third parties (the provision is to their adeay#), together with the practical
advantages of the mechanism.

The system of contracts for the transfer of datarrg on undertakings entered into by
the recipient companies, particularly towards datigjects, is, therefore, not effective
under the law of all European countries.

2. Therights of data subjects by virtue of the clause conferring rights on a third
party

Where the governing law — and, as we have seerottiteact should stipulate that this is
the law of the country of the data exporter — reisgs the concept of the clause
conferring rights upon a third party, the lattell @cquire rights under the contract in
which he is included as a third party. In practibe persons acquiring such rights will
be the data subjects.

Such rights may take the form of enforcing the @eriance of the contract (in English
law, “specific performance” or “performance in kifdorovided that the governing law
recognises such right to enforce the contract Qiherwise, the right asserted will be an
entitlement to damages (b), the principle of whels already been discussed, with
emphasis on the fact that this type of sanctiotao#gy fails to offer the necessary degree
of effectiveness (see Part | above), and whichdsawom for doubt as to whether it is
joint and several liability as between exporter andorter or joint liability (c).

a. Specific performance: access, verificatioth aght to rectify

The first thing that the data subjects will requiné be the same rights of access, of
verification and of rectification of the data congag them as in their own country. The
importer gives an undertaking to this effect in tbenmonly used contracts for the
transfer of data.

There is no problem if the importer agrees to ffllis undertakings, effectively giving
the data subject the means of enforcing such rigBtg where there is an unwillingness
on his part, the question arises as to whethsergbssible to obtain his compliance by
means of a court injunction.

Here again we find a stumbling block in English lavinich does not usually allow
specific performance (see on this subject T. Witied above, from p. 169), although it
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would be available in Germany and in France. Hecertain trend of judicial reasoning
under French law could be put to good effect, whidhile it goes contrary to prevailing
opinion, has recently been upheld: namely the tissasf Article 1142 of the Civil Code,
according to which obligations to do or to refr&iom doing something can be resolved
in terms of damages.

However, in principle most European countries recsg specific performance of
contracts, and if this principle is combined witle efficiency of the clause conferring a
benefit on a third party, it would seem that asadten of law the data subjects could,
more often than not, assert their legal rightsregjahe data importer for access,
verification and rectification of the data relatitmgthem.

b. Liability: penalty sanction in relation todertakings given and compensation
for loss or damage

Where he has failed to obtain satisfaction in dsgghis rights, or where he has already
suffered loss or damage, the third party data stiopn seek redress from the exporter or
the data importer. Such a right will depend to sategree, as far as the importer is
concerned, on whether or not the governing law iples/for the seeking of redress from
a party to the contract by a third party: suchhed¢ase in countries recognising the
validity of the clause conferring rights on a thparty (see 1 above).

As we have already noted, this mechanism can gesgthan effective in ensuring the
efficiency of a data protection system which hatalk@ account of the data concerned,
the given purpose of the processing and the retdpef the data (see Part | above).

The right to damages remains, however, a mechahiantannot be ignored when it
comes to compensation for the loss or damage sdiffefhere will still remain, however,
guestions arising as to which law should apply.

The clause conferring rights on a third party wosgem to favour contract law, and
hence in principle, as was suggested, the laweoptace in which the exporter of the
processing is based, which will often coincide with law of domicile of the data subject
(an employee of the company, a customer withircthetry...) However, as this is loss
or damage to the person, and not economic losse &umropean countries might favour
the concept of liability in tort. In this contexhere is universal agreement that the law
applicable is that of the country where the losdamage arises: this could be either that
of the country where the action took place (thatefimporter) or that of the country
where the harm was suffered (that of the victim).ithdifferent consequences
according to which one chooses

This question is rendered all the more vexed ihtth@rules governing liability are not
identical in every country: some will be reluctémigrant damages for non-pecuniary
damage, and in any event it might be difficult bdadn such damages under the law of
contract.... Breaches of the regulations governinngge®l data might well give rise to
damage of such a kind.
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c. Types of liability: joint liability or joinand several liability

Another point that should be raised, which the @ots in common use do not always
make clear, is the way in which exporters and irtggerare to be considered liable for
any loss or damage incurred by a data subjectiyadn jointly and severally.

Part of the difficulty comes from the differencasvocabulary between one legal system
and another. Thus, what French lawyers would tsofidairement responsable”
becomes in English “jointly and severally liable”.

There are two possible solutions and a clear chuoiecgt be made. The first is that of
simple “joint” liability: each of two parties is sponsible, on his side, for any loss or
damage that he causes and, in the case of insglveeither will be responsible for the
other. If, on the other hand, there is “joint aederal” liability, each of the parties,
importer and exporter, will be liable both for flees or damage that he has caused and
for that caused by the other and he will, in pattc, be liable for making reparation
where the other fails to do so.

The second solution appears more advantageousasulgiects and it would seem that
in order to ensure the best protection by a meshatiat has already proved somewhat
inadequate, the best option would be joint andrsgViability.

3. Awar eness among data subjects of clauses conferring rightson third parties
inserted in contractsfor their benefit

A final comment must be made regarding the systeamaases conferring rights on third
parties, namely that the beneficiaries of suchsgaumust be in a position to know that
they have been inserted for their benefit in cangrédetween data exporters and
importers. It is by no means certain that thihesdase.

This line of enquiry brings us back to the questibhow data subjects give their consent
to transfers or how they are notified thereof (Bae I.A.1.b) above). If their consent for
transfers to third countries was given right frdma butset as soon as processing began
(for example, where employees are concerned, wiegndre taken on and sign their
work contract or, in the case of customer survey®n customers send back
guestionnaires), it is clear that it would be ajppiate to inform them at this stage about
any clause conferring rights on third parties frehich they might benefit, and possibly
also about any data exporters who might be reqaredmply with such a clause. If, in
the absence of initial consent, the data subjeetsn@rely notified of transfers of data,
any such notifications should also mention theterise of such clauses and give details
of those who are required to comply with them.

This formal approach may seem unduly cumbersontet sudifficult to see how it can

be dispensed with if we want to ensure that theegy®f clauses conferring rights on
third parties is not simply a theoretical mechanvsith no practical effects.
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B. Recipients of are-exportation of data

Having accepted the premise that personal datarigrthe subject of a transfer can in
turn be transferred to another country, the renigief such a re-exportation will
constitute third parties who maintain close relagiovith the initial transfer contract.

The very principle of such a transfer is, certainlgbatable (a) and, if it is agreed to, its
implementation should be sharply delineated (b).

1. The possibility of re-exportation

The difficulty arises where the second transféoibe made to yet another country not
providing an adequate level of protection. In saoleventuality, everything will once
again depend on contractual provisions. Thisiin keads to an increase in risk for the
data subjects, while their chances of being absssert contractual rights against the
new recipient of data diminishes.

The second recipient of the data is, in effectgtpiarties to the contract under which the
transfer of the data abroad was originally madeis eans that the data subjects cannot,
without further authority, rely on the clause confg rights on a third party that had

been inserted in the contract for their benefitragfathe new recipient. For them to be
able to assert contractual rights against himsdw®nd contract for the transfer of data
would also have to contain a clause conferringtsigim a third party.... It is evident that
as the contractual system becomes more complicedatibecomes more fragile.

This is even more the case in that an additiorfatdity arises in determining the law
applying to the second contract: it would be sdaditb make this the same as the law
governing the first contract, which we suggesteal&hbe the law of the exporter’s
country, but this would be a law alien to the intpoand the new recipient of the data...

It would therefore be advisable to restrict asapossible, indeed, to prohibit, such re-
exportations of data, particularly when they amesgese, or semi-sensitive data.

There are some model contracts, however, that dh@wvith virtually no restrictions.
Thus the Preliminary draft of a Commission decisiarstandard clauses for the transfer
of personal data to third countries, December 28/00ides for such an eventuality by
simply specifying that the new transfer can onlynteede with the prior written
agreement of the data exporter (instrument citedaat Article 6 (h)). And in the
EEC-USA Agreement of 26 July 2000 such re-expantais also allowed subject to a
certain number of precautions (instrument citedvabander “Onward Transfer”).

2. Conditionsfor re-exportation

The conditions for re-exportation must be examifieth two perspectives: within the
first contract and within the second contract.
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In the first contract, a provision must be includledt the data importer may not export
them without ensuring that the new recipient ofda& enters into the same undertakings
as himself, both in relation to security and respecthe given purpose of the processing
and in relation to the data subjects (accessfiatton....).

In the second contract, the undertakings will iierated and a clause conferring rights
on a third party will be included for the benefittbe data subjects. However, the
efficiency of this will be exposed to the same qualirisks as we have already observed in
examining this mechanism, inasmuch as the lawmstountries does not recognise it.

Certainly, the best safeguard would be to includine first contract a model for the
second contract, which would give some measuremticl over its contents. Such a
model would deal with the delicate question ofgbgerning law.

C. Thedata protection authorities

Mention should be made, finally, of a final categof third party: the data protection
authorities.

These find themselves in a delicate position irarédo the transfer of data to a country
not providing an adequate level of protection inasimas, in an exclusively contractual
situation involving the controller of data, in tluase the importer, they are bereft of their
traditional powers of investigation, inquiry, ingtion, prosecution...In fact, these are
powers and prerogatives deriving from police lamg are thus restricted to the national
territory.

Such powers could, in any event, only be used ag#ie data exporter, within the
national territory over which the authority hasgdiction, or through his agent.

This point is made in commentaries to some contedechodels. This is the case with the
document Outsourcing and Privacy issued by theaByiAdvisory Committee of the
United Kingdom, a document drawn up for the Commeaith (cited above, 1994),
where it is stated that in some examples of therqd data “there is usually and
necessarily a substantial reduction in the contral an agency has over how the service
is provided on a day-to-day basis.”.

[11. The contract for thetransfer of data and the settling of disputes

As with all international contracts, clauses relgtio disputes have some degree of
importance. They also have their weaknesses.

The commonly used models contain clauses specithiegoverning law, the competent
tribunal and, often, an arbitration and mediatioocpdure.
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Such provisions are effective in relations betwenenparties (A), but have only a very
limited relevance to relations with third parti®,(who are, nevertheless, at the heart of
the clause.

A. Disputes between the parties

In relations between the parties, namely the dgbarter and data importer, it is
desirable to prescribe the governing law and tmep=tent tribunal. An alternative is to
submit to arbitration

It has already been emphasised that as far aotiezrgng law is concerned, it would be
wise to choose that of the country of origin of tla¢a, that is to say, of a European
country, as this will provide an adequate levedlatia protection (see above, under
Introduction).

It should nevertheless be observed that it doespmmear admissible, having regard to the
rules of procedure and in particular the rules gowveg the right of defence, for there to
be included in a model contract, as contemplatethéyreliminary draft of a
Commission decision on standard clauses for timsfea of personal data to third
countries, December 2000, a clause under whicddteimporter agrees to abide by the
decisions of the data protection authority or laumial in the country of origin of the data
(instrument cited above, Article 9 (2)).

It has been observed too that if the contract pkes/for a possible re-exportation by the
data importer to another third country, this paségrther problem in determining the
governing law for the new transfer and that it veble desirable to submit the whole
contractual arrangement to a single jurisdictibiat of the first country of origin of the
data (see Part Il above).

However, it is not in relations between the parties litigation poses the greatest threat.
B. Disputeswith third parties

In relations with third parties, dispute clausesldeely to be of very limited effect.

Third parties, in fact, are not bound by the ural@ngs assumed by the parties in regard
to them. The determination of the governing lanofathe competent tribunal, will
therefore be difficult to impose on data subjeftis example, in the event of a dispute.

It could, of course, be argued that data subjectddvnot be able to take advantage of
the clause in the contract conferring rights ohiatparty while at the same time
repudiating the clause governing the settlemedisgfutes. However, a third party who
has fallen victim to a malfunctioning of data pten could easily challenge that
argument by saying that his case was brought raegruhe law of contract, but as the
result of the breach of the duty of care owed tawdrim under the law of torts.
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The same argument would apply to arbitration claudéhey cannot bind third parties,
and in particular data subjects. And if recouss®ibe had to this method of settling
disputes, it will have to be done on the basis cdmpromise between the data
controllers and the victim after the action hasnbe®ught.

General conclusions

This analysis of the possibilities of harnessirg phenomenon of the international
transfer of personal data by contractual clausegarticular in the context of contract
law, has brought to light a number of weaknessésinmwihe system.

On the one hand, it has been seen that even ufrtlertakings usually included in model
contracts make it possible to give some assuraitberggard to data security and the
respecting a number of principles (given purposeess, rectification....), the concept of
the clause conferring rights on a third party, wWhindispensable in enabling data
subjects to exert their rights, contains weaknessessnuch as legal systems do not
always accept it without restriction, and in themtvof a re-exportation of data to a
second third country the need to reiterate thesel@onferring rights on a third party
renders the system somewhat complex.

On the other hand, and above all, it has been shioatrthe contract mechanism is rather
badly adapted to safeguarding the efficiency oblil&gpns that mainly derive from police
law, and consequently should be enforceable bymtataction authorities able to
investigate and penalise, whereas under contracthe penalty for acts of bad faith on
the part of data controllers mainly consists ofrigat of data subjects, in the event of
their suffering loss or damage, to obtain reparatimough the award of damages.
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