LEGAL AND POLICY
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HATE SPEEGH




HATE SPEECH IN HUMAN RIGHTS LAW

* Freedom of expression — Article 10 ECHR (Art 19

ICCPR)

* The right to hold opinions and to receive and
impart information and ideas without
iInterference

« Can be subject fo restrictions that are
prescribed by law and necessary in a
democratic society for (inter alia) the protection
of the rights of others

» Rights of others: equality and non-discrimination

(Art 14 ECHR)



HATE SPEECH IN HUMAN RIGHTS LAW

 Arficle 17 ECHR

Nothing in this Convention may be interpreted as implying for any State, group
or person any right o engage in any activity or perform any act aimed at the
destruction of any of the rights and freedoms set forth herein or at their limitation
to a greater extent than is provided for in the Convention.

Eg. Publication of anti-semitic material contravened Article 17 and the
applicant was not able to complain of a freedom of expression violatino: “such
a general, vehement aftack on one ethnic group is directed against the
Convention’s underlying values, notably tolerance, social peace and non-
discrimination”

« Liability of internet intermediaries

Delfi v Estonia (2015): the rights and interests of others and of society as a whole
may entitle Contracting States to impose liability on Internet news portals,
without confravening Article 10 of the Convention, if they fail to tfake measures
to remove clearly unlawful comments without delay, even without notice from
the alleged victim or from third parties.
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HAITE
SPEECH
Intense and irrational emotion Any expression of hate Any expression imparting
of opprobrium, enmity and towards an individual or opinions or ideas - bringing
detestation towards an group defined by a protected an internal opinion or idea
individual or group. characteristic. to an external audience.

It can take many forms:
written, non-verbal, visual,
artistic, etc, and may be
disseminated through any
media, including internet,
print, radio, or television.




RESPONDING TO HATE SPEECH:

Right to
equality,
freedom from
discrimination

and violence,

dignity

A BALANCING ACT

Freedom
of
expression



THE IMPACT OF ANTI-HATE SPEECH
LAWS & POLICIES ON FREE SPEECH
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e CGreece
 Public incitement to hatred on basis of sexual
orientation or gender identity

« Netherlands

« Criminal liability for incitement to hatred,
discrimination or violence on basis of sex or
sexual orientation

« Criminal liability dissemination or distribution of
expression inciting to hatred on basis of sex or
sexual orientation

e Coversonline crime

e Sweden

« Criminal liability for incitement to hatred,
discrimination or violence on basis of sex or sexudl
orientation




Netherlands

« Artficle 285b of the Penal Code: it is an offense to
systematically infringe another person's privacy with the
intention of compelling the other person to do
something, not to do something or to intfimidate the
victim

UK

*  Malicious Communications Act 1998, Offence of Sending
Letters etc. with Intent to Cause Distress or Anxiety: it is an
offense to send an indecent, offensive or threatening
letter, electronic communication or other article to
another person.

Germany

« Cyber-stalking accounts for 40% of all stalking cases in
Germany. Offenders can be held criminally liable
according to Sections 185, 186, or 187 of the Penal Code.

Malta




* France

Penal Code Article 226: forbids the willful
violation of the infimate private life of another
by "transmitting the picture of a person who is
within a private place, without the consent of
the person concerned"

Criminal Justice and Courts Act section

33: offence to disclose private sexual
photographs and films without the consent of
the individual depicted and with the intent to
cause distress.




NEW MODELS OF LEGAL REMEDIES

US — REVENGE PORN LAWS
CALIFORNIA

CANADA - CYBER SAFETY ACT,
NOVA SCOTIA

e SB 255 Electronic Communication

* Individuals subject to cyberbullying (or,

in the case of minors, their parents) can
apply to a Justice for a protection order

Definition of cyberbullying: is intended
or ought reasonably be expected to
cause fear, intimidation, humiliation,
distress or other damage or harm to
another person’s health, emotional well-
being, self-esteem or reputation

Protection orders can require
disconnection of internet service

Also creates the tort of cyberbullying

Devices: Prohibited Distribution of
Personal Information

Misdemeanour of disorderly conduct
by way of distribution of intimate
photographs with the intent to cause
serious emotional distress

 Amendment added by ACLU: under

circumstances where the parties agree
or understand that the image shall
remain private



POLICY FRAMEWORKS OF MAIOR
INTERNET PROVIDERS




REDRESS FOR SEXIST HATE SPEECH -
FACEBOOK

« User policies recognise that users have a right not to be bullied,
harrassed, subject to hate speech, threatened with violence

« Facebook does not permit hate speech, but distinguishes
between serious and humorous hate speech

* Reporting can be done at the source of the content (with a
‘Report’ button)

* The reportee is warned, and the reporting user’s identity is
concealed

» Reportee may be blocked or have account disabled

« Complaints regarding violence or harmful behaviour against
women must qualify as either Graphic Violence or Credible
Threat of Violence. Once they are reported to Facebook, the
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REDRESS FOR SEXIST HATE SPEECH -
FACEBOOK

» Reporting can be done at the source of the content (with a
‘Report’ button)

* The reportee is warned, and the reporting user’s identity is
concealed

» Reportee may be blocked or have account disabled

« Complaints regarding violence or harmful behaviour against
women must qualify as either Graphic Violence or Credible
Threat of Violence.

 Once they are reported to Facebook, the reportee will be
blocked from Facebook after the complaint is weighed against
the Community Standards.




dards Violations cDesk
All the iterns bBelow shoukd be canfirmaed ;. anythiing not on 1his list can be unconfirmed ) -
T kel

Barrg HENTOUES farwiid] Snieny, e
bt paeld S Fadoes rosn sieer by
Faaredi, clotiera or ST obhiscEs
Cartoor ot included, Forepley
alipered [Kiswong propmng. =i b &ven
Ao LM e [T AT -

TETAN

L. Frasing or diplaying orimes 1hat thesy
ot D rsereds comimekiesd

k.,  Owpanitieg crimingl oty or
sokeiting g el

3.  Encourageeg ofhers BD engage in
l:r-'rm:lulﬁrll:'r

1. Cpenienl shoris™g Fosher s oelaghi
o S proimating:
e curdgprg ol wisdefels BEairmit
et O Setarrails B el Bl
P P s (e g boerhare, siaged
gandmial Bighfn, aramad sigeryation,
orbratns. freph-Cl, #1L.|

= Wolg: AN eIl Faevs contend shoild
e eCElabed

1. Theeat amad sprigars Ereredl i3 ol Jospde.
r Lopparting peoele, proug. and il
1han adhedd a8 and Sro=SEng & st

* Bl prraate parti' nclusing o Baddd on oredibiliny . s ool 358 3 Mlechyle ohaodc e
parning the maortilaibon of pecpde

femade repphe baslges and naked bl Brics e il A'l"l'CICklh P S P ——— 3. Gepicting 1el-mutilation and groups

ordeiis ] maks pdppder are ol Hahe Conbenk dimemiened, chamned, oo barrng and peogde Bhat pRomols S S pEesr il
T Faelyled or Black Sarmed centlent wm Hame H-;l-'ll'-hl'l-ﬂltq-lnll' g bcsed hirras ‘Itﬁ- AT i E ] "I:H.IFI'L]

ildreingg Sead ity OF dewudl ST &5 P hs

e Poching of srdeny | Bullying and Haranament ]

aborwe i Thurs of racial coeerens of asr N confiemed. Poaching of srdssgered
- Makesd children, inchkading carbesn 1 Attacking bhased on profecied smdrraby thoadd e ot el e "

WET RS {ah-l-tnbl.lmm-lh-n'-n-nnl 1 Matp yymbols, either out of oo pro.l.ec.l. Liriree, 1 B08S, WOomit, SEvmen, pus. g l1-il-|':'|-'E'|'l'\-.l1|: M0 MEITDET Wil The

AR ORF P ." g R iy in the comest of Rate phrases aenadl et wana.. [Casrboon Bees, wrine ;mu"""' negathee, posithse O neubng)

s canbed [Cchilld pom saippoet of Fahe Erossps. St Al gre O3 real ared earbeen Lontacting cther wipn. periisbenthy
] l:l-lra-lthl:rﬂc-l"l-lrn.l-ll-nul.ll;l:rrr:-pi.-ln ' Showang suppart for .,,E_.,.""“,,,,Qd, e 5 SN ot EResark |:|-lr:nr ;ullllmﬂhn;tnnlm: R ]
& ;E:':Tbrﬂﬂlttdﬂ'ﬂ il ol o prmany - ht-:ﬁ@iegor M- (Er——1 ve :?-Inlrru-;L:: Iur:l'-ﬂ' oonkEact wnl.l;'l 1I:-|r
5. Depdciing symbods. perirraaniky heearing skulls crack™)
'“"'"‘"'"-"F'" Pl Sl VDR MeDE,. LINEEDL CTHTIESE D Frisectrg, demad tlgral St & Fetrareg '"""d_"'
b beiEakby, mecrephiis, s are clearky agamral Eeem. incernal cegars, boms, musche, .’l.‘ll.-l-l!l:.n!: afrpoesel Buased on Peeh V1ATUE &k
m“ Confen lEi"'':"':""-"':"'l''-"' & el PRSLELT & TV PRalsd: Bl bendond. ebc. Desp Mtk wound @ pewual asaull o Fa wiclem
s sy BT eeraa e i ooenbent is .
DTN TR penpde Jde by sede srn ok 15 ko eooeisive Blosd

proseradtaty T &y photoshepped images ol people. ok 1o thow. ATTOCkIng Onyone based
& Cegitadicaartoan mudity. Ant nadity ok wetsrlFaet fegatner, peridne o1 seutral 7 Crushed heads, Bmbs, e1c are ok a3 .
k) Feophe “using the bathroom = B e ol ol iedn aned oo fris s kg @k nn e ane WRowing on Thelr STOTUS asdad SGXUG'
1. Bienk [obaioun] depsction of came people. or sleepng people with things - Piote: beo reorptEen fo0 new or

R it moose beuckbei
T Doeih o OlPed obaeo e, Bl Saky i
he corieet ol sl actoety,

H 1 fum i m

eliraners oo Hhasie Tasces

a Sedeoe Shrerbh o whoodhpasd Tl pven &

s il rarre salch b Poorsd | St Tty
il e Sy et lnad © phel bl P
Been p=robd GE oendne oe TR g, o

ST DELa D DO e
P Blogks and Internatians] Complisnoe

Ex Lo il
- 1 L

L. Heodr 3t phenial wehich ToCuses o

assault or rape victim

e

i Credible threati o incitement of phrpical
e il i the vicesa,
i Lrcnfires adl o paang wede hate wpmegh [ T e
comtex! noclrar that the povies i 2. Al aritacks on Ababurs (wisaal and 2. Creditde indicatsons of orgamdsing »cis of
tewt] s Pumuin wichsres
sedling. bunying proveeg. ofes- 3 Pt g bt e
] . S ol Eurdgian (T ufkey] 3 [ — b Faah il
2. Wegal drugs shows NOT in the - Hate symbols are confirmed if 4. Bumieg Turkish flagis] ey thrasas of viclence ageias
e it Gl mpdtal, BEadeele oo ’ e |[HOS) o L Enforpiermsenl DN evs
theere’s neo contest DR o habe ) . ’
pEsrn il A8y Eard " ; e TLEC | shiouibdl adwearys Bee oo alaied mwen i
- Moie: Amsy depectson of masifeana phrases are used ¢ [anbiss chidely dghicd ol greddide
slone |sry amosnt] or & Humes gyenigles hate ipeech L mil::l-pm: ':"l'::ﬂ P 4 firry creble e aios of Teronis
e LT T [ gy ey WMHLESS slr wedrds airg présent or 2: Aboudlah “Apo™ Ccalan-related sctheity or organiced pastfTubere crimas.
margud=a are e uncontEm] thee hiomor is nof ewident RO



REDRESS FOR SEXIST HATE SPEECH -
TWITTER

Self-reporting model
Twitter Help Center — How to report violations, or Abusive
Behaviour Policy page
3 options when reporting
« “Someone on Twitter is posting my private information”
« "Someone on Twitter is being abusive”
« “Someone on Twitter is sending me violent threats”
Alternative means of dealing with the problem
» Blocking the user — no notification sent to blocker
» Flag either media or individuals tweets or direct messages for
violations (not available on apps)




REDRESS FOR SEXIST HATE SPEECH -
YOUTUBE

« “We encourage free speech and defend everyone's right o
express unpopular points of view. But we don't permit hate
speech (speech which attacks or demeans a group based on
race or ethnic origin, religion, disability, gender, age, veteran
status, and sexual orientation/gender identity).”

* There is zero tolerance for predatory behavior, stalking, threats,
harassment, invading privacy, or the revealing of other members
personal information. Anyone caught doing these things may be
permanently banned from YouTube.

* YouTube adopts a self-reporting model, where users are invited to
“flag” content or comments for review by YouTube. Two general
types of complaints are possible: a content-related complaint, or
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* Legal remedies

* Few law specifically designed to target
sexist hate speech

« Difficulty in balancing freedom of
expression and equality/non-
discrimination

« Harassment/stalking laws require
different threshold

* Policy frameworks
« Requires self-reporting

« Opaqgue process with no ability to scrutinise
« Offten lack of responsiveness
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