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Facts on voting in Norway 
• 3.600.000 in electoral roll 

• 78,2% turnout in 2013 parliament election 

• Election period 4 years 

• Complex ballot (A preferential list system where 
voters can choose one or more candidates across 
multiple lists.) 

• 25 days advance voting period (Internet and 
paper) 

• Voters can cast multiple electronic votes (advance 
voting), and cancel evotes by voting on paper  
(both in advance and on election day) 
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Norwegian Internet voting timeline 

2005: Feasibility study 

2007: Parliament approval 

2008: Project starts 

2010: Internet voting tested in 10 referenda 

2011: Local and regional election  
Internet pilot in 10 municipalities  
168.000 eligible voters (4,5% of population)   

2013: Parliament election  
Internet pilot in 12 municipalities  
250.000 eligible voters (7%) 

2015: ??? 
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Reasons for piloting electronic 
voting 

• Improved accessibility 

• ex-pats 

• disabled 

• Efficiency and correctness of counting 

• Cost reduction (long term) 

• Turnout 
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Voting methods used in Norway 

    

  

  

    

In 2015? 
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Premises for the Norwegian 
solution 

• Voting from standard computers – 
no extra equipment needed 

• Use of existing authentication 
infrastructure (IDporten) 

• A government owned and operated 
system 

• Full transparency of process and 
solution 
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A quick overview of the 
Internet voting solution 
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E-voting system 

- Log on 
- Submit 
vote 
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2011 verifiability model 

Voter 

intended counted cast stored 

Election result 

Voters can check 

return codes  

Independent auditor(s) verifies  

mathematical proofs 
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2013 verifiability model 

Voter 

intended counted cast stored 

Election result 

Voters can check 

return codes  

Independent auditor(s) verifies  

mathematical proofs 
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Verifiable  

mixnet 

Voters can check 

Stored-as-cast proof 

Fully 



Why verifiability? 

• Return codes makes attacks on voter pc’s 
detectable 

• and voters appreciate feedback that the vote 
was successfully cast  

• Verifiability builds trust among stakeholders 

• Academia will never trust a non-verifiable 
electronic voting system! 

• Mathematical proofs of correct counting gives 
the EMB confidence that every cast vote is 
counted correctly 
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2011 Internet voting project 
sucsess factors 

• Procurement process – competitive dialogue 

• Learning by observing and improving other 
solutions  

• All stakeholders – including the opposition – were 
involved 

• 10 pilot elections before ”the real” pilot 
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2013 Internet voting project 

• Improved verifiability model 

• Internet Election Commitee (IEC) was introduced 

• Improved routines for poll card printing and key 
management 

• Replaced Java with Javascript on e-voting client 

• A programming error resulted weak encryption of 
40.000 ballots (corrected during election) 

• Openness (still) builds trust 
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Numbers from 2011 and 2013 

2011: 28001 Internet voters 

• 73% of advance votes were cast over the Internet 

• 16% internet turnout of all eligible voters 
 

2013: 70622 Internet voters 

• 76% of advance votes cast over the Internet 

• 28% internet turnout of all eligible voters   
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Data from 12 internet municipalities (250.000 possible voters): 



The future of Internet voting in 
Norway 

• According to Norwegian law, Internet voting 
is in compliance with secrecy of the vote 

• Still, this is politically controversial 

• The new government (formed 2013) have 
earlier voted against Internet voting in 
parliament 

 

• The goverment has not yet decided how to 
proceed with Internet / electronic voting 
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System demonstration 
(If time) 
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Hi, Erik Vik. 
  
Your vote in the 
parliamentary election was 
received at 7/9-2013: 
12:18. 
 
The party/ group you 
voted for has return code 
1758.  
 
You deleted 7 candidates 
and made 1 re-
numberings.  
 
Please check the return 
code against your poll 
card. Call 800 38 254 if 
the return codes do not 
match. 



Revised conceptual model for 2013 

Return 
Code 
Generator 

Vote 
Collection 
Server 

Voting 
client 

Internet 

SMS cast-as-intended 
verification 

Mix and 
count 

Air gap 

M of N key 
shares 

Voter Admnistrative 
system 

Distribution of secrets 

Public bulletin 
board Hashed cryptotexts 
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From OSCE handbook for observation of NVT Annex B: 
Master Checklist: 
Norway have considered and evaluated all questions, 
here are some: 

• Has the NVT system been certified in a transparent process by a 
qualifie independent body, under both national legislation and 
international good practice? 

• To what extent are voters, election administrators and observers 
capable of understanding and using the system? What skills are 
needed to make them educated users? What kind of training or 
voter education could build these skills? 

• Do international observers have full access to the process and to 
documentation, including certification, testing, verification and audit 
reports? 

• Is a voter-verifiable paper record produced in order to ensure that 
the voter’s choice has been recorded accurately and to create the 
possibility for observers without technical expertise to observe a re-
count? If not, what measures ensure universal, end-to-end 
verifiability of the results? 
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