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CETS

Charter

CIS

CJEU
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Convention 108

CRM

C-SIS
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Convention for the Protection of Individuals with
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Customer relations management(32Z4 34 H2])
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EAW

EC

ECHR

ECtHR

EDPS

EEA

EFTA

ENISA

ENU

ESMA

eTEN

EU

EuroPriSe

eu—LISA

FRA

European Arrest Warrant(-- 4|32 34D

European Community(-3-3ZZA))

European Convention on Human Rights(#<1Hx2p
European Court of Human Rights(-+5 Q1HA|H4A)

European Data Protection Supervisor(+-HAR B 57
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PIN
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Global positioning system (9] A EAA| 2 H)
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Organisation for Economic Co—-operation and
Development(Z A& 277141

Personal identification number(7}]Q14]HH &)
Passenger name record(g<Zof|oF7|2)
Single Furo Payments Area(thd-8-2ZAA|#] <)
Schengen Information System (1717 = A] 2 &l)

Society for Worldwide Interbank Financial
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Treaty on European Union(f-5 932

Treaty on the Functioning of the European Union
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Universal Declaration of Human Rights(A|A]¢1#E X1 ¢1)
United Nations(=-A4|¢15hH
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olFo W3t A7 95/46/EC(H
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ECHR AI8z2AHYE 9 7h54Y
& 7 2wl digk £59)
AR ApsA 2]l wet A
o] BEE 93k 2oKxF A
108%)

#alo| 3y

CJEU, Joined cases C-92/09 and et
C-93/09, Volker und Markus
Schecke GbR and Hartmut Eifert
v. Land Hessen, 2010
CJEU, C-73/07, H319 ECtHR, Axel Springer AG v.
Tietosuojavaltuutettu v. X3 Germany, 2012
Sazj/;unnan ﬁalgf(lnzag OZSSI Oy ECtHR, Mosley v. the United
and Satamedia Oy, Kingdom, 2011
Gl&nt  ECtHR, Vereinigung bildender
StR9| Kiinstler v. Austria, 2007
N
CJEU, C-275/06, Productores de ~ K{AtS
Miisica de Espafia (Promusicae) H3
v. Telefonica de Espaia SAU,
2008
CJEU, C-28/08 P, European EMoel ECtHR, Térsasdg a
Commission v. The Bavarian 2 Szabadsdgjogokért v. Hungary,

Lager Co. Ltd, 2010

2009
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1.1. MEHESH(The right to data protection)

+ ECHR Agzo] ofstod, AR =3 Bl o]gof tigt ReH

AR Yl 718, 7 B Aol diRt 25 4RE AT

« Cob ZoF A083= HREFE WAHo R WA Fdeo]
Q= Zze] 2A|FHolch

« EUHoME AEESTI YHESA|Z| oJsto] 22 &%

. EUMoAE ARRS 7} sho] 7jEgo =z olAlg]o] gt

ERel, 53] =7I=RE ] Hafo] tisf 7S] A Y9 EE
e e AMIE 7S4S EF0 B 19489 UNATA
AHAMAWUDHR) A12z0fl4 FHz2 Aol 8= Ak
UDHRZ 9] TR lddsiHEe Tlo] J3= vAt:

T
filo

1.1.1. SEQIAHZEKThe European Convention on Human Rights)

FHB Sl = AAf A FFez FH=T7REe] el Al
|, Rl iyt ARjEdE Y77 flste] A E Tk

olefat B Sl5te], £ BB 1950410] £3QIUEHECHR)

1 United Nations (UN), Universal Declaration of Human Rights (UDHR), 10
December 1948,
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17He2 ECHRS 78 A4 9|5 7HA| L Qltk CoE K&
3|ULEL FHA| 7P o] ECHRS Z=3FAL AlaAde Rt
o, mEba RekpAe wheba] g o] aE

AFGAEo] ECHRO| 93t o)t 5 &8 ZS BAsr] 9
slo], S AUNTAECHR)7F 1959 0] ZekA AEgpAR S
AYESI ECGHRE 20F 9RkE sk 7Hel 7iele] a5
NGO T WISl A7|eE 252 Hegrozs ok o3t ¢
0] EE BARITE 2013W 0] oSl 4771 Sld=mor
dElen, I F 28712 EJF EU 3]¥=50]7]E gtk ECtHR
of Alashs Al 3e=52 =Y Zart gtk ECHRE
EZ Sh E= 1 ol4de] Cok 3]Y=E0] thE IEaS A=
ato] A713E A7 ade AeE 4 otk

ECHRE 71 28 B3fo] JRuERAZ} sk e 43

£ 53] 34 slmel o3 BAS] £33 ofe] X 999 gAlek

2 CoE, European Convention on Human Rights, CETS No. 005, 1950.

3 A A, oF2S 2% 1 ECtHR, Malone v. the United Kingdom, No. 8691/79,
2 August 1984; ECtHR, Copland v. the United Kingdom, No. 62617/00, 3
April 2007.
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AR Ao tist B EAPES Aelstoigitt. ECGtHR=
ECHR A8zo] oJste] =7la2 & 2opde] HelE Hflsl= of
e Pofe FAHES Sk oFE FHETL A

7S AT ARl B oR ApIEY VIS8 EF
S AFAHor RAS oNw Rusly Qris A HEks] 51l

tho o5 el F vk A AolA ARAE] dgE Aolth

1.1.2. §HM™O|F| XF X|108=(Council of Europe Convention 108)

1960 Aol AR 7o 54 7. CIDAEE Hogo gy
M= Bod Bt AeE #7449 Zaido] v o EHsliil
ok 1970 SH7HA], o8] 4R 9¥8l= ECHR A8zE
Zharsto], ZHRIFRE ] Hoof #gt o] 712 AoE Aeshylrt.?
1981 of|, 7HRIAH O] A-g-A 2o} yAgE 7HQ1e] K& fIgt &oF
(Z£oF A08%)80] Mg sl /T =AUt 2o A108% = HHHE

4 gAY, S-S =X ECtHR, Klass and Others v. Germany, No. 5029/71,
6 September 1978; ECtHR, Uzun v. Germany, No. 35623/05, 2 September
2010.

5 oA, the2 ZX : ECtHR, Leander v. Sweden, No. 9248/81, 26 March
1987; ECtHR, S, and Marper v. the United Kingdom, Nos. 30562/04 and
30566/04, 4 December 2008.

6 oA, tt2-S = : ECtHR, L v. Finland, No. 20511/03, 17 July 2008;
ECtHR, K. U v. Finland, No. 2872/02, 2 December 2008.

7 CoE, Committee of Ministers (1973), Resolution (73) 22 on the protection of
the privacy of individuals vis—4-vis electronic data banks in the private sector,
26 September 1973; CoE, Committee of Ministers (1974), Resolution (74) 29
on the protection of the privacy of individuals vis—a-vis electronic data banks
in the public sector, 20 September 1974.

8 CoE, Convention for the Protection of Individuals with regard to Automatic
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Processing of Personal Data, Council of Europe, CETS No. 108, 1981.
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ZoF A08Z oA 4 GWHAAT} FAES Hrt WHA7]7]
ol3}o], MA &go] gl W 7lx| Pir} CoE ZFE 3]0 2
3 A AThAT T A8 ).

EU RE 595e 2ok A085E vIESHIT. 1999 1], 2
oF A108 3 EUZF WA} B 4 QL=s A= 9leke 2001 e
20k 410835 F7blAA7} Aol HIgAR, olZet Al3o

2 Y ARGET SREsET R ojra A
P FHES Btk

=
o

ol
2

Hat(Outlook)

ZOF A1085E Aldef S 7H g8l & ot Z7gel| whabA, 2011
ol AAE dure|Agg o] Aul o tfsf 2714 FREH -
CAE Zopoll 9] ZefolmA] Ko o) Zfalet 5 ofe] H7iAl
Ale] Aet-o] 21d 4 ATk

9 CoE, Amendments to the Convention for the protection of individuals with
regard to automatic processing of Personal Data (ETS No. 108) allowing the
European Communities to accede, adopted by the Committee of Ministers, in
Strasbourg, on 15 June 1999; Art. 23 (2) of the Convention 108 in its amended
form.

10 CoE, Additional Protocol to the Convention for the protection of individuals
with regard to automatic processing of personal data, regarding supervisory
authorities and transborder data flows, CETS No. 181, 2001.
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A7, 2ok ANBE 467 AFIATE 74 45743o]
CoES] BlUTEolth. $Fuolt H2o] ulAHT7IRA 20134
8ol 7helstgion, mEmE B xofolo] 719lg aXwa X
FRyEAE A Folc,

EUMS Z0F53 ARA EUMOR TAHe] qlek 298 & &

HAGROHTED) T 7 AP ZOKHTFEU)S EU BE 3|95
off oaf elElglen, E3F Al EUY o8 &Rtk EUo 2],
A3 AA xoFE0] os) AUt Fojuk EUZ|THEo] 23|

Aejsinl, 55 23k EUN olakm Bck

AEE S| et FE EUHE 714 R o) Aot wegt 7Y
Qlo] B ol gt Fro] o)Fe] et FHO3] W o]AkE] 9] A
%] 95/46/EC(HREE Aot} T A YL ojn] HH J|AZE
o] H7PYRESHS Aedt wfel 19950 AHEUTE A
oMol £ AR AH|A0F AFFES] AHrEE olFols AEo
AFEE 50l 7= B ol SY=E0] SYUA0|AL B

11 Data Protection Directive, O] 1995 L 281, p. 31.

27



28

2z0] ARKFo| oskA] erow AldE 2> g}

ARps A Ao Bae el Arusye] xoh2
o 7] o], AL (FAlol) EAfoke FA YRR TR v]w
g8 ABI CEURAE, “X3 95/462
geisto] 7jole] He) 9 Ago) BEo] fol
BE SAREe| S BAskIA shz Zoltk [+ o] £of
ol Mg T PISe) 2He a0 o8] AlpEE Reg
gep7 At Holis ke, osle EUAe] He BE
458 BABIIA SHe Alolojof Btk webd, 15 b %
sh Hasgho] Zafel] THEIX oL Qb O Yhaat ool
AFgehe Zlolek s TeEE, EU SjUREe AMS oW
Algel 280 Agute 7k

=
[-0
ox
T
10
N
i
o
VL A

YRR 20F A108%0f| o] =] Q= ZeEfo|HA|
U] AR50 AAE Fofshar, I YAES SASHeE e
Zoltk 199510 157 EU E= 3U=52 EJF 20F 410859
AefgA=E0171E slthes AMEE ol 7 72 RisfellA A
2 BeEe 1A Qe viARih 2eu JEE SRS 20F
A08E A11ZA FAE vie} o], HEFHES 2718 4= 9)
= A& 8% 59), ARETHAO E55 A7) %

12 o)A}, Data Protection Directive, Recitals 1, 4, 7 and 8 ZF=.

13 CJEU, Joined cases C-468/10 and C-469/10, Asociacion Nacional de
Establecimientos Financieros de Crédito (ASNEF) and Federacion de Comercio
Electrénico y Marketing Directo (FECEMD) v. Administracion del Estado, 24
November 2011, paras. 28-29.



P2 BYH GES EYShe
o 7)5gt Yelrl Fast 7|
Pg, o] At eof 41085 Z7kelgAle] s 2001 o] Cok

ol = 8= 3irh)

ARREAYY A Mg FUGANAEEN Y ARl
HIEUS| RS, 5, ofol&ats, Slsleisrelolat eaglol S mtal
o 287 EUUE olelol= Sahich

AR 0] Qs CEUE BTSN ArnEAe] AR
Aol A 2§ BAT] $Jstel, sjUo] AREEAY

sA7e] Hg7FsAe] WARE Fa3 A9RE ol2u} i
A, 2, ARle] Ghed) AbH B Ei ThE BAL 915t} shs )
Q3R Hel7h QIehs o]efd el ANAOR ARgle) A6
Ay ),

i)

o
fr
¢

HAEHESAY QY FA] AlPF2A AR} EURo| wetba], 5 X
o] 2214 A8 JUAIARICRE ARt 7P Sa%t
FAH FRARYe] 1 A8R/19] Holl vk Ao
th o5 AROIA S HEE T = thE USRS E WS v

OIAF L ATl A3 ATyt

14 Agreement on the European Economic Area, OJ 1994 L 1, which entered into
force on 1 January 1994.
15 Data Protection Directive, Art. 3 (2) second indent.

29



30

BRHETAZE EUIY=EE O e s & 4= Q7] da
of, EUS] 71853} 71950l ofgh 7HAE ] He]of dial] AHE
5 HAs] fsliAe F7HAQL Hatlol Zaskylth 3E5A19]
718 9 7)ol ofRt A E O] Aol TRt A1) HEof T
23t JHO| AF-22 o]l Wt 1A (EC) No. 45/2001(EU7E
FHHED72)0] olegt YRS FSPglrt1e

=

Akt AEET R 0] AEE= RofollAE, e Fdet o]

= ol oA Last FES ¥7] flste] Hh ARt A
HESHAES dar sh= 497F 55 ek ol=et + 714 AH
A= AAREAIG Aol A o] NI H o] Ao} Zefo|HA|o] HE
of 3t A& 2002/58/EC(IZ2fo]HIR] B FJE R0 FFF X))
I FERARRSAIAE L B F5-3AY] Al #eiste] A4
HAW A2E HEo HEW X3 2002/58/ECE] N ol w7t A
2] 2006/24/EC(FHEHZ-XIF. 20143 49 8ol LAz F)iso]
th thE AHEl tHsliAle Alg7dollAl =2d Zlot) ol 4

o]
AR
Z O
T

16 Regulation (EC) No. 45/2001 of the European Parliament and of the Council
of 18 December 2000 on the protection of individuals with regard to the
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17 Directive 2002/58/EC of the European Parliament and of the Council of 12
July 2002 concerning the processing of personal data and the protection of
privacy in the electronic communications sector (Directive on privacy and
electronic communications), O] 2002 L 201.

18 Directive 2006/24/EC of the European Parliament and of the Council of 15
March 2006 on the retention of data generated or processed in connection
with the provision of publicly available electronic communications services or
of public communications networks and amending Directive 2002/58/EC,
(Data Retention Directive), O] 2006 L 105, invalidated on 8 April 2014.



1S REyEESHo 2wt i

AR s welof sk

SEAEV|2HSE(The Charter of Fundamental Rights of the

European Union)

FHUBEA ) HOFES Qo 1 BEo] Bk Slio] X
FElo] 914 elsreh EUM 2891 el Sl Aol el A
she st GAle] SRARIATAEC)S 2ol A7|H9]
wlgol, AL AR e AR SR

Tht NES BB fstel 71EHAL o|2ut Sl A

EU= A#o] o] Hisf 9% 7H 4= Stk & Y48t
ESE ARl EUS| tisf "Rtk U & =75 S

A, 2000de] FHAR7EAAHAD S T2t F TS
sAFEA FEHE AW BT =4
A, FEARIES] B Helo] mIARA, A4
s FAlskskal gk Al 7led dele ol - & 2

7ro) 291, Abg. W et Ae] Aejer Apgow Eaech

5 AL el ) AXA Bl BasialA 2009 12

149 gfafzofe] Algia} t&o] AlLA} EUM(TEU Aloz Allg

31



32

AR EUHE S8 R R EAe] B EUS] i T

23kskal QITHTFEU A|163).

W AP} 7ERe] ESATRE BT Bt ohyet
HEESAABDE st of2itt Huo| a5d EUAQ] 7]
2] $EOR PAHOR golil Slth. FUTEL BE UV
WS 5 2E F5ohaL BAstoiof shv, o= Fe=so] o
e oW wf w3 ALK A51D). W AR JH
HEAH A a9 Foll YUEAE UA AFE FURRS
W& FAStsRs AR ofsfEofof Tt whEbA, A2 A8 A
1ol ArEsAS Yaxoz AEg wat ofye) Alsx Al
FollA #A2Ql RESAAES dFshal gl viete R, 7
A ABZE AR FH7IHe] o5 W ol e BAYL A&

ol ek

&at(Outlook)

20129 1ol fdele AHESMNHN|AE Alteldle=
gl 7171ellA @Y AEESH e G5 7Iedagdt AAleke

19 EU (2012), Charter of Fundamental Rights of the European Union, OJ 2012
C 326.

20 See consolidated versions of European Communities (2012), Treaty on
European Union, OJ 2012 C 326; and of European Communities (2012),
TFEU, OJ 2012 C 326.
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21 European Commission (2012), Proposal for a Directive of the European
Parliament and of the Council on the protection of individuals with regard
to the processing of personal data by competent authorities for the purposes
of prevention, investigation, detection or prosecution of criminal offences or
the execution of criminal penalties, and the free movement of such data
(General Data Protection Directive)y COM(2012) 10 final, Brussels, 25
January 2012.

22 European Commission (2012), Proposal for a Regulation of the European
Parliament and of the Council on the protection of individuals with regard
to the processing of personal data and on the free movement of such data
(General Data Protection Regulation); COM(2012) 11 final, Brussels, 25
January 2012.
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23 oA, CJEU, Joined cases C-92/09 and C-93/09, Volker and Markus
Schecke GDR and Hartmut Eifert v. Land Hessen, 9 November 2010, para.
48.

24 Ibid, para. 50.

25 ECtHR, Von Hannover v. Germany (No. 2) [GC], Nos. 40660/08 and
60641/08, 7 February 2012; CJEU, Joined cases C-468/10 and C-469/10,
Asociacion Nacional de Establecimientos Financieros de Crédito (ASNEF) and
Federacion de Comercio Electronico y Marketing Directo (FECEMD) v.
Administracion del Estado, 24 November 2011, para. 48; CJEU, C-275/06,
Productores de Misica de Espana (Promusicae) v. Telefénica de Espana SAU,
29 January 2008, para. 68. See also Council of Europe (2013), Case law of
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26 Data Protection Directive, Art. 9.
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27 CJEU, C-73/07, Tietosuojavaltuutettu v. Satakunnan Markkinaporssi Oy and
Satamedia Oy, 16 December 2008, paras. 56, 61 and 62.
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54.
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39 Council Regulation (EC) No. 1290/2005 of 21 June 2005 on the financing
of the common agricultural policy, O] 2005 L 209; and Commission
Regulation (EC) No. 259/2008 of 18 March 2008 laying down detailed rules
for the application of Council Regulation (EC) No. 1290/2005 as regards the
publication of information on the beneficiaries of funds deriving from the
European Agricultural Guarantee Fund (EAGF) and the European Agricultural
Fund for Rural Development (EAFRD), OJ 2008 L 76.

40 CJEU, Joined cases C-92/09 and C-93/09, Volker and Markus Schecke GbR
(C-92/09) and Hartmut Eifert (C-93/09) v. Land Hessen, 9 November 2010,
paras. 47-52, 58, 6667, 75, 86 and 92.
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41 ECtHR, Miiller and Others v. Switzerland, No. 10737/84, 24 May 1988.

42 Explanations relating to the Charter of Fundamental Rights, OJ 2007 C 303.
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43 ECtHR, Vereinigung bildender Kiinstler v. Austria, No. 68345/01, 25 January

2007; see especially paras. 26 and 34.
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44 ECtHR, Ashby Donald and others v. France, No. 36769/08, 10 January 2013.
45 CJEU, C-275/06, Productores de Musica de Espaiia (Promusicac) v. Telefonica
de Espaiia SAU, 29 January 2008, paras. 54 and 60.
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46 [bid, paras. 65 and 68; see also CJEU, C-360/10, SABAM v. Netlog N.V.,

16 February 2012.
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CJEU, Joined cases C-92/09 and ECtHR, Bernh Larsen Holding

C-93/09, Volker and Markus AS and Others v. Norway,

Schecke GbR (C-92/09) and No. 24117/08, 14 March 2013
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January 2008
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Deutschland, 5 May 2011

= “Council of Europe, Committee of Ministers (2010), Recommendation
Rec(2010)13 to member states on the protection of individuals with regard
to automatic processing of personal data in the context of profiling
(Profiling Recommendation), 23 November 2010.

2.1. J421™H (Personal data)
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47 Data Protection Directive, Art. 2 (a); Convention 108, Art. 2 (a)
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48 Article 29 Working Party (2007), Opinion 4/2007 on the concept of personal
data, WP 136, 20 June 2007, p. 22.

49 See, for example: ECtHR, Rotaru v. Romania [GC], No. 28341/95, 4 May
2000, para. 43; ECtHR, Niemietz v. Germany, 13710/88, 16 December 1992,
para. 29.

50 ECtHR, Amann v. Switzerland [GC], No. 27798/95, 16 February 2000, para.
65.
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51 ECtHR, Bernh Larsen Holding AS and Others v. Norway, No. 24117/08, 14
March 2013. See also, however, ECtHR, Liberty and Others v. the United
Kingdom, No. 58243/00, 1 July 2008.
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52 Data Protection Directive, Recital 24.

53 CJEU, Joined cases C-92/09 and C-93/09, Volker and Markus Schecke GbR
(C-92/09) and Hartmut Eifert (C-93/09) v. Land Hessen, 9 November 2010,
para. 53.
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54 [bid, para. 52.

55 See ECtHR, Amann v. Switzerland [GC], No. 27798/95, 16 February 2000,
para. 65 et al.
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56 See also ECtHR, Odiévre v. France [GC], No. 42326/98, 13 February 2003;
and ECtHR, Godelli v. Italy, No. 33783/09, 25 September 2012.

57 CJEU, C-275/06, Productores de Musica de Espaia (Promusicac) v. Telefonica
de Espafia SAU, 29 January 2008, para. 45.
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58 Data Protection Directive, Art. 2 (a).
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59 CoFE, Committee of Ministers (1990), Recommendation No. R Rec(90) 19 on
the protection of personal data used for payment and other related operations,
13 September 1990.
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60 See ECtHR, Amann v. Switzerland, No. 27798/95, 16 February 2000, para.
65.

61 Joined cases C-92/09 and C-93/09, Volker und Markus Schecke GbR and
Hartmut FEifert v. Land Hessen, 9 November 2010, para. 59.
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62 ECtHR, Uzun v. Germany, No. 35623/05, 2 September 2010.

63 ECtHR, Peck v. the United Kingdom, No. 44647/98, 28 January 2003;
ECtHR, Kopke v. Germany, No. 420/07, 5 October 2010.

64 Data Protection Directive, Recitals 16 and 17; ECtHR, P.G. and JH. v. the

65



66

2.1.2. EYSH #HZE0| JQ1™H(Special categories of personal data)

CoEMj7} EUMolAIL, Aeld 9ol 1 484 HuzAd
e zaE 4 QlolA ZeE wov) Wag Sue wae )
QYR Ik olefst SW el AuuggR)e] Hels
webA] S QLA Gl A9olu slgEolof B,

e

g Ee] g g 2ol istod, 2oF A|108 2 (Al62) 9 HHE S

AAAIBR) L tfeo] HzE sl

AV © Bodil Lindgvise AAS60]A, CJEU “7helo] whe: T
A AR dhiel] 3 Gl Foleks AL A1 95/46 A8
Aigke] Azl ek AAHRE FAsE T Gk

United Kingdom, No. 44787/98, 25 September 2001, paras. 59 and 60;
ECtHR, Wisse v. France, No. 71611/01, 20 December 2005.

65 ECtHR, Von Hannover v. Germany, No. 59320/00, 24 June 2004; ECtHR,
Sciacca v. ltaly, No. 50774/99, 11 January 2005.

66 CJEU, C-101/01, Bodil Lindgvist, 6 November 2003, para. 51.
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67 Data Protection Directive, Art. 6 (1) (e); and Convention 108, Article 5 (e).
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2.2. MEX2|(Data processing)
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ox

.

AVel : Bodil Lindgvise AT, CJEU: theat o] mzsh
.

70 Convention 108, Art. 2 (c); and Data Protection Directive, Art. 2 (b) and Art.
3 (.
71 CJEU, C-101/01, Bodil Lindgvist, 6 November 2003, para. 27.
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72 Data Protection Directive, Art. 3 (1).
73 Ibid., Recital 27.
74 Convention 108, Art. 2 (b).
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75 See the declarations made under Convention 108, Art. 3 (2) ().

76 See the wording of Convention 108, Art. 3 (2).

77 Data Protection Directive, Art. 2 (b). Similarly, see also Convention 108, Art.
2 ©.
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2.3.1. &2 Xt X2|XHControllers and processors)
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78 Data Protection Directive, Recital 12 and Art. 3 (2) last indent.
79 CJEU, C-101/01, Bodil Lindgvist, 6 November 2003.

80 7bid, para. 27.

81 7bid, para. 47.
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82 Data Protection Directive, Art. 2 (d).
83 Convention 108, Art. 2 (d).

84 See also Article 29 Working Party (2010), Opinion 1/2010 on the concepts
of ‘controller’ and processor’, WP 169, Brussels, 16 February 2010, p. 15.
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85 Data Protection Directive, Art. 2 (d).

86 Article 29 Working Party (2010), Opinion 1/2010 on the concepts of
controller’ and processor’, WP 169, Brussels, 16 February 2010, p. 19.
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87 Article 29 Working Party (2006), Opinion 10/2006 on the processing of personal
data by the Society for Worldwide Interbank Financial Telecommunication
(SWIFT), WP 128, Brussels, 22 November 2006.

88 Data Protection Directive, Art. 2 (e).
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89 Article 29 Working Party (2010), Opinion 1/2010 on the concepts of controller’
and processor’, WP 169, Brussels, 16 February 2010, p. 25; and Article 29
Working Party (2006), Opinion 10/2006 on the processing of personal data
by the Society for Worldwide Interbank Financial Telecommunication (SWIFT),
WP 128, Brussels, 22 November 2006.
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90 Article 29 Working Party (2010), Opinion 1/2010 on the concepts of
controller’ and processor’, WP 169, Brussels, 16 February 2010, p. 26.

91 Data Protection Directive, Art. 17 (3) and (4).

92 Article 29 Working Party (2010), Opinion 1/2010 on the concepts of
controller’ and processor’, WP 169, Brussels, 16 February 2010, p. 27.

93 See, for example, Profiling Recommendation, Art. 1.



2% HEES 80

= 19| Apole F= we|Rtere] dAlol| Jlom, whebA, dE|A7t
3 AR TS drdoll A Hok

b

AR Telxjeks WAOR ThE Aolth deni RRE
A7) Bk A AL R WA AS "aw dh
ARE A Az Ase] wew, A3 “RRIAL ol &
£ Aadeloluh el 34 71k ofolHA] Bk ThE 717, TR,
Helxjer grelapt e AgHel watel ofs) Hng Hele
Agto] RoEl A olck. o] AL AT LFOIF AFEAe] &
Shthi gjehe pelel WA o T 248 9l Ushs A
Sol ‘A3A 7 vl Al ok 2 ojulshek T g, 24
o g2l Watel) O3] WAANE Helshs YA AR
o %311 o7 ek

S2er e AR T Y ololth. ARREAY A2z A
9] ofmjol ], 791 “ABAOLE ohE, BT} AR A
QL Wl A 71 ofeldA] B T 7|7 S ojujgi of
efak 5212l Pl Helat o]9)e] 2p- A o] Bl A
327} 9 Flolrh— ®i FUTE S} 71 o] mB<lolt o
MAjoh e elA B Aejxje] yiReldl 4 vk

FH AT AR ko] A2 HHO] AR g0 2SS ©f
=2 stfARE Fasieh WAy A=Ak AgQle 5ol ¥

94 Article 29 Working Party (2010), Opinion 1/2010 on the concept of
controller’ and processor’, WP 169, Brussels, 16 February 2010, p. 31.
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95 Data Protection Directive, Art. 2 (h).
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96 See, for example, Convention 108, Statistical Data Recommendation, point 6.
97 Data Protection Directive, Art. 8 (2).
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98 Jbid, Art. 7 (a) and Art. 26 (1).

99 See also Article 29 Working Party (2011), Opinion 15/2011 on the notion of
consent, WP 187, Brussels, 13 July 2011, p. 12.

100 This example is taken from /bid.,, p. 15.
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101 Commission Regulation (EU) No. 1141/2011 of 10 November 2011 amending
Regulation (EC) No. 272/2009 supplementing the common basic standards on
civil aviation security as regards the use of security scanners at EU airports,
OJ 2011 L 293, and Commission Implementing Regulation (EU) No.
1147/2011 of 11 November 2011 amending Regulation (EU) No. 185/2010
implementing the common basic standards on civil aviation security as regards
the use of security scanners at EU airports, O] 2011 L 294,

102 See also Article 29 Working Party (2001), Opinion 8/2001 on the processing
of personal data in the employment context, WP 48, Brussels, 13 September
2001; and Article 29 Working Party (2005), Working document on a
common interpretation of Article 26 (1) of Directive 95/46/EC of 24 October
1995, WP 114, Brussels, 25 November 2005.
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103 CJEU, C-543/09, Deutsche Telekom AG v. Germany, 5 May 2011; see especially
paras. 53 and 54.

104 Directive 2002/58/EC of the European Parliament and of the Council of 12
July 2002 concerning the processing of personal data and the protection of
privacy in the electronic communications sector, OJ 2002 L 201 (Directive on

privacy and electronic communications).
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at any time)
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105 CJEU, C-543/09, Deutsche Telekom AG v. Germany, 5 May 2011; see especially
para. 61.
106 7bid., see especially para. 62.
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3.1.1. ECHR(j| 2|gt MEst ZH490| Q714(The requirements for a

justified interference under the ECHR)
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108 ECtHR, Amann v. Switzerland [GCl, No. 27798/95, 16 February 2000, para.
505 see also ECtHR, Kopp v. Switzerland, No. 23224/94, 25 March 1998,
para. 55 and ECtHR, Jlordachi and Others v. Moldova, No. 25198/02, 10
February 2009, para. 50.

109 ECtHR, Amann v. Switzerland [GC], No. 27798/95, 16 February 2000, para.
565 see also ECtHR, Malone v. the United Kingdom, No. 8691/79, 2 August
1984, para. 66; ECtHR, Silver and Others v. the United Kingdom, Nos.
5947/72, 6205/73, 7052/75, 7061/75, 7107/75, 7113/75, 25 March 1983,
para. 88.

110 ECtHR, The Sunday Times v. the United Kingdom, No. 6538/74, 26 April
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1979, para. 49; see also ECtHR, Silver and Others v. the United Kingdom,
Nos. 5947/72, 6205/73, 7052/75, 7061/75, 7107/75, 7113/75, 25 March
1983, para. 88.

111 ECtHR, Rotaru v. Romania [GC], No. 28341/95, 4 May 2000, para. 57; see
also ECtHR, Association for European Integration and Human Rights and
Ekimdzhiev v. Bulgaria, No. 62540/00, 28 June 2007; ECtHR, Shimovolos v.
Russia, No. 30194/09, 21 June 2011; and ECtHR, Verter v. France, No.
59842/00, 31 May 2005.

112 ECtHR, Taylor-Sabori v. the United Kingdom, No. 47114/99, 22 October 2002.
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113 ECtHR, Peck v. the United Kingdom, No. 44647/98, 28 January 2003,
especially para. 85.




DIZFEALS[0[AS] ERA(Necessary in a democratic society)
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114 ECtHR, Leander v. Sweden, No. 9248/81, 26 March 1987, para. 58.
115 ECtHR, Khelili v. Switzerland, No. 16188/07, 18 October 2011.
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3.1.2. EUSIZ0| 2Ist MEHSH H|Ste] Z=Z4(The conditions for lawful
limitations under the EU Charter)
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116 ECtHR, Leander v. Sweden, No. 9248/81, 26 March 1987, paras. 59 and 67.
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117 CJEU, Joined cases C-92/09 and C-93/09, Volker and Markus Schecke GbR
and Hartmut Eifert v. Land Hessen, 9 November 2010, paras. 89 and 86.
118 Council Regulation (EC) No. 1290/2005 of 21 June 2005 on the financing
of the common agricultural policy, O] 2005 L 209; Commission Regulation
(EC) No. 259/2008 of 18 March 2008 laying down detailed rules for the
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application of Council Regulation (EC) No. 1290/2005 as regards the
publication of information on the beneficiaries of funds deriving from the
European Agricultural Guarantee Fund (EAGF) and the European Agricultural
Fund for Rural Development (EAFRD), O] 2008 L 76.
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(The principle of purpose specification and limitation)
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119 Convention 108, Art. 5 (b); Data Protection Directive, Art. 6 (1) (b).
120 See also Article 29 Working Party (2013), Opinion 03/2013 on purpose
limitation, WP 203, Brussels, 2 April 2013.

105



106

olof Ao} g,

TR S/ AT ke BAS 918 ARl 4
gl Bt

HRAE 9ot HE 2L B 77ko] Egl
7PAoF BhaL AR} e HEHAAY ThE AW B4
o] Ae)Hrks AP olEe 4 ick w3 Ay A
o 548 BHoR AHW A2 B4 Qelofi 3
A ZA7E Bash 2 Zloltk e YuHeR HEE 5AS
Fgola, weby Jug S A ST e Wy 2

£ Waw o) ujio], rel Aol e SHsl A5
HE=ojof g ol

ARl R Ul 2 ) Slstel BsAERRY o
ARE At PR BEAS) AN, BAoje) 2

© B3k A ARk Fome] SAEY ol&wawy A

Em
<
fu
1o
o
=
=2
I
:l:‘
[i]o

Zof A08ae} FHETAZL S F29) et

o

Al

i



et o, Vs Adel sttt & FRvbsE 58S
et FEE| o8 Hefie] ;A LA olsto] F-8F . e,
FH7Fser o] T3S Qulsh=Als Al ekaL, m ARRPE=
sl ®AA Uk

K

AR : DABABECRM) Foll HEE AR B|xe) 1A

= Aol S50 A ARl Agsl] $Iste] ol
RS o|§3517|5 Yok tholdEnbAY BlAR] Eefol= )
Apel] gholfahs e AR Solels AAR Blate] €
#o) BH20 CRMI FAT 4= gl A2 BAolck. T
2 AuE Felol= sikje] wfsly] e 1 AR WA
aAg "am d

ol Thstel, AIARI BIAE AR AES] BAlE $18) 1 17
SollA| mhAE WA SHeks T Ao i 2R 9)
Slo] CRMARS ol83ks 2 AuoR Fl7isd 22

O JolgofXinh

2 Mo Ashs A AURSol AT FARNE AT

e e R S R o e B W

121 An example of such national provisions is the Austrian Data Protection Act
(Datenschutzgesetz), Federal Law Gazette No. 165/1999, para. 46, available
in English at: www.dsk.gv.at/DocView.axd?Cobld=41936.
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3.3.1. M Z/Mo| RZ|(The data relevancy principle)
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122 Convention 108, Art. 5 (¢); and Data Protection Directive, Art. 6 (1) (¢).
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3.3.3. HHO| HQ X|gte] #=&|(The limited retention of data
principle)
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123 ECtHR, . and Marper v. the United Kingdom, Nos. 30562/04 and 30566/04,
4 December 2008; see also, for example: ECtHR, MM. v. the United
Kingdom, No. 24029/07, 13 November 2012.

124 Data Protection Directive, Art. 6 (1) (e).
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3.4. 38 X2|Q #=|(The fair processing principle)
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125 ECtHR, Haralambie v. Romania, No. 21737/03, 27 October 2009.
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127 OECD (2013), Guidelines on governing the Protection of Privacy and
transborder flows of personal data, Art. 14.

128 Directive 2009/136/EC of the European Parliament and of the Council of 25
November 2009 amending Directive 2002/22/EC on universal service and
users’ rights relating to electronic communications networks and services,
Directive 2002/58/EC concerning the processing of personal data and the
protection of privacy in the electronic communications sector and Regulation
(EC) No. 2006/2004 on cooperation between national authorities responsible
for the enforcement of consumer protection laws, OJ 2009 L 337, p. 11.
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130 CJEU, Joined cases C-465/00, C-138/01 and C-139/01. Rechnungshof v.
Osterreichischer Rundfunk and Others and Neukomm and Lauermann v.
Osterreichischer Rundfunk, 20 May 2003, para. 65; CJEU, C-524/06, Huber
v. Germany, 16 December 2008, para. 48; CJEU, Joined cases C—-468/10 and
C-469/10, Asociacion Nacional de Establecimientos Financieros de Crédito
(ASNEF) and Federacion de Comercio Electronico y Marketing Directo
(FECEMD) v. Administracién del Estado, 24 November 2011, para. 26.
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132 See Data Protection Directive, Recital 32.
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4.2.1. HEHHOO| QA (Elements of data security)
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151 Data Protection Directive, Art. 17 (1).
152 Convention 108, Art. 7.
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153 Regulation (EC) No. 460/2004 of the European Parliament and of the Council
of 10 March 2004 establishing the European Network and Information Security
Agency, O] 2004 L 77.
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MHRE EX|(Data breach notifications)
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Hl2 AZAEe] Al SRR 451w e HuaE
2 AT gRrt 9 GHRIIES PuuEHe] £gugich A
714 AZAE A o] AL EUle] ofa) ojfHlolchiss Am

154 ECtHR, I v. Finland, No. 20511/03, 17 July 2008.
155 See Directive 2002/58/EC of the European Parliament and of the Council of

12 July 2002 concerning the processing of personal data and the protection
of privacy in the electronic communications sector, (Directive on privacy and
electronic communications), O] 2002 L 201, Art. 4 (3), as amended by
Directive 2009/136/EC of the European Parliament and of the Council of 25
November 2009 amending Directive 2002/22/EC on universal service and
users’ rights relating to electronic communications networks and services; see
also Directive 2002/58/EC concerning the processing of personal data and the

protection of privacy in the electronic communications sector and Regulation

ol 7
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4.2.2. H|ZM(Confidentiality)
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(EC) No. 2006/2004 on cooperation between national authorities responsible
for the enforcement of consumer protection laws, OJ 2009 L 337.
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156 Data Protection Directive, Art. 3 (2) second indent.
157 Ibid.
158 CJEU, C-101/01, Lindgvist, 6 November 2003.
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(Rules on transparency of processing)
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159 Convention 108, Art. 8 (a).
160 7bid, Art. 9 (2); and Data Protection Directive, Art. 13 (1).
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4.3.1. HH(Information)
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HHEOo| LiE(Content of the information)
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161 Convention 108, Art. 8 (a); and Data Protection Directive Art. 10 and 11
162 Convention 108, Art. 8 (a); and Data Protection Directive, Art. 10 (a) and (b).

163 Data Protection Directive, Art. 10 (¢)
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HMEHIZC| Al7|(Time of providing information)
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164 Article 29 Working Party (2004), Opinion 10/2004 on More Harmonised
Information Provisions, WP 100, Brussels, 25 November 2004.
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MENIZC|R O] MX|(Exemptions from the obligation to inform)
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165 Data Protection Directive, Art. 10 and 11 (1).
166 Ibid, Recital 40 and Article 11 (2).
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150 MEX|IZE ditH(Different ways of providing information)
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4.3.2. M1I(Notification)
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167 Ibid., Art. 18 (2) second indent.
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4.4. Z40| TAO| B FH

(Rules on promoting compliance)
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168 7hid, Art. 18 (2) first indent.
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A SO M SYAUA R W S H(Bundesdatenschutzgesetz)
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169 /bid, Art. 18 (2) second indent.
170  7bid.
171 See, for example, the Profiling Recommendation, Art. 8.3.
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4.4.3. i=sZ=(Codes of conduct)
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172 See the Data Protection Directive, Art. 27 (1).
173 Ibid., Art. 27 (2).
174 Ibid., Art. 27 (3).
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174, Brussels, 13 July 2010.

conduct of the FEDMA for the use of personal data in direct marketing, WP
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5.1. HHFH[Q| H2|(The rights of data subjects)
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5.1.1. HZA(Right of access)
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176 Data Protection Directive, Art. 13 (2).

177 ECtHR, Gaskin v. the United Kingdom, No. 10454/83, 7 July 1989; ECtHR,
Odievre v. France [GC], No. 42326/98, 13 February 2003; ECtHR, K. H. and
Others v. Slovakia, No. 32881/04, 28 April 2009; ECtHR, Godelli v. Italy,
No. 33783/09, 25 September 2012.

178 ECtHR, Leander v. Sweden, No. 9248/81, 26 March 1987.
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179 CJEU, C-553/07, College van burgemeester en wethouders van Rotterdam v.
M. E. E. Rijkeboer, 7 May 2009.
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180 Data Protection Directive, Recital 41.

181 /bid, Art. 12 (b).

182 ECtHR, Cemalettin Canli v. Turkey, No. 22427/04, 18 November 2008,
paras. 33, 42 and 43; ECtHR, Dalea v. France, No. 964/07, 2 February 2010.
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183 ECtHR, Segerstedt—Wiberg and Others v. Sweden, No. 62332/00, 6 June
2006, paras. 89 and 90; see also, for example: ECtHR, AM.K. v. France, No.
19522/09, 18 April 2013.
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185 ECtHR, Ciubotaru v. Moldova, No. 27138/04, 27 April 2010, paras. 51 and
59.
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186 Data Protection Directive, Art. 12 (c), last half sentence.
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187 Ibid, Art. 15 (1).
188 Jhid, Art. 15 (2).
189 Profiling Recommendation, Art. 5 (5).
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190 See also ECtHR, AM.S. v. Sweden, No. 20837/92, 27 August 1997, where
medical data were communicated without consent or the possibility to object;
or ECtHR, Leander v. Sweden, No. 9248/81, 26 March 1987; or ECtHR,
Mosley v. the United Kingdom, No. 48009/08, 10 May 2011.

191 Profiling Recommendation, Art. 5 (3).
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192 CoE, Committee of Ministers (1985), Recommendation Rec(85)20 to member
states on the protection of personal data used for the purposes of direct
marketing, 25 October 1985, Art. 4 (1).
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193 OECD (2013), Guidelines governing the protection of privacy and transborder
Hows of personal data, para. 19 (o).

194 Regulation (EC) No. 45/2001 of the European Parliament and of the Council
of 18 December 2000 on the protection of individuals with regard to the
processing of personal data by the institutions and bodies of the Community
and on the free movement of such data, O] 2001 L 8, Art. 41-48.
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195 Data Protection Directive, Art. 28 (1), last sentence; Convention 108, Additional
Protocol, Art. 1 (3).

196 See FRA (2010), Fundamental rights: challenges and achievements in 2010,
Annual report 2010, p. 59. The FRA addressed this issue in greater detail in
its report on Data protection in the European Union: the role of National
Data Protection Authorities, which was published in May 2010.

197 CJEU, C-518/07, European Commission v. Federal Republic of Germany, 9
March 2010, para. 27.
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205 Data Protection Directive, Art. 28 (4).

206 Regulation (EC) No. 45/2001 of the European Parliament and of the Council
of 18 December 2000 on the protection of individuals with regard to the
processing of personal data by the institutions and bodies of the Community
and on the free movement of such data, O] 2001 L 8.
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5.3.3. H{lof| M7= &HFL(Claim lodged with a court)
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207 Data Protection Directive, Art. 22.



A5E HEFAol Hal 1 Y

oft}. 7E7|eo] AA(elR, AR PO BASE ARA ojde
ARFAZ} Mol ALE FFeked] GloAE B3t £80] D

2~
T

AT

CoERollA, ol®l RloFgAlto] S7haielol A Sxalsl Ao 3
¥ ECHRO| tjgh ARmso] a7k SAo] ECHR A8zo]
SNFS FAI T, BE o] §7HsT S| TALHE A7 Fol,

02 ECtHRO| A= 2= ¢Jth. ECHR A8x2] 9J9kS ECtHR

of Aladh= A2 EZF thE AF 8 (admissibility) 7]=(ECHR
A|34-37%)208L ZZ3}ojof s},

ECtHRO|2] 7= AleFaalatg Al slolAmt 4718 4 9)
Ak ofw AokAlo] ECHRo] of§t 224Q) ol 435)%)
oL, 1 2ol A Rr ool Aol e BEE FE8 A

F8taLl A QFTHH, AFA BARARES] 9 FARelE ERE 1
Aoz thE 4= Utk

A : KU v, Finland X209 A, nAdd=pel Fole. ol
qgiAjolEoA] A7lo] Bt AH o} AR AT e}
Atk 1 RS AR Alge] A19Le Mekeo] gt g

A QL wf o] AHAAIFA ] ofa] Zejub] ookt Tl

f .

208

209

ECHR, Art. 34-37, available at:
www.echr.coe.int/Pages/home.aspx?p=caselaw/analysis&c=#n1347458601286_
pointer.

ECtHR, K .U v. Finland, No. 2872/02, 2 December 2008.
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210 ECtHR, Kopke v. Germany (dec.), No. 420/07, 5 October 2010.
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211 EU (2007), Treaty of Lisbon amending the Treaty on European Union and
the Treaty establishing the European Community, signed at Lisbon, 13
December 2007, OJ 2007 C 306. See also the consolidated versions of the
Treaty on European Union, O] 2012 C 326 and of the TFEU, O] 2012 C
326.
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213 CJEU, C-28/08 P, European Commission v. The Bavarian Lager Co. Ltd, 29
June 2010.
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5.3.4. H|X{(Sanctions)
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214 For an analysis of the argument, see: EDPS (2011), Public access to documents
containing personal data after the Bavarian Lager ruling, Brussels, EDPS,
available at: www.secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/
Documents/EDPS/Publications/Papers/BackgroundP/11-03-24 Bavarian_Lager
_EN.pdf.

215 ECtHR, I v. Finland, No. 20511/03, 17 July 2008; ECtHR, K.U. v. Finland,
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No. 2872/02, 2 December 2008.

216 FRA (2012), Opinion of the European Union Agency for Fundamental Rights
on the proposed data protection reform package, 2/2012, Vienna, 1 October
2012, p. 27.
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A : Von Colson and Kamann v. Land Nordrhein—Westfalen
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217 CJEU, C-14/83, Sabine von Kolson and FElisabeth Kamann v. Land
Nordrhein—Westtalen, 10 April 1984,

X135

=

SH
o

193






EU 24 XH X

CoE

378 4t YERS

AuREAY Apsx A &Y

CJEU, C-101/01, Bodil
Lindgvist, 6 November 2003

ZoF AL08T 71014 A
Az A

HEo MRER /S

T TTS

ARV AR A2 EUSEZ 2

Z9F H1085
HIQFEIALR 2t

ZoF A|108% A122 A2F

HEET AR A25E =5
HEHESAES

7HE Mi3=Z o=

zoF AL08E F7h0l4A
Az A1

ARRESAZ Aoz A1  EYs F0

zoF AL08E F7F0l4A

302 ARz A28 AaZ
HEO| 3202 HeX SE
AR 22 A6 AR A=t ZOF A1085 F=7Fe7g A
Auw s A A6z 4Tt A2 Ay Abs

Akz3} 4| 7pol=

HAERFRH APR6x Ad T

7|
NEEE st
EU-US PNRESF M

EU-US SWIFTg <}

195




196

ARRSALL SARE ko] Are] AgRe FES TR
wal ope}, BU olele] A3o|ze] AjolAme] ol ez Bt
FAHE EFT AUk CobE E APFOIR FHL Y ARG
B8 915k 77 ole] F84E 2Alali, 20014 Zof #1085
274N Qe § OHAL AekARsa BUsY
Sany 249 di gugEe g 28 FAAES olojur
ok,

61 2FS Y= YIRS 4

(Nature of transborder data flows)

© TEE He AEATS AT AEE e F U gt
WGBS ool

=\l

c
rr

xoF A1085 F7LOIAA Az AP FAL i FRE
o ofAEEe] HE-g e $3elo] Tat AgRe] ojdew
Zela Qe ARREAY A5z AT “HFolAAt o)
= ARl AR A3ome] oA g e et
Hrol e ok A1085 F71o1A Apzel 12)3 EUslas
o] Hoo= 2sloR YuusA A5net 62 TS
of werAgr 58k

o



N

Hed =4

0.

1o
o
rr
0x
H
q0
ofm

AV 1 Bodil Lindgvist AFA2180]| 4], CJEUL “QlIEIYl|o] X0
olg] AtEe] dial a2 shm, olgolu o2 4o o]
Mo s AR Hulol Aet FRE AFeRA a5
S AP sz B9l AR 95/46 ABx A1Fe] oujofA
o] ‘HHoE T RE oz 25z Suho] ot QIR

Ty AR, Aol A T QlEUlY] R E ek
AR, AHUE ARG 87T 7IEe] A-ME 2o
Hlve He Aetd o, “AEY)F Tl HIE Ve e
2 A= A=Al A27FssA =i EdAleks, 5A|
PHF7F Tl A3=of 2] o] ofgf= o] FHE <
Efdlg|o]x]o] AAS= e Estalat sh= Zloltale A2t

o 4 gk

ot 2], T Aol "1 I ETE A UlH|of|of AlAE
mjupct RO A= 2e] ool ke A& 2ulttal s
AETh, 2 o2 AFUY HZel 871 7]ed o]
© 7370l HIEA] e ARl 2o ool & Aelrt. 1|3t

218 CJEU, C-101/01, Bodil Lindgvist, 6 November 2003, paras. 27, 68 and 69.
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219 Convention 108, Art. 12 (3) (a).

220 [bid, Art. 12 (3) (b).

221 Decision of the Council and the Commission of 13 December 1993 on the
conclusion of the Agreement on the European Economic Area between the
European Communities, their Member States and the Republic of Austria, the
Republic of Finland, the Republic of Iceland, the Principality of Liechtenstein,
the Kingdom of Norway, the Kingdom of Sweden and the Swiss
Confederation, O] 1994 L 1.
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223 See, for example, Article 29 Working Party (2003), Working document on
transters of personal data to third countries’ applying Article 26 (2) of the
EU Data Protection Directive to binding corporate rules for international data
transters, WP 74, Brussels, 3 June 2003; and Article 29 Working Party
(2005), Working document on a common interpretation of Article 26 (1) of
Directive 95/46/EC of 24 October 1995, WP 114, Brussels, 25 November
2005.

224 For a continually updated list of countries that have received a finding of
adequacy, see the homepage of the European Commission, Directorate—General
for Justice, available at: http://ec.europa.eu/justice/data—protection/document/
international-transfers/adequacy/index_en.htm.

225 European Commission (2002), Decision 2002/2/EC of 20 December 2001
pursuant to Directive 95/46/EC of the European Parliament and of the
Council on the adequate protection of personal data provided by the
Canadian Personal Information Protection and Electronic Documents Act, O]
2002 L 2.
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226 For instance, the Agreement between the United States of America and the
European Union on the use and transfer of Passenger Name Records to the
United States Department of Homeland Security (O] 2012 L 215, pp. 5-14)
or the Agreement between the European Union and the United States of
America on the processing and transfer of Financial Messaging Data from the
European Union to the United States for purposes of the Terrorist Finance
Tracking Program, O] 2010 L 8, pp. 11-16.

227 European Commission (2000), Commission Decision 2000/520/EC of 26 July
2000 pursuant to Directive 95/46/EC of the European Parliament and of the
Council on the adequacy of the protection provided by the safe harbour
privacy principles and related frequently asked questions issued by the US
Department of Commerce, O] 2000 L 215.
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228 Data Protection Directive, Art. 26 (1) (d).

229 See especially Article 29 Working Party (2005), Working document on a
common interpretation of Article 26 (1) of Directive 95/46/EC of 24 October
1995, WP 114, Brussels, 25 November 2005.
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230 Data Protection Directive, Art. 26 (4).
231 TFEU, Art. 288.
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232 Set I is contained in the Annex to the European Commission (2001),
Commission Decision 2001/497/EC of 15 June 2001 on standard contractual
clauses for the transfer of personal data to third countries, under Directive
95/46/EC, QO] 2001 L 181; Set II is contained in the Annex to European
Commission (2004), Commission Decision 2004/915/EC of 27 December
2004 amending Decision 2001/497/EC as regards the introduction of an
alternative set of standard contractual clauses for the transfer of personal data
to third countries, O] 2004 L 385.

233 European Commission (2010), Commission Decision 2010/87 of 5 February
2010 on standard contractual clauses for the transfer of personal data to
processors established in third countries under Directive 95/46/EC of the
European Parliament and of the Council, O] 2010 L 39.

234 CoE, Consultative Committee of the Convention 108 (2002), Guide to the
preparation of contractual clauses governing data protection during the
transter of personal data to third parties not bound by an adequate level of
data.
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235 The content and structure of appropriate binding corporate rules are
explained in Article 29 Working Party (2008), Working document setting up
a framework for the structure of Binding Corporate Rules, WP 154, Brussels,
24 June 2008; and in Article 29 Working Party (2008), Working document
setting up a table with the elements and principles to be found in Binding
Corporate Rules, WP 153, Brussels, 24 June 2008.

236 Article 29 Working Party (2007), Recommendation 1/2007 on the standard
application for approval of binding corporate rules for the transter of personal
data, WP 133, Brussels, 10 January 2007.
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237 Council Decision 2004/496/EC of 17 May 2004 on the conclusion of an
Agreement between the European Community and the United States of
America on the processing and transfer of PNR data by Air Carriers to the
United States Department of Homeland Security, Bureau of Customs and
Border Protection, O] 2004 L 183, p. 83, and Commission Decision
2004/535/EC of 14 May 2004 on the adequate protection of personal data
contained in the Passenger Name Record of air passengers transferred to the
United States Bureau of Customs and Border Protection, OJ 2004 L 235, pp.
11-22.

238 CJEU, Joined cases C-317/04 and C-318/04, European Parliament v. Council
of the European Union, 30 May 2006, paras. 57, 58 and 59, in which the
Court ruled that both the adequacy decision and the agreement relating to

the processing of data are excluded from the scope of Directive.
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239 Council Decision 2012/472/EU of 26 April 2012 on the conclusion of the
Agreement between the United States of America and the European Union on
the use and transfer of passenger name records to the United States
Department of Homeland Security, OJ 2012 L 215/4. The Agreement’s text
is attached to this Decision, O] 2012 L 215, pp. 5-14.

240 Council Decision 2012/381/EU of 13 December 2011 on the conclusion of
the Agreement between the European Union and Australia on the processing
and transfer of Passenger Name Record (PNR) data by air carriers to the
Australian Customs and Border Protection Service, OJ 2012 L 186/3. The text
of the Agreement, which replaced a previous 2008 agreement, is attached to
this Decision, O] 2012 L 186, pp. 4-16.

241 See in particular the Communication of the Commission of 21 September
2010 on the global approach to transfers of Passenger Name Record (PNR)
data to third countries, COM(2010) 492 final, Brussels, 21 September 2010.
See also Article 29 Working Group (2010), Opinion 7/2010 on the European
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Commission’s Communication on the global approach to transfers of
Passenger Name Record (PNR) data to third countries, WP 178, Brussels
November 12, 2010.

242 Proposal for a Directive of the European Parliament and of the Council on
the use of PNR data for the prevention, detection, investigation and
prosecution of terrorist offences and serious crime, COM(2011) 32 final,
Brussels, 2 February 2011. In April 2011, the European Parliament requested
FRA to provide an opinion on this Proposal and its compliance with the
Charter of Fundamental Rights of the European Union. See: FRA (2011),
Opinion 1/2011 — Passenger Name Record, Vienna, 14 June 2011.
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244 See, in this context, Article 29 Working Party (2011), Opinion 14/2011 on
data protection issues related to the prevention of money laundering and
terrorist financing, WP 186, Brussels, 13 June 2011; Article 29 Working Party
(2006), Opinion 10/2006 on the processing of personal data by the Society
for Worldwide Interbank Financial Telecommunications (SWIFT), WP 128,
Brussels, 22 November 2006; Belgium Commission for the protection of
privacy (Commission de la protection de la vie privée) (2008), ‘Control and
recommendation procedure initiated with respect to the company SWIFT scrl’,
Decision, 9 December 2008.
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245 Council Decision 2010/412/EU of 13 July 2010 on the conclusion of the
Agreement between the European Union and the United States of America on
the processing and transfer of Financial Messaging Data from the European
Union to the United States for the purposes of the Terrorist Finance Tracking
Program, OJ 2010 L 195, pp. 3 and 4. The text of the Agreement is attached
to this Decision, OJ 2010 L 195, pp. 5-14.

246 The Joint Supervisory Body of Europol has conducted audits on Europol’s
activities in this area, the results of which are available at:

http://europoljsb.consilium.europa.eu/reports/inspection—report.aspx?lang=en.
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7.1.1. Z2H1(The police recommendation)
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247 CoE, Committee of Ministers (1987), Recommendation Rec(87)15 to member
states regulating the use of personal data in the police sector, 17 September
1987.

248 See, for example, ECtHR, Leander v. Sweden, No. 9248/81, 26 March 1987;
ECtHR, M.M. v. the United Kingdom, No. 24029/07, 13 November 2012;
ECtHR, M.K. v. France, No. 19522/09, 18 April 2013.

249 ECtHR, BB v. France, No. 5335/06, 17 December 2009.
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250 ECtHR, S. and Marper v. the United Kingdom, Nos. 30562/04 and 30566/04,
4 December 2008, paras. 119 and 125.

251 ECtHR, Allan v. the United Kingdom, No. 48539/99, 5 November 2002.
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254  Council of Europe, Committee of Ministers (2001), Convention on Cybercrime,
CETS No. 185, Budapest, 23 November 2001, entered into force on 1 July
2004.
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256 Council of the European Union (2008), Council Framework Decision
2008/977/JHA of 27 November 2008 on the protection of personal data
processed in the framework of police and judicial cooperation in criminal
matters (Data Protection Framework Decision), OJ 2008 L 350.

257 Ibid., Art. 2 (h).
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258 Ibid, Art. 19.

259 Ibid., Art. 20.

260 European Commission (2012), Proposal for a Regulation of the European
Parliament and of the Council on the protection of individuals with regard
to the processing of personal data and on the free movement of such data
(General Data Protection Regulation); COM(2012) 11 final, Brussels, 25
January 2012.

261 European Commission (2012), Proposal for a Directive of the European
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Parliament and of the Council on the protection of individuals with regard
to the processing of personal data by competent authorities for the purposes
of prevention, investigation, detection or prosecution of criminal offences or
the execution of criminal penalties, and the free movement of such data
(General Data Protection Directive)) COM(2012) 10 final, Brussels, 25
January 2012.

262 Council of the European Union (2009), Council Framework Decision
2009/315/JHA of 26 February 2009 on the organisation and content of the
exchange of information extracted from the criminal record between Member
States, OJ 2009 L 93; Council of the European Union (2000), Council
Decision 2000/642/JHA of 17 October 2000 concerning arrangements for
cooperation between financial intelligence units of the Member States in
respect of exchanging information, OJ 2000 L 271.

263 European Commission (2012), Communication from the Commission to the

European Parliament and the Council — Strengthening law enforcement
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cooperation in the EU: the European Information Exchange Model (EIXM),
COM(2012) 735 final, Brussels, 7 December 2012.

264 Council of the European Union (2008), Council Decision 2008/615/JHA of
23 June 2008 on the stepping up of cross—border cooperation, particularly in
combating terrorism and cross—border crime, OJ 2008 L 210.

265 Convention between the Kingdom of Belgium, the Federal Republic of
Germany, the Kingdom of Spain, the French Republic, the Grand Duchy of
Luxembourg, the Kingdom of the Netherlands and the Republic of Austria
on the stepping up of cross—border cooperation, particularly in combating
terrorism, crossborder crime and illegal migration; available at:
http://register.consilium.europa.eu/pdf/en/05/st10/st10900.en05.pdf.
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266 Council of the European Union (2009), Council Decision of 6 April 2009
establishing the European Police Office, O] 2009 L 121 (Europol). See also
the Commission’s proposal for a regulation therefore provides for a legal
framework for a new Europol which succeeds and replaces Europol as
established by the Council Decision 2009/371/JHA of 6 April 2009
establishing the European Police Office (Europol), and CEPOL as established
by Council Decision 2005/681/JHA establishing the European Police College
(CEPOL), COM(2013) 173 final.
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267 See also EDPS (2012), Opinion of the Data Protection Supervisor on the
Communication from the European Commission to the Council and the

European Parliament on the establishment of a European Cybercrime Centre,
Brussels, 29 June 2012.
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268 Europol Decision, Art. 34.

269 [Ibid, Art. 52.

270 Council of the European Union (2002), Council Decision 2002/187/JHA of
28 February 2002 setting up Eurojust with a view to reinforcing the fight
against serious crime, OJ 2002 L 63; Council of the European Union (2003),
Council Decision 2003/659/JHA of 18 June 2003 amending Decision
2002/187/JHA setting up Eurojust with a view to reinforcing the fight against
serious crime, OJ 2003 L 44; Council of the European Union (2009), Council
Decision 2009/426/JHA of 16 December 2008 on the strengthening of
Eurojust and amending Decision 2002/187/JHA setting up Eurojust with a
view to reinforcing the fight against serious crime, OJ 2009 L 138 (Eurojust
Decisions).
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271 Consolidated version of the Council Decision 2002/187/JHA as amended by
Council Decision 2003/659/JHA and by Council Decision 2009/426/JHA,
Art. 15 (2).

SAAEOIM S HEES

235



236

Slth. AHIEY H9ol, SEALE olAB AR fEALE A
HRERAS] Het] FHFFoIt PPN FHE SEG
T} Agte] FLwlofof gkon

S B fRALE oo +E AR Helg 7
Aske QRS 7Ha, fEALES] AX =gk AES Aoy

HO H A A B AR HiF FRASES] SHO

=

7.2.4. EUXIAQ BS™HEAAHINIA S| MEHS(Data protection in
the joint information systems at EU level)

Hek EU7| s A olfols, ¥ 7] S5 HA =7} o]wlHy

tol #et =7F7138at EU7|s 7ol R mgte]

=)
rd
=,
i
fto
H
i)
ol

272 Rules of Procedure on the Processing and Protection of Personal Data at
Eurojust, OJ 2005 C 68/01, 19 March 2005, p. 1.
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273 Regulation (EU) No. 1077/2011 of the European Parliament and of the
Council of 25 October 2011 establishing a European Agency for the
operational management of large—scale IT systems in the area of freedom,
security and justice, O] 2011 L 286.

274 Agreement between the Governments of the States of the Benelux Economic
Union, the Federal Republic of Germany and the French Republic on the
gradual abolition of checks at their common borders, OJ 2000 L 239.
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275 European Communities (1997), Treaty of Amsterdam amending the Treaty on
European Union, the Treaties establishing the European Communities and
certain related acts, O] 1997 C 340.

276 Regulation (EC) No. 1987/2006 of the European Parliament and of the
Council of 20 December 2006 on the establishment, operation and use of the
second generation Schengen Information System, OJ 2006 L 381 (SISZ) and
Council of the European Union (2007), Council Decision 2007/533/JHA of
12 June 2007 on the establishment, operation and use of the second
generation Schengen Information System, (S/S7), OJ 2007 L 205.
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277 Council of the European Union (2007), Council Decision 2007/533/JHA of
12 June 2007 on the establishment, operation and use of the second

generation Schengen Information System, O] 2007 L 205, Art. 57.
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278 ECtHR, Dalea v. France (dec.), No. 964/07, 2 February 2010.
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279 Council of the European Union (2004), Council Decision of 8 June 2004
establishing the Visa Information System (VIS), O] 2004 L 213; Regulation
(EC) No. 767/2008 of the European Parliament and of the Council of 9 July
2008 concerning the Visa Information System (VIS) and the exchange of data
between Member States on short—stay visas, O] 2008 L 218 (VIS Regulation);
Council of the European Union (2008), Council Decision 2008/633/JHA of
June 23 2008 concerning access for consultation of the Visa Information
System (VIS) by designated authorities of Member States and by Europol for
the purposes of the prevention, detection and investigation of terrorist offences
and of other serious criminal offences, O] 2008 L 218.
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280 Art. 5 of the Regulation (EC) No. 767/2008 of the European Parliament and
of the Council of 9 July 2008 concerning the Visa Information System (VIS)
and the exchange of data between Member States on short-stay visas (VIS
Regulation), O] 2008 L 218.

281 Council of the European Union (2008), Council Decision 2008/633/JHA of
June 23 2008 concerning access for consultation of the Visa Information
System (VIS) by designated authorities of Member States and by Europol for
the purposes of the prevention, detection and investigation of terrorist offences
and of other serious criminal offences, O] 2008 L 218.

282 Council Regulation (EC) No. 2725/2000 of 11 December 2000 concerning the
establishment of Eurodac for the comparison of fingerprints for the effective
application of the Dublin Convention, OJ 2000 L 316; Council Regulation
(EC) No. 407/2002 of 28 February 2002 laying down certain rules to implement
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Regulation (EC) No. 2725/2000 concerning the establishment of Eurodac for
the comparison of fingerprints for the effective application of the Dublin
Convention, O] 2002 L 62 (Eurodac Regulations).

283 Council Regulation (EC) No. 343/2003 of 18 February 2003 establishing the
criteria and mechanisms for determining the Member State responsible for
examining an asylum application lodged in one of the Member States by a
third—country national, O] 2003 L 50 (Dubiin II Regulation).
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284 Regulation (EU) No. 1052/2013 of the European Parliament and of the
Council of 22 October 2013 establishing the Furopean Border Surveillance
System (Eurosur), OJ 2013 L 295.

285 Regulation (EU) No. 1168/2011 of the European Parliament and of the
Council of 25 October 2011 amending Council Regulation (EC) No.
2007/2004 establishing a FEuropean Agency for the Management of
Operational Cooperation at the External Borders of the Member States of the
European Union, O] 2011 L 394 (Frontex Regulation).
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286 See also: European Commission (2008), Communication from the Commission
to the European Parliament, the Council, the European Economic and Social
Committee and the Committee of the Regions: Examining the creation of a
European Border Surveillance System (Eurosur), COM(2008) 68 final, Brussels,
13 February 2008; FEuropean Commission (2011), Impact Assessment
accompanying the Proposal for a Regulation of the European Parliament and
of the Council establishing the European Border Surveillance System (Eurosur),
Staff working paper, SEC(2011) 1536 final, Brussels,12 December 2011, p. 18.

287 Council of the European Union (1995), Council Act of 26 July 1995 drawing
up the Convention on the use of information technology for customs
purposes, O] 1995 C 316, amended by Council of the European Union
(2009), Regulation No. 515/97 of 13 March 1997 on mutual assistance
between the administrative authorities of the Member States and cooperation
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between the latter and the Commission to ensure the correct application of
the law on customs and agricultural matters, Council Decision 2009/917/JHA
of 30 November 2009 on the use of information technology for customs
purposes, OJ 2009 L 323 (CIS Decision).

288 Ibid.
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of the European Parliament and of the Council of 25 November 2009
amending Directive 2002/22/EC on universal service and users™ rights relating
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concerning the processing of personal data and the protection of privacy in
the electronic communications sector and Regulation (EC) No. 2006/2004 on
cooperation between national authorities responsible for the enforcement of

consumer protection laws, OJ 2009 L 337.
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protection of privacy in the electronic communications sector and Regulation
(EC) No. 2006/2004 on cooperation between national authorities responsible
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293 See Ibid., Art. 5; see also Article 29 Working Party (2012), Opinion 04/2012
on cookie consent exemption, WP 194, Brussels, 7 June 2012.

294 See also Article 29 Working Party (2011), Working Document 01/2011 on the
current EU personal data breach framework and recommendations for future
policy developments, WP 184, Brussels, 5 April 2011.

295 Directive 2006/24/EC of the European Parliament and of the Council of 15
March 2006 on the retention of data generated or processed in connection
with the provision of publicly available electronic communications services or

of public communications networks and amending Directive 2002/58/EC, O]
2006 L 105.
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296 EDPS (2011), Opinion of 31 May 2011 on the Evaluation report from the
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256/08, 2 March 2010; Romania, Federal Constitutional Court (Curtea
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298 CJEU, Joined cases C-293/12 and C-594/12, Digital Rights Ireland and
Seitlinger and Others, 8 April 2014, para. 65.
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300 Council of Europe, Committee of Ministers (1989), Recommendation Rec(89)2
to member states on the protection of personal data used for employment
purposes, 18 January 1989. See further Consultative Committee to Convention
108, Study on Recommendation No. R (89) 2 on the protection of personal
data used for employment purposes and to suggest proposals for the revision
of the above—mentioned Recommendation, 9 September 2011.
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2001.
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114, Brussels, 25 November 2005.
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304 ECtHR, Z v. Finland, No. 22009/93, 25 February 1997, paras. 94 and 112;
see also ECtHR, M.S. v. Sweden, No. 20837/92, 27 August 1997; ECtHR,
L.L. v. France, No. 7508/02, 10 October 2006; ECtHR, L v. Finland, No.
20511/03, 17 July 2008; ECtHR, K.H. and others v. Slovakia, No. 32881/04,
28 April 2009; ECtHR, Szuluk v. the United Kingdom, No. 36936/05, 2 June
2009.



Hgg stoil

Jm
14
ro

5o HIVEEQ] 9710 ARtk 2 2A= sho] 4l
20] fATAS Wkt F/PAUS WA AR A7

=
sl A-elol Hok A7 viER sfE Ae AFekdeols

1042 MR G2 2L FHSk ol P P
of oJs 712hElgiar, 7 BAd Felat A e o5 A
/b EREICE EGHRE B ARR|eolA] o] et Aefo]
B S 7R o), 53] HIV el Bk Aol i

E
= a
O|RAES] HE7 AMIE Bl 7S S5 el Hisk

oha e oRetha B Tene, Aukas B

ogofe, olmAle Aoi Xo) A, Es WA o A H| 20
A4S 9l5te] olglo] LT Aol ARBTAN A8 A3e
o omguel Ao Jedch Telu A HuEgolnE
RSl Alaso] AR L B FEE o5S Rysis e A

ol ofs) sl A9olut Helt a8 4 gleks

1997 CoE oJRAH AT zoF A|1085.9] YXEL W} A

o2 o

A ojssofel o] ArAel] a3k gleks Agkel 4

305 See also ECtHR, Biriuk v. Lithuania, No. 23373/03, 25 November 2008.
306 CoE, Committee of Ministers (1997), Recommendation Rec(97)5 to member

J0
o
X
HI
H
foi
k3

259



260

fujr
rlo
1o

2AH ] FYI BA, APHRE o5 AFEY
g wAAAR, el JRFAES] FE i
B Aple] that Welo] Bste] FREEANY FHEY
b B, @Ao] AEs Sl sk Helat oy

49

s

I
“ECHR A|8xo| <8l BAE AMEe] 223 Adx|ehA] &
e AT 283 oA 7 FAE ] QA S, XS

A5l ol 4 gleka

?

rd e

[e:
O

)

s

)

ol

¢

fr ne

ol

E, ORARATLE dolel FAAAY olmynet A
o] Aelof] Wk SUTHES THL k. TP A7 wE
olH3lr} Qe Holx|ak, PQ olAFo A7|7F K
£ B2 ol A
A7A G| AAYRE Baw s, s YRIb BEEG

o

oR >i

2 BEsHs AYe sto] @ 4 oItk AHR B A hEsiel
Mde 213094 Bk AASA Adsn gk
Aol A o] Bixfe] A|mo] Bt FrE Agshs ol

AHE|BO ti3)] 2713 ka oA HEA o] BE2S Flojgt
}308 ARpAZ Rl o] SIPAAELS Fhxjis Zlo] Edel WO 2L

states on the protection of medical data, 13 February 1997.

307 ECtHR, No. 1585/09, Avilkina and Others v. Russia, No. 1585/09, 6 June
2013, para. 53 (not final).

308 Article 29 Working Party (2007), Working Document on the processing of



HiBE 2ol S¥st REYEESH

A& Wi ol87Fs Aotk o) AL Wi WAl SHe
A EU ojellx] Ews| Fujze FAjo|cki

A2 23] Foto] ERZQ] Th2 Hok= A |, thA
TotAH, EASHE AggollA] BAEe] tisl AE2E ook A
k= Aolch E3k o] Al JRE SO ou|E Abds] 7Hx|
Atk Q17He] ARG-S $I5t OB ATl ek AT QATHALE
Qlet OB AIFol Teh AIAIFS Fholl QlolA] F2 il
B3} A== FU=EY] HE T A Mol o
2001 4 449 oot olAkele] 213 2001/20/EC( 284/
XJFN300] ofal &=L 9lrk 201219 120, FHYsE AH
A Bt $UHo| a&H o WEY] 3t HHoR QAA]
FAHE Ak 72 AjFsictsi

O o

o
e

A7) GeolA] A Bato] EUREOA Hek] ThE e
Qe oM Qlekn

personal data relating to health in electronic health records (EHR), WP 131,
Brussels, 15 February 2007.

309 Directive 2011/24/EU of the European Parliament and of the Council of 9
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OJ 2011 L 88.
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