COUNCIL OF EUROPE

CONSEIL DE LEUROPE

DEPARTMENT OF JUSTICE

Offce of Cybercrime

Regional Cybercrime-Cybersecurity Assessment Conference

08h00

11-12 November 2015
Manila, Philippines

PROGRAM

DAY 1
11 November 2015

TOPIC

Registration

09h00

Opening session

- Undersecretary Edwin ENRILE
Department of the Interior and Local Government (DILG),
Philippines

- Undersecretary Louis CASAMBRE
Department of Science and Technology-Information and
Communications Technology Office (DOST-ICTO),
Philippines

- Assistant Secretary Geronimo SY
Department of Justice (DOJ), Philippines

- Alexander SEGER
Head, Council of Europe (COE)- Cybercrime Division

- Jerome RIVIERE
First Secretary at the Political, Press and Information
Section of the Delegation of the European Union (EU) to
the Philippines

09h30

Introductory session: Overview on Cybercrime and
Cybersecurity

- Industry perspective (Raul CORTEZ, Microsoft Philippines)
- National perspectives/country reports (participating
countries, Tour de Table)

10h30

Break

10h45

Session 1: Cybersecurity / Cybercrime
Objective: To clearly define cybersecurity and cybercrime

- Distinction between cybersecurity and cybercrime

- Relation of the two concepts

- Pros and cons of uniting, separating, and/or linking the two
concepts

Moderators: Geronimo SY
Assistant Secretary, DOJ, Philippines




Alexander SEGER
Head, COE- Cybercrime Division

12h00 Lunch break

Session 2: Cybercrime and cybersecurity strategy —
Frameworks, challenges, and developments

Objective: To assess and enhance existing frameworks and
strategic approaches on cybercrime and cybersecurity

- Cybercrime and cybersecurity framework and strategies in
participating countries

- Existing Framework of Cybercrime/Cybersecurity (Statistics
and Reporting mechanisms, Responses, Actions, and
Initiatives)

13h30 - Emerging Challenges and Threats in Cybercrime and
Cybersecurity (Issues and Problems)
- Developments/Cybercrime Strategies
- Developments/Cybersecurity Strategies
Moderators: Alexander SEGER
Head, COE-Cybercrime Division
Jayantha FERNANDO
Director, ICT Agency of Sri Lanka
15h00 Break
Session 2: Cybercrime and cybersecurity strategy —
15h15 Frameworks, challenges, and developments (continued)
16h30 End of day 1
19h00 Welcome Dinner and Socials
DAY 2
12 November 2015
TIME TOPIC
09h00 Recap of Day 1
09h30 Session 3: Cybercrime and cybersecurity — ensuring

synergies and divergence

Objective: To promote consistent policies and strategies on
cybercrime and cybersecurity

- National best practices being used that can be adopted

- Development of cooperation strategies (information
exchange, harmonizing policies and legislations, law
enforcement capacities, training and capacity building,
extra-regional cooperation)

- CERT, 24/7 teams, other specialized law enforcement
agencies




- Government access to private data
- Special courts

Moderators: Nicolas OJEDA
Deputy Executive Director, DOST-ICTO,
Philippines

Genny MARCIAL
Executive Director, IT & Business
Process Association of the Philippines

12h00

Lunch break

13h30

Session 4: International best practices/Case studies

- Budapest Convention on Cybercrime
(Ibrahim OZDEMIR, Turkish National Police)

- 24/7 Contact Points (Tom DOUGHERTY, USDQJ)

- The International Cyber Security Protection Alliance (John
LYONS)

- Australian Cybercrime Reporting Network (Peter BROWN,
Australian Crime Commission)

15h00

Break

15h15

Session 5: Priorities and Action Plans
(Tour de Table)

Objective: To identify next steps following the examples of good
practice and operational experience shared by international
authorities in the field of cybercrime and cybersecurity

16h30

Conference closes




