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Nationwide Investigations / Operations

Downfall 2 412412015 USAM 9.75.110 Nationwide Investigations
. "Mationwide Investigations” are investigations that will likely
Pacifier 412212015 have an impact in at least fifteen districts. {See USAM 9-
75.100 "Multiple District Investigations and Prosecutions” if the
Clean Room 10/10/2014 investigation will likely affect less than fifteen but more than

one district.) Because such investigations will have a broad
impact, an attorney should always supervise their

Cross Country VIl Guidance 6/13/2014 development and implementation. The supervising attorney
can be either a USAQO or CEOS attorney. The supervising
Durak 2/10/2014 attorney. whether from CEOS or USAQ, shall notify CEOS and

the Child Exploitation Working Group of the AGAC (through
CEQS) during the development of a nationwide investigation,
and shall cause to be nofified all United States Attorneys of the
nationwide investigation prior to its implementation. The

Cross Country VIl Guidance THTI2013 supervising attomey conducting a nationwide investigation
shall notify the Child Exploitation and Obscenity Coordinator in
each district where a potential defendant is located as soon as

Round Table 10/28/2013

Depletion/Protego 11912013 that information is developed. This will permit any United
States Attorney to provide input regarding potential problems

Armageddon 512112013 with the initiative that may hinder later prosecutions in his or
her district.

Torpedo 32712013 The supervising attorney shall also complete and submit to

CEQS and the Child Exploitation Working Group of the AGAC
(through CEOS), a "Notification of Child Exploitation

Reveal 212002013 Investigation” form. A review of the proposed nationwide
investigation will be performed by an Advisory Committee
Global Shadow 1/24/2013 {appointed by the Child Exploitation Working Group of the

AGAC). The Advisory Committee will be comprised of six
federal prosecutors with expertise in the area of child
exploitation investigations, one attorney from the Child
Expleoitation and Obscenity Section of the United States
Mormandy 8122011 Department of Justice, and technical advisor(s) as deemed
necessary by the Advisory Committee. The Advisory
Committee will review all proposals for nationwide child

Spade Cne 8/26/2012

Crasher Il 3nsizom exploitation investigations and offer advice regarding the
investigation. The Advisory Committee, upon receiving a

Gondola 17252011 notification, will notify all districts that a notification has been
received and is being considered by the Advisory Committee.

Relative 12512011 The Advisory Committee will discuss the proposal with the

initiating district and present advice to the initiating district. The

Advisory Committee will prepare a brief report regarding its
Mango Tree 12/3/2010 advice and disseminate the report to all districts within
fourteen working days of receiving the notification. The
Advisory Committee is also available for consultation and
advice concerning investigations that do not rise to the level of
"natiocnwide investigations” but freguently invelve many of the
Crasher 8/23/2010 same issues as those encountered in large scale

investinatinns

Insider Il 121372010
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How to Anonymize Everything You Do Online
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Tor Has the Worst of the Worst
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CYBER SEXTORTION

Rise In Exploitation Of
Children

Predators Pretend To Be
Teens Online

Record Compromising
Video Of Victims

\“Q‘ FBI WARNS ABOUT RISE OF ONLINE PREDATORS




Internet Service Provider Issues

ELECTRONIC FRONTIER FOUNDATION

DEFENDING YOUR RIGHTS IN THE DIGITAL WORLD
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Encryption and Movement of Data Thwarts
Law Enforcement

Apple and Google threaten public safety
with default smartphone encryption

Companies Consider Web Hosting in the
Bahamas and Beyond to Avoid US
Government




The Cross-border Online
Offender?

* Everyone who uses a computer
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