
www.coe.int/cybercrime 

 

Cybercrime Model Laws  
 

Zahid Jamil Esq. 
Consultant 

Jamil & Jamil 
Barrister-at-law 

Pakistan 

Project Cybercrim@ Octopus 

Discussion paper prepared for the  
Cybercrime Convention Committee (T-CY) 



2 

Model Laws – Discussion Paper 
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• Methodology 
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Model Laws – Scope 

• Scope: 
 

 Existing Model Laws 
 

 ITU (HIPCAR, HPSSA, ICB4PAC) 
 

 World Bank OECS – EGRIP 
 

 Commonwealth 
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Model Laws – Methodology 

 
 

• Comparison with Budapest Convention 
 

• Comments 
 

• ICB4PAC, EGRIP, Commonwealth 
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Model Laws –Findings– ITU Models 

• ITU: HIPCAR 
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Model Laws –Findings– ITU Models - HIPCAR 
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Model Laws –Findings– ITU Models - HIPCAR 

 
• Examples: 
• “excess of a lawful excuse or justification” 
• Illegal Remaining “remains logged in.…..or continues to use 

a computer system” 

• SPAM “initiates the transmission of multiple electronic mail 

messages from or through such computer system” or “materially 
falsifies header information in multiple electronic mail messages 
and intentionally initiates the transmission of such messages” 

• Data Espionage “computer data which are not meant for 

him” 
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Model Laws –Findings– ITU Models - HIPCAR 

 
• Access Provider “providing an electronic data transmission 

service by transmitting information provided by or to a user of 
the service in a communication network or providing access to a 
communication network” 
 

• Hyperlinks Provider “enables the access to information provided 
by third person by providing……characteristic or property of an 
element such as symbol, word, phrase, sentence, or image that 
contains information about another source and points to and 
causes to display another document when executed” 
 

• Caching Provider “providing an electronic data transmission 
service by automatic, intermediate and temporary storing 
information, performed for the sole purpose of making more 
efficient the information's onward transmission to other users 
of the service upon their Request” 
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Model Laws –Findings– ITU Models - HIPCAR 

 
 

• Hosting Provider “providing an electronic data transmission 
service by storing of information provided by a user of the 
service. ” 
 

• Search Engine Provider “operates a search engine that either 
automatically or based on entries by others creates and index of 
Internet-related content or makes available electronic tools to 
search for information provided by third party” 
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Model Laws –Findings– ITU Models - HIPCAR 

 
• is not liable for the information if  

 

a. the internet service provider expeditiously 
removes or disables access to the information 
after receiving an order from any public 
authority or court to remove the link; and 
 

b. the internet service provider, upon obtaining 
knowledge or awareness about specific illegal 
information stored by other ways than an order 
from a public authority, expeditiously informs a 
public authority to enable them to evaluate the 
nature of the information and if necessary issue 
an order to remove the content.  
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Model Laws –Findings– ITU Models 

• ITU: HIPSSA 
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Model Laws –Findings– ITU Models - HIPSSA 



15 

Model Laws –Findings– ITU Models - HIPSSA 
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Model Laws –Findings– ITU Models - HIPSSA 
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Model Laws –Findings– ITU Models 

• ITU: ICB4PAC 
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Model Laws –Findings– ITU Models – ICB4PAC 
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Model Laws –Findings– ITU Models – ICB4PAC 

• HIPCAR Plus+ 
 

 “A country may criminalize racial and religious acts 
committed by using means of electronic systems” 

 “A country may criminalize illegal online gambling” 
 Cyber stalking “who initiates directly or indirectly any 

electronic communication, to do cyber 
stalking…….repeated coercion, intimidation, 
harassment, insult or annoyance through 
electronic……….” 

 “A country may criminalize defamation committed by 
means of electronic system” 
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Model Laws –Findings– World Bank/OECS – EGRIP Model 

• World Bank/OECS – EGRIP: 
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• World Bank/OECS – EGRIP: 
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Model Laws –Findings– World Bank/OECS – EGRIP Model 
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Model Laws –Findings– World Bank/OECS – EGRIP Model 

• World Bank/OECS – EGRIP: 
 Only one section on some aspects of illegal access & interference 
 Rest not cybercrimes: 
 Offensive messages and communications “inconvenience” 
 Identity theft “not fraudulently or dishonestly make use of an 

electronic signature, password or other unique identification 
feature of another person” 

 Defamation “person shall not defame  another person….TBD” 
 Malicious code “electronic program or a hidden function in a 

program that infects data with or without attaching its copy to a 
file and is capable of spreading over an electronic system with or 
without human intervention including virus, worm or Trojan 
horse” 

 Violation of Privacy “captures, publishes or transmits the image of 
a private area…. naked or undergarment clad genitals, pubic area, 
buttocks or female breast” 
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Model Laws –Findings– World Bank/OECS – EGRIP Model 

• World Bank/OECS – EGRIP: 
 

 Prank calls to LEAs “use a caller ID service to transmit misleading 
or inaccurate caller ID information service” 
 

 Electronic stalking “embarrass” 
 

 Spoofing “establish a website or send an electronic message with 
a counterfeit source…with the intention that a visitor ….. believe 
……authentic source……. to attract or solicit a person or electronic 
system” 
 

 Unauthorized access to code “not disclose” 
 

 Police obtain Court order to delete “indecent material” 
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Model Laws –Findings– Commonwealth Model Law 

 



26 

Model Laws –Findings– Commonwealth Model Law 



27 

Model Laws –Findings– Commonwealth Model Law 



28 

Model Laws –Findings– Commonwealth Model Law 

 



29 

Model Laws –Findings– Commonwealth Model Law 



30 

Model Laws –Findings– Commonwealth Model Law 

• Not include: 

 
 E-forgery (Article 7 of the Convention) 

 
 E-fraud (Article 8) 

 
 Digital copyright/IPR protection (Article 10) 

 
 Corporate liability (Article 12) 
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Model Laws –Findings– Commonwealth Model Law 

• Not include: 
 

 Limitations on scope 
 Limitations on duration 
 Grounds justifying application for each power 
 Intermediary liability protection provisions 
 International cooperation provisions 
 Adequate provision related to jurisdiction 
 Adequate legislative language in general 
 Adequate legislative language and procedural 

safeguards with respect to powers 
 

 International Cooperation provisions 
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Model Laws – Methodology 

• Scoring 
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Model Laws – Methodology 
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Model Laws – Conclusions 

• Model Laws are: 
 

 Poor quality 
 

 Unsafe 
 

 Ambiguous (credibility) 
 

 Political agenda (at times - ITU) 
 

 Useful efforts sidelined (Commonwealth) 
 

 Utility doubtful 
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Model Laws – Conclusions 

• Yet need: 
 

 Legislative Capacity Building 
 

 Convention + Eg. Implementation 
 

 Comprehendible, Accessible 
 

 Esp. for Developing Countries 
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Model Laws – Recommendations 

 
• Break through Noise  
 Engagement with Countries not acceding/requesting 

accession on Legislative capacity building 

 
• Mitigate, Contain 
 Engagement with Organizations on Model Laws  

 
• Transparency 
 Seek clarification as to the status of model laws  
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Model Laws – Discussion Paper 

 
 
 
 

Thank you! 
 
 

Zahid Jamil, Esq. 
Barrister 

zahid@jamilandjamil.com 


