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Chapter I — Use of terms

Article 1 - “"Computer system”, “computer data”, “service provider”, | Art. 476.1 of Criminal Code Act 1995 (Act n°12 of 1995) of Australia
“traffic data”:

For the purposes of this Convention: Definitions

a "computer system" means any device or a group of interconnected

or related devices, one or more of which, pursuant to a program, performs| (1) In this Part:

automatic processing of data; access to data held in a computer means:




b “computer data” means any representation of facts, information or
concepts in a form suitable for processing in a computer system, including a
program suitable to cause a computer system to perform a function;

C “service provider” means:

i any public or private entity that provides to users of its service the
ability to communicate by means of a computer system, and

ii any other entity that processes or stores computer data on behalf of
such communication service or users of such service;

d “traffic data” means any computer data relating to a communication
by means of a computer system, generated by a computer system that
formed a part in the chain of communication, indicating the communication’s
origin, destination, route, time, date, size, duration, or type of underlying
service

(a) the display of the data by the computer or any other output of the data from
the computer; or

(b) the copying or moving of the data to any other place in the computer or to a
data storage device; or

(c) in the case of a program—the execution of the program.

Commonwealth computer means a computer owned, leased or operated by a

Commonwealth entity.

data includes:

(a) information in any form; or

(b) any program (or part of a program).

data held in a computer includes:

(a) data held in any removable data storage device for the time being held in a

computer; or

(b) data held in a data storage device on a computer network of which the

computer forms a part.

data storage device means a thing (for example, a disk or file server)

containing, or designed to contain, data for use by a computer.

electronic communication means a communication of information in any form

by means of guided or unguided electromagnetic energy.

unauthorised access, modification or impairment has the meaning given in

section 476.2.

(2) In this Part, a reference to:

(a) access to data held in a computer; or

(b) modification of data held in a computer; or

(c) the impairment of electronic communication to or from a computer; is limited
to such access, modification or impairment caused, whether directly or
indirectly, by the execution of a function of a computer.

Chapter II — Measures to be taken at the national level
Section 1 — Substantive criminal law

Title 1 — Offences against the confidentiality, integrity and availability of computer data and systems

Article 2 - Illegal access

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, the access to the whole or any part of a computer
system without right. A Party may require that the offence be committed by

Art. 476.2 of Criminal Code Act 1995 (Act n°12 of 1995) of Australia
Meaning of unauthorised access, modification or impairment

(1) In this Part:
(a) access to data held in a computer; or




infringing security measures, with the intent of obtaining computer data or
other dishonest intent, or in relation to a computer system that is connected
to another computer system.

(b) modification of data held in a computer; or

(c) the impairment of electronic communication to or from a computer; or

(d) the impairment of the reliability, security or operation of any data held on a
computer disk, credit card or other device used to store data by electronic
means; by a person is unauthorised if the person is not entitled to cause that
access, modification or impairment.

(2) Any such access, modification or impairment caused by the person is not
unauthorised merely because he or she has an ulterior purpose for causing it.

(3) For the purposes of an offence under this Part, a person causes any such
unauthorised access, modification or impairment if the person’s conduct
substantially contributes to it.

(4) For the purposes of subsection (1), if:

(a) a person causes any access, modification or impairment of a kind mentioned
in that subsection; and

(b) the person does so under a warrant issued under the law of the
Commonwealth, a State or a Territory; the person is entitled to cause that
access, modification or impairment.

Art. 477.1(1/i of Criminal Code Act 1995 (Act n°12 of 1995) of
Australia)

Unauthorised access, modification or impairment with intent to commit
a serious offence

Intention to commit a serious Commonwealth, State or Territory offence
(1) A person is guilty of an offence if:

(a) the person causes:

(i) any unauthorised access to data held in a computer; or

Art. 478.1 of Criminal Code Act 1995 (Act n°12 of 1995) of Australia
Unauthorised access to, or modification of, restricted data

(1) A person is guilty of an offence if:
(a) the person causes any unauthorised access to, or modification of, restricted
data; and




(b) the person intends to cause the access or modification; and
(c) the person knows that the access or modification is unauthorised; and
(d) one or more of the following applies:

(i) the restricted data is held in a Commonwealth computer;

(ii) the restricted data is held on behalf of the Commonwealth;

(iii) the access to, or modification of, the restricted data is caused by means of a
telecommunications service.

Penalty: 2 years imprisonment.

(2) Absolute liability applies to paragraph (1)(d).

(3) In this section:

restricted data means data:

(a) held in a computer; and

(b) to which access is restricted by an access control system associated with a
function of the computer.

Part VIA, Section 76B of Crimes Act 1914 of Australia.
1. A person who intentionally and without authority obtains access to:
a.data stored in a Commonwealth computer; or
b.data stored on behalf of the Commonwealth in a computer that is not
Commonwealth computer;
is guilty of an offence.

Penalty: Imprisonment for 6 months

2. A person who:

a.with intent to defraud any person and without authority obtains access to data
stored in a Commonwealth computer, or to data stored on behalf of the
Commonwealth in @ computer that is not a Commonwealth computer; or

b.with intent to defraud any person and without authority obtains access to data
stored in a Commonwealth computer, or to data stored on behalf of the
Commonwealth in @ computer that is not a Commonwealth computer; or
i.the security, defence or international relations of Australia;
ii.the existence or identity of a confidential source of information relating to

the enforcement of a criminal law of the Commonwealth or of a State or




Territory;
iii.the enforcement of a law of the Commonwealth or of a State or Territory;
iv.the protection of public safety;
v.the personal affairs of any person;
vi.trade secrets;
vii.records of a financial institution; or
viii.commercial Information the disclosure of which could cause advantage or
disadvantage to any person

is guilty of an offence
Penalty: Imprisonment for 2 years

3. A person who:

a. has intentionally and without authority obtained access to data stored in a
Commonwealth computer, or to data stored on behalf of the Commonwealth
in @ computer that is not a Commonwealth computer;

b. after examining part of that data, knows or ought reasonably to know that
the part of the data which the person examined relates wholly or partly to
any of the matters referred to in paragraph (2) (b); and

c. continues to examine that data;

is guilty of an offence.

Penalty for a contravention of this subsection: Imprisonment for 2 years

Article 3 - Illegal interception

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, the interception without right, made by technical
means, of non-public transmissions of computer data to, from or within a
computer system, including electromagnetic emissions from a computer
system carrying such computer data. A Party may require that the offence
be committed with dishonest intent, or in relation to a computer system that
is connected to another computer system.

Section 7 of TIA Act

Telecommunications not to be intercepted

(1) A person shall not:

(a) intercept;

(b) authorize, suffer or permit another person to intercept; or

(c) do any act or thing that will enable him or her or another person to
intercept; a communication passing over a telecommunications system.

(2) Subsection (1) does not apply to or in relation to:
(@) an act or thing done by an employee of a carrier in the course of his or her
duties for or in connection with:




(i) the installation of any line, or the installation of any equipment, used or
intended for use in connection with a telecommunications service; or
(i) the operation or maintenance of a telecommunications system; or
(iii) the identifying or tracing of any person who has contravened, or is
suspected of having contravened or being likely to contravene, a provision of
Part 10.6 of the Criminal Code;
where it is reasonably necessary for the employee to do that act or thing in
order to perform those duties effectively; or
(aa) the interception of a communication by another person lawfully
engaged in duties relating to the installation, connection or maintenance
of equipment or a line, where it is reasonably necessary for the person
to intercept the communication in order to perform those duties
effectively; or
(aaa) the interception of a communication by a person if:
(i) the person is authorised, in writing, by a responsible person
for a computer network to engage in network protection duties
in relation to the network; and
(ii) it is reasonably necessary for the person to intercept the
communication in order to perform those duties effectively; or
(ab) the interception of a communication by a person lawfully engaged
in duties relating to the installation, connection or maintenance of
equipment used, or to be used, for the interception of communications
under warrants; or
(ac) the interception of a communication where the interception
results from, or is incidental to, action taken by an officer of the
Organisation, in the lawful performance of his or her duties, for the
purpose of:
(i) discovering whether a listening device is being used at, or
in relation to, a particular place; or
(ii) determining the location of a listening device; or
(b) the interception of a communication under a warrant; or
(c) the interception of a communication pursuant to a request made, or
purporting to be made, under subsection 30(1) or (2); or
(d) the interception of a communication under an authorisation under
section 31A.
(2A) For the purposes of paragraphs (2)(a), (aa) and (aaa), in determining
whether an act or thing done by a person was reasonably necessary in order for




the person to perform his or her duties effectively, a court is to have regard to
such matters (if any) as are specified in, or ascertained in accordance with, the
regulations.

(3) Paragraph (2)(aaa) does not apply to a voice communication in the form of
speech (including a communication that involves a recorded or synthetic voice).

(4) Subsection (1) does not apply to, or in relation to, an act done by an officer
of an agency in relation to a communication if the following conditions are
satisfied:
(a) the officer or another officer of the agency is a party to the communication;
and
(b) there are reasonable grounds for suspecting that another party to the
communication has:
(i) done an act that has resulted, or may result, in loss of life or the infliction
of serious personal injury; or
(ii) threatened to kill or seriously injure another person or to cause serious
damage to property; or
(iii) threatened to take his or her own life or to do an act that would or may
endanger his or her own life or create a serious threat to his or her health or
safety; and
(c) because of the urgency of the need for the act to be done, it is not
reasonably practicable for an application for a Part 2-5 warrant to be made.

(5) Subsection (1) does not apply to, or in relation to, an act done by an officer
of an agency in relation to a communication if the following conditions are
satisfied:
(a) the person to whom the communication is directed has consented to the
doing of the act; and
(b) there are reasonable grounds for believing that that person is likely to
receive a communication from a person who has:
(i) done an act that has resulted, or may result, in loss of life or the infliction
of serious personal injury; or
(ii) threatened to kill or seriously injure another person or to cause serious
damage to property; or
(iii) threatened to take his or her own life or to do an act that would or may
endanger his or her own life or create a serious threat to his or her health or




safety; and
(c) because of the urgency of the need for the act to be done, it is not
reasonably practicable for an application for a Part 2-5 warrant to be made.

(6) As soon as practicable after the doing of an act in relation to a
communication under the provisions of subsection (4) or (5), an officer of the
agency which is concerned with the communication shall cause an application for
a Part 2-5 warrant to be made in relation to the matter.

(6A) Subsection (6) does not apply if action has been taken under
subsection (4) or (5) to intercept a communication, or cause it to be intercepted,
and the action has ceased before it is practicable for an application for a Part 2-5
warrant to be made.

(7) Where after considering an application made in relation to a matter arising
under subsections (4) or (5) and (6) a Judge or nominated AAT member does
not issue a warrant in relation to the application, the chief officer of the agency
concerned shall ensure that no further action is taken by the agency to intercept
the communication or to cause it to be intercepted.

(8) Subsections (4), (5), (6) and (7) only apply where the agency concerned is:
(a) the Australian Federal Police; or
(b) the Police Force of a State.

(9) The doing of an act mentioned in subparagraph (4)(b)(ii) or (iii) or (5)(b)(ii)
or (iii) in a particular case is taken to constitute a serious offence, even if it
would not constitute a serious offence apart from this subsection.

Note: See subsection (6). A Part 2-5 warrant can only be issued for the
purposes of an investigation relating to the commission of a serious offence.

(10) Subsection (9) has effect only to the extent necessary:

(a) to enable an application to be made for the purposes of subsection (6); and

(b) to enable a decision to be made on such an application and, if a Judge so
decides, a Part 2-5 warrant to be issued; and

(c) to enable this Act to operate in relation to a Part 2-5 warrant issued on such
an application.

Article 4 — Data interference

Art. 477.1 (1/ii) of Criminal Code Act 1995 (Act n°12 of 1995) of




1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, the damaging, deletion, deterioration, alteration or
suppression of computer data without right.

2 A Party may reserve the right to require that the conduct described in
paragraph 1 result in serious harm.

Australia - Unauthorised access, modification or impairment with intent
to commit a serious offence

Intention to commit a serious Commonwealth, State or Territory offence
(1) A person is guilty of an offence if:

(a) the person causes:

(ii) any unauthorised modification of data held in a computer; or

Art. 477.2 of Criminal Code Act 1995 (Act n°12 of 1995) of Australia
Unauthorised modification of data to cause impairment

(1) A person is guilty of an offence if:
(a) the person causes any unauthorised modification of data held in a computer;
and
(b) the person knows the modification is unauthorised; and
(c) the person is reckless as to whether the modification impairs or will impair:
(i) access to that or any other data held in any computer; or
(ii) the reliability, security or operation, of any such data; and
(d) one or more of the following applies:
(i) the data that is modified is held in a Commonwealth computer;
(ii) the data that is modified is held on behalf of the Commonwealth in a
computer;
(iii) the modification of the data is caused by means of a telecommunications
service;
(iv) the modification of the data is caused by means of a Commonwealth
computer;
(v) the modification of the data impairs access to, or the reliability, security or
operation of, other data held in a Commonwealth computer;
(vi) the modification of the data impairs access to, or the reliability, security or
operation of, other data held on behalf of the Commonwealth in a computer;
(vii) the modification of the data impairs access to, or the reliability, security or
operation of, other data by means of a telecommunications service.

Penalty: 10 years imprisonment.

(2) Absolute liability applies to paragraph (1)(d).




(3) A person may be guilty of an offence against this section even if there is or
will be no actual impairment to:

(a) access to data held in a computer; or

(b) the reliability, security or operation, of any such data.

(4) A conviction for an offence against this section is an alternative verdict to a
charge for an offence against section 477.3 (unauthorized impairment of
electronic communication).

Art. 478.1 of Criminal Code Act 1995 (Act n°12 of 1995) of Australia.
Unauthorised access to, or modification of, restricted data

(1) A person is guilty of an offence if:
(a) the person causes any unauthorised access to, or modification of, restricted
data; and
(b) the person intends to cause the access or modification; and
(c) the person knows that the access or modification is unauthorised; and
(d) one or more of the following applies:
(i) the restricted data is held in a Commonwealth computer;
(ii) the restricted data is held on behalf of the Commonwealth;
(iii) the access to, or modification of, the restricted data is caused by means of
a telecommunications service.

Penalty: 2 years imprisonment.

(2) Absolute liability applies to paragraph (1)(d).

(3) In this section:

restricted data means data:

(a) held in a computer; and

(b) to which access is restricted by an access control system associated with a
function of the computer.

Part VIA, Section 76C (a,c) of Crimes Act 1914 of Australia.

A person who intentionally and without authority or lawful excuse:

a. destroys, erases or alters data stored in, or inserts data into a
Commonwealth computer;

c. destroys, erases, alters or adds data stored on behalf of the Commonwealth
in @ computer that is not a Commonwealth computer; or
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is guilty of an offence.

Section 76D of Crimes Act 1914 of Australia

1.A person who, by means of a facility operated or provided by the
Commonwealth or by a carrier, intentionally and without authority obtains
access to data stored in a computer, is guilty of an offence.

Section 76E(a) of Crimes Act 1914 of Australia

A person who, by means of a facility operated or provided by the
Commonwealth or by a carrier, intentionally and without authority or lawful
excuse:

a.destroys, erases or alters data stored in, or inserts data into a computer;

is guilty of an offence

Article 5 - System interference

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, the serious hindering without right of the
functioning of a computer system by inputting, transmitting, damaging,
deleting, deteriorating, altering or suppressing computer data

Part VIA, Section 76C(b) of Crimes Act 1914 of Australia

A person who intentionally and without authority or lawful excuse:

b.interferes with, or interrupts or obstructs the lawful use of, a Commonwealth
computer;

is guilty of an offence.

Section 76E (b) of Crimes Act 1914 of Australia

A person who, by means of a facility operated or provided by the
Commonwealth or by a carrier, intentionally and without authority or lawful
excuse:

b.destroys, erases or alters data stored in, or inserts data into a computer;

is guilty of an offence.

Article 6 - Misuse of devices

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally and without right:

a the production, sale, procurement for use, import, distribution or otherwise
making available of:

i a device, including a computer program, designed or adapted
primarily for the purpose of committing any of the offences established in
accordance with the above Articles 2 through 5;

For Art. 6(1/a/ii)- Art. 478.3(1) of Criminal Code Act 1995 (Act n°12 of
1995) of Australia.

Possession or control of data with intent to commit a computer

offence

(1) A person is guilty of an offence if:

(a) the person has possession or control of data; and

(b) the person has that possession or control with the intention that the data be
used, by the person or another person, in:

(i) committing an offence against Division 477; or
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ii a computer password, access code, or similar data by which the whole
or any part of a computer system is capable of being accessed,

with intent that it be used for the purpose of committing any of the offences
established in Articles 2 through 5; and

b the possession of an item referred to in paragraphs a.i or ii above,
with intent that it be used for the purpose of committing any of the offences
established in Articles 2 through 5. A Party may require by law that a
number of such items be possessed before criminal liability attaches.

2 This article shall not be interpreted as imposing criminal liability where the
production, sale, procurement for use, import, distribution or otherwise
making available or possession referred to in paragraph 1 of this article is
not for the purpose of committing an offence established in accordance with
Articles 2 through 5 of this Convention, such as for the authorised testing or
protection of a computer system.

3 Each Party may reserve the right not to apply paragraph 1 of this article,
provided that the reservation does not concern the sale, distribution or
otherwise making available of the items referred to in paragraph 1 a.ii of this
article.

(i) facilitating the commission of such an offence.

For Art. 6(1)- Art. 478.4(1-2) of Criminal Code Act 1995

Producing, supplying or obtaining data with intent to commit

a computer offence

(1) A person is guilty of an offence if:

(a) the person produces, supplies or obtains data; and

(b) the person does so with the intention that the data be used, by the person or
another person, in:

(i) committing an offence against Division 477; or

(i) facilitating the commission of such an offence.

Penalty: 3 years imprisonment.
(2) A person may be found guilty of an offence against this section even if
committing the offence against Division 477 is impossible.

Section 132 APD of the Copyright Act 1968

Manufacturing etc. a circumvention device for a technological protection
measure
(1) A person commits an offence if:
(a) the person does any of the following acts with a device:
(i) manufactures it with the intention of providing it to another person;
(ii) imports it into Australia with the intention of providing it to another
person;
(iii) distributes it to another person;
(iv) offers it to the public;
(v) provides it to another person;
(vi) communicates it to another person; and
(b) the person does the act with the intention of obtaining a commercial
advantage or profit; and
(c) the device is a circumvention device for a technological protection measure.
Penalty: 550 penalty units or imprisonment for 5 years, or both.
Defence--no promotion, advertising etc.

(2) Subsection (1) does not apply to the person if:
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(a) the device is a circumvention device for the technological protection
measure only because it was promoted, advertised or marketed as having
the purpose of circumventing the technological protection measure; and

(b) both of the following apply:

(i) the person did not do such promoting, advertising or marketing;
(ii) the person did not direct or request (expressly or impliedly) another
person to do such promoting, advertising or marketing.

Note: A defendant bears an evidential burden in relation to the matter in

subsection (2) (see subsection 13.3(3) of the Criminal Code ).

Defence--interoperability

(3) Subsection (1) does not apply to the person if:
(a) the circumvention device will be used to circumvent the technological
protection measure to enable the doing of an act; and
(b) the act:
(i) relates to a copy of a computer program (the original program ) that is
not an infringing copy and that was lawfully obtained; and
(ii) will not infringe the copyright in the original program; and
(iila) relates to elements of the original program that will not be readily
available to the person doing the act when the circumvention occurs; and
(iii) will be done for the sole purpose of achieving interoperability of an
independently created computer program with the original program or any
other program.
Note: A defendant bears an evidential burden in relation to the matter in
subsection (3) (see subsection 13.3(3) of the Criminal Code ).
Defence--encryption research

(4) Subsection (1) does not apply to the person if:

(a) the technological protection measure is an access control technological
protection measure; and

(b) the circumvention device will be used to circumvent the access control
technological protection measure to enable a person (the researcher ) to do
an act; and

(c) the act:
(i) relates to a copy of a work or other subject-matter that is not an
infringing copy and that was lawfully obtained; and
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(ii) will not infringe the copyright in the work or other subject-matter; and
(iii) will be done for the sole purpose of identifying and analysing flaws and
vulnerabilities of encryption technology; and
(d) the researcher is:
(i) engaged in a course of study at an educational institution in the field of
encryption technology; or
(ii) employed, trained or experienced in the field of encryption technology;
and
(e) the researcher:
(i) has obtained permission from the owner or exclusive licensee of the
copyright to do the act; or
(ii) has made, or will make, a good faith effort to obtain such permission.
In this subsection, encryption technology means the scrambling and
descrambling of information using mathematical formulas or algorithms.
Note: A defendant bears an evidential burden in relation to the matter in
subsection (4) (see subsection 13.3(3) of the Criminal Code ).
Defence--computer security testing

(5) Subsection (1) does not apply to the person if:
(a) the technological protection measure is an access control technological
protection measure; and
(b) the circumvention device will be used to circumvent the access control
technological protection measure to enable the doing of an act; and
(c) the act:
(i) relates to a copy of a computer program that is not an infringing copy;
and
(ii) will not infringe the copyright in the computer program; and
(iii) will be done for the sole purpose of testing, investigating or correcting
the security of a computer, computer system or computer network; and
(iv) will be done with the permission of the owner of the computer,
computer system or computer network.
Note: A defendant bears an evidential burden in relation to the matter in
subsection (5) (see subsection 13.3(3) of the Criminal Code ).
Defence--law enforcement and national security

(6) Subsection (1) does not apply in relation to anything lawfully done for the
purposes of:
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(a) law enforcement; or

(b) national security; or

(c) performing a statutory function, power or duty;

by or on behalf of the Commonwealth, a State or a Territory, or an authority of
one of those bodies.

Note: A defendant bears an evidential burden in relation to the matter in
subsection (6) (see subsection 13.3(3) of the Criminal Code ).

Defence--libraries etc.

(7) Subsection (1) does not apply in respect of anything lawfully done by the
following bodies in performing their functions:
(a) a library (other than a library that is conducted for the profit, direct or
indirect, of an individual or individuals);
(b) a body mentioned in:
(i) paragraph (a) of the definition of archives in subsection 10(1); or
(ii) subsection 10(4);
(c) an educational institution;
(d) a public non-commercial broadcaster (including a body that provides a
national broadcasting service, within the meaning of the Broadcasting Services
Act 1992, and a body that holds a community broadcasting licence within the
meaning of that Act).
Note 1: A library that is owned by a person conducting a business for profit
might not itself be conducted for profit (see section 18).
Note 2: A defendant bears an evidential burden in relation to the matter in
subsection (7) (see subsection 13.3(3) of the Criminal Code ).

(8) This section does not apply in respect of anything lawfully done by a person

in connection with a work or other subject-matter if:

a) the person has custody of the work or other subject-matter under an
arrangement referred to in section 64 of the Archives Act 1983 ; and

(b) wunder subsection (7), it would be lawful for the National Archives of
Australia to do that thing.

Note: A defendant bears an evidential burden in relation to the matter in

subsection (8) (see subsection 13.3(3) of the Criminal Code ).

Title 2 — Computer-related offences
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Article 7 - Computer-related forgery

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally and without right, the input, alteration, deletion, or
suppression of computer data, resulting in inauthentic data with the intent
that it be considered or acted upon for legal purposes as if it were authentic,
regardless whether or not the data is directly readable and intelligible. A
Party may require an intent to defraud, or similar dishonest intent, before
criminal liability attaches.

Part 7.7—Forgery and related offences of the Criminal Code
Division 143—Preliminary

143.1 Definitions
(1) In this Part:
document includes:
(a) any paper or other material on which there is writing; or
(b) any paper or other material on which there are marks, figures, symbols or
perforations that are:
i) capable of being given a meaning by persons qualified to interpret them;
or
(ii) capable of being responded to by a computer, a machine or an
electronic device; or
(c) any article or material (for example, a disk or a tape) from which information
is capable of being reproduced with or without the aid of any other article or
device.
false Commonwealth document has the meaning given by section 143.3.
false document has the meaning given by section 143.2.
information means information, whether in the form of data, text, sounds,
images or in any other form.
(2) The following are examples of things covered by the definition of document
in subsection (1):
(a) a credit card;
(b) a debit card;
(c) a card by means of which property can be obtained.

143.2 False documents
(1) For the purposes of this Part, a document is a false document if, and only if:

(a) the document, or any part of the document:
(i) purports to have been made in the form in which it is made by a person
who did not make it in that form; or
(ii) purports to have been made in the form in which it is made on the
authority of a person who did not authorise its making in that form; or
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(b) the document, or any part of the document:
(i) purports to have been made in the terms in which it is made by a
person who did not make it in those terms; or
(ii) purports to have been made in the terms in which it is made on the
authority of a person who did not authorise its making in those terms; or
(c) the document, or any part of the document:
(i) purports to have been altered in any respect by a person who did not
alter it in that respect; or
(ii) purports to have been altered in any respect on the authority of a
person who did not authorise its alteration in that respect; or
(d) the document, or any part of the document:
(i) purports to have been made or altered by a person who did not exist; or
(ii) purports to have been made or altered on the authority of a person
who did not exist; or
(e) the document, or any part of the document, purports to have been made or
altered on a date on which, at a time at which, at a place at which, or
otherwise in circumstances in which, it was not made or altered.

(2) For the purposes of this Part, a person is taken to make a false document if
the person alters a document so as to make it a false document (whether or not
it was already a false document before the alteration).

(3) This section has effect as if a document that purports to be a true copy of
another document were the original document.

143.3 False Commonwealth documents

(1) For the purposes of this Part, a document is a false Commonwealth

document if, and only if:

(a) the document, or any part of the document:
(i) purports to have been made in the form in which it is made by a
Commonwealth entity, or a Commonwealth public official, who did not
make it in that form; or
(ii) purports to have been made in the form in which it is made on the
authority of a Commonwealth entity, or a Commonwealth public official,
who did not authorise its making in that form; or

(b) the document, or any part of the document:
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(i) purports to have been made in the terms in which it is made by a
Commonwealth entity, or a Commonwealth public official, who did not
make it in those terms; or
(ii) purports to have been made in the terms in which it is made on the
authority of a Commonwealth entity, or a Commonwealth public official,
who did not authorise its making in those terms; or

(c) the document, or any part of the document:
(i) purports to have been altered in any respect by a Commonwealth
entity, or a Commonwealth public official, who did not alter it in that
respect; or
(ii) purports to have been altered in any respect on the authority of a
Commonwealth entity, or a Commonwealth public official, who did not
authorise its alteration in that respect; or

(d) the document, or any part of the document:
(i) purports to have been made or altered by a Commonwealth entity, or a
Commonwealth public official, who did not exist; or
(ii) purports to have been made or altered on the authority of a
Commonwealth entity, or a Commonwealth public official, who did not
exist; or

(e) the document, or any part of the document, purports to have been made or
altered by a Commonwealth entity, or a Commonwealth public official, on a
date on which, at a time at which, at a place at which, or otherwise in
circumstances in which, it was not made or altered.

(2) For the purposes of this Part, a person is taken to make a false
Commonwealth document if the person alters a document so as to make it a
false Commonwealth document (whether or not it was already a false
Commonwealth document before the alteration).

(3) This section has effect as if a document that purports to be a true copy of
another document were the original document.

(4) A reference in this section to a Commonwealth public official is a reference to
a person in the person’s capacity as a Commonwealth public official.

143.4 Inducing acceptance of false documents
If it is necessary for the purposes of this Part to prove an intent to induce a
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person in the person’s capacity as a public official to accept a false document as
genuine, it is not necessary to prove that the defendant intended so to induce a
particular person in the person’s capacity as a public official.

Division 144—Forgery
(1) A person is guilty of an offence if:

(@) the person makes a false document with the intention that the person or
another will use it:
(i) to dishonestly induce a third person in the third person’s capacity as a
public official to accept it as genuine; and
(i) if it is so accepted, to dishonestly obtain a gain, dishonestly cause a
loss, or dishonestly influence the exercise of a public duty or function; and
(b) the capacity is a capacity as a Commonwealth public official.
Penalty: Imprisonment for 10 years.

(2) In a prosecution for an offence against subsection (1), it is not necessary to
prove that the defendant knew that the capacity was a capacity as a
Commonwealth public official.

(3) A person is guilty of an offence if:
(@) the person makes a false document with the intention that the person or

another will use it:
(i) to dishonestly cause a computer, a machine or an electronic device to
respond to the document as if the document were genuine; and
(ii) if it is so responded to, to dishonestly obtain a gain, dishonestly cause
a loss, or dishonestly influence the exercise of a public duty or function;
and

(b) the response is in connection with the operations of a Commonwealth entity.

Penalty: Imprisonment for 10 years.

(4) In a prosecution for an offence against subsection (3), it is not necessary to
prove that the defendant knew that the response was in connection with the

operations of a Commonwealth entity.

(5) A person is guilty of an offence if:
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(a) the person makes a false document with the intention that the person or
another will use it:
(i) to dishonestly induce a third person to accept it as genuine; and
(ii) if it is so accepted, to dishonestly obtain a gain, dishonestly cause a
loss, or dishonestly influence the exercise of a public duty or function; and
(b) the false document is a false Commonwealth document.

Penalty: Imprisonment for 10 years.

(6) In a prosecution for an offence against subsection (5), it is not necessary to
prove that the defendant knew that the false document was a false
Commonwealth document.

(7) A person is guilty of an offence if:
(a) the person makes a false document with the intention that the person or
another will use it:

(i) to dishonestly cause a computer, a machine or an electronic device to
respond to the document as if the document were genuine; and
(i) if it is so responded to, to dishonestly obtain a gain, dishonestly cause
a loss, or dishonestly influence the exercise of a public duty or function;
and

(b) the false document is a false Commonwealth document.

Penalty: Imprisonment for 10 years.

(8) In a prosecution for an offence against subsection (7), it is not necessary to
prove that the defendant knew that the false document was a false

Commonwealth document.

(9) Section 15.4 (extended geographical jurisdiction—category D) applies to an
offence against subsection (1), (3), (5) or (7).

Division 145—0Offences relating to forgery
145.1 Using forged document

(1) A person is guilty of an offence if:

(a) the person knows that a document is a false document and uses it with the
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intention of:

(i) dishonestly inducing another person in the other person’s capacity as a

public official to accept it as genuine; and

(ii) if it is so accepted, dishonestly obtaining a gain, dishonestly causing a

loss, or dishonestly influencing the exercise of a public duty or function; and
(b) the capacity is a capacity as a Commonwealth public official.

Penalty: Imprisonment for 10 years.

(2) In a prosecution for an offence against subsection (1), it is not necessary to
prove that the defendant knew that the capacity was a capacity as a
Commonwealth public official.

(3) A person is guilty of an offence if:

(@) the person knows that a document is a false document and uses it with the
intention of:
(i) dishonestly causing a computer, a machine or an electronic device to
respond to the document as if the document were genuine; and
(i) if it is so responded to, dishonestly obtaining a gain, dishonestly causing
a loss, or dishonestly influencing the exercise of a public duty or function;
and

(b) the response is in connection with the operations of a Commonwealth entity.

Penalty: Imprisonment for 10 years.

(4) In a prosecution for an offence against subsection (3), it is not necessary to
prove that the defendant knew that the response was in connection with the
operations of a Commonwealth entity.

(5) A person is guilty of an offence if:
(a) the person knows that a document is a false document and uses it with the
intention of:
(i) dishonestly inducing another person to accept it as genuine; and
(ii) if it is so accepted, dishonestly obtaining a gain, dishonestly causing a
loss, or dishonestly influencing the exercise of a public duty or function; and
(b) the false document is a false Commonwealth document.

Penalty: Imprisonment for 10 years.
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(6) In a prosecution for an offence against subsection (5), it is not necessary to
prove that the defendant knew that the false document was a false
Commonwealth document.

(7) A person is guilty of an offence if:

(@) the person knows that a document is a false document and uses it with the
intention of:
(i) dishonestly causing a computer, a machine or an electronic device to
respond to the document as if the document were genuine; and
(ii) if it is so responded to, dishonestly obtaining a gain, dishonestly
causing a loss, or dishonestly influencing the exercise of a public duty or
function; and

(b) the false document is a false Commonwealth document.

Penalty: Imprisonment for 10 years.

(8) In a prosecution for an offence against subsection (7), it is not necessary to
prove that the defendant knew that the false document was a false
Commonwealth document.

145.2 Possession of forged document
(1) A person is guilty of an offence if:

(@) the person knows that a document is a false document and has it in his or
her possession with the intention that the person or another will use it:
(i) to dishonestly induce a third person in the third person’s capacity as a
public official to accept it as genuine; and
(ii) if it is so accepted, to dishonestly obtain a gain, dishonestly cause a
loss, or dishonestly influence the exercise of a public duty or function; and
(b) the capacity is a capacity as a Commonwealth public official.

Penalty: Imprisonment for 10 years.
(2) In a prosecution for an offence against subsection (1), it is not necessary to

prove that the defendant knew that the capacity was a capacity as a
Commonwealth public official.
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(3) A person is guilty of an offence if:

(a) the person knows that a document is a false document and has it in his or
her possession with the intention that the person or another will use it:
(i) to dishonestly cause a computer, a machine or an electronic device to
respond to the document as if the document were genuine; and
gain, dishonestly cause a loss, or dishonestly influence the exercise of a
public duty or function; and
(b) the response is in connection with the operations of a Commonwealth entity.
Penalty: Imprisonment for 10 years.

(4) In a prosecution for an offence against subsection (3), it is not necessary to
prove that the defendant knew that the response was in connection with the
operations of a Commonwealth entity.

(5) A person is guilty of an offence if:
(@) the person knows that a document is a false document and has it in his or
her possession with the intention that the person or another will use it:
(i) to dishonestly induce a third person to accept it as genuine; and
(ii) if it is so accepted, to dishonestly obtain a gain, dishonestly cause a
loss, or dishonestly influence the exercise of a public duty or function; and
(b) the false document is a false Commonwealth document.
Penalty: Imprisonment for 10 years.

(6) In a prosecution for an offence against subsection (5), it is not necessary to
prove that the defendant knew that the false document was a false
Commonwealth document.

(7) A person is guilty of an offence if:

(@) the person knows that a document is a false document and has it in his or
her possession with the intention that the person or another will use it:
(i) to dishonestly cause a computer, a machine or an electronic device to
respond to the document as if the document were genuine; and
(ii) if it is so responded to, to dishonestly obtain a gain, dishonestly cause
a loss, or dishonestly influence the exercise of a public duty or function;
and

(b) the false document is a false Commonwealth document.
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Penalty: Imprisonment for 10 years.

(8) In a prosecution for an offence against subsection (7), it is not necessary to
prove that the defendant knew that the false document was a false
Commonwealth document.

145.3 Possession, making or adaptation of devices etc. for making
forgeries

(1) A person is guilty of an offence if:

(a) the person knows that a device, material or other thing is designed or
adapted for the making of a false document (whether or not the device,
material or thing is designed or adapted for another purpose); and

(b) the person has the device, material or thing in his or her possession with the
intention that the person or another person will use it to commit an offence
against section 144.1.

Penalty: Imprisonment for 10 years.

(2) A person is guilty of an offence if:

(a) the person makes or adapts a device, material or other thing; and

(b) the person knows that the device, material or other thing is designed or
adapted for the making of a false document (whether or not the device,
material or thing is designed or adapted for another purpose); and

(c) the person makes or adapts the device, material or thing with the intention
that the person or another person will use it to commit an offence against
section 144.1.

Penalty: Imprisonment for 10 years.

(3) A person is guilty of an offence if:

(a) the person knows that a device, material or other thing is designed or
adapted for the making of a false Commonwealth document (whether or not
the device, material or thing is designed or adapted for another purpose);
and

(b) the person has the device, material or thing in his or her possession; and

(c) the person does not have a reasonable excuse for having the device,
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material or thing in his or her possession.

Penalty: Imprisonment for 2 years.
Note: A defendant bears an evidential burden in relation to the matter in

(4) A person is guilty of an offence if:
(a) the person makes or adapts a device, material or other thing; and
(b) the person knows that the device, material or other thing is designed or
adapted for the making of a false Commonwealth document (whether or
not the device, material or thing is designed or adapted for another
purpose).
Penalty: Imprisonment for 2 years.
Note: See also section 10.5 (lawful authority).

145.4 Falsification of documents etc.

(1) A person is guilty of an offence if:

(a) the person dishonestly damages, destroys, alters, conceals or falsifies a
document; and

(b) the document is:
(i) kept, retained or issued for the purposes of a law of the
Commonwealth; or
(i) made by a Commonwealth entity or a person in the capacity of a
Commonwealth public official; or
(iii) held by a Commonwealth entity or a person in the capacity of a
Commonwealth public official; and

(c) the first-mentioned person does so with the intention of:
(i) obtaining a gain; or
(ii) causing a loss.

Penalty: Imprisonment for 7 years.

(1A) Absolute liability applies to the paragraph (1)(b) element of the offence.

(2) A person is guilty of an offence if:

(a) the person dishonestly damages, destroys, alters, conceals or falsifies a

document; and
(b) the person does so with the intention of:
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(i) obtaining a gain from another person; or
(ii) causing a loss to another person; and
(c) the other person is a Commonwealth entity.

Penalty: Imprisonment for 7 years.

(3) In a prosecution for an offence against subsection (2), it is not necessary to
prove that the defendant knew that the other person was a Commonwealth
entity.

145.5 Giving information derived from false or misleading documents
(1) A person is guilty of an offence if:

(a) the person dishonestly gives information to another person; and

(b) the information was derived, directly or indirectly, from a document that, to
the knowledge of the first-mentioned person, is false or misleading in a
material particular; and

(c) the document is:
(i) kept, retained or issued for the purposes of a law of the Commonwealth;
or
(ii) made by a Commonwealth entity or a person in the capacity of a
Commonwealth public official; or
(iii) held by a Commonwealth entity or a person in the capacity of a
Commonwealth public official; and

(d) the first-mentioned person does so with the intention of:
(i) obtaining a gain; or
(ii) causing a loss.

Penalty: Imprisonment for 7 years.
(1A) Absolute liability applies to the paragraph (1)(c) element of the offence.
(2) A person is guilty of an offence if:

(a) the person dishonestly gives information to another person; and
(b) the information was derived, directly or indirectly, from a document that, to
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the knowledge of the first-mentioned person, is false or misleading in a
material particular; and
(c) the first-mentioned person does so with the intention of:
(i) obtaining a gain from another person; or
(ii) causing a loss to another person; and
(d) the other person is a Commonwealth entity.

Penalty: Imprisonment for 7 years.

(3) In a prosecution for an offence against subsection (2), it is not necessary to
prove that the defendant knew that the other person was a Commonwealth
entity.

145.6 Geographical jurisdiction
Section15.4 (extended geographical jurisdiction—category D) applies to each
offence against this Division.

Article 8 - Computer-related fraud

Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally and without right, the causing of a loss of property
to another person by:

a any input, alteration, deletion or suppression of computer data;
b any interference with the functioning of a computer system,

with fraudulent or dishonest intent of procuring, without right, an economic
benefit for oneself or for another person.

Part 7.3—Fraudulent conduct
Division 133—Preliminary

133.1 Definitions
In this Part:
account means an account (including a loan account, a credit card account or a
similar account) with a bank or other financial institution.
deception means an intentional or reckless deception, whether by words or
other conduct, and whether as to fact or as to law, and includes:
(a) a deception as to the intentions of the person using the deception or any
other person; and
(b) conduct by a person that causes a computer, a machine or an electronic
device to make a response that the person is not authorised to cause it to
do.

Division 134—Obtaining property or a financial advantage by deception
134.1 Obtaining property by deception

(1) A person is guilty of an offence if:
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(a) the person, by a deception, dishonestly obtains property belonging to
another with the intention of permanently depriving the other of the
property; and

(b) the property belongs to a Commonwealth entity.

Penalty: Imprisonment for 10 years.

(2) Absolute liability applies to the paragraph (1)(b) element of the offence.
Obtaining property

(3) For the purposes of this section (and for the purposes of the application of
section 132.1 to this section), a person (the first person) is taken to have
obtained property if, and only if:
(a) the first person obtains ownership, possession or control of it for
himself or herself or for another person; or
(b) the first person enables ownership, possession or control of it to be
retained by himself or herself; or
(c) the first person induces a third person to pass ownership, possession or
control of it to another person; or
(d) the first person induces a third person to enable another person to
retain ownership, possession or control of it; or
(e) subsection (9) or (10) applies.

(4) The definition of obtaining in section 130.1 does not apply for the
purposes of this section (or for the purposes of the application of section 132.1
to this section).

(5) For the purposes of this section, a person’s obtaining of property belonging
to another may be dishonest even if the person or another person is willing to
pay for the property.

Intention of permanently depriving a person of property

(6) For the purposes of this section, if:
(a) a person obtains property belonging to another without meaning the
other permanently to lose the thing itself; and
(b) the person’s intention is to treat the thing as the person’s own to
dispose of regardless of the other’s rights;
the person has the intention of permanently depriving the other of it.
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(7) For the purposes of subsection (6), a borrowing or lending of a thing
amounts to treating the thing as the borrower’s or lender’s own to dispose of
regardless of another’s rights if, and only if, the borrowing or lending is for a
period and in circumstances making it equivalent to an outright taking or
disposal.

(8) For the purposes of subsection (6), if:
(a) a person has possession or control (lawfully or not) of property
belonging to another; and
(b) the person parts with the property under a condition as to its return that
the person may not be able to perform; and
(c) the parting is done for purposes of the person’s own and without the
other’s authority;
the parting is taken to amount to treating the property as the person’s own to
dispose of regardless of the other’s rights.
Money transfers

(9) For the purposes of this section (and for the purposes of the application of
section 132.1 to this section), if a person (the first person) causes an amount
to be transferred from an account held by another person (the second person)
to an account held by the first person:
(a) the amount is taken to have been property that belonged to the second
person; and
(b) the first person is taken to have obtained the property for himself or
herself with the intention of permanently depriving the second person of the
property.

(10) For the purposes of this section (and for the purposes of the application of
section 132.1 to this section), if a person (the first person) causes an amount
to be transferred from an account held by another person (the second person)
to an account held by a third person:
(a) the amount is taken to have been property that belonged to the second
person; and
(b) the first person is taken to have obtained the property for the third
person with the intention of permanently depriving the second person of the
property.

29




(11) For the purposes of this section (and for the purposes of the application of
section 132.1 to this section), if:
(a) a credit is made to an account (the credited account); and
(b) a debit is made to another account (the debited account); and
(c) either:
(i) the credit results from the debit; or
(ii) the debit results from the credit;
the amount of the credit is taken to be transferred from the debited
account to the credited account.

(12) For the purposes of this section (and for the purposes of the application of
section 132.1 to this section), a person is taken to cause an amount to be
transferred from an account if the person induces another person to transfer the
amount from the account (whether or not the other person is the holder of the
account).

General deficiency

(13) A person may be convicted of an offence against this section involving all
or any part of a general deficiency in money even though the deficiency is made
up of any number of particular sums of money that were obtained over a period
of time.

(14) A person may be convicted of an offence against this section involving all
or any part of a general deficiency in property other than money even though
the deficiency is made up of any number of particular items of property that
were obtained over a period of time.

Alternative verdicts

(15) 1If, in a prosecution for an offence of theft, the trier of fact is not satisfied
that the defendant is guilty of the offence, but is satisfied beyond reasonable
doubt that the defendant is guilty of an offence against this section, the trier of
fact may find the defendant not guilty of the offence of theft but guilty of the
offence against this section, so long as the defendant has been accorded
procedural fairness in relation to that finding of guilt.

(16) If, in a prosecution for an offence against this section, the trier of fact is
not satisfied that the defendant is guilty of the offence, but is satisfied beyond
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reasonable doubt that the defendant is guilty of an offence of theft, the trier of
fact may find the defendant not guilty of the offence against this section but
guilty of the offence of theft, so long as the defendant has been accorded
procedural fairness in relation to that finding of guilt.

134.2 Obtaining a financial advantage by deception

(1) A person is guilty of an offence if:
(a) the person, by a deception, dishonestly obtains a financial advantage
from another person; and
(b) the other person is a Commonwealth entity.

Penalty: Imprisonment for 10 years.

(2) Absolute liability applies to the paragraph (1)(b) element of the offence.
134.3 Geographical jurisdiction

Section 15.4 (extended geographical jurisdiction—category D) applies to each
offence against this Division.

Division 135—0ther offences involving fraudulent conduct
135.1 General dishonesty
135.2
Obtaining a gain
(1) A person is guilty of an offence if:
(a) the person does anything with the intention of dishonestly obtaining a
gain from another person; and
(b) the other person is a Commonwealth entity.
Penalty: Imprisonment for 5 years.

(2) In a prosecution for an offence against subsection (1), it is not necessary to
prove that the defendant knew that the other person was a Commonwealth
entity.

Causing a loss

(3) A person is guilty of an offence if:
(@) the person does anything with the intention of dishonestly causing a loss
to another person; and
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(b) the other person is a Commonwealth entity.
Penalty: Imprisonment for 5 years.

(4) In a prosecution for an offence against subsection (3), it is not necessary to
prove that the defendant knew that the other person was a Commonwealth
entity.

(5) A person is guilty of an offence if:
(a) the person dishonestly causes a loss, or dishonestly causes a risk of loss,
to another person; and
(b) the first-mentioned person knows or believes that the loss will occur or
that there is a substantial risk of the loss occurring; and
(c) the other person is a Commonwealth entity.

Penalty: Imprisonment for 5 years.

(6) Absolute liability applies to the paragraph (5)(c) element of the offence.
Influencing a Commonwealth public official

(7) A person is guilty of an offence if:
(a) the person does anything with the intention of dishonestly influencing a
public official in the exercise of the official’s duties as a public official; and
(b) the public official is a Commonwealth public official; and
(c) the duties are duties as a Commonwealth public official.
Penalty: Imprisonment for 5 years.

(8) In a prosecution for an offence against subsection (7), it is not necessary to
prove that the defendant knew:

(a) that the official was a Commonwealth public official; or

(b) that the duties were duties as a Commonwealth public official.

135.2 Obtaining financial advantage

(1) A person is guilty of an offence if:
(a) the person engages in conduct; and
(aa) as a result of that conduct, the person obtains a financial advantage for
himself or herself from another person; and
(ab) the person knows or believes that he or she is not eligible to receive that
financial advantage; and
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(b) the other person is a Commonwealth entity.
Penalty: Imprisonment for 12 months.

(1A) Absolute liability applies to the paragraph (1)(b) element of the offence.

(2) A person is guilty of an offence if:
(a) the person engages in conduct; and
(aa) as a result of that conduct, the person obtains a financial advantage for
another person from a third person; and
(ab) the person knows or believes that the other person is not eligible to
receive that financial advantage; and
(b) the third person is a Commonwealth entity.

Penalty: Imprisonment for 12 months.

(2A) Absolute liability applies to the paragraph (2)(b) element of the offence.

(3) For the purposes of subsection (2), a person is taken to have obtained a
financial advantage for another person from a Commonwealth entity if the
first-mentioned person induces the Commonwealth entity to do something that
results in the other person obtaining the financial advantage.

(4) The definition of obtaining in section 130.1 does not apply to this section.
135.3 Conspiracy to defraud

Obtaining a gain

(1) A person is guilty of an offence if:
(a) the person conspires with another person with the intention of
dishonestly obtaining a gain from a third person; and
(b) the third person is a Commonwealth entity.

Penalty: Imprisonment for 10 years.

(2) In a prosecution for an offence against subsection (1), it is not necessary to
prove that the defendant knew that the third person was a Commonwealth
entity.

Causing a loss

(3) A person is guilty of an offence if:
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(a) the person conspires with another person with the intention of
dishonestly causing a loss to a third person; and
(b) the third person is a Commonwealth entity.

Penalty: Imprisonment for 10 years.

(4) In a prosecution for an offence against subsection (3), it is not necessary to
prove that the defendant knew that the third person was a Commonwealth
entity.

(5) A person is guilty of an offence if:
(a) the person conspires with another person to dishonestly cause a loss, or
to dishonestly cause a risk of loss, to a third person; and
(b) the first-mentioned person knows or believes that the loss will occur or
that there is a substantial risk of the loss occurring; and
(c) the third person is a Commonwealth entity.

Penalty: Imprisonment for 10 years.

(6) In a prosecution for an offence against subsection (5), it is not necessary to
prove that the defendant knew that the third person was a Commonwealth
entity.

(7) A person is guilty of an offence if:
(a) the person conspires with another person with the intention of
dishonestly influencing a public official in the exercise of the official’s duties
as a public official; and
(b) the public official is a Commonwealth public official; and
(c) the duties are duties as a Commonwealth public official.

Penalty: Imprisonment for 10 years.

(8) In a prosecution for an offence against subsection (7), it is not necessary to
prove that the defendant knew:

(a) that the official was a Commonwealth public official; or

(b) that the duties were duties as a Commonwealth public official.
General provisions

(9) For a person to be guilty of an offence against this section:
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(a) the person must have entered into an agreement with one or more
other persons; and

(b) the person and at least one other party to the agreement must have
intended to do the thing pursuant to the agreement; and

(c) the person or at least one other party to the agreement must have
committed an overt act pursuant to the agreement.

(10) A person may be found guilty of an offence against this section even if:
(a) obtaining the gain, causing the loss, causing the risk of loss, or
influencing the Commonwealth public official, as the case may be, is
impossible; or
(b) the only other party to the agreement is a body corporate; or
(c) each other party to the agreement is a person who is not criminally
responsible; or
(d) subject to subsection (11), all other parties to the agreement have
been acquitted of the offence.

(11) A person cannot be found guilty of an offence against this section if:
(a) all other parties to the agreement have been acquitted of such an
offence; and
(b) a finding of guilt would be inconsistent with their acquittal.

(12) A person cannot be found guilty of an offence against this section if, before
the commission of an overt act pursuant to the agreement, the person:

(a) withdrew from the agreement; and

(b) took all reasonable steps to prevent the doing of the thing.

(13) A court may dismiss a charge of an offence against this section if the court
thinks that the interests of justice require the court to do so.

(14) Proceedings for an offence against this section must not be commenced
without the consent of the Director of Public Prosecutions. However, before the
necessary consent has been given, a person may be:

(a) arrested for an offence against this section; or

(b) charged with an offence against this section; or

(c) remanded in custody or released on bail in connection with an offence

against this section.
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135.5 Geographical jurisdiction
Section 15.4 (extended geographical jurisdiction—category D) applies to each
offence against this Division.

Title 3 — Content-related offences

Article 9 - Offences related to child pornography

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally and without right, the following conduct:

a producing child pornography for the purpose of its distribution
through a computer system;

b offering or making available child pornography through a
computer system;

C distributing or transmitting child pornography through a
computer system;

d procuring child pornography through a computer system for
oneself or for another person;

e possessing child pornography in a computer system or on a

computer-data storage medium.

2 For the purpose of paragraph 1 above, the term “child pornography” shall
include pornographic material that visually depicts:

a a minor engaged in sexually explicit conduct;

b a person appearing to be a minor engaged in sexually explicit
conduct;

C realistic images representing a minor engaged in sexually explicit
conduct

3 For the purpose of paragraph 2 above, the term “minor” shall include all
persons under 18 years of age. A Party may, however, require a lower age-
limit, which shall be not less than 16 years.

4 Each Party may reserve the right not to apply, in whole or in part,
paragraphs 1, sub-paragraphs d. and e, and 2, sub-paragraphs b. and c.

For. Art. 9(1)-

Sect. 474.19 of Criminal Code Act 1995 of Australia.
Using a carriage service for child pornography material

(1)

A person is guilty of an offence if:

(a) the person:

(i) uses a carriage service to access material; or

(ii) uses a carriage service to cause material to be transmitted to the person; or
(iii) uses a carriage service to transmit material; or

(iv) uses a carriage service to make material available; or

(v) uses a carriage service to publish or otherwise distribute material; and

(b) the material is child pornography material.

Penalty: Imprisonment for 10 years.

(2)

To avoid doubt, the following are the fault elements for the physical elements of
an offence against subsection (1):

(a) intention is the fault element for the conduct referred to in paragraph (1)(a);
(b) recklessness is the fault element for the circumstances referred to in
paragraph (1)(b).

Note: For the meaning of intention and recklessness see sections 5.2 and 5.4.
(3)

As well as the general defences provided for in Part 2.3, defences are provided
for under section 474.21 in relation to this section.

Sect. 474.20 of Criminal Code Act 1995 of Australia.

Possessing, controlling, producing, supplying or obtaining child
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pornography material for use through a carriage service

(1)A person is guilty of an offence if:

(a) the person:

(i) has possession or control of material; or

(ii) produces, supplies or obtains material; and

(b) the material is child pornography material; and

(c) the person has that possession or control, or engages in that production,
supply or obtaining, with the intention that the material be used:

(i) by that person; or

(i) by another person;

in committing an offence against section 474.19 (using a carriage service for
child pornography material).

Penalty: Imprisonment for 10 years.

(2)A person may be found guilty of an offence against subsection (1) even if
committing the offence against section 474.19 (using a carriage service for child
pornography material) is impossible.

(3) It is not an offence to attempt to commit an offence against subsection (1).

For Art. 9(2)

The Definitions in the Criminal Code Act 1995 “child pornography
material” of the Australian Federal Legislation (as amended in 2005)
child pornography material means:

(a) material that depicts a person, or a representation of a person, who is, or
appears to be, under 18 years of age and who:

(i) is engaged in, or appears to be engaged in, a sexual pose or sexual activity
(whether or not in the presence of other persons); or

(ii) is in the presence of a person who is engaged in, or appears to be engaged
in, a sexual pose or sexual activity; and does this in a way that reasonable
persons would regard as being, in all the circumstances, offensive; or

(b) material the dominant characteristic of which is the depiction, for a sexual
purpose, of:

(i) a sexual organ or the anal region of a person who is, or appears to be, under
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18 years of age; or

(i) a representation of such a sexual organ or anal region; or

(iii) the breasts, or a representation of the breasts, of a female person who is, or
appears to be, under 18 years of age; in a way that reasonable persons would
regard as being, in all the circumstances, offensive; or

(c) material that describes a person who is, or is implied to be, under 18 years
of age and who:

(i) is engaged in, or is implied to be engaged in, a sexual pose or sexual activity
(whether or not in the presence of other persons); or

(ii) is in the presence of a person who is engaged in, or is implied to be engaged
in, a sexual pose or sexual activity; and does this in a way that reasonable
persons would regard as being, in all the circumstances, offensive; or

(d) material that describes:

(i) a sexual organ or the anal region of a person who is, or is implied to be,
under 18 years of age; or

(ii) the breasts of a female person who is, or is implied to be, under 18 years of
age; and does this in a way that reasonable persons would regard as being, in
all the circumstances, offensive.

For Art. 9(3)- The Definitions in the Criminal Code Act 1995, “child
abuse material” (a/i) of the Australian Federal Legislation (as amended
in 2005).

child abuse material means:

(a) material that depicts a person, or a representation of a person, who:
(i) is, or appears to be, under 18 years of age; and

For Art. 9(4)- Sect. 474.21 of Criminal Code Act 1995 of Australia
Defences in respect of child pornography material

(1)A person is not criminally responsible for an offence against section 474.19
(using a carriage service for child pornography material) or 474.20 (possessing
etc. child pornography material for use through a carriage service) because of
engaging in particular conduct if the conduct:

(a) is of public benefit; and

(b) does not extend beyond what is of public benefit.
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In determining whether the person is, under this subsection, not criminally
responsible for the offence, the question whether the conduct is of public benefit
is a question of fact and the person's motives in engaging in the conduct are
irrelevant.

Note: A defendant bears an evidential burden in relation to the matter in this
subsection, see subsection 13.3(3).

(2)For the purposes of subsection (1), conduct is of public benefit if, and only if,
the conduct is necessary for or of assistance in:

(a) enforcing a law of the Commonwealth, a State or a Territory; or

(b) monitoring compliance with, or investigating a contravention of, a law of the
Commonwealth, a State or a Territory; or

(c) the administration of justice; or

(d) conducting scientific, medical or educational research that has been
approved by the Minister in writing for the purposes of this section.

(3)A person is not criminally responsible for an offence against section 474.19
(using a carriage service for child pornography material) or 474.20 (possessing
etc. child pornography material for use through a carriage service) if:

(a) the person is, at the time of the offence, a law enforcement officer, or an
intelligence or security officer, acting in the course of his or her duties; and

(b) the conduct of the person is reasonable in the circumstances for the purpose
of performing that duty.

Note: A defendant bears an evidential burden in relation to the matter in this
subsection, see subsection 13.3(3).

(4)A person is not criminally responsible for an offence against section 474.19
(using a carriage service for child pornography material) or 474.20 (possessing
etc. child pornography material for use through a carriage service) if the person
engages in the conduct in good faith for the sole purpose of:

(a) assisting the Australian Communications and Media Authority to detect:

(i) prohibited content (within the meaning of Schedule 5 to the Broadcasting
Services Act

1992); or
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(ii) potential prohibited content (within the meaning of that Schedule); in the
performance of the Authority's functions under that Schedule; or

(b) manufacturing or developing, or updating, content filtering technology
(including software) in accordance with:

(i) a recognised alternative access-prevention arrangement (within the meaning
of clause 40 of Schedule 5 to the Broadcasting Services Act 1992); or

(i) a designated alternative access-prevention arrangement (within the meaning
of clause 60 of that Schedule).

Note: A defendant bears an evidential burden in relation to the matter in this
subsection, see subsection 13.3(3).

Title 4 — Offences related to infringements of copyright and related rights

Article 10 - Offences related to infringements of copyright and
related rights

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law the
infringement of copyright, as defined under the law of that Party, pursuant
to the obligations it has undertaken under the Paris Act of 24 July 1971
revising the Bern Convention for the Protection of Literary and Artistic
Works, the Agreement on Trade-Related Aspects of Intellectual Property
Rights and the WIPO Copyright Treaty, with the exception of any moral
rights conferred by such conventions, where such acts are committed
wilfully, on a commercial scale and by means of a computer system.

2 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law the
infringement of related rights, as defined under the law of that Party,
pursuant to the obligations it has undertaken under the International
Convention for the Protection of Performers, Producers of Phonograms and
Broadcasting Organisations (Rome Convention), the Agreement on Trade-
Related Aspects of Intellectual Property Rights and the WIPO Performances
and Phonograms Treaty, with the exception of any moral rights conferred by
such conventions, where such acts are committed wilfully, on a commercial
scale and by means of a computer system.

3 A Party may reserve the right not to impose criminal liability under
paragraphs 1 and 2 of this article in limited circumstances, provided that

For Art. 10(1)- Sec. 47G of Copyright Act 1968 of Australia.
Unauthorised use of copies or information
(1) If:
(a) a reproduction or adaptation of a literary work that is a computer program
is made under a prescribed provision; and
(b) the reproduction or adaptation, or any information derived from it, is,
without the consent of the owner of the copyright in the computer program,
used, or sold or otherwise supplied to a person, for a purpose other than a
purpose specified in the prescribed provision;
the prescribed provision does not apply, and is taken never to have applied, to
the making of the reproduction or adaptation.
(2) For the purposes of this section, sections 47B, 47C, 47D, 47E and 47F are
prescribed provisions.

For Art. 1(2)- Sec. 91 of Copyright Act 1968 of Australia.

Television broadcasts and sound broadcasts in which copyright subsists

Subject to this Act, copyright subsists in a television broadcast or sound

broadcast made from a place in Australia:

(@) under the authority of a licence or a class licence under the Broadcasting
Services Act 1992 ; or

(b) by the Australian Broadcasting Corporation or the Special Broadcasting
Service Corporation.
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other effective remedies are available and that such reservation does not
derogate from the Party’s international obligations set forth in the
international instruments referred to in paragraphs 1 and 2 of this article.

See also Sec. 116B Removal or alteration of electronic rights
management information

(1) This section applies if:
(a) either:
(i) a person removes, from a copy of a work or other subject-matter in which
copyright subsists, any electronic rights management information that relates
to the work or other subject-matter; or
(ii) a person alters any electronic rights management information that relates
to a work or other subject-matter in which copyright subsists; and
(b) the person does so without the permission of the owner or exclusive
licensee of the copyright; and
(c) the person knew, or ought reasonably to have known, that the removal or
alteration would induce, enable, facilitate or conceal an infringement of the
copyright in the work or other subject-matter.

(2) If this section applies, the owner or exclusive licensee of the copyright may
bring an action against the person.

(3) In an action under subsection (2), it must be presumed that the defendant
knew, or ought reasonably to have known, that the removal or alteration to
which the action relates would have the effect referred to in paragraph (1)(c)
unless the defendant proves otherwise.

Sec. 116C Distribution to the public etc. of works whose electronic
rights management information has been removed or altered
(1) This section applies if:

(a) a person does any of the following acts in relation to a work or other
subject-matter in which copyright subsists without the permission of the owner
or exclusive licensee of the copyright:
(i) distributes a copy of the work or other subject-matter to the public;
(ii) imports into Australia a copy of the work or other subject-matter for
distribution to the pubilic;
(iii) communicates a copy of the work or other subject-matter to the public;
and
(b) either:
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(i) any electronic rights management information that relates to the work or
other subject-matter has been removed from the copy of the work or
subject-matter; or
(ii) any electronic rights management information that relates to the work or
other subject-matter has been altered; and
(c) the person knew that the electronic rights management information had
been so removed or altered without the permission of the owner or exclusive
licensee of the copyright; and
(d) the person knew, or ought reasonably to have known, that the act referred
to in paragraph (a) that was done by the person would induce, enable, facilitate
or conceal an infringement of the copyright in the work or other subject-matter.

(2) If this section applies, the owner or exclusive licensee of the copyright may
bring an action against the person.

(3) In an action under subsection (2), it must be presumed that the defendant:
(a) had the knowledge referred to in paragraph (1)(c); and

(b) knew, or ought reasonably to have known, that the doing of the act to
which the action relates would have the effect referred to in paragraph (1)(d);
unless the defendant proves otherwise.

Sec. 132AC(1/d) Commercial-scale infringement prejudicing copyright
owner

Indictable offence

(1) A person commits an offence if:

(d) the infringement or infringements occur on a commercial scale.

Sec. 132AD(1/a/iii) of Copyright Act 1968 of Australia. Making
infringing copy commercially
Indictable offence
(1) A person commits an offence if:
(a) the person makes an article, with the intention of:
(iii) obtaining a commercial advantage or profit; and

Sec.132AD(2 Note 2) of Copyright Act 1968 of Australia.
Commercial-scale infringement prejudicing copyright owner
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Indictable offence

(2) An offence against subsection (1) is punishable on conviction by a fine of
not more than 550 penalty units or imprisonment for not more than 5 years, or
both.

Note 2: If the infringing copy was made by converting the work or other
subject-matter from a hard copy or analog form into a digital or other electronic
machine-readable form, there is an aggravated offence with a higher maximum
penalty under section 132AK.

Section 132 AM Copyright Act 1968 of Australia, Advertising supply of
infringing copy
Summary offence

(1) A person commits an offence if:

(a) the person, by any means, publishes, or causes to be published, an
advertisement for the supply in Australia of a copy (whether from within or
outside Australia) of a work or other subject-matter; and

(b) the copy is, or will be, an infringing copy.

Penalty: 30 penalty units or imprisonment for 6 months, or both.

Location of supply of copy by communication resulting in creation of copy

(2) For the purposes of this section, a communication of a work or other
subject-matter that, when received and recorded, will result in the creation of a
copy of the work or other subject-matter is taken to constitute the supply of a
copy of the work or other subject-matter at the place where the copy will be
created.

Section 132 AN Copyright Act 1968 of Australia, Causing work to be
performed publicly

Indictable offence

(1) A person commits an offence if:

(a) the person causes a literary, dramatic or musical work to be performed; and
(b) the performance is in public at a place of public entertainment; and

(c) the performance infringes copyright in the work.
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(2) An offence against subsection (1) is punishable on conviction by a fine of
not more than 550 penalty units or imprisonment for not more than 5 years, or
both.

Note: A corporation may be fined up to 5 times the amount of the maximum
fine (see subsection 4B(3) of the Crimes Act 1914 ).

Summary offence

(3) A person commits an offence if:

(a) the person causes a literary, dramatic or musical work to be performed; and
(b) the performance is in public at a place of public entertainment; and

(c) the performance infringes copyright in the work and the person is negligent
as to that fact.

Penalty: 120 penalty units or imprisonment for 2 years, or both.

(4) An offence against subsection (3) is a summary offence, despite section 4G
of the Crimes Act 1914 .

Section 132A0 of the Copyright Act 1968 of Australia, Causing recording
or film to be heard or seen in public

Indictable offence
(1) A person commits an offence if:
(a) the person causes:
(i) a sound recording to be heard; or
(ii) images from a cinematograph film to be seen; or
(iii) sound from a cinematograph film to be heard; and
(b) the hearing or seeing occurs in public at a place of public entertainment;
and
(c) causing the hearing or seeing infringes copyright in the recording or film.

(2) An offence against subsection (1) is punishable on conviction by a fine of
not more than 550 penalty units or imprisonment for not more than 5 years, or
both.

Note: A corporation may be fined up to 5 times the amount of the maximum
fine (see subsection 4B(3) of the Crimes Act 1914 ).
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Summary offence
(3) A person commits an offence if:
(a) the person causes:
(i) a sound recording to be heard; or
(ii) images from a cinematograph film to be seen; or
(iii) sound from a cinematograph film to be heard; and
(b) the hearing or seeing occurs in public at a place of public entertainment; and
(c) causing the hearing or seeing infringes copyright in the recording or film and
the person is negligent as to that fact.
Penalty: 120 penalty units or imprisonment for 2 years, or both.

(4) An offence against subsection (3) is a summary offence, despite section 4G
of the Crimes Act 1914 .

Strict liability offence

5) A person commits an offence if:
(a) the person causes:

(ii) images from a cinematograph film to be seen; or

(iii) sound from a cinematograph film to be heard; and
(b) the hearing or seeing occurs in public at a place of public entertainment;
and
(c) causing the hearing or seeing infringes copyright in the recording or film.
Penalty: 60 penalty units.

6) Subsection (5) is an offence of strict liability.
Note: For strict liability, see section 6.1 of the Criminal Code

Section 132 APA of the Copyright Act 1968 of Australia

Definitions

In this Subdivision, computer program has the same meaning as in
section 47AB.

Section 132APB of the Copyright Act 1968 of Australia

Interaction of this Subdivision with Part VAA

This Subdivision does not apply to encoded broadcasts (within the meaning of
Part VAA).
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Section 132APC of the Copyright Act 1968 of Australia

Circumventing an access control technological protection measure

(1) A person commits an offence if:

(a) the person engages in conduct; and

(b) the conduct results in the circumvention of a technological protection
measure; and

(c) the technological protection measure is an access control technological
protection measure; and

(d) the person engages in the conduct with the intention of obtaining a
commercial advantage or profit.

Penalty: 60 penalty units.

Defence--permission

(2) Subsection (1) does not apply to the person if the person has the
permission of the copyright owner or exclusive licensee to circumvent the access
control technological protection measure.

Note: A defendant bears an evidential burden in relation to the matter in
subsection (2) (see subsection 13.3(3) of the Criminal Code ).

Defence--interoperability

(3) Subsection (1) does not apply to the person if:
(a) the person circumvents the access control technological protection measure
to enable the person to do an act; and
(b) the act:
(i) relates to a copy of a computer program (the original program ) that is
not an infringing copy and that was lawfully obtained; and
(ii) will not infringe the copyright in the original program; and
(iia) relates to elements of the original program that will not be readily
available to the person when the circumvention occurs; and
(iii) will be done for the sole purpose of achieving interoperability of an
independently created computer program with the original program or any
other program.
Note: A defendant bears an evidential burden in relation to the matter in
subsection (3) (see subsection 13.3(3) of the Criminal Code ).
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Defence--encryption research

(4) Subsection (1) does not apply to the person if:
(a) the person circumvents the access control technological protection measure
to enable:
(i) the person; or
(ii) if the person is a body corporate--an emptogé the person; to do
act; and
(b) the act:
(i) relates to a copy of a work or other subject-matter that is not an
infringing copy and that was lawfully obtained; and
(ii) will not infringe the copyright in the work or other subject-matter; and
(iii) will be done for the sole purpose of identifying and analysing flaws and
vulnerabilities of encryption technology; and
(c) the person or employee is:
(i) engaged in a course of study at an educational institution in the field of
encryption technology; or
(ii) employed, trained or experienced in the field of encryption technology;
and
(d) the person or employee:
(i) has obtained permission from the owner or exclusive licensee of the
copyright to do the act; or
(ii) has made, or will make, a good faith effort to obtain such permission.
In this subsection, encryption technology means the scrambling and
descrambling of information using mathematical formulas or algorithms.
Note: A defendant bears an evidential burden in relation to the matter in
subsection (4) (see subsection 13.3(3) of the Criminal Code ).
Defence--computer security testing
(5) Subsection (1) does not apply to the person if:
(a) the person circumvents the access control technological protection measure
to enable the person to do an act; and
b) the act:
(i) relates to a copy of a computer program that is not an infringing copy;
and
(ii) will not infringe the copyright in the computer program; and
(iii) will be done for the sole purpose of testing, investigating or correcting

AN

the security of a computer, computer system or computer network; and
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(iv) will be done with the permission of the owner of the computer, computer
system or computer network.
Note: A defendant bears an evidential burden in relation to the matter in
subsection (5) (see subsection 13.3(3) of the Criminal Code ).

Defence--online privacy

(6) Subsection (1) does not apply to the person if:
(a) the person circumvents the access control technological protection measure
to enable the person to do an act; and
(b) the act:
(i) relates to a copy of a work or other subject-matter that is not an
infringing copy; and
(ii) will not infringe the copyright in the work or other subject-matter; and
(iii) will be done for the sole purpose of identifying and disabling an
undisclosed capability to collect or disseminate personally identifying
information about the online activities of a natural person; and
(iv) will not affect the ability of the person or any other person to gain access
to the work or other subject-matter or any other work or subject-matter.
Note: A defendant bears an evidential burden in relation to the matter in
subsection (6) (see subsection 13.3(3) of the Criminal Code ).

Defence--law enforcement and national security

(7) Subsection (1) does not apply in relation to anything lawfully done for the
purposes of:

(a) law enforcement; or

(b) national security; or

(c) performing a statutory function, power or duty;

by or on behalf of the Commonwealth, a State or a Territory, or an authority of
one of those bodies.

Note: A defendant bears an evidential burden in relation to the matter in
subsection (7) (see subsection 13.3(3) of the Criminal Code ).

Defence--libraries etc.

(8) Subsection (1) does not apply in respect of anything lawfully done by the
following bodies in performing their functions:
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(a) a library (other than a library that is conducted for the profit, direct or
indirect, of an individual or individuals);
(b) a body mentioned in:

(i) paragraph (a) of the definition of archives in subsection 10(1); or

(ii) subsection 10(4);
(c) an educational institution;
d) a public non-commercial broadcaster (including a body that provides a
national broadcasting service, within the meaning of the Broadcasting Services
Act 1992, and a body that holds a community broadcasting licence within the
meaning of that Act).
Note 1: A library that is owned by a person conducting a business for profit
might not itself be conducted for profit (see section 18).
Note 2: A defendant bears an evidential burden in relation to the matter in
subsection (8) (see subsection 13.3(3) of the Criminal Code ).
(8A) This section does not apply in respect of anything lawfully done by a
person in connection with a work or other subject-matter if:
(a) the person has custody of the work or other subject-matter under an
arrangement referred to in section 64 of the Archives Act 1983 ; and
(b) wunder subsection (8), it would be lawful for the National Archives of
Australia to do that thing.
Note: A defendant bears an evidential burden in relation to the matter in
subsection (8A) (see subsection 13.3(3) of the Criminal Code ).

Defence--prescribed acts

(9) Subsection (1) does not apply to the person if:

(a) the person circumvents the access control technological protection measure
to enable the person to do an act; and

(b) the act will not infringe the copyright in a work or other subject-matter; and
(c) the doing of the act by the person is prescribed by the regulations.

Note 1: A defendant bears an evidential burden in relation to the matter in
subsection (9) (see subsection 13.3(3) of the Criminal Code ).

Note 2: For the making of regulations prescribing the doing of an act by a
person, see section 249.

Section 132 APD of the Copyright Act 1968, Manufacturing etc. a
circumvention device for a technological p Section rotection measure
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(1) A person commits an offence if:
(a) the person does any of the following acts with a device:
(i) manufactures it with the intention of providing it to another person;
(ii) imports it into Australia with the intention of providing it to another
person;
(iii) distributes it to another person;
(iv) offers it to the public;
(v) provides it to another person;
(vi) communicates it to another person; and
(b) the person does the act with the intention of obtaining a commercial
advantage or profit; and
(c) the device is a circumvention device for a technological protection measure.
Penalty: 550 penalty units or imprisonment for 5 years, or both.
Defence--no promotion, advertising etc.

(2) Subsection (1) does not apply to the person if:
(a) the device is a circumvention device for the technological protection
measure only because it was promoted, advertised or marketed as having the
purpose of circumventing the technological protection measure; and
(b) both of the following apply:
(i) the person did not do such promoting, advertising or marketing;
(ii) the person did not direct or request (expressly or impliedly) another
person to do such promoting, advertising or marketing.
Note: A defendant bears an evidential burden in relation to the matter in
subsection (2) (see subsection 13.3(3) of the Criminal Code ).
Defence--interoperability

(3) Subsection (1) does not apply to the person if:
(a) the circumvention device will be used to circumvent the technological
protection measure to enable the doing of an act; and
(b) the act:
(i) relates to a copy of a computer program (the original program ) that is
not an infringing copy and that was lawfully obtained; and
(ii) will not infringe the copyright in the original program; and
(iia) relates to elements of the original program that will not be readily
available to the person doing the act when the circumvention occurs; and
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(iii) will be done for the sole purpose of achieving interoperability of an
independently created computer program with the original program or any
other program.
Note: A defendant bears an evidential burden in relation to the matter in
subsection (3) (see subsection 13.3(3) of the Criminal Code ).
Defence--encryption research

(4) Subsection (1) does not apply to the person if:
(a) the technological protection measure is an access control technological
protection measure; and
(b) the circumvention device will be used to circumvent the access control
technological protection measure to enable a person (the researcher ) to do an
act; and
(c) the act:
(i) relates to a copy of a work or other subject-matter that is not an
infringing copy and that was lawfully obtained; and
(ii) will not infringe the copyright in the work or other subject-matter; and
(iii) will be done for the sole purpose of identifying and analysing flaws and
vulnerabilities of encryption technology; and
(d) the researcher is:
(i) engaged in a course of study at an educational institution in the field of
encryption technology; or
(ii) employed, trained or experienced in the field of encryption technology;
and
(e) the researcher:
(i) has obtained permission from the owner or exclusive licensee of the
copyright to do the act; or
(ii) has made, or will make, a good faith effort to obtain such permission.
In this subsection, encryption technology means the scrambling and
descrambling of information using mathematical formulas or algorithms.
Note: A defendant bears an evidential burden in relation to the matter in
subsection (4) (see subsection 13.3(3) of the Criminal Code ).
Defence--computer security testing

(5) Subsection (1) does not apply to the person if:
(a) the technological protection measure is an access control technological
protection measure; and
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(b) the circumvention device will be used to circumvent the access control
technological protection measure to enable the doing of an act; and
(c) the act:
(i) relates to a copy of a computer program that is not an infringing copy; and
(ii) will not infringe the copyright in the computer program; and
(iii) will be done for the sole purpose of testing, investigating or correcting the
security of a computer, computer system or computer network; and
(iv) will be done with the permission of the owner of the computer, computer
system or computer network.
Note: A defendant bears an evidential burden in relation to the matter in
subsection (5) (see subsection 13.3(3) of the Criminal Code ).
Defence--law enforcement and national security

(6) Subsection (1) does not apply in relation to anything lawfully done for the
purposes of:

(a) law enforcement; or

(b) national security; or

(c) performing a statutory function, power or duty;

by or on behalf of the Commonwealth, a State or a Territory, or an authority of
one of those bodies.

Note: A defendant bears an evidential burden in relation to the matter in
subsection (6) (see subsection 13.3(3) of the Criminal Code ).

Defence--libraries etc.

(7) Subsection (1) does not apply in respect of anything lawfully done by the
following bodies in performing their functions:
(a) a library (other than a library that is conducted for the profit, direct or
indirect, of an individual or individuals);
(b) a body mentioned in:

(i) paragraph (a) of the definition of archives in subsection 10(1); or

(ii) subsection 10(4);
(c) an educational institution;
(d) a public non-commercial broadcaster (including a body that provides a
national broadcasting service, within the meaning of the Broadcasting Services
Act 1992, and a body that holds a community broadcasting licence within the
meaning of that Act).
Note 1: A library that is owned by a person conducting a business for profit
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might not itself be conducted for profit (see section 18).
Note 2: A defendant bears an evidential burden in relation to the matter in
subsection (7) (see subsection 13.3(3) of the Criminal Code ).

(8) This section does not apply in respect of anything lawfully done by a person
in connection with a work or other subject-matter if:

a) the person has custody of the work or other subject-matter under an
arrangement referred to in section 64 of the Archives Act 1983 ; and

(b) wunder subsection (7), it would be lawful for the National Archives of
Australia to do that thing.

Note: A defendant bears an evidential burden in relation to the matter in
subsection (8) (see subsection 13.3(3) of the Criminal Code ).

Section 132APE of the Copyright Act 1968

Providing etc. a circumvention service for a technological protection measure
(1) A person commits an offence if:
a) the person:
(i) provides a service to another person; or
(ii) offers a service to the public; and
(b) the person does so with the intention of obtaining a commercial advantage
or profit; and
(c) the service is a circumvention service for a technological protection
measure.
Penalty: 550 penalty units or imprisonment for 5 years, or both.

Defence--no promotion, advertising etc.

(2) Subsection (1) does not apply to the person if:
(a) the service is a circumvention service for the technological protection
measure only because it was promoted, advertised or marketed as having the
purpose of circumventing the technological protection measure; and
(b) both of the following apply:
(i) the person did not do such promoting, advertising or marketing;
(ii) the person did not direct or request (expressly or impliedly) another
person to do such promoting, advertising or marketing.
Note: A defendant bears an evidential burden in relation to the matter in
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subsection (2) (see subsection 13.3(3) of the Criminal Code ).
Defence--interoperability

(3) Subsection (1) does not apply to the person if:
(a) the circumvention service will be used to circumvent a technological
protection measure to enable the doing of an act; and
(b) the act:
(i) relates to a copy of a computer program (the original program ) that is
not an infringing copy and that was lawfully obtained; and
(ii) will not infringe the copyright in the original program; and
(iia) relates to elements of the original program that will not be readily
available to the person doing the act when the circumvention occurs; and
(iii) will be done for the sole purpose of achieving interoperability of an
independently created computer program with the original program or any
other program.
Note: A defendant bears an evidential burden in relation to the matter in
subsection (3) (see subsection 13.3(3) of the Criminal Code ).

Defence--encryption research

(4) Subsection (1) does not apply to the person if:
(a) the technological protection measure is an access control technological
protection measure; and
(b) the circumvention service will be used to circumvent the access control
technological protection measure to enable a person (the researcher ) to do an
act; and
(c) the act:
(i) relates to a copy of a work or other subject-matter that is not an
infringing copy and that was lawfully obtained; and
(ii) will not infringe the copyright in the work or other subject-matter; and
(iii) will be done for the sole purpose of identifying and analysing flaws and
vulnerabilities of encryption technology; and
(d) the researcher is:
(i) engaged in a course of study at an educational institution in the field of
encryption technology; or
(ii) employed, trained or experienced in the field of encryption technology;
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and
(e) the researcher:
(i) has obtained permission from the owner or exclusive licensee of the
copyright to do the act; or
(ii) has made, or will make, a good faith effort to obtain such permission.
In this subsection, encryption technology means the scrambling and
descrambling of information using mathematical formulas or algorithms.
Note: A defendant bears an evidential burden in relation to the matter in
subsection (4) (see subsection 13.3(3) of the Criminal Code ).

Defence--computer security testing

(5) Subsection (1) does not apply to the person if:
(a) the technological protection measure is an access control technological
protection measure; and
(b) the circumvention service will be used to circumvent the access control
technological protection measure to enable the doing of an act; and
(c) the act:
(i) relates to a copy of a computer program that is not an infringing copy;
and
(ii) will not infringe the copyright in the computer program; and
(iii) will be done for the sole purpose of testing, investigating or correcting
the security of a computer, computer system or computer network; and
(iv) will be done with the permission of the owner of the computer, computer
system or computer network.
Note: A defendant bears an evidential burden in relation to the matter in
subsection (5) (see subsection 13.3(3) of the Criminal Code ).
Defence--law enforcement and national security
(6) Subsection (1) does not apply in relation to anything lawfully done for the
purposes of:
(a) law enforcement; or
(b) national security; or
(c) performing a statutory function, power or duty;
by or on behalf of the Commonwealth, a State or a Territory, or an authority of
one of those bodies.
Note: A defendant bears an evidential burden in relation to the matter in
subsection (6) (see subsection 13.3(3) of the Criminal Code ).

55




Defence--libraries etc.

(7) Subsection (1) does not apply in respect of anything lawfully done by the
following bodies in performing their functions:
(a) a library (other than a library that is conducted for the profit, direct or
indirect, of an individual or individuals);
(b) a body mentioned in:

(i) paragraph (a) of the definition of archives in subsection 10(1); or

(ii) subsection 10(4);
(c) an educational institution;
(d) a public non-commercial broadcaster (including a body that provides a
national broadcasting service, within the meaning of the Broadcasting Services
Act 1992, and a body that holds a community broadcasting licence within the
meaning of that Act).
Note 1: A library that is owned by a person conducting a business for profit
might not itself be conducted for profit (see section 18).
Note 2: A defendant bears an evidential burden in relation to the matter in
subsection (7) (see subsection 13.3(3) of the Criminal Code ).

(8) This section does not apply in respect of anything lawfully done by a person
in connection with a work or other subject-matter if:

(a) the person has custody of the work or other subject-matter under an
arrangement referred to in section 64 of the Archives Act 1983 ; and

(b) wunder subsection (7), it would be lawful for the National Archives of
Australia to do that thing.

Note: A defendant bears an evidential burden in relation to the matter in
subsection (8) (see subsection 13.3(3) of the Criminal Code ).

Title 5 — Ancillary

liability and sanctions

Article 11 — Attempt and aiding or abetting

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, aiding or abetting the commission of any of the
offences established in accordance with Articles 2 through 10 of the present
Convention with intent that such offence be committed.

2 Each Party shall adopt such legislative and other measures as may be

For Art. 11(2)

Art. 477.1 (8) of Criminal Code Act 1995 (Act n°12 of 1995) of Australia
Unauthorised access, modification or impairment with intent

to commit a serious offence

No offence of attempt

(8) It is not an offence to attempt to commit an offence against this section.
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necessary to establish as criminal offences under its domestic law, when
committed intentionally, an attempt to commit any of the offences
established in accordance with Articles 3 through 5, 7, 8, and 9.1.a and c. of
this Convention.

3 Each Party may reserve the right not to apply, in whole or in part,
paragraph 2 of this article.

Art. 478.3(3) of Criminal Code Act 1995 (Act n°12 of 1995) of Australia
Possession or control of data with intent to commit a computer

offence

No offence of attempt

(3) It is not an offence to attempt to commit an offence against this section.

Art. 478.4(3) of Criminal Code Act 1995 (Act n°12 of 1995) of Australia

Pr

oducing, supplying or obtaining data with intent to commit

a computer offence
No offence of attempt
(3) It is not an offence to attempt to commit an offence against this section.

Section 7 of TIA Act

Te

lecommunications not to be intercepted

(1) A person shall not:

(a) intercept;

(b) authorize, suffer or permit another person to intercept; or

(c) do any act or thing that will enable him or her or another person to
intercept; a communication passing over a telecommunications system.

(2) Subsection (1) does not apply to or in relation to:

(a) an act or thing done by an employee of a carrier in the course of his or her

du

ties for or in connection with:

(i) the installation of any line, or the installation of any equipment, used or
intended for use in connection with a telecommunications service; or

(ii) the operation or maintenance of a telecommunications system; or

(iii) the identifying or tracing of any person who has contravened, or is
suspected of having contravened or being likely to contravene, a provision of
Part 10.6 of the Criminal Code;

where it is reasonably necessary for the employee to do that act or thing in
order to perform those duties effectively; or
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(aa) the interception of a communication by another person lawfully
engaged in duties relating to the installation, connection or maintenance
of equipment or a line, where it is reasonably necessary for the person
to intercept the communication in order to perform those duties
effectively; or

(aaa) the interception of a communication by a person if:

(i) the person is authorised, in writing, by a responsible person
for a computer network to engage in network protection duties
in relation to the network; and

(ii) it is reasonably necessary for the person to intercept the
communication in order to perform those duties effectively; or

(ab) the interception of a communication by a person lawfully engaged
in duties relating to the installation, connection or maintenance of
equipment used, or to be used, for the interception of communications
under warrants; or

(ac) the interception of a communication where the interception
results from, or is incidental to, action taken by an officer of the
Organisation, in the lawful performance of his or her duties, for the
purpose of:

(i) discovering whether a listening device is being used at, or
in relation to, a particular place; or

(ii) determining the location of a listening device; or
(b) the interception of a communication under a warrant; or

(c) the interception of a communication pursuant to a request made, or
purporting to be made, under subsection 30(1) or (2); or

(d) the interception of a communication under an authorisation under
section 31A.

(2A) For the purposes of paragraphs (2)(a), (aa) and (aaa), in determining
whether an act or thing done by a person was reasonably necessary in order for
the person to perform his or her duties effectively, a court is to have regard to
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such matters (if any) as are specified in, or ascertained in accordance with, the
regulations.

(3) Paragraph (2)(aaa) does not apply to a voice communication in the form of
speech (including a communication that involves a recorded or synthetic voice).

(4) Subsection (1) does not apply to, or in relation to, an act done by an officer
of an agency in relation to a communication if the following conditions are
satisfied:

(a) the officer or another officer of the agency is a party to the communication;
and

(b) there are reasonable grounds for suspecting that another party to the
communication has:

(i) done an act that has resulted, or may result, in loss of life or the infliction
of serious personal injury; or

(ii) threatened to kill or seriously injure another person or to cause serious
damage to property; or

(iii) threatened to take his or her own life or to do an act that would or may
endanger his or her own life or create a serious threat to his or her health or
safety; and

(c) because of the urgency of the need for the act to be done, it is not
reasonably practicable for an application for a Part 2-5 warrant to be made.

(5) Subsection (1) does not apply to, or in relation to, an act done by an officer
of an agency in relation to a communication if the following conditions are
satisfied:

(a) the person to whom the communication is directed has consented to the
doing of the act; and

(b) there are reasonable grounds for believing that that person is likely to
receive a communication from a person who has:

(i) done an act that has resulted, or may result, in loss of life or the infliction
of serious personal injury; or
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(ii) threatened to kill or seriously injure another person or to cause serious
damage to property; or

(iii) threatened to take his or her own life or to do an act that would or may
endanger his or her own life or create a serious threat to his or her health or
safety; and

(c) because of the urgency of the need for the act to be done, it is not
reasonably practicable for an application for a Part 2-5 warrant to be made.

(6) As soon as practicable after the doing of an act in relation to a
communication under the provisions of subsection (4) or (5), an officer of the
agency which is concerned with the communication shall cause an application for
a Part 2-5 warrant to be made in relation to the matter.

(6A) Subsection (6) does not apply if action has been taken under
subsection (4) or (5) to intercept a communication, or cause it to be intercepted,
and the action has ceased before it is practicable for an application for a Part 2-5
warrant to be made.

(7) Where after considering an application made in relation to a matter arising
under subsections (4) or (5) and (6) a Judge or nominated AAT member does
not issue a warrant in relation to the application, the chief officer of the agency
concerned shall ensure that no further action is taken by the agency to intercept
the communication or to cause it to be intercepted.

(8) Subsections (4), (5), (6) and (7) only apply where the agency concerned is:
(a) the Australian Federal Police; or

(b) the Police Force of a State.

(9) The doing of an act mentioned in subparagraph (4)(b)(ii) or (iii) or (5)(b)(ii)
or (iii) in a particular case is taken to constitute a serious offence, even if it

would not constitute a serious offence apart from this subsection.

Note: See subsection (6). A Part 2-5 warrant can only be issued for the
purposes of an investigation relating to the commission of a serious offence.

(10) Subsection (9) has effect only to the extent necessary:
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(a) to enable an application to be made for the purposes of subsection (6); and

(b) to enable a decision to be made on such an application and, if a Judge so
decides, a Part 2-5 warrant to be issued; and

(c) to enable this Act to operate in relation to a Part 2-5 warrant issued on such
an application.

Article 12 - Corporate liability

1 Each Party shall adopt such legislative and other measures as may be
necessary to ensure that legal persons can be held liable for a criminal
offence established in accordance with this Convention, committed for their
benefit by any natural person, acting either individually or as part of an
organ of the legal person, who has a leading position within it, based on:

a a power of representation of the legal person;
b an authority to take decisions on behalf of the legal person;
C an authority to exercise control within the legal person.

2 In addition to the cases already provided for in paragraph 1 of this article,
each Party shall take the measures necessary to ensure that a legal person
can be held liable where the lack of supervision or control by a natural
person referred to in paragraph 1 has made possible the commission of a
criminal offence established in accordance with this Convention for the
benefit of that legal person by a natural person acting under its authority.

3 Subject to the legal principles of the Party, the liability of a legal person
may be criminal, civil or administrative.

4 Such liability shall be without prejudice to the criminal liability of the
natural persons who have committed the offence.

Part 2.5—Corporate criminal responsibility

Division 12

12.1 General principles

(1) This Code applies to bodies corporate in the same way as it applies
to individuals. It so applies with such modifications as are set out in this
Part, and with such other modifications as are made necessary by the
fact that criminal liability is being imposed on bodies corporate rather
than individuals.

(2) A body corporate may be found guilty of any offence, including one
punishable by imprisonment.

Note: Section 4B of the Crimes Act 1914 enables a fine to be imposed for
offences that only specify imprisonment as a penalty.

12.2 Physical elements

If a physical element of an offence is committed by an employee, agent or
officer of a body corporate acting within the actual or apparent scope of his or
her employment, or within his or her actual or apparent authority, the physical
element must also be attributed to the body corporate.

12.3 Fault elements other than negligence
(1) If intention, knowledge or recklessness is a fault element in relation to a
physical element of an offence, that fault element must be attributed to a body
corporate that expressly, tacitly or impliedly authorised or permitted the
commission of the offence.
(2) The means by which such an authorisation or permission may be
established include:
(a) proving that the body corporate’s board of directors intentionally,
knowingly or recklessly carried out the relevant conduct, or expressly, tacitly
or impliedly authorised or permitted the commission of the offence; or
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(b) proving that a high managerial agent of the body corporate intentionally,
knowingly or recklessly engaged in the relevant conduct, or expressly, tacitly
or impliedly authorised or permitted the commission of the offence; or
(c) proving that a corporate culture existed within the body corporate that
directed, encouraged, tolerated or led to non-compliance with the relevant
provision; or
(d) proving that the body corporate failed to create and maintain a
corporate culture that required compliance with the relevant provision.
(3) Paragraph (2)(b) does not apply if the body corporate proves that it
exercised due diligence to prevent the conduct, or the authorisation or
permission.
(4) Factors relevant to the application of paragraph (2)(c) or (d) include:
(a) whether authority to commit an offence of the same or a similar
character had been given by a high managerial agent of the body corporate;
and
(b) whether the employee, agent or officer of the body corporate who
committed the offence believed on reasonable grounds, or entertained a
reasonable expectation, that a high managerial agent of the body corporate
would have authorised or permitted the commission of the offence.
(5) If recklessness is not a fault element in relation to a physical element of an
offence, subsection (2) does not enable the fault element to be proved by
proving that the board of directors, or a high managerial agent, of the body
corporate recklessly engaged in the conduct or recklessly authorised or
permitted the commission of the offence.
(6) In this section:
board of directors means the body (by whatever name called) exercising the
executive authority of the body corporate.
corporate culture means an attitude, policy, rule, course of conduct or practice
existing within the body corporate generally or in the part of the body corporate
in which the relevant activities takes place.
high managerial agent means an employee, agent or officer of the body
corporate with duties of such responsibility that his or her conduct may fairly be
assumed to represent the body corporate’s policy.

12.4 Negligence
(1) The test of negligence for a body corporate is that set out in section 5.5.
(2) If:
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(a) negligence is a fault element in relation to a physical element of an
offence; and
(b) no individual employee, agent or officer of the body corporate has that
fault element;
that fault element may exist on the part of the body corporate if the body
corporate’s conduct is negligent when viewed as a whole (that is, by aggregating
the conduct of any number of its employees, agents or officers).
(3) Negligence may be evidenced by the fact that the prohibited conduct was
substantially attributable to:
(a) inadequate corporate management, control or supervision of the conduct
of one or more of its employees, agents or officers; or
(b) failure to provide adequate systems for conveying relevant information
to relevant persons in the body corporate.

12.5 Mistake of fact (strict liability)
(1) A body corporate can only rely on section 9.2 (mistake of fact (strict
liability)) in respect of conduct that would, apart from this section, constitute an
offence on its part if:
(a) the employee, agent or officer of the body corporate who carried out the
conduct was under a mistaken but reasonable belief about facts that, had
they existed, would have meant that the conduct would not have constituted
an offence; and
(b) the body corporate proves that it exercised due diligence to prevent the
conduct.
(2) A failure to exercise due diligence may be evidenced by the fact that the
prohibited conduct was substantially attributable to:
(a) inadequate corporate management, control or supervision of the conduct
of one or more of its employees, agents or officers; or
(b) failure to provide adequate systems for conveying relevant information to
relevant persons in the body corporate.

12.6 Intervening conduct or event

A body corporate cannot rely on section 10.1 (intervening conduct or event) in
respect of a physical element of an offence brought about by another person if
the other person is an employee, agent or officer of the body corporate.

Article 13 - Sanctions and measures

Australia’s domestic offences establish appropriate penalties, including
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1 Each Party shall adopt such legislative and other measures as may be
necessary to ensure that the criminal offences established in accordance
with Articles 2 through 11 are punishable by effective, proportionate and
dissuasive sanctions, which include deprivation of liberty.

2 Each Party shall ensure that legal persons held liable in accordance
with Article 12 shall be subject to effective, proportionate and dissuasive
criminal or non-criminal sanctions or measures, including monetary
sanctions.

imprisonment. The penalty for each offence is contained within the specific
offence provision.

Section 2 - Procedural law

Article 14 - Scope of procedural provisions

1 Each Party shall adopt such legislative and other measures as may be
necessary to establish the powers and procedures provided for in this section
for the purpose of specific criminal investigations or proceedings.

2 Except as specifically provided otherwise in Article 21, each Party shall
apply the powers and procedures referred to in paragraph 1 of this article
to:

a the criminal offences established in accordance with Articles 2
through 11 of this Convention;

b other criminal offences committed by means of a computer
system; and

C the collection of evidence in electronic form of a criminal
offence.

3 a Each Party may reserve the right to apply the measures referred to in
Article 20 only to offences or categories of offences specified in the
reservation, provided that the range of such offences or categories of
offences is not more restricted than the range of offences to which it applies
the measures referred to in Article 21. Each Party shall consider restricting
such a reservation to enable the broadest application of the measure

referred to in Article 20.
b  Where a Party, due to limitations in its legislation in force at the time
of the adoption of the present Convention, is not able to apply the
measures referred to in Articles 20 and 21 to communications being
transmitted within a computer system of a service provider, which system:
i is being operated for the benefit of a closed group of

users, and

ii does not employ public communications networks and is

Australian law currently provides for all of the powers required by the
Convention (powers are contained in Articles 14 - 21 inclusive).

Australia anticipates pursuing this reservation.
Domestic Australia law restricts real-time collection of traffic data to criminal
offences with a minimum penalty threshold of 3 years imprisonment.
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not connected with another computer system, whether
public or private,
that Party may reserve the right not to apply these measures to such
communications. Each Party shall consider restricting such a reservation to
enable the broadest application of the measures referred to in Articles 20
and 21

Article 15 - Conditions and safeguards

1 Each Party shall ensure that the establishment, implementation and
application of the powers and procedures provided for in this Section are
subject to conditions and safeguards provided for under its domestic law,
which shall provide for the adequate protection of human rights and
liberties, including rights arising pursuant to obligations it has undertaken
under the 1950 Council of Europe Convention for the Protection of Human
Rights and Fundamental Freedoms, the 1966 United Nations International
Covenant on Civil and Political Rights, and other applicable international
human rights instruments, and which shall incorporate the principle of
proportionality.

2 Such conditions and safeguards shall, as appropriate in view of the nature
of the procedure or power concerned, inter alia, include judicial or other
independent supervision, grounds justifying application, and limitation of the
scope and the duration of such power or procedure.

3 To the extent that it is consistent with the public interest, in particular the
sound administration of justice, each Party shall consider the impact of the
powers and procedures in this section upon the rights, responsibilities and
legitimate interests of third parties.

See TIA act attached separately as well as the Mutual Assistance In
Criminal Matters Act 1987 (MA Act)

Article 16 — Expedited preservation of stored computer data

1 Each Party shall adopt such legislative and other measures as may be
necessary to enable its competent authorities to order or similarly obtain the
expeditious preservation of specified computer data, including traffic data,
that has been stored by means of a computer system, in particular where
there are grounds to believe that the computer data is particularly
vulnerable to loss or modification.

2 Where a Party gives effect to paragraph 1 above by means of an order to a
person to preserve specified stored computer data in the person’s possession
or control, the Party shall adopt such legislative and other measures as may

Subsections 313 (3) of the Telecommunication Act

(3) A carrier or carriage service provider must, in connection with:

(a) the operation by the carrier or provider of telecommunications
networks or facilities; or

(b) the supply by the carrier or provider of carriage services;

give officers and authorities of the Commonwealth and of the States and
Territories such help as is reasonably necessary for the following purposes:
(c) enforcing the criminal law and laws imposing pecuniary penalties;

(d) protecting the public revenue;

(e) safeguarding national security.
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be necessary to oblige that person to preserve and maintain the integrity of
that computer data for a period of time as long as necessary, up to a
maximum of ninety days, to enable the competent authorities to seek its
disclosure. A Party may provide for such an order to be subsequently
renewed.

3 Each Party shall adopt such legislative and other measures as may be
necessary to oblige the custodian or other person who is to preserve the
computer data to keep confidential the undertaking of such procedures for
the period of time provided for by its domestic law.

4 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

See the text attached on general search and seizure powers of Part 1AA
of the Crimes Act 1914 (Crimes Act).

Article 17 - Expedited preservation and partial disclosure of traffic
data
1 Each Party shall adopt, in respect of traffic data that is to be preserved
under Article 16, such legislative and other measures as may be necessary
to:
a ensure that such expeditious preservation of traffic data is available
regardless of whether one or more service providers were involved in the
transmission of that communication; and

b ensure the expeditious disclosure to the Party’s competent authority,
or a person designated by that authority, of a sufficient amount of traffic
data to enable the Party to identify the service providers and the path
through which the communication was transmitted.

2 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

Section 1800f TIA Act Authorisations for access to prospective
information or documents

(1) Sections 276, 277 and 278 of the Telecommunications Act 1997 do not
prevent a disclosure of information or a document if the information or document
is covered by an authorisation in force under this section.

Prospective authorisation

(2) An authorised officer of a criminal law-enforcement agency may authorise
the disclosure of specified information or specified documents that come into
existence during the period for which the authorisation is in force.

Authorisation for access to existing information or documents may also be
sought

(3) The authorised officer may, in that authorisation, also authorise the
disclosure of specified information or specified documents that came into
existence before the time the authorisation comes into force.

Limits on making the authorisation

(4) The authorised officer must not make the authorisation unless he or she is
satisfied that the disclosure is reasonably necessary for the investigation of an
offence against a law of the Commonwealth, a State or a Territory that is
punishable by imprisonment for at least 3 years.

(5) Before making the authorisation, the authorised officer must have regard to
how much the privacy of any person or persons would be likely to be interfered
with by the disclosure.
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Period for which authorisation is in force

(6) An authorisation under this section:
(a) comes into force at the time the person from whom the disclosure is
sought receives notification of the authorisation; and
(b) ends at the time specified in the authorisation (which must be a time
that is no longer than the end of the period of 45 days beginning on the day
the authorisation is made), unless it is revoked earlier.

Note: Section 184 deals with notification of authorisations.

Revoking the authorisation

(7) An authorised officer of the criminal law-enforcement agency must revoke

the authorisation if he or she is satisfied that the disclosure is no longer

required.

Note: Section 184 deals with notification of revocations.

Article 18 - Production order

1 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to order:

a a person in its territory to submit specified computer data in that
person’s possession or control, which is stored in a computer system or a
computer-data storage medium; and

b a service provider offering its services in the territory of the Party to
submit subscriber information relating to such services in that service
provider’s possession or control.

2 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

3 For the purpose of this article, the term “subscriber information” means
any information contained in the form of computer data or any other form
that is held by a service provider, relating to subscribers of its services other
than traffic or content data and by which can be established:

a the type of communication service used, the technical provisions
taken thereto and the period of service;

b  the subscriber’s identity, postal or geographic address, telephone
and other access number, billing and payment information,
available on the basis of the service agreement or arrangement;

C any other information on the site of the installation of
communication equipment, available on the basis of the service

For Art. 18(1/a)- Art. 3LB(2) of Crimes Act 1914 of Australia.

3LB Accessing data held on other premises—notification to occupier of
that premises

(2) A notification under subsection (1) must include sufficient information to
allow the occupier of the other premises to contact the executing officer.

For Art. 18(1/a)- Subsection 24, Art. 201(1) (1 Note) of Customs Act
1901 of Australia

24 Subsection 201(1)

Repeal the subsection, substitute:

(1) The executing officer or a person assisting may operate electronic equipment
at the warrant premises to access data (including data not held at the premises)
if he or she believes on reasonable grounds that:

(a) the data might constitute evidential material; and

(b) the equipment can be operated without damaging it.

Note: An executing officer can obtain an order requiring a person with
knowledge of a computer or computer system to provide assistance: see section
201A.

(1A) If the executing officer or person assisting believes on reasonable grounds
that any data accessed by operating the electronic equipment might constitute
evidential material, he or she may:
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agreement or arrangement.

(a) copy the data to a disk, tape or other associated device brought to the
premises; or

(b) if the occupier of the premises agrees in writing—copy the data to a disk,
tape or other associated device at the premises; and take the device from the
premises.

(1B) If:

(a) the executing officer or person assisting takes the device from the premises;
and

(b) the CEO is satisfied that the data is not required (or is no longer required)
for:

(i) investigating an offence against the law of the Commonwealth, a State or a
Territory; or

(i) judicial proceedings or administrative review proceedings; or

(iii) investigating or resolving a complaint under the

Article 19 - Search and seizure of stored computer data

1 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to search or similarly
access:

a a computer system or part of it and computer data stored
therein; and

b a computer-data storage medium in which computer data may
be stored

in its territory.

2 Each Party shall adopt such legislative and other measures as may be
necessary to ensure that where its authorities search or similarly access a
specific computer system or part of it, pursuant to paragraph 1.a, and have
grounds to believe that the data sought is stored in another computer
system or part of it in its territory, and such data is lawfully accessible from
or available to the initial system, the authorities shall be able to
expeditiously extend the search or similar accessing to the other system.
3 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to seize or similarly secure
computer data accessed according to paragraphs 1 or 2. These measures
shall include the power to:

a seize or similarly secure a computer system or part of it or a
computer-data storage medium;

For Art. 19(1)- Art. 3LA(a) of Crimes Act 1914 of Australia

Person with knowledge of a computer or a computer system to assist
access etc.

(1) The executing officer may apply to a magistrate for an order requiring a
specified person to provide any information or assistance that is reasonable and
necessary to allow the officer to do one or more of the following:

(a) access data held in, or accessible from, a computer that is on warrant
premises;

For Art. 19(3/a)- Art. 3LA(b) of Crimes Act 1914 of Australia
3LB Accessing data held on other premises—notification to occupier of
that premises

(1) If:

(b) it is practicable to notify the occupier of the other premises that the data has
been accessed under a warrant; the executing officer must:

(c) do so as soon as practicable; and

(d) if the executing officer has arranged, or intends to arrange, for continued
access to the data under subsection 3L(1A) or

(2)—include that information in the notification.

For Art.19(4)- Art. 3LA(3) of Crimes Act 1914 of Australia.

68




b make and retain a copy of those computer data;

C maintain the integrity of the relevant stored computer data;

d render inaccessible or remove those computer data in the

accessed computer system.

4 Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to order any person who
has knowledge about the functioning of the computer system or measures
applied to protect the computer data therein to provide, as is reasonable,
the necessary information, to enable the undertaking of the measures
referred to in paragraphs 1 and 2.
5 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

Person with knowledge of a computer or a computer system to assist
access etc.
(3) A person commits an offence if the person fails to comply with the order.

For Art.19(1)- Subsection 24, Art. 201(1) (1) of Customs Act 1901 of
Australia.
24 Subsection 201(1)

Repeal the subsection, substitute:

(1) The executing officer or a person assisting may operate electronic equipment
at the warrant premises to access data (including data not held at the premises)
if he or she believes on reasonable grounds that:

(a) the data might constitute evidential material; and

(b) the equipment can be operated without damaging it.

For Art. 19 (3/b)- Subsection 24, Art. 201(1) (1A/a) of Customs Act
1901 of Australia.

(1A) If the executing officer or person assisting believes on reasonable grounds
that any data accessed by operating the electronic equipment might constitute
evidential material, he or she may:

(a) copy the data to a disk, tape or other associated device brought to the
premises; or

subsections 313 (3) of the Telecommunication Act

(3) A carrier or carriage service provider must, in connection with:
(a) the operation by the carrier or provider of telecommunications
networks or facilities; or
(b) the supply by the carrier or provider of carriage services;
give officers and authorities of the Commonwealth and of the States and
Territories such help as is reasonably necessary for the following purposes:
(c) enforcing the criminal law and laws imposing pecuniary penalties;
(d) protecting the public revenue;
(e) safeguarding national security.

Article 20 - Real-time collection of traffic data
1 Each Party shall adopt such legislative and other measures as may be

Section 1800f TIA Act Authorisations for access to prospective
information or documents
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necessary to empower its competent authorities to:
a collect or record through the application of technical means on
the territory of that Party, and
b compel a service provider,
capability:

within its existing technical
i to collect or record through the application of technical
means on the territory of that Party; or
ii to co-operate and assist the competent authorities in the
collection or recording of,
traffic data, in real-time, associated with specified
communications in its territory transmitted by means of a
computer system.
2 Where a Party, due to the established principles of its domestic legal
system, cannot adopt the measures referred to in paragraph 1.a, it may
instead adopt legislative and other measures as may be necessary to ensure
the real-time collection or recording of traffic data associated with specified
communications transmitted in its territory, through the application of
technical means on that territory.
3 Each Party shall adopt such legislative and other measures as may be
necessary to oblige a service provider to keep confidential the fact of the
execution of any power provided for in this article and any information
relating to it.
4 The powers and procedures referred to in this article shall be subject
to Articles 14 and 15.

(1) Sections 276, 277 and 278 of the Telecommunications Act 1997 do not
prevent a disclosure of information or a document if the information or
document is covered by an authorisation in force under this section.
Prospective authorisation

(2) An authorised officer of a criminal law-enforcement agency may authorise
the disclosure of specified information or specified documents that come into
existence during the period for which the authorisation is in force.
Authorisation for access to existing information or documents may also be
sought

(3) The authorised officer may, in that authorisation, also authorise the
disclosure of specified information or specified documents that came into
existence before the time the authorisation comes into force.

Limits on making the authorisation

(4) The authorised officer must not make the authorisation unless he or she is
satisfied that the disclosure is reasonably necessary for the investigation of an
offence against a law of the Commonwealth, a State or a Territory that is
punishable by imprisonment for at least 3 years.

(5) Before making the authorisation, the authorised officer must have regard to
how much the privacy of any person or persons would be likely to be interfered
with by the disclosure.

Period for which authorisation is in force

(6) An authorisation under this section:
(a) comes into force at the time the person from whom the disclosure is
sought receives notification of the authorisation; and
(b) ends at the time specified in the authorisation (which must be a time
that is no longer than the end of the period of 45 days beginning on the day
the authorisation is made), unless it is revoked earlier.

Note: Section 184 deals with notification of authorisations.

Revoking the authorisation

(7) _An authorised officer of the criminal law-enforcement agency must revoke
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the authorisation if he or she is satisfied that the disclosure is no longer
required.
Note: Section 184 deals with notification of revocations.

Article 21 - Interception of content data

1 Each Party shall adopt such legislative and other measures as may be
necessary, in relation to a range of serious offences to be determined by
domestic law, to empower its competent authorities to:

a collect or record through the application of technical means on the
territory of that Party, and
b compel a service provider, within its existing technical capability:

ito collect or record through the application of technical means on
the territory of that Party, or

iito co-operate and assist the competent authorities in the collection or
recording of, content data, in real-time, of specified communications in its
territory transmitted by means of a computer system.
2 Where a Party, due to the established principles of its domestic legal
system, cannot adopt the measures referred to in paragraph 1.a, it may
instead adopt legislative and other measures as may be necessary to ensure
the real-time collection or recording of content data on specified
communications in its territory through the application of technical means on
that territory.
3 Each Party shall adopt such legislative and other measures as may be
necessary to oblige a service provider to keep confidential the fact of the
execution of any power provided for in this article and any information
relating to it.
4 The powers and procedures referred to in this article shall be subject to
Articles 14 and 15.

section 63 of the TIA Act No dealing in intercepted information or
interception warrant information
(1) Subject to this Part, a person shall not, after the commencement of this
Part:
(a) communicate to another person, make use of, or make a record of; or
(b) give in evidence in a proceeding;
lawfully intercepted information or information obtained by intercepting a
communication in contravention of subsection 7(1).
(2) Subject to this Part, a person must not, after the commencement of this
subsection:
(a) communicate interception warrant information to another person; or
(b) make use of interception warrant information; or
(c) make a record of interception warrant information; or
(d) give interception warrant information in evidence in a proceeding.

Section 3 - Jurisdiction

Article 22 - Jurisdiction
1 Each Party shall adopt such legislative and other measures as may be
necessary to establish jurisdiction over any offence established in
accordance with Articles 2 through 11 of this Convention, when the offence
is committed:

a in its territory; or

Section 4 and 4A of the TIA Act

SECT 4

Application

This Act binds the Crown in right of the Commonwealth, of a State and of the
Northern Territory.
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b on board a ship flying the flag of that Party; or
C on board an aircraft registered under the laws of that Party; or
d by one of its nationals, if the offence is punishable under criminal
law where it was committed or if the offence is committed
outside the territorial jurisdiction of any State.
2 Each Party may reserve the right not to apply or to apply only in
specific cases or conditions the jurisdiction rules laid down in paragraphs 1.b
through 1.d of this article or any part thereof.
3 Each Party shall adopt such measures as may be necessary to
establish jurisdiction over the offences referred to in Article 24, paragraph 1,
of this Convention, in cases where an alleged offender is present in its
territory and it does not extradite him or her to another Party, solely on the
basis of his or her nationality, after a request for extradition.
4 This Convention does not exclude any criminal jurisdiction exercised
by a Party in accordance with its domestic law.
When more than one Party claims jurisdiction over an alleged offence
established in accordance with this Convention, the Parties involved shall,
where appropriate, consult with a view to determining the most appropriate
jurisdiction for prosecution.

SECT 4A

Application of the Criminal Code

Chapter 2 of the Criminal Code applies to all offences against this Act.

Note: Chapter 2 of the Criminal Code sets out the general principles of criminal
responsibility.

Section 132 AB of the Copyright Act.

SECT 132AB

Geographical application

(1) Subdivisions B, C, D, E and F apply only to acts done in Australia.
(2) This section has effect despite section 14.1 (Standard geographical
jurisdiction) of the Criminal Code .

Chapter III - International co-operation

Article 24 - Extradition

1a This article applies to extradition between Parties for the criminal
offences established in accordance with Articles 2 through 11 of this
Convention, provided that they are punishable under the laws of both Parties
concerned by deprivation of liberty for a maximum period of at least one
year, or by a more severe penalty.

b Where a different minimum penalty is to be applied under an
arrangement agreed on the basis of uniform or reciprocal legislation or an
extradition treaty, including the European Convention on Extradition (ETS
No. 24), applicable between two or more parties, the minimum penalty
provided for under such arrangement or treaty shall apply.

2 The criminal offences described in paragraph 1 of this article shall be
deemed to be included as extraditable offences in any extradition treaty
existing between or among the Parties. The Parties undertake to include
such offences as extraditable offences in any extradition treaty to be

For Art. 24(5) - Part II, Art. 12 of Extradition Act 1988 of Australia

Art. 12- Provisional arrest warrants
(1)Where:

(@) an application is made, in the statutory form, on behalf of an extradition
country to a magistrate for the issue of a warrant for the arrest of a person;
and

(b) the magistrate is satisfied, on the basis of information given by affidavit,
that the person is an extraditable person in relation to the extradition country;

the magistrate shall issue a warrant, in the statutory form, for the arrest of the
person.

(2)The magistrate shall forthwith send to the Attorney-General a report stating
that the magistrate has issued the warrant, together with a copy of the affidavit.
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concluded between or among them.

3 If a Party that makes extradition conditional on the existence of a treaty
receives a request for extradition from another Party with which it does not
have an extradition treaty, it may consider this Convention as the legal basis
for extradition with respect to any criminal offence referred to in paragraph
1 of this article.

4 Parties that do not make extradition conditional on the existence of a
treaty shall recognise the criminal offences referred to in paragraph 1 of this
article as extraditable offences between themselves.

5 Extradition shall be subject to the conditions provided for by the law of the
requested Party or by applicable extradition treaties, including the grounds
on which the requested Party may refuse extradition.

6 If extradition for a criminal offence referred to in paragraph 1 of this article
is refused solely on the basis of the nationality of the person sought, or
because the requested Party deems that it has jurisdiction over the offence,
the requested Party shall submit the case at the request of the requesting
Party to its competent authorities for the purpose of prosecution and shall
report the final outcome to the requesting Party in due course. Those
authorities shall take their decision and conduct their investigations and
proceedings in the same manner as for any other offence of a comparable
nature under the law of that Party.

7 a Each Party shall, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, communicate
to the Secretary General of the Council of Europe the name and address of
each authority responsible for making or receiving requests for extradition or
provisional arrest in the absence of a treaty.

b The Secretary General of the Council of Europe shall set up and keep
updated a register of authorities so designated by the Parties. Each Party
shall ensure

(3)Where:

(a) the Attorney-General has received the report under subsection (2) or has
otherwise become aware of the issue of the warrant;

(b) the person has not been arrested under the warrant; and

(c) either:

(i) the Attorney-General decides not to issue a notice under subsection
16(1) in relation to the person; or

(ii) the Attorney-General considers for any other reason that the warrant
should be cancelled;

the Attorney-General shall, by notice in writing in the statutory form, direct a
magistrate to cancel the warrant.

Article 25 - General principles relating to mutual assistance

1 The Parties shall afford one another mutual assistance to the widest extent
possible for the purpose of investigations or proceedings concerning criminal
offences related to computer systems and data, or for the collection of
evidence in electronic form of a criminal offence.

For Art. 25(4)- Sec. 8 of Mutual Assistance in Criminal Matters Act 1987
of Australia Refusal of assistance

(1) A request by a foreign country for assistance under this Act shall be refused
if, in the opinion of the Attorney-General:

(a) the request relates to the prosecution or punishment of a person for an
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2 Each Party shall also adopt such legislative and other measures as may be
necessary to carry out the obligations set forth in Articles 27 through 35.

3 Each Party may, in urgent circumstances, make requests for mutual
assistance or communications related thereto by expedited means of
communication, including fax or e-mail, to the extent that such means
provide appropriate levels of security and authentication (including the use
of encryption, where necessary), with formal confirmation to follow, where
required by the requested Party. The requested Party shall accept and
respond to the request by any such expedited means of communication.

4 Except as otherwise specifically provided in articles in this chapter, mutual
assistance shall be subject to the conditions provided for by the law of the
requested Party or by applicable mutual assistance treaties, including the
grounds on which the requested Party may refuse co-operation. The
requested Party shall not exercise the right to refuse mutual assistance in
relation to the offences referred to in Articles 2 through 11 solely on the
ground that the request concerns an offence which it considers a fiscal
offence.

5 Where, in accordance with the provisions of this chapter, the requested
Party is permitted to make mutual assistance conditional upon the existence
of dual criminality, that condition shall be deemed fulfilled, irrespective of
whether its laws place the offence within the same category of offence or
denominate the offence by the same terminology as the requesting Party, if
the conduct underlying the offence for which assistance is sought is a
criminal offence under its laws.

offence that is, or is by reason of the circumstances in which it is alleged to
have been committed or was committed, a political offence; or

(b) there are substantial grounds for believing that the request has been
made with a view to prosecuting or punishing a person for a political
offence; or

(c) there are substantial grounds for believing that the request was made
for the purpose of prosecuting, punishing or otherwise causing prejudice to
a person on account of the person’s race, sex, religion, nationality or
political opinions; or

(d) the request relates to the prosecution or punishment of a person in
respect of an act or omission that if it had occurred in Australia, would have
constituted an offence under the military law of Australia but not also under
the ordinary criminal law of Australia; or

(e) the granting of the request would prejudice the sovereignty, security or
national interest of Australia or the essential interests of a State or
Territory; or

(f) the request relates to the prosecution of a person for an offence in a
case where the person has been acquitted or pardoned by a competent
tribunal or authority in the foreign country, or has undergone the
punishment provided by the law of that country, in respect of that offence
or of another offence constituted by the same act or omission as that
offence.

(1A) A request by a foreign country for assistance under this Act must be
refused if it relates to the prosecution or punishment of a person charged with,
or convicted of, an offence in respect of which the death penalty may be
imposed in the foreign country, unless the Attorney-General is of the opinion,
having regard to the special circumstances of the case, that the assistance
requested should be granted.

(1B) A request by a foreign country for assistance under this Act may be
refused if the Attorney-General:

(a) believes that the provision of the assistance may result in the death
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penalty being imposed on a person; and

(b) after taking into consideration the interests of international criminal
co-operation, is of the opinion that in the circumstances of the case the
request should not be granted.

(2) A request by a foreign country for assistance under this Act may be refused
if, in the opinion of the Attorney-General:

(a) the request relates to the prosecution or punishment of a person in
respect of an act or omission that, if it had occurred in Australia, would not
have constituted an offence against Australian law; or

(b) the request relates to the prosecution or punishment of a person in
respect of an act or omission that occurred, or is alleged to have occurred,
outside the foreign country and a similar act or omission occurring outside
Australia in similar circumstances would not have constituted an offence
against Australian law; or

(c) the request relates to the prosecution or punishment of a person in
respect of an act or omission where, if it had occurred in Australia at the
same time and had constituted an offence against Australian law, the
person responsible could no longer be prosecuted by reason of lapse of time
or any other reason; or

(d) the provision of the assistance could prejudice an investigation or
proceeding in relation to a criminal matter in Australia; or

(e) the provision of the assistance would, or would be likely to, prejudice
the safety of any person (whether in or outside Australia); or

(f) the provision of the assistance would impose an excessive burden on
the resources of the Commonwealth or of a State or Territory; or

(g) it is appropriate, in all the circumstances of the case, that the
assistance requested should not be granted.

Article 26 - Spontaneous information
1 A Party may, within the limits of its domestic law and without prior
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request, forward to another Party information obtained within the framework
of its own investigations when it considers that the disclosure of such
information might assist the receiving Party in initiating or carrying out
investigations or proceedings concerning criminal offences established in
accordance with this Convention or might lead to a request for co-operation
by that Party under this chapter.

2 Prior to providing such information, the providing Party may request that it
be kept confidential or only used subject to conditions. If the receiving Party
cannot comply with such request, it shall notify the providing Party, which
shall then determine whether the information should nevertheless be
provided. If the receiving Party accepts the information subject to the
conditions, it shall be bound by them.

Article 27 - Procedures pertaining to mutual assistance requests in
the absence of applicable international agreements

1 Where there is no mutual assistance treaty or arrangement on the basis of
uniform or reciprocal legislation in force between the requesting and
requested Parties, the provisions of paragraphs 2 through 9 of this article
shall apply. The provisions of this article shall not apply where such treaty,
arrangement or legislation exists, unless the Parties concerned agree to
apply any or all of the remainder of this article in lieu thereof.

2a Each Party shall designate a central authority or authorities
responsible for sending and answering requests for mutual assistance, the
execution of such requests or their transmission to the authorities competent
for their execution.

b The central authorities shall communicate directly with each other;

C Each Party shall, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, communicate
to the Secretary General of the Council of Europe the names and addresses
of the authorities designated in pursuance of this paragraph;

d The Secretary General of the Council of Europe shall set up and keep
updated a register of central authorities designated by the Parties. Each
Party shall ensure that the details held on the register are correct at all
times.

3 Mutual assistance requests under this article shall be executed in
accordance with the procedures specified by the requesting Party, except
where incompatible with the law of the requested Party.

For. Art. 27(4-6)- Sec. 8 of Mutual Assistance in Criminal Matters Act
1987 of Australia

For Art. 25(4)- Sec. 8 of Mutual Assistance in Criminal Matters Act 1987
of Australia Refusal of assistance

(1) A request by a foreign country for assistance under this Act shall be refused
if, in the opinion of the Attorney-General:

(a) the request relates to the prosecution or punishment of a person for an
offence that is, or is by reason of the circumstances in which it is alleged to
have been committed or was committed, a political offence; or

(b) there are substantial grounds for believing that the request has been
made with a view to prosecuting or punishing a person for a political offence;
or

(c) there are substantial grounds for believing that the request was made for
the purpose of prosecuting, punishing or otherwise causing prejudice to a
person on account of the person’s race, sex, religion, nationality or political
opinions; or

(d) the request relates to the prosecution or punishment of a person in
respect of an act or omission that if it had occurred in Australia, would have
constituted an offence under the military law of Australia but not also under

76




4 The requested Party may, in addition to the grounds for refusal
established in Article 25, paragraph 4, refuse assistance if:

a the request concerns an offence which the requested Party considers a
political offence or an offence connected with a political offence, or

b it considers that execution of the request is likely to prejudice its
sovereignty, security, ordre public or other essential interests.

5 The requested Party may postpone action on a request if such action
would prejudice criminal investigations or proceedings conducted by its
authorities.

6 Before refusing or postponing assistance, the requested Party shall,
where appropriate after having consulted with the requesting Party, consider
whether the request may be granted partially or subject to such conditions
as it deems necessary.

7 The requested Party shall promptly inform the requesting Party of the
outcome of the execution of a request for assistance. Reasons shall be given
for any refusal or postponement of the request. The requested Party shall
also inform the requesting Party of any reasons that render impossible the
execution of the request or are likely to delay it significantly.

8 The requesting Party may request that the requested Party keep
confidential the fact of any request made under this chapter as well as its
subject, except to the extent necessary for its execution. If the requested
Party cannot comply with the request for confidentiality, it shall promptly
inform the requesting Party, which shall then determine whether the request
should nevertheless be executed.

9 a In the event of urgency, requests for mutual assistance or
communications related thereto may be sent directly by judicial authorities
of the requesting Party to such authorities of the requested Party. In any
such cases, a copy shall be sent at the same time to the central authority of
the requested Party through the central authority of the requesting Party.

b Any request or communication under this paragraph may be made
through the International Criminal Police Organisation (Interpol).
c Where a request is made pursuant to sub-paragraph a. of this article

and the authority is not competent to deal with the request, it shall refer the
request to the competent national authority and inform directly the
requesting Party that it has done so.

d Requests or communications made under this paragraph that do not
involve coercive action may be directly transmitted by the competent

the ordinary criminal law of Australia; or

(e) the granting of the request would prejudice the sovereignty, security or
national interest of Australia or the essential interests of a State or Territory;
or

(f) the request relates to the prosecution of a person for an offence in a case
where the person has been acquitted or pardoned by a competent tribunal or
authority in the foreign country, or has undergone the punishment provided
by the law of that country, in respect of that offence or of another offence
constituted by the same act or omission as that offence.

(1A) A request by a foreign country for assistance under this Act must be
refused if it relates to the prosecution or punishment of a person charged with,

or

convicted of, an offence in respect of which the death penalty may be

imposed in the foreign country, unless the Attorney-General is of the opinion,
having regard to the special circumstances of the case, that the assistance
requested should be granted.

(1B) A request by a foreign country for assistance under this Act may be
refused if the Attorney-General:

(a) believes that the provision of the assistance may result in the death
penalty being imposed on a person; and

(b) after taking into consideration the interests of international criminal
co-operation, is of the opinion that in the circumstances of the case the
request should not be granted.

(2) A request by a foreign country for assistance under this Act may be refused
if, in the opinion of the Attorney-General:

(a) the request relates to the prosecution or punishment of a person in
respect of an act or omission that, if it had occurred in Australia, would not
have constituted an offence against Australian law; or

(b) the request relates to the prosecution or punishment of a person in
respect of an act or omission that occurred, or is alleged to have occurred,
outside the foreign country and a similar act or omission occurring outside
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authorities of the requesting Party to the competent authorities of the
requested Party.

e Each Party may, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, inform the
Secretary General of the Council of Europe that, for reasons of efficiency,
requests made under this paragraph are to be addressed to its central
authority.

Australia in similar circumstances would not have constituted an offence
against Australian law; or

(c) the request relates to the prosecution or punishment of a person in
respect of an act or omission where, if it had occurred in Australia at the
same time and had constituted an offence against Australian law, the person
responsible could no longer be prosecuted by reason of lapse of time or any
other reason; or

(d) the provision of the assistance could prejudice an investigation or
proceeding in relation to a criminal matter in Australia; or

(e) the provision of the assistance would, or would be likely to, prejudice the
safety of any person (whether in or outside Australia); or

(f) the provision of the assistance would impose an excessive burden on the
resources of the Commonwealth or of a State or Territory; or

(g) it is appropriate, in all the circumstances of the case, that the assistance
requested should not be granted.

For Art. 27(2/a)- Sec. 10-11 of Mutual Assistance in Criminal Matters
Act 1987 of Australia.
Sec.10- Request by Australia

(1) A request for international assistance in a criminal matter that Australia is
authorised to make under this Act may be made only by the Attorney-General.

(2) Subsection (1) does not prevent the Attorney-General on behalf of Australia
from requesting international assistance in a criminal matter other than
assistance of a kind that may be requested under this Act.

Sec.11- Request by foreign country

(1) A request by a foreign country for international assistance in a criminal
matter may be made to the Attorney-General or a person authorised by the
Attorney-General, in writing, to receive requests by foreign countries under this
Act.

(2) A request must be in writing and must include or be accompanied by the
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following information:

(a) the name of the authority concerned with the criminal matter to which
the request relates;

(b) a description of the nature of the criminal matter and a statement
setting out a summary of the relevant facts and laws;

(c) a description of the purpose of the request and of the nature of the
assistance being sought;

(d) any information that may assist in giving effect to the request.

However, a failure to comply with this subsection is not a ground for refusing the
request.

(3) Where a request by a foreign country is made to a person authorised under
subsection (1), the request shall be taken, for the purposes of this Act, to have
been made to the Attorney-General.

(4) If a foreign country makes a request to a court in Australia for international
assistance in a criminal matter:

(a) the court must refer the request to the Attorney-General; and

(b) the request is then taken, for the purposes of this Act, to have been
made to the Attorney-General.

Article 28 - Confidentiality and limitation on use

1 When there is no mutual assistance treaty or arrangement on the basis of
uniform or reciprocal legislation in force between the requesting and the
requested Parties, the provisions of this article shall apply. The provisions of
this article shall not apply where such treaty, arrangement or legislation
exists, unless the Parties concerned agree to apply any or all of the
remainder of this article in lieu thereof.

2 The requested Party may make the supply of information or material in
response to a request dependent on the condition that it is:

a kept confidential where the request for mutual legal assistance could
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not be complied with in the absence of such condition, or

b not used for investigations or proceedings other than those stated in
the request.

3 If the requesting Party cannot comply with a condition referred to in
paragraph 2, it shall promptly inform the other Party, which shall then
determine whether the information should nevertheless be provided. When
the requesting Party accepts the condition, it shall be bound by it.

4 Any Party that supplies information or material subject to a condition
referred to in paragraph 2 may require the other Party to explain, in relation
to that condition, the use made of such information or material.

Article 29 - Expedited preservation of stored computer data

1 A Party may request another Party to order or otherwise obtain the
expeditious preservation of data stored by means of a computer system,
located within the territory of that other Party and in respect of which the
requesting Party intends to submit a request for mutual assistance for the
search or similar access, seizure or similar securing, or disclosure of the
data.

2 A request for preservation made under paragraph 1 shall specify:

a the authority seeking the preservation;

b the offence that is the subject of a criminal investigation or
proceedings and a brief summary of the related facts;

[ the stored computer data to be preserved and its relationship to
the offence;

d any available information identifying the custodian of the stored
computer data or the location of the computer system;

e the necessity of the preservation; and

f that the Party intends to submit a request for mutual assistance

for the search or similar access, seizure or similar securing, or disclosure of
the stored computer data.

3 Upon receiving the request from another Party, the requested Party
shall take all appropriate measures to preserve expeditiously the specified
data in accordance with its domestic law. For the purposes of responding to
a request, dual criminality shall not be required as a condition to providing
such preservation.

4 A Party that requires dual criminality as a condition for responding to
a request for mutual assistance for the search or similar access, seizure or
similar securing, or disclosure of stored data may, in respect of offences
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other than those established in accordance with Articles 2 through 11 of this
Convention, reserve the right to refuse the request for preservation under
this article in cases where it has reasons to believe that at the time of
disclosure the condition of dual criminality cannot be fulfilled.

5 In addition, a request for preservation may only be refused if:

a the request concerns an offence which the requested Party
considers a political offence or an offence connected with a political offence,
or

b the requested Party considers that execution of the request is
likely to prejudice its sovereignty, security, ordre public or other essential
interests.

6 Where the requested Party believes that preservation will not ensure
the future availability of the data or will threaten the confidentiality of or
otherwise prejudice the requesting Party’s investigation, it shall promptly so
inform the requesting Party, which shall then determine whether the request
should nevertheless be executed.

4 Any preservation effected in response to the request referred to in
paragraph 1 shall be for a period not less than sixty days, in order to enable
the requesting Party to submit a request for the search or similar access,
seizure or similar securing, or disclosure of the data. Following the receipt of
such a request, the data shall continue to be preserved pending a decision
on that request.

Article 30 — Expedited disclosure of preserved traffic data

1 Where, in the course of the execution of a request made pursuant to
Article 29 to preserve traffic data concerning a specific communication, the
requested Party discovers that a service provider in another State was
involved in the transmission of the communication, the requested Party shall
expeditiously disclose to the requesting Party a sufficient amount of traffic
data to identify that service provider and the path through which the
communication was transmitted.

2 Disclosure of traffic data under paragraph 1 may only be withheld if:

a the request concerns an offence which the requested Party considers a
political offence or an offence connected with a political offence; or

b the requested Party considers that execution of the request is likely to
prejudice its sovereignty, security, ordre public or other essential interests.
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Article 31 - Mutual assistance regarding accessing of stored
computer data
1 A Party may request another Party to search or similarly access, seize or
similarly secure, and disclose data stored by means of a computer system
located within the territory of the requested Party, including data that has
been preserved pursuant to Article 29.
2 The requested Party shall respond to the request through the application
of international instruments, arrangements and laws referred to in Article
23, and in accordance with other relevant provisions of this chapter.
3 The request shall be responded to on an expedited basis where:

a there are grounds to believe that relevant data is particularly
vulnerable to loss or modification; or
b the instruments, arrangements and laws referred to in paragraph 2
otherwise provide for expedited co-operation.

Article 32 - Trans-border access to stored computer data with
consent or where publicly available
A Party may, without the authorisation of another Party:

a access publicly available (open source) stored computer data,
regardless of where the data is located geographically; or
b access or receive, through a computer system in its territory, stored

computer data located in another Party, if the Party obtains the lawful and
voluntary consent of the person who has the lawful authority to disclose the
data to the Party through that computer system.

Article 33 - Mutual assistance in the real-time collection of traffic
data

1 The Parties shall provide mutual assistance to each other in the real-time
collection of traffic data associated with specified communications in their
territory transmitted by means of a computer system. Subject to the
provisions of paragraph 2, this assistance shall be governed by the
conditions and procedures provided for under domestic law.

2 Each Party shall provide such assistance at least with respect to criminal
offences for which real-time collection of traffic data would be available in a
similar domestic case.

Article 34 - Mutual assistance regarding the interception of content
data
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The Parties shall provide mutual assistance to each other in the real-time
collection or recording of content data of specified communications
transmitted by means of a computer system to the extent permitted under
their applicable treaties and domestic laws.

Article 35 - 24 /7 Network

1 Each Party shall designate a point of contact available on a twenty-four
hour, seven-day-a-week basis, in order to ensure the provision of immediate
assistance for the purpose of investigations or proceedings concerning
criminal offences related to computer systems and data, or for the collection
of evidence in electronic form of a criminal offence. Such assistance shall
include facilitating, or, if permitted by its domestic law and practice, directly
carrying out the following measures:

a the provision of technical advice;

b the preservation of data pursuant to Articles 29 and 30;

c the collection of evidence, the provision of legal information, and
locating of suspects.

2 a A Party’s point of contact shall have the capacity to carry out

communications with the point of contact of another Party on an expedited
basis.

b If the point of contact designated by a Party is not part of that Party’s
authority or authorities responsible for international mutual assistance or
extradition, the point of contact shall ensure that it is able to co-ordinate
with such authority or authorities on an expedited basis.

3 Each Party shall ensure that trained and equipped personnel are available,
in order to facilitate the operation of the network.

Article 42 — Reservations

By a written notification addressed to the Secretary General of the Council of
Europe, any State may, at the time of signature or when depositing its
instrument of ratification, acceptance, approval or accession, declare that it
avails itself of the reservation(s) provided for in Article 4, paragraph 2,
Article 6, paragraph 3, Article 9, paragraph 4, Article 10, paragraph 3,
Article 11, paragraph 3, Article 14, paragraph 3, Article 22, paragraph 2,
Article 29, paragraph 4, and Article 41, paragraph 1. No other reservation
may be made.
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General search and seizure powers of Part 1AA of éhCrimes Act 1914 (Crimes Act).

Part IAA—Search, information gathering, arrest andrelated powers
Division 1—Preliminary

3C Interpretation
1) In this Part, unless the contrary intentiopeaos:

congtable assisting, in relation to a warrant, means:

(@) a person who is a constable and who is asgistiexecuting the warrant; or

(b) a person who is not a constable and who has @ethorised by the relevant executing officeagsist in executing the warrant.
data held in a computer includes:

(@) data held in any removable data storage dderdie time being held in a computer; or

(b) data held in a data storage device on a canpetwork of which the computer forms a part.

emergency situation, in relation to the execution of a warrant in tiela to premises, means a situation that the eiegofficer or a constable assisting
believes, on reasonable grounds, involves a seandsmminent threat to a person’s life, healtlsafety that requires the executing officer and
constables assisting to leave the premises.

evidential material means a thing relevant to an indictable offenca ting relevant to a summary offence, includinghsa thing in electronic form.

executing officer, in relation to a warrant, means:
(@) the constable named in the warrant by thengsafficer as being responsible for executingwhaerant; or

(b) if that constable does not intend to be preatethe execution of the warrant—another constatlese name has been written in the
warrant by the constable so named; or
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(c) another constable whose name has been wirittéie warrant by the constable last named in theamt.

frisk search means:
(@) a search of a person conducted by quicklyingnthe hands over the person’s outer garments; and

(b) an examination of anything worn or carriedthg person that is conveniently and voluntarily oged by the person.

issuing officer, in relation to a warrant to search premiseseraon or a warrant for arrest under this Partnsiea
(@) a magistrate; or

(b) a justice of the peace or other person emplaya court of a State or Territory who is autked to issue search warrants or warrants
for arrest, as the case may be.

magistrate, in sections 3ZI, 32J, 3ZK, 3ZN and 3ZQZB, haseaning affected by section 3CA.

offence means:
(@) an offence against a law of the Commonweailtief than th®efence Force Discipline Act 1982); or

(b) an offence against a law of a Territory; or

(c) a State offence that has a federal aspect.

ordinary search means a search of a person or of articles indsegssion of a person that may include:
(@) requiring the person to remove his or her coat, coat or jacket and any gloves, shoes andhdt;

(b) an examination of those items.

police gtation includes:
(@) a police station of a State or Territory; and

(b) a building occupied by the Australian Fedé&alice.

premisesincludes a place and a conveyance.
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recently used conveyance, in relation to a search of a person, means aey@mce that the person had operated or occupad/dime within 24 hours
before the search commenced.

seizable item means anything that would present a danger toesmper that could be used to assist a persorcapedrom lawful custody.
serious offence means an offence:
(@) that is punishable by imprisonment for 2 yearsore; and

(b) that is one of the following:

(i) a Commonwealth offence;
(i) an offence against a law of a State thatdnéexleral aspect;
(i) an offence against a law of a Territory; and

(c) that is not a serious terrorism offence.

seriousterrorism offence means:
(@) a terrorism offence (other than offence agaiastion 102.8, Division 104 or Division 105 oét@riminal Code); or
(b) an offence against a law of a State:

(i) that has a federal aspect; and

(ii) that has the characteristics of a terroridferce (other than such an offence that has theacteistics of an offence against section 102.8,
Division 104 or Division 105 of th€riminal Code); or

(c) an offence against a law of a Territory thad the characteristics of a terrorism offence (aten such an offence that has the
characteristics of an offence against section 1@2\8sion 104 or Division 105 of th€riminal Code).

strip search means a search of a person or of articles indksgssion of a person that may include:
(@) requiring the person to remove all of his er garments; and

(b) an examination of the person’s body (but ridhe person’s body cavities) and of those garments

warrant means a warrant under this Part.

warrant premises means premises in relation to which a warrant feice.
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(2) A person referred to in paragraph (b) of teénition of constable assisting in subsection (1) must not take part in searcbingrresting
a person.

3CA Nature of functions of magistrate

1) A function of making an order conferred on agistrate by section 3ZI, 3Z2J, 3ZK, 3ZN or 3ZQZRanferred on the magistrate in a
personal capacity and not as a court or a memkbeecotirt.

(2 Without limiting the generality of subsecti(l), an order made by a magistrate under sectidn3Zd, 3ZK, 3ZN or 3ZQZB has effect
only by virtue of this Act and is not to be takgniimplication to be made by a court.

(3) A magistrate performing a function of, or cented with, making an order under section 3ZI, 2K, 3ZN or 3ZQZB has the same
protection and immunity as if he or she were penfog that function as, or as a member of, a cdging the court of which the magistrate is a
member).

4) The Governor-General may make arrangemenkstihét Governor of a State, the Chief Minister & &ustralian Capital Territory, the
Administrator of the Northern Territory or the Admstrator of Norfolk Island for the performance, diyor any of the persons who from time to time
hold office as magistrates in that State or Tenyjtof the function of making orders under secti8@s 32J, 3ZK, 3ZN and 3ZQZB.

3D Application of Part
1) This Part is not intended to limit or exclutie operation of another law of the Commonwealktirey to:

(@) the search of premises; or

(b) arrest and related matters; or

(c) the stopping, detaining or searching of coavegs or persons; or
(d) the seizure of things; or

(e) the requesting of information or documentsifigersons.

2 To avoid any doubt, it is declared that evesugh another law of the Commonwealth provides paweo one or more of the things
referred to in subsection (1), a similar power eor#fd by this Part may be used despite the existehthe power under the other law.
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4) This Part is not intended to limit or exclutie operation of a law of a Territory relating to:
(@) the search of premises; or
(b) arrest and related matters; or
(c) the stopping, detaining or searching of coavegs or persons; or
(d) the seizure of things; or
(e) the requesting of information or documentsifigersons;
in relation to offences against a law of that Teryi.
(5) This Part does not apply to the exercise bgrestable of powers under tbefence Force Discipline Act 1982.

(6) The application of this Part in relation t@atetoffences that have a federal aspect is natdetdto limit or exclude the concurrent
operation of any law of a State or of the Australizapital Territory.

Note 1: Subsection 3(1) defin8ate to include the Northern Territory.

Note 2: Section 3AA has the effect that an offencénasgthe law of the Australian Capital TerritoryasState offence that has a federal aspect.
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Division 2—Search warrants

3E When search warrants can be issued

1) An issuing officer may issue a warrant to shgremises if the officer is satisfied, by infotmoa on oath or affirmation, that there are
reasonable grounds for suspecting that there theoe will be within the next 72 hours, any evitmmaterial at the premises.

2 An issuing officer may issue a warrant autsiog an ordinary search or a frisk search of agueifsthe officer is satisfied, by
information on oath or affirmation, that there e#asonable grounds for suspecting that the pem®imris or her possession, or will within thetnex
72 hours have in his or her possession, any evalenaterial.

3) If the person applying for the warrant suspelsat, in executing the warrant, it will be neegggo use firearms, the person must state
that suspicion, and the grounds for that suspigiothe information.

4) If the person applying for the warrant is annbeer or special member of the Australian Federat®and has, at any time previously,
applied for a warrant relating to the same persgremises the person must state particulars aethpplications and their outcome in the
information.

(5) If an issuing officer issues a warrant, thigcef is to state in the warrant:

(@) the offence to which the warrant relates; and

(b) a description of the premises to which theramtrrelates or the name or description of thequets whom it relates; and
(c) the kinds of evidential material that are godearched for under the warrant; and

(d) the name of the constable who, unless heeirserts the name of another constable in theawtris to be responsible for executing
the warrant; and

(e) the time at which the warrant expires (seessciton (5A)); and
) whether the warrant may be executed at ang timonly during particular hours.

(5A) The time stated in the warrant under parag@(5)(e) as the time at which the warrant expinest be a time that is not later than the
end of the seventh day after the day on which theamt is issued.
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Example: If a warrant is issued at 3 pm on a Mondta expiry time specified must not be later thadnight on Monday in the following week.
(6) The issuing officer is also to state, in anaat in relation to premises:

(@) that the warrant authorises the seizure bifrayt(other than evidential material of the kinéereed to in paragraph (5)(c)) found at the
premises in the course of the search that the @rgaofficer or a constable assisting believeseasonable grounds to be:

(i) evidential material in relation to an offertcewhich the warrant relates; or
(ii) a thing relevant to another offence thatngiradictable offence; or
(i) evidential material (within the meaning dfetProceeds of Crime Act 2002) or tainted property (within the meaning of thatt)a

if the executing officer or a constable assisteieves on reasonable grounds that seizure dhthg is necessary to prevent its
concealment, loss or destruction or its use in cittimg an offence; and

(b)  whether the warrant authorises an ordinarycéear a frisk search of a person who is at or tieapremises when the warrant is
executed if the executing officer or a constabksting suspects on reasonable grounds that tikempéas any evidential material or seizable itams i
his or her possession.

(7) The issuing officer is also to state, in anaat in relation to a person:

(@) that the warrant authorises the seizure birayt(other than evidential material of the kinéereed to in paragraph (5)(c)) found, in the
course of the search, on or in the possessioregiehson or in a recently used conveyance, bethipg that the executing officer or a constable
assisting believes on reasonable grounds to be:

(i) evidential material in relation to an offertcewhich the warrant relates; or
(i) athing relevant to another offence thatnsrdictable offence; or
(i) evidential material (within the meaning dfeProceeds of Crime Act 2002) or tainted property (within the meaning of thatt)a

if the executing officer or a constable assisbefieves on reasonable grounds that seizure dghihg is necessary to prevent its
concealment, loss or destruction or its use in cittimg an offence; and

(b) the kind of search of a person that the warmathorises.
(8) Paragraph (5)(e) and subsection (5A) do nexegmt the issue of successive warrants in relébidhe same premises or person.
(9) If the application for the warrant is made ensgection 3R, this section (other than subse¢tgy)) applies as if:

(@) subsections (1) and (2) referred to 48 haatfser than 72 hours; and
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(b) paragraph (5)(e) required the issuing offtcestate in the warrant the period for which theraat is to remain in force, which must not
be more than 48 hours.

(10) Anissuing officer in New South Wales or thestralian Capital Territory may issue a warrantdtation to premises or a person in the
Jervis Bay Territory.

(11) Anissuing officer in a State or internal fitery may:
(@) issue a warrant in relation to premises ceraqn in that State or Territory; or
(b) issue a warrant in relation to premises oe&@n in an external Territory; or

(c) issue a warrant in relation to premises oe@@n in another State or internal Territory (idahg the Jervis Bay Territory) if he or she is
satisfied that there are special circumstancesmiaie the issue of the warrant appropriate; or

(d) issue a warrant in relation to a person wharéve person is in Australia or in an externakii@ny if he or she is satisfied that it is not
possible to predict where the person may be.

3F The things that are authorised by a search waent
1) A warrant that is in force in relation to prises authorises the executing officer or a constabsisting:

(@) to enter the warrant premises and, if the [gesmare a conveyance, to enter the conveyanceewdrdt is; and
(b) to search for and record fingerprints founthatpremises and to take samples of things foutitegpremises for forensic purposes; and

(c) to search the premises for the kinds of euidematerial specified in the warrant, and to sdlzings of that kind found at the premises;
and

(d) to seize other things found at the premisebercourse of the search that the executing oftica constable assisting believes on
reasonable grounds to be:

(i) evidential material in relation to an offertcewhich the warrant relates; or
(ii) evidential material in relation to anotheferice that is an indictable offence; or
(i) evidential material (within the meaning dfetProceeds of Crime Act 2002) or tainted property (within the meaning of thatt)a
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if the executing officer or a constable assistieieves on reasonable grounds that seizure dhthgs is necessary to prevent their
concealment, loss or destruction or their use mrodgting an offence; and

(e) to seize other things found at the premise¢ldrcourse of the search that the executing oftica constable assisting believes on
reasonable grounds to be seizable items; and

) if the warrant so allows—to conduct an ordinaearch or a frisk search of a person at or tegpitemises if the executing officer or a
constable assisting suspects on reasonable grtheidbie person has any evidential material orafégzitems in his or her possession.

(2) A warrant that is in force in relation to ag@n authorises the executing officer or a conetabsisting:

(@) to search the person as specified in the waard things found in the possession of the peasonany recently used conveyance for
things of the kind specified in the warrant; and

(b) to:

(i) seize things of that kind; or
(ii) record fingerprints from things; or
(i) to take forensic samples from things;

found in the course of the search; and
(c) to seize other things found on or in the pssi&® of the person or in the conveyance in thessoof the search that the executing
officer or a constable assisting believes on realsiengrounds to be:

(i) evidential material in relation to an offertcewhich the warrant relates; or
(ii) a thing relevant to another offence thatnsiradictable offence; or
(i) evidential material (within the meaning dfetProceeds of Crime Act 2002) or tainted property (within the meaning of thatt)A

if the executing officer or a constable assisbetieves on reasonable grounds that seizure dghihgs is necessary to prevent their
concealment, loss or destruction or their use mrodting an offence; and

(d) to seize other things found in the coursenefdearch that the executing officer or a constasdesting believes on reasonable grounds
to be seizable items.

(3) If the warrant states that it may be execatalgt during particular hours, the warrant must In@texecuted outside those hours.
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4) If the warrant authorises an ordinary search fmisk search of a person, a search of the patterent to that so authorised must not
be done under the warrant.

3G Availability of assistance and use of force iaxecuting a warrant
In executing a warrant:

(@) the executing officer may obtain such assegaand

(b) the executing officer, or a person who is astable and who is assisting in executing the warmeay use such force against persons
and things; and

(c) a person who is not a constable and who has @ethorised to assist in executing the warragtusa such force against things;

as is necessary and reasonable in the circumstances

3H Details of warrant to be given to occupier etc.

(1) If a warrant in relation to premises is bee@cuted and the occupier of the premises or anpdreon who apparently represents the
occupier is present at the premises, the execafiiggr or a constable assisting must make avadlédbthat person a copy of the warrant.

2 If a warrant in relation to a person is beaxgcuted, the executing officer or a constablesasgimust make available to that person a
copy of the warrant.

(3) If a person is searched under a warrant atiogl to premises, the executing officer or a calnist assisting must show the person a copy
of the warrant.

4) The executing officer must identify himselflwrself to the person at the premises or the pdysimg searched, as the case may be.

(5) The copy of the warrant referred to in subsest(1) and (2) need not include the signaturtefissuing officer or the seal of the
relevant court.

3J Specific powers available to constables exemgi warrant
1) In executing a warrant in relation to premjsbe executing officer or a constable assisting:ma
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(@) for a purpose incidental to the executiorhefwarrant; or
(b) if the occupier of the premises consents iiting;
take photographs (including video recordings) efpinemises or of things at the premises.

(2) If a warrant in relation to premises is be@cuted, the executing officer and the constaddessting may, if the warrant is still in
force, complete the execution of the warrant ateof them temporarily cease its execution anddethe premises:

(@) for not more than one hour; or

(aa) if there is an emergency situation, for noterthan 12 hours or such longer period as alldwyeah issuing officer under section 3JA;
or

(b) for a longer period if the occupier of thermises consents in writing.
3) If:

(@) the execution of a warrant is stopped by aeroof a court; and

(b) the order is later revoked or reversed on alppad

(c) the warrant is still in force;

the execution of the warrant may be completed.

3JA Extension of time to re-enter premises in emgency situations
Q) If:

(@) a warrant in relation to premises is beingceked; and
(b) there is an emergency situation; and

(c) the executing officer or a constable assistielieves on reasonable grounds that the execotilogr and the constables assisting will
not be able to return to the premises within thédd2r period mentioned in paragraph 3J(2)(aa);
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he or she may apply to an issuing officer for ateesion of that period.

(2) Before making the application, the executiffgcer or a constable assisting must, if it is piable to do so, give notice to the occupier
of the premises of his or her intention to applydo extension.

(3) If an application mentioned in subsectioni{d$ been made, an issuing officer may extend thedéuring which the executing officer
and constables assisting may be away from the pesnii

(@) the issuing officer is satisfied, by infornmation oath or affirmation, that there are excepti@rcumstances that justify the extension;
and

(b) the extension would not result in the periadiag after the expiry of the warrant.

3K Use of equipment to examine or process things

Equipment may be brought to warrant premises

(1) The executing officer of a warrant in relattonpremises, or constable assisting, may bringdavarrant premises any equipment
reasonably necessary for the examination or prowes$ a thing found at the premises in order teedaine whether it is a thing that may be seized
under the warrant.

Thing may be moved for examination or processing
(2) A thing found at warrant premises, or a thiognd during a search under a warrant that isticefin relation to a person, may be
moved to another place for examination or procgssirorder to determine whether it may be seizedbua warrant if:
(@) both of the following apply:

(i) itis significantly more practicable to do Baving regard to the timeliness and cost of examgior processing the thing at another place and
the availability of expert assistance;

(ii) the executing officer or constable assistsugpects on reasonable grounds that the thinginsmaconstitutes evidential material; or
(b) for a thing found at warrant premises—the @oeuof the premises consents in writing; or

(c) for a thing found during a search under a amrthat is in force in relation to a person—thespa consents in writing.
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Notification of examination or processing and right to be present

(3) If a thing is moved to another place for thegmse of examination or processing under subse(2ip the executing officer must, if it is
practicable to do so:

(@) inform the person referred to in paragraplb(2)r (c) (as the case requires) of the addreisegplace and the time at which the
examination or processing will be carried out; and

(b) allow that person or his or her representativiee present during the examination or processing
(3AA) The executing officer need not comply withragraph (3)(a) or (b) if he or she believes osarable grounds that to do so might:
(@) endanger the safety of a person; or
(b) prejudice an investigation or prosecution.
Timelimit on moving a thing
(3A) The thing may be moved to another place kangnation or processing for no longer than 14 days

(3B) An executing officer may apply to an issuoficer for one or more extensions of that timéig executing officer believes on
reasonable grounds that the thing cannot be exanoinprocessed within 14 days or that time as presly extended.

(3C) The executing officer must give notice of #pplication to the person referred to in paragr@)b) or (c) (as the case requires), and
that person is entitled to be heard in relatiotheoapplication.

(3D) A single extension cannot exceed 7 days.

Equipment at warrant premises may be operated

4) The executing officer of a warrant in relatimpremises, or a constable assisting, may opecatpment already at the warrant
premises to carry out the examination or processiragthing found at the premises in order to detee whether it is a thing that may be seized under
the warrant if the executing officer or constabédéidves on reasonable grounds that:

(@) the equipment is suitable for the examinatioprocessing; and

(b) the examination or processing can be carnigdvwithout damage to the equipment or the thing.
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3L Use of electronic equipment at premises

(1) The executing officer of a warrant in relattonpremises, or a constable assisting, may opelat&ronic equipment at the warrant
premises to access data (including data not heltegtremises) if he or she suspects on reasogediads that the data constitutes evidential
material.

Note: A constable can obtain an order requiring agrewith knowledge of a computer or computer systepravide assistance: see section 3LA.

(1A) If the executing officer or constable assigtsuspects on reasonable grounds that any dagasactby operating the electronic
equipment constitutes evidential material, he errsiay:

(@) copy any or all of the data accessed by oper#tte electronic equipment to a disk, tape oeo#ssociated device brought to the
premises; or

(b) if the occupier of the premises agrees inimgi—copy any or all of the data accessed by opegdltie electronic equipment to a disk,
tape or other associated device at the premises;

and take the device from the premises.
aB) If:
(@) the executing officer or constable assistaigs$ the device from the premises; and

(b) the Commissioner is satisfied that the dateoisrequired (or is no longer required) for a mag mentioned in section 3ZQU or for
other judicial or administrative review proceedings

the Commissioner must arrange for:
(c) the removal of the data from any device indbetrol of the Australian Federal Police; and
(d) the destruction of any other reproductionhef dlata in the control of the Australian Federdiceo

2 If the executing officer or a constable agsgstafter operating the equipment, finds that emtdhl material is accessible by doing so, he
or she may:

(@) seize the equipment and any disk, tape or aegsociated device; or

97



(b) if the material can, by using facilities aé tbremises, be put in documentary form—operatéaitiities to put the material in that form
and seize the documents so produced.

(3) A constable may seize equipment under paradi2yfa) only if:

(@) it is not practicable to copy the data as meet] in subsection (1A) or to put the materiad@tumentary form as mentioned in
paragraph (2)(b); or

(b) possession by the occupier of the equipmemtomonstitute an offence.

4) If the executing officer or a constable agstssuspects on reasonable grounds that:

(@) evidential material may be accessible by dpeyalectronic equipment at the premises; and

(b)  expert assistance is required to operatedgbgment; and

(c) if he or she does not take action under thigssction, the material may be destroyed, alteredherwise interfered with;
he or she may do whatever is necessary to seaiegtiipment, whether by locking it up, placing arguor otherwise.

(5) The executing officer or a constable assistingt give notice to the occupier of the premiddsor her intention to secure equipment
and of the fact that the equipment may be secuned( to 24 hours.

(6) The equipment may be secured:

(@) for a period not exceeding 24 hours; or

(b) until the equipment has been operated by xperé
whichever happens first.

(7) If the executing officer or a constable agsgsbelieves on reasonable grounds that the eagsistance will not be available within 24
hours, he or she may apply to an issuing officeafoextension of that period.

8) The executing officer or a constable assistinggt give notice to the occupier of the premidesor her intention to apply for an
extension, and the occupier is entitled to be hearelation to the application.
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(9) The provisions of this Division relating teetissue of warrants apply, with such modificatiaesare necessary, to the issuing of an
extension.

3LAA Use of electronic equipment at other place

1) If electronic equipment is moved to anothercpl under subsection 3K(2), the executing officexr constable assisting may operate the
equipment to access data (including data heldahanplace).

2 If the executing officer or constable asstuspects on reasonable grounds that any datssaccly operating the electronic
equipment constitutes evidential material, he errslay copy any or all of the data accessed by tipgréne electronic equipment to a disk, tape or
other associated device.

(3) If the Commissioner is satisfied that the dataot required (or is no longer required) foruagmse mentioned in section 3ZQU or for
other judicial or administrative review proceedingge Commissioner must arrange for:

(@) the removal of the data from any device indbwetrol of the Australian Federal Police; and
(b) the destruction of any other reproductionhef tlata in the control of the Australian Federdiceo

4) If the executing officer or a constable agsgstafter operating the equipment, finds that emtdhl material is accessible by doing so, he
or she may:

(@) seize the equipment and any disk, tape or afsociated device; or
(b) if the material can be put in documentary ferput the material in that form and seize the doqumseo produced.
(5) A constable may seize equipment under parageéya) only if:

(@) it is not practicable to copy the data as meet in subsection (2) or to put the materialacumentary form as mentioned in
paragraph (4)(b); or

(b) possession of the equipment, by the persamrezf to in paragraph 3K(2)(a) or (b) (as the cageires), could constitute an offence.
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3LA Person with knowledge of a computer or a comger system to assist access etc.

(1) A constable may apply to a magistrate for mteprequiring a specified person to provide arfigrmation or assistance that is
reasonable and necessary to allow a constable aa@&or more of the following:
(@) access data held in, or accessible from, gpatenor data storage device that:
(i) is on warrant premises; or

(i) has been moved under subsection 3K(2) arad @splace for examination or processing; or

(iif) has been seized under this Division;
(b) copy data held in, or accessible from, a caepor data storage device, described in paradi@pio another data storage device;
(c) convert into documentary form or another fontelligible to a constable:

(i) data held in, or accessible from, a compudedata storage device, described in paragraploa);
(i) data held in a data storage device to whithdata was copied as described in paragraphr(b); o

(i) data held in a data storage device removethfwarrant premises under subsection 3L(1A).
(2) The magistrate may grant the order if the stagfie is satisfied that:
()

there are reasonable grounds for suspectaigtidential material is held in, or is accessflben, the computer or data storage device;
and

(b) the specified person is:

(i) reasonably suspected of having committed tfenoe stated in the relevant warrant; or
(ii) the owner or lessee of the computer or devace

(iii) an employee of the owner or lessee of thepoter or device; or

(iv) a person engaged under a contract for ses\ogehe owner or lessee of the computer or dewuice;
(v) a person who uses or has used the computivice; or

(vi) a person who is or was a system administr@tothe system including the computer or device} a
(c) the specified person has relevant knowledge of

(i) the computer or device or a computer netwdrwigich the computer or device forms or formed d;pa
(i) measures applied to protect data held imamessible from, the computer or device.
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3) If:
(@) the computer or data storage device thatistibject of the order is seized under this Divisand
(b) the order was granted on the basis of anegipin made before the seizure;

the order does not have effect on or after theuseiz

Note: An application for another order under thigiseaelating to the computer or data storage demay be made after the seizure.

4) If the computer or data storage device isamotvarrant premises, the order must:
(@) specify the period within which the person trarsvide the information or assistance; and
(b) specify the place at which the person mustigeothe information or assistance; and

(c) specify the conditions (if any) determinedtbg magistrate as the conditions to which the requent on the person to provide the
information or assistance is subject.

(5) A person commits an offence if the persorsfeolcomply with the order.
Penalty for contravention of this subsection: Irmpnment for 2 years.

3LB Accessing data held on certain premises—nottfation to occupier of that premises
1) If:

(@) data is accessed, in relation to a warramteusubsection 3L(1) or 3LAA(1); and

(aa) either:

(i) if the warrant is in relation to premises—ifeta is held on premises other than the warramipes; or
(i) if the warrant is in relation to a person—tthata is held on any premises; and

(b) it is practicable to notify the occupier oétpremises on which the data is held that the ltiddeen accessed under a warrant;

the executing officer must:
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(c) do so as soon as practicable; and

(d) if the executing officer has arranged, ormate to arrange, for continued access to the daterwsubsection 3L(1A) or (2) or 3LAA(2)
or (4)—include that information in the notification

(2) A notification under subsection (1) must ird#dusufficient information to allow the occupiertbé premises on which the data is held to
contact the executing officer.

3M Compensation for damage to electronic equipment
(1) This section applies if:

(@) as a result of equipment being operated asiomexl in section 3K, 3L or 3LAA:

(i) damage is caused to the equipment; or
(i) damage is caused to data recorded on theewgiit or data access to which was obtained froropkeation of the equipment; or
(iif) programs associated with the use of the popgint, or with the use of the data, are damagedroupted; and

(b) the damage or corruption occurs because:

(i) insufficient care was exercised in selectihg person who was to operate the equipment; or
(if) insufficient care was exercised by the persperating the equipment.

2 The Commonwealth must pay the owner of thepeaent, or the user of the data or programs, seabanable compensation for the
damage or corruption as the Commonwealth and timeoar user agree on.

3) However, if the owner or user and the Commaithefail to agree, the owner or user may instiptgceedings in a court of competent
jurisdiction for such reasonable amount of compemisas the court determines.

4) In determining the amount of compensation plyaegard is to be had to whether any of theWalg persons, if they were available
at the time, provided any appropriate warning adauace on the operation of the equipment:

(@) if the equipment was operated under a warsaoed in relation to premises—the occupier ofpiteenises, or the occupier's employees
or agents;

(b) if the equipment was operated under a waisaned in relation to a person—that person, orgheton’s agents.
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(5) Compensation is payable out of money apprtgdiay the Parliament.

(6) For the purposes of subsection (1):
damage, in relation to data, includes damage by erastidata or addition of other data.

3N Copies of seized things to be provided
1) Subject to subsection (2), if a constableessimnder a warrant relating to premises:
(@) a document, film, computer file or other thihgt can be readily copied; or

(b) a storage device the information in which barreadily copied;

the constable must, if requested to do so by thamer of the premises or another person who apggnepresents the occupier and who is present
when the warrant is executed, give a copy of tivgtbr the information to that person as soon astpable after the seizure.

(2) Subsection (1) does not apply if:
(@) the thing that has been seized was seized sobsection 3L(1A) or paragraph 3L(2)(b) or 3LAX@); or

(b) possession by the occupier of the document, Giomputer file, thing or information could coitste an offence.

3P Occupier entitled to be present during search

(1) If a warrant in relation to premises is beem@cuted and the occupier of the premises or anpdreon who apparently represents the
occupier is present at the premises, the perssuligect to Part IC, entitled to observe the sebathg conducted.

(2) The right to observe the search being condumtases if the person impedes the search.

(3) This section does not prevent 2 or more apé#tse premises being searched at the same time.
3Q Receipts for things seized under warrant

(1) If a thing is seized under a warrant or mowader subsection 3K(2), the executing officer opastable assisting must provide a
receipt for the thing.
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(2) If 2 or more things are seized or moved, thn&y be covered in the one receipt.

3R Warrants by telephone or other electronic means
(1) A constable may make an application to animggafficer for a warrant by telephone, telex, fatte or other electronic means:

(@) in an urgent case; or

(b) if the delay that would occur if an applicatiwere made in person would frustrate the effeaiecution of the warrant.
(2) The issuing officer:

(@) may require communication by voice to the eitkat it is practicable in the circumstances; and

(b) may make a recording of the whole or any pagny such communication by voice.

3) An application under this section must inclatlenformation required to be provided in an oy application for a warrant, but the
application may, if necessary, be made beforertfegrnation is sworn.

4) If an application is made to an issuing offiaader this section and the issuing officer, aftamsidering the information and having
received and considered such further informatibar(y) as the issuing officer required, is satfileat:

(@) a warrant in the terms of the application $théwe issued urgently; or
(b) the delay that would occur if an applicatioaresmade in person would frustrate the effectivecation of the warrant;
the issuing officer may complete and sign the séma of warrant that would be issued under secsiin

(5) If the issuing officer decides to issue theramt, the issuing officer is to inform the apphitaby telephone, telex, facsimile or other
electronic means, of the terms of the warrant haditry on which and the time at which it was signed

(6) The applicant must then complete a form oframrin terms substantially corresponding to thgigen by the issuing officer, stating on
the form the name of the issuing officer and thg @awhich and the time at which the warrant wgsed.

104



(7) The applicant must, not later than the dagréfie day of expiry of the warrant or the dayratte day on which the warrant was
executed, whichever is the earlier, give or trans$mihe issuing officer the form of warrant contpt by the applicant and, if the information redeir
to in subsection (3) was not sworn, that informatioily sworn.

8) The issuing officer is to attach to the docatagrovided under subsection (7) the form of watrcampleted by the issuing officer.
9) If:

(@) it is material, in any proceedings, for a ¢aarbe satisfied that the exercise of a power uadearrant issued under this section was
duly authorised; and

(b) the form of warrant signed by the issuinga#fiis not produced in evidence;

the court is to assume, unless the contrary isgatothat the exercise of the power was not duljaiged.

3S Restrictions on personal searches
A warrant cannot authorise a strip search orleckeof a person’s body cavities.
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Division 3—Stopping and searching conveyances
3T Searches without warrant in emergency situatios
1) This section applies if a constable suspectseasonable grounds, that:
(@) a thing relevant to an indictable offenceni®ii on a conveyance; and
(b) it is necessary to exercise a power underesatios (2) in order to prevent the thing from beaogcealed, lost or destroyed; and
(c) it is necessary to exercise the power witlbetauthority of a search warrant because therostances are serious and urgent.
(2) The constable may:
(@) stop and detain the conveyance; and
(b) search the conveyance and any containeram ¢he conveyance, for the thing; and
(c) seize the thing if he or she finds it there.

(3) If, in the course of searching for the thitige constable finds another thing relevant to dictable offence or a thing relevant to a
summary offence, the constable may seize that thimgor she suspects, on reasonable grounds, that

(@) it is necessary to seize it in order to préwsrconcealment, loss or destruction; and
(b) it is necessary to seize it without the autliaf a search warrant because the circumstanmeesesious and urgent.

4) The constable must exercise his or her posagect to section 3U.

3U How a constable exercises a power under sectid8m
When a constable exercises a power under seXTiam relation to a conveyance, he or she:

(@) may use such assistance as is necessary; and
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(b) must search the conveyance in a public plade some other place to which members of the puidive ready access; and

(c) must not detain the conveyance for longer tharecessary and reasonable to search it andoatgiicer found in or on the conveyance;
and

(d) may use such force as is necessary and rdaednahe circumstances, but must not damagedheayance or any container found in
or on the conveyance by forcing open a part ottire/eyance or container unless:

(i) the person (if any) apparently in charge & tdonveyance has been given a reasonable oppyrtoimipen that part or container; or
(i) it is not possible to give that person suchopportunity.
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Division 3A—Powers in relation to terrorist acts ard terrorism offences
Subdivision A—Definitions

3UA Definitions
In this Division:

Commonwealth place means a Commonwealth place within the meaningex@ommonwealth Places (Application of Laws) Act 1970.

police officer means:
(@) a member of the Australian Federal Policer{withe meaning of th&ustralian Federal Police Act 1979); or

(b) a special member (within the meaning of thet) Aor
(c) a member, however described, of a police fofce State or Territory.

prescribed security zone means a zone in respect of which a declaratioersettion 3UJ is in force.

serious offence related item means a thing that a police officer conductingaeh under section 3UD reasonably suspects:
(@) may be used in a serious offence; or

(b) is connected with the preparation for, oréhgagement of a person in, a serious offence; or

(c) is evidence of, or relating to, a serious f&

terrorism related item means a thing that a police officer conductingach under section 3UD reasonably suspects:
(@) may be used in a terrorist act; or

(b) is connected with the preparation for, orehgagement of a person in, a terrorist act; or

(c) is evidence of, or relating to, a terrorist. ac

108



vehicle includes any means of transport (and, withouttétion, includes a vessel and an aircraft).
Subdivision B—Powers
3UB Application of Subdivision
(1) A police officer may exercise the powers uniiés Subdivision in relation to a person if:

(@) the person is in a Commonwealth place (otmem & prescribed security zone) and the officgpestts on reasonable grounds that the
person might have just committed, might be comnmttir might be about to commit, a terrorist act; or

(b) the person is in a Commonwealth place in agrileed security zone.

2 This section does not limit the operation @ttson 3UEA.

3UC Requirement to provide name etc.
1) A police officer may request the person tovpte the officer with the following details:

(@) the person’s name;

(b) the person’s residential address;

(c) the person’s reason for being in that paric@ommonwealth place;
(d)  evidence of the person’s identity.

(2) If a police officer:

(@) makes a request under subsection (1); and

(b) informs the person:

(i) of the officer’s authority to make the requestd
(i) that it may be an offence not to comply witie request;

the person commits an offence if:
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(c) the person fails to comply with the request; o

(d) the person gives a name or address thatsis fiala material particular.

Penalty: 20 penalty units.
Note: A more serious offence of obstructing a Commattivgoublic official may also apply (see sectior® 1dof theCriminal Code).

3) Subsection (2) does not apply if the persanaheeasonable excuse.

Note: A defendant bears an evidential burden inicgldb the matter in subsection (3) (see subsedt88(3) of theCriminal Code).

3UD Stopping and searching
(1) A police officer may:

(@) stop and detain the person for the purposemducting a search under paragraph (b); and

(b) conduct one of the following searches forreotesm related item:

(i) an ordinary search or a frisk search of thesqe;
(i) a search of any thing that is, or that thicef suspects on reasonable grounds to be, uhdgrerson’s immediate control;
(iif) a search of any vehicle that is operatedarupied by the person;

(iv) a search of any thing that the person hathairthe officer suspects on reasonable grouradghb person has, brought into the
Commonwealth place.

Conditions relating to conduct of search of person

(2) A police officer who conducts a search of espa under this section must not use more forcsybject the person to greater indignity,
than is reasonable and necessary in order to cotitusearch.

(3) A person must not be detained under this@edtir longer than is reasonably necessary foaecheo be conducted under this section.

Other conditions relating to conduct of search of person or thing

4) In searching a thing (including a vehicle) endubsection (1), a police officer may use sucbef@s is reasonable and necessary in the
circumstances, but must not damage the thing lmyrfgiit, or a part of it, open unless:
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(@) the person has been given a reasonable opfgrto open the thing or part of it; or

(b) it is not possible to give that opportunity.

3UE Seizure of terrorism related items and seriousffence related items
If a police officer:

(@) conducts a search under section 3UD; and

(b) finds, in the course of the search, a thiraj it

(i) aterrorism related item; or
(i) a serious offence related item;

the officer may seize the thing.

3UEA Emergency entry to premises without warrant
(1) A police officer may enter premises in accoawith this section if the police officer susgean reasonable grounds, that:

(@) it is necessary to exercise a power underestibs (2) in order to prevent a thing that is lo@ premises from being used in connection
with a terrorism offence; and

(b) it is necessary to exercise the power witlbetauthority of a search warrant because thexesésious and imminent threat to a
person’s life, health or safety.

(2) The police officer may:
(@) search the premises for the thing; and
(b) seize the thing if he or she finds it there.

(3) If, in the course of searching for the thitigg police officer finds another thing that theipelofficer suspects, on reasonable grounds,
to be relevant to an indictable offence or a surgroffence, the police officer may secure the presigending the obtaining of a warrant under
Part IAA in relation to the premises.
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4) Premises must not be secured under subs€8)idor longer than is reasonably necessary toiolie& warrant.

(5) In the course of searching for the thing, gbéce officer may also seize any other thing, @adything to make the premises safe, if the
police officer suspects, on reasonable groundsjttisanecessary to do so:

(@) in order to protect a person'’s life, healttsafety; and

(b)  without the authority of a search warrant heseathe circumstances are serious and urgent.
(6) In exercising powers under this section:

(@) the police officer may use such assistanag; an

(b) the police officer, or a person who is algméce officer and who is assisting the police a#fi may use such force against persons and
things; and

(c) a person (other than a police officer) whaughorised by the police officer to assist thegmbfficer may use such force against things;
as is necessary and reasonable in the circumstances

Notification

(7) If one or more police officers have entereeipises in accordance with this section, a poliieesfmust, within 24 hours after the
entry:

(@) notify the occupier of the premises that thigyehas taken place; or

(b) if it is not practicable so to notify the ogier—Ileave a written notice of the entry at thenpises.

3UF Seizure notices

Seizure notice to be served

1) A police officer who is for the time being pemsible for a thing seized under section 3UE dEABUWnust, within 7 days after the day on
which the thing was seized, serve a seizure notice
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(@) the owner of the thing; or

(b) if the owner of the thing cannot be identifadfter reasonable inquiries—the person from whoerthing was seized.
2 Subsection (1) does not apply if:

(@) both:

(i) the owner of the thing cannot be identifieteafeasonable inquiries; and
(i) the thing was not seized from a person; or

(b) it is not possible to serve the person regluioebe served under subsection (1).
(3) A seizure notice must:

(@) identify the thing; and

(b) state the date on which the thing was seiaed;

(c) state the ground or grounds on which the tlag seized; and

(d) state that, if the owner does not requestehan of the thing within 90 days after the ddtéhe notice, the thing is forfeited to the
Commonwealth.

Forfeiture of thing seized
8) A thing is forfeited to the Commonwealth ietbwner of the thing does not request its return:
(@) before the end of the 90th day after the dithee seizure notice in relation to the thing; or
(b) if subsection (2) applied in relation to théng so that a seizure notice was not served—bdfierend of the 90th day after the day on

which the thing was seized.

3UH Relationship of Subdivision to other laws

1) The powers conferred, and duties imposedhisySubdivision on police officers are in addittonand not in derogation of, any other
powers conferred, or duties imposed, by any otinerdf the Commonwealth or the law of a State orificay.
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(2) This Division is not intended to exclude aniti the operation of any other law of the Commorittear the law of a State or Territory
in so far as it is capable of operating concuryewith this Subdivision.

Subdivision C—Prescribed security zones

3Ul Applications for declarations
A police officer may apply to the Minister fordaclaration that a Commonwealth place be declasedmescribed security zone.

3UJ Minister may make declarations

Declaration

1) The Minister may declare, in writing, a Commelth place to be a prescribed security zone drighe considers that a declaration
would assist:

(@) in preventing a terrorist act occurring; or
(b) in responding to a terrorist act that has oeal

Declaration has effect
(2) A declaration under this section has effecoadingly.

Duration of declaration
3) A declaration ceases to have effect at theo#2@ days after it is made, unless the declanasaoevoked by the Minister before then.

Revocation of declaration
4) The Minister must revoke a declaration, inting, if he or she is satisfied that:

(@) in the case of a declaration made on the grouentioned in paragraph (1)(a)—there is no lorgerrorism threat that justifies the
declaration being continued; or

(b) in the case of a declaration made on the gfonentioned in paragraph (1)(b)—the declaratiamitonger required.
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for:

Gazettal and publication of declaration
(5) If a declaration of a Commonwealth place gsescribed security zone under this section is neadevoked, the Minister must arrange

(@) a statement to be prepared that:

(i) states that the declaration has been madevoked, as the case may be; and
(i) identifies the prescribed security zone; and

(b) the statement to be:

(i) broadcast by a television or radio statiorasdo be capable of being received within the placd
(i) published in th&sazette; and
(iif) published on the internet.

Effect of failure to publish

(6) A failure to comply with subsection (5) doest make the declaration or its revocation ineffexto any extent.

Declaration or revocation not legidative instruments
(7) A declaration or revocation made under thetiea is not a legislative instrument.

Subdivision D—Sunset provision

3UK Sunset provision

(1) A police officer must not exercise powers erfprm duties under this Division (other than unsiection 3UF) after the end of 10 years

after the day on which the Division commences.

(2) A declaration under section 3UJ that is ircéoat the end of 10 years after the day on whishDQlvision commences ceases to be in

force at that time.

3) A police officer cannot apply for, and the Néiter cannot make, a declaration under sectionadtéd the end of 10 years after the day

on which this Division commences.
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Division 4—Arrest and related matters

3V Requirement to furnish name etc.

1) If a constable believes on reasonable grotmatsa person whose name or address is, or whose aad address are, unknown to the
constable may be able to assist the constableyuirias in relation to an indictable offence tHa tonstable has reason to believe has been or may
have been committed, the constable may requegkttsen to provide his or her name or address, merand address, to the constable.

2 If a constable:

(@) makes a request of a person under subsedjipand

(b) informs the person of the reason for the retjund

(c) complies with subsection (3) if the person gwél request under that subsection;
the person must not:

(d) refuse or fail to comply with the request; or

(e) give a name or address that is false in anaaparticular.

(2A) Subsection (2) does not apply if the persas & reasonable excuse.

Note: A defendant bears an evidential burden inicgldb the matter in subsection (2A) (see subsed®3(3) of theCriminal Code).
(3) If a constable who makes a request of a parsder subsection (1) is requested by the persprotade to the person:

(@) his or her name or the address of his or leeempf duty; or
(b) his or her name and that address; or
(c) if he or she is not in uniform and it is piaable for the constable to provide the evidenceidence that he or she is a constable;

the constable must not:
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(d) refuse or fail to comply with the request; or

(e) give a name or address that is false in anaaparticular.
Penalty: 5 penalty units.

3W Power of arrest without warrant by constables
1) A constable may, without warrant, arrest asparfor an offence if the constable believes osarable grounds that:

(@) the person has committed or is committingattience; and

(b) proceedings by summons against the persondwvamilachieve one or more of the following purposes

(i) ensuring the appearance of the person beforeid in respect of the offence;
(ii) preventing a repetition or continuation o&tbffence or the commission of another offence;
(iii) preventing the concealment, loss or destoucof evidence relating to the offence;
(iv) preventing harassment of, or interferencényét person who may be required to give evidengeaneedings in respect of the offence;
(v) preventing the fabrication of evidence in spof the offence;
(vi) preserving the safety or welfare of the parso

(2) If:
(@) a person has been arrested for an offence sobeection (1); and

(b) before the person is charged with the offetiteconstable in charge of the investigation ceasbelieve on reasonable grounds:

(i) that the person committed the offence; or
(i) that holding the person in custody is necessa achieve a purpose referred to in paragraj(ib);1

the person must be released.

(3) A constable may, without warrant, arrest apemwhom he or she believes on reasonable groasdedtaped from lawful custody to
which the person is still liable in respect of dfence.
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3X Arrest of prisoner unlawfully at large

(1) A constable may, without warrant, arrest apemwhom the constable believes on reasonable dgsdorbe a prisoner unlawfully at
large.

(2) The constable must, as soon as practicalide tie person before a Magistrate.
(3) If the Magistrate is satisfied that the persoa prisoner unlawfully at large, the Magistratay issue a warrant:
(@) authorising any constable to convey the pets@nprison or other place of detention speciiirethe warrant; and

(b) directing that the person, having been condegehat place in accordance with the warrantlétained there to undergo the term of
imprisonment or other detention that the persargsiired by law to undergo.

4) In this section:

prisoner unlawfully at large means a person who is at large (otherwise thaausecahe person has escaped from lawful custodyjilsie when the
person is required by law to be detained undepsigion of a law of the Commonwealth, including Biens 6 to 9, inclusive, of Part IB.

3Y Power of arrest without warrant of person on bd

1) A constable may, without warrant, arrest aspawho has been released on bail if the conshabileves on reasonable grounds that the
person has contravened or is about to contravepedition of a recognisance on which bail was grdrib the person in respect of an offence, even
though the condition was imposed in a State oritbeyrother than the one in which the person is.

(2) Subiject to subsection (3), if a constablestsra person under subsection (1), the constaldé cause the person to be brought before a
magistrate as soon as is practicable.

(3) If a constable arrests a person under suloset) in the State or Territory in which the cdrmah was imposed, the person is to be dealt
with according to relevant laws of that State omrii@y applied by section 68 of tldediciary Act 1903.

4) When a person arrested under subsection @ Biate or Territory other than the one in whiendondition was imposed is brought
before a magistrate in the State or Territory inclwhihe arrest took place, the court may:

(@) release the person unconditionally; or
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(b) admit the person to bail on such recognisaasdhle court thinks fit to appear again beforestimae court at such time as the court
orders; or

(c) if the condition was not imposed by the Fet€xurt of Australia—remand the person in custaalyd reasonable time pending the
obtaining of a warrant for the apprehension ofgg@éeson from the State or Territory in which thedition was imposed,; or

(d) if the condition was imposed by the Federal€of Australia—remand the person in custody foe@sonable time pending the
obtaining of a warrant for the apprehension ofgg@eson from that Court.

(5) A release referred to in paragraph (4)(a) dagsaffect the operation of the bail order or ¢baditions of the bail imposed in the other
State or Territory.

3Z Power of arrest without warrant by other persors
(1) A person who is not a constable may, withoatrant, arrest another person if he or she beliemegasonable grounds that:

(@) the other person is committing or has justmdtted an indictable offence; and
(b) proceedings by summons against the other pevsald not achieve one or more of the purpose=ned to in paragraph 3W(1)(b).
2 A person who arrests another person undeestiba (1) must, as soon as practicable afterttesta arrange for the other person, and

any property found on the other person, to be deditf into the custody of a constable.

3ZA Warrants for arrest

(1) An issuing officer must not, under a law dbtate or Territory applied by section 68 of fludiciary Act 1903, issue a warrant for the
arrest of a person for an offence as a result affanmation laid before the officer unless:

(@) the information is on oath; and

(b) except where the issuing officer is informedtithe warrant is sought for the purpose of makingguest for the extradition of a person
from a foreign country—the informant has given igmuing officer an affidavit setting out the reasevhy the warrant is sought, including:

(i) the reasons why it is believed that the persmmmitted the offence; and

(ii) the reasons why it is claimed that proceedibg summons would not achieve one or more of tinpgses set out in paragraph 3W(1)(b);
and
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(c) if the issuing officer has requested furthdormation concerning the reasons for which theessf the warrant is sought—that
information has been provided to the officer; and

(d) the issuing officer is satisfied that there srasonable grounds for the issue of the warrant.
(2) If an issuing officer issues such a warram, afficer must write on the affidavit which of treasons specified in the affidavit, and any

other reasons, he or she has relied on as jugitii@ issue of the warrant.

3ZB Power to enter premises to arrest offender
(1) Subiject to subsection (3), if:

(@) a constable has, under a warrant, power &staarperson for an offence; and
(b) the constable believes on reasonable grouradghe person is on any premises;

the constable may enter the premises, using sucé &s is necessary and reasonable in the circnoestzat any time of the day or night for the
purpose of searching the premises for the persamesting the person.

2 Subject to subsection (3), if:

(@) a constable may, under section 3W, arrestsopeavithout warrant for an offence; and
(b) the offence is an indictable offence; and

(c) the constable believes on reasonable grouradgtte person is on any premises;

the constable may enter the premises, using sucé &s is necessary and reasonable in the circnoestzat any time of the day or night for the
purpose of searching the premises for the persamnresting the person.

(3) A constable must not enter a dwelling housgenisubsection (1) or (2) at any time during theggdecommencing at 9 p.m. on a day
and ending at 6 a.m. on the following day unlesscibnstable believes on reasonable grounds that:

(@) it would not be practicable to arrest the pergither at the dwelling house or elsewherenatteer time; or

(b) it is necessary to do so in order to previeatdoncealment, loss or destruction of evideneing to the offence.
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4) In subsection (3):
dwelling house includes a conveyance, and a room in a hotel, limgarding house or club, in which people ordilyanétire for the night.

3ZC Use of force in making arrest

1) A person must not, in the course of arrestingther person for an offence, use more forceylgest the other person to greater
indignity, than is necessary and reasonable to rfakarrest or to prevent the escape of the ottiesiop after the arrest.

2 Without limiting the operation of subsectidr),(a constable must not, in the course of arrgstiperson for an offence:

(@) do anything that is likely to cause the desdftor grievous bodily harm to, the person unlégsdonstable believes on reasonable
grounds that doing that thing is necessary to ptdife or to prevent serious injury to anothergmer (including the constable); or

(b) if the person is attempting to escape arrgsteleing—do such a thing unless:

(i) the constable believes on reasonable grouratsdbing that thing is necessary to protect lifeogorevent serious injury to another person
(including the constable); and

(i) the person has, if practicable, been calledmsurrender and the constable believes on raehkogrounds that the person cannot be
apprehended in any other manner.

3ZD Persons to be informed of grounds of arrest

1) A person who arrests another person for aanc must inform the other person, at the timéefrrest, of the offence for which the
other person is being arrested.

(2) It is sufficient if the other person is infoeah of the substance of the offence, and it is poessary that this be done in language of a
precise or technical nature.

(3) Subsection (1) does not apply to the arregtebther person if:
(@) the other person should, in the circumstariaesy the substance of the offence for which heheris being arrested; or

(b) the other person’s actions make it impracledtr the person making the arrest to inform ttlepperson of the offence for which he
or she is being arrested.
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3ZE Power to conduct a frisk search of an arreste@erson

A constable who arrests a person for an offemceho is present at such an arrest, may, if tmstedole suspects on reasonable grounds
that it is prudent to do so in order to ascertdether the person is carrying any seizable items:

(@) conduct a frisk search of the person at onsdter the time of arrest; and

(b) seize any seizable items found as a resutteoearch.

3ZF Power to conduct an ordinary search of an arrsted person

A constable who arrests a person for an offemceho is present at such an arrest, may, if tmstedole suspects on reasonable grounds
that the person is carrying:

(@) evidential material in relation to that or t#ver offence; or
(b) a seizable item;

conduct an ordinary search of the person at or aftenthe time of arrest, and seize any such tfiogd as a result of the search.

3ZG Power to conduct search of arrested person’semises

A constable who arrests a person at premiseanfoiffence, or who is present at such an arrest,seiae things in plain view at those
premises that the constable believes on reasogatlads to be:

(@) evidential material in relation to that or #rer offence; or

(b) seizable items.

3ZH Power to conduct an ordinary search or a stripsearch
1) If a person who has been arrested for an offesmbrought to a police station, a constable may:

(@) if an ordinary search of the person has nehlm®nducted—conduct an ordinary search of theopeos

(b) subject to this section, conduct a strip deafdhe person.
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(2) A strip search may be conducted if:

(@) a constable suspects on reasonable groundsi¢haerson has in his or her possession:

(i) a seizable item; or
(i) evidential material (other than forensic nrakas defined in Part ID) in relation to thatasrother offence; and

(b) the constable suspects on reasonable grobatlg is necessary to conduct a strip searcheop#rson in order to recover that item or
evidential material; and

(c) a constable of the rank of superintendentgindr has approved the conduct of the search.
(2A) If:

(@) in the course of carrying out a strip seatich,constable comes to believe on reasonable gsahatithe carrying out of a forensic
procedure would be likely to produce evidence medato the offence for which the person has beesstad or any other offence; and

(b) Part ID provides for the carrying out of sucforensic procedure;
the forensic procedure must not be carried outgioeaccordance with Part ID.

(2B) The conducting of a strip search may incltadéng photographs of evidential material foundiog person, whether or not taking
photographs is a forensic procedure provided fdPast ID.

(3) Subiject to section 3ZI, a strip search mag bks conducted if the person consents in writing.

(3A) Subsection (3) does not authorise the condiatstrip search for the purpose of obtainingmsic material as defined in Part ID. Such
a search must not be conducted except in accordetit®art ID.

4) Subject to section 3ZI, a strip search magdreducted in the presence of a medical practitiarer may assist in the search.
(5) The approval may be obtained by telephonextéhcsimile or other electronic means.

(6) A constable who gives or refuses to give gireyal for the purposes of paragraph (2)(c) mustenaarecord of the decision and of the
reasons for the decision.

(7) Such force as is necessary and reasonalile icircumstances may be used to conduct a stiiprsaader subsection (2).

123



(8) Any item of a kind referred to in paragraph(é2 that is found during a strip search may beeski

3ZI Rules for conduct of strip search
(1) A strip search:

(@) must be conducted in a private area; and
(b) must be conducted by a constable who is of#mee sex as the person being searched; and

(c) subject to subsections (3) and (4), must ratdnducted in the presence or view of a personisvhbthe opposite sex to the person
being searched; and

(d) must not be conducted in the presence or vfeavperson whose presence is not necessary foputipeses of the search; and
(e) must not be conducted on a person who is ut@eand

() if the person being searched is at least XQihder 18, or is incapable of managing his ordifairs:

(i) may only be conducted if the person has bessted and charged or if a magistrate ordersttbatconducted; and

(i) must be conducted in the presence of a paregtiardian of the person being searched oraffithnot acceptable to the person, in the
presence of another person (other than a constahte)s capable of representing the interests@ptrson and who, as far as is practicable
in the circumstances, is acceptable to the peesuh;

(9) must not involve a search of a person’s badytes; and

(h) must not involve the removal of more garméehés the constable conducting the search believesasonable grounds to be necessary
to determine whether the person has in his or bssgssion the item searched for or to establispetson’s involvement in the offence; and

0] must not involve more visual inspection thhe tonstable believes on reasonable grounds tedessary to establish the person’s
involvement in the offence.

(2) In deciding whether to make an order refeteeith paragraph (1)(f), the magistrate must hagane to:
(@) the seriousness of the offence; and

(b) the age or any disability of the person; and
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(c) such other matters as the magistrate thinks fi

(3) A strip search may be conducted in the preseha medical practitioner of the opposite sethtoperson searched if a medical
practitioner of the same sex as the person begglsed is not available within a reasonable time.

4) Paragraph (1)(c) does not apply to a parergrdian or personal representative of the persomylsearched if the person being
searched has no objection to the person beingrgrese

(5) If any of a person’s garments are seizedrasut of a strip search, the person must be peavidith adequate clothing.

3ZJ Taking fingerprints, recordings, samples of hadwriting or photographs
(1) In this section and in sections 3ZK and 3ZL.:
identification material, in relation to a person, means prints of thegreésshands, fingers, feet or toes, recordings efp#rson’s voice, samples of the

person’s handwriting or photographs (including widecordings) of the person, but does not inclage trecordings made for the purposes of
section 23U or 23V.

2 A constable must not:
(@) take identification material from a person vi&ia lawful custody in respect of an offence gxda accordance with this section; or

(b) require any other person to submit to theniglaf identification material, but nothing in ttparagraph prevents such a person
consenting to the taking of identification material

(3) If a person is in lawful custody in respectofoffence, a constable who is of the rank ofessmtyor higher or who is for the time being
in charge of a police station may take identificatmaterial from the person, or cause identificatitaterial from the person to be taken, if:

(@) the person consents in writing; or

(b) the constable believes on reasonable grounradsttis necessary to do so to:

(i) establish who the person is; or
(i) identify the person as the person who coneditthe offence; or
(i) provide evidence of, or relating to, the efice; or

(ba) both of the following apply:
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(€)

(i) the identification material taken, or causede taken, is fingerprints or photographs (inatgdiideo recordings) of the person;
(ii) the offence is punishable by imprisonmentdgperiod of 12 months or more; or

the constable suspects on reasonable grobatlthe person has committed another offence andiémtification material is to be taken

for the purpose of identifying the person as thes@ewho committed the other offence or of providavidence of, or relating to, the other offence.

(4)

this section.

(5)
(6)

A constable may use such force as is necessaryeasonable in the circumstances to take fastikbn material from a person under

Subiject to subsection (9), a constable mustake identification material from a person whaigler 10.

Subject to this section, a constable mustaiat identification material (other than hand irfilnger prints, foot prints or toe prints)

from a suspect who:

(@)
(b)

is at least 10 but under 18, or is incapabl@anaging his or her affairs; and

has not been arrested and charged;

unless a magistrate orders that the material lentak

(6A) A constable must not take hand prints, fingents, foot prints or toe prints from a suspebbw

(@)
(b)

is at least 10 but under 18, or is incapabl@anaging his or her affairs; and

has not been arrested and charged;

except in accordance with Part ID.

(7)
(@)
(b)
(€)
(8)

In deciding whether to make such an ordernthgistrate must have regard to:
the seriousness of the offence; and

the age or any disability of the person; and

such other matters as the magistrate thinks fi

The taking of identification material from argon who:
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(@) is under 18; or

(b) is incapable of managing his or her affairs;
must be done in the presence of:

(c) a parent or guardian of the person; or

(d) if the parent or guardian of the person isawateptable to the person, another person (otharattonstable) who is capable of
representing the interests of the person and whfaraas is practicable in the circumstances,ds@table to the person.

(9) Despite this section, identification materizy be taken from a person who:
(@) is not a suspect; and
(b) is under 10 or is incapable of managing hikesraffairs;
if a magistrate orders that the material be taken.
(10) Despite this section, identification materay be taken from a person who:
(@) is not a suspect; and
(b) is at least 10 but under 18; and
(c) is capable of managing his or her affairs;
if one of the following paragraphs applies:

(d) the person agrees in writing to the takinghef material and a parent or guardian of the pestsmagrees in writing or, if a parent or
guardian is not acceptable to the person, anotivspp (other than a constable) who is capableppésenting the interests of the person and who, as
far as is practicable in the circumstances, is@tatéde to the person also agrees in writing;

(e) if:
(i) one of those persons agrees in writing totétkéng of the material but the other does not; and
(i) a magistrate orders that the material berake
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(11) In deciding whether to make such an orderntlagistrate must have regard to the matters $@t subsection (7).
(12) Despite this section, identification materay be taken from a person who:

(@) is at least 18; and

(b) is capable of managing his or her affairs; and

(c) is not a suspect;

if the person consents in writing.

3ZK Destruction of identification material
(1) If:

(@) identification material has been taken fropeeson under section 3ZJ; and

(b) a period of 12 months has elapsed since #wifttation material was taken; and

(c) proceedings in respect of an offence to whhehinvestigation material relates have not bestitited or have been discontinued;
the identification material must be destroyed assas practicable.

(2) If identification material has been taken frarperson under section 3ZJ and:

(@) the person is found to have committed an offdn which the identification material relates batconviction is recorded; or

(b) the person is acquitted of such an offence and

(i) no appeal is lodged against the acquittal; or
(i) an appeal is lodged against the acquittal twedacquittal is confirmed or the appeal is witvdn;

the identification material must be destroyed amsas practicable unless an investigation int@ proceeding against the person for, another offenc
to which the identification material relates is geg.
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(3) A magistrate may, on application by a congtabktend the period of 12 months referred to bseation (1) or that period as previously
extended under this subsection in relation to paler identification material if the magistratesatisfied that there are special reasons for dsing

3ZL Offence of refusing to allow identification mderial to be taken
1) If a person is convicted of an offence, thdge or magistrate presiding at the proceedingshathithe person was convicted may order:

(@) the person to attend a police station; or
(b) that a constable be permitted to attend ompéhneon in a place of detention;

within one month after the conviction to allow impsions of the person’s fingerprints and/or oratgdraph of the person to be taken in accordance
with the order.

(2) A person must not refuse or fail to allow thaspressions or a photograph of the person takent

Penalty: Imprisonment for 12 months.
(3) Subsection (2) does not apply if the persanaheeasonable excuse.

Note: A defendant bears an evidential burden inicgldb the matter in subsection (3) (see subsedt®8(3) of theCriminal Code).

(3A) The judge or magistrate may also make angratiders that are reasonably necessary for egsilnd the impressions of the person’s
fingerprints and/or a photograph of the persortaken in accordance with the order under subse€tipri-or example, the judge or magistrate may
order the person to attend a specified policemstatt a specified time.

(3B) A person commits an offence if:
(@) the person is subject to an order under stibsg@A); and
(b) the person engages in conduct; and

(c) the person’s conduct contravenes the order.

Penalty: Imprisonment for 12 months.
(3C) In this section:
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engagein conduct means:
(@) do an act; or

(b) omit to perform an act.

4) Nothing in this section derogates from thétig use the provisions of Part ID as authoritythe taking of fingerprints from a
prescribed offender or a serious offender.

(5) In subsection (4prescribed offender andserious offender have the meanings given in subsection 23WA(1).

3ZM Identification parades
(1) This section applies to identification paratiekl in relation to offences.

2 Subject to subsection (3) and to section 3@Nidentification parade:
(@) may be held if the suspect agrees; or

(b) must be held if:

(i) the suspect has requested that an identidicgiarade be held; and
(i) itis reasonable in the circumstances todo s

(2A) Without limiting the matters that may be takato account in determining whether it is reasd@dn the circumstances to hold an
identification parade, the following must be taketo account:

(@) the kind of offence, and the gravity of théeate, concerned;
(b) the likely importance in the circumstanceshaf evidence of identification;

(c) the practicality of holding an identificatiparade, having regard, among other things:

(i) if the suspect fails to cooperate in the cartchf the parade—to the manner and extent of, laadeason (if any) for, the failure; and
(ii) in any case—to whether an identification waade at or about the time of the commission obffence; and

(d) the appropriateness of holding an identifmagparade, having regard, among other things godlationship (if any) between the
suspect and the person who may make an identdicati the identification parade.
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(3) An identification parade must not be held sslthe suspect has been informed that:
(@) he or she is entitled to refuse to take pathé parade; and

(b) if he or she refuses to take part in the parad

(i) evidence of the refusal may be given in lgierceedings relating to an offence, for the purpdsxplaining why an identification parade
was not held; and

(i) evidence may be given in such proceedingsnyf identification of the suspect by a witness essalt of having seen a photograph or having
seen the suspect otherwise than during an ideatitiic parade; and

(c) in addition to any requirement under secti@iN3a legal representative or other person of tispect’'s choice may be present while the
person is deciding whether to take part in theggrand during the holding of the parade, if aresngnts for that person to be present can be made
within a reasonable time.

4) The giving of the information referred to mbsection (3) must be recorded by a video recordiran audio recording.
(5) An identification parade must be arranged @mtlucted in a manner that will not unfairly preqedthe suspect.

(6) Without limiting the intent of subsection (&) identification parade must be arranged andwtied in accordance with the following
rules:

(@) the parade must consist of at least 9 persons;

(b) each of the persons who is not the suspect mus

(i) resemble the suspect in age, height and geappgarance; and

(ii) not have features that will be visible duritige parade that are markedly different from thafshe suspect as described by the witness
before viewing the parade;

(c) unless it is impracticable for another conlgtdab arrange or conduct the parade, no constaltdehas taken part in the investigation
relating to the offence may take part in the aresments for, or the conduct of, the parade;

(d) no person in the parade is to be dressedvayathat would obviously distinguish him or herrfrdhe other participants;

(e) if it is practicable to do so, numbers shdugdplaced next to each participant in order tonatlee witness to make an identification by
indicating the number of the person identified:;
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® the parade may take place so that the witnass/iew the parade without being seen if the ggmequests that it take place in such a
manner and:

(i) alegal representative or other person ofstiepect’s choice is present with the witness; or
(ii) the parade is recorded by a video recording;
(9) nothing is to be done that suggests or idylik@suggest to a withess which member of thegmra the suspect;

(h) if the witness so requests, members of thadeamay be required to speak, move or adopt afgeeposture but, if this happens, the
witness must be reminded that the members of trepahave been chosen on the basis of physicahepp only;

() the suspect may select where he or she wishstsnd in the parade;

() if more than one witness is to view the parade

(i) each witness must view the parade alone; and

(i) the witnesses are not to communicate wittheztber at a time after arrangements for the panagste commenced and before each of them
has viewed the parade; and

(iif) the suspect may change places in the paafide each viewing;
(k) each witness must be told that:
(i) the suspect may not be in the parade; and
(i) if he or she is unable to identify the sudpeith reasonable certainty he or she must say so;

() the parade must be recorded by a video reognfliit is practicable to do so and, if that imdopa copy of the video recording must be
made available to the suspect or his or her legakbsentative as soon as it is practicable to do so

(m) if the parade is not recorded by a video reicoy.

(i) the parade must be photographed in colour; and

(ii) a print of a photograph of the parade thaititeast 250mm 200mm in size must be made available to the stugpdts or her legal
representative; and

(iii) the constable in charge of the parade maist tall reasonable steps to record everythingassaiddone at the parade and must make a copy of
the record available to the suspect or his orégmillrepresentative;

(n) the suspect may have present during the hplofithe parade a legal representative or othesopenf his or her choice if arrangements
for that person to be present can be made withé@asonable time.
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(7)
(@)
(b)
(©)
(8)

Nothing in this Act affects the determinatiofithe following questions:

whether or not evidence of a suspect havifugeel to take part in an identification paradedisasible;

if evidence of such a refusal is admissabletinferences (if any) may be drawn by a coujunyr from the refusal,
whether, after such a refusal, evidence efittive methods of identification is admissible.

If a witness is, under the supervision of astable, to attempt to identify a suspect othentha@ during an identification parade, the

constable must ensure that the attempted ideriiditégs done in a manner that is fair to the suspec

3ZN Identification parades for suspects under 18te.

(1)

(2
be held.

3)
(@)
(b)

An identification parade must not be helddauspect who is under 10.

An identification parade must not be heldd@uspect who is incapable of managing his or ti@rsunless a magistrate orders that it

An identification parade must not be heldd@uspect who:
is at least 10 but under 18; and

is capable of managing his or her affairs;

unless one of the following paragraphs applies:

(€)

the suspect agrees to or requests in writirdhblding of the parade and a parent or guardiimasuspect agrees in writing to the

holding of the parade or, if the parent or guardsamot acceptable to the suspect, another peagbar(than a constable) who is capable of
representing the interests of the suspect and aghfar as is practicable in the circumstances;dstable to the suspect agrees in writing to the
holding of the parade;

(d)

(4)

if:
(i) one of those persons agrees in writing tohhleling of the parade but the other does not; and
(i) a magistrate orders that the parade be held.

In deciding whether to make such an orderntlgistrate must have regard to:
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(@) the seriousness of the offence; and

(b) the age or any disability of the person; and

(c) such other matters as the magistrate thiriks fi

(5) An identification parade for a suspect wharnsler 18 or is incapable of managing his or hexifimust be held in the presence of:
(@) a parent or guardian of the suspect; or

(b) if the parent or guardian is not acceptabléosuspect, another person (other than a coatahb is capable of representing the

interests of the suspect and who, as far as isigate in the circumstances, is acceptable tetispect.

3ZO0 Identification by means of photographs

1) If a suspect is in custody in respect of drrufe or is otherwise available to take part ind@mtification parade, a constable
investigating the offence must not show photographsomposite pictures or pictures of a similardkito a witness for the purpose of establishing, o
obtaining evidence of, the identity of the suspadess:

(@) the suspect has refused to take part in arifidation parade; or
(aa) the suspect’s appearance has changed sigtijisince the offence was committed; or

(b) the holding of an identification parade wobtt

(i) unfair to the suspect; or
(ii) unreasonable in the circumstances.

(1A) Without limiting the matters that may be takato account in determining whether it would lm@aasonable in the circumstances to
hold an identification parade, the following musttaken into account:

(@) the kind of offence, and the gravity of théeate, concerned;
(b) the likely importance in the circumstanceshaf evidence of identification;

(c) the practicality of holding an identificatiparade, having regard, among other things:
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(i) if the suspect fails to cooperate in the cartaif the parade—to the manner and extent of, laaddason (if any) for, the failure; and
(ii) in any case—to whether an identification waade at or about the time of the commission obffence; and

(d) the appropriateness of holding an identifmagparade, having regard, among other things godlationship (if any) between the
suspect and the person who may make an identdicati the identification parade.

(2) If a constable investigating an offence shpWwstographs or pictures to a witness for the pwmd®stablishing, or obtaining evidence
of, the identity of a suspect, whether or not thgpgct is in custody, the following rules apply:

(@) the constable must show to the witness phapigr or pictures of at least 9 different persons;

(b) each photograph or picture of a person whmighe suspect must be of a person who:

(i) resembles the suspect in age and general eppeg and
(i) does not have features visible in the phadpgror picture that are markedly different fromsthof the suspect as described by the withess

before viewing the photographs or pictures;
(ba) the photographs or pictures shown to theeggnmust not suggest that they are photographstargs of persons in police custody;

(c) the constable must not, in doing so, act ulyféowards the suspect or suggest to the witrnessat particular photograph or picture is
the photograph or picture of the suspect or ofragrewho is being sought by the police in respéeanooffence;

(d) if practicable, the photograph or picturetw# suspect must have been taken or made afterdie avas arrested or was considered as a
suspect;

(e) the witness must be told that a photograpbicture of the suspect may not be amongst thosglsgien by the witness;
M the constable must keep, or cause to be kegicord identifying each photograph or picture thahown to the witness;
(9) the constable must notify the suspect or hiseo legal representative in writing that a copyhe record is available for the suspect;

(h) the constable must retain the photographsctunes shown, and must allow the suspect or higeotegal representative, upon
application, an opportunity to inspect the photpgsaor pictures.

3) If:

(@) a photograph or picture of a person who ipecied in relation to the commission of an offeiscghown to a witness; and
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(b) the photograph was taken or the picture métde the suspect was arrested or was consideree @&osuspect; and

(c) proceedings in relation to the offence refétiein paragraph (a) or another offence arisingobthe same course of conduct for which
the photograph was taken or picture made are btagginst the suspect before a jury; and

(d) the photograph or picture is admitted intadevice;
the jury must be informed that the photograph \&éer or the picture made after the suspect wastad®r was considered as a suspect.

4) If a suspect is in custody in respect of drrafe, a constable investigating the offence mosshow a composite picture or a picture of
a similar kind to a witness for the purpose of stggj the witness to describe the features of tispect.

(5) If, after a constable investigating an offehes shown to a witness a composite picture octangi of a similar kind for the purpose
referred to in subsection (4):

(@) a suspect comes into custody in respect dbffieace; and
(b) an identification parade is to be held intielato the suspect;

the constable in charge of the investigation ofdfience may, unless doing so would be unfair eoghspect or be unreasonable in the circumstances,
request the witness to attend the identificatiorage and make the necessary arrangements for tineswito attend.

(6) If, after the witness has been shown a conp@stture or a picture of a similar kind for therpose referred to in subsection (4), a
person is charged with the offence, the constabéharge of investigating the offence must, upgulieation by that person or his or her legal
representative, provide him or her with particulafrany such picture shown to the witness and ¢imencents (if any) of the witness concerning the
picture.

(7) If a suspect is in custody in respect of drrafe and a constable investigating the offenclesgigo investigate the possibility that a
person other than the suspect committed the offesutxsection (4) does not prevent a constable fating action referred to in that subsection for
the purpose of assisting a witness to describéttares of a person other than the suspect.
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3ZP Identification procedures where there is morehan one suspect
If:

(@) a constable is attempting to ascertain:

(i) which of 2 or more suspects committed an afégror
(i) the identities of 2 or more suspects who rhaye been jointly involved in an offence; and

(b) for that purpose, the constable intends taoohan identification parade or to identify a perby showing a photograph or a picture of
a suspect to a person;

the constable must undertake a separate idenificptocess for each of the suspects.

3ZQ Descriptions

1) If a description of a suspect is given to astable in relation to an offence, the constablstransure that a record of the description is
made and that the record is retained until anyg®dimgs in respect of the offence are completed.

2 Subject to subsection (4), a constable mustguested to do so by a person who has beenethanigh an offence, provide the person
with the name of every person who, to the knowleafgae constable, claims to have seen, at or abeuime of the commission of the offence, a
person who is suspected of being involved in itamassion.

(3) If:
(@) a record of a description of a person is mauer subsection (1); and
(b) the person is charged with an offence to wkhehdescription relates;

a constable must notify the person or his or hgalleepresentative in writing that a copy of theorel, and of any other record of a description that
constable knows about of a person who is suspetteeing involved in the commission of the offeniseavailable for the person.

(4) If the constable suspects on reasonable gsotinad providing the name of a person under suiose() could:

(@) place the person in danger; or
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(b) expose the person to harassment or unreasoimadaiference;

the constable is not required to provide the nahikeoperson.
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Division 4A—Determining a person’s age
Subdivision A—Preliminary
3ZQA Definitions

(1) In this Division:

age determination information means a photograph (including an X-ray photograplany other record or information relating toesigon that is
obtained by carrying out a prescribed procedure.

appropriately qualified, in relation to the carrying out of a prescribedgedure, means:
(@) having suitable professional qualification®rperience to carry out the prescribed procedure;

(b) qualified under the regulations to carry dw prescribed procedure.

Commonwealth offence means:

(@) an offence against a law of the Commonweattier than an offence that is a service offencéhfempurposes of tHaefence Force
Discipline Act 1982; or

(b) a State offence that has a federal aspect.

investigating official means:
(@) a member or special member of the AustraleceFal Police; or

(b) a member of the police force of a State orifity; or

(c) a person who holds an office the functiong/bich include the investigation of Commonwealtheoifes and who is empowered by a
law of the Commonwealth because of the holdindnaf bffice to make arrests in respect of such offen

prescribed procedure means a procedure specified by regulations madédgurposes of subsection (2) to be a prescpbeckdure for determining
a person’s age.
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(2) The regulations may specify a particular pcage, which may include the taking of an X-ray gfeat of a person’s body, to be a
prescribed procedure for determining a person’s age

(3) A procedure prescribed for the purposes ofsation (2):
(@) may involve the operation of particular equgmmthat is specified for the purpose; and
(b) must require that equipment to be operatedrbgppropriately qualified person.

4) Before the Governor-General makes a reguldtiothe purposes of subsection (2), the Ministesttonsult with the Minister
responsible for the administration of thieerapeutic Goods Act 1989.

Subdivision B—Determination of age during investigdon
3ZQB Circumstances where investigating official mg seek authority to carry out a prescribed procedue
(1) If:
(@) an investigating official suspects, on reabtmgrounds, that a person may have committed an@mwealth offence; and

(b) it is necessary to determine whether or netgrson is, or was, at the time of the allegedne@msion of the offence, under 18 because
that question is relevant to the rules governirmglrson’s detention, the investigation of theraféeor the institution of criminal proceedings;

the investigating official may, whether or not fierson is in custody at the time, arrange for #reying out of a prescribed procedure in respect of
the person only if:

(c) the investigating official obtains, in acconda with section 3ZQC, the requisite consentseéatrrying out of the procedure in respect
of the person; or

(d) a magistrate orders, on application by thestigating official, the carrying out of the prooeel in respect of the person.
2 An application to a magistrate by an invegtignofficial for the purposes of paragraph (1)By be made:
(@) in person; or

(b) by telephone, telex, fax or other electrongams.
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(3) In deciding whether to make such an orderppiieation by an investigating official, the magae must be satisfied that:
(@) there are reasonable grounds for the suspibairthe person has committed a Commonwealth céfeand
(b) there is uncertainty as to whether or notpeson is, or was, at the time of the alleged casiom of the offence, under 18; and

(c) the uncertainty will need to be resolved idesrto determine the application of the rules gowey the person’s detention, the
investigation of the offence or the institutionosiminal proceedings.

3ZQC Obtaining of consents for the carrying out ofa prescribed procedure

(1) For the purposes of paragraph 3ZQB(1)(c)namstigating official is taken to have obtained tbguisite consents to the carrying out of
a prescribed procedure in respect of a persom ifdtiowing persons agree in writing to the cargyout of the procedure:

(@) the person in respect of whom it is sougltaioy out the procedure;

(b) either:

(i) a parent or guardian of the person; or
(i) if a parent or guardian is not available niot acceptable to the person—an independent aehsibn (other than an investigating official
involved in the investigation of the person) whaapable of representing the interests of the pesied who, as far as is practicable in the

circumstances, is acceptable to the person.

2 Before seeking the consents referred to isection (1), an investigating official must firafarm each of the persons from whom such
a consent is being sought, in a language in wikielperson is able to communicate with reasonainéadly:

(@) the purpose and reasons for which the prestpbocedure is to be carried out; and
(b) the nature of the procedure; and
(c) if the procedure involves the operation oftigatar equipment—the nature of that equipment; and

(d) that the information obtained from the cargyout of the procedure could affect the mannereaflidg with the person on whom the
procedure is to be carried out; and

(e) the known risks (if any) that would be posedthe health of the person on whom the proceduxebs carried out; and

141



(ea) that the persons giving the requisite conseyt withdraw that consent at any time; and
) that the seeking of the requisite consentamggiving of such consent was being, or wouldréegrded; and
(9) that the persons giving the requisite conaemteach entitled to a copy of that record; and

(h) that the person on whom the procedure is toalpeed out may have, so far as is reasonablytipadote, a person of his or her choice
present while the procedure is carried out.

(3) The requisite consents may be given:

(@) in person; or

(b) by telephone, telex, fax or other electrongams.

4) Nothing in this section affects the rightsagberson under Part IC, in particular a persogistsi under:
(@) section 23G (Right to communicate with frieredative and legal practitioner); or

(b) section 23P (Right of foreign national to coomtate with consular office).

3ZQD Withdrawal of consent

If a person who has given consent to the carrgingof a prescribed procedure expressly withdreavsent to the carrying out of that
procedure (or if the withdrawal of such consentasonably be inferred from the person’s condugfpre or during the carrying out of the
procedure, the carrying out of the procedure ismproceed otherwise than by order of a magistratthe application of an investigating official.

3ZQE Recording of giving of information about cartying out a prescribed procedure and relevant respaes
1) An investigating official must, if practicablensure that:

(@) the giving of information about a prescribedgedure and the responses (if any) of the pertsowsom the information is given are
recorded by audio tape, video tape or other eleiimeans; and

(b) a copy of the record is made available topgeson on whom it is sought to carry out the praced
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(2) If recording the giving of information and thresponses (if any) of the persons to whom thetnimééion is given in the manner referred
to in subsection (1) is not practicable, the inigeging official must ensure that:

(@) a written record of the giving of the infornoet and of the responses (if any) is made; and

(b) a copy of the record is made available topgeson on whom it is sought to carry out the praced

Subdivision C—Determination of age during proceedigs

3ZQF Circumstances where judge or magistrate mayrder carrying out of a prescribed procedure on owninitiative
If:

(@) a person is being prosecuted for a Commonkveé#itnce; and

(b) the judge or magistrate presiding over thegealings related to that offence is satisfiedithiatnecessary to ascertain whether or not
the person is, or was, at the time of the allegedmission of that offence, under 18;

the judge or magistrate presiding may make an oetgriring the carrying out of a prescribed progedn respect of the person.

Subdivision D—Communication of orders by judges omagistrates

3ZQG Orders made by judges or magistrates concerng carrying out of a prescribed procedure

1) If a judge or a magistrate orders the carryingof a prescribed procedure (whether as a refalrequest by an investigating official
or not), the judge or magistrate must:

(@) ensure that a written record of the order, @fritie reasons for the making of the order, is;kepd

(b) ensure that the person on whom the procedurehe carried out is told by an investigatingad in a language in which the person is
able to communicate with reasonable fluency:

(i) that an order for the carrying out of the prdure has been made and of the reasons for thagnaikihe order; and
(i) of the arrangements for the carrying outlo procedure; and
(i) of the fact that reasonable force may bedusesecure the compliance of the person to wheotter relates.
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(2) The judge or magistrate may give directiontoabe time, place and manner in which the proceduto be carried out.

Subdivision E—Matters relating to the carrying outof prescribed procedures

3ZQH Appropriate medical or other standards to beapplied
A prescribed procedure must be carried out iraamar consistent with either or both of the follogyi

(@) appropriate medical standards;

(b) appropriate other relevant professional stedsla

3ZQl Reasonable and necessary force

Except where the carrying out of a prescribe¢@dore to determine a person’s age is undertakidrnting consent of that person and of
an additional adult person in accordance with eacdZQC, the person carrying out the procedure aayderson assisting that person, is entitled to
use such force as is reasonable and necessasy @ir¢hmstances.

Subdivision F—Disclosure and destruction of age detmination information

3ZQJ Disclosure of age determination information
(1) A person is guilty of an offence if:

(@) the person’s conduct causes the disclosuagetletermination information other than as pravioe this section; and

(b) the person is reckless as to any such dis@osu

Penalty: Imprisonment for 2 years.
(2) A person may only disclose age determinatidormation:

(@) for a purpose related to establishing and d¢gimgpwith the rules governing:

(i) the detention of the person to whom the aderd@nation information relates; or
(ii) the investigation of a Commonwealth offengetbat person; or
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(i) the institution of criminal proceedings agat that person for a Commonwealth offence; or
(b) for a purpose related to the conduct of:

(i) the investigation of the person to whom the dgtermination information relates for a Commoritheaffence; or
(i) proceedings for a Commonwealth offence agdimat person; or

(c) for the purpose of an investigation by theotniation Commissioner of the Commonwealth or then@onwealth Ombudsman; or

(d) if the person to whom the age determinatidorimation relates consents in writing to the disole.

Note: A defendant bears an evidential burden inicgldb the matters referred to in subsection (2)e-mébsection 13.3(3) of ti&riminal Code.

3ZQK Destruction of age determination information
(1) If, in relation to a Commonwealth offence:

(@) age determination information relating to espa has been obtained by carrying out a prescpbecedure; and
(b) 12 months have passed since the carryingfabegrocedure; and

(c) proceedings in respect of the offence havebaeh instituted against the person from whomnf@mation was taken or have
discontinued;

the information must be destroyed as soon as peduté.

2 If, in relation to a Commonwealth offence, alggermination information relating to a person besn obtained by carrying out a
prescribed procedure and:

(@) the person is found to have committed thena#ebut no conviction is recorded; or

(b) the person is acquitted of the offence and:

(i) no appeal is lodged against the acquittal; or
(ii) an appeal is lodged against the acquittal luedacquittal is confirmed or the appeal is witvan;

the information must be destroyed as soon as pedoté unless an investigation into, or a proceedgainst, the person for another Commonwealth
offence is pending.
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(3) A magistrate may, on application by an in\getting official, extend the period of 12 monthsereéd to in subsection (1), or that period
as previously extended under this subsection aticgl to the information, if the magistrate is stid that there are special reasons for doing so.
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Division 4B—Power to obtain information and documeis
Subdivision A—Definitions

3ZQL Definitions
In this Division:

authorised AFP officer means:
(@) the Commissioner; or
(b) a Deputy Commissioner; or
(c) a senior executive AFP employee who:

(i) is a member of the Australian Federal Polama]
(i) is authorised in writing by the Commissiorier the purposes of this paragraph.

Federal Magistrate has the meaning given by tRederal Magistrates Act 1999.

Subdivision B—Power to request information or docurents about terrorist acts from operators of aircrat or ships

3ZQM Power to request information or documents abat terrorist acts from operators of aircraft or ships

1) This section applies if an authorised AFPagffbelieves on reasonable grounds that an operator aircraft or ship has information or
documents (including in electronic form) that aekevant to a matter that relates to the doingtefrarist act (whether or not a terrorist act has
occurred or will occur).

2 The officer may:

(@) ask the operator questions relating to therairor ship, or its cargo, crew, passengersestor voyage, that are relevant to the matter;
or
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(b) request the operator to produce documentsnglto the aircraft or ship, or its cargo, crevaspengers, stores or voyage:

(i) that are relevant to the matter; and
(ii) that are in the possession or under the cbofrthe operator.

3) A person who is asked a question or requestpdoduce a document under subsection (2) mustaribe question or produce the
document as soon as practicable.

Offence
4) A person commits an offence if:
(@) the person is an operator of an aircraft g;sind
(b) the person is asked a question or requestpbthuce a document under subsection (2); and

(c) the person fails to answer the question odpce the document.

Penalty: 60 penalty units.
(5) Subsection (4) is an offence of strict liaili

Note: For strict liability, see section 6.1 of Beminal Code.
(6) It is a defence to a prosecution for an oféeagainst subsection (4) if the person chargedahradsonable excuse for:

(@) failing to answer the question; or

(b) failing to produce the document.

Definitions

(7 In this section:

operator has the meaning given by section 4 of@ustoms Act 1901.
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Subdivision C—Power to obtain documents relating t@erious terrorism and non-terrorism offences

3ZQN Power to obtain documents relating to seriouterrorism offences

(1)

This section applies if an authorised AFPagfficonsiders on reasonable grounds that a peesoddtuments (including in electronic

form) that are relevant to, and will assist, theestigation of a serious terrorism offence.

()
(@)
(b)
3)
(@)
(b)
(©)
(d)
©)
(f)
(@)

The officer may give the person a written oetiequiring the person to produce documents that:
relate to one or more of the matters setroaéction 3ZQP, as specified in the notice; and

are in the possession or under the contrtheperson.

The notice must:

specify the name of the person to whom thee@aads given; and

specify the matters to which the documentset@roduced relate; and

specify the manner in which the documentd@iee produced; and

specify the place at which the documents aleetproduced; and

state that the person must comply with thé&caas soon as practicable; and

set out the effect of section 3ZQS (offenceffolure to comply); and

if the notice specifies that information abthé notice must not be disclosed—set out the effiesection 3ZQT (offence for disclosing

existence or nature of a notice).

3ZQO Power to obtain documents relating to seriousffences

(1)

An authorised AFP officer may apply to a Fadidtagistrate for a notice under this section spext of a person if the AFP officer

considers on reasonable grounds that the persodoeasents (including in electronic form) that eekevant to, and will assist, the investigatioraof
serious offence.

149



(2) If the Magistrate is satisfied on the balanterobabilities, by information on oath or by affiation, that:
(@) the person has documents (including in elaarfmrm) that are relevant to, and will assisg thvestigation of a serious offence; and

(b) giving the person a notice under this secaieasonably necessary, and reasonably appropndtadapted, for the purpose of
investigating the offence;

the Magistrate may give the person a written naggpiiring the person to produce documents that:
(c) relate to one or more of the matters setmgection 3ZQP, as specified in the notice; and
(d) are in the possession or under the contrti@person.

3) The Magistrate must not give the notice untessauthorised AFP officer or some other persagieen to the Magistrate, either orally
or by affidavit, such further information (if angy the Magistrate requires concerning the groundshoch the issue of the notice is being sought.

4) The notice must:

(@) specify the name of the person to whom thie@ds given; and

(b) specify the matters to which the documentset@roduced relate; and

(c) specify the manner in which the documentd@akee produced; and

(d) specify the place at which the documents @leetproduced; and

(e) state that the person must comply with thé&caatithin 14 days after the day on which the retggiven; and
) set out the effect of section 3ZQS (offenceffolure to comply); and

(9) if the notice specifies that information abthé notice must not be disclosed—set out the edffiesection 3ZQT (offence for disclosing
existence or nature of a notice).
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3ZQP Matters to which documents must relate
A document to be produced under a notice undagiose3ZQN or 3ZQO must relate to one or more effiillowing matters:

(@) determining whether an account is held byexified person with a specified financial institutj and details relating to the account
(including details of any related accounts);

(b) determining whether a specified person igaatory to an account with a specified financiatitation, and details relating to the
account (including details of any related accounts)

(c) determining whether a transaction has beedutird by a specified financial institution on Héb&a specified person, and details
relating to the transaction (including detalils tialg to other parties to the transaction);

(d) determining whether a specified person tradetr will travel between specified dates or spedifocations, and details relating to the
travel (including details relating to other perstnaselling with the specified person);

(e) determining whether assets have been traadfésror from a specified person between specifads, and details relating to the
transfers (including details relating to the namiany other persons to or from whom the assete wansferred);

M determining whether an account is held by ec#ed person in respect of a specified utilityqls as gas, water or electricity), and
details relating to the account (including the namkany other persons who also hold the account);

(9) determining who holds an account in respeet gfbecified utility (such as gas, water or eleity) at a specified place, and details
relating to the account;

(h) determining whether a telephone account id hgla specified person, and details relating éoattcount (including:

(i) details in respect of calls made to or frora televant telephone number; or
(i) the times at which such calls were made oeieed; or
(i) the lengths of such calls; or
(iv) the telephone numbers to which such callssweade and from which such calls were received);

() determining who holds a specified telephoneoaat, and details relating to the account (inclgdietails mentioned in paragraph (h));
() determining whether a specified person resates specified place;

(k) determining who resides at a specified place.
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3ZQQ Powers conferred on Federal Magistrates in thir personal capacity

(1) A power conferred on a Federal Magistratedstion 3ZQO is conferred on the Magistrate in @@eal capacity and not as a court or a
member of a court.

(2) A Federal Magistrate need not accept the paweferred.
(3) A Federal Magistrate exercising a power caeféby section 3ZQO has the same protection andiimitynas if he or she were
exercising that power as, or as a member of, thet ©b which the Magistrate is a member.

3ZQR Documents must be produced
(1) A person is not excused from producing a dantmunder section 3ZQN or 3ZQO on the ground thalotso:

(@) would contravene any other law; or

(b) might tend to incriminate the person or othieenexpose the person to a penalty or other ligpdr

(c) would disclose material that is protected agfadlisclosure by legal professional privilege my ather duty of confidence; or
(d)  would be otherwise contrary to the public iats.

2 However, neither:

(@) the production of the document; nor

(b) any information, document or thing obtaineaafrect or indirect consequence of producingdieument;

is admissible in evidence against the person ingedings other than proceedings for an offencenagaéction 137.1, 137.2 or 149.1 of @réminal
Code that relates to this Act.

(3) A person is not liable to any penalty by reasbhis or her producing a document when requioedb so under section 3ZQN or
3ZQO0.

4) The fact that a person is not excused undesesuion (1) from producing a document does natratise affect a claim of legal
professional privilege that anyone may make inti@feto that document.
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3ZQS Offence for failure to comply with notice uner section 3ZQN or 3ZQO

(@)
(b)

A person commits an offence if:
the person is given a notice under sectionlBH03ZQ0; and

the person fails to comply with the notice.

Penalty: 30 penalty units.

3ZQT Offence for disclosing existence or nature afotice

(1)
(@)
(b)
(€)

)
(@)

A person commits an offence if:
the person is given a notice under sectionlB8Q3ZQO0O; and
the notice specifies that information abowt tlotice must not be disclosed; and

the person discloses the existence or nafuremotice.

Penalty: 120 penalty units or imprisonment for arge or both.
Subsection (1) does not apply if:

the person discloses the information to amgikeson in order to obtain a document that isireduby the notice in order to comply

with it, and that other person is directed nomnfeim the person to whom the document relates abeutatter; or

(b)
(€)

the disclosure is made to obtain legal adwuickegal representation in relation to the notae;

the disclosure is made for the purposes af) the course of, legal proceedings.

Note: A defendant bears an evidential burden inicgldab the matters in subsection (2) (see subsed®o3(3) of theCriminal Code).
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Division 4C—Using, sharing and returning things seied and documents produced
Subdivision A—Using and sharing things seized andatuments produced

3ZQU Purposes for which things and documents mayebused and shared

Use and sharing of thing or document by constable or Commonwealth officer

1) A constable or Commonwealth officer may usenake available to another constable or Commorttvedficer to use, a thing seized
under this Part, or the original or a copy of autnent produced under Division 4B, for the purpdsany or all of the following if it is necessary to
do so for that purpose:

(@) preventing, investigating or prosecuting derde;
(b) proceedings under tiReoceeds of Crime Act 1987 or theProceeds of Crime Act 2002;

(c) proceedings under a corresponding law (withehnmeaning of either of the Acts mentioned in geaph (b)) that relate to a State
offence that has a federal aspect;

(d) proceedings for the forfeiture of the thinglana law of the Commonwealth;

(e) the performance of a function or duty, oréhercise of a power, by a person, court or othdyhmder, or in relation to a matter
arising under, Division 104 or 105 of tkeiminal Code;

) investigating or resolving a complaint or dlegation of misconduct relating to an exercisa @ower or the performance of a function
or duty under this Part;

(9) investigating or resolving an AFP conduct @qpices issue (within the meaning of tgstralian Federal Police Act 1979) under
Part V of that Act;

(h) investigating or resolving a complaint under ®mbudsman Act 1976 or thePrivacy Act 1988;
() investigating or inquiring into a corruptiossue under thieaw Enforcement Integrity Commissioner Act 2006;

0) proceedings in relation to a complaint, allégra or issue mentioned in paragraph (f), (9),dhfi);
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(k) deciding whether to institute proceedingsniake an application or request, or to take anyratbton, mentioned in any of the
preceding paragraphs of this subsection;

)] the performance of the functions of the AulsaraFederal Police under section 8 of fhestralian Federal Police Act 1979.

(2) A constable or Commonwealth officer may uskiag seized under this Part, or the original copy of a document produced under
Division 4B, for any other use that is requirechathorised by or under a law of a State or a Teyrit

(3) A constable or Commonwealth officer may makailable to another constable or Commonwealth effto use a thing seized under
this Part, or the original or a copy of a docunmoduced under Division 4B, for any purpose forakhihe making available of the thing or document
is required or authorised by a law of a State arifDey.

4) To avoid doubt, this section does not limiy ather law of the Commonwealth that:
(@) requires or authorises the use of a docunresther thing; or
(b) requires or authorises the making availabtevétver described) of a document or other thing.

Sharing thing or document for use by State, Territory or foreign agency

(5) A constable or Commonwealth officer may malkkiag seized under this Part, or the original oopy of a document produced under
Division 4B, available to:

(@) a State or Territory law enforcement agency; o

(b) an agency that has responsibility for:

(i) law enforcement in a foreign country; or
(i) intelligence gathering for a foreign countoy,
(i) the security of a foreign country;

to be used by that agency for a purpose mentiansdhsection (1), (2) or (3) and the purpose of@msll of the following (but not for any other
purpose):

(c) preventing, investigating or prosecuting afeiete against a law of a State or Territory;

(d) proceedings under a corresponding law (withenmeaning of thBroceeds of Crime Act 1987 or theProceeds of Crime Act 2002);
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(e) proceedings for the forfeiture of the thinglena law of a State or Territory;

) deciding whether to institute proceedingsmtake any other action mentioned in any of patpdl)(a) to (I) (inclusive),
subsection (2) or (3) or paragraph (c), (d) orofehis subsection.

Ministerial arrangements for sharing
(6) This Division does not prevent the Ministasrfr making an arrangement with a Minister of a Stat€erritory for:

(@) the making available to a State or Territ@any Enforcement agency of that State or Territary purposes mentioned in subsections (1),
(3) and (5), of things seized under this Part amgirals and copies of documents produced undeisioiv 4B; and

(b) the disposal by the agency of such thinggjimais and copies when they are no longer of usieattoagency for those purposes.
Note: This subsection does not empower the Mintstenake such an arrangement.
Definition

(7) In this section:

State or Territory law enforcement agency means:
(@) the police force or police service of a Stat&erritory; or

(b) the New South Wales Crime Commission constitidy theNew South Wales Crime Commission Act 1985 of New South Wales; or

(c) the Independent Commission Against Corruptionstituted by théndependent Commission Against Corruption Act 1988 of New
South Wales; or

(d) the Police Integrity Commission constitutedthgPolice Integrity Commission Act 1996 of New South Wales; or
(e) the Office of Police Integrity continued by #olice Integrity Act 2008 of Victoria; or
® the Crime and Misconduct Commission of Queand)] or

(9) the Corruption and Crime Commission estabtighe theCorruption and Crime Commission Act 2003 of Western Australia.
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3ZQV Operating seized electronic equipment
(1) This section applies to electronic equipmetitzexd under this Part or moved under section 3K.

(2) The electronic equipment may be operatedataration after it has been seized or moved,Hergurpose of determining whether data
that is evidential material is held on or accessilim the electronic equipment, and obtaining s&€¢e such data.

(3) The data referred to in subsection (2) inciydbit is not limited to, the following:

(@) data held on the electronic equipment, inclgdiata held on the electronic equipment when ¢gerander this section that was not
held on the electronic equipment at the time tketebnic equipment was seized;

(b) data not held on the electronic equipmentaogessible by using it, including data that wasawcessible at the time the electronic
equipment was seized.

(4) If the electronic equipment was seized undeaaant or moved under section 3K, the electrenigipment may be operated before or
after the expiry of the warrant.

(5) This section does not limit the operation tifes provisions of this Part that relate to deaiwmth items seized under this Part or moved
under section 3K.

Note: For example, this section does not affecogeration of the time limits in section 3K on exaation or processing of a thing moved under theti@e

3ZQW Compensation for damage to electronic equipment
(1) This section applies if:

(@) as a result of equipment being operated asiomel in section 3ZQV:

(i) damage is caused to the equipment; or
(i) damage is caused to data recorded on theoewgrit or data access to which was obtained froropkeation of the equipment; or
(iii) programs associated with the use of the piangint, or with the use of the data, are damagedroupted; and

(b) the damage or corruption occurs because:

(i) insufficient care was exercised in selectihg person who was to operate the equipment; or
(if) insufficient care was exercised by the persperating the equipment.
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(2) The Commonwealth must pay the owner of thepegent, or the user of the data or programs, seakanable compensation for the
damage or corruption as the Commonwealth and tmeowar user agree on.

(3) However, if the owner or user and the Commaitheail to agree, the owner or user may instifrteceedings in a court of competent
jurisdiction for such reasonable amount of compemisas the court determines.

4) In determining the amount of compensation pljaegard is to be had to whether any appropwat®ing or guidance was provided,
before the equipment was operated, on the operatithe equipment.

(5) Compensation is payable out of money apprtgdiay the Parliament.

(6) For the purposes of subsection (1):
damage, in relation to data, includes damage by erasfidata or addition of other data.

Subdivision B—Returning things seized and documentsroduced

3ZQX When things seized or documents produced und®ivision 2, 4 or 4B must be returned

When things seized under Division 2 or 4 must be returned

(1) If the Commissioner is satisfied that a thasgzed under Division 2 or 4 is not required (anadonger required) for a purpose
mentioned in section 3ZQU or for other judicialaaiministrative review proceedings, the Commissionest take reasonable steps to return the thing
to the person from whom it was seized or to theanifrthat person is not entitled to possess it.

2 However, the Commissioner does not have te th&se steps if:

(aa) either:

(i) the thing may be retained because of an ardder subsection 3ZQZB(3), or any other order uthkgrsubsection has been made in relation
to the thing; or

(i) the Commissioner has applied for such an oahel the application has not been determined; or

(@) the thing may otherwise be retained, destrayetisposed of under a law, or an order of a couttibunal, of the Commonwealth or of
a State or a Territory; or

(b) the thing is forfeited or forfeitable to th@@monwealth or is the subject of a dispute as toership.
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When documents produced under Division 4B must be returned

(3) If the Commissioner is satisfied that a docotm@oduced under Division 4B is not required @no longer required) for a purpose
mentioned in section 3ZQU or for other judiciala@ministrative review proceedings, the Commissionest take reasonable steps to return the
document to the person who produced the documenttbe owner if that person is not entitled togess it.

4) However, the Commissioner does not have te tatse steps if:

(@) either:

(i) the document may be retained because of agr amttler subsection 3ZQZB(3), or any other ordeleutthat subsection has been made in
relation to the document; or

(i) the Commissioner has applied for such an oahel the application has not been determined; or

(b) the document may otherwise be retained, dgstror disposed of under a law, or an order ofuatawr tribunal, of the Commonwealth
or of a State or a Territory; or

(c) the document is forfeited or forfeitable t@ tommonwealth or is the subject of a dispute asviwership.

3ZQY When things seized under Division 3 must beeturned
1) If:

(@) the Commissioner is satisfied that a thingestunder Division 3 is not required (or is no lengequired) for a purpose mentioned in
section 3ZQU or for other judicial or administratikeview proceedings; or

(b) the period of 60 days after the thing’'s seszends;

the Commissioner must take reasonable steps toréie thing to the person from whom it was seizetb the owner if that person is not entitled to
possess it.

2 However, the Commissioner does not have te th&se steps if:

(@) proceedings in respect of which the thing @ifgrd evidence were instituted before the endhef@0 days and have not been
completed (including an appeal to a court in refato those proceedings); or

(b) either:
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(i) the thing may be retained because of an ardder subsection 3ZQZB(2) or (3), or any other pua®ler subsection 3ZQZB(3) has been
made in relation to the thing; or

(i) the Commissioner has applied for such an oahel the application has not been determined; or

(c) the thing may otherwise be retained, destrayedisposed of under a law, or an order of a couttibunal, of the Commonwealth or of
a State or a Territory; or

(d) the thing is forfeited or forfeitable to th@@monwealth or is the subject of a dispute as toewship.

3ZQZA When things seized under Division 3A must beeturned
1) The Commissioner must take reasonable steyggum a thing seized under Division 3A if the @vnequests the return of the thing.

2 However, the Commissioner does not have te th&se steps if:

(@) the Commissioner suspects on reasonable gsabadif the thing is returned to the owner, thiad is likely to be used by the owner or
another person in the commission of a terroristaterrorism offence or a serious offence; or

(b) the Commissioner is satisfied that the thsigeing used, or is required to be used, for agserpnentioned in section 3ZQU or for
other judicial or administrative review proceedings

(c) either:

(i) the thing may be retained because of an ardder subsection 3ZQZB(2) or (3), or any other pua®ler subsection 3ZQZB(3) has been
made in relation to the thing; or

(ii) the Commissioner has applied for such an oael the application has not been determined; or

(d) the thing may otherwise be retained, destrayetisposed of under a law, or order of a couttibunal, of the Commonwealth or of a
State or a Territory; or

(e) the thing is forfeited or forfeitable to the@monwealth or is the subject of a dispute as toeship.
3) Despite subsection (2), if:

(@) the owner of a thing requests the return eftkiing:

(i) within 90 days after the date of the seizuodae served under section 3UF in relation to tied; or
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(i) if subsection 3UF(2) applied in relation teetthing so that a seizure notice was not servedhrirwd0 days after the day on which the thing
was seized; and

(b) the thing has not been returned to the owpehé end of the 90th day;
the Commissioner must, before the end of the 9ah d
(c) take reasonable steps to return the thinggmwner; or

(d) apply to a magistrate for an order under sac3ZQZB.

3ZQZB Magistrate may permit a thing seized or docment produced under this Part to be retained, forféed etc.

(1) A magistrate may, on application by the Consimoiser, make an order under subsection (2) on(8lation to a thing seized or a
document produced under this Part.

Use for purpose mentioned in section 3ZQU or for other judicial or administrative review proceedings

(2) The magistrate may order that a thing seizetkuDivision 3 or 3A be retained for the perioédfied in the order if the magistrate is
satisfied that the thing is being used, or is nemlito be used, for a purpose mentioned in se8#@yU or for other judicial or administrative review
proceedings.

Preventing use in committing terrorist act, terrorism offence or serious offence

(3) The magistrate may make any of the ordergnadeo in subsection (4) if the magistrate issSetdl that there are reasonable grounds to
suspect that, if a thing seized or document prodluceler this Part is returned to any of the follagwpersons, it is likely to be used by that persion
another person in the commission of a terroristaterrorism offence or a serious offence:

(@) the owner of the thing or document;

(b) in the case of a thing—the person from whoettting was seized;
(c) in the case of a document—the person who pedithe document.
4) The orders are as follows:

(@) an order that the thing or document may temet for the period specified in the order;
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(b) an order that the thing or document is foefito the Commonwealth;

(c) for a thing that is not a document—an ordet:th

(i) the thing be sold and the proceeds given ¢ootliner of the thing; or
(ii) the thing be sold in some other way;

(d) an order that the thing or document is to éstrdyed or otherwise disposed of.

Thing or document must be returned if magistrate not satisfied

(5) The magistrate must order that a thing or dwemt be returned to the following person if the rs@gte is not satisfied as mentioned in
subsection (2) or (3):

(@) in the case of a thing—the person from whoentkiing was seized,;

(b) in the case of a document—the person who mexdithe document;

(c) if the person referred to in paragraph (albdis not entitled to possess the thing or documédine owner of the thing or document.
Personswith an interest in thing or document

(6) Before making an application under this secitorelation to a thing or document, the Commissianust:

(@) take reasonable steps to discover who hastarest in the thing or document; and

(b) if it is practicable to do so, notify each g@n who the Commissioner believes to have suchtarest of the proposed application.

(7) The magistrate must allow a person who hastarest in the thing or document to appear anddaad in determining the application.

Soecial rule for things seized under Division 3

(8) The Commissioner may only make an applicatioger this section in relation to a thing seizedanrDivision 3 if the application is
made:

(@) before the end of 60 days after the seizure; o
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(b) before the end of a period previously spedifiean order in relation to the thing under thaston.
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Division 5—General

3ZR Conduct of ordinary searches and frisk searche

An ordinary search or a frisk search of a perswater this Part must, if practicable, be condubted person of the same sex as the
person being searched.

3ZS Announcement before entry
1) A constable must, before any person entemrmiges under a warrant or to arrest a person:

(@) announce that he or she is authorised to @mgremises; and
(b) give any person at the premises an opportaaigfiow entry to the premises.

(2) A constable is not required to comply with sedtion (1) if he or she believes on reasonablengte that immediate entry to the
premises is required to ensure:

(@) the safety of a person (including a constalole)

(b) that the effective execution of the warrantrar arrest is not frustrated.

3ZT Offence for making false statements in warrarg

A person must not make, in an application foraarant, a statement that the person knows to be @l misleading in a material
particular.

Penalty: Imprisonment for 2 years.

3ZU Offences relating to telephone warrants
A person must not:
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(@) state in a document that purports to be a fafrmmarrant under section 3R the name of an issaifiger unless that officer issued the
warrant; or

(b) state on a form of warrant under that seciionatter that, to the person’s knowledge, deparésmaterial particular from the form
authorised by the issuing officer; or

(c) purport to execute, or present to a persalmcament that purports to be a form of warrant utislt section that the person knows:

(i) has not been approved by an issuing officetenrthat section; or
(ii) to depart in a material particular from tleerhs authorised by an issuing officer under thetice; or

(d) give to an issuing officer a form of warranider that section that is not the form of warr&at the person purported to execute.
Penalty: Imprisonment for 2 years.

3ZW Delegation by Commissioner
1) The Commissioner may delegate to a constaty@rall of the Commissioner’s powers, functiongloties under this Part.

(2) The Commissioner may delegate to a Commontvedficer any or all of the Commissioner’s powdts)ctions or duties under
Division 4C of this Part if the Commissioner isisfiéd on reasonable grounds that the officer le &dbproperly exercise those powers, functions or
duties.

3ZX Law relating to legal professional privilege ot affected
This Part does not affect the law relating talggyofessional privilege.
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