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ACORN Context 



National Plan to Combat Cybercrime 
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Educating the 

community to protect 

themselves 

Partnering with 

industry 

Fostering an 

intelligence led 

approach 

Improving capacity 

and capability to 

fight cybercrime 

Improving 

international 

engagement 

An effective criminal 

justice framework 

MISSION 

 

Making Australia a 

hard target for cyber 

criminals 

VISION 

 

A safe and secure 

digital environment 

for all Australians 

Key principles 

1. Understand the problem 

2. Partnerships and shared 

responsibilities 

3. Focusing on prevention 

4. Balancing the security, freedom and 

privacy 
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Identity Theft in Australia 
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Role of the ACC - Cybercrime 
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 Combating nationally significant crime.  
 Collection opportunities 

 Legislative review 

 Technology 

 Serious and organised crime 

 Collaboration and partnerships 
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ACORN Benefits & Outcomes 
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 Reduce the scale and  
cost of cybercrime to  
the Australian community. 

 Increase clean-up rate 

 Increase reporting 

 Prevention initiatives 

 



 

 

 



Australian Crime Commission 2015 

ACORN Reporting 
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 Information collected  

 Offence Type 

 Complainant & Victim(s) 

 Suspect (s) 

 Modus Operandi 

 Loss Incurred 

 Advice messages 
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ACORN Scope 
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 Online Scams or Fraud 

 Online Purchase or Sale 

 Attack on Computer System 

 Cyber Bullying or Stalking 

 Illegal or Prohibited Material 

 Offending Against Children 

 Other 
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ACORN Educational material 
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 Learn about cybercrime 

 Attacks on computer systems 

 Email spam and phishing 

 Identity theft 

 Illegal and prohibited content 

 Online child sex abuse material 

 Online scam and fraud 
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ACORN Educational material 
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 Protect and prevent 

 Children 

 Computer 

 Email 

 Online shopping 

 Personal information 

 Social media 

 Phone/Tablets 

 

 

 



Education Reporting 

Modules 

ACORN Website 

Law Enforcement 

Module 

Public 
Law 

Enforcement 

Rules 

ACC Role: 

System Administration 

Intelligence Analysis 

ACORN System 

Fundamentals 
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ACORN Business Rules 
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ACORN Information Sharing 
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 Partner agency access to ACORN data 

 Referrals and re-referrals 

 Statistical Reporting  
 Law Enforcement 

 Public Reporting 

 Intelligence Products 
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ACORN Statistics 
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 Reporting 
 number of total reports received 

 type of reports received by 
percentage 

 suspect locations by percentage  

 victim locations by percentage 

 victim age by percentage. 
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ACORN Intelligence 
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 Intelligence Analysts 

 Statistical analysis 

 Trends and patterns 

 Intelligence products 

 Fusing ACORN information 

 National cybercrime picture 



                                                 

The ACORN Campaign 
Communications, Media and 

Marketing 

REPORT . PROTECT . PREVENT 
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Target Audiences 
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 Public audiences 

 Online shoppers 

 Social networkers, including children and their parents 

 Victims of online scams 

 Small and medium businesses 

 CALD communities  

 ACORN user agencies 

 Police, Attorney Generals Department  

 Industry partners 

 ISPs, banks, software security companies 
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ACORN Public Campaign 
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 Communications 
Activities 

 

 Advertising 

 

 Partner participation 

 

 



 

 

 

  Thank you and Questions  
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