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 Population -1.3 M 

 Diversity 

 Facebook (>400k users) 

 

 

Mauritius 



Multicultural 

 



 



 



CERT-MU Mission 

 To enhance the security of Mauritius 

information and communications 

infrastructure through effective collaboration 

and communication with all stakeholders 

 



CERT-MU Objectives 

 Serve as a central point for responding to computer 

security incidents 

 Create awareness on security issues through 

dissemination of information 

 Increase awareness and understanding of information 

security and computer security issues 

 Tracing of latest information on cyber security threats 

and alerting user community 

 Enhancing Information Security Risk Management at 

national level 

 

 



 Incident Response and Coordination 

 Vulnerability Scanning and Assessment 

 Assistance in the Implementation of ISO 27001 

 Information Security Audits 

 Information Security Awareness 

 Technology Workshops 

 Capacity Building 

 Presentations  

 Issuance of Security Alerts  

 Advisories & Vulnerability Notes 

 Virus Alerts 

 Information Security News 

 

 

 

CERT-MU Services 



CERT-MU Constituency  

CERT-
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Internet 
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- Govt. Sector 

 - Pvt. Sector 

 - Critical infra. 
providers 

 

 



 Types 

 Virus Infections 

 Phishing/Scam/Spam 

 Hacked Accounts 

 DOS Attacks 

 Botnets 

 Online Harassment 

 Sextortion 

 

 

 

 

 

 

 

Incident Response 



 Assessing vulnerabilities of your: 

 Servers 

 Applications 

 Network Devices 

 Databases 

 

 

 

 

Vulnerability Check 



 The implementation of Information Security Management 

System(ISMS) based on ISO 27001 in your organisation. 

We provide advice on: 

 Risk Assessment 

 Policies and Procedures 

 Selection and Implementation of security controls 

 Internal Audit Process 

 Business Continuity Planning 

 

 

 

 

ISO 27001 



 Third Party Information Security Audits. This will provide: 

 Auditing of information infrastructure based on ISO 27001 

 Vulnerability Scanning and Penetration Testing 

 Recommendations, reports and remedial actions on identified 

vulnerabilities 

 

 

 

 

Information Security Audit 



 Security Awareness Programmes 

 
 Technology Workshops (on a quarterly basis)   

 Int. Events - Safer Internet Day & Computer Security Day 

 Capacity Building (ISO, BCM, Malware Analysis, SSD) 

 Presentations in Schools & Community Centres 

  

 

 

 

 

Awareness 



Dissemination of Information 
Security News 

 Issuance of Security Alerts  

 Advisories & Vulnerability Notes 

 Virus Alerts 

 Information Security News 

 Weekly Security Bulletin 

Subscribe to CERT-MU’s mailing list to receive 

security alerts: 

subscribe@cert-mu.gov.mu 
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CERT-MU Affiliations 

 CERT –CC  

 FIRST – Forum of Incident & Response 

Security Teams 

 IMPACT – International Multilateral 

Partnership Against Cyber Threats 

 APWG – Anti-Phishing Working Group 



 



Online Incident Reporting Form 

 



 



 



 



Strategic Policies 

 National Cyber Security Strategy 

 Child Online Protection Action Plan 

 Anti Spam Action Plan 

 Critical Information Infrastructure 

Protection 



 
 
 

 
 
 

 Hotline: 800-2378 
 

 Website: www.cert-mu.org.mu 
 

 General Queries: contact@cert-mu.gov.mu 
 

 Incident Reporting:  incident@cert-mu.gov.mu  
 

 Mailing List Subscription: subscribe@cert-mu.gov.mu 
 

 Vulnerability Reporting: vulnerability@cert-mu.gov.mu 
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