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Cybercrime:

Law, Information security, Computer
forensics and electronic evidence
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Université Montpellierl

*  Montpellier University founded in 1289,

*  University of Montpellier 1 (UM1) is a multidisciplinary structure that covers
several high areas of education and research (law, economic general
administration, business and management sciences, medicine, pharmacy,
odontology, techniques, physical and sportive activities)

*  University Montpellierl provides a wide range of trainings to more than
23.000 students, including students from the European Union, to whom it can
deliver 518 different kinds of degrees.

* UMI1 welcomes 9 doctoral schools and 62 research teams for a total of 540
researchers. 800 Ph.D. students are working within 40 research laboratories,
for a delivery of 135 Ph.D. per year.
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Characteristics of training

* Multidisciplinary training course

* Diploma created in relation to the European project
2CENTRE

* Partnership with the “Ecole Nationale de la
Magistrature (ENM)”

* Content based on documet provided by the Council of
Europe: “ Cybercrime training for judges and prosecutors”
and also on discussions at Octopus meetings.
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Management Team

Adel Jomni,

 Director of diploma
* Lecturer Researcher (UM1)
* Membre-fondateur du CECyF

Estelle de Marco,

* Coordinator/Lecturer
* Director of INTHEMIS
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Training objectives
*  Develop skills in the field of the fight against cybercrime.

*  Understand the different offenses, threats and responsibilities related to the
fraudulent use of digital networks and information systems.

The main topics are:
The nature of the threats linked to digital networks.

The legal instruments allowing to fight against the cybercrime.

The techniques of digital investigation and the procedures of proof
establishment.

Collection, analysis and presentation of electronic evidence

The questions and the legal answers which are set up in the national,
European and international plans (Budapest convention, international
cooperation, ..).
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WHO IS THIS COURSE FOR

Prosecutor /Judges /
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Students
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Access conditions

* Magistrates selected by officials of the National School of Magistrates
(ENM)

* Professionals with at least 3 years experience and having a level
equivalent to a first degree (DUT / BTS).

* Students who have completed a license obtained at a university in the
European area or equivalent.

* A passion for new technologies, communication networks, the Internet
and digital investigations is strongly recommended.
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Planning of training

* 2days /month - 7 months (January - July)

* First Thursday and Friday of each month

GLACY CyberCrime@EAP
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6 Modules:
* M1 : Introduction to networks and the Internet
* M2 : Introduction to Law and legal security
* M3 : Introduction to the technical aspects of information systems
security and cybercrime
* M4: Legal aspects of security of information systems
* Mb5: Cybercrime legal devices and economic and social issues
* M6 : Computer Forensics and electronic evidence
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Synthesis

* Multidisciplinary training (technical, legal and economic)
* Diversity and complementarity of participant profiles.
* Academic and professional trainers

* Partnership with the National School of Magistrates
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Merci de votre attention

Thank you for your attention

Des questions?
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