CyberCrime@EAP GLACY

Joint project on cybercrime in the Joint project on
Eastern Partnership region Global Action on Cybercrime

Mainstreaming judicial training on
cybercrime and electronic evidence

Généraliser la formation judiciaire sur la
cybercriminalité et les preuves électroniques

International workshop under the CyberCrime@EAP and GLACY projects
Hosted by the Romanian National Institute of Magistracy
Bucharest, Romania, 2 — 3 June 2014

www.coe.int/cybercrime

COUNCIL OF EUROPE

Funded
by the European Union
and the Council of Europe

Implemented
by the Council of Europe

EUROPEAN UNION CONSEIL DE LEUROPE



CyberCrime@EAP

Joint project on cybercrime in the
Eastern Partnership region

About CyberCrime@EAP

Objective: Duration:

To strengthen the capacities of March 2011 -
criminal justice authorities of December 2014
Eastern Partnership countries™®

to cooperate effectively against Budget:
cybercrime in line with European EUR 894,000
and international instruments and

practices

*Armenia, Azerbaijan, Belarus, Georgia, Republic of Moldova, Ukraine



CyberCrime@EAP

Joint project on cybercrime in the
Eastern Partnership region

CyberCrime@EAP: Activities 2014

Judicial training on cybercrime and electronic evidence

P Regional workshop on setting up a working group (Bucharest, end-
May 2014)
= Analysis of judicial training systems
= Adaptation of training materials

P Desk study on judicial training and materials (June — October 2014)

» Regional workshop to
= Present adapted training materials
= Agree on steps to be taken to mainstream courses into curricula



GLACY

Global Action on Cybercrime
Action globale sur la cybercriminalité

EU/COE Joint Project on Global Action on Cybercrime
Project joint UE/CdE Action global sur la cybercriminalité

Duration/durée: 36 months/mois (Nov 2013 — Oct 2016)

Budget: EUR 3.35 million

Funding: European Union (Instrument for Stability, IfS) and
Council of Europe

Financement: Union européenne et Conseil de I’Europe

Geo scope: Countries prepared to implement the Budapest Convention

(Champs geo: Des pays disposés a mettre en ceuvre la
Convention de Budapest

Priority countries: Mauritius, Morocco, Philippines, Senegal, South Africa, Sri
Lanka, Tonga



GLACY

Global Action on Cybercrime
Action globale sur la cybercriminalité

Result 3: Judicial training: Enhanced skills for judges and prosecutors
regarding cases on cybercrime and electronic evidence
Formation judiciaire: Compétences renforcées pour les
juges et procureurs dans les affaires liées a la
cybercriminalité et a la preuve électronique

- Situation reports / rapports de situation

. Agreement on training concepts / Accord sur les concepts de
formation

. Adaptation of training modules / Adaptation des modules de
formation

. Training of trainers /formation de formateurs

. Delivery of courses / présentation des cours

. Integration into training curricula / Intégration dans les

programmes de formation



Workshop objective: To prepare elements of domestic judicial
training concepts for each of the

participating countries

Why? Explaining the need for training on
cybercrime and electronic evidence

The judicial training concept of the
Council of Europe: Elements

Current training systems and institutions
in participating countries

Group work: possible elements of a
domestic training strategy

Elements of domestic training strategies:
results from group work

Preparation of elements of domestic
training strategies and steps to be taken

Presentation of elements of domestic
training strategies by each country

Justification et explication de la nécessité de
mettre en ceuvre une formation sur la
cybercriminalité et les preuves électroniques

Le concept de la formation judiciaire du Conseil
de I’Europe : les composantes

Systeme de formation actuel et les institutions
dans les pays participants

Travail en groupe : éventuelles composantes
d’une stratégie nationale de formation

Composantes des stratégies nationales de
formation : résultats du travail en groupe

Préparation des éléments de stratégies de
formation nationales et les étapes a suivre

Présentation par chacun des pays des
composantes des stratégies nationales de
formation

Conclusions



C-PROC

Cybercrime Programme Office
of the Council of Europe, Bucharest, Romania

Council of Europe approach on Cybercrime

1 Common standards: Budapest Convention
on Cybercrime and relates standards

“Protecting you

2 Follow up and and your rights
assessments: in cyberspace”
Cybercrime
Convention

3 Capacity building:

Committee (T-CY) P C-PROC
B



C-PROC

Cybercrime Programme Office
of the Council of Europe, Bucharest, Romania

Purpose:

Launching

ceremony.

to assist countries worldwide in the strengthening
of their criminal justice capacity to respond to the
challenges posed by cybercrime and electronic
evidence on the basis of the standards of the
Budapest Convention on Cybercrime

Responsible for all capacity building activities of
the Council of Europe on cybercrime

2 June 2014




