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Global Project on Cybercrime, Phase 2 (DGHL/2009/2079)

A global project to support countries worldwide in the implementation of the
Convention on Cybercrime (ETS 185) and its Protocol on Xenophobia and Racism
(ETS 189)

Up to EURO 1.4 million (threshold EURO 500,000)

Council of Europe (Project 1429 — economic crime)

Contributions from Romania, Microsoft and McAfee

Economic Crime Division (Directorate General of Human Rights and Legal Affairs,
Council of Europe)

28 months (1 March 2009 — 30 June 2011)

To promote broad implementation of the Convention on Cybercrime (ETS 185) and
its Protocol on Xenophobia and Racism (ETS 189) and related international
standards

Legislation and policies: Cybercrime policies and legislation strengthened in
accordance with the Convention on Cybercrime and its Protocol

International cooperation: Capacities of 24/7 points of contact, prosecutors and of
authorities for mutual legal assistance strengthened

Investigation: Law enforcement — service provider cooperation in the investigation
of cybercrime improved on the basis of the guidelines adopted in April 2008
Financial investigations: enhanced knowledge among high tech crime units and
FIUs to follow money flows on the internet

Training: Judges and prosecutors trained in the adjudication and prosecution of
cybercrime

Data protection and privacy: Data protection and privacy regulations in connection
with cybercrime investigations improved in line with CoE and other relevant
international standards

Exploitation of children and trafficking in human beings: Enhanced knowledge of
standards against the sexual exploitation and abuse of children and trafficking in
human beings on the internet

Economic Crime Division
Directorate General of Human Rights and Legal Affairs Tel +33-3-8841-2103

Council of Europe

Fax +33-3-9021-5650

F-67075 Strasbourg Cedex (France) Email Cristina.SCHULMAN@coe.int



ACTIVITIES CARRIED OUT IN MAY 2009

Date
5 May 09

7 May 09

13-14 May
09

14-15 May
09

16 May 09

15 May 09
19 May 09

19 May 09

Place
Brussels

Brussels

teleconference)

Geneva

Trier

Tunis

Strasbourg
Strasbourg

Strasbourg

Activity

The European Economic and Social Committee (EESC) — Public
presentation on “Protecting children using the internet”. The
event created the opportunity for the Council of Europe to
promote its instruments on child protection against sexual
exploitation and call for their ratification by the remaining EU
Member States. Speakers and participants recognized the need
for a global international cooperation

2Centre Cybercrime Centres of Excellence Network for Training,
Research and Education. WG Open Meeting

It was discussed the next steps in the creation of the 2CENTRE
network and the proposed bid to the EC for funding to create
and maintain the network. It was made clear that non EU
countries and non-Council of Europe Member States could also
benefit from this initiative

Internet Governance Forum 2009 and the Convention on
Cybercrime. In preparation of the Internet Governance Forum
2009, Open Consultations during an information session IGF
stakeholders were briefed on the latest developments regarding
the Convention on Cybercrime and the challenges ahead.

ERA Conference: Criminal exploitation of new technologies. An
effective response to cybercrime.

During the Conference it was discussed the progress made in
implementing the Convention on cybercrime all over the world
but also the challenges in fighting cybercrime including for
judges and prosecutors.

Information Society (WTISD 2009), Arab ICT Organization
(AICTO) and ITU - "Protection of children in cyberspace ".

The event created the opportunity to promote the Convention
on Cybercrime in the region and speak about the inter-
governmental co-operation within the framework of the T-CY
and the Project on Cybercrime. During the discussions Tunisia
and Egypt expressed their interest to cooperate with the Council
of Europe on the matter.

Providing comments on legislation on cybercrime in Montenegro
Providing comments on the Computer Misuse Bill, 2008 of
Uganda

Analysis of the legislation on cybercrime in Senegal

ACTIVITIES PLANNED FOR JUNE 2009

Date

8-10 June
2009
24-25 June
2009

30 June
2009

Place

Amsterdam

Morocco

Berlin

Activity
MAAWG conference

Workshop on cybercrime legislation

International Conference "Protection of Girls and Boys against
Sexual Violence in the New Media"

Output

1, 2, 3,

Output
3

7



