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Priorities for a Cyber Crime Unit

� Develop the private-public cooperation

� Develop the International cooperation

� Develop the reporting system

� Mutual trust and common projects



Area of common interests

� Legislation (cyber crime legislation -criminal activities and procedures, 
regulations on the ISP, data retentions, data preservation, etc)

� Education 

� Training

� Contact points

� Prevention/combating of cyber crime activities

� Inform each other about cybercrime trends

� To encourage the report of the cyber crime activities



� Operational cooperation:

-identification of different services (IP, e-mail accounts, domains, servers, user 
accounts, etc)

-to block the illegal services

-to report criminal activities

-to assist on the implementation of wire taping

-to assist on the implementation of the data preservations

-to assist on the undercover operations (websites, undercover connection, etc)

LEA need for cooperation



� Other types of cooperation:

-Filtering of the illegal content

-Filtering of the phishing attacks

-Filtering of the spam activities

LEA need for cooperation



ISP need  for cooperation

� To keep the business safe

� To keep the servers up and running

� To keep an safer internet community

� To protect the communication, personal data, etc .

� To report the internet criminal activities

� Less cost for processing the LEA requests

� Feed back for the investigation conducted based on 
complaints filed by services providers



How to create a private-public partnership



Questions?


