= Global team of investigators and lawyers
defending against Internet crime and
abuse

= Specific missions:

* Protect childrenifrom technoelogy facilitated

-~ i crimes
Ministry ofi Justice of Georgia 3 S /
2 March 2010 = =4 * Advance safety and integrity in the online
19 N T (7ol | R
Uwe Rasmussen, Mictosoft Corporation advertising marketplace
* Ensure security and safety in cloud

computing and emerging technologies

7

= Legislation should specify ISP ebligations
= Clear legislation on when the data should on data retention, legall process;for
be provided to law enfercement; including disclosing customer infermation
data retention * The definition of ISP’ or ESP'should be
Cooperation with' lawenfercement should unambiguous in the legislation
be facilitated through' meetingsand
exchanges

Participation inianiinternational framework
to facilitate exchange of evidence

Facilitating the exchanges International requests

* Appoint people single points; of. contact for * |nternational instruments exists to facilitate
the law enforcement and ESP’exchanges police cooperation

* Prioritize the requests so ESPs can * |etters rogatony,
allocate the adeguate amount of * Mutual Legal Assistance Treaties! (MLLAT)
resouices * G8 Contact points

* Regular meetings toridentify/and resolve * Convention on cybercrime
problems
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Abuse reporting should be standard and
follow REC 2142 (abuse @) noc@,
security@) and a standard fermat as ARF
(Abuse Reporting Format)

*= There should be agreement enhow.
national legislation mayregulate the
internet (filtering), data retention)

= Legal study of the possibility for cross-
jurisdictional cooperation

Requests should come from single points
of contact

Law Enforcement
(outside United States)

1. Pulls data from databs
st

tates
2. Provides data back to Microsoft's Local Crimi
Compliance Country or Regional Contact

Reading E-mail Account Records —

Registration Records Reading E-mail Account Records —
IP Connection Histo
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Microsoft Online Services will respond to emergency
requests outside of normal business hours

Send a letter on official agency: letterhead- signed and
dated, including:
* A summary of facts, in English; describing the emergency

A statement that there is an emergency “involving danger of death
or serious physical injury reguiring disclosure ofithe infermation
without delay.”

The full name of the requested account (e.9.,
“bob_compliance@hotmail.com”) and what data is requested (e.qg.,
“Subscriber Information and!IP History").

HE MICROSOFT LAW ENFORCEMENT PORTAL

New Fearuses on Microsorr LE Posa

Microsaft

e T e Tramework k
P Tuesday, October 13, 2009
PresenTeR
11:00-13:00  Registration for DCC 2009
12:00-13100  Lunch
3:00-13:10  Introduction & Welcome
13:10-13:20  Keynote
13:30-14:30  Disruption & Enforcement - How to Win the Battle Against To be confirmed
proaches have and have not worked
d within the global security and law
enforcement communities to effectively tackle the growing Issue of
eybererime.
14:30-15:00  Break

15:00-16:00  Controlling West African Advanced Fee Fraud (AFF) Paul Zasada
Proliferation: The significant threat to cltizens, business Interests __ CEO, Gov.com, Inc.

COFEE Computer Forensics Tool Volatile information

Computer Online Forensic Evidence Extractor is a tool to obtain Date, time of the examination Sl
evidence from a computer in a uniform, guick, and transparent Vi

way olatile memory

Design as a script and command line based live forensics tools Memory Dump from B Sice TR
that can be used by ferensics investigator with zere knowledge * SWAP drive

Conduct live evidence extraction befere the computer is powered Network connection
down Open ports UDP, TCP.
Runs from and stores the volatile evidence onia; USB storage key *  NetBIOS, neighboring network connectid
User Account
Users currently logged on 8 Shows Local Logon inform

e Fue
Processes 8] Lists net share folders

8 Shows open shared lss
Running processes
Running services

8] isplays Temporary Intarr
- i

Scheduled Jobs

@) procasses comsiatin

Files
Open files
Screen capture
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Microsoft regularly emails

online fraud prevention tips
to its cust G g o
o « Microsoft has a specific

5 ways to help protect

Detailed online fraud ourself from e-mail scams i
prevention information is i , program (0] f:lSSISt
provided on Microsoft's g 3 victims of hijacked

website ) accounts

User education and 7 2

awarenessiciT R : p— The user friendliness; of

through cooperation with P ! Windows Live online

public authorities, media, ’ ; .

and industry partners Szr/loes Squort IS
constantly being
improved based on user

feedback

The Advance Fee Fr = SmartScreen filter
Coalition is an industry: 2 i

initiative to fight Internet fra
through

Public awareness

I Prevents users from going to;
Advance Fea Fraud Coattion i known phishing and malware
~ websites

- Warns users against websites
galg exhibiting fraud characteristics

Enforcement Z 7 7 ¥
= Domain highlighting

Informs users to make it more

This industry initiative - difficult to spoof domains
demonstrates an interest and

need by the private sector to
work together to protect
victims for crimes committed
across borders

& Microsoft Corporatc

SU-C
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