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Global team of investigators and lawyers Global team of investigators and lawyers 
defending against Internet crime and defending against Internet crime and 
abuseabuse

Specific missions:Specific missions:
Protect children from technology facilitated Protect children from technology facilitated 
crimescrimes

Advance safety and integrity in the online Advance safety and integrity in the online 
advertising marketplaceadvertising marketplace

Ensure security and safety in cloud Ensure security and safety in cloud 
computing and emerging technologiescomputing and emerging technologies

Clear legislation on when the data should Clear legislation on when the data should 
be provided to law enforcement, including be provided to law enforcement, including 
data retentiondata retention

Cooperation with law enforcement should Cooperation with law enforcement should 
be facilitated through meetings and be facilitated through meetings and 
exchangesexchanges

Participation in an international framework Participation in an international framework 
to facilitate exchange of evidenceto facilitate exchange of evidence

Legislation should specify ISP obligations Legislation should specify ISP obligations 
on data retention, legal process for on data retention, legal process for 
disclosing customer informationdisclosing customer information

The definition of ISP or ESP should be The definition of ISP or ESP should be 
unambiguous in the legislationunambiguous in the legislation

Appoint people single points of contact for Appoint people single points of contact for 
the law enforcement and ESP exchangesthe law enforcement and ESP exchanges

Prioritize the requests so ESPs can Prioritize the requests so ESPs can 
allocate the adequate amount of allocate the adequate amount of 
resources resources 

Regular meetings to identify and resolve Regular meetings to identify and resolve 
problems problems 

International instruments exists to facilitate International instruments exists to facilitate 
police cooperationpolice cooperation

Letters rogatoryLetters rogatory

Mutual Legal Assistance Treaties (MLAT)Mutual Legal Assistance Treaties (MLAT)

G8 Contact pointsG8 Contact points

Convention on cybercrimeConvention on cybercrime
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Abuse reporting should be standard and Abuse reporting should be standard and 
follow RFC 2142 (abuse@, noc@, follow RFC 2142 (abuse@, noc@, 
security@) and a standard format as ARF security@) and a standard format as ARF 
(Abuse Reporting Format)(Abuse Reporting Format)

There should be agreement on how There should be agreement on how 
national legislation may regulate the national legislation may regulate the 
internet (filtering, data retention)internet (filtering, data retention)

Legal study of the possibility for crossLegal study of the possibility for cross--
jurisdictional cooperationjurisdictional cooperation

Requests should come from single points Requests should come from single points 
of contactof contact 8

Preservation 
Request

Preserve a snapshot of information, 
including IP logs and e-mail contents, 
for 180 days from the date of the 
preservation.

Microsoft will extend the initial 
preservation for an additional180 days 
upon request from International Law 
Enforcement.

Extension

9

� Microsoft will preserve a snapshot of an account to afford the 
foreign government the opportunity to seek disclosure 
through the MLAT/Letters Rogatory process.

� Microsoft will accept a written request, signed by the 
international law enforcement agency, which specifies the 
information to be preserved.

Law Enforcement

(outside United States)

Microsoft’s Local Criminal 

Compliance Country or Regional 

Contact

1. Conducts Legal Review

2. Prepares Translation (if 

submission not in English)

Microsoft Online Services Criminal Compliance 

Response Team

1. Pulls data from databases located in the United 

States

2.  Provides data back to Microsoft’s Local Criminal 

Compliance Country or Regional Contact

Criminal Legal 

Request

Online 

Services 

Data

Online 

Services

Data
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The “Registered From IP Address” is not provided by the user, but is 
captured by Microsoft’s systems.

11 12

� Microsoft retains e-mail account Internet Protocol (IP) 
connection history for 60 days.
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Microsoft Online Services will respond to emergency Microsoft Online Services will respond to emergency 
requests outside of normal business hours.requests outside of normal business hours.

Send a letter on official agency letterheadSend a letter on official agency letterhead-- signed and signed and 
dated, including:dated, including:

A summary of facts, in English, describing the emergencyA summary of facts, in English, describing the emergency

A statement that there is an emergency A statement that there is an emergency ““involving danger of death involving danger of death 
or serious physical injury requiring disclosure of the informatior serious physical injury requiring disclosure of the information on 
without delay.without delay.””

The full name of the requested account (e.g., The full name of the requested account (e.g., 
““bob_compliance@hotmail.combob_compliance@hotmail.com””) and what data is requested (e.g., ) and what data is requested (e.g., 
““Subscriber Information and IP HistorySubscriber Information and IP History””).).
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CComputer omputer OOnline nline FForensic orensic EEvidence vidence EExtractor is a tool to obtain xtractor is a tool to obtain 
evidence from a computer in a uniform, quick, and transparent evidence from a computer in a uniform, quick, and transparent 
wayway
Design as a script and command line based live forensics tools Design as a script and command line based live forensics tools 
that can be used by forensics investigator with zero knowledgethat can be used by forensics investigator with zero knowledge
Conduct live evidence extraction before the computer is powered Conduct live evidence extraction before the computer is powered 
downdown
Runs from and stores the volatile evidence on a USB storage keyRuns from and stores the volatile evidence on a USB storage key

Date, time of the examinationDate, time of the examination

Volatile memory Volatile memory 

Memory Dump from Physical memoryMemory Dump from Physical memory

SWAP driveSWAP drive

Network connectionNetwork connection

Open ports UDP, TCPOpen ports UDP, TCP

NetBIOS, neighboring network connectionNetBIOS, neighboring network connection

User AccountUser Account

Users currently logged onUsers currently logged on

ProcessesProcesses

Running processesRunning processes

Running servicesRunning services

Scheduled JobsScheduled Jobs

FilesFiles

Open filesOpen files

Screen captureScreen capture
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Microsoft regularly emails Microsoft regularly emails 
online fraud prevention tips online fraud prevention tips 
to its customersto its customers

Detailed online fraud Detailed online fraud 
prevention information is prevention information is 
provided on Microsoftprovided on Microsoft’’s s 
websitewebsite

User education and User education and 
awareness is enhanced awareness is enhanced 
through cooperation with through cooperation with 
public authorities, media, public authorities, media, 
and industry partnersand industry partners
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Microsoft has a specific Microsoft has a specific 
program to assist program to assist 
victims of hijacked victims of hijacked 
accountsaccounts

The user friendliness of The user friendliness of 
Windows Live online Windows Live online 
services support is services support is 
constantly being constantly being 
improved based on user improved based on user 
feedbackfeedback20

The Advance Fee Fraud The Advance Fee Fraud 
Coalition is an industry Coalition is an industry 
initiative to fight Internet fraud initiative to fight Internet fraud 
throughthrough

Public awarenessPublic awareness

MitigationMitigation

EnforcementEnforcement

This industry initiative This industry initiative 
demonstrates an interest and demonstrates an interest and 
need by the private sector to need by the private sector to 
work together to protect work together to protect 
victims for crimes committed victims for crimes committed 
across bordersacross borders21

SmartScreen filterSmartScreen filter
Prevents users from going to Prevents users from going to 
known phishing and malware known phishing and malware 
websiteswebsites

Warns users against websites Warns users against websites 
exhibiting fraud characteristics exhibiting fraud characteristics 

Domain highlightingDomain highlighting
Informs users to make it more Informs users to make it more 
difficult to spoof domainsdifficult to spoof domains
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